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Google’s Elite Security Team,
Project Zero

‘)(7 hen Apple launched the iPhone through an exclusive

partnership with AT&T in 2007, seventeen-year-old George
Hotz wanted to use an iPhone but not with AT&T. He wanted to make
calls through his own T-Mobile network, so he cracked AT&T’s lock on
the iPhone [1]. Apple scrambled to fix the bug that allowed this, but
officially ignored George Hotz.

Later in 2011, Hotz reverse engineered the Playstation 3 and posted a
copy of the root keys on his website. Sony sued him but settled after

Hotz promised never to hack Sony products again.

Then in early 2014, at Google’s hacking competition, Hotz discovered a
security hole in Google’s Chrome OS. The company gave him a $150,000
reward. Two months later, Google’s security engineer Chris Evans
offered him a position in a team of elite hackers. George Hotz accepted
the offer and now works for Google’s security team Project Zero [2].

Project Zero worked in secret until Google publically revealed the
team in July 2014. Its sole mission is tracking down and getting rid of
security flaws in the world’s software. These flaws are called zero-day
vulnerabilities, which are a common target of cyber criminals.

Project Zero's hackers aren’t just looking into the products that Google
makes. They are free to hack any software are in the world. Why? They



want to make a safer Internet for everyone. The team’s policy is simple.
The team notifies vendors of vulnerabilities immediately. If fixes are not
available within 90 days, bug reports automatically become available to
the public. The 90-day disclosure policy appears to be working in most
cases. The Adobe Flash team fixed 37 Project Zero vulnerabilities (or
100%) within the 90-day period. The Project Zero blog indicates that 85%

of all vulnerabilities are patched before the deadline [3].

However, recently Google’s strict 90-day policy came under fire from
Microsoft and Apple. The Project Zero team publicly disclosed bugs which
were present in Windows 8.1 and MacOS X before Microsoft and Apple
released patches. Microsoft heavily criticized Google since the company
was scheduled to release a patch just two days later [4]. Recently Google
loosened its 90-day policy with an additional 14-day grace period. Now
vendors have an additional 14 days to patch vulnerabilities as long as they
inform Google of the release schedule before the deadline.

“People deserve to use the Internet without fear that vulnerabilities out
there can ruin their privacy with a single website visit. We're going to try
to focus on the supply of these high value vulnerabilities and eliminate
them.” says Evans.

1. Geroge Hotz, Wikipedia, http://goo.gl/Vebl

2_Meet ‘Project Zero,' Google's Secret Team of Bug-Hunting Hackers, http://goo.gl/E8rEHy

3. Project Zero, http://goo.gl/dx48YY

4. Windows: Elevation of Privilege in ahcache.sys/NtApphelpCacheControl, Google Security
Research, https://goo.gl/c2agFx
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= The hackers are looking into the products (which Googie makes)

BT dlthe praduateiS ., &R Hthe

M.

IS5

FAEiRx% 2, enrinat Aol

R 4 x AR LR SEREUEEENG XEAH TR
WSO, # £ 2R ERRN () wTER oy (GEdEin + A4 ).

e These flaws are called zero-day vulnerabilities, and they are a conimon target

EERREERA "EERE + SNEMNBRLEBRS

of cyber cnmimals

# B 17o

= These flaws are called zero-day vulnerabilities, which are a common target

ctiminals, RERFEHIRA “"BEFRR" , /ENEMBFLEBEN

of cyber
815

P FSiEvuinerabilities s 41

(3) simems

launch Z17

exclusive partnership M &K &k EE
crack a code BRIEFE

scramble to V # R BEHFEE

fix a bug {8 Bug

officially B 7

ignore 211

reverse-engineer i# 8 T

sue 121f

settle ALY, EE

hacking competition & & Bl A 3%
security hole £ i

security engineer &£ T
accept an offer EZEER

in secret W&

Fid Hihey

YEBT A AR T

L awhich

publically 22 FFth

reveal 185

sole HE—H

track down 187

get rid of ;EEE. 2K
security flaw R £ &iH
look into & ~

be free to V B it E =
policy B

notify A of B a0 A 541 B
automatically B i
disclosure policy 2 fiE K
appear to V &iEE(g ~
deadline i (F B #8

patch % T, &%

01 AHUEFHEE

SIS RBEIEER



strict policy =T HIEBUK inform A of B ] AiB% B

come under fire BH|I0E, SFiEHE deserve to V{HSM ~. BEKM ~
present BEIM. WK ruin #EER . BEER

release X7, &7 focus on TiFF

aslongas A& ~ supply 2

(2) mmprzmaT

Project Zero worked / __ /
Project Zeroiz{E | TR/

until Google the team / in July 2014. /
HEBHRP A E A / FE20144E 7A.

Its is /
EM—HTIERZIERE/
and / in the world’s software. /

MB e RR/ELSKRR SR,

These are called - ,/
XERRERA “EBRE"

which are a / of ./
ENREHENER /MR,

Project Zero's hackers aren’t just ____ the products /
Project ZeroH) 2 EH A RiFE~ &/

that Google makes. /

BHHEN

Theyare ___ _ any software / in the world. / Why? /
{1 B i A B ER it 5 Ay IAftan |
They want to make a safer Internet /

fufBhE— T ER L8 M/



for everyone. / The team’s is simple. /
AFREAN, HEA-FI A R R A

The team notifies vendors / of vulnerabilities / immediately. /
ffEm & [ 5L B].

RRE B

( PR ) LA FINZES, WE—J5 5 Project Zero L A7

@ > kiR e E R E

® 7EBUMTERD BT

© 47 90 RINAMEM Bug 5 80252 T4

@ Bt IFiE
2 (igiR) BEAR AR AR IE B A 2wl AR F LR faf A

& Wi
) B REAY A A S AASEL &, Project Zero N figde ey HoA7 it
"L HER . EECEREARSEE . FF S X Rl RENE R TRHE

~

(=

REDLE

o

#2158 5aaR 48R ER# R 35hiE
o) #k B Z RIS AP
%R EEN DM IERE S EEM A

wf [m] [2]

(=] &
o #f

2] SHMENETEZRESME (WEEH )

01 HRBEREE 7T



BE:

Google’s Elite Security Team, Project Zero

AHRBRERBR

When Apple launched the iPhone / through an exclusive partnership / with AT&T / in 2007, /
L2 xA{T iPhone/ i IsE SEk S A i ATETS 4 2007 o
seventeen-year-old George Hotz wanted to use an iPhone /

17 LFts - ,3 Fx2 18 E\ Phone!

but not with AT&T. / He wanted to make calls /

(BF i AT&T, /4 T &iE/
through his own T-Mobile netwark, / so he cracked AT&T's lock / on the iPhone [1]. /
4t f-' ) T-mobile i, /T3 "‘ﬁ‘;"F“:— ATET wwt /7 Phone S87, /

Apple scrambled to fix the bug / that allowed this, / but officially ignored George Hotz. /

ERARER T Bug/ 3| LR A, (EEFRUTmE - B, /

Later in 2011, / Hotz reverse engineerad the Playstation 3 / and posted a copy of the root keys /
2011 ETFFE, [ BHEEERT PS Y AEREERE HE/

on his website. / Sony sued him / but settled / after Hotz promised /

s, /RERETERZ |/ BREEVAR / £ BERIE/

never to hack Sony products again. /

FTEANRRE MG, /

Then in early 2014, / at Google's hacking competition, / Hotz discovered a security hole /
zia. 20014 41, | feRMEBEZWEABRLE/BELAU TR/
in Googles Chrome OS. / The company gave him a $150,000 reward. / Two manths later, /
£k Chrome OS oh. JSIATEZ 19 W E£TER. |ATAR. /
Googles security engmeer Chris Evans offered him / a position / in a team of elite hackers. /
SN EETERR - W H R [ — RO AR ERERRA. [
George Hotz accepted the offer / and now works / for Google’s security team Froject Zero (2], /

BERE TEMIR/ ME IR Ha
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Ak Project Zero,

Project Zero worked / in secret / until Google publically revealed the team / in July 2014. /

Rrojeat Zero S/ MEM / BRSGHITLFRTEN/ F 20014 57 H
Its sole mission is trackmg down / and getting rid of security flaws / in the world's software. /
El—MT ST/ HREZLERE/ E LSRRGS, /

These flaws are called zero-day vulnerabilities, / which are a common target / of cyber criminals. /
H E A ST
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Project Zero's hackers aren't just looking into the products / that Google makes. /
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They are free to hack any software / in the world. / Why? / They want to make a safer Internet /
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If fixes are not available / within 90 days, / bug reports automatically become available / to the public. /

ESTHEE 90 F N, /IR Nasd5 | 2l

The 90-day disclosure policy appears to be working / in most cases. /

90 B BAOHNENTREYE | ES8RITF
The Adobe Flash team ﬁxed 37 Project Zero vulnerabilities (or 100%) / within the 90-day period. /
Adobe Flash BIMIEE T 37 ™ Prosect Zero & [ 100% i 90 XA

The Pro;ect Zero blog indicates / that 85% of all vuinerabilities are patched / before the deadiine [3]. /
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However, / recently / Google’s strict 90- day pohcy came under fire / from Microsoft and Apple. /

o 90 HHZEE5 g EE

The Pro;ect Zero team pubhcly d!solosed bugs / which were preseﬂt in Windows 8.1 and MacOS X /
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before Microsoft and Appie released patches / Microsoft heavily criticized Google /
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since the company was scheduled / to release a patch / just two days later [4]. / Recently /
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Googie loosened its 90—day policy / with an additional 14-day grace period. /
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Now vendors have an additional 14 days /to patch vulnerabilities / as long as they inform Google /
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of the release schedule / before the deadline. /
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"People deserve to use the Imernet / without fear / that vulnerabllmes out there / can ruin their privacy /
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with a single website visit, /
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We're going to try to focus on the supply of these high value vulnerabilities /
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and eliminate them." / says Evans. /

01 BHEEHE O



FRRERLG?

Unit O 2
Zero-Day Attack:

Is Your System Safe?

ast year Google revealed Project Zero, an elite team of top hackers.
L The team aims to improve security and protect the Internet from
zero-day vulnerabilities. It has already uncovered a number of zero-day
vulnerabilities in Microsoft Windows and Apple MacOS X [1].

But what exactly does zero-day mean? Before we dig into the meaning
of zero-day, it'’s important to understand the difference between vulner-
ability and exploit [2].

Vulnerability and Exploit

A vulnerability refers to a flaw in a system, device, or application. It
could be a bug or a design error. The presence of a vulnerability, though,
does not cause harm. It is just a state of being vulnerable.

On the other hand, an exploit can be really dangerous. Exploiting is the
act of abusing or taking advantage of a vulnerability. Attackers exploit
vulnerabilities and gain access to a system by using exploit code. The
term exploit code is often shortened to just exploit.

Simply put, a vulnerability is a hole in a system while an exploit is code

to break into the system through the hole [3].

Zero-day Attack

Now that we understand vulnerability and exploit, it's time to ask: What

10 BFAMEE



is zero-day?

The term zero-day refers to the number of days between the public
disclosure of a vulnerability and exploitation of the vulnerability. It’s
called zero-day because developers have zero days to address the
vulnerability before attackers start exploiting it. In short, zero-day
means the problem is not fixed yet, and a zero-day exploit is code to
hack into a system through a zero-day vulnerability. Zero-day attack
means attacking a zero-day vulnerability.

Protecting yourself

Due to the very nature of zero-day exploits, no network is 100 percent
safe. However, there are measures to take to lower the risk [4].

For individuals, a commonsense approach is essential. Never click on
suspicious links in emails, Kakao Talk, Facebook or Twitter postings.
Never open an email attachment from an unknown source. Always use

caution when you download something from the Internet.

Businesses and organizations can also establish certain security
procedures to ensure the safety of their networks. Educate employees
on best security practices. Use virtual LANs to protect business-critical
information. Implement an intrusion detection system to detect zero-
day attacks. Don't forget to lock down wireless access points to prevent
wireless attacks.

1. Project Zero, http://goo.gl/voRL7n

. Zero-day attack, Wikipedia, http://goo.gl/wup7

. The difference between an expoit and vulnerability http://goo.gl/hlz2uW
4, What is a Zero-Day Exploit? http://goo.gl/AWEW4gK
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= It's important to understand the difference.

e |t's time to ask a question. IAEZIZ @ 6HE],

A& # AERN tofE # BiE, #HFE, 4 BEANTT. NE&5
— BRI LAR H, to B ARZ S o RS R ORI

® The team aims to improve secunty. FBAR B Fr/i8i# R &,

® Don't forget to lock the door. REEAC/ 8 o

® An explott 1s a code to break into the system. F fiRiE 8 &2 —F R/ A E
R,

® There are measures to take. 5 i/ B REU ( #iE) .

® There are measures to take to lower the risk. B EZZEUHFEHRE/ A T RR{ERFE,

e Don't forget to lock the door to prevent intrusion. ZA25 8111/ LS,

e [mplement an intrusion detection system to detect zero—day attacks. SEFEEA A

BREG/EL "FERE" M. REXBMAR RS/ LBILE "RHE"

AR # B RANE T, £ # BRAERGE I ~ing JHE # &
iEl, FFLAFR A # Bh&ial. AT LLERfR R CffdEdE.



® Attackers start exploiting 1. BHEA T FEEEN R T,

® Jerc—day attack means attacking a zero—day vulnerability

IEE "BBIRE" .

R # EIEENA , LAIBIEE Y.

"BHIE" BRE/

® The presence of a vulnerability, though, does not cause harm, JREKNEE, &

1] ) #\;Xjﬁ‘%%ﬁ%o

® On the other hand, an explont can be really dangerous. H—AE, FHRRFK

WHEMES BN,

® Simply put, a vulnerability 1s a hole in a system

FP .

¢ In short, zero-day means (that) the problem s not fixed vet. Ba <,

BORE/ [ KB R

|E| BF8ITIE

reveal 5%, MiF

amtoV ~ BH#, EE~, HTF ~
improve B, &
vulnerability iR

uncover 8%, BFET

a number of K& ( =many )
exactly E#sih

dig into £, &%
difference R &=

exploit B8, M, BHEEF
refer to 3EMIZ

flaw Wz, HRIE

presence 7

cause #Ex, SliE

harm g%

state K7

on the other hand S — AT
abuse i f, &

take advantage of F|
attacker I

gain access to ~ #if ~
shorten 48458

simply put @5z

it's time to V % ~ BBt jE] T
the number of ~ ~ B E
public disclosure A%
exploitation A, &
address 4hFE

inshort EE2Z

due to - i F, HA ~
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nature A% establish &3z, filsz

take measures FELE ik security procedure &2 F
lower [F1{& ensure {%if

commonsense &2 % H safety practice €55
approach iR 5%, #£% virtual LAN £ #1588

essential PAERY business-critical &\l E#
suspicious T £ implement L

email attachment {4+ intrusion detection A\ {Z2#
unknown source H 4k A Ef detect 52, 1R

organization 4843, Hfk wireless access point L4 EA &

& BAARE

vulnerability window i & 124, M B 0GR 2 F] H A 3 R 0y
of FE HL MR % 32 F1 b T Al B (] Bt

o WA G F R A48 AN A A0 s ) 76 P 9 B

o Yok 3 OO R N B LR F kil -

o Mok % 4 5 ) P s ) 0 200 1R

o WF% N Ll S AT IR e BT RE B G Y R L IR N B

W+ T

- RNV RAFNT

WER N ROIT % 1 R AT T 200, Bk &3 e i i s oy =%
R TR B A N B JEAS ey & ol g % BRI, R LA s 10 7 11
(B T BEFFEE JLAS H sl 4 TLAE
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(2) mmeremaT

A R / in a system, device,
R IFETRSG. &&.
or application. / It could be a bug /
IRkl o IEA I RERBug/
or a design error. / The B ,/ though, /
g IHER. iR HTFE, 15T, /
does not o
FHigFEL.
tisjusta / of ./
EAR—MRE IBEWHN. /
R ./ an can be really ./
RH—HHE, FIRRRNBGEIESER.
isthe __/
F BiRETHER—MITA/
o / or o ./
] IHEFI AR, /
/
WSS BiRmRE T &/
and / to a system / by using ./
FE#HN 2 {5 Bn ) AR R 10 A A€ 52
The term /
| iR R B R AR/
is often / to just ./
ZERESH/ KA ARBAEE, /

02 HRHIRGREE?
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__,/a is a /in a system /

BEZ, R R R EGhm)
while an is / to the system /
FAmA AiFENIE 8 LINB E&
— i
@it . /

o we understand and ./
MEARSLERRRERNF AR, /

time __ ask:/
T HEERREETE]
What is 2/
fih “EE" 7

| BES

1 (EE) UPWb—smEy o EHIGET 69 S si) & sE b

@) L] [ £k b AREE MM TR
(©) % || fdiJ K4k LAN (@ A& Ef# ] SNS

20 (HER) LLUFUR—IS ARy F R AT
@) % H Hl™ 5 A I O A s el s 0 4 0l — 2
() H Gl WA 4 0 e A Y B 06 B ] e ]
el " EHHGE" Joikhitls
Tl 32 a9 4 P

3 (igiR) (e CERERERRIG SRR R, R H IR

fil

eSS |

i
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4 (igiR) BIEEAS AR “EHIGE .

&

1 FEAERE R, I RDAERE B HGE” s

2 YR AR R IR e A . R R AR SRR

O g

1) )i EIEMAE ATRE BT

2| EJHRNBRAMM ARG, TR AUEA R # RS .
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Zero-Day Attack: Is Your System Safe?
REORFRLIG?

Last year / Google revealed Project Zero, / an elite team of top hackers.

1 | 3T 7 Projgct Zero, /—TTHRZEREFEF, /

The team aims / to improve security / and protect the Internet / from zero-day vulnerabilities. /
TMEIAK BARE I ET2 (EIPEERM /2% "BHFRR" MEE., /

It has already uncovered / a number of zero-day vulnerabilities /

HINELRUT | A8 "SHREE"/

in Microsoft Windows and Apple MacOS X [1]. /

T if L Windows 0 Apple Mac OS X b, /

But what exactly does zero-day mean? / Before we dig into the meaning of zero-day, /

B2 "BE" arERAERN AR [ ERINERERX Z. /

it's important to understand the difference / between vulnerability and exploit [2]. /

BENE T RARER  F4E T RERER EZE80, /

Vulnerability and Exploit/ &EFiERA A

A vulnerability refers to a flaw / in a system, device, or application. / It could be a bug /
RRERE/FETES., B5. AN, [CEIHER Buy/

or a design error. / The presence of a vulnerability, / though, / does not cause harm. /
ST, /[ WEOTFE. (. JEREFEL, /

It is just a state / of being vulnerable. /

ERR—HIRE/ HRRIEN. /

On the other hand, / an exploit can be really dangerous. / Exploiting is the act /
B—AW, /FEHEEERERE. [ BRAEE—®Th(

of abusing / or taking advantage of a vulnerability, / Attackers exploit vulnerabilities /
R AEF FRE, (W& R/

and gain access / to a system / by using exploit code. / The term exploit code /
FHEEA By BEIFRRRAKE. | X8 RET AR/

is often shortened / to just explort. /

ZFERSH /| FHEWE. /

Simply put, / a vulnerability is a hole / in a system / while an exploit is code /
HEZ, (RERKEDE/ Ry / mmikiEF E R 7

to break into the system / through the hole [3]. /

WNERYEERE. /
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Zero-day Attack/ "EAFH"

Now that we understand vulnerability and exploit, / it’s time to ask: / What is zero-day? /
MG XFESEMBRTERNE®E,  TO2REERE /ah “|8" 2 /

The term zero-day refers to the number of days / between / the public disclosure of a vuinerability /
fig 'S0 KRS/ NT/AFEREET

and exploitation of the vulnerability. / It's called zero-day /

RiFFIF. / 2a 28N BB/

because developers have zero days / to address the vulnerability /

AR#T "EB8") BE
before attackers start explomng it. / In short, / zero-day means / the prablem is not fixed yet, /
FUHEEREARAETOFR. /A=, /"S0" EKRE/CHESERHA, [

and a zero-day exploit is code / to hack into a system / through a zero-day vulnerability.
HE "BERMN MBEE2RE/UARRES/#1Z3 "EERKE" /

Zero-day attack means / attacking a zero-day vulnerability. /

"BRWE" ERE/IE "EEIRE", /

Protecting yourself/ 833

Due to the very nature / of zero-day exploits, / no network is 100 percent safe. /
EARECRRREDE @, 5T 100% DM, /
However there are measures / to take to lower the risk [4]

For individuals, / a commonsense approach is essential. / Never click on suspicious links /

AR S FE. ]S

e, [ ENRE BRI AR ELDEA,

& o] Rk 5 = [

in emails, Kakao Talk, Facebook or Twitter postings. / Never open an email attachment /
& i . Kakao Talk. Facebook 23 Twitter HEDX TR/, /[ 20FT FH0EaE it 4 /

from an unknown source. / Always use caution / when you download something /

=BT AM, JRTEE g it
from the Internet. /

A R | /

Busmesses and orgamzanons can also establish certain security procedures /
*'7|m'1-4w7 ‘ _ﬁ == ',Ef =

to ensure the safety / of their networks. / Educate employees / on best security practices. /
ATREE EMEY,, /¥R IETEN ) FEFNTEER, /

Use virtual LANs / to protect business-critical information. / Implement an intrusion detection system /

ERENE

AW REFUNEES. / TRAREANES /

to detect zero-day attacks. / Don't forget to lock down wireless access points /
AR "EEHIE . [VNERETEEAS

to prevent wireless attacks. /

o

DS AT

02 RBFEHELL? 19



KHBREZiL AR 2N

Unit
O 3 Lenovo Superfish Scandal

enovo’s Superfish fiasco might be the worst security scandal of the
L year, maybe even of the decade. It turned out that the company
shipped laptops with pre-installed adware that would open a security
hole. The adware called Superfish would leave millions of laptops
vulnerable to cyberattacks.

Is Superfish malware?

Adware is a software application that automatically displays advertise-
ments. Superfish is an adware program that inserts advertisements into
web pages users visit. Generally, adware is annoying but not really
malware. However, security experts consider Superfish to be malware,
even an especially bad kind.

Superfish used fake, self-signed root certificates to hijack HTTPS traffic
and inject its own ads onto websites. What does that mean? Errata
Security’s Robert Graham, who reverse engineered the Lenovo/Superfish

certificate and cracked the password, explains its implication in simple

rerms:

“|Supertish] is designed to intercept all encrypted connections,
things it shouldn’t be able to see. It does this in a poor way that
it leaves the system open to hackers or NSA-style spies. For

example, it can spy on your private bank connections...”[1]



Who is affected?

Lenovo has stopped pre-installing Superfish since January 2015.
According to the company’s spokesman, Lenovo installed Superfish on
consumer PCs and laptops only from September to December 2014.
Lenovo shipped a total of 16 million units over the period. Chrome,
Internet Explorer, and Firefox are all affected.

Am |l infected?

If you have purchased a Lenovo PC or laptop within the last two years,
it would be wise to check if your system came with Superfish. First, you
might want to check out Lenovo’s Superfish Vulnerability page which
lists affected models [2].

LastPass has created a web tool to quickly verify if your computer is
infected. In Internet Explorer or Chrome, simply visit the site [3]. If you
do not see a “You are Safe” message, you are infected.

How to remove Superfish?

Manual instructions are now available from many trusted sources [1, 4].
On its own support site, Lenovo has published an automatic removal
tool as well as manual removal instructions [2]. Microsoft and McAfee
also updated their antivirus software to detect and remove Superfish
[5]. So if you simply run a full system scan with your legitimate antivirus

software, you should be free from Superfish.

Hoa

1. Lenovo responds to “Superfish” report, says malware is no longer active,
http://goo.gl/ckoRvt

2. Superfish Vulnerability, http://goo.gl/TxnuDS

3. LastPass Superfish Checker, https://goo.gl/cAf8vN

4. How to Test Your PC for the New “Superfish” Security Vulnerability, http://goe.gl/rdcayl

5. Microsoft, McAfee update antivirus software to protect against Superfish,
http://goo.gl/DuuP6P
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R # IR SR AT (have/has+ i 224016 ). BUEYHRH B
2o, ik, T R, FRE A R X B i A S

® | enovo has stopped pre-installing Superfish since January 2015, BXZ82 2 1E /
WiFESuperfish /M2015FE1BFEE, (=HEFBEZRE)

¢ |f you have purchased a Lenaovo PC within the last two years, ~ iR {RAE T %2
FAMET BKBPC, ~ (=tnRIWESH)

® | enovo has published an automatic removal tool on its website. BKBE 2%

T/l TR/AERRIL F, (=BEEMILLE )

AEHXRRER . # XEKZREEM DT, FH# &R
s REwEMER. XRALHEGN () B4 EREEEELR
HIT A FEBEI # 564718 .

e Adware s a software application. + It automatically displays ads. S8 2
BREEA. +EcEMER S

= Adware is a software application (that automatically displays ads). = &%

YRS B /8BRS 8.
® The company shipped laptops with adware (that opens a security hole). A S
B FRET M EREATAREREN,
® Robert, (who cracked the password,) explains its implication. F{8%F, LR 7
i, HEME TRE,

AR XRARBANEE. t ERXEREZF .. # TBRXER
Zi7 +be A AT LA H G . BB AR R

® Superfish s an adware program that insers advertisements into web pages
([that] users visit). Superfish & EERF AN S0/ T /AP RE 1,

22 RERWEE



® The adware ((which is| called Superfish) leaves millions of laptops vulnerable to

cyberattacks. [HEM /R ASuperfishBI/Ait X B IR A B AT 5 SME X

HHIRTS .

K #f S| SRFMETF . if R A" 8F, ATLLH whether (85 .

e If you do not see a “You are Safe” message, you are infected. MR EFEFFH "R
220" NEE /BLRNEMEEET .,
® | astPass has created a web tool to guickly verify if/whether your computer s

nfected. LastPassl& 7 M1 T E/RREIE/ARM BANE T RS,

fiasco 1B

security 24
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fake HEfRHY
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inject JEA
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F HARE

crack a password B Z
explain M

implication & X

in simple terms B2 8KE
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intercept &
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spokesman &= A

over the period & It ER[E]
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® ) RERTTEAATF

is a software application /
TERERE R A/

that automatically displays ./
ERMBER &,/

Superfish is an program / that inserts /
Superfish2 &8 F/ NS

into web pages / users visit. /

T RARPiAEE

Generally, / is / but not really i

—fgFiR, / ERERUEARE, / BEAREENRE. /

However, / consider Superfish / to be ol
B2, / REETZINHSuperfish/ BEESHE, /
even an especially oF

EEREHFEREN. /

Superfish used . - /

SuperfishfE k), BZEBHIRIES/

to HTTPS traffic / and its own ads / onto websites. /
U EHTTPSIATR/ HFHEHCSHSEN = b
|ﬁ| e

®

J RES

) CHRR ) L FLSTUAERRHE T Superfish B EHCPEAYTEE
@ RN R A 5 R
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b REFENS  FE, L3AE Windows RAGAT G aUHL/ il A h
OR R DFiEJILINES
W HprLkiseE.
20 (FfE) DU HE—DZSuperfishf §1] #7
@ BRI RS
&) (o] AR
© AT R E
() 76 20 5 A2 R P AN A BT
30 (igit) i ¥ ih Superfish MR ATAEAL G R VE A e F 2RI
4 (it iETIHPETSuperfishfElG TR 7 ik

o it

1 Superfish 5 FUA7 A A HERE =UHItE . AHREE R[] Ml R .
107 12 B f e i sk 6 A I et S R

2 i Superfishfli J1 19 (1 5 8 4 DGE B ag S ™ 5 2 4 ] A4 AR 2
JELA.

1 SFO)EI RS AR A R
2| SJHREMEEMME AHIEREMNEIEMNA .
3| ¥oJHERRBAGHER

ER

(1 e [2] b. [3] ATLS (HTTPS ) TTRHMBZ AL, MUUREREMEERFALZ, W
4 REHEFSuperfish, "TABRELS (87KPEE ) BBTELRKR. @ 83/FaRIE
Superfish, FIEFHFHRHEEE,
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Lenovo Superfish Scandal

HHBEZIE At AL 207
Lenovo's Superfish fiasco might be the worst security scandal / of the year, /
HRfE Superfish BT EERENEER S/ E—88), /

maybe even of the decade. /
HE Rl 10 £, /
It turned out / that the company shipped laptops / with pre-installed adware /

BXM /LS AR F B R/ FEr SHd
that would open a security hole. / The adware / called Superfish /
Fra=e A/ 2P S5 L85 Superfish/

would leave millions of laptops vulnerable / to cyberattacks /

J%'\F TaEIR j’lﬂ"ﬁ,‘l%";rw EARE 3

Is Superfish malware?/Superfish2ERH{4HE?

Adware is a software application / that automatically displays advertisements. /
FERUE—FuHH/ EHaBnr &, /

Superfish is an adware program / that inserts advemsemems /into web pages /
Superhsl.Tr‘—z B AT E R T

users visit, / Generally. / adware is annoylng / but not really malware. / However, /

BRPHEe. | —8&FIR, /T Fif AR, HMEET2E&H 15
secunty expeﬂs conssder Superﬁsh/ o be maiware, /evenanespecnally bad kind. /
2 ERIAA Superfish/ 2EFiNE, [EERBHMEENKE

Superfish used fake, self-signed root certificates / to hijack HTTPS traffic /
Superfish R, BECEEFRIES / D-s HTTPS &
and un]ect its own ads / onto websites. / What does tha1 mean’? /

.ﬁ';l' g g XS xE 'VT

1n [ =,

Errata Security’s Robert Graham, / who reverse engmeered !he Lenovo/Superfish certificate /

Ertata Sacurity 1595 » 8128, /1 F o mir 7Y Superfish 113 /
and cracked the passward, / explains its implication / in srmple terms: /
FEHSMW 7w, /RET RSN/ EREE )

[Superﬁsh] is designed / to mtercept all encrypted connections, things /
"Siine 3 DY R ‘_l‘r, %% F.; TLH\E."‘

ltshouldntbe able to see. /It does this / in a poor way /
ETFEIELRE SRS

r'l uf

that it leaves the system open / to hackers or NSA-style spies. / For example, /
{FRFRBAZEGHENSA-syletiE il /B,
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it can spy / on your private bank connections..."[1] /
EREMNEAR AP R " |

Who is affected? / ifi#kEm?

Lenovo has stopped / pre-installing Superfish / since January 2015, /

REESEL ) 3 Superfish/ A 201551 H, /

According to the company's spokesman, / Lenovo installed Superfish / on consumer PCs and laptops /
BAS RS AR, [ BERE Superfish/ 7EiH #H 4 PC A02210 A4 d1 iRk /

only from September / to December / 2014. / Lenovo shipped a total of 16 million units /
MO HIE 12 R2014 &, [BEBFEHTEI1G00HE /

over the period. / Chrome, Internet Explorer, and Firefox are all affected. /

Tl HERE. /Chrome., [nternet Explorer. X2 HEF o, /

Am linfected? / H b 7 00?

If you have purchased a Lenovo PC or laptop / within the last two years, /
WREAMEITHREPCHZZIEGER/EIX25MA, /

it would be wise to check / if your system came with Superfish. / First, /
ME—TERBEN/IRNELEEEZE Superfish. | &5k, /

you might want to check out Lenovo's Superfish Vulnerability page /

FRl e T EC B B gy Superhish miR L@ /

which lists affected models [2]. /

BRI T SRMH S, /

LastPass has created a web tool / to quickly verify / if your computer is infected. /
LastPass fI{ET — P RA IR /LRQEY [ {FINERES 2ERmELE. /

In Internet Explorer or Chrome, / simply visit the site [3]. /

I8 Internet Explorer 3(& Chrome. [ WHEMiL. /

If you do not see a "You are Safe” message, / you are infected. /

MREREER "RREeN" VES, /| PDARMEBREHRERT, /

How to remove Superfish / (fiffiESuperfish?

Manual instructions are now available / from many trusted sources [1, 4]. /
NEAERTFN/ XeFZEFEHMH L. /

On its own support site, / Lenovo has published an automatic removal tool /
AEBCHRLY, (KBEERHm T —FEafEIE/

as well as manual removal instructions [2]. /

Bt & T FalifeisE. /

Microsoft and McAfee also updated their antivirus software /

A MeAfee e H T # M F 8/

to detect and remove Superfish [5]. / So if you simply run a full system scan /
WIS MFIMN RS Superfish. | BF DODS{RIUIE LS 8D RGN R1E [

with your legitimate antivirus software, / you should be free / from Superfish. /
FASENESIE. | MREZ4F [Superfish 89820, /
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04 Four Facebook Settings You Should

Change Now!

acebook keeps adding new features. Some are useful, but some are
F annoying or may diminish your privacy. The features are optional,
but Facebook often turns them on by default. The company probably
hopes that you leave them on forever. Why?

Facebook makes money by selling your information to advertisers. More
precisely, Facebook “collects all the data, divides it into categories, makes it
anonymous, and sells it to advertisers in buckets of metadata.”[1] Facebook
claims that it is committed to protecting user privacy, but some argue that
the company doesn't care about your privacy [2].

Either way, you have to stay on top of your own privacy settings. Check
the following settings and make sure that your private information is

protected [3].

Auto-play Video Ads

You scroll through your news feed, and videos start playing. You didn’t
click or tap the video, yet it plays automatically. Facebook launched
this annoying feature in December 2013. Fortunately, you can turn it off
easily.

First, click the down arrow in the upper-right corner of the page. Then
select Settings in the drop-down menu. Click Videos in the left menu.
Then change the Auto-Play Videos option to Off.



Default Privacy Settings

Facebook now offers the audience selector option, so you can adjust
the audience for each individual post. However experts advise that you
should always set the default audience properly.

First, navigate to your Settings page again. Click Privacy in the left
column. The page will display a variety of privacy settings. Click Edit
and change the default audience setting.

Search History

Facebook keeps all of your searches. Whenever you look for friends or
posts, it gets saved to your search history. This supposedly helps your
future searches, but you may not want to save every search. You can
delete your entire search history with a couple of clicks.

Click the down arrow and select Activity Log from the drop-down menu.
Menu options will be listed on the left side of the page. Click More under
Comments to expand the list. Click Search, and all your searches will be
displayed by date. Click Clear Searches at the top of the page.

Social Advertising

If you /ike a certain product or service on Facebook, Facebook will show
its ad to your friends. Your friends will pay more attention to the ad
because you liked it. 1t's called social advertising, and you may want to
opt out of this feature.

Navigate to your Settings page. Click Ads on the left. Change both
options from Only Friends to No one. Make sure to click Save Changes.

H oAb .
1. What Facebook Knows about you, http://goo.gl/aigrOo
2. Facebook doesn't care about your privacy. that's why it is worth $150bn, http:/goo.gl/DfHANs
}. Facebook's Help Center, hitps://goo.gl/siJoT
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® Facebook keeps adding new features. FacebookFFEE/1& mMF e o
e Videos start playing. L3R FF16/4& 5
® You may not want to save every search. {REBERN B/ B RE REHRIC R,

K # Ak 3 ( EiE + #hiF + EiE) o #that WAIE # BEiEN
). #thatB|BHEIEMGT, that FRIBLFHBAMK, X
E iy

 The company hopes that you leave them on. ASHEMNRITHE .

® Facehook claims that it is committed to protecting user privacy. FacebookZ 55/
1] { Facehook ) BAFRIFH PR,

e \ake sure that your private information is protected. BRfR/RIIFAAE BEEHRIP

BB R E B 4 I ER. # TERA R ER
You, UL # shiRERI k. BH ", ik".

o Click the down arrow in the upper—ight corner of the page. &S &/ T BRIA/A
E E#.

e Navigate to your Settings page. & HREMRARENHEH,

e Change hoth options from Only Friends to No one. ZE /M METYMINIRE &/
I EE T A
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® You didn't click or tap the video, yet it plays automatically, #RIE38% & FH KRt it

L, MBILIRED B HhiE .

® The company now offers the option, so you can adjust the setting. A MERE

TIRIUNEE, [PARMRET AR TR E,

® Whenever you look for something, it gets saved to your search history. 5 X{R18

RELH, AXLEEBWRFIRRICE.

iTRATiE

keep V+ing FFEEfly ~
annoy ik AR/

diminish fiEE >

feature Bhae

aptional TE K

turn on¥T7F

by default BKiA

probably BT 4

advertiser &8

more precisely B &
collect Y 5

divide Ainto B & A £ 58 B
anonymous E & #

be committed to ~ing #HAF ~. HBEF ~
protect (&3

care about ~ %7F ~

either way it @01

stay on top of - U ZIR ~
make sure HB{R

auto-play Bshi& i

scroll through &)

news feed (Z 5if

launch 2§

fortunately S35z #b

down arrow &%k
upper-right corner4 £ 5
drop-down menu FHi3Es
change A to Big A &5 B
offer 324

audience U 2x

adjust £

expert X%

properly & Y tth, FH#iith
navigate to ~ X4 ~

column %

a variety of ZFh B M
search history & %
whenever {£f[i1{&, 8% ~ i
look for 5 #

supposed|y BN, TTEE
entire search history &38R F
a couple of clicks Wik
expand ¥ 3

display by date {25 B HiR =
pay attention to -~ &3 ~

opt out of ~ EERH ~
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Facebook keeps / o ./ Some are useful, /
Facebook i/ 1BINFTIHEE. / BEEFAN, /
but some are annoying / or may S
BHLELEAREER/ EE AR R R /
The S , / but Facebook _/
ixdEThaE R RERY, / {BFacebook & RAGHITH/
o ./ The company probably hopes / that you _/
B / PEFTRER LB EITH
./ Why? / Facebook / by /
Az | ATAR? / Facebook & #/ A HERRPER/
to ./ ,/ Facebook * o ./
BrEE. / EIIMR, / Facebook “ISUUEBIRFFE R, /
. v o ,/ and _/
T, / ELaEE tH 4R/
- / in buckets of metadata.” / Facebook claims /
rrEm AETHE. "/ Facebook ¥ 3/
that it is / to ,/ but some argue /
3 h+ RIPEPIRFL, / BF AH
that the company doesn’t i _ ./
RARMETREKEN ARFL. / Fiewn, /
you have to . _/ — v
IRENE EHI TR R4 Bz
Check the following settings / and /
BENTEE =g
that your is ./
R MR B G RRF
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(©) HL BT 4R @ HESAGR RS

20 (PR LRI, ”ﬂﬂ—m(ﬁﬁ(ﬁﬁfﬁwﬁﬁﬁfﬁl | 3] iR [ Facebook Ba FAEL 57
(@ $E{IEECIA B AL T R
O S KA PR A SHE i

Facebook {4 TT‘/I‘}\“ A Rl R

[ eI

3] (igik) 1§82 G Facebook ™ A 2 itk (9 1 i 93

4| (igif) ifFd%EFacebook it sc ] LA

®
(d

SOt

1| IR Facebook ¥R A IS A 4~ ABRRARAFY, A fi] § 1 HC S fi Wi by
BIHGEE?

2| Facebookiz ¥§ [LAZIRMUBEARL, LARE SN Bt (@i, HEI%)
T T AR 13 A i B R A e

O RERL

1| A aphialn s R E Mesh iR fEasEn s .
2| “FAaghiANE#thats | SeEiE N Ak sEEiy ]
3| FAERRF, b HEBeREa

BE
[ d (@b 3 EARURLRIPEE., HEzs
TSR HEEEY, FWRAEATEEIEEA

. RAREIEME, (4 gEzEx
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Four Facebook Settings / You Should Change Now!
BE AT EAFFacebookik &

Facebook keeps / adding new features. / Some are useful, / but some are annoying /
Facebook FFE [ SENNFThEE. /HLBEE, /EELEEILARREL/
or may diminish your privacy. /
HENERLVER. /
The features are optional, / but Facebook often turns them on / by default. /
SEChaE kR, /18 Facebook 2RIBEITHF /B /
The company probably hopes / that you leave them on / forever. / Why? /
ASITTRERE & ETH / Aozt / AfT4lE? /

Facebook makes money / by selling your information / to advertisers. / More precisely, /
Facebook &# / BENEIRNEE /BT E&. [ EWRINtiR, /

Facebook “collects all the data / divides it into categories, / makes it anonymous, /
Facebook "BUE I METEREL, (#iTaE, /ERWNER, /

and sells it / to advertisers / in buckets of metadata."[1] / Facebook claims /

HE /A &F / AEITHE. [Facebook £/

that it is committed / to protecting user privacy, / but some argue /

B AT/ RFAP R, [ BREAAA]

that the company doesn 't care about your privacy [2]. /

PEREFKED AEFh,

Either way, / you have to stay on top of / your own privacy settings. /

Zibwf, (GHEETHE/BCHRRIRE, /

Check the following settings / and make sure / that your private information is protected [3]. /
RERTRE /®IE /RN TAGEEERF. /

Auto-play Video Ads / 8 &R &

You scroll through your news feed, / and videos start playing. / You didn’t click /
(FRER, ST IaEa, [RFHRE Sh/

or tap the wdeo / yet it plays automatically. / Facebook launched this annoying feature /
S EEAEAl SR, /BISIEEhE A, Facebook L&k 7 XHpit AFITAIZHEE /

in December 2013. / Fortunately, / you can turn it off / easily. /

FEMIF2 B, [EEHE, /IRTRIREZNIIE | B 28, /

First, / click the down arrow / in the upper-right corner of the page. /

i, | mE TR REs LR, /

Then select Settings / in the drop-down menu. / Click Videos / in the left menu. /
HREEESETNE /A THESE, [ SH59050 ) EfFER R, /

Then change the Auto—PIay Videos option / to Off. /

ARG B SIS R A "R, /
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Default Privacy Settings / BiARMKIGE

Facebook now offers the audience selector option, / so you can adjust the audience /
Facebook TS HEHERE. | BtFaTDEERF/

for each individual post. / However experts advise /

HENMT . (ESFREY/

that you should aiways set the default audience / properly. /

{MEZEZERIREH T/ E@EH, /

First, navigate to your Settings page again. / Click Privacy / in the left column. /
Bk, BRHNEEN@T, (S5 "R/ EESES.

The page will dlsplay a variety of privacy settings. / Click Edit /
FARRTESHELEE. /5T "RE/

and change the default audience setting. /

Th FEBE ] = oA LD
RERIZACE, /

Search History /%I F

Facebook keeps / all of your searches. / Whenever you look for friends or posts, /
Facebook fR7F /PR BEERCE, /BaREHAIZB/EWMFTE, /
it gets saved to your search history. / This supposedly helps your future searches, /
EIHEEFFRRTER, /| ZUEHFHLTSEEE. /
but you may not want / to save every search. / You can delete your entire search history /
B REMFAEN [ RIFMEHE R CF. RSB HifF/
with a couple of clicks. /
WL s /
Click the down arrow / and select Activity Log / from the drop-down menu. /
SHTETE/ER "SIBEFEVETEREE. /
Menu options will be listed / on the left side / of the page. /
FERRSWIE /W) TEN,
Click More under Comments / to expand the list. / Click Search, /

S WY TN CES/RABR. (2 "EHE"
and all your searches will be displayed / by date. / Click Clear Searches / at the top of the page. /
RS RAWEFL R/ EEAE, /&4 "BREZT"/ AEmsE, /

Social Advertising /#1325

If you like a certain product or service / on Facebook, / Facebook will show its ad /
WRGSETHIEHSHIERS [ Facebook, [Facebook B RiEE 5/

to your friends. / Your friends will pay more attention / to the ad / because you liked it. /
BVBR. /[ FRBRSEXE/RET S/ BMMEER. /

It's called social advertising, / and you may want to opt out of / this feature. /
EFEFTENER &, [oTRERER Y R TYIRE. /

Navigate to your Settings page. / Click Ads on the left. / Change both options /
BE "RE" I/ AnEM TE TR/

Trom Only Friends / to No one. / Make sure / to click Save Changes. /

M CREERGR E TRTERASEE", I BR/ Sk REEW, /
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Unit
05 Viruses and Malware:
What's the Difference?

M any PC users consider viruses, malware, spyware, adware,
worms, and Trojans all to be the same thing. While all of these
are malicious programs that can harm our computers, each behaves
differently.

Malware is a combination of two words: ‘malicious’ and ‘software’, As
the term suggests, any program whose intent is malicious is malware.
That is, any hostile or intrusive programs, including viruses, spyware,

adware, worms, and Trojans, are all malware.

Malware is classified into several types based on several criteria. The
most commonly used criterion is infection method. Depending on how
it infects a system, malware generally fits into one of the following
categories:

Virus

A virus is malware that attaches itself to (or infects) other programs or
files. When a user runs an infected program (or a host program), the
virus runs also and performs malicious activities. It also reproduces itself
by attaching itself to additional files. Viruses spread through human
actions such as forwarding an infected file, opening an infected email
attachment, or downloading and running a malicious program from the

Internet.




Worms

Worms are malware that run by themselves. They are self-replicating
and self-propagating, which means they do not need host programs or
human actions to spread. Worms travel through networks on their own
while replicating themselves. They can spread very fast because there is
no need for human interaction.

Trojan

A Trojan is a malicious program disguised as a normal-looking program.
While a virus attaches itself to another program, a Trojan is embedded
within the program itself. When the normal-looking program runs, the
embedded code runs also and causes damage. Trojans do not replicate
themselves the way viruses and worms do. Trojans often spread through
emails or worms.

Drive-by Download
A drive-by download can be one of two things [1]:
+ A download that you authorized but without understanding the
consequences.
+ A download that happens without your consent or even your
knowledge.
A drive-by download involves any type of downloaded file containing a
virus or Trojan, It often occurs when you visit a website, read an e-mail

message, or click on a deceptive pop-up window.

Today’s malware is more complex than ever. Understanding the various
types of malware is just the first step in protecting your system from
cyber threats. Make sure vou have security software installed on your
system, and don’t click on suspicious links!

i

fu e S

-by download, Wikipedia, hitpi//goo.gl/tNkB
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ERA # RBRMEH. PCENTAEZMXRNAAFR. # XBRE
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® All of these are malicious programs (that can harm our computers). IXLEHEE
EERF/SEI B8R,

® \Worms are malware (that run by themselves), ER 2 EENH4/E 2 ET8.

® They are self-replicating, which means they do not need host programa. 118
HEY, IBREBE/ENTREZIEF.

® |t s a malicious program ([thatis] disguised as a normakHooking program). €& &
EEFMEIEAEERFN,

® [t involves any type of downloaded file ((which is] containing a virus). E82FFH

THXWEEREN.

P& # FTABRXAERRIRE. TARLRIA BT, 2l
1 PIAN T IR T R

e Any program is malware. + Its ntention s malicous. FiEEFHESEESHRE, +
ElNEEESEEEN,
= Any program (whose intent is malicious) is malware, =FFEEF/ENNEE

REEN/EEERE.
ME ¢ XREE. # XRBGANTLUEEM T, KA 4 =R

Flo# BIAINOAVER . JRBY # 20l (B 4 FfTEM # X &
EAAY B WS AR CERE A AR . LA B )i F TR

38 BEERMIEE



® Trojans do not replicate themselves the way. + Viruses replicate themselves in

theway. "HEFEAD" FEREF/HX#AN. + AEAREF/ AxF A

= Troans do not replicate themselves the way. + Viruses do in the way. =

AB" FEHEF/AXHMAN. + AEH/AXHAR.
= Trojans do not replicate themnselves the way viruses do. = "#&RAT" FERK

Rt/ AX#AEXAEERAN,

= Trojans do not replicate themselves how viryses do.

» The wayFhow T 58 @6 (@ fH

A& # FAnRARSE # M sRAAE. BRANTFER

il scrb A R RO TR R AR . WL # BTE R

® Depending on how it infects a system, malware fits into one

categores RBHN ZGARERE, EERHFHUSBMTESR,
e Malware is classified mto several types based on several citera. JERREH S AR

ZR/MMBERZIE,

® Any hostile programs, including viruses and wormsg, are all maiware, B G s N2 F

BERSNER, BE2ERE

| 'gf l BiFIRSTIE

consider Ato VI A AV
malicious EEH

harm ¥

behave T3

combination 8 &

term A8, #i3

suggest B, BFR

intent &

hostile X #)

intrusive A

including ~ B14% ~

be classified into - WAXEA ~

based on -~ BF ~
criterial £ ) 54
criterion( B4 ) R4
infection method B A=
generally —fRih

fitinto @& ~

attach Ato Bit AMET B
reproduce &

additional fHn#

spread {518

email attachment B {E

by oneself 37 #)

HEEE

of the following
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self-replicating B EH| embedded code AEKTE

self-propagating 8 1% 1E authorize 0, £1X
travel through ~ &iT ~ iR1T conseqguence E£8

on ane's own T, BEM consent E&

replicate 5§ knowledge %112
interaction {8 E{EH, % & involve 14

be disguised as ~ #{H%EH ~ contain &

embed A E occur &4
normal-looking £ 8+ deceptive EHY, WAH
& HAKRE

spyware [AJIAIF EERVE IR NS ZUE B R ANk
BRI T, B B UL IR R A5 Ty [ ERAK I 2 s A
1, ERBOR 2 A B, RAMERZ L. (R T KRHCE Sk 4 1(5
HIARAF ) 2R #5009 Key Logger A MUY 4[] L4514

\z

BRI T =R AT

Many PC users consider /
REPCHFPIAY/

viruses, malware, spyware, adware, worms, and Trojans /
B, TEWG. ERHY. CERF. SR HERERD

./ Whileall of theseare ___ programs /
#o;— / RETCINMLEZEER

that can our computers, / / v

BEGS AR IR FeA TRy B R, / EBEEEERI A&
Malware is a of two words: /* “and® v
EEUHE2Mr2mmEss. YERET I g

As the ,/ any program / is /
&2 Y, HERR EUEEREEM
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is malware. / __,/any or ./
MEEERHE. / ARSI HXERANEER, /

including viruses, spyware, adware, worms, and Trojans, /
BERES. EHERGE. TEEM. SR, "HEERT ,

are all malware. /

HEBRBRG.

§ RER
1 (PP ) LA BRI AR ET LA e Al
(@ ¥ & b HHE A D"

Lé—,‘ =3
=
A=
B
=
pihg
T

© el

2 (iR PRI R R e

b

o iTie

1 Android FHLH K #y5#i0 F £€ ( drive-by download. DBD ) I §iig % It
&L WL

SO RERE

10 R3] 5 BAR B R OS] )
2 CECJHETERFRA RS A N
3 Ail#sSREEE B R # T SR A A
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Viruses and Malware: What's the Difference?
RESEERER A AE?

Many PC users consider viruses, malware, spyware, adware, worms, and Trojans /
REPCHFUABS. NG, RSy, e, g8 & “HEERT"

all to be the same thing. / While all of these are malicious programs / that can harm our computers, /
H—. | RECNFBEERER | G R ahm, /

each behaves / differently. /

1F-5|‘ u/Tl’_Zf] !

Malware is a combination of two words: / ‘malicious’ and 'software’. /

EEUMAFTRENGS- (EE A "RE. S

As the term suggests, / any program / whose intent is malicious /is malware. / That is, /
MEEX; |FEER/ENEREEREN IS E2EEH Bsz,/

any hostile or intrusive programs, / including viruses, spyware. adware, worms, and Trojans, /
RN AFIEANER, (BfRs. NG TEH4. B8R, "[JEERE". |/

are all malware. /

Malware is classified into several types / ‘based on several criteria. /

EEIH A U AR E 5 R R,

The most commonly used criterion is mfecnon method. /

SETHENMGSERSSE I,

Depending on how it infects a system / malware generally fits into one of the following categories: /
REEREGHA, | EERG—RIAU T AU T R, /

Virus /@S

A virus is malware / that attaches itself / to (or infects) other programs or files. /

FEEEESHM R E S SEEL ) BER T, /

When a user runs an infected program (or a host program), / the virus runs also /
ApEERANERN ( SEENRHERER ), [ FELFIBET/

and performs malicious activities. / It also reproduces itself / by attaching itself /
FRGHGESEE:, [ Ethi#t T EREY /RERHE /

to additional files. / Viruses spread through human actions / such as forwarding an infected file, /
MmxE L. /IFEREANGTHERE/ NNEEERER RO, /

opening an infected email attachment, /

FTARRE
or downloading and running a mallclous program / from the Internet. /

NETHEHETEBRRER/MEL. /

:JJQI'AUH ij : (=
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Worms /& H

Worms are malware / that run / by themselves. / They are self-replicating and self-propagating, /
ECRTEE/eEH /AT

= P e . %)

s TENEEESHAGEEE,
which means / they do not need host programs / or human actions / to spread. /

(EHE/TNTEELNREER /S EMAEGH/EE. )

Worms travel through networks /on thelr own / while replicating themselves. /
RN REE/ BT ARHETERS]
They can spread very fast / because there Is no need / for human interaction. /

EifaEEid  BaTsE) L H T
i@/ = |

" = e

Trojan/ “HF&EARL"
A Tro;an is a mallcrous program / dlsgwsed as a normal-looking program. /

While a virus attaches rtself / to another program /a Tro;an is embedded /

EEEEATMGHT I HiEERE, /{E

within the program itself. / When the normal looklng program runs, /

EFAR. [—EETEUEENEFZG
the embedded code runs also / and causes damage. / Trojans do not replicate themselves /
PIELIRth—[EE EEFSWT. | "HEFRDE PR aREY)

the way viruses and worms do / Trolans oflen spread / through emails or worms, /

s EMEd 7T “ERiPERT

it s FE S,

Drive-by Download /DBEDII &
A drive-by download can be one of two things [1]: /

Oy o

DBD I
A download that you authorized / but without understandlng the consequences. /

HEHEEE TR,/ B2 EEEY

EEmnsEHIE .

- = E

A download that happens / without your consent / or even your knowledge. /

—FORENTEH | FEBLEES sr 7 B e O

=]

A drive-by download rnvolves any type of downloaded file / containing a virus or Trojan. /

DBO B REFBBDES THAN EERSaE "HEPAR

It often oceurs / when you visit a webs:te / read an e-mail message, /

T E B s S ml S S R

or cllck ona deceptlve pop-up Wlndow / Today's malware is more complex / than ever. /

H & 1B 7 HSREERHENSE SR HEL 297, /

Understandrng the varous types of malware / is just the first step / in protecting your system /

2 E— & I HFRIPGES

from cyber threats / Make sure / you have securlty software / installed on your system, /

Rl E

FEMBY :A RIS 145 .-;,;.f

5 lo
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06 Adware, Spyware, Ransomware,
———— and What Else?

alware is short for “malicious software.”[1] It is designed to
damage or disrupt a system. People often call any dangerous
software a virus, but there are many different types of malware. Viruses

are just one form of malware.

In fact, various criteria are used to classify malware. One of the most
common criteria is the infection (or spreading) method of the malware.
For example, viruses, worms, Trojans, and drive-by downloads spread in
different ways.

Another commonly used criterion is the behavior of the malware. Once
malware is on your system, it can do many things. Some behaviors
do little harm, but others can be nasty. The following behavior-based
malware types are common:

Adware

Adware displays unwanted advertisements. Adware is often bundled with
downloaded free software. When you install the software, adware is installed
along with it. Usually, you “agree” to install the adware during the software
installation process. So pay attention to the checkbox during the installation
process. Generally adware can be removed if you uninstall the software.

Spyware

Spyware monitors your activities, steals your information and sends it



to another party without your knowledge. Most spyware is designed to
track your Web browsing history and online purchasing habits, but some
malicious programs can steal your identity and corrupt your data. For
example, keyloggers record all keystrokes to steal your passwords or
credit card numbers. Fortunately, most spyware can be removed by anti-

spyware tools.

Ransomware

Ransomware locks up a computer and demands ransom. It holds your
computer hostage until the ransom is paid. It’'s a very popular way to
make money for cyber criminals. Security experts advise never to pay
the ransom for three reasons. First, there's no guarantee of getting your
files back even after you pay. Second, criminals may load additional
viruses on your system. Third, you should never reward bad behaviors.
Instead, experts recommend anti-malware software and frequent
backups.

Scareware

Scareware tricks you into buying or installing potentially dangerous
software. A common trick is to display a message that says, “Your
computer is infected with a virus, so download this antivirus program to
remove it.” Of course, it’s a fake antivirus program!

Nowadays malware is getting more and more clever. Often it does
more than one thing to damage your system. For example, adware
may monitor your online activities or open a backdoor to invite other
malware. So be extra careful at all times. Install antivirus software and
back up your files often. Remember, prevention is better than cure!

4
1. Malware, Wikipedia, http://goo.gl/GIStv
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BE# AR5 (FE+ oA + i+ B2, KK HEH4RE
B # EAMERNOE M A T WM # a4 (i + zsbvﬂ +
) kb + ELETEIE ). ISR WA B A AT LLE AR 28
fieRe, ARG LT SCHEfRR AT,

e People call any dangerous software a virus. ATIER/ET B BRI ME RS,
® Ransomware holds your computer hostage. #2044/ {R 80 B IR E £,

e Mommade me adoll. BELHMT ME, (%~ -~
e Thewitchmademeadoll. xR TAME, (F=mH)

HE & AERtofE# B, # ZEFW . #BEANNT. N&E
—AEE AT AR S, B SRR R LN SCRERIAT .

® A common frick is to display a message. B ILHREREE R EE.

e You agree to install the adware. REB/RE S8,

® Securty experts advise never to pay theransom. Z2EHFBIWT AT EMNES.

e [t's a very popular way to make money. X2 —MRFIRIDH 770 H 6.

e Malware 1s designed to damage a systen. EERFEENBNE/IER RS,

® |t record all keysirokes to steal your passwords, BiLRFEEE B A/ E
'f’J\ H}] Eﬂo

® Adware opens a backdoar to invite other malware. TSR EFIFETIAEHMEE

R, SETSREITHABIALRBERRGEAN

AE # WENEDS (bet idorinl ) R, WRIRARE T EIMES,
AT EALICTETY be designed to iXZE 5 &K

® Malware is designed to disrupt a system (by someone). EE SR AHIZ 1T B A2/
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= Someone designs malware todisrupt asystem. =8 ANEITESHE 0 T HRRES .
® \(arious criteria are used 1o classify malware (by people). R BiAERER/ A TIEE

ST A,

= People use various criteria to classify maiware., = A{HERRBIRE/ S EETSS X,
® Adware is bundled with free software (by people). T S5%k ik 415E /FO % Hik

TIF—EQ

= People bundle adware with free software, = A TG S840 E /A0 % B8k ¢ o

IEI BHRIEIE

be short for ~ EFA ~, BEH ~
malicious software EE %

cal AB B AMAB

be designed to V #i&it# B ~
damage &

disrupt #EL

various &Fp ZHEH]

criteria #r ( E81)

criterion $rA4E ( B37)

classify 443

infection method B A=
spreading method ¥ 81 A =

do harm %

nasty XY

ol ﬁﬂt?ﬁi%i

malware vs. virus EEKE 590 8 19 57 & 45 W 4% iz i A (R
Kt RERIAGE . T HURTTS
5 7 R SRR R R S . HEMITE
o ZHER T CALSEAT R, THEALAG B HOE P A
AR et (A A a2 G S AR IR,
VAT ] PR SR PR i aE . X Rh ) — AR B A

EREAEL (3 FHL) .

ﬁ%’#v A\}\g_:.[f'
Pl EE AR 2 I
1980~1990 4, PC —J¥ %17,

unwanted T %2

be bundled with # 48
along with ~ 0 ~ —#2, HREE ~
installation process %#Eitfe
pay attention to ~ %£;F ~
generally —figith

activity &z

steal ZEL

track 188

identity 54

corrupt SR

lock up i

ransom EE

hold a person hostage 3% ~ £ A
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Malware is __ “malicious software.”[1] / It is designed /
Malware Zmalicious softwarefgE k. / BRI BN
to or a system. / People often call /

BERYHMEL RS / AMTER/

any a s f

BHFERRRERS "RE" , /

but there are many of malware. /
EBEERHFERS LR
Viruses are just of malware. /

RENETE R PrI—R. /

/ malware is — v
i/ BERHTEMRMEREN. /
Often it does o / to ./
ELBRHMREERH/ ISR RS, /
For example, / adware may S /
figm, / IERHRRENAPNE EES
or _ / to ./
HATHB/ M EBBEREHEN. /
So__ /[ ./
EFERIMNER/ RERT. /
Install antivirus software / and back up your files / often. /
REFRFRYW FHEH L ZE. /
Remember, / is 1/
g, / BT RA
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Adware, Spyware, Ransomware, and What Else?

EMNRX ST ENRERF

Malware is short for “malicious software,"[1] / It is designed / to damage or disrupt a system. /
Malware &= malicious software BIRIFR, [ EFETENR [ BEHA I ER

People often call / any dangerous software a virus, / but there are many different types of malware. /
\HBE L FrE RIS R TT‘ MEEERYFERSF % )

Viruses are Just one form of malware.

i E IR R AR 11—

In fact, / various criteria are used /1o classﬁy malware. /
ﬂj‘:t / ,;\!\" H\\‘"“T‘*" 2

One of the most common cntena is the infection (or spreading) method of the maiware.

xR AREREL (HEFER A7
For example, viruses, worms, Trojans and drive—by downloads spread / in different ways. /
Flay, fmaE. EBda. “SFEEADDBD Kbk g/ LFRAAR, /

Another commonly used cntenon /isthe behawor of the maJware /Once ma!ware is ©en your system, /
F—HERNGFAZ | EEFHHER / R\ = (] &,

it can do many things. / Some behavuors / do ||tt|e harm, but others can be nasty.

= & ST 2
The following behavior-based malware types are common:

] = o T | 7
UTEF LN EENHTE /

| =SS R SR B AR MR

Adware /&84
Adware displays unwanted advertisements. / Adware is often bundled /

SR FANTRERINT S | T S8AHER/
with downloaded free software. / When you install the software, /
foee# TR IF S T RL, [ ARR R, /
adware is lnstalled / along wnth it. / Usually, /you agree" /

_‘,‘ s [?‘*‘i = e -« {18 =

to install the adware / during the software installation process. /

T RIS

TErEIM AT e E

So pay attenuon / 1o the checkbox / durmg the installation process. /
Cr R,
Genera]ly / adware can be removed / if you unlnstall the software. /

PR /TS R LU BRI B R

EHE k) Al

Spyware/ [EiE5 ¢
Spyware monitors your activities, / steals your mformatlon / and sends it to another party /

e |1 371 467 Bl BE 2k i NEE B s
B0 IS AT A 25, /SR ER] = [ H 4T
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without your knowledge. / Most spyware is designed / 1o track your Web browsing history /
:f‘“T;’l‘fémﬂ"”fiﬁ ] "i-r\;h"i;,\]r Tt TEHE /EEMme i HlEieE

and online purchasing habits, / but some malicious programs can steal your identity /
FE L EYIE, [ EHEETES TS RETSHES /

and corrupt your data. / For example, / keyloggers record all keystrokes /

HF R RAEHE, /P, Key Logger W EFEEERA/

to steal your passwaords / or credit card numbers. / Fortunately, /

VLHERIRGEN /AEFERFS. I ZEHZ. /

most spyware can be removed / by anti-spyware tools. /

ZHENER oM BRS TR, /

Ransomware / 1R

Ransomware locks up a computer/ and demands ransom. / It holds your computer hostage /
FIRAM AR R EETES, | TRBIROEREE AR/
until the ransom is paid. / It's a very popular way / to make money far cyber criminals. /

E T F TR [ E2—G A e IR

Secunty experts advise / never to pay the ransom / for three reasons. /
ZAEFRY/ FEEGES /5 I HEF. /
First, / there s no guarantee / of getting your files back / even after you pay. /

E—, [ TR/ SEMAXE /IR TES

Second, / criminals may load additional viruses / on your system. /

i

PERERfiNERETES /MRS

==, /5

4

Third, / you should never reward bad behaviors. / Instead, /
wo., (TR EEETH, | FRMAEES, /

experts recommend antl malware software / and frequent backups. /

Scareware/ EEFSHH
Scareware tricks you / into buying / or installing potentlalky dangerous software. /

ERESHAHRG/ NT / ASCEE8ERRAH

A common trick is / to display a message / that says.

ERMEWE /BUEE/F )

“Your computer is infected / with a virus, / so download this antivirus program /
R EHELT IEE, | FUETFHIDE

to remove it." / Of course, / it's a fake antivirus program' /
IHERE. (AR, [ ZRBENFEFERF /

Nowadays / malware is getting more and more clever. / Often it does more than one thing /
R/ 2B MRS, B RESE/

to damage your system. / For example, / adware may monitor your online activities /

(B FERE S EA{FA% LT

or open a backdoor / to invite other malware / So be extra careful / at all times. /

WEREIT/ L;]‘—‘:{t-“- -:5':‘,\1&#-‘ A EBRIEE BB
Installantmmssoﬂware/andbackupyourﬁles/dftm / Remember, / prevention is better than cure! /
ERFFVH I HSEXG R, 1NE, (ERTFEAE
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07 Internet Space Race:

Google vs. Facebook

‘)‘7 hile the military has been using drones in its various wars

and conflicts around the world since the 1970s, drones were
mostly unknown to the public until Amazon CEO Jeff Bezos revealed a
secret R&D project on a CBS TV newsmagazine program, 60 Minutes,
in December 2013 [1]. Amazon’s Octocopter drones will fly packages
directly to your doorstep in 30 minutes within five years, said Jeff Bezos.
The Internet was lit up with discussion, speculation, and concerns.
Clearly it was a Kickstart for the drone industry. Since then, companies
like DHL, Coke, Domino’s Pizza, and Alibaba have jumped on the drone-
delivery bandwagon.

While Amazon and these companies are focusing on delivery drones—and
struggling to get approval by the Federal Aviation Administration (FAA) —
tech giants Google and Facebook are looking to drone technology to bri
ng Internet access to everybody and connect the whole world. Their mot
ivations are not entirely altruistic. More than 60% of the world’s populati
on does not have Internet access [2], which translates to four billion pote
ntial new users for Google and Facebook. These two companies have alr
eady taken their battle for Internet dominance to the sky.

Google Project Loon & Project Titan

Project Loon has been making great strides since it was launched in
June 2013. “Project Loon is a network of balloons traveling on the edge
of space, designed to connect people in rural and remote areas, help fill
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coverage gaps, and bring people back online after disasters,” says the
project’s website [3]. The Internet-beaming balloons, which lasted only
a few days during the first New Zealand tests, now can stay afloat for six
months at a time and deliver LTE data speed to devices on the ground.

Project Titan, which complements Project Loon, is also making progress
since Google acquired Titan Aerospace, a drone manufacturer that
makes high-altitude drones, in early 2014. Titan’s solar-powered drones
will stay in the upper atmosphere for five years at a time and beam

down Internet access to remote areas around the globe.

Facebook Connectivity Lab & Internet.org

In August 2013, Facebook CEO Mark Zuckerberg announced Internet.
org, a partnership between Facebook and seven mobile phone
companies, with an aim to make the Internet accessible and affordable
to all. Then in March 2014, Zuckerberg revealed on his blog that
Facebook’s Connectivity Lab is working to “build drones, satellites, and
lasers to deliver the Internet to everyone.”[4]

Yael Maguire, engineering director at Connectivity Lab, said the drones
will be “roughly the size of a commercial aircraft, like a 747" and will
“have to fly for months, or perhaps years at a time."[5] Facebook plans to
start testing its drones in 2015.

o % , - : B
Amazon Unveils Futuristic Plan Delivery by Drone, 60 Minutes, http://goo.gl/ivMF31g

2. Offline and falling behind: Barriers to Internet adoption. http://goo:gl/ljSix

w

. Project Loon, http://www.google.com/loon

i<

Mark Zuckerberg's Facebook Posting. hitps:/goo.gl/OwO02t
5. Facebook Further Reveals Plans for Internet-Connected Drones, http://goo.gi/rNndsX

== ki

07 235 Facebook M= %R

n
h



] o) i

A& # WAETAIE (havelhas+ it Z4in) ). f8id L L& EMEH
7% B 1 1A R

& The military has been using diones since the 1970s. ERA—EHEEB T AT
2070 RE, (=BlEHERLR)

& Companies have jumped on the dione-delivery bandwagon, 2T 22#F FTEA
LA ST MR (=Ff AR B APLE BRAIRE )

® These two companies have already taken iher batile 10 the sky. XRARLI 2 E

EARFEZP. (=FUNECLEF TP )

AR # XEKZiE which, # EfTiETUEYHERF. & X
ZZ ARG, PRI & PR oF 2

e More than 80% of the world's population does not have Intemel access, which
translates to four billon potential new users. £EK60% A EHATZE EM, X ( =%
iEfa ) BHRERE AOLEBEFH,,

® Project Titan, which complements Project Laon, 15 also makng progress, ABRET
AGE—EREEASKINBNHE —hRETHE,
® Project Loon s a network of balloons ([which arg| raveling on the edge of spacsl. &
ASKI B RS HME/ EERTRRER.,
® Project Loon s @ network of ballcons, [which is] designed to cannect people: 7 2=

SKUBERKME, ENRITENRATASAZENEKR,

AT R

& While the military has been using drones in 13 vanous wars and conflicts around the
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world since the 1970s, / drones were mostly unknown to the public / until Amazon

CEO Jeff Bezos revealed a secret R&D project on a CRS TV ne NSMmagazine pragram, 60

Mirutes. in December 2013,

PEFRKNEEz 24 EANTE. REBEETE L RETHES A3
MEHTER, (FTE1E+ 88) A4 T EARSSRENN, Bilk
BHEER, Bagrdn,

® Project Titan, which complements Project Laon, is also making progress. / since
Google acquired Titan Aerospace, a drone manufacturer that makes High-attitucle

drones, in early 2014,
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While Amazon and these companies are /
7 2 F i 2 Al 52

o / — and struggling to /
T AHLEER/ HBEZHEBEHARRY

by the Federal Aviation Administration (FAA) -/

EEHME R

tech giants Google and Facebook are looking to drone technology /
B AR E [FE & HHFacebook#IFE £ F AVEA

to / to everybody /

AR 2R/ RS A

and ./

FOEHE 2 Pk

Their motivations are not ./

AN Zh ML I EE b

More than 60% of the world’s does not have 21,/
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Internet Space Race: Google vs. Facebook

A 5Facebook HIZ=HE T

While the military has been using drones / in its various wars / and conflicts / around the world /
EN—BERALAN & RIS/ FhRs | SIRERN /
since the 1970s, / drones were mostly unknown / to the public /

A 20 HH4E T0ERGE, /BT AT A AM/
until Amazon CEQ Jeff Bezos revealed a secret R&D project /
E-HXTTOBMEFTVTEREX » RILE A RAD I E /
ona CBS TV newsmagazine program, / 60 Minutes, / in December 2013 [1]. /

it CBS TZVETZFHITE /60 &5, /F 2013 E 12 B, /
Amazon's Octocopter drones will fly packages / directly / to your doorstep / in 30 minutes /
TFE &) Octocopter EAHHEEHEOR (EE / L2 THI /£ 30 550 R1 1
within five years, /sandJeffBezos /The1rﬁemetw&ktm/\mmdmmon specdahm and concems. /
ZSEMW., RE . NEEREE. /MEERE /2% B, 81
Clearly it was a klckstan/ for the drone industry. /

REAW . ER—TFHIE/ TAMNZLH. /
Since then / companies / like DHL, Coke, Domino's Pizza, and Alibaba /
MARRTRL, /4l /i DHL., O K. AEFREF. HEREE/
have Jumped on the drone dellvery bandwagon /

EEFIEN

=R -

[

While Amazon and these companies are focusing / on delivery drones /

55 TR LA Y S [ FEATEE /

-and strugghng to get approva| / by the Federal Aviation Administration (FAA) - /

¥ N EEETN ) 2R TR/

tech giants Google and Facebook are looking to drone technology /

#1 Facebook 7% = .L AHE A/

to bring lnternet access / to evarybody /
IE= T PR e

and connect the whole world [POCKET]. / Their motivations are not entirely altruistic. /

HE gk, SN aTN EdE R E R, /

More than 60% of the world’s population does not have Internet access [2], /

= B0 Ly, A== Fn

which translates to four billion potentlal new users / for Google and Facebook. /
wsSHEEE4A0 Biram B B S W H Facebadok

These two companies have already taken their battle / for Internet dominance / to the sky. /

AR e R mE [ AHETESMERI &5y
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Google Project Loon & Project Titan / AHE =Sk BAE AYIRE

Pro;ect Loon has been making great strides / since it was Iaunched /in June 2013./
7“-?.‘,1'@; *Hiw;J‘],'Lm]’u':’”T_“TTM"‘,"ﬂ’)( 3EB ﬁ f

{,T}\: vJ

56T,
deszgned / to connect people /'in rural and remote areas, / help fill coverage gaps, /
BHET ) AFAR M TFRAFEIEHE S, B NERE. [
and bring people back online / after dlsasters, / says the project's website [3]. /
IR 2B R ) & itz HamE sk, /

The Internet-beaming balloons, / which lasted / only a few days / during the first New Zealand tests, /
RIS, /S I NEN A/ EERTRENEERE, /
nowcanstayaﬂoat/forsxmomhs/ata‘ume/anddefwerErEdaiaspeed/todew%/onmeground /

MERTRIEZ 6B~/ B S5 LTE & [ B[4S { 0 A

Project Titan, / which complements Project Loon, / is also making progress /

EANIDE , | EE=RSEIGEEMNF R, /OIS 7RE/

T
since Google acquired Titan Aerospace, / a drone manufacturer / that makes high-altitude drones, /

WA UM = DS, F R ANLBRLE S /iS5 E T AL,

m early 2014. / Titan's solar-powered drones will stay / in the upper atmosphere / for five years /
£ 2014 F£9). [(FEMSHABERET AN GTESE /SERSAE/

at a time / and beam down Internet access / to remote areas around the globe. /

=R iHFE LF {FZ%’.‘:}%N ié? / .’Cﬁ,’ K Fiife R [=

Facebook Connectivity Lab & Internet.org /Facebook BB ¥ Efiintermet org
In August 2013, / Facebook CEO Mark Zuckerberg announced Internet.org, /

2013 §£8 B, /Facebook BEREMTER G « HA{HRAR T Internet.org, /

a partnership between Facebook and seven mobile phone companies, / with an aim /
Facebook il 7 AFHMASMERXE, |EF/

to make the Internet accessible and affordable / to all. / Then in March 2014, /

HERERL RIS B RERiB s A e A, /2014 E3 A, /

Zuckerberg revealed on his blog / that Facebook’s Connectivity Lab is working /

HF (GRS E F#T /Facebook EEXEIFHIE M/

to “build drones satellites, and lasers / to deliver the Internet to everyone.”[4] /

& FiiE AN, ATZRE. Bt/ RALEFg AT E R, "/

Yael Maguire, / engineering dlrector at Connectlwty Lab, /
BioR - BER, [ ARIEREME
said the drones will be “roughly the size of a commercial aircraft, like a 747" /
T AR AN 747 A

and will “have 10 fly / for months, / or perhaps years at a time."[5] /

HE "whl—x 7, BB/ EEHE"

Facebook plans / to start testing its drones in 2015. /

Facebook 1% / 1€ 2015 & Bzl ZFp T AN /
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08 Five Cool Uses for Drones

hen people talk about drones, Amazon’s delivery drones often

lead the discussion. However, drones, or unmanned aerial
vehicles (UAVs), were used long before Jeft Bezos announced his plan.
Originally drones were used for military and intelligence applications
like spying and bombing. Today more and more civilian drones are
being used in surprising areas.

Here are five cool uses for drones:

Hurricane Hunting

Drones can fly into the heart of a storm and spy on it as the storm
develops. A team at the University of Florida is using a swarm of six-
inch-long drones to track tropical storms [1]. The drones are launched
by a laptop, use minimal power, and can be carried by wind or water
current. They ride through a massive hurricane and collect data such as
temperature, pressure, humidity, and location. Their reports could help

scientists improve their storm-prediction powers.

3D Mapping

Small, lightweight drones fly over landscapes and take thousands of
digital images. Then software pieces them into 3D maps. A 3D model
of the Ambrym Volcano on the Pacific island of Vanuatu is a fascinating
example [2]. The volcano was deeper than the Empire State Building
and full of hot lava! Geologists used a drone and special drone mapping
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software to render the 3D model. The model will help scientists
understand volcanoes and their risks.

Protecting Wildlife

The U.S. government already uses drones to protect its lands and
wildlife. Several agencies are using the military Raven drones to monitor
wildlife populations or map roads and wetlands for land management
purposes. An Orangutan Conservancy also uses drones to identify the
animals’ distribution and density in Indonesia and Malaysia [3].

Farming
Farmers are using drones to monitor fields, increase yields, and save
money. Drones with digital cameras help farmers identify problem areas
for closer inspection, but now drones with infrared light cameras can
inspect crop health by detecting photosynthetic efficiency in various
plants [4].

Search and Rescue

First responders are also getting help from drones. Search-and-rescue
drones can fly over dangerous areas and search for survivors. Lifeguard
drones reach swimmers faster than human lifeguards. Last year a
prototype of an ambulance drone was introduced by a Dutch student.
Once they become operational, ambulance drones could reach heart
attack patients in minutes and potentially save thousands of lives [5].

1. Tiny airplanes and subs from University of Florida laboratory could be next hurricane hunters,
http://goo.gl/6aHTz6

DRONES MAPPED THIS GIANT VOLCANO, AND THE 3D RENDERING IS AWESOME,
http://goo.gl’hXRKe1

3. CONSERVATION DRONE PROJECT, http://goo.gl/OKS0SK

4. Despite FAA dithering. @ drone economy sprouts an the farm. http://goo.gl/7QTFDn

This Ambulance Drone Can Fly Into Trouble With First Aid, hitp://goo.gl/qTz18y
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B # AER to fE# Bib,

e Their reports could help scientists [to] improve their storm-prediction powers. E1(]
fodRk e ol IAF B /R 2 IR S /TUN & R EE .

e The model wil help scientists [to] understand volcanoes. #2284 3] BUEE BY/Rl S 532 2/
il

o Drores with digital cameras help farmers [to] identify problem areas. 5 #5018 4149
F AT IEE By /R R& 3 /[0 #R X 4,

AE4 AER to fE# BIRMAEL. BB R "R T~

® The team is using drones to track tropical storms. X NEBAZE {3 B £ AMLLE R TS
-

® Geologists used special software to render a3D model, HbETE Z {F B R EE/LL
7 3D,

® Farmers are using drones to monitor fields. REIEE AL AN/ Bih,

WX s H70. #FHaTCKARZ, HAEMGFEMEEFAE.
X S (1) P T — ﬁ}ﬁﬂﬂ##-ﬁlh_iﬁ? and. or. but %,

e Drones can fly into the heart of a storm and spy on it. TANLE LEAN RE L/
FET E.

® The drones are launched by a laptop, use minimal power, and can be carried by
wind. TANBECKBRE S/ EIEBE)/HFHETHERATNEE .

® They use the military drones to monitor wildlife populations or map roads and
wetlands. #0111 FH E B I AN/ B £ sh ¥ 278 = 542 8 RS A0 T i,

® Farmers are Using drones to monitor figlds, increase vields, and save money. &< E

EALANEN RBAZS =B/ & 1.
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Five Cool Uses for Drones
AN AR AR

When people talk about drones, / Amazon's delivery drones often lead the discussion. /
SAMERE ANGE, | TR ETANES BSE DRmkE. /

However, / drones, or unmanned aerial vehicles (UAVs), / were used /

B, /RANEETAMEE | HEFEFE/

Iong before Jeff Bezos announced his plan. / Originally drones were used /

RERE - R EEmN G L= [ SUEAMNBET/

1or military and intelligence apphcatrons / like spying and bombing. /

EENERL B /Bt

Today more and more civilian drones / are being used / in surprising areas. /

WERFEEZNEATAN S8/ E-ERANNE, /

Here are five cool uses for drones: /

LIFATAH S b FEE

Hurricane Hunting/ 8R% &
Drones can fly /into the heart of a storm / and spy on it / as the storm develops. /
TAAMATL YA RS HBEWE / ERFEATED,

A team at the Unnversﬂy of Florida / is using a swarm of six- rnch -long drones /

HEBERFZH—THN MEE S E S AEANE. )
to track tropical storms [1] / The drones are launched / by a laptop, / use minimal power, /
JEERGTHNE, (A AEES/ U ECEER, | E1TEEE

and can be carried / by wind or water current. / They ride / through a massive hurricane /

— = i s 2= - s, — e -

e MEBSKEHIEE, TElEZ8/EAsA/
and col!ect data / such as temperature pressure. humldrty and location. /

L P e S ek
ENE/ mhE B 7], ¥, WE

Therr reports could help scientists / improve their storm-prediction powers. /

i e = LB ERIER | TS KNG O

3D Mapping/ 3DH/E
Small, Iightweight drones fly / over Iandscapes / and take thousands of digital images. /

e ,‘.‘; v [0 ¥
L 3 T Hhl (o T=| L Al B
¥ 7 }

Then software pieces them / mto BD maps / A SD rnodel of the Ambrym Volcano /

8 3 s =l =Yg ) 42 F |

on the Pacmc |sland of Vanuatu / isa fascmatmg example [2]. /

.
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The volcano was deeper / than the Empire Staie Building / and full of hot lava! /

The model will help SCIentlsts / understand vo|oanoes and their rigks. /

35 T B fh F 2N
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Protecting Wildlife / 54 a#{(R4
The U.S. government already uses drones / to protect its lands and wildlife. /
ElEf 2 T AL AR 4 FUER A E

Severa! agenmes are using the military Raven drones / to monitor wildlife populations /

= AL I WA
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or map roads and wetlands / for land managemem purposes. /

HEIZBREFF [ B E HA
An Orangutan Conservancy also uses drones / to identify the animals' distribution and density /
_Nb_s'i"(."_.k i_"_'r‘ EE Y 33 :‘ij‘,j:__, L ;,f_,

in Indonesna and Malaysua [3]./

¥ EETHS FEE

Farming /&%
Farmers are using drones / to monitor ﬁelds /increase yields, / and save money. /

RIRERTAN ERRE, JREFR, [ DERE, [

Drones with digital cameras help farmers / identify problem areas / for closer inspection, /
B RLHTNEANBERE | Bl EEE, [ AEWENEN, /

but now drones / with infrared light cameras / can inspect crop health /

BIET AN | EFA &7 /T UAT R EDNEEET /

by detecting photosynthetic efficiency / in various plants [4]. /

BT S SE [ FaEyes, /

Search and Rescue /i£#
First responders are also getting help / from drones, / Search-and-rescue drones can fly /
SHAS—ERGEE/ MEAL, /IEHTAMDT R CE/

over dangerous areas / and search for survivors. / Lifeguard drones reach swimmers /
R/ BRETS, | HEEANTTEREG D/

faster than human lifeguards. / Last year / a prototype of an ambulance drone was introduced /
R ERERE, 58230 AN E

by a Dutch student. / Once they become operational, /

HEZR—NEE . /—BE#fiNIFtEES

ambulance drones could reach heart attack patients /

ARFEANERLLERI R CHRESSSiG/
in minutes / and potentualiy save thousands of lives [5]. /
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O 9 The Rise of Robot Journalists

R obots are becoming smarter. Now they are writing news articles for
you. You may think you’d be able to tell if an article is written by a

robot. You are wrong! Most of us wouldn’t notice at all. See for yourself!

Los Angeles Times' robot journalist Quakebot writes about
earthquakes in Southern California. The robot automatically writes blog
posts and even tweets. This is the first article Quakerbot wrote, on March
17,2014 [1].

A shallow magnitude 4.7 earthquake was reported Monday
morning five miles from Westwood, California, according to the
U.S. Geological Survey. The temblor occurred at 6:25 am. Pacific
time at a depth of 5.0 miles.

According to the USGS, the epicenter was six miles from Beverly
Hills, California, seven miles from Universal City, California,
seven miles from Santa Monica, California and 348 miles from
Sacramento, California. In the past ten days, there have been no
earthquakes of magnitude 3.0 and greater centered nearby.

Associated Press published a story titled “Apple tops Street 1Q fore-
casts”, immediately after Apple released its first quarter earnings [2]. Yes,
the story is written by a robot called WordSmith.




The results surpassed Wall Street expectations. The average
estimate of analysts surveyed by Zacks Investment Research was
for earnings of $2.60 per share.

The maker of iPhones, iPads and other products posted revenue
of $74.6 billion in the period, also exceeding Street forecasts.
Analysts expected $67.38 billion, according to Zacks.

WordSmith now produces 4,400 earnings stories per quarter, more than
ten times the number AP’s human reporters produce.

Forbes.com carries stories with the byline of Narrative Science [3].
Narrative Science is, according to Forbes.com, an artificial intelligence
platform that transforms data into stories and insights. It’s just a fancy

description for a robot. Here’s what Narrative Science wrote:

Analysts are looking for decreased profit for Koppers Holdings
when the company reports its results for the fourth quarter on
Thursday, February 26, 2015. Koppers Holdings reported profit of
44 cents a year ago, but the consensus estimate calls for earnings
per share of 40 cents this time around.

Now do you think you can tell robot-written stories from human-written
ones?

7

1. The Fir Report on the L.A. Earthquake Was Written by a Robot,
http://goo.gl/SNRZeT
2. Apple Tops Street 1Q Forecasts, http://goo.gl/BamRJa

v |
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G

Thought of The Day, http://goo.gl/Hdcz 1]
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® Her salary s ten times ef my salary fhB TEEH 1042,
® [t s more than ten times ef the number of human-writtien stones. IXE A KB EIR
EHFEMOEME,

AEFXEARBEANER. #+ EBRXREKEZE, # T/XEK
A +be ZhE AW IR A A

e This is the first article ([that] the robot winte) XE B EHIE/HEASM,

® There have been no earthquakes of magnitude 3.0 and areater ((which werel
centered nearby). SR E3.0R & UL Kt E /BB,

® AP published a story ((which was] titled “Apple tops Street 1Q forecasts,” ) AP&K
#7T —EE/E AApple tops Street 1Q forecast,

® The average estimate of analysts ((who were] surveyed) was for earmings of $2.60 per
share. o AL TNAEREEMN/SEFHAFEAH2.6%E T,

o \NordSmith produces 4,400 stories per quanter, (which is| more than ten tmes the
number ([that] human reporters produce). WordSmithS 4 400 EiRiE, /1§85
X105 /AR M/ A KB FBIER

7 ) e B s

® According to the USGS. the epicenter was six miles from Beverly Hills, California, seven
miies from Universal City, Califarnia, seven miles from Sants Monica, Calfornia and 348
milgs frorm Sacrarmento, California
According to the USGS, the epicenter was six miles from A, seven miles from B,
seven miles from € and 348 miles from D. IBEEMFEBERFE, EEEZAN
6RE, BEEBH7ER. BECH7IESR, FFEDHI4ISEE,
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® Analysts are looking for decreased profit for Koppers Holdings when the company reports
11s results for the fourth quarter on Thursday, February 26,.2015,
Analysts are locking for decreased profit for A when the company reports its results for
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A 4.7 was /
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Monday morning / five miles from Westwood, California, /
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__the U.S. Geological Survey. / The temblor occurred /
BEERMRTER WEEET/
at 6:25 a.m. Pacific time / at a depth of 5.0 miles.
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the was six miles from Beverly Hills, California, /
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seven miles from Universal City, California, /
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seven miles from Santa Monica, California /
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and 348 miles from Sacramento, California. /
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In the past ten days, /
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there have been no of 30and_____/
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Analysts are o / for Koppers Holdings /
S ATHFEREN TR Koppers Holdings#4/
when the company reports its results / for the /
HRARHER/ FOEERY

on Thursday, February 26, 2015. /
120156 2FH26 AWM. /

Koppers Holdings reported

of 44 cents / a year ago, /

Koppers HoldingsZMHFiE h44 £ 45 187, /
but the o of 40 cents /
BREERERHT, SRAESEEINES

this time around. /
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1 iRl (2SR ) fEDid a Human or a Computer Write This? ( http:/goo.gl/
MGTY09 ) [R5 b H2 i i) .

2 Kk, ARICEXNTBESE2E Ay GURAREK, AKidER EER
s Fh etk

3 Hlas NCE RS TSR (475 hitps:/goo.gl/EIwDxA )
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The Rise of Robot Journalists
HEEAIZERUER

Robots are becommg smarter. / Now / they are writing news amcles / for you. / You may think /
HIZE A SR RE R LI TV ELE Sk 1 245, /1] \
you'd be able to tell / if an article is written / by a robot /You ane wrong| / Most of us wouldn't notice /

Ao UR A REEES ! HENBA ST 1 3E BINEBANEEZST

at all. / See for yourselfl /

)

Los Angeles Times' robot |ournahst Quakebot writes about earthquakes / in Southern California. /

AL A ! HQuakebondB L 1R T G AEE 9E  (ErsE i g ]

Therobotameahca!Nmnmbiogposts/andevenMeem /Thslstheﬁrstamcie/ Quakerbot wrote, /

on March 17, 2014 [1] /

MAFIB 1T R

Bmia

A shallow magnitude 4.7 earthquake was reported / Monday morning /

RUHA TR B R R -2 R

five miles from Westwood, California, / according to the U.S. Geological Survey. /

FEEmMFIE ] Il AR #HE E (3 Hh &

#4s ¢

The temblor occurred / at 6:25 a.m. Pacific time / at a depth of 5.0 miles.

According to the USGS. / the epicenter was six miles from Beverly Hills, California, /

= +E! = 471

seven mlles from Unlversal Clty Cahfornla / seven miles frorn Santa Monica, California /

and 348 mlles from Sacramento Cahfornta / In the past ten days, /
= e[ 1348 RE . FUA10F
there have been no earthquakes of magnitude 3.0 and greater / centered nearby. /

prels -0 Ol B [ F SRR 8 E Y
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Associated Press published a story / titled *Apple tops Street 1Q forecasts”, /
EEHED [ —EH 71 Apple tops Street 10 forecast
immediately after Apple released its first quarter earnings [2]. /
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Yes the story is written / by arobot caJled WordSmnh /

e 23

1

The results surpassed Wall Street expectations. /

The average estimate of analysts / surveyed /

sk A+

by Zacks lnvestmem Research / was for earnings of $2.60 per share. /

g ant 2 RE ) T2 6F T

The maker of |Phones iPads and other products posted revenue of $74.6 billion /
Phone. (PadfiE th= Shvisl S om0 A 7461

in the penod / also exoeedlng Street forecasts. / Analysts expected $67 38 billion, /

Lk HE(E 4 o3 A B BRASAE 1673 80007

accordmg to Zacks /

WordSmith now produces 4,400 earnings stories / per quarter, / more than ten times /

the number AP's human reporters produce. /

Forbes.com carries stories / with the byline of Narrative Science [3]. /

i Tl nads & 7 5 F Napanve Scier

Narrative Science is, / according to Forbes.com, / an artificial intelligence platform /
Marrativ S ‘r'r.r-.:" 15 -~ i j AT ‘ R

that transforms data into stories and insights. / It's just a fancy description / for a robot. /

.2 i B = i A = 3

Here's what Narrative Science wrote: /

(Tatve SCIBnCy

Analysts are Iooklng for decreased proﬁt / for Koppers Holdings /

- K = {

when the company reports its results /

for the fourth quarter/ on Thursday, February 26, 2015. /
\ = UL

Koppers Holdlngs reported prof it of 44 cents / a year ago,/

1 F

H

but the consensus estimate calls for earnlngs per share of 40 cents / this time around. /

- L : SR ANES
= =1 n= e Eal=s

o[22 A 3 =1 &8 $7

Now do you think / you can tell robot-written stories / from human-written ones? /
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Unit 10
No Humans Please, Robots Do Better!

ill robots take our jobs? That was the BIG question in 2014.

Opinions from 2,000 experts are divided, according to a report
by Pew Research [1]. 52% claim robots will create more jobs while 48%
worry robots can lead to mass unemployment. Another study by Oxford
University predicts nearly half of US jobs are at risk over the next couple
of decades [2]. That sounds scary!

Well, if you are concerned about jobs in the future, think again. Robots
are already working among us. In fact, they are better workers than you
at many tasks! Here are just five examples among many.

Warehouse worker

In several Amazon warehouses, or fulfilment centers, 15,000 Kiva robots
are working on shipping orders [3]. Now, warehouse workers don’t walk
around, find the right shelf, and pick items out from the shelf. Instead,
robots bring the right shelves to the workers. The workers just pick
items out from the delivered shelves. The robot-equipped warehouses
process at least 300 items per hour, three times more than the old
system.

Soldier

Robots could replace one-fourth of all U.S. combat soldiers by 2030,
according to U.S. Army General Robert Cone [4]. But the U.S. Military
is already using robot soldiers for risky and dangerous jobs. Robots are

18 BRAMKRE



scouring caves in Afghanistan, digging up roadside bombs in Iraq, and
guarding the borders in war zones.

Pharmacist

Medication dispensing errors, or giving wrong pills, account for
approximately 21% of all medical errors. At a pharmacy at the University
of California, a robot pharmacist filled as many as 350,000 doses of
medicine without a single error. Currently, at more than a third of major
hospital pharmacies in the United States, robots fill over 350 million
doses each year with a 99.9% accuracy rate.

Farmer

Farming involves a lot of routine tasks, and robots are perfect for them.
In fact, “farmbots™ are already working in the field [5]. A “lettuce bot”
pulls up weeds. A “wine bot” prunes vines in vineyards. Other sensor-
equipped bots monitor crops and test soil. Many dairy farms are using
milking robots. Farm robots can work all day and night without breaks.

Housekeeper

Many households around the globe are already using housekeeping
robots. The world famous vacuuming robot, the Roomba, is just one
example. According to Roomba’s maker, iRobot, the company has sold
more than 10 million home robots worldwide.

I S -
1. The Web at 25, http://goo.gl/TgZwyD
.The Future of Employment: How susceptible are jobs to computerisation?
http://goo.gl/kQCyd8

3. Meet the Rabots Shipping Your Amazon Orders, http://goo.gl/xdmDU2

na

4. U.8. Army general says robots could replace one-fourth of combat soldiers by 2030.
http://goo.gl/PTOUai
5.5 Coolest Farm Robots. http://goo.gl/LsBWFI
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No Humans Please, / Robots Do Better!
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Well, / if you are concerned about jobs / in the future / think again. /
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Here are just five examples / among many. /
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Warehouse worker /GET A
In several Amazon warehouses, / or fulfiment centers, / 15 000 Knva robots are working /
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on shipping orders [3] / Now warehouse workers don t walk around / find the right shelf, /
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and pick items / out from the shelf. / Instead / robots bring the nght shelves / to the workers. /
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The workers just pick items / out from the delivered shelves. /
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according to U.S. Army General Roben Cone [4]. /
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Medication dispensing errors, / or giving wrong pills, /
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robots fill over 350 million doses / each year / wnth a 99. 9% accuracy rate. /
lgs AFEFREIL 3 {2 5000 FA R E [ BE /EWMEZ 899 /

Farmer/RE
Farmnng mvolves a lot of routine tasks, / and robots are perfect for them. /

AT/ EHNEBABRSSXETR

In fact / “fan'nbots" are already working / in the ﬁeld [Bl. /A "Iettuce bot” pulls up weeds. /
'£:>.,\1Wl"‘i~ FE :'.'..,r,o( st 'r['w"ij—f
A “wine bot” prunes vines in vmeyards / Other sensor-e quupped bots monitor crops /
wine bot Ylz3 A E B FESH, [ EE &% RaEnilas s W=/

and test soil. / Many dairy farms are using milking robots. / Farm robots can waorlk /
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all day and night / wrthout breaks. /
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Housekeeper/ ZEEFH
Many households / around the globe / are already using housekeeping robots. /

The woﬂd farnous vacuumlng robot / the Roomba, / is just one example. /
RS ERMESTFEANSE A, Roomba, /NERP—F

According to Roomba's maker. / iRabot, / the company has sold /
{& Roomba W% 1%, /Robat, /A PEHE/

more than 10 million home robots / worldwide. /

HTESFEEHNRAIESFEEHA, /
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11 Five Brilliant Minds Are Concerned

rtificial intelligence (AI) is the intelligence exhibited by machines or
A software. The idea that a machine can be as intelligent as a human
being has fascinated mankind for decades. Numerous science fiction novels
and movies have explored the scenarios that may unfold once machines

develop Al. Some are entertaining while others are frightening.

Now, in scientific circles, an increasing number of experts believe there
is a reasonable chance that the singularity will happen. The singularity
refers to the moment when machines become more intelligent than us.
What will happen then? Five brilliant minds of our time are concerned.
What about you? Are you worried?

Stephen Hawking

“The development of full artificial intelligence could spell the end of the
human race. It would take off on its own and re-design itself at an ever
increasing rate. Humans, who are limited by slow biological evolution,
couldn’t compete, and would be superseded,” the world-renowned
physicist said in an interview with the BBC [1].

Elon Musk

Musk is famous for his businesses on the cutting edge of technology,
such as Tesla and SpaceX, yet he is concerned about Al. He warned that
Al could be “the biggest existential threat” to mankind and said, “With
artificial intelligence we are summoning the demon.” He also tweeted
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that Al is “potentially more dangerous than nukes.”[2]

Bill Gates

Bill Gates wrote during an AMA (ask me anything) session on Reddit
[3]: “T am in the camp that is concerned about super intelligence. First
the machines will do a lot of jobs for us and not be super intelligent.
That should be positive if we manage it well. A few decades after that,
though, the intelligence is strong enough to be a concern. I agree with
Elon Musk and some others on this and don’t understand why some
people are not concerned.”

Vernor Vinge

Vinge, a mathematician and fiction writer who coined the term ‘the
singularity’, believes the singularity is inevitable. “The competitive
advantage —economic, military, even artistic— of every advance in
automation is so compelling,” he wrote, “that passing laws, or having
customs, that forbid such things merely assures that someone else will
get them first.” What will happen when the singularity occurs? “The

physical extinction of the human race is one possibility,” Vinge wrote.

Nick Bostrom

Bostrom, the philosopher and director of the Future of Humanity
Institute at the University of Oxford, writes in his book Superintelligence
that machines could eradicate humans with various strategies and
that the world could become “a society of economic miracles and
technological awesomeness, with nobody there to benefit. A Disneyland
without children.”[4]

Mg

1, Stephen Hawking warns artificial intelligence could end mankind, http://goo.gl/1cQnecG

8]

Elon Musk's Tweet, https://goo.gl/FwSUqgv
BILL GATES FEARS A.L. BUT A.l. RESEARCHERS KNOW BETTER, http://goo.gl/sS6KCv
Superintelligence: Paths, Dangers, Strategies, by Nick Bostrom, http://goo.gl/110Hgb
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Five Brilliant Minds Are Concerned/ AXHZATHINE

Artificial xntelhgence (Al) is the intelligence / exhibited / by machines or software. /
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Numarous science fiction novels and movies have explored the scenarios / that may unfold /
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once machines develop Al. / Some are entertaining / while others are frightening. /
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Now, / in scientific circles. /an increasung number of expens believe / there is a reasonable chance /

that the snngulanty will happen / The smgularrty refers to the moment /
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when machlnes become more mtelhgent than us. / What will happen then? /
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Five brilliant minds of our time are concerned / What about you? / Are you worried? /
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Stephen Hawking/¥i#%% « B
“The development of full artificial intelligence could spell the end of the human race. /

It would take off / on its own / and re-design itself / at an ever increasing rate. /

1. v oE

Humans, / who are limited / by slow biological evalution, / couldn't compete, /

and would be superseded," / the world-renowned physicist said / in an interview / with the BBC [1]. /
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Elon Musk /& - S5
Musk is famous / for his businesses / on the cumng edge of technology. / such as Tesla and SpaceX, /
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that Al is “potentially more dangerous / than nukes."[2] /
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B|I| Gates wrote / during an AMA (ask me anyihlng) session / on Reddit [3]: / 1 am in the camp /
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EEEEETE, [ ETELREY / WRENEE SR, 20-30 28, |

though, / the inteligence is strong enough / to be a concern. / | agree with Elon Musk and some

others /

BR, JUREEEEAL/MESEL WE :
on this / and don't understand / why some people are not concerned /

f':‘;h ERLE/ERRTEME AHLFEATELS

Vernor Vinge / #i& - (&

Vinge, / a mathematician and fiction writer / who coined the term ‘the singularity’, /
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believes / the singularity is inevitable. /
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“The competitive advantage—economic, military, even artistic— / of every advance /
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in automation / is so compelling,” / he wrote, / “that passing Iaws, or having customs, /
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that forbid such things / merely assures / that someane else W|I| get them first.” /
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What will happen / when the singularity occurs? /
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“The physical extinction of the human race is one possibility,” / Vinge wrote. /
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Nick Bostrom /25 « #1518
Bostrom, /the phlbsopher and director of the Future of Humanny Institute / at the University of Oxford, /

s T

wmesmh:sbook&:penntelhgenoe/that machines could eradtcate humans / with various strategies /
T E L o BE = HRERAZERD ) HEHER)

and that the worid could become a socoe’(y of economic miracles and technological awesomeness, /

W, A FEmMFEA A ESE ] E sl ok ik

= + 5k I
=] . FEAT = P * ANi=3
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Notable Quotes on Robotics

l l ere are some notable quotes on Robotics and Artificial Intelligence.
Some are from visionaries who shaped the future with their
imagination.

Three Laws of Robotics are:

1. A robot may not injure a human being or, through inaction, allow a
human being to come to harm.

2. A robot must obey the orders given it by human beings, except where
such orders would conflict with the First Law.

3. A robot must protect its own existence as long as such protection
does not conflict with the First or Second Law.

— Issac Asimov (1920~1992), author and professor at Boston University

“Man is a robot with defects.”
— Emile Cioran (1911~1995), author of The Trouble With Being Born

“The question of whether a computer can think is no more interesting
than the question of whether a submarine can swim.”
— Edsger W. Dijkstra (1930~2002), computer scientist

“I believe that at the end of the century the use of words and general
educated opinion will have altered so much that one will be able to
speak of machines thinking without expecting to be contradicted.”

— Alan Turing (1912~1954), pioneering computer scientist and mathematician

O




“Before we work on artificial intelligence, why don’t we do something
about natural stupidity?” — Steve Polyak, professor at University of Washington

“At bottom, robotics is about us. It is the discipline of emulating our
lives, of wondering how we work.”

— Rod Grupen, professor at University of Massachusetts Amherst

“We are survival machines—robot vehicles blindly programmed to pre-
serve the selfish molecules known as genes.”
— Richard Dawkins, author of The Selfish Gene

“I visualize a time when we will be to robots what dogs are to humans,
and I'm rooting for the machines.”

— Claude Shannon, author of The Mathematical Theory of Communication

“Some people worry that artificial intelligence will make us feel inferior,
but then, anybody in his right mind should have an inferiority complex
every time he looks at a flower.” — Alan Kay, American scientist

“The sad thing about artificial intelligence is that it lacks artifice and

therefore intelligence. — Jean Baudrillard, philosopher
“Intelligence is the art of good guesswork.”

— H. B. Barlow, author of The Qxford Companion to the Mind

“Artificial Intelligence is a two-edged sword. On the one hand, it allows us
to create intelligent artifacts with human-like perception and cognition.
On the other hand, it accelerates people’s heavy dependence on artifacts.”

— Max Bramer, author of Artificial Intelligence: An International Perspective

“Today’s Al is about new ways of connecting people to computers, people
to knowledge, people to the physical world, and people to people.”

— Patrick Winston, professor at MIT, MIT Al Lab briefing
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® \We will be able 1o speak of machines thinking without expecting to be contradicted.
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® Arobot must obey the orders [which are] given it by human beings. #1838 A 2L 718R
MEsS/HAETIEN,

® e are survival machines — robot vehicles [that are] blindly programmed to preserve the
selfish molecules [that are] known as genes. HINEEFHVE —MNBATER/
EHRE BT/ R BN S F/AXE D FHIARAER,

AR 4 XREBR. # XRIRELZMANAF, HE 4 &R #
A mTER.

e A robot must obey the orders, except the case. + Such orders would conflict with the
First Law in the case. VZ8 AMMBFHS, BT —fER + ERGSEEYE
B ER/EXMERL T
= A robot must obey the orders, except the case in which such orders would conflict
with the Fist Law. =P8 ALTUBF&HS, BT —FPERAX HHSoBBE—F
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= A robot must ohey the orders, except the case where such orders would conflict
with five First L

= A robot must abey the orders, except where such orders would conflict with the

First Lavy
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“Before we work on artificial intelligence, / why don't we do something about natural stupidity?”
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“At bottormn, / robotics is about us. / It is the discipline of emulating our lives, /
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o 1 3 Big Data, Big Pay

or anyone evaluating a big data career, here are some facts that will
help make your decision easier.

* According to an Accenture Survey, 56% of executives believe they
do not have the talent to analyze the data collected from a big data
analytics implementation [1].

+ McKinsey Global Institute predicts the United States alone will face a
shortage of 140,000 to 190,000 analytics experts by 2018 [2].

* A report by the Tech Partnership and SAS anticipates the UK will
create approximately 56,000 big data jobs per year until 2020 [3].

Yes, it's clear that demand for big data expertise is on the rise. The
industry is already experiencing a shortage of talent, which is expected

to become a major barrier to growth.

What does it all mean to current and future IT professionals? It means
there are great job opportunities in the field of big data and analytics.
At Indeed.com, as of March 2015, the search term “big data” yields
over 35,000 jobs, with Hadoop ranking 7th in top job trends in the IT
industry.

Let's say you have made a decision to explore potential job opportunities
in big data. Where to begin? Start with understanding the most common

job titles used by companies seeking expertise in the field. It will help



you broaden your perspective on the industry.

RCR Wireless suggests 12 common job titles listed on top job sites [4]:
Data Scientist, Data Engineer, Big Data Engineer, Machine
Learning Scientist, Business Analytics Specialist, Data
Visualization Developer, Business Intelligence (BI) Engineer, BI
Solutions Architect, BI Specialist, Analytics Manager, Machine

Learning Engineer, Statistician

Among the titles above, data scientist is the hottest job in today’s big

data market. A Harvard Business Review article even called data scientist
“the sexiest job of the 21st century.”[6] Currently Indeed.com lists more
than 17,000 “data scientist” jobs with an average salary of $117,000 [5].

So how to become a data scientist? Plenty of information is available

on the web, but the industry leaders’ job listings are the best resources

for identifying the technical skills and backgrounds required to enter

the field. Go to major tech companies’ websites and run a search. IBM’s

career page, for example, yields 101 job listings for the search term “data

scientist,” each describing required and preferred skills in detail. Go

ahead and check it out for yourself!

1 ¢s Widens Talent Gap, hitp://goo.gl/fWFQtL
fronuer for competition. http://goo.gl/MD3R4
vestment needed to meet UK demand for big data skills and analytics
http://goo.gl/6hRamu

12 Big Data &

Aralytics Job Tiles, httpi/goo.gl/7N4DtG
.. Data Scientist: The Saxiest Job of the 21st Century, hitps://goo.gl/VdhbHu
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ZBIR, S1EHHT HENTIERE,
= The page yields many job hstings, and each job listing describes reaured skills
=MHETRTRSICEIR, FESITBEMNRSBIHT L0 ITIERKRE,
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require E3K preferred EEIHY

search term #; %15 in detail F4Hh
describe {88, #iA check out iZ, #iIA

(2) mmmremaT

/ you have _ /
i) 40, REZRE/
to explore / in big data. /
RIBENTIENS TERE R ME
?/ understandmg the most common ___ /

if 2w HFE R E i 7 E G

It will help / you foo
A HR R 1 5 T el R

So

A0i% U0 {a] B o &4

EME L, 1Bl R EIWRI IR SR ATE

the and /
Sl RIS =/

required to
L N X A 4

Go to major tech companies’ websites / and run a search. /
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Big Data, Big Pay AR, S

For anyone evaluating a big data career, /

TSR SER R HE A,

here are / some facts / that will help make your decision easier. /
F/AEER] IR BT, /

+ According to an Accenture Survey, /56% of executives believe / they do not have the talent /
BIEREREE, Ae%RMEREIAMET T

to analyze the data collected / from a big data analytics implementation [1]. /

A U 2 B A SR R BUE S g

McKinsey Global Institute predicts /

Z A RS

the United States alone will face a shortage of 140,000 to 190,000 analytics experts /
EENFMIET 147 ~1977 74T R ARRY

by 2018 [2]. /

H201BE. {
« A report by the Tech Partnership and SAS anticipates /
Tech ParinershipfISASHE & Wit/

the UK will create approximately 56,000 big data jobs / per year / until 2020 [3]. /
FEEE )5 €756 000 AERIRGIHE £/ H F12020F

Yes, it's clear / that demand for big data expertise is on the rise. /
e, IROE S A EEE T IRk T R,

The industry is already experiencing a shortage of talent, /

b SFIF Tl A 38, /

which is expected / to become a major barrier / to growth. /

ZEZ/BERAER/EEY. /

What does it all mean / to current and future IT professionals’? &

FEEWEITATR? /IR FKENIT T3/

It means / there are great job opportunities / in the field of big data and analytics. /

TE [18E#8 Lile [ fFEA SRS S, /

At Indeed com, / as of March 2015, / the search term “big data” yields over 35,000 jobs, /
i Indeed.corn. /LA 2015 & 3 BAME, /FBF big data &~ 4% T 35000 2 1H3MZ. /

with Hadoop ranking 7th / in top job trends / in the IT industry. /

AR NT WR |

Hadoop f7 8038+ ) 5 b
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Let's say / you have made a decision / to explore potential job opportunities / in big data. /
filn / REZRE [ RS BENTIENS [ EARIRRSE, /

Where to begin? / Start with understanding the most common job titles /
ZMTREFR? [EEMNERSEENILFFIGE/
used by companies seeking expertise / in the field. /
HASATERET VMR /A5 kL. /
It will help / you broaden your perspective / on the industry. /
SRR/ REL RIS, /

RCR Wireless suggests 12 common job titles / listed on top job sites [4]: /

RCR Wireless @iv4% 12 #5 IERSE [ 53578 T Wb Th o . /

Data Scientist, Data Engineer, B|g Data Engineer, Machine Learning Scientist,

Bl / IR TR ABAE T RM /NS 2 ARER/

Business Analytics Specialist, Data Visualization Developer, Business Intelligence (Bl) Engineer,
w3 BUE T AL E / mALERE [ Bl TR/

Bl Solutions Architect, Bl Specialist, Analytics Manager, Machine Learning Engineer, Statistician /
B ELRRAFTEREH/AMELETE/ SWEE SEF I TR/ Gt 4T/

Among the titles above, / data scientist is the hottest job / in today's big data market. /

B EAZEESD, /SERSFEREASWIRG/ #49SKEETS. /

A Harvard Business Review article even called data scientist / “the sexiest job of the 21st century.”[6] /
IHEE TR ) - BREEEMIIERFEF N /"2 RS AN TE", /

Currently / Indeed.com lists more than 17,000 “data scientist” jobs / with an average salary of $117,000 [5]. /

T findeed.com ST 17 000 &7 “EERls s B /EREFH A 117000 £, /

So how to become a data scientist? / Plenty of information is available / on the web, /
At SER OSBRI 2RI /HASEBaH{ER  ERk L, |

but the 1ndustry leaders' job listings are the best resources /
EEURERMNGIEREEH AR/

for identifying the technical skills and backgrounds / required to enter the field. /

AT ERET IS ATINES [ LI A ZT

Goto major tech companies’ websites / and run a search. /

IBM's career page, / for example, / yields 101 job listings / for the search term "data scientist,” /
\BM fskER T E S, /@0, /BRT 101 MEREIE  EiE R data scientist, /

each describing / required and preferred skills / in detail. / Go ahead and check it out / for yourself! /
SEEET [ SENRRE O FRt. (EEER/FEE
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Unit 1 4
Recruiting Top Developers

ately, a growing number of companies are leveraging big data
L for human resources and recruiting [1], and Gild is a company
that offers technology specifically designed for recruiting software
developers. The company used its own software to hire a Rails
programmer in a most unconventional way. Here’s the story [1, 2].

Jade Dominguez didn't quite fit the typical profile for a programmer.
He didn’t go to college. He taught himself programming because he
needed a website for a custom T-shirts company he had started. But he
was obsessed with programming and contributed a lot to GitHub. He
was living off credit card debt when he received an email offering an
interview opportunity as a programmer at a San Francisco startup called
Gild.

Luca Bonmassar, co-founder and chief executive at Gild, had discovered
Jade through Gild’s proprietary software called Gild Source. Gild Source
evaluates code contributed to various open source platforms and
developer communities — such as GitHub, Bitbucket, Google Code,
LinkedIn, Twitter, Stack Overflow, and Facebook — looking for the right
talent. Gild says that it goes “where developers hang out” — where they
interact and display their code and knowledge — and scores millions of
developers to offer recruiters deeper insight into a candidate’s potential
for a position. Gild Source provides access to over 6 million developer
profiles. In addition, Gild gathers each candidate’s social media activity

(B

i
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o
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to help companies determine culture fit.

When Luca and his team ran a search for a Rails programmer using Gild
Source, Jade was at the top of the list. He had no college education or
work experience, but Gild Source gave him a phenomenal score based
on his work on GitHub. He had built a solid reputation on GitHub, and
his code for Jekyll-Bootstrap had been reused by over 1,000 developers.
His code displayed expertise in Rails and JavaScript. His blog postings
and tweets were opinionated, which was something the company
wanted. Luca and the other developers on the team were impressed.

The story says that Jade wore a vibrant green hoodie to the interview.
The interview went well, some pointed questions were asked and
answered, and the company offered him a job on the spot. He accepted
a position with an annual salary of around $115,000. Imagine a guy with
no college degree and no professional background getting a job at a hot
Silicon Valley startup!

&

1. Big Data and Recruiting: The Resources You Need, http://goo.gl/cplMvX
2. How Big Data Is Playing Recruiter for Specialized Workers, http://goo.gl/cevrr
3. How Gild, Inc. Used Blg Data to Recruit a Hard-to-Find Developer, https://goo.gl/3dPjGv
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® [ Uca sent Jade an emal Luca had discovered Jade. A EARELE THE, Fe
R T RE,

e He needed a website for a company [that] he had started. fthEE — N ab/45 74
SMBEEEH,

® The software gave him a phenomenal score. He had built a solid reputation on GitHub

BEMRUELTH—MEAN S, HELEGHHIbATER, (=PrUERHE
Sz, HELXKEES. )

AR XEZRBEANER. « ERXAKZEAM # ERXERK
A1A +be BT LI WS . A WIS AR R

® Gld offers technology [which is] speafically designed for recruiting developers. Gild
REFR/TEFIRITH/ ABERK.

® He needed a website for a company [that] he had started. fhEBE—N Wi/ A—
RNFE/MBEZEEN,

P # XRENE, # XREFEENDE T, FHE 4 ERM#

BlHAMMER . R # XRRRIE-F, H# BITRASGE # XRE
R IR AR A2 IR ) ehal i AR — &5
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® The software goes the place. + Developers hang out in the place. ## % 7 X4
Wh. + EREN/IHR,
= The software goes the place where developers hang out. 4 3 T 1X 4~ i F /a6
RIREH
= The software goes the place developers hangout
= The software goes where developers hang out

P the plareibwhereBIdF AT, TRKS

X # AN # XARBAKNER. NTFLEHLEE, U
Bl E AT PR R R . FR MR R, R b SO R

® His tearm ran a search using the software, #hRIEIRASEST T Z/HHRE,
B G iEM G, A SR EE AR (R

ing the software. i HIPART T IO R/ME B,

® His teami ran a search [which was] usi

P NRAARRKBENEG, BLEASE "BE BARY

® He receved an emal offering an intervievy apportunity. {BUGZE| 7 B34 /B4 T midHS
PR ArE A BB R TFRERE T R

® He recewved an emall [which was] offerilig ah interview opportunity. #hUg 2| 7 &R/

REmEiEN.

b aRAARRREEANE, PLLEEE CHRE" EBE

|5) #sms

L ]

a number of K& teach oneself - g% ~

growing ¥ ingY be obsessed fiik T ~

leverage £ H contribute Ato Bi5 A %4 B

specifically %5 3/t live off < )l ~ A4

hire B 18 _ receive {5

unconventional S FEH, THEEIH  offer 2

quite +4¢, 1HE opportunity #lz

fitiZ& co-founder £ [F 1|25 A

typical profile Ba &2 5 chief executive EEHFTE

college K% discover & I
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proprietary £ ## hang out |&3&E

evaiuate {4 insight ;g% 7
look for = 4% potential #+
& HARAE

Jekyll-Bootsirap f2 Jokyll HIREHENT, e FIAS SCIEITARERE, s
BOAR MBI 45— I FASA, github pages -4 MR R AR

@ RIERTERAT

When Luca and his team ran a search / for a Rails programmer /

L SR ANt 4 H PAE AT I ERalsiEF R/

using Gild Source, /Jadewas _______ thelist./

1 FGild Source, / RIEALTF 5 F TR

He had or /

S HERMKFERFTNIIEZERA, /

but Gild Source him/a score / __hiswork /
{BGild Source4s T fi/ —PMREARSEY EF ) TR/

on GitHub. /

FEGitHub E

He had a / on GitHub, /

13548 —BIF I/ EGItHUD, /

and his code for Jekyll-Bootstrap / had been /

F Bttt Jekyll-Bootstrapft i / B {E B/

. 1,000 developers. / His code displayed /
H1000FEZMEAR. / B ERGIR Z e/

in Rails and JavaScript. / His blog postings and tweets were !
TERails#nJavaScript A & . / fuptE sC R IRE B S MR, /
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which was something the company wanted. /
XBRASLINER

Luca and the other developers / __ / were impressed. /
LAEREMHEANR/ FRA £ #y/ BT TRZONE
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Recruiting Top Developers
A& AN RRIFBEERMA: PASE /1B R

Lately, / a growing number of companies / are leveraging big data /
B /M 2 00 Sl /75 FAEHE

for human resources and recruiting [1], /

BT AN ERFEE, /

and Gild is a company / that offers technology / specifically designed /
Gild 2—F A5 { BREER 1FRETT/

for recruiting software developers. /

AR EREAR, [

The company used its own software / to hire a Rails programmer /
TS EAEECHRG, /BB RasEFE/

in a most uncenventional way. / Here's the story [1, 2]. /

LI A=, R T, /

Jade Dominguez didn’t quite fit the typical profile / for a programmer. /

RE - BHEHHTREFAESER/ERAEFRA, /

He didn't go to college. / He taught himself programming /

fibss EF R, [ BRRE /)

because he needed a website / for a custom T-shirts company / he had started. /

EAMFEE— TR/ H—TEW T MeLs /thEE. /

But he was obsessed / with programming / and contributed a lot / to GitHub. /

Bt BT/ HiE/ FEMGE TEZTE /3 GitHub, /

He was living off credit card debt / when he received an email / offering an interview opportunity /
R EH FEEAE / SR/ BEEIN S0/

as a programmer / at a San Francisco startup / called Gild. /

fEA—TREFR /& BSUMLAT /&3 Gid, /

Luca Bonmassar, / co-founder and chief executive / at Gild, / had discovered Jade /

Ak HEEE, [ REIEAERNITE /Gid ., / £IWT HE/

through Gild's proprietary software / called Gild Source. / Gild Source evaluates code /

& Gild 89EBYT / B3 Gild Source 8, /Gild Source {8 /

contributed to various open source platforms and developer communities /

RIS SF A FF & FIiT & ik /

- such as GitHub, Bitbucket, Google Code, Linkedin, Twitter, Stack Overflow, and Facebook -/
fl40 GitHub, Bithucket. Google Code. Linkedin. Twitter. Stack Overflow #0 Facebook—/
looking for the right talent. / Gild says / that it goes “where developers hang out” /
WSHEEMAL, Gild ) 2T mHE "BEAS SR E/MSR"/
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— where they interact and display their code and knowledge — /
— & AR BB R R E T NS S —
and scores millions of developers / o offer recruiters deeper insight /
HENHERFEHEARTSG /URBAEREAERANE/
into a candidate's potential / for a position. / Gild Source provides access /
EEEE K 11 [ 39T . /Gild Source BEFEEL/
to over 6 million developer profiles. /
600 PR R A EMERA, /
In addition, / Gild gathers each candidate’s social media activity /
sk, /Gild BT SRS T ERE
to help / companies determine culture fit. /
VI Eh ) AR E LIRS, /

When Luca and his team ran a search / for a Rails programmer / using Gild Source,
LR AAINEE / AT 54 Rals BF & /£ Gild Source/

Jade was at the top of the list. / He had no college education or work experience, /
AELFHRNGE. MEEFAAERENTIEEH,

but Gild Source gave him / a phenomenal score / based on his work / on GitHub. /
{8 Gild Source & T4/ —TIEAR 7%/ BT 480115 ) & GitHub,, /

He had built a solid reputation / on GitHub, / and his code for Jekyll-Bootstrap /
(3% B — T | £ GitHub, [/ FEE #hE Jekyll-Bootstrap #0RG /

had been reused / by over 1,000 developers. / His code displayed expertise /
CHER /B 1000 £ BF XA R, /A @E b/

in Rails and JavaScript, / His blog postings and tweets were opinionated, /

7 Rails 71 JavaScript A ., /it EXAiEXRBEICOWEE, /

Wthh was somethmg the company wanted. /

el et ol )
Luca and the other developers /on the team / were impressed. /
SEFNEMFEAR | BREN BT T FRANR: /

The story says / that Jade wore a vibrant green hoodie / to the interview. /

Wik [ FR{ET T S e T2 @i,

The interview went well, / some pomted questions were asked and answered, /
mEl BIRF, /e T RB LR ER, /

and the company offered him a job / on the spot. / He accepted a position /
NERATM/ L5 MEST XHITE/

with an annual salary of around $115,000. /

49115 000 EILER., /

Imagine a guy / with no college degree and no professional background /
@A R ARZHNERES/

getting a job / at a hot Silicon Valley startup! /

BE T~ I/ EEPHIMBEM WL
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Unit
1 5 How BIG Is Big Data?

E veryone talks about “Big Data.” It’s the hottest trend in the industry
now. Some argue that Big Data will change the future of business.
Various reports and research findings support the claim.

According to Wikibon’s Big Data Vendor Revenue and Market Forecast
report [1], the Big Data market will grow from $10.2 billion in 2013 to
$50 billion by 2017. Accenture’s Industrial Insights Report for 2015 [2]
indicates that 73 percent of companies are already investing more than
20 percent of their overall technology budget on Big Data analytics.

Well, then it must be important, right? But what is Big Data? How big is
it really?

What is Big Data?

Most people think that the term Big Data means an extremely large
amount of data. That’s partially true. It used to mean just a massive
volume of data, but now it is an umbrella term to encompass methods
and technologies to gather, analyze, and interpret such massive data.
A recent White House report describes Big Data as our “growing
technological ability to capture, aggregate, and process an ever-greater
volume, velocity, and variety of data.”[3]

How big is Big Data?

Let’s take a specific example: Twitter. Statistics show that there are, on
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average, 350,000 tweets per minute [4]. Assume that tweets contain an
average of 15 words each. Then it's 5.25 million words per minute. If
someone prints those words, since the standard number of words per
page is 250 words, they would fill 21,000 pages. If you stack those pages
and measure the height of that stack,

- In 1 minute, it would measure 2.1 meters.

- In 2 hours, it would be as tall as the 63 Building in Seoul.
- In 3 days, it would be taller than Mt. Everest.

* In 5 weeks, it would reach outer space.

Twitter is just one example and tweet text is just one form of data.
Google alone processes over 40,000 search queries every second, 3.5
billion searches per day, and 1.2 trillion searches per year [LIVESTATS].
YouTube gets about 100 hours of new videos every minute and users
watch over 6 billion hours of videos every month [5]. Facebook has 1.3
billion monthly active users and handles 3 million messages every 20
minutes [6].

That is how BIG, Big Data is. In fact, BIG may not be a big enough word.

- ) - -

1. Big Data Vendor Revenue and Market Forecast 2013-2017, http://goo.gltZ71Ni

. How the Industrial Internet is Changing the Competitive Landscape of Industries,
http://goo.gl/sB4hoh

3. BIG DATA: SEIZING OPPORTUNITIES, PRESERVING VALUES, http://goo.gl/WjGeaz

4. Internet Live Stats, http://www.internetlivestats.com/

5. YouTube Statistics, https://goo.gl/92m41|

6. Facebook Statistics, http://goo.gl/ZoLju
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® Some argue that Big Data will change the future of business. —4£8 ATA A/ KEIERG
HREF W RE

e The report indicates that companies are already investing maoney. RS ER/AS]
BEEFEAR,

e Assume that tweets contain an average of 15 words each, RIZ/ERHEFIIE
1515,

AX s+ AER oW # BERMAZ. EEAEBNZH, &
U~ K~ R ERES

® [tis a term to encompass all technologies. XM REEEAE R K,

® |t is a term to encompass all technologies to analyze such massive data. X PR
BEEE ST AEUENER.

e |t is technological ability to process an ever-greater volume of data XE—f}

RIRERAHIE R BARE S

T # HFA. LT BIEERARRANR # FEX to (EREF A
HIBE], e —TUETEINN # 355 and.

e [t is a term to encompass methods and technologies. XM ARIBB SR
ARMFE
® |1 is a term to encompass methods and technologies to gather, analyze, and

interpret such massive data. XM RBESWE, HHMEBABEARZ FE
AR,

e|tis technoioqmal ability to capture, aggregate, and process ever—greater volume

of data. X2 —FPUrsE . HIRFLIEE KRBIENKEARED.
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® 1 would be as tall as the 63 Building. B 563 KBRS,
® [t would be taller than M. Everest. 355 THEBRIDIE,
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Everyone “Big Data.” / It's ___ /
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What is Big Data? / TI/AAEHE?

Most people think / that ___
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but now it is an /
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§T X9 HE X EIE Y/ Wi, aiifoREEny/
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BEREBARNFE

A recent Big Data /
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- “ / tO . ,

= B EisR R AR RE EEAE R K

and o - Jand of data.”[3] /

SRR, WEANAMEETREREL
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How BIG Is Big Data?
XEEZ X

Everyone talks about “Big Data.” / It's the hottest trend / in the industry / now. /
Fira ASRE 3 "AREIE". JEEMRNBR I ELR B,/

Some argue / that Big Data will change the future of business. /

— AN | KBRS E AR R [

Various reports and research findings support the claim. /
GERENPREEZ P ENS, /

According to Wikibon's Big Data Vendor Revenue and Market Forecast report [1], /
# Wikibon B/ A BB EFRAHBHTMES
the Big Data market will grow / from $10.2 bi lllon in 2013 / to $50 billion by 2017../
SpETSE R /N 2013 FH 102 L2 T/ F) 2017 EHB00 LET

Accenture s Industnal Insights Report for 2015 [2] indicates /

43 pi- 1

Accenture 2018 EF B ARER =/
that 73 percent of companies are already investing /

more than 20 percent of their overall technology budget / on Big Data analytics.

BUEERAMEN.20%/ 5 KBIESH

Well, / then it must be important, / right? / But what is Big Data? / How big is it really?
s, [E=RREE. /FREW" JEMARKIE" | AEERSHEX

What is Big Data?/ {7 AEHE"

Most people think / that the term Big Data means an extremely large amount of data. /

EEMILG ) "REE" REEREHEANERER. |

That's pamally true. / It used to mean just a massive volume of data, / but now it is an umbrelia term /
Rifim T =545, | EdEEABNE, /ENEE —NEWRIE/

to encompass methods and technologles / to gather, analyze, and interpret such massive data. /

FTHIEE E ARESSEARNERE,

A recent Whlte House report describes Big Data / as our “growing technological ability /
A EEREMRATIE /BRI "B mg RO EREE /

to capture, aggregate, and process an ever-greater volume, velocity, and variety of data."[3] /

PIER., (RNt EAREASEBASTNEHEE."
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How big is Big Data?/ AHiEsnEEE A7

Let's take a specific example: / Twitter. / Statistics show that / there are, / on average, /
UBITE—TERER. Mwitter. /it R/ ELH/

350,000 tweets per minute [4]. / Assume that / tweets contain an average of 15 words each. /
BawE b FEEY. /[BRE/SEEXTHFI5ME. ]
Then it's 5.25 million words per minute. / If someone prints those words, /

HLB5ER 526 AT FHAL ., | DREZEFEHITEHEK, /
since the standard number of words per page is 250 words, /

FAER A SkE 250 E,
they would fill 21,000 pages. / If you stack those pages / and measure the height of that stack,
R FEETED 21 000 8, /WS LEEHERE | FHNEEE, /

In 1 minute, / it would measure 2.1 meters. /
| 5P, AEEE2.1K,
In 2 hours, it would be as tall as the 63 Building in Seoul. /
2. BEEIRERS. /
In 3 days, it would be taller than Mt. Everest. /
3EMR, BETEHEHETEE, /
In 5 weeks, it would reach outer space. /

g =@ N=E, |

=
I
!

Twitter is just one example / and tweet text is just one form of data. /

Twittar R LS —NEE ) B EM e —Mgg. |

Google alone processes / over 40,000 search queries / every second, /

> | TSR

st 4 B EEER 5.

billion searches per day, / and 1.2 trillion searches per year [LIVESTATS]. /

l~: =36 LAED, 1812000 OAFH

YouTube gets / about 100 hours of new videos / every minute / and users watch /

YouTube HET /2% 100 3138 ) B oa ) IEHHPME /

over 6 billicn hours of videos / every month [5]. / Facebook has 1.3 billion monthly active users /

21 60/ EENER | § E . Facshook § 13 L AEEE R

and handles 3 million messages / every 20 minutes [6].

VEID FEES /520

That is how BIG, / Big Data is. / In fact, / BIG may not be a big enough word. /

HEFR N EBES = I 4 HHE fE Wi gk, [
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Unit 16
IBM Helps Cities Get Smarter

BM is a clear leader in the Big Data and Analytics market. The
I company ranked No. 1 for two consecutive years, according to
Wikibon’s Big Data Vendor Revenue and Market Forecast report [1]. But
IBM isn’t just a market leader. The company shares its big data expertise
with cities around the world. One good example is IBM’s Smarter Cities
Challenge [2].

The Smarter Cities Challenge is IBM’s largest philanthropic program.
Every year, cities around the globe apply for the challenge. The selected

cities receive a grant from IBM.

The grant, however, is not in the form of financial aid. IBM does not give
money to the cities. Instead, the company provides free consultation.
IBM sends a team of five or six experts to each city for three weeks.
During that period, the IBM team analyzes the city’s data and meets with
stakeholders. At the end of the three weeks, the team delivers strategic

recommendations.

Over the past four years, IBM has helped more than 115 cities worldwide.
On average, each city received about $400,000 worth of consulting
services, Two Korean cities, Cheongju and Jeju, are among them.
Winning cities implemented the IBM team’s recommendations to
improve the lives of their citizens [3]. Glasgow, United Kingdom, is a
great example [3].
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In Glasgow, the issue was fuel poverty. More and more families
couldn’t keep warm at reasonable cost. The city wanted to bring
affordable warmth to its citizens. An IBM team of 5 staff met over
30 organizations and nearly 100 individuals from the City Council
and other agencies. The team analyzed data and identified
inefficient energy use as a major cause of fuel poverty. That was a
problem for the whole community, not just for the poor families.
At the end of three weeks, the IBM team presented a list of 60
recommendations. The recommendations focused on improving
energy literacy throughout the city. The team believed that
citizens would use less energy if they understood their energy
usage better.

Glasgow is working hard to achieve its goal of becoming the
most energy literate city in Europe. In 2013, the city won a $40
million grant from the UK’s Technology Strategy Board to become
Britain's first smart city [4].

Originally IBM was going to run the Smarter Cities Challenge only for

three years, but the program has been extended because of its huge

Success.

1
2

3

4.

H A
Big Data Vendor Revenue and Market Forecast 2013-2017 http://goo.giZ7 INi
About the Smarter Cities Challenge, http://goo.g/CmwH1N
Challenges and cities, http://goo.gl/ebvWM
Glasgow will be UK's first ‘smart city', Mttp://goo.glWaAXD

16 IBMilHHEEE
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i keep BOA “REPREE T SHE CgkLE 7.

e [BMis a clear market leader IBMZE L 52 T AL E,
® The issue was fuel poverty. PIEE BRIFE
® Fanillies couldn’t keep warm, REL AR HE,

AEs a3 (EE+ A+ 2B ). s g M# FER to fE
$EIE. AT tofEg Ziam, BH “f~". want 5] LI3E #
AERX to 1E # ®iE.

® The selected cities receive a grant, #RI%E S BIINTH AT IR BHBIE,

® The company provides free consultation. ‘A SR HE % % &8,

® The city wanted to bring affordable wamith ta its otizens, WA HE / B REMHM
EAREE A ELER I8 &

AZ s rEXto B4 BEAM # 8RB, TEEN (KT ~),
JEEE (A ~), &&fF (ISR ~), 255 (T ~) %.

e The aties implemented the IBM team's recammendations to improve the lives
of their aitizens, WHEETIBMAUEN/ S THEHRE G,

® The city is working hard to achieve its goal. WM TEE N TIE/LLE M B #Re

@ The aity won & grant to become Britain' s first smart city BTG 7 81/ H &
BEetEEHm.
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=% 3 & A -

& B does not aive money to the cities. IBMAEHIRHEHAS.,
= |[BM does not give citigs money

® (B sends a team of five or six experts to each city.  IBME &P HTTIRIE T5~6A
& XA,
= |BM sends each city a team of five or six experts,

® The city wanted to bring affordable warmth to its citzens. IH A B/ T REEMN
RIRRANBERE,

= The city wanted 1o bnngits otizens affordable warmth

i
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rank B ( E5R, HHZ) fuel poverty BAEIEZ
consecutive 4R at reasonable cost IS HIFEH
revenue FI affordable {KEEHT

torecast fiid nearly JLF

share AwithB 5 B4 Z A individual ™A

philanthropic ZE#, BEM agency B&. 4

apply for BiE identify A as B & AfLA B

grant #M8 inefficient energy use REEFI R T
financial aid W BN a major cause TERE

free consultation & #3414 present ¥k

analyze data EiB 54T focus on ~ AT ~
stakeholder Fl &8 % & energy literacy §EBESF
strategic recommendation dX#EE Y originally B3k, 4k

on average FH#h be going to V I EMH ~
implement 5, &% extend FE{H, ZEH
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./ however, / is not in the - Y

B, / a, / FHA 2 M EEED
IBM does not to the cities. /
IBM3F 7 o] 8 T 3R fE 5 4
Instead, / the company v
Wz, TREZEEE
IBM sends _ _five or six /toeachcity/ ./
IBMiRiE5-61I &%/ BESAH/ 7 HA3E]

that period, / the IBM team the city’s o /
el mE, / IBM ] BA 2 #7458, 7 A 47 F0 58 5K/
with ./___ _  thethree weeks, /
5FmExE 3G, /
the team ./

_ three weeks, /

3EE.

the IBM team a of 60 ./
IBMEZRBIEZB0MRET R
The /
REXITUSHERF

the city. / The team believed /
BArwWEY EREEE

that would /
mREERIERER

if they their better. /
NEMNEEEBM THECHEREAS
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IBM Helps / Cities Get Smarter
IBMitHEEE

IBM is a clear leader / in the Big Data and Analytics market. / The company ranked No. 1/
IBM BEFFIE TR ELF | EREEF ST TS, IBM fE5E— )

for two consecutive years, /

B 2E, )

according to Wikibon's Big Data Vendor Revenue and Market Forecast report [1]. /

5 Wikibon A3l R S fmG RS 47, /

But IBM isn't just a market leader. / The company shares its big data expertise /

{8 IBM BN ETHAOLE, (EF LS FEAHIBENIEE/

with cities around the world. / One good example is IBM's Smarter Cities Challenge [2]. /
BEREGRET. | P EHFNEITER IBM & "BEHmEE". /

The Smarter Cities Challenge is IBM's largest philanthropic program. /
BBEHHLg 2 BMBANESEME. /

Every year, / citles around the globe / apply for the challenge. /

BIE, [ SERNE T 8B Eiks, /

The selected cmes receive a grant from IBM. /

e R P AT R S I BM ks

The grant, / however, / is not in the form of financial aid. / IBM does not give money to the cities. /
6B, SEL ) HTEM AR, BM ST EETRE e, /

lnstead / the company provides free consultation. / IBM sends a team of five or six experts /
b& &, (1BM IkE 5-6 [T EF/

to each city / for three weeks. /

mmtcE. /B

B S AT A3 AL
During that period, / the IBM team analyzes the city’s data and meets /
#ol BRI, BM [ EA mrap i TR R E N E i |

with stakeholders. / At the end of the three weeks, /
ShEHEE, REE

the team delivers strateglc recommendations. /

¥ e 4 WAL RS

Over the past four years, / IBM has helped more than 115 cities worldwide. /

G 4R, IBM BASREEREsEE 115 M/

TR E 400 D00 TN FHERE
Two Korean cities, / Cheongju and Jeju, / are among them. /
FRRTRA < AR 1 rf J & wl 71 ..‘” mOTEIH b I
Tk 1251 i il



Winning cities implemented the IBM team's recommendations /
HH AR IBM T R4IMREE/
to improve the lives of their citizens (3]. /
Pl ETRRAER, [
Glasgow, / United Kingdom, / is a great example [3]. /
REAUERSE.  EEA ) SRFNES. /
In Glasgow, / the issue was fuel poverty. / More and more families couldn't keep warm /
RIS, (FHEMHESZ. BRESNEET G
at reasonable cost. / The city wanted to bring affordable warmth / to its citizens. /
PESEMAE. MR EEEMSRENRIEEE/ASTE. /
An IBM team of 5 staff / met over 30 organizations and nearly 100 individuals /
—TEAIBMERH/Z R 7302 KHAGFN005 2D A/
from the City Council and other agencies. / The team analyzed data /
kAEHmEASIEMYAG, /& 5d s/
and identified inefficient energy use / as a major cause of fuel poverty. /
ZUREERRAERT/EREEZNEERA, /
That was a problem / for the whole community, / not just for the poor families. /
Z EOA e EA BT LR AT S/H MU EEEE, /
At the end of three weeks, / the IBM team presented a list of 60 recommendations. /
3EGE: IBMARRZ TR REFE. /
The recommendations focused on improving energy literacy / throughout the city. /
BELswEmEERE TN, /
The team believed / that citizens would use less energy /
& E RIS E A DR E{EE/
if they understood their energy usage better. /

ho $5 Pl T M i e S ¥ L 1 g = f
JB AR EETREh T B T RERE.

Glasgow is working hard / to achieve its goal /

e | =1 s Wl =
M SE B N/IRNET

of becoming the most energy literate city in Europe. /

xR B N aE R E A PR TH

In 2013, / the city won a $40 ;'nillion grant from the UK's Technology Strategy Board /

20135, |EMEFMNEEERNREEETETIN0TET
to become Britain's first smart city [4]. /
AR EENE BT

Originally / IBM was going to run the Smarter Cities Challenge / only for three years, /

B4 BM i+ RIEE “BREHkE" /123 £, /

but the program has been extended / because of its huge success. /
ERMTEE | BARETEXRAY, /
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Unit 17
How the Weather Company Became an
Advertising Powerhouse

The Weather Company is a leader in weather forecasting. Through the
Weather Channel and Weather.com, the company provides national and
local weather forecasts. It serves hundreds of thousands of people, and
provides the information for thousands of mobile weather apps.

The company has been using big data to improve its prediction abilities
for the last decade. “Weather is the original big data application,” says
Bryson Koehler, CIO at the Weather Company. “When mainframes first
came about, one of the first applications was a weather forecasting
model.”[1] The company’s current system captures 2.2 million current-
weather-condition data points from around the globe four times per
hour. The company’s new consolidated platform, which is under
development, will capture 2.25 billion weather data points 15 times per
hour [2].

But now the Weather Company is using its big data more than just to
forecast the weather. It analyzes the behavior patterns of its digital
and mobile users in 3 million locations worldwide to predict how the
weather affects people’s shopping patterns. With this analytics data, the

company has become an advertising powerhouse [3].

One example is a Pantene shampoo ad campaign that was on the
Weather Company’s mobile app [4]. Depending on the city and its
weather, the app displayed different ads that recommended different



kinds of shampoo. For example, if humidity was on the rise, the app
would suggest a shampoo that prevents frizz. Pantene immediately saw

spikes in sales from this campaign and signed on for more ads [5].

In an interview with the Atlantic Monthly, the company’s ad tech guru
Vikram Somaya gave a good overview on how the Weather Company
help retailers with weather data: “Retail is an easy example. We have
a retailer who may have a couple hundred or even a couple thousand
stores across the U.S. We take data from each of those locations for
each of their products, then we look at the information over time. We
are looking to see what products start jumping off shelves when the
dew point is X, the temperature is Y, and the rainfall is Z. What we give
them is essentially: Here are the 15 products you should be selling right
now.”[4] It's no surprise that more than half of the Weather Company’s
ad revenue comes from its digital operations [3].

s g , .
1. Big Data Reshapes Weather Channel Predictions, http://goo.glXDirUk

2 Up Next: The Weather Channel Forecasts the Business Value of Big Data, http://goo.
qUSif2JT

The World's Top 10 Most Innovative Gompanies in Big Data, hitp://goo.gl/zXIMfm

Cloudy With a Chance of Beer, hitp://go0.gl/kOpXKD

(%
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5. Weather Co. exec: |_everage seasonal data to deliver relevant ads, http://goo.gl/J8FEFg
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® The company has been using big data. XRAT —BHEERAAEE. (=M
TEhEFER)
e The company has become an advertising powerhouse., XXR/ASTIBEM AT ER

BE, (=PIMNIAER ERBE )

A& # XARRAIE, # XEARZAEEN M T, KA # &R
i # RBARER. FCEN ARG, + XEREE
ARG, BT AS & O R ) R S O

® \We have a retailer. + It may have a couple hundred stores. BB ZEE @, + ©o
REEHERE,
= We have a retailer (who rmay have a couple hundred stores), =I{1H =€ ®/T

HEEHERE,

® The app displayed different ads (that recommended different kinds of shampoa). X4
R =R [ EMEEA R E KR KN,

® The thing [that] we give them is this. 3B = A/E NS MIH/EZX T,
= What we give thenis this, =11 SM{IIHAFEEE X,

® Here are the 15 products (that] vou should be selling). X158 = &R
ZHE.

® The company' s new platform. which s under development, will capture weather
data points. ASIHIFI TS, BRIEEABDH, BRIEXRSEES.

AL # BlrEEE ) E). # ERER O AHE HARGE R AR A,
S & OB, (HS RN iy
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® The company predicts how the weather affects people's shopping patterns. /5] FM/
RS AR,

® She gave a good overview on hew the VWeather Cornpany help retailers with weather data
WEEH T — X F~NFENHR (=H2EH ) /SRASNMTEXSEES
BNRER,

® We are [ooking to see what products start jumping off shelves. ZFXTEEREFE 2/

7= R IEH .

IEI PIFIRATIE

weather forecast XSk
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product /=&
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Supercomputer BGTHEALFE AR, RS EHIZIME

ZroygliE. 2 NOAA-NWS ( National Oceanic and Atmospheric
Administration-National Weather Service, ME¥ K 0E - HERIL
Jay ) K5 BT E ALY Lb FREE 71 90 teraflops THE F] 213 teraflops,
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17 ESWHRASBHREEH8E 139



§) mmmERERaT

In an the Atlantic Monthly, /
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the company’s ad tech guru Vikram Somaya gave a good overview /
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on how the Weather Company help /
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with weather data: / is an easy example. / We have a /
KRS HE "BERITEEBEMME. BINEEER/

who may have a couple hundred or even a couple thousand stores /
RIBER LB FIEHH/

across the U.S. / We take data / from each of those locations /

BN EE AT ESRE PA=5 |

for each of their products, / then we look at the information / ./
TERE, | HIEHNEFER i 7 e 1) B
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BAEAGF B R S H IR h s/

when the is X, / the isY,/

LHELREX, SigzY,

and the is Z. / What we give them / is essentially: /
fEmZZE . / A AT/

Here are the 15 products / you should be selling right now.”[4] /
EANMT: X155 AR E I ZHE. "/

It's /
BICEE)
that more than half of the Weather Company’s __ /
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How the Weather Company Became an Advertising
Powerhouse XSHRATF G &R

The Weather Company is a leader / in weather forecasting. /

&

V.;'MH, JUJJP /

Through the Weather Channel and Weather.com, /
i

@il &

the company provides national and local weather forecasts. /

= = s
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(& #1 VWeather.com,

1]
"m

It serves hundreds of thousands of people, / and provides the information /

THREFREETMAY, | HEREHEZS
for thousands of mobile weather apps. /
HEBTTHIBEEASNE, |/

The company has been using big data / to improve its prediction abilities /

S-BEERALE/ B8 CHFNEN/

for the last decade. / “Weather is the original big data application,” / says Bryson Koehler,

fidE0F, "RELRBHEHREERGH "/ H¥EHE - S8R, /
CIO at the Weather Company. / “When mainframes first came about, /
SENTERESE. /AR B agE, /

one of the fi rst apphcaizons was a weather forecasting model."[1] /

The company 's current system captures 2.2 million current-weather-condition data points /

NESHEAEES

£33 1 S INET 4 KL
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15 times per hour [2] /
VAE N 168 KR, [

But now the Weather Company is using its big data / more than just to forecast the weather. /

ER, EsgLsiaERagE FATESHR

It analyzes the behavior patterns / of its digital and mobile users / in 3 million locations /

EsfisHES /NS nEaE e /38 300 A5/
worldwide / to predict / how the weather affects people’s shopping patterns. /
SHE BNETRA/ REufEmANAMRmER, /



With this analytics data, / the company has become an advertising powerhouse [3]. /
B AR, JASIEER AT EREE.
Oneexample:saPanteneshampooadcampalgn/that was on the Weather Company’s mobile app [4]. /
Eflz—RBFERAK SEHE/ EESRLINBI N B ETHr . /

Depending on the city and its weather, / tthe app displayed different ads /
RBEGTINES, | RERFTE &/

that recommended different kinds of shampoo. / For example, /

EEAEENSE K, W, /

if humidity was on the rise, / the app would suggest a shampoo / that prevents frizz. /
MERERN, | MEERWER R HIEEL, |

Pantene immediately saw spikes / in sales / from this campaign /

BETHENBE JEEN ) BEEANTE RS/

and signed on / for more ads [5]. /

TEEL | MRNES S, /

In an interview with the Atlantic Monthly, /
L REFEEH) W—BFRP/
the company’s ad tech guru Vikram Somaya gave a good overview /
RSN SRR T AR RN - FITAHT — MREN LS/

on how the Weather Company help retailers / with weather data: /
SFRRAENEESHTER /RMEASHE . |
“Retalil is an easy example. /

REEMHEEAPNE. /
We have a retailer / who may have a couple hundred or even a couple thousand stores /
RESEH/OEE L aREH/
across the U.S. / We take data / from each of those locations / for each of their products, /
BRER HNEEEE ) &/ 2GE)
then we look at the information / over time. / We are looking to see /
AGEINEEES /MEEREN TR (RINHFEFD/
what products start jumping off shelves /
fal o = SR FF AR EE /
when the dew point is X,/ the temperature is Y, / and the rainfall is Z. / What we give them /

LSHESEX, TERY, BWEEZH. /RIDS®IN/

is essentially: / Here are the 15 products / you should be selling right now.”[4] /

BRWF [ E 5T & /RS EIZ e/

It's no surpruse / that more than half of the Weather Company’s ad revenue / comes /
A o 1' k- g
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Unit
1 8 Notable Quotes on Big Data

L et's hear what IT industry leaders say about Big Data & Analytics.

“Big data is not about the data” — Gary King, professor at Harvard University

“Data really powers everything that we do.”

— Jeff Weiner, chief executive of LinkedIn

“You can have data without information, but you cannot have
information without data.” — Daniel Keys Moran, computer programmer

and science fiction author
“There were 5 exabytes of information created between the dawn of
civilization through 2003, but that much information is now created

every 2 days.” — Eric Schmidt, former CEO of Google

“I keep saying that the sexy job in the next 10 years will be statisticians,
and I'm not kidding” — Hal Varian, chief economist at Google

“Information is the oil of the 21st century, and analytics is the

combustion engine.” — Peter Sondergaard, analyst at Gartner Research

“Big data is at the foundation of all the megatrends that are happening
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today, from social to mobile to cloud to gaming.”
— Chris Lynch, CEO of Vertica Systems

“Without big data, you are blind and deaf in the middle of a freeway”

— Geoffrey Moore, management consultant and theorist

“Data is the new science. Big Data holds the answers.”
— Pat Gelsinger, CEO of VMware, Inc.

“Data are becoming the new raw material of business.”

— Chris Lynch, former President and chief executive officer of Vertica Systems.

“The goal is to turn data into information, and information into insight.”

— Carly Fiorina, former executive, president, and chair of Hewlett-Packard Co.

“If we have data, let’s look at data. If all we have are opinions, let's go
with mine.” — Jim Barksdale, former Netscape CEO

“If you torture the data long enough, it will confess to anything.”
— Darrell Huff, author of How to Lie With Statistics

“Data that is loved tends to survive.”

— Kurt Bollacker, Data Scientist, Freebase/Infochimps



Zli&E

23] & RERZE that, # XERZRATEER N7, FFE
# FERM 4 RBIRMER. B+ XRRBANDNZIREA # £17
i, PAFflAIH, everything. megatrends. data By # 554718

® Data powers everything, + We doit. IBAAEMBIBUE N + B,
= Data powers everything that we do. =384 BT 8 B S8 zh 71/B N8

@ Big data is at the foundation of all the megatrends. + They are happening today. X
HERMAEREBNER, + ENEREES K,
= Big data is at the foundation of all the megatrends (that are happening today). =X

HIERFANEENER/ENEREES K.

e Data tends to survive. + Itisloved, HiEZ S BHE FE. + ERAEE,

= Data (that is loved) tends to survive. =3iRMEASEN/Z2BEF T XK,

2#23]) # XHRK B what, # KRR A8 what #124T the thing(s)
thato @A/ﬁ\. i ﬁ:h_—iﬁ s ﬁy‘j “~ f& ""”o

e [ ot's hear things. + IT industry leaders say them about Big Data. i 3 {107 B 7.
+ 1T AT AW KT RBIR I,
= Let's hear things (that [T industry leaders say things about Big Data). =ik 307 E
PENT I RRE AR F REGRNRE,
= Let's hear what IT industry leaders say about Big Data, =iEFATREUIT W RAZE
AR T RERE IR %
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AR XBERZAPERE, f EREERELE, # TREER
2 +be BHAHRMIGAEWIRE . # BREFAPE # BiE, #F
e # EiE.

® Data powers everything + We doit #IEA BB H, + Bl1EH.
= Data powers everything (that we do). =334 FRE T BLLE /388 .
= Data powers everything [that] we do.
b EHthatabIE R, £RAZEwe doB S ERIE, oA,
® There was a lot of information. + They was created lastyear. XHREZEE, + E

NFEEHENEH 3,
= There was a lot of information (that was created last vear). = XBEZ{ESE/E]

FEERAER %,
= There was a ot of information [that was| created last year

P T peaiEthat was BB E T 2R E

o) wAssEE

analytics 414

power H &, #£HEsAN
dawn £ &

civilization 3Z A

keep ~ing &Rl ~
statistician Gt %%
combustion engine A #41
foundation &

blind E A

deaf ITEEA +

in the middle of ~ 7 ~ &g

freeway =% 0 15
science %

hold #2{¥

raw material J&#1#}
turn Ainto B A &4 B
insight {F22 71

opinion Ei

torture #3]

confess to ZA&TA, #HH
tend to V ~ i 5 T ~
survive =77
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Data science ¥ Fl2eds MR iz R pg Rl e ies: .
gEilee . (REER (590, ERER . L, gitees] . it
Bl Bl TR BRI S A aT Ak B AT . ASERE
MR UG . BUEIESE . RrERETT R P ) S e B Ay £ A A
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(2] mmmrzmaT

“You can have / without o
RERER/ RTARENEE, /

but you cannot have / without

Bz HIE THRERBER.

— Daniel Keys Moran, computer programmer and science fiction author

& is the ___ of the 21st century, /

“MRiRfE B R2 1L R, /

and is the F
/A & 113 e )

— Peter Sondergaard, analyst at Gartner Research

“If you the data / ./

"IN AR FES (G B3R/ 1< et 8] e/

it will 2

ESRIAFFESRE

— Darrell Huff, author of How to Lie With Statistics
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“Without big data, /
“EREREIE, /

you are and

FrinE—NEM A/

“Data is the
"R — RS

Big Data the

/ in the of a
HEEERAEPE

— Geoffrey Moore, management consultant and theorist

ERREAMBEFH

(2] =2m

L]

A itE

1T YA, BUlRE = (S e R . TERFMIESR, iR

B RHUE ) A T

O igeE

w| [N (=

— Pat Gelsinger, CEO of VMware, Inc.
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Notable Quotes / on Big Data
ZHIERZ KEER

Let’s hear / what IT industry leaders say about Big Data & Analytics. /
UEBNAEAT U REAFEANEZTASRNEHRIEE. /
“Big data is not about the data.”
"REEAR T HE L/
—meE - &, BHEAFIE

“Data really powers everything / that we do.”
"BARARAER N 1 F N/

— K - B, TEEENG

o}

“You can have data / without information / but you cannot have information / without data.”
"SR{EA/THIEREUE, /e ERIE TEREER."/
—HRER &8 - E=, TBIERE. HE/NIEE

“There were 5 exabytes of information created / between the dawn of civilization through 2003, /
"B EB SR MEIE /£ 2003 £X 824, /
but that much information is now created / every 2 days."
Ml EREIEME/ 2R/

—BER - Y, IeUEFENTE
“| keep saying / that the sexy job /in the next 10 years / will be statisticians, / and I'm not kidding.”

— B BHROBL EEE 10 F/ BRGHER/ BFREFRSE."/
— R EER, ANEES

=1
i
)

i

“Information is the oil of the 21st century, / and analytics is the combustion engine.”
“MNRIRE SR 21 M, /LSRR A"
—— 1515 - REME, Gartner ST LA IH

“Big data is at the foundation of all the megatrends / that are happening today, /
‘ABREBREREABENET AXESEN,
from social to mobile to cloud to gaming."
M THEEBNRE, . MR/
— BT - A, A1 Vertica Systems EEHTE
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“Without big data, / you are blind and deaf / in the middle of a freeway.”
CERARE, MR- EW A SR RE,
—KHE - BR, SBESTHIEER

“Data is the new science. / Big Data holds the answers."
‘BE—-ENHE, | ERREAERT ./
—— 4% - BRFRE, VMware §EHTE

“Data are becoming the new raw material of business.”
"GIETAEN RO LEFR"
—— By - %3, 7 Vertica Systems HEHTE

“The goal is to turn data into information, / and information into insight.”
"BRERUERESER, [RESHLARERS/
—FF - AW, HELELITEAFMTE

“If we have data, / let's look at data. / If all we have are opinions, / let's go with mine.”
SRBIFRE. /BRNEHE, /WEZNEEANBE, | BRINBEFENEZE"/

— &M - BREER, 5 Netscape SEHTE
“If you torture the data / long enough, / it will confess to anything.”
“HERFAHEELEE M EBt. / EERVTEEEY

—EFEIR WK, How ro Lie With Suatisties 1E5E

“Data / that is loved / tends to survive.”
"B/ BEER  ZEBETE

— 4% - IS, Freebase/Iinfochimps BERISF
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Unit 19
Street Lights Are Getting Smarter

t is well known that street lighting provides a number of benefits.

Street lighting improves road visibility for motorists and pedestrians,
so it reduces traffic accidents. It is also known to reduce the severity of
injuries by a factor of three [1]. Moreover, street lighting reduces crime
and fear of crime and promotes the nighttime economy.

Street lighting, however, has its own drawbacks. It consumes a
significant amount of electricity and requires continuous maintenance
and repair, all of which put pressure on a city’s budget. Street lighting
is also a major source of light pollution. Light pollution, or excessive
artificial lighting, is found to have negative effects on both human and
wildlife health [2].

That is why cities around the globe are adopting Internet of Things
technology for their streets. Major cities have already started to replace
their existing street lights with more efficient light-emitting diodes
(LEDs). New York plans to replace 250,000 lights by 2017 and expects
an annual savings of $14 million [3]. Seoul will replace all public lighting with
LEDs by 2018 and expand the project to the private sector by 2030 [4].

In addition to energy-efficient LEDs, cities are also connecting street
lights and sensors through a network to enable smart street lighting.
According to Telematics Wireless [5], smart street lighting systems offer
the following benefits:
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+ They reduce maintenance costs. The system detects and sends alerts
for lamp burnouts and other malfunctions in real time, which
enables the maintenance crew to take timely actions. No need for
routine maintenance checks.

They allow dimming-intensity control. The system can automatically
dim the street lights or turn them on/off based on various
conditions set by operators or triggered by sensors. For example,
the lights are dimmed when there’s no traffic. This achieves major
energy savings as well as a reduction in light pollution.

They extend the lifespan of street lights. LEDs have a longer life
than conventional street lamps. Smart dimming extends their life
even longer, which reduces maintenance costs.

They offer real-time reporting and control. The system collects
real-time data such as voltage, current, power factor, and energy
consumption to help operators manage the grid in a smarter way.

This is how your city is becoming smarter. The street lamp you passed

by last night may be more intelligent than you think!

B2 oW N =

1*21

. Street Lighting and Road Safety , http://goo.gl/KdV2Ak
. Improved street lighting can reduce crime, http://goo.gl/rwbQK6

%

How LEDs Are Going To Change The Way We Look At Cities, hitp://goo.gl/eOX84g
More LEDs to light Seoul City streets, http://goo.gl/yOk87E
What Does the Word "Smart” Stand for in Smart Street Lighting? http://goo.gl/8HIfds
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AKX ERBASISEREEEEMNG. H T U]
M. # XBRRGEMIES () ol LI CGEiE + 81 ). il
SNBSS R B RS # X R & 18 which.

® |t requires continuous maintenarnice and repair, all of which put pressure on a city's
budget. EBBHENSENFIEE, /FFAEN—MNET RABEHHESN,
® The system detects lamp burnouts in real time, which enables the maintenance crew o

take timely actions. Z& 4t o0 WM BRAT R B8, /L5 (B LE1E A B e R B KBS,
® Smart dimming extends their life even longer, which reduces maintenance costs 55 #8

TNATHA T Fdn, /XA THEHA

AE 4 XZBE. # XRBEEEMIDNF, HFE 4 EiEam
#BAMME . JEEEM # XERZE, (H# £TEM # XREA
BB B R AN . LUR s, Rl E &k

® That is the reason. + Cities are adapting this technology for the reason. X5k 28
Ho + B REXMBA/E A XA REE.
= That is the reason (for which cities are adopting this technology). =Xk 2 [ E/
P RBPUX T A
= That is the reason why cities are adopting this 1echnology.
= That's the reason cities are adopting this techriology
= That is why cities are adopting this technology
» ihe reasondl why FETTEHE . TEBEE—
® This is the way. + Your city is becoming smarter in the way. 2 Xf AR + 11t
BT IE MR R/ XM
~ This is the way (in which your city is beconing smarter). =82 X A SMEIRH
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BT IE BREKEE RN,

= This is the way your city is becoming smarter

= This is how your city 1s becoming smarter

» the wavFIhow- T4 EIRT{F [/,

’?—'_T:g}‘.irg,

PE 4 WEES . that 5| SR EE MW ARG ShiE BEE, B
HemXEiFit. HH#+ AERX o b I gEnF. BREHEL
T YEIC T be known to Fl befound to Z 3 EiA .

® People know that street lighting provides many benefits. AfIT40E/BATERS &b,
= It is known that street lighting provides many benefits. =iBZ&/BITHR ST 4,
= Strest lighting is known to provide many benefits. =BATEEIE/ AR ST,

® Paople found that light pollution has negative effect on hurhan heaith, A&/ S

RETREE/AGRE,

= It is found that light pollution fias negative effect on human health, =IB&ZM/Lis

EHT R/ AR REE,

= Light pollution is found to have negative effect on human health. =375 £ & B/

BFRE W/ ARRE,

provide £fit

street lighting B&XT

a number of KEH#
benefit &b

improve M3

visibility aT#14%

motorist S14fl
pedestrian 7 A

reduce /4, ZEH
traffic accident B B
severity TEERE

injury 5E, 24

by a factor of ~ 2 ~ 8. ~&F

moreover 3+ B

fear of crime B1EISE
promote {2

nighttime economy #8147
drawback k&
consume JE#

an amount of ~ X8H)
electricity 85

require EK

continuous FEEH
maintenance 44F, S
repair {£3%

alert iR
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Smart grid & AREHL S EHL A g5 R AT
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[5) mmpremnT

It is / that provides a number of benefits. /
AR BOaR2MEA
Street lighting improves /
HATIR SIS BRI
for and ,/ so it reduces ./
ARMIITA, / FRIARD T i@ 3 AL
It is also / to the of /
Bl B> F - EiEE
__three./

BRI/

Moreover, / street lighting reduces crime and fear of crime /
#H, / FEATIRL DAL SEFORT AT SR AY T 1E

and the ./

BB i 2 (8] 25T

Street lighting, / however, / has its o
AT, B2, ERBMAE

It a significant amount of electricity /
EHEXER)

and and i

158 BEFANEE



all of which put / on a city’s budget. /

FE—VIMET 48/ BiEhTE. /
Street lighting is also a / of ./
BRAT R E E A SRIE/ HITHR . /
,/ or excessive artificial lighting, / is found /
RTH, STEMATRE, / wWER Y
to have / on both human and health.

A RBIFIE/XT A E R £ R

@ =
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(@) e 9% 1 ORISERIE )%
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2 (igd) IEVIEREIOE TR T
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Street Lights Are Getting Smarter
B & BERIREAT

It is well known / that street lighting provides a number of benefits. /

wFrER BT EREZIS.

Street lighting improves road visibility / for motorists and pedestrians, /

B 7 ASHATA, /

so it reduces traffic accidents. / It is also known / to reduce the severity of injuries /
FrEl T R ESh, B/ LR ENFEERE/

by a factor of three [1]. / Moreover, / street lighting reduces crime and fear of crime /
PIE M 13, JHE, [ RRITEAIDRINMIP IR RIR /

and promotes the nighttime economy. /

VLB (Rt B j8) 253, [

BITIEE

Street lighting, / however, / has its own drawbacks. / It consumes a significant amount of electricity /
BT, (BR, /BEENTE, /EEEAREA/

and requires continuous maintenance and repair, / all of which put pressure /
FEEEFENYHPTRIE, /FRE—MET HiB/

on a city's budget. / Street lighting is also a major source / of light pollution. /

BEWHHE. [ BITHEEBNFRE/ XSEM.

Light pollution, / or excessive artificial Ilghtlng. /is found / to have negative effects /

Hmd, [BEEMALIRYE, /BRI ETREW/

on both human and wildlife health [2].

St AEFIFEN YR ERE., /

That is why / cities / around the globe / are adopting Internet of Things technology /
SR AL/ B 2R EXRPRRER )/
for their streets. / Major cities have already started / to replace their existing street lights /

EENSHIE, (EERHFTOEHN ) BREFHRLT/

with mare efficient light-emitting diodes (LEDs). / New York plans / to replace 250,000 lights /
HESHRLED 47, /49 ]/ B8 26 5 T8 /

by 2017 / and expects an annual savings of $14 million [3]. / Seoul will replace all public lighting /
H2017E, |G EERE 400 AXRER. [ ETRERME LR

with LEDs / by 2018 / and expand the pro;ect /10 the private sector / by 2030 [4]. /

H LED $T/ %) 2018 & [ H B Rt il / 2 EEI2007 /%) 2030 =, /

In addition to energy-efficient LEDs, / cities are also connecting street lights and sensors /
& T30 LED AT /3%t 7 & = AT #0fE Rk gs. /
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through a network / to enable smart street lighting. / According to Telematics Wireless [5], /
BT ) BALE S EERRATEE . /48 Telematics Wireless &ty /
smart street lighting systems offer the following benefits: /

DR R AL TS, /

They reduce maintenance costs. / The system detects and sends alerts for / lamp burnouts /
G EIPEE, (EREORESHBE T HBITER/
and other manunctions / in real time, / which enables the maintenance crew /
HEMNE/ Reid/ SERE AR/
to take timely actions. / No need for routine maintenance checks. /
BEENTH, | EBRTHEPHSE. /
They allow dimming-intensity control. / The system can automatically dim the street lights /
JETEE, | FEUERERIRE/
or turn them on/off / based on various conditions / set by operators / or triggered /
AEFR/BTEOHTRISN | GREARAKE /FEMER/
by sensors. / For example, / the lights are dimmed / when there's no traffic. /
BEEME, [, [ TFR/ SEEERNE, /
This achieves major energy savings / as well as a reduction / in light pollution. /
R RN T RERERE BRD T A
They extend the lifespan / of street lights. / LEDs have a longer life /
T Ho ! BITR, LED F&H5E/
than conventional street lamps. / Smart dimming extends their life / even longer, /
LEFSELT. | FHEERTRES® /B, /
which reduces maintenance costs. /
TR TEFRA. /
They offer real-time reporting and control. / The system collects real-time data /
ENTRMEI REMEF. | FREETTEE/
such as voltage, current, power factor, and energy consumption /
PIanEE ., BR. IEFENFERERE/
to help / operators manage the grid / in a smarter way.
“ﬂu.f;,,,ﬂ»Af.ag -]

{ENREN FE
This is how / your city is becomlng smarter. / The street lamp / you passed by / last night /
EHEFR/GNETESERFRESN, /307 /2 / ER

may be more intelligent / than you rhmk! /
TREENEEE / tLirfaies
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A Morning in Your Life with the
Internet of Things

n the world of the Internet of Things, technology and devices work
for you. They make your day smarter. So what will be your typical
morning with the Internet of Things?

6:00 AM

The alarm rings. It’s earlier than usual because you have a 9:00 a.m.
meeting with overseas clients. You didn’t set the alarm. Communicating
with your calendar, the smart alarm wakes you up on time [1].

As soon as you turn off the alarm, the coffee maker starts brewing.
The aroma fills the house and makes you feel awake. Lights and

temperatures are already adjusted to help you wake up.

You go out for a quick morning jog. While you run, your smartwatch
records steps, distance, and calories. It also monitors your heart rate and
breathing. When you come home, it automatically uploads the data to
your fitness app.

8:00 a.m.
You leave the house for work. Sensing your departure, the house
automatically enters power-saving mode. The heating adjusts, the lights

switch off, and the appliances power down or switch off as necessary [2].

While driving to work, your car recommends the best route to avoid
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slowed traffic due to road work. You arrive at the office with enough
time to get ready for the meeting. Of course, your smart office already

knew your arrival time and set the temperature at your comfort level.

11:30 a.m.

You are stepping out of the office for a doctor’s appointment. Waiting
in the doctor’s office, you watch the screen playing an ad for a jacket.
The jacket looks familiar. You saw the exact model a few days ago while
shopping at the mall. When you tried the jacket on, it sent a cookie to
your smartwatch. Your smartwatch tells the smart TV in the waiting
room, and the TV plays the jacket ad while you are waiting [3].

Your doctor is ready for you. She pulls out your daily electrocardiogram
(ECG) data from your health record. Your fitness app already uploaded
the data to the e-healthcare system. You have a family history of heart
disease and had a small heart attack about a year ago. So your doctor
wants to monitor you regularly. She is very pleased with your daily ECG
data and advises you to continue with your current diet and exercise.
You schedule the next appointment and leave the doctor’s office feeling

happy. After grabbing a quick lunch, you are back at the office.

Well, the day’s not over yet. Your smart day continues!

W% ) -

1. SMART Alarm Clock, http://goo.gl/cysaJd

2. WHAT WOULD YOU GIVE TO LIVE IN A SMART HOME? , http://goo.gl/'S88KEs

3. 9 Real-Life Scenarios That Show How The Internet Of Things Could Transform Our Lives,
http://goo.gl/AVDgBu
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o] # AR 5 (Eif + 3hid + =i + BHb ). 1F # Ea93hid
TSRS S =R K R U BB a TRy A A2 (k. Fsch # =iF
f# BRI N ESIKRFR. make K # ERZNF, FE # AR #
FEfb. watch  # BREZHE, /5L # SAREN # WESEF #
FE*b.

® They make your day smarter. & iL/{RE— X B B,
® The aroma makes you feel awake. FSAL/RBEIERE,
e You watch the screen playing anad. R EE/RBEEEIT &

AE # SiANEL, # AN aREE TR TAZ—, BkE
W7 e # SR E CGEW + Eif + drial ) b & fstal e a9 i
a, BOk s iR AR A e 0] SOR A R # SRRl BLE Bl A
L BB NI AR R

® Communicating with your calendar, the smart alarm wakes you up on time. F1{R&
B FiEE, 248 W5y B R/ 20
= After the smart alarm communicates with your calendar, the smart alarm
wakes you up on time, =£ BEFSFI{RA B B BIS /G, 260 B 1R/ 126,
® Sensing your depariure, the house automatically enters power—saving mode. B R E]
ri%, Braamds AT EELN,
= As the house senses your departure, the house automatically enters power—
savingmode. =lEBTRMEMTE L, BFEmBEATBRER,
@ While Driving to work, your car recommends the best route. 2EEXTE, RHA
FHE/ELEL,
= While your car drives to work, your car recommends the best route, = SR B %

AT, REREHRE/BILHEL.
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o You leave the doctor's office feeling happy. RE 7 (= BR/Ek 3 3238
= You leave the doctor's office and you feel happy. ={RBHER/ H A ( R )

REIFEE,
PR 0 4 E47 .
® As soon as you turn off the alarm, -~ — B {R& 7] i# 5,

e While you run, ~ ZE{RIEFHEEE ,

.&\ Bif&EIE

typical day BRI —X
earlier than usual BTt
overseas client B4 E P
set an alarm & [P

on time %6+

as soon as ~ — ~ ¥
turn off X

brew ;478 ( DIEE, 55 )
aroma &S
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adjust BT
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step #Hfk
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heart rate 123

breathing FIR
automatically Bahith
leave A for B B ARIE B
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departure &
power-saving mode T B2

heating f0#

switch off X4
appliances X B E %
power down HBIETKEE
as niecessary 4%
recommend HE#F
route BEEE

dueto -~ BEA ~

arrive at - Ei£ ~

get ready for ~ & ~
arrival time BA0T (8]
comfori £F3&

step out of - M ~ 3k
appointment £1E
exact MR

try on X F

waiting room &#1%E, EF=E
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electrocardiogram & &
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heart disease ‘(&
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heart attack ([ fif fki& schedule #IE B2

regularly & Hii grab a quick lunch #E I -8
be pleased with ~ X ~ EX%& be over £ F
advise Ato V EILA i V continue 4k4x

diet and exercise R & B HEE

£ HARKIE

IPS ( Indoor Positioning System ) &N E (i &4 M GPS 5E (i
i . W WL E N EEOE I AR Wi-Fi, @54, 2rdbek . B
iff . RFID, ZigBee FLE k.

(3) mepszsas

Assoonasyou ./ the ./
—BRFEmE, / INMHERL 6 i afk . /
The __/and makes / you . /
ESERERBE FFRiL/ RERFRE.

and are already / to help /
YKTHFREEZAT EL# 8/
you____ ./
{REE
You__ _ /fora quick morning jog. / While you run, /
[RELHE HTRIERE FEARE S HIBHE,
your smartwatch records i , and ./
RPBREFRERSY. BEENAES
It also your and v

EWIg R RO EFARER
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When you come home, / it automatically uploads the data /

LIREIxRE, / E B e
to your fitness app. /
FMRREA. /

S BES
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A Morning / in Your Life / with the Internet of Things
BB —X (L)

In the world / of the Internet of Things, / technology and devices work / for you. /
1R B ARl g, [ R AR S E A, /
They make / your day smarter. / So what will be your typical morning / with the Internet of
Things?

o

EALE (Rt R TR L (ST — R B NER | s —iE

-
iy =l

6:00 a.m. /ER6H

The alarm rings. / It's earlier than usual / because you have a 9:00 AM meeting /

Wl U, [/ EE TSR VER R LT O FE =W/

with overseas clients. / You didn't set the alarm. / Communicating with your calendar, /
SENERP: REBSE R, [fIfhBREES, |

the smart alarm wakes you up / on time [1].

e s BT ) fRI, /

As soon as you tum off the alarm, / the coffee maker starts brewing. /

—E{RE R, /VIHEAF b5 W, /

The aroma fills the house / and makes / you feel awake. /

E=Umam el /1 /IR EERE, |

Lights and temperatures are already adjusted / to help / you wake up. /
ITAFLRE B8 | LIEEY / (B, /

You go out / for a quick morning jog. / While you run, /

et E ) IRERK. /#IRESHEE, /

your smanwatch records steps, distance, and caleries. /
FNERFRICFKSE. BRIMRE, /

It also monnors your heart rate and breathing. / When you come home, /
I FARAY L R, [ SIREIR S, /

it automatically uploads the data / to your fitness app. /

E BEh-EE R/ FHRERRE A, /

8:00 a.m. / £58H

You leave the house / for work. /

TEFR/ & ITE,

Sensmg your departure, /the house automatically enters power-saving mode. /
ENEIRE . (BEEshi#ATRES
The heating adjusts, / the ||ghts switch off, / and the appliances power down /
ESFIEEE (TR XM, [ TR KRR/

168 #FAMFIE



or switch off as necessary 2],/

WERETEE -
Whlle driving to work / your car recommends the best route / to avoid slowed traffic /
LNAEET RN, /AEGEEERIBE/ MBERTEHEE/

due to road work. / You arrive at the office / with enough time / to get ready for the meeting. /

EAht I TJ ] U'T‘lg h nE/H kE!"}:E’I]'rIlE'.‘ / ﬁ&‘ﬁ We /
Of course, / your smart office already knew your arrival time / and set the temperature /
L6, [T EDLECRES MRS BIERE | HEEFEE/
at your comfort level, /

B (R AT

11:30 a.m./ EF1183304

You are stepping out of the office / for a doctor’s appointment. / Waiting in the doctor’s office, /

HENANE)RANEEFTY. I E2TE2ERNE. /

you watch / the screen playing an ad for a jacket. / The jacket looks familiar. /
hET/REEE@RERZN &, /| EHRXLTEERRER. /

You saw the exact model / a few days ago / while shopping / at the mall. /
GEUIR /LR /MY | E&5 5. [
When you tried the jacket on, / it sent a.cookie / to your smartwatch. /

LR ERE, | EEE Cookin/ ZIRNFTEFR. /

Your smanwatch tells the smart TV / in the waiting room, / and the TV plays the jacket ad /

GHBEFRERTETV FEREE, /FHTVERERT S/
while you are waiting [3]. /
T RSFF, /

Your doctor is ready for you. / She pulls out your daily electrocardiogram (ECG) data /
{FEEEEER, /EFHE0 ECGl LR E ) 8/

from your health record / Your fitness app already uploaded the data /

MR BRIERT . /HRELRC LIFEE/

to the e-healthcare system / You have a family history / of heart disease /
NETEESEEG,. /GEFEE/ LirFEa

and had a small heart attack / about a year ago. / So your doctor wants to monitor you regularly. /

82 CREREE | K9 R, (FESETHAS

She is very pleased with your daily ECG data / and advises you /

st HERMNES ECG #iE / HEZE W/

to continue with your current diet and exercise. / You schedule the next appointment /
SEESNENRRIMME, {EOT FAREMBIE/

and leave the doctor’s office / feeling happy. /

= | EREIRFI,

After grabbing a quick lunch, / you are back at the office. /

Ty T — 1% # =
A ETEE. lT‘r Ar/“\__,r

ZEEF Ti81

-
Well, / the day's not over yet / Your smart day continues! /

= AEEHER IMRER— R {NAERG
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21 An Evening in Your Life with the
e Internet of Things

I n the world of the Internet of Things, technology and devices work
for you. They make your day smarter. So what will be your typical
evening with the Internet of Things?

5:30 p.m.

Your workday is over, and you are ready to head home. Before leaving
work, you select a recipe from your smart oven'’s recipe bank [1]. The
oven sends the ingredient list to your smartphone, which checks the
fridge to figure out which items you're out of. You stop by a local
grocery and pick up everything you need.

Arriving in front of the house, you hop out of the car. Sensing the car,
the garage door opens up automatically. The car drives itself in. As you
approach the front door, the smart lock receives a signal from your

smartphone and unlocks the door [2].

The house is cool and comfortable. Lights and temperature are already
set to your comfort level. The music you were listening to in the car

continues playing in the living room.

7:00 p.m.

You start making dinner. Following the recipe you selected, you put the
dish into the oven. There's no need to set the temperature. The oven
adjusts it as necessary. It says dinner will be ready in 30 minutes [1].
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While waiting, you decide to walk your dog. As soon as you walk out the
door, your dog jumps and makes you drop its leash. The dog runs away,
but you find it easily since you have a GPS pet tracker attached to the
dog’s collar [3].

When you arrive back home, your dinner is ready.

10:00 p.m.

It's time for bed. Knowing your audio habits, the smart music system
selects and plays white noise. Today it's the sound of rain. While you
sleep, your smart bed with tiny built-in sensors collects data on your
sleeping habits. The bed automatically adjusts air pockets, helping you
have a perfect sleep [2].

Since you didn't get enough sleep the night before, your bed tells
your alarm to give you an extra hour of sleep. Your alarm checks your
calendar to make sure you have no early meetings. You don't, so it will
let you sleep another hour in the morning [4].

Now your smart day’s over. What do you think? Are you excited about
the coming Internet of Things revolution?

M & -

1. Smart Oven, http://goo.gl/NM9rth

2. A DAY WITH THE INTERNET OF THINGS, http://goo.gl/bSRw51

3. The Internet of Things: Connected animals, hitp://goo.gl/GLx7v|

4.9 Real-Life Scenarios That Show How The Internet Of Things Could Transform Our Lives,
http://goo.gl/AVDgBu

21 #EEEHRHE—E (T 171



@ B
L]

P& 4 A 5 (EIFE + ghial + =iE+ EHh). # EARER. #F
ERX to, # MESFME# BN, S EBFNEHLE; # 13EH
WA # =R, 5 # BEONWAIEER . LUF B A have A # 4
JENAE, EH IR ST, # BRI RS CEN, Eh 6~ 4
TRFARE.

e Your bad tells your alarm to give yvou an extra hour of sleep. {RBIKE K/ A 8pib{R
ZAE— /|

® |t makes you drop 1s leash. XiH/RETENSEF.

® You have a GPS pet tracker attached to the dog's collar. {RIE/GPSZE MiEER 2812 1E
fFFE. ({RUGPSEYEREBHEHRENIZEFL, )

PE# aANE. # SRNARFECFITRZ—, BiEHE
W7 R fE # AN A (EER + I + ZiRl ) 2 sl HER )
&, SCER BRI A ] BISCE A RE I # E e LUT R
L BB AR RE

® Leaving waork. you s&lect a recipe THrET, {RIEET _ﬁj\ﬁ-“go
= Before you leave work, you select a recpe. =7ZEAR THERT, REE T —H 8%,

® Sensing 1he car, the garage dooropens up autormatically. BANBIZES, EEIIBaFTH.

= As soon as the garage door sense the car, the garage door opens up
automatically, =—BZEEBNEIZE, ZE1BHITF.
® The bed adjusts arr poc+ets, helping you have a perfect sleep. RIBBRE, BERX
EHIRRE.
= The bed autormatically adjusts air pockets, and the bed helps you have a perfect

seep. =RBENERSRE, FE (FN ) BRAEERRE.
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A& # XEKZRANER. f3chamg + EBXAKR2RE. 4

W i A i

® You buy everything ((that] you need).

AKX A RBE/RREN.

® The music ([that] you were listening 1o In the can continues playing in the living room

SRMREERIE N/ REEE THER.

BE # XRRBRASI FEREMEEE NG, HTHITENA # 5T

R, 4 ERREWNIGES () TN GER + (L4i).

® The oven sands the list to your smartphone, which checks the frdge.

= The aven sends the list to your smartphone, and it checks the fridge. ¥EFE{E
FR/IFURAIBEEF, /T (=RBBEFN ) KEKHE,

5) wnams

typical #EI#)

over & ®

ready to V A& ~
head ~ GI{E ~

recipe RiZ%

ingredient # ¥}, A5
fridge 7K38

figure out 28, FEHE
be out of B

stop by IR{EEH
local grocery St Zx 5%
arrive ik

hop out of ~ BtH ~
sense BN

garage door (]
automatically 8 zhih
approach i
receive UL

unlock ¥T7F, &%
comfortable $7i&E /)
temperature & /&
continue k4

select £

adjust BT

walk a dog 1B
leash J948

pet tracker #1885 28
attach i, B
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collar & be excited about ~ ¥t ~ EE|3¢
built-in sensors N EE K revolution iy

&£ HARAARIE

white noise 41 & — R 3005 1 o H BUY BAILGS S ek B L
AR EZ, WESERE IR E R, TR AR
WA (E ) RGOSR, BT LGS 5 a9 Fi 2L A S TR
IEPE R Y CHER”, M .

@ R R 2R AT

Arriving __ __thehouse,/you __ __ thecar./
EIRI8T, / WTRE. |
the car, / the __/ automatically. /
BEEIE, / FEBTITH. [
The car itself __. / As you o 7
EEEEA, / LfREEaE, /
. /

BHEEEEIE S/
from your smartphone / and the door [2]. /
MAREYE RETHIL/ RIaRREl. |
The house is and ./
P Bl ATE . /

and are already set / to your ./
STHFNRECERTE/ A REERIRE
The music you were listening to / in the car / /

RO EE R/ T B EER
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An Evening / in Your Life / with the Internet of Things
WEM K —X(T)

In the world / of the Internet of Things, / technology and devices work / for you.

fr s BAMERP . [ BARMEFEE /AR, /
They make / your day smarter. / So what will be your typical evening / with the Internet of Things?
> if /fraate EEINEE | 304 e s ald A% L YT IR | i & —

5:30 p.m./ TF564304
Your workday is over, / and you are ready to head home. / Before leaving work, /

REERT IR, [ ESEFT. ) THET

you select a recipe /

X7 {3 it
rV,!_ — B

= 5

irom your smart oven's recipe bank [1] The oven sends the ingredient list / to your smartphone, /

R RE R SERPILE BRI B REFAN.
whlch checks the fndge/ to fugure out / which items you're out of. / You stop by a local grocery /
":‘If {15 IM /,.“;1 L/ I LhE: .-i 11,1 l(*ii\ = e e
and pick up everything / you need. /
'L}‘lu“"??-@ ({53 t(r\f: o

Amwngmfrontofﬂwehouse / you hop out of the car. / Sensing the car, / the garage door opens up /

BIE, (TR | REEIE SR TR/

autornatlcally / The car drives itself in. / As you approach the front door, /

g, (E8TI8 A/ S{TE TE

=

the smart lock receives a signal / from your smartphone / and unlocks the door [2]. /

P 1o Rk T
, =) 50

i iiEWIET BIBREFH

EEE. ¢

The house is cool and comfortable. / Lights and temperature are already set / to your comfort
level, /

HERREATE, (TAVCRE EEEE I eI ENReE,

The music you were listening to / in the car / continues playing / in the living room. /

frlsph =& 1 F S

=55 o)

e e
S o o
I Y [ AR AT

7:00 p.m. /8% E76F
You start makmg dinner. / Following the recipe you selected, / you put the dish into the oven. /

[ 12288 {7 ——’gﬁqﬁ i, /TR EFMER RS
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There's no need / to set the temperature. / The oven adjusts it / as necessary. /
(R RERE. | UERRREE  RIER

It says / dlnner will be ready in 30 minutes [1] /

B/ BEEE 30 pRAEES. /

While waiting, / you decide / to walk your dog. / As soon as you walk out the door, / your dog jumps /
EHENATEIR, J{RRE /B, /—Bi, A/

and makes you drop its leash. / The dog runs away, / but you find it easily /

FBIFETRGE, (MOEET, /BREEFEYE/

since you have a GPS pet tracker / aﬁached to the dog’s collar [3]. /
EAHMMELT /GPS ZHBRBEREF L, /

When you arrive back home, / your dinner is ready. /
LipERE, [ {FHRRE2LEST

10:00 p.m. /8% 1084

It's time for bed. / Knowing your audio habits, / the smart music system selects /

I T@ERE, /| THREGRE RN IR, (DRSS RERTELE/

and plays white noise. /

FHEERaES, /

Today / it's the sound of rain. / While you sleep. / your smart bed / with tiny built-in sensors /
A% | BHAE, [ GHRETREEE, MRAEER ) BENENE G ESN/

collects data / on your sleeping hablts. / The bed automatically adjusts air pockets, /
BEGIE ) S TRoaEE 2R, [ KaaETsE, /

helping you have a perfect sleep [2]. /

AT AR s ERER, /

Since you didn’t get enough sleep / the night before, /

F A S EEAT [IERME L, /

your bed / tells your alarm to give you an extra hour of sleep. /
Uk /@R LD S 1 T,

Your alarm checks your calendar / to make sure / you have no early meetings. / You don't, /
A E MM AHE ) WA IMEEREE. 1155,
so it will let you sleep another hour / in the morning [4]. /

eSS EEE & T L.

Now your smart day's over. / What do you think? / Are you excited /
WA EREM—RERT . /{FiAAnf? Henu /

about the coming Internet of Things revolution? /

ARG SR P £ [
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Unit 22 BxiS
A Connected Car Saves You Time

and Money

connected car is a car with Internet access as well as a wireless

local area network [1]. This allows the car to share Internet access
with other devices both inside and outside the vehicle. Often, connected
cars come with music/audio playing, navigation, roadside assistance,
voice commands, parking aid, engine controls, and problem diagnosis.
The newer models take advantage of smartphone apps to allow
interaction with the car from anywhere. Drivers can remotely unlock
their cars, find the location of their cars, or activate their climate control
systems. But connected cars bring drivers more than just convenience.

They help save time, money, the environment, and even lives [2].

More Efficient Traffic

Connected cars can utilize real-time traffic information to help
traffic move more efficiently. San Antonio, Texas, uses connected car
technology and GPS to keep the city’s bus system on schedule and
improve traffic flow. According to a U. S. Department of Transportation
(DOT) study, intersections with connected vehicle technology can lower
traffic delays by 17 percent.

Less Fuel Consumption

Connected cars use less gasoline. Better traffic flow means fewer stops
at intersections. Fewer stops on roads lead to less gasoline consumption.
Less gasoline usage translates to less CO, emissions.

“According to recent statistics from Nationwide Insurance, the average
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urban commuter gets stuck in traffic an estimated 34 hours every year,
and we waste 1.9 billion gallons of fuel,” said Ben Collar, director of
research and development for Siemens Road and City Mobility in Austin,
Texas.

Fewer Accidents

Connected cars can help avoid accidents by directly communicating
with other cars. According to the same DOT study, the use of connected
vehicle technology can help reduce car crashes by 83%.

“Soon cars will be able to communicate with each other to avoid colli-
sions,” Collar said. “The same will work for vehicle-to-infrastructure
technology as cars will be able to communicate with roads and detect
hazards such as pedestrians and downed trees.”

Money Savings

All these factors help drivers spend less time on roads and less money
on fuel. Fewer accidents will result in lower auto insurance rates.
Connected software can offer drivers additional savings.
“Manufacturers and service providers can remotely manage the
embedded software in cars throughout the lifetime of the vehicle,”
said Roger Ordman from the software company, Red Bends. “They can
also substantially lower software-related warranty costs and avoid the

expensive direct and indirect costs associated with product recalls.”

1. Connected car, Wikipedia, http://goo.gl/vTI3zQ

2. How a “connected” car could save you maney, http://goo.gl/NzGKTK
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® They help [to] save time. B8 BT/ 2 8(8],

® They can help [to] aveid accdents. E1EE TR T BB,

® The use of technaology can help [to] reduce car crashes by 83% . AR F BT/
D LR 4E/83 % o

A # R4 (I + i) + I - BiSEIE ), # B4
IR 4 BT B (WEDE ), Bl i~ ik~

® A connected car saves vou tme. B EESE ET ZIAL {R/8 8]
e Connected cars bring drivers corvenience. B ESSEHRAR S A E,
® Connected software can offer drivers additional savngs, B BER ZEREIRE /48 I/

BEETHA,

#3 #8130 5 (£iF + i + Bif + B4 ). BISCENA (E
EEE) XENARBEMFEN, it EXNRIBESRIE4
s kAL . allow f5m # AE to fE# Z4b . help G #
EER A # AEX to, ERNZMT i, REERE 4 BiE M
#EANYEEERN HESEMESIENG D, B%H¥EE S5
S HEm 4 EXIES.

e This allows the car to share Internet accass with other devices. XE/Z3EF /R 28/
S5HMRE.

® Connected cars help trafic move more efficently. BESEEFBTALEFRT/E
A0 o

® These factars help drvers spend less time on oads. X EEEHH T/ NEHE/E
DEE)/ERE .
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® Cannected cars can help avoid acaidents by directly communicating with other cars. &
KREAED TR ESEWBETISHtEREEBEN A%

® it can lower traffic delays by 17 percent. iX 8EFR1E/32BIEZE/1£17 %o

& The use of connected vehicle techinology can help reduce car crashes by 83%. BEGR

ERARNERFH TR E R E/£83%,
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o E—

Baswellas AT{XAMME B real-time traffic information LB B IE A
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share AwithBfI B #£% A traffic flow ZERE

come with ~ 5k ~ U.S. department of transportation £E
navigation S 2B

roadside assistance 18 ¥HUE intersection T F#& 0

parking aid 15 ZE 4B traffic delay XBEE

diagnosis 12 #7 fuel consumption EHEFE

take advantage of ~ Ff ~ gasoline usage ¥EiH&

interaction with ~ 1 ~ 383& lead to ~ S% ~

remotely iTFE translate to - 4 ~ A

unlock & CO. emission Z R LA E
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climate control system AEZ R AL average urban commuter 318 F Pk
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A connected car is a car / with /
EESRFER—TEF/ G2k =g Ee A
as well as a ./

B B

This allows the car / to / with other devices /
iR AIALE S A SEMEE
E o) LT k1 “f\ U

Often, / connected cars / music audio playing, / navigation, /

EBE, HEBSESEE SR =0

, / voice commands, / ,/
EREHAE | BEEH. I=ERE,
engine controls, / and ./

3| SRR O S 0

The newer models take advantage /
B2 2 FI

of smartphone apps / to allow the car /
BHEF IR SEARIES
./ Drivers can their cars, /
AR A FHR] BLE ARSI IR,

of their cars, /

A EHNES,

or - ol

SEEHEERS

But connected cars bring drivers / ./
BEBRERE TN FRIREAHE

They help / save / time, money, the environment, and even lives [2]. /
EINEBT/TAME., 2%, RPHEEEES
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A Connected Car Saves You Time and Money
BEERRE

A connected car is a car / wrth lnternet access / as well as a wireless local area network [1]. /

T T =i B i et = =4
-'-Jrl-'rk?‘l = H N 5 i

This allows the car / to shara Internet access / with other devices / both inside and outside the
vehicle. /

Lt TS S ik SRR IAEES

Oﬁen, / connected cars come with / music audio playing, / navigation, /

% - i€ = Ef

roadSIde assrstance. / voice commands / parkrng aid, / engine controls, /

and problem dragnoss /The newer models take advantage / of smartphone apps /

i SRHE 4

to allow interaction with the car / from anywhere. / Drivers can remotely unlock their cars, /

ﬁnd the location of their cars, / or activate their climate control systems. /

But connected cars bnng dnvers / more than jusl convenrence / They help / save /

L& S E]3H = 1 {& TES
R ¥ f .- '

trme. money, the envrronment and even lives [2]

y==
(=] =34 x4 o 15 AL &

More Efficient Traffic/ Elfi# 45558
Connected cars can unlrze real-time traffic rnformahon / to help traffic move /

=4 # - Emitzh ) B 32

more efﬁcrenlly / San Antonro / Texas, / uses connected car technology /

2

PSR T A i g

- 2, e H 1] =

and GPS to keep the crtys bus system / on schedule / and improve traffic flow. /

—~ e ) =R B o =

Accordlng toa U S Department of Transportatron (DOT) study, /

i E [

T % 38
&= H iz} H 8 BEEAR 37 s3] 3E

rnterseclrons wrth connected vehrcle technology / can lower traffic delays / by 17 percent. /

Less Fuel Consumption/E/DRIIBEEERE
Connected cars use less gasohne / Better traffic flow means fewer stops /

BRAEFRE R B ST s
at intersections. / Fewer stops /on roads /lead to less gasolrne consumption. /
A+FRO. /ElisxE/GF TS

i
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Less gasohne usage translates /to Iess CO2 emissions. /

|u‘t>

“Accordmg to recent sta'ustlcs / from Natsonwmte Insurance, /

the average urban commuter gets stuck / in traffic / an estimated 34 hours / every year, /

and we waste 1 .9 bl“lOf‘I gallons of fuel " / said Ben Collar, /

FAFRIGRE T 19 2 il - R ES

director of research and development for Slemens Road and City Mobility / in Austin, / Texas. /

BT FESSHT R EE T M0 F AT 5 M

Fewer Accidents / B/ 5B EM
Connected cars can help / avoad accidents / by directly communicating / with other cars. /

RS = A =[5 = [ H B A Sl =A ol e T

Accordlng to the same DOT study / the use ot connected vehicle technology can help /

H = =

reduce car crashes / by 83%. /

il F

“Soon cars will be able to oommumcate / with each other / to avoid collisions,” /

ik % b
|

Collar said. / "The same w1II work / for vehucle to- mfrastructure technology /

i & MRS SR CEMADELDNG
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such as pedestrians / and downed trees," /
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All these factors help drivers / spend less time / on roads / and less money / on fuel. /
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Fewer accidents will result in lower auto insurance rates. /

Connected software can offer drivers / additional savings. /
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23 Shirt Warns You of Heart Attack

heart attack is one of the most common causes of sudden death. Even
A if it doesn’t cause death, a heart attack can result in permanent
heart damage and life-threatening problems. Every year, more than 19
million people worldwide die from a heart attack. In the United States
alone, about 1.4 million people experience a heart attack each year [1].

Most heart attacks can be treated if you get medical assistance right
away. However, people often don't get help in time and miss the window
of opportunity. Why? It's because people often fail to recognize the early

warning signs. It's because symptoms may be mild and easy to ignore.

But what if your shirt can detect these symptoms? What if it can
warn you to go to hospital immediately? What if it can transmit your
electrocardiogram (ECG) data to your smartphone or maybe even to
your doctor?

At the IoT Connect 14 conference in Sydney, during his speech there, Dr.
Hugh Bradlow talked about the potential of the Internet of Things (I0T)
to transform healthcare and save millions of lives. He said that Internet-
connected wearable devices can help people react faster to a medical

emergency [2].

Companies around the globe are already moving toward such wearables
[3]. For example, the Canadian tech firm OMsignal offers a wide range



of smart fitness clothing and gadgets [4]. The company’s wearables have
built-in sensors to track the wearer's important biometric data and vital
signs such as heart rate, breathing, movement, and calories. The sensors
relay this real-time information to a smartphone app. These products
can monitor workouts and detect stress. They are designed to help the
wearer manage his or her health better. Future versions will be able to
detect potentially dangerous anomalies before emergencies occur.

This utopian world has its hurdles, however. Dr. Bradlow points out that
anomaly detection is very tricky. One may feel some symptoms early
in the morning and have a heart attack much later in the afternoon.
Furthermore, Bluetooth instability, smartphone viruses, bugs and other

faults, and human error are also potential risks.

Still, the technology is advancing fast. The future may be closer than you
think. Soon, if you are stressed too much or your heartbeat is irregular,
your shirt may tell you to take rest or to seek medical help immediately.

Just be sure to listen to your shirt’s advice!

B I - .

1.What You Should Know, Safety for Heart Attack Prevention and Eradication,
http://goo.gl/OKloY4

2. Telstra looks to health benefits of connected devices, hitp://goo.gl/pWvWmX

3. Gussied up with smart fashion, http://goo.gl/QVgitj
4. OMsignal Biometric Smartwear, http://www.omsignal.com
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Shirt Warns You / of Heart Attack
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A heart attack is one of the most common causes / of sudden death. /
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Most heart attacks can be treated / if you get medical assistance / right away. /
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It's because / symptoms may be mild / and easy / to ignore. /
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Companies / around the globe / are already moving toward such wearables (3], /
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7 2 das v [ A=
¥ % = )
R iR NS
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The sensors relay this real-time information / to a smartphone app. /
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24 Notable Quotes on the Internet of
. ——— Things

ometimes it’s useful to hear what industry leaders say about their
field. It can give you some fresh insights. Here are some notable
quotes on the Internet of Things.

“The Internet of Things, sometimes referred to as the Internet of Objects,
will change everything—including ourselves.”

— Dave Evans, chief futurist at Cisco

“If you think that the internet has changed your life, think again. The IoT
is about to change it all over again!”

— Brendan O'Brien, co-founder and Chief Architect at Aria Systems

“The Internet of Things is not a concept; it is a network, the true
technology-enabled Network of all networks.”

— Edewede Oriwoh, professor at University of Bedfordshire

“Connecting products to the web will be the 21st century electrification”
— Matt Webb, CEO of BERG Cloud

“IoT will stump IT until clouds and big data come aboard.”
— Stephen Lawson, EMC

“The IoT is big news because it ups the ante: ‘Reach out and touch some-

body’ is becoming ‘reach out and touch everything’.”

— Parker Trewin, Senior Director of Content and Communications, Aria Systems
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“As the next evolution of computing, the Internet of Things market will
be bigger than all previous computing markets.”

— Greg Hodgson, marketing director at Silicon Labs’ Internet of Things solutions
“By 2018, 50% of the internet of things solutions will be provided by
startups which are less than 3 years old.”

— Jim Tully, research director at Gartner

“In order to move the Internet of Things forward, it’s important to
work together to define standards so that everyone can speak the same
language.”

— Adam Justice, VP of Grid Connect

“One of the myths about the Internet of Things is that companies have
all the data they need, but their real challenge is making sense of it. In
reality, the cost of collecting some kinds of data remains too high, the
quality of the data isn't always good enough, and it remains difficult to
integrate multiple data sources.”  — Chris Murphy, editor of Information Week

“The IoT is removing mundane repetitive tasks or creating things
that just weren’t possible before, enabling more people to do more
rewarding tasks and leaving the machines to do the repetitive jobs.”

— Grant Notman, head of Sales and Marketing at Wood & Douglas

“With emerging IoT technologies collecting terabytes of personal data
the question is, are we ready to unbutton our online dress shirt while
many are still just loosening their collars?”

— Parker Trewin, Senior Director of Content and Communications, Aria Systems

“When one system can connect thousands of devices and data streams
across a rail network serving millions of people, that's the Internet of
Things—and it's here right now.”

— Steve Pears, talent managing director at Microsoft

“There’s no stopping it. The Internet of things is coming, and you better
disrupt or prepare to be disrupted.” — Joe Tucci, CEO of EMC
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2 5 Everything is Already in the Cloud!

T hese days you hear a lot about cloud computing. If you have no
technical background, the term can be a bit intimidating. It sounds
complicated, but most of us are already using the cloud [1]. Though you may
not realize it, all your information is most likely in the cloud. How? Let's take a look.

Email

All web-based email services like Yahoo, Google (Gmail) and Microsoft
(Hotmail) are cloud-based. Unless you run your own email server, you
are using cloud-based services. That is, all of your contacts and emails
are in the cloud.

Blogs & Websites

Blogs and websites such as Medium, Tumblr, Flickr, Instagram, and
Pinterest are also cloud-based services. Again, all of your postings and
photos are in the cloud.

Social Networking Sites

Facebook, Twitter, LinkedIn, and many other social media sites are
hosted in the cloud. Your birthday, educational background, work
history, and latest whereabouts are all in the cloud. Ah, your friends’
information, too!

Mobile App Stores & Apps
Major mobile app stores, such as Google Play, Apple’s App Store, and
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Windows Marketplace, keep their apps and the account information in
the cloud. If you buy apps from these major app stores, your purchase
history and account information are in the cloud.

Gaming

Cloud gaming, according to an article in VentureBeat [2], could reach
a turning point in 2015. Xbox Live, World of Warcraft, Steam and
hundreds of game platforms are hosted in the cloud. Now with cloud-
gaming capable devices, a massive number of players can interact with
each other online. Most of these games store your game saves and
comments in the cloud.

Productivity Tools

Productivity tools like word processors, spreadsheets, presentation
programs, flowcharting applications, image editors, formula editors,
and graph tools are available online as cloud-based services and
applications. Google Docs and Microsoft Office 365 are good examples
[3]. If you are using any of these tools, either at work or personally, your
documents are stored in the cloud.

Online Storage

Nowadays most people own multiple devices—from laptops to smart-

phones and tablets—and they want to access their data from anywhere,

at any time, from any connected device. Online storage services are used

for that reason, and Microsoft OneDrive, Apple iCloud Drive, Google

Drive, and Dropbox are popular ones [4]. Needless to say, these services

store your data in the cloud.
H &

1. Typical consumer cloud computing scenarios are you using the cloud? http://goo.gl/gEjixHP

n -~
). (

2. Cloud garning could reach a turning peint in 2015, http://goo.gl/MyaSFP

1. Battle of the Mobile Office Suites: Microsoft Office vs. Google Docs. http://goo.gl/in14dA

I, OneDrive, Dropbox, Google Drive, and Box: Which cloud storage service is right for you?
http://cnet.co/12eQ8HW
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e Online services are used for that reason. 28 FIRS E AN EE & H,

] # F 50 A AR B S RO a0 R R AT
ISR, AEfR S — TN # £ 5)5%3E and | or. but 4§,
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® Blogs and websites such as Medum, Tumblr, Flickr - Instagram, and Pinterest are also

loud-pased services. Medium . Tumbls  Flckr. Instagram 12 nierestZE @&
Mt 2R T=HRS.
® Facebook, Twittar, Linkadin, and maity other §0 tes e hostad in the ¢
Facebaok. Twitter u‘Ifﬂﬁfﬂ’w\f’ﬁxﬁ%ﬁ[ﬁ]iﬁzﬁ?ﬁﬁﬁgﬁo

¢ Nowadays most people own multiple devices from laptops to smartphones and

mbests MAERSHARELRZEE— MNEXBMEGEFHATIREM,
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& If you have no techrical backaround, - M RREFFEARAY =
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whereabouts BiK, FR&E. EF

£ EARE

multiple devices

- BARREBE MRS, ~

account information lF{ER
purchase history M3EH £
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/ you hear a lot / cloud computing. /
Rif PRUFEIR 2 &b AFTitE

__you have no ,/ the can be a bit w4
MRMREREERS S, ETREEFEILAER
It ,/ but most of us ___already the cloud. /
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you may not realize it, / is most likely /
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How? / take a look. /
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Nowadays o /
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Everything is Already in the Cloud!

—IREZRIR!

These days / you heara lot / about cloud computing. / If you have no technical background, /

RE/MEIIHS SR/ XA THITE. /B EEEAES

the term can bea bit xntlmldaung /it sounds compltcated /but most of us are already using the cloud, /
_.'_ 'L;_—» "::‘I';:A | = :E,‘ I';‘rl r‘\ ( A J‘v.:h‘—“.;—‘»'.'. ,—_ C“-ﬂ {—'AJ -] —d ,

Though you may not realize it, / all your mformatnon is most likely / in the cloud /

Bl R AR s, JEBPYEEESTRER T Ewm. /

How? / Let's take a look, /

S EARBRY [{ILEN—ES§—T./

Email /#34%

All web-based email services / like Yahoo, Google (Gmail) and Microsoft (Hotmail) / are cloud-based. /

Firf3 P 51 SR BRAE [ BIenBErE . 301 Gral o 3R | Howal |/ 8 BF=. /

Unless you run your own emall server, / you are usmg cloud-based services. /

B3RS & 2 R 228 EMEE A ZRkF ./

That is, / all of your contacts and emalls are / in the cloud /

BEZ . [HIHBE 7 S did =, |

Blogs & Websites / XML

Blogs and websites / such as Medium, Tumblr, Flickr, Instagram, and Pinterest /
@ E M at / @ a0 Medrum. Tumblr, Elickr [nstagram and Pinterest/
are also cloud-based services. / Again, all of your postings and photos are / in the cloud. /

th 2 ik, /B ,54. ImEErER X NE L 1E#ax

Social Networking Sites /#t it
Facebook Twitter, Lmkedln and many other social media snes are hosted / in the cloud. /

Facebogk, Twitter FHEMEZRANEERETE  2=5

Your bnnhday educanonal background work hlstory. andlat%t whereabouts are all / in the cloud. /
s R, FIFWE ITHGHREILISEHE /&R

Ah, your friends" information, too! /

\I‘|' ‘»—2'! % H: sho_ f ]

Mobile App Stores & Apps / FHN AN B

Major mobile app stores, / such as Google Play, Apple's App Store, and Windows Marketplace, /
FEMFRE B R, JFE Google Play. 37 2B App Store F0 Windows Marketplace, /
keep their apps and the account information / in the cloud. /

AElF AR AEE I T s
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If you buy apps frorn these rna;or app stores. /

oo T ik PEE G

Gaming/iFH

Cloud gaming, / according to an article in VentureBeat [2], / could reach a turning point in 2015. /
iR, [ ARAE VentureBeat #13RIE, / 1F 2015 SixE | 5. [

Xbox Live, World of Warcraft, Steam and hundreds of game platforms / are hosted / in the cloud. /
Xbox Live, GEMS, Steam I ETHERES /HHEE/ 5. /

Now with cloud-gaming capable devices, /

AR ZENEERE. /

a massive number of players can interact with each other online. /

2 o)

Maost of these games store your game saves and comments / in the cloud. /
ZRFBENFENER / Hdam. /

S EBEF T SE

Productivity Tools/ =T &

Productivity tools / like word processors, spreadsheets, presentation programs,

£ 7T E ) GlasrELEEY . aFEiER. PPT

ﬂowcharttng apphcatlons |mage editors, formula editors, and graph tools /

B RE., BR SEes. QrURESFNEETIER/

are available online / as cloud-based services and applications. /

ofll Ak MR AT RS, /
Google Docs and Microsoft Office 365 are good examples [3]. / If you are using any of these tools, /
£ Docs # Microsoft Office 365 # 2B EFMHT,. /| BT EERI b FEG—1TE, /
ejther at work or personally, / your documents are stored / in the cloud. /

ETES ST AMER, (IO XEEER /I H s/

E T ESiey £ == &

Online Storage/ MW@ &E
Nowadays most people own multiple devices / - from laptops to smartphones and tablets - /

.V.ﬂcr L;. lr"r—*’-llv-’ ,r_ 'J‘_—.;.‘I\' u‘:Lﬁt'l q] ;F u J__ /

and they want to access their data / from anywhere /at any time, / from any connected device. /
{1350 B D AEHE (e, SRE0E, [ EEERENS

Online storage services are used / for that reason, /

gz EalFEme /B

| !
and Microsoft OneDnve. Apple iCloud Drive, Google Drive, and Dropbox are popular ones [4], /
Microseft OneDnve. Apple ICloud Drnive. Gooale Drive 1 Dropbox Ehds s, /

Needless to say, / these services store your data / in the cloud. /
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Unit 2 6
How to Explain the Cloud to
Non-Techie Friends

our friend has no technical background, yet she is curious about
Y technology. Recently she asked you what Cloud Computing is.
What would you tell her? How would you explain its concept and
various models to someone with little or no technical background?
Here’s a suggestion [1]. Compare Cloud Computing to everyone’s
favorite food, pizza!

That'’s exactly what HP does. In a YouTube video titled Cloud Pizza, HP
Norway's Technology Director, Stig Alstedt, explains Cloud Computing
by comparing it with pizza [2]. Let’s see how.

Homemade Pizza = Traditional IT

Back in the old days, if you wanted pizza for dinner, you had to make
your own. In that case, you buy all the ingredients, knead the dough,
make the crust, chop the vegetables, and bake the pizza. You also need
proper cookware. The process requires expertise, but you get exactly
what you want, how you want it, when you want it. Homemade Pizza is
equal to building your own IT infrastructure with your own resources.

Frozen Pizza = Private Cloud

Nowadays supermarkets offer customers a variety of frozen pizzas.
Pizza manufacturers do almost all the work. You just select one from
the frozen pizza aisle, bring it home, and bake it in your own oven. It’s
convenient, but the flavors and prices are fixed. Frozen Pizza is similar

212 BEFANKIE



to Private Cloud.

Delivered Pizza = Managed Cloud

Delivered pizza is a bit more convenient than frozen pizza. You order
what you want and how you want, then the pizza is delivered to your
doorstep. No baking is necessary. However, menu items are limited and
you still need your own dishes. Delivered Pizza is close to Managed
Cloud.

Restaurant Pizza = Public Cloud

Restaurant pizza requires the least expertise because the restaurant
provides you with everything. You simply show up, order, eat and pay.
You get one invoice at the end of your meal. However, other customers
also dine in, so the service can be slow when the place is crowded.
Furthermore, everyone orders from the same menu. It means there is not
much room for individual customization. Restaurant Pizza is comparable
to Public Cloud, except that Public Cloud is often the most inexpensive
option while restaurant pizza is not.

Your Own Topping = Hybrid Cloud

Many pizza delivery places and restaurants offer an option to choose
your own topping. Hybrid Cloud is like choosing your own toppings to
make your favorite pizza.

_ o B
1. 10 Interesting Cloud Computing Analogies, http://goo.gl/P4yGsF
2. CloudPizza, https://goo.gl/OPougl!
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A RN 4 (B + iR + R+ ). # a4
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HERER # AR 3 hEEhiE .

® Supermarkets offer custorners a variety of frozen pizzas. BTHIEH/AME/ &M &
SR i

® You explain its concept to your friend. {REHREARNBENES.
You explain your friend its concept. (x)

® The restaurant provides you with everything. & T El{iEEFREE T,
The restaurant provides yau evervthing. (=)

PR # XA A what, # XFEEZE what 6 T the thing
(s)that. ATLAELE # BAT ., & “~ @M ~". E&. UFRE
— Al ] A what y # BEEE, BN “fF4AT. BB b HBIHEX
o, (B T, R4 LT SORmR

® That's exactly the thing + HP does it #33h 2iX4E + HEHA,
= That's exactly the thing (that HP does). =Bt 2 XES/EEL /MM,
= That's exactly what HP does. =#B5k 2 B2 a4
® You orcler the thing + Youwantit. {RATIT XMNEE + REEN,
= You order the thing (that you want). ={fiTIA 7 X MR HREBEEM,
= You orderwhat you want. ={fRIJM T HREBEMNT A,
® She asked you what Cloud Computing 1s. #ti sl {R/AT A E =it E,

W BLE T B F 2 2R ERIEIN . 24 W EHTE— B
) AR R O SR IR AT ) SORE A 28 #that AE
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® |t maans [that] there is no room for individual customization. XEHKE/ZH

ZE/A P AEH M.

e Restaurant Pizza is comparable to Public Cloud, except that Public Cloud is often

the most inexpensive option

RIRAEHIZERE.
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Restaurant pizza requires the /
EREFEREWERRE D

because the restaurant provides you / with everything. /
EAETEIREME —VIFA. /

You simply ./ /__and__./You___ _ /
RINEE A, T8,/ BRAXEME. / fRedl—ikA 5/
______ ofyour meal. / However, / other customers also dine in, /
TESR B SR / B8R, / HitmEhameE, /
sotheservice . /when the is ./ Furthermore, /
A LRR 53 & 2218/ LA TR / me, /
everyone orders from the same menu. / It means /
BABELRE-TRKETR. / XERE/

there is not / for ¥ 3

BRERM AN NEH.

Restaurant Pizza to Public Cloud, / except /
EREFEATMAALZHEEE, / BT/

that Public Cloud is often the option /

NEAEE R EEENERE
while restaurant pizza is not. /
MEBRERARE. /
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How to Explain the Cloud / to Non-Techie Friends
EIFRREPRERS

Your friend has no technical background. / yet she is curious / about technology. /

TRELERALE, /B2 WRES /&

Recently/ she asked you / what Cloud Computung is. / What would you tell her? /

wiT/MER ) T ABRE R, JIREEFefrat )
How would you explam its concept and various models / to someone /
{F3ELn fafy *'“’H”‘"" i Zigss = f AR f

wnh little or no technical background? /
HRIOAZBZERAETOA/

Heres a suggestion [1]. Compare Cloud Computing / to everyone 's favorite food, / pizzal /
?g'A‘ 3 [ i = Ape | Lprle b

2 AW EDITEEmA | KEEEEFER / EF

That's exactly what HP does. / In a YouTube video / titled Cloud Pizza, /

EHERIHE2HEMRMA. /7T~ YouTube 47 | B AZIKIE,

HP Norway's Technology Director, /

E 1 if"'IETi]" S
Stig Alstedt, / explains Cloud Computing / by comparing it / with pizza [2]. / Lets see how. /
ARG - IRREREE, /B TE AT S R aEaE . MEFN—EF

Homemade Pizza - Traditional IT/ 8 FI##E = 44T
Back in the old days, / if you wanted plzzalfordlnner / you had to make your own. / In that case, /

a3, ’;(L%-I‘"“*'\ v';f",’ 11 R /1 -%lr ., JEMEYT

you buy all the ingredients, / knead the dough / make the crust, / chop the vegetables, /

felasERrE S B, T HE. /fREES. TR,
and bake the pizza. / You also need proper cookware. / The process requires expertise, /
REEEF, [MhEESEMNFITLE . /2T HBEEE S 03ns

but you get exactly / what you want, / how you want it, / when you want it. /

(Bt EZ FrREER g (s ES A S FinE ER T

Homemade Pizza is equal to bundmg your own IT mfrastructure/ with your own resources. /
B EASFETIOEG a2 T 288/ BirgerSE. )

Frozen Pizza - Private Cloud / 45 KiF=H18 =

Nowadays / supermarkets offer / customers / a variety of frozen pizzas. /

F# | EBaHEe/ ME Bt s
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Pizza manufacturers do almost all the work. /

ERESEFRNFRETHREIE, /
You just select one / from the frozen pizza aisle, / bring it home, / and bake it / in your own oven. /
GHEERRE A IUSHERFER, /AEE, | FEECE  BIE 2YRIER, [

It's convenient, / but the ﬂavors and prices are fixed. / Frozen Pizza is similar to Private Cloud. /
ZEAEN, BREFMER2EEN. EFRF ZEUTVE =, /

Delivered Pizza - Managed Cloud / 4 &£#iF = #HX =

Delivered pizza is a bit more convenient / than frozen pizza. / You order / what you want /
PhIEITFLE A SRR, (RT 8/ (REEN/

and how you want, / then the pizza is delivered / to your doorstep. / No baking is necessary. /
HHPGERG RS, |ABEFRED e 1a, | EEEBE.

However, menu |tems are limited / and you still need your own dlshes /

EZAGEERE /I HBNRNHEEERNECHNET. /

Deiivered Pizza is close to Managed Cloud. /

ShERFRERES

Restaurant Pizza = Public Cloud /| £ &#jF = &%

Restaurant pizza requires the least expertise / because the restaurant provides you / with everything. /
TREFHEUVHNERS D/ BARTERER/ —URE, /

You simply show up, / order, / eat and pay. / You get one invoice / at the end of your meal. / However, /
HRESIH. /TL. /SRAHTE. /FED—XET/RRERH. /BE, /

other custormers also dine in, / so the senvice can be slow / when the place is crowded. / Furthermare, /
HMMEBEHE. /FUBSEESERE/ S8 TARH, /WA, /

everyone orders from the same menu. / it means / there is not much room / for individual customization. /
ETABRSRA-TERTE, (XERE /FEEEATATHL /

Restaurant Pizza is comparable to Public Cloud, / except /

SREEFONALZEES, /BT

that Public Cloud is often the most inexpensive option / while restaurant pizza is not. /
PHZBRESRNNER  MERKEFT2. /

Your Own Topping = Hybrid Cloud / &t =5 =

Many pizza delivery places and restaurants offer an option / to choose your own topping. /
RERFNESENEFREES L FaREEN. /
Hybrid Cloud is like / choosing your own toppings / to make your favorite pizza. /

e EMEMNT /EBE R/ THEREZ VEEE, /
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Unit
27 Numbers Tell the Future

N umbers can give a sense of the future landscape of the IT industry.
Here are some numbers that every technical executive should
consider when evaluating his or her company’s cloud plan.

* The global cloud services market is estimated to increase from
$209.9 billion in 2014 to $555 billion in 2020, growing at a compound
annual growth rate (CAGR) of 17.6% [1].

The cloud equipment market is predicted to reach $79.1 billion
by 2018. Cloud equipment includes servers, storage, networking
hardware and high-speed links [2].

IDC forecasts public cloud services spending will increase at a
compound annual growth rate (CAGR) of 22.8% to $127.5 billion by
2018, including $82.7 billion for Saa$, $24.6 billion for Iaa$S, and $20.3
billion for PaaS$ [3].

It is forecasted that global SaaS software revenues will reach $106
billion in 2016. By 2018, Saa$S (Software at a Service) workloads will
take up 59% of the total cloud workloads, which is up from 41% in
2013 [4].

More than half of the US government has already moved to the cloud,
and federal agencies are continuing to invest in cloud computing.
Federal cloud services spending is expected to grow from $2.3
billion in 2013 to $6.1 billion in 2018 [5].
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+ IT decision makers will increase their spending on cloud computing
by 42% in 2015, says Computerworld Forecast Study 2015 [6].

+ The 2014 Future of Cloud Computing survey of 1,358 respondents
including users and vendors reveals 49% are using cloud solutions
for revenue generation or product development and 45% are already
running or plan to run their company from the cloud [7].

* The 2014 IDG Enterprise Cloud Computing Survey of 1,672 IT
and security decision-makers finds that more than two-thirds (69%) of
companies already have at least one application in the cloud. The
remaining companies plan to use cloud solutions within the next
three years [8].

Three main drivers for cloud investments are increasing speed of
deployment, lowering total cost of ownership (TCO), and replacing
legacy technology. Average cloud investment in 2014 is $1.6 million,
up 19% from 2012, The survey shows enterprises with more than 1,000
employees invest significantly more than small businesses.

Cloud security and privacy still remain top concern for businesses.
A majority of respondents (56%) say their number one challenge for
migrating to the cloud is an uncertain ability to enforce their security
policies at cloud provider sites [8].

4o

1. Global Cloud Services Market is Expected to Reach $555 Billion, Globally, by 2020,
http://goo.gl/ 1pOHyr

. Infographic : Cloud's Growing Footprint in Storage, http://goo.gliymadFis

. Forecasts Call For Cloud Burst Through 2018, http://goo.gl/x9yeY3

. Cisco Glebal Cloud Index: Forecast and Methodology, 2013-2018. http://goo.gl/uyGTiK

. Federal Agencies Making Gains in Cloud and Data Center Consolidation Despite Budget
Constraints, According to Deltek, http://goo.gl/6us82J

. Computerworld Forecast Study 2015, http://goo.gl/xi9LgO

. 2014 Future of Cloud Computing 4th Annual Survey Results, hitp:/goo.gl/F3nS2T

8. IDG Enterprise Cloud Computing Study 2014, http://goo.gl/k69clp
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® Every CTO shoui corsider these numbers when evaluating 5 - oz oan. BT EE
HAENAZE & XEHEATE =T e,
= Every CTO shouid consider these nuimbers when he or she evaluates a cloua
plan, =B TMERBEAERN IZE EXEEE/ M (i) T =it Wi,
® The market will Increase from $209 billinn 10 $555 hilllon, growing a1 & rate of 17 6%
peryear. T HB K/ M20901Z £ TH|55501Z. %70, Fie=EH17.6%.
= The market will Increase from $209 billion to $555 billion. as it arows at a rate of
17.6% per year. = AFSEK/IN209012 € LH555012.% T, ( HHiEH )
FIRKRENT 6%,

AB# XERBANER. t ERXEKREZA. 4 TBREXERK
#£17 +be BhiF T LAE NG EBE IS AS S I E

® Hare are some numbers = Eveny CTO should consder them. XE#{E + FIEE
FERABHEZEEZ
= Here are some numbers ([that] ever; CTO shouid consicer), =iXS¥(E/FRH
BERABHMNZEEMN.
® SaaS workloads wil' taka up59% of the *2i2 =loud workloads, and it s up trom 41 % in
2013, SaaSTEM#IG HBE = T 3H59%, M2013FM41% EFEL,
= SaaS workloads will take un 59% of the total clioud workloads. Iwhich is| uo from 41% in
2013, =SaaSTIEMBM BN = LIERNHMS0%, M2013FM41% EFHELL .
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® The market is estimated to increase from $209.9 bilion in 2014 to $555 billion in
2020 THHFITEEE/N2014FH1209917 3 TT/FI2020F £9555012 % TT-

@ The spending is expected to grow from $2.3 billion in 2013 to $6.1 billion in 2018.
TR/ 2013F 2312 X T0/F2018F 6112 £ T,

® The market 1s predicted to reach $79.1 billion by 2018. MHMITIFIARI 791123

TL/E|2018%,

o The spending will increase at a rate of 22.8% to $127 bilion by 2018 g/
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|E| iR AEIE

sense AR

landscape A=

executive SHE

consider % /&

evaluate ¥

be estimated to V f&it 4 ~
increase &0

compound annual growth rate
FHEEEKE ( CAGR )
cloud equipment =& &

be predicted to V WA ~
reach 1A%

forecast

spending 3t

including - B& ~

revenue 113

2 HEARIE

‘=3ch $106 bilien in 2016 FiH/FEBAE)

workload L{EfRL

federal agency Bk #1114
continue to V &L ~

invest in 7 ~ Li&#&

be expected to V AL # ~
decision maker REH
respondent K & &

vendor R &

reveal 155

revenue generation 1L
product development &K
remaining R #)

driver =1

deployment S8&, FE

{otal cost of ownership SHERA (TCO )
replace B

lac.S \ wifrastructure as a Service ) HERls i BI IR 55 2 (55541

27 #HiEdEmpakE 223



(¥ ERHIL &% AU SLLHL &5 )
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RIERGE . WPLA S IETTIEE (), BdE% . Web 5 &%
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Numbers Tell the Future
BUET R A RE

Numbers can give a sense of the future landscape / of the IT industry. / Here are some numbers /
e B REN A RS AR (T LS. (| 2E2ERELE

that every technical executive should consider / when evaluating his or her company's cloud plan, /
FrEEREAB NS EREY TREM () Sasisit s, /

+ The global cloud services market is estimated / to increase / from $209.9 billion in 2014 /
SRS TR AR/ 2014 E£92099{23% T/
to $555 billion in 2020, / growing at a compound annual growth rate (CAGR) of 17.6% [1]. /
F|2020F 846860122 7T, /WN7.6%MFIELEE, )

+ The cloud equipment market is predicted / to reach $79.1 billion / by 2018. /
ZREHHMIHERTIET/Z20185, /
Cloud equipment includes servers, storage, networking hardware and high-speed links [2]. /
Z @ SEEREE. A, MBEFSEEE. /

+ IDC forecasts / public cloud services spending will increase /
IDCHIM/ A H =R ES L HIFE RN
at a compound annual growth rate (CAGR) of 22.8% / to $127.5 billion / at 2018, /
12122 8% MIEHE € B/ E 12751 E TF2018E, /
including $82.7 billion / for SaaS, / $24.6 billion / for laaS, / and $20.3 billion for PaaS [3]. /
E13EB27{7 E /T F1SaaSH, /24617 3% /(6 laaSh ., /F020317 Et/% T PaaSHi. /

- It is forecasted / that global SaaS software revenues will reach $106 billion / in 2016. / By 2018, /
Tt/ £ ERSaaSH I HEFIG A TI106{2E /420165 . /AULZFI208E, /
SaaS (Software at a Service) workloads will take up 59% of the total cloud workloads, /
SaaST{Ef#ie s =2 T1ERATHA59%,
which is up / from 41% /in 2013 [4]. /
AL % /20135, /

+ More than half of the US government has already moved to the cloud, /
—¥ P ENEERRVESESETEE R, /
and federal agencies are continuing / to invest / in cloud computing. /
BB X hab A B/ =1T ' /
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Federal cloud services spending is expected / to grow / from $2.3 billion / in 2013 /
B E RS S TI/= B/ 231738 TTHE20135F/

to $6.1 billion / in 2018 [5]. /

F16112 = TAE2018% . |

« |T decision makers will increase their spending / on cloud computing / by 42% in 2015, /
TR RBHESZHMEETE FE42%/7F20155. /
says Computerworld Forecast Study 2015 [6]. /
i " OHREAER  TNEkE2018" FRe /

- The 2014 Future of Cloud Computing survey of 1,358 respondents / including users and vendors /
1368 A Z5/2014K R AT ERS/EER PR SR/
reveals / 49% are using cloud solutions / for revenue generation / or product development /
i TFA9% R R A E NS E TR &
and 45% are already running / or plan to run their company / from the cloud [7]. /
A% EZFEEASTHET AT AR, |

» The 2014 IDG Enterprise Cloud Computing Survey of 1,672 IT and security decision-makers finds /
16728 ITHRERFEA TS 552014 DGR b mitBiFE R/
that more than two-thirds (69%) of companies already have at least one application / in the cloud. /
213K E (69% ) ARSI ZLEENE—REAMES. /
The remaining companies plan / to use cloud solutions / within the next three years [8]. /
Heth/n S RINE B = s AR/ RRIEA. /

Three main drivers / for cloud investments / are increasing speed of deployment, /
ZKRFERA/ME=HAYN/ ERSHEEE, /

lowering total cost of ownership (TCO), /

MR HEBEE (TCO), /

and replacing legacy technology. / Average cloud investment / in 2014 /is $1.6 million, /
FIE g ER, /SRR /E 2014 £ /A 1600 FET. /

up 19% from 2012. / The survey shows / enterprises with more than 1,000 employees /
M. 2012 85 19% B ik, /iAERT [ R TEE 1000 A=/

invest significantly more than small businesses. /

SHPECVREES., /

Cloud security and privacy still remain top concern for businesses. /
ZRENRUEAZLESFEERZINESR, /

A majority of respondents (56%) say their number one challenge for migrating / to the cloud /
ZHNEE (56% | @IS ANLE TR =/

is an uncertain ability / to enforce their security policies / at cloud provider sites [8]. /

E—HMTHENEES /B LRESBRY  Ea REMNs. /
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28 Beware the Risks of Cloud

Computing

D espite many benefits, cloud computing has its own risks.
Companies need to be fully aware of these before adopting the
technology.

Cloud Outage

Companies store information and data in the cloud so they can be
accessed anytime from anywhere using any devices. However, there are
times when the system fails or underperforms. As with any information
technology, cloud-based services are prone to outages and service
interruptions. Even the best cloud service providers have faced these
issues in the past, despite having high standards of maintenance. In 2014
alone, Google, Samsung, Adobe, Amazon, Microsoft, Yahoo, VMware,
DropBox, Tumblr, and Facebook all experienced cloud outages ranging

from a few hours to a few days [1].

Security

Security is one of the biggest concerns of cloud computing because the
cloud is essentially the Internet. Your cloud server is accessible over the
public Internet, which means your company’s sensitive information is

accessible as well. It’s a potential goldmine for cybercriminals.

Privacy
Privacy is another concern that prevents companies from adopting cloud

services. Your cloud service providers have full access to your personal



data, which might be shared with third parties without your consent. In
fact, many cloud providers can share information with third parties if
necessary for purposes of law and order even without a warrant. That’s
often stated in their privacy policies, which users have to agree to before

using the services.

Hidden Costs

Cloud advocates argue it makes good financial sense to move to the
cloud [2]. However, a survey of 468 CIOs revealed that 78% of them
worry about potential hidden costs. Here are the top concerns of CIOs [3]:

- Poor end user experience due to performance bottlenecks (64
percent).

+ The impact of poor performance on brand perception and customer
loyalty (51 percent).

- Loss of revenue due to poor availability, performance, or trouble-
shooting (44 percent).

« Increased costs of resolving problems in a more complex environment
(35 percent).

+ Increased effort required to manage vendors and service level agree-
ments (23 percent).

Conclusion

Every technology has its pros and cons. A particular technology might
be a great asset to your company when used properly, but it might also
cause damage if misunderstood or misused. Evaluate the technology

carefully before jumping on the bandwagon.

oo
1. The worst cloud outages of 2014 (so far), http://goo.gl/JQGEWC

2. 5 Financial Benefits of Moving to the Cloud, http://goo.gl/J7giiM
3. Hidden Costs Of Cloud Computing, Revealed, http://goo.gl/AQ8zy
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® Privacy & arcthar concern (that or=vents companies from adopting cloud
services), BRES —ARE/EHILEATIEEZRE.

e That's statea in their privacy policies, which users have 1o agres to. XHWFREE
B4 AELLER, BP4ARE,

® Your cloud server is accessible over the public Internet which means your
company's senstve iInformation s accessible as well. BAHXMERTNIUZRFRN T
R, XEBWKE/TLIRIRA S HEUEIE B/t.

® All companizs =xpe =~-=d cloud outages ((which wei] rangina frors a fevw hours 1o
atewday: . A ASIEERE = Rp/M LB BILRT %,

K4 AN # RN EA R~ B4
433 M A AR il s O iR I s R
1L 253 A AT Y being 1] K

& Companies reed to be aware of these before adopting the technology. AR ER
INEX A/ m zmBE AR 2 .
= Companies n=ad to be aware of these before they adopt the techrology. =2
FEBRNXE/EEN (=27 ) &9 ﬁ*zgujo
® A particular technolnav miaght be a great zs<=t when [being] used pronerly. JR4F#H
RTRER—EERNAF/#CEEH B-j'c
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e Despite many berefits, cloud computing has its own fisks. REBREB @M, BE

TEESHFAERK,

® As with anv information technology, cinid-hased services are prone to outages. FAE

iEERA—#, RS thZP.

® Fven the best service providers have faced these issues in the past, despite having
high standards of maintenance. & 22 &7 IR 25 A 7 7 0 M 1 11X 2 (o) 21 /72

g%, REASKENLER,
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Beware the Risks / of Cloud Computing
EHRITERE

Despite many benefits, / cloud computing has its own risks. /
REFZEZHL, /BERHESEREARE, /

Companies need to be fully aware of these /
LEABERSEREIRE)

before adoptlng the technology. /

FEERAZA. /

Cloud Outage / =Pl

Companies store information and data / in the cloud / so they can be accessed / anytime /
SMRFIE S FEBE / B = [ FrBAE B ol AR =) / bt/

from anywhere / using any devices. / However, / there are times /

Wit / BIEEIR & (B8, [ B/

when the systern fails / or underperforms. / As with any information technology, /

Bk R RN AE, (REREEER 1, /

cloud-based services are prone to outages and service interruptions. /

=REMS P WFSTFIE, /

Even the best cloud service providers have faced these issues / in the past, /

EERFNRESUYE MEIGE XLERR | Fid X, /

despite having hlgh standards of maintenance. /

REFSKEHLEE, /

In 2014 alone, / Google, Samsung, Adobe, Amazon, Microsoft, Yahoo, VMware, DropBox, Tumblr,

V2014 &, /&%, =2, Adobe. T, win. MR, VMwere. DropBox. Tumblr

and Facebook all experienced cloud outages / ranging from a few hours to a few days [1]. /

0 Facebook #3845 itz il [ ML/ EILE T, [

Security / ©%

Security is one of the biggest concerns / of cloud computing /
ReRRANMKKEZ— miTHEHS/

because the cloud is essentially the Internet. /
EA=ZFRLEME

Your cloud server is accessible / over the public Internet, / which means /
RN EREBLe A E ) B AERE, | REHRE/

your company's sensitive information is accessible /
RAFIEIRES TR E /

aswell./lt'sa potentlal goldmine / for cybercriminals. /

th, [ ZE—THEANET /MRSELmS. /

234 BERMNKE



Privacy /8%
Privacy is another concern / that prevents companies from adopting cloud services. /

BRIEFEE—R0ME/ 2R TSR g%

Your cloud service providers have full access / to your personal data, / which might be shared /

N EREMEE T W WTE A KIE. | R RES )

with thurd parties / wﬁhout your Consenl / In fact, many cloud providers can share information /

+=3 F | & EZ YR E i | T =GR TS E

with third pames/ if necessary for purposes of law and order / even without a warrant. /
SR/ IR EEEE BT THENS

That's often stated / in their privacy policies, / which users have to agree to / before using the
services. /

EEBWEEE | EMNNTABERFERT. | AFEARE EERESZH
Hidden Costs / B4

Cloud advocates argue / it makes good financial sense / to move to the cloud [2]. /
=EEEN A N RRESER/ TRIE

However, a survey of 468 ClOs revealed / that 78% of them worry about potential hidden costs. /

HAB L EEEEEHETERS =/ B4 78% g9 A# BRI . /

Here are the top concerns of CIOs [3: 7

WTFAEERE

BEMSEALE /
* Poor end user experience/ due to performance bottlenecks (64 percent). /

T ReE e SEg | BAY /

+ The impact of poor penormance / on brand perception and customer loyalty (61 percent). /
B el fE /A S A AT R E Rl S AR (51 %
« Loss of revenue / due to poor avallablllty performance, or troubleshooting (44 percent). /
PR A, R, ERRRRRREDE TE 1 44% ) L/
+ Increased costs of resolvmg problems /in a more complex environment (35 percent). /
7 L el R AR A A/ N E IR IR { 35

Increased effort required / to manage vendors and service level agreements (23 percent). /

=50 T J1IG)LL

Conclusion/&it
Every technology has its pros and cons. /A pamcular technology might be a great asset /

2 flamh & =

THIERE T B AR TR E—HE AN EE
to your company / when used properly, / but it mlght also cause damage /
& iR S S HEFE I, MHE S RE SRR & /

if rnlsunderstood or misused. / Evaluate the technology carefully /

AR SR L BT

before jumping on the bandwagon. /
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29 Essential Cloud Computing Terms

ew technology comes with new terminology, and it can be con-

fusing. Here are some common cloud computing terms that will
help you follow the industry trends and development activities [1, 2].

Amazon EC2
Amazon’s [aa$ offering. Short for Amazon Elastic Compute Cloud. See laas.

Amazon S3
Amazon'’s cloud storage service. Short for Amazon Simple Storage Services.

Amazon Web Services (AWS)

A collection of remote computing services that make up Amazon’s cloud
computing platform. The well-known services are Amazon EC2 and
Amazon S3.

Cloud App

An application that runs on a cloud platform and is accessed via the
Internet. Short for cloud application.

Cloud computing
The delivery of computing as a service rather than a product.

Cloud portability
The ability to move applications or services from one cloud provider to another.

Cloudsourcing
Replacing traditional IT services with cloud services.

Elastic computing
The process of provisioning and deprovisioning resources in an auto-
nomic manner in order to adapt to workload changes.
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Google Compute Engine (GCE)
Google’s TaaS offering. See Iaas.

Hybrid cloud
A cloud computing model that combines two or more cloud computing
models. See public cloud and private cloud.

Infrastructure as a service (laaS)

A cloud computing model through which computing infrastructure
is delivered over the Internet. The infrastructure includes virtualized
servers, storage, hardware, and software.

Microsoft Azure
Microsoft’s Paa$S and IaaS offering. See PaaS and laas.

Platform as a service (PaaS)

A cloud computing model through which a computing platform is
delivered as a service to users. The model allows developers to build
software solutions over the Internet. The platform includes operating
system, development environment, database, and web server.

Private cloud

A cloud computing model in which services and infrastructure are
operated solely for a single organization. They can be managed
internally or by a third party, and hosted either internally or externally.

Public cloud
A cloud computing model in which services are open for public use over
the Internet.

Software as a service (Saa$)

A cloud computing model that provides access to application soft-
ware and databases over the Internet. Cloud providers manage the
infrastructure and platforms that run the applications. Saa$ is sometimes
referred to as “on-demand software”.

Ho &

1. Cloud Dictionary: 50 Cloud Computing Terms to Know, http://goo.gl/PYCail
2. Cloud Computing Glossary, http://goo.gl/BAOwal
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Here are some common cloud computing terms /
UTFA—LEBHNRTERE

that will help you the industry and .
BEDTIRERVFEEMALEED. /

Platform as a service (PaaS) /
FEEERS (PaaS)

A cloud computing model /

— R EAR

a computing platform is delivered /
ItHFARERH/

o / to users. / The model allows developers /
1ER MRS/ BLRPA. AR R AR/

to build software solutions / o ./
HERERR A ER L, /

The platform includes
FafE

, database, and web server. /

BRIERG. MANE, BEE. WebfRE:E. /

@ o

_I

(FRAE ) L RO ARE S5 = AT

(@ ¥ hifl S3 ® ik Azure
(©) 7+ ¥k Compute Engine @ T i EC2

2| itk SRR RSN AN
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Essential Cloud Computing Terms

BRAZHTERIZER

New technology comes with new termlnology, / and it can be confusing. /

‘».» FCEREE S AT &/ S0 ARES <='-' | 3k

Here are some commeon cloud computing terms /

71— L= eyt ,, KB

that will help you follow the industry trends and development activities [1, 2]. /
ST E Ry S ERaGEkE

Amazon EC2/ T 5#HEC2
Amazon's laaS offering. / Short for Amazon Elastic Compute Cloud. / See laaS.
T S ¥ 1aaS, | = Amazon Elastic Compute Cloud #1585 . / &K 1aaS. /
Amazon $3/TFE#S3

Amazon'’s cloud storage service. / Short for Amazon Simple Storage Services. /
Tt =F MRS . /& Amazon Simple Storage Services #1355

Amazon Web Services (AWS)/ T Z#WebfkE | AWS |
A collection 01 remote computing services / that make up Amazon’s cloud computing platform. /

-

CEUBRENES /AR T I3 BT EERS
The well- known services are Amazon EC2 and Amazon S3. /
0 Fh R 1 R R T i EC2 09 S S3= /
Cloud App/Cloud App
An application / that runs on a cloud platform /and is accessed / via the Internet. /
— AR/ AR EES. [ IREE BRI,
Short for cloud applrcation /
= Cloyd &ppheation # 'f;‘,
Cloud computing/=it&
The dehvery of computing as a service / rather than a product. /

L& B R ' MRS R

Cloud portability / =B84
The ability to move appllcanons or servuces / frorn one cloud provider to another. /

i T Ha =R . = T

Cloudsourcing /£
Replacmg tradmonal lT services with cloud services. /

Elastic computing /&4t E
The process of prows;onmg and deprovisioning resources / in an autonomic manner /

) £ 12 5.4 e $32 A
mi; ;7‘1~. vl| ¥ iy =/ @ =i/
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in order to adapt to workload changes. /

T T R S

Google Compute Engine (GCE)/ ¥ iCompute Engine [ GCE |
Google’s laaS offering. / See laaS. /

PRRY 1S, fZ 0 aas. /
Hybrid cloud / 8&6&
A cloud computing model / that combines two or more cloud computing models. /
— T EER ,_—;7': T 7 S ‘r‘iE-‘T"‘":;'f-i”
See public cloud and private cloud. /
N TnEZ" R "WEE

Infrastructure as a service (laaS)/ Zil %iEEHRSE ( laaS )

A cloud computmg model / through which computing infrastructure is delivered /

— M EREY ) GEHERE YRS/

over the lntemet /The |nfrastructure includes virtualized servers, storage, hardware, and software. /

I E L RS e AT, . Bt

Microsoft Azure /% Azure

Microsoft's PaaS and laaS offering. / See PaaS and laaS. /
WL Paas ¥ laas, /S Paas i laaS. /

Platform as a service (PaaS)/F&HES ( PaasS)
A cloud computing model / through which a computing platform is delivered /

— it EER ) EHEFRH ZTEYS MEARS AR F

as a service / fo users. / The model allows developers / to build software solutions / over the Internet. /
THER IS A B R MR R R S ERL

The platform nncludes operatmg system development environment, database, and web server. /

Lot Zl (e By RS, BiEE. Webh hSE

Private cloud /&=

Adoudoompunng nujd/unwhmsavmaxdmmsnwwreaeopeated/sdewvasnglquanzabm /
ot EEY F X R SRS EEGNE M NG — g, )

They can be managed/ mtemally/ or by a third party, / and hosted / either internally / or externally. /

o IR TR S RSB =R r’%“xfwz/1‘ I k?**|u /

Public cloud/ /=

A cloud computing model / in which services are open / for public use / over the Internet. /
FEHREEY ) GURMNES /SR EEF T B S%

Software as a service (SaaS) /¥ +HkES ( Saas)

A cloud computmg model / that provides access / to application software and databases /
ST |2 [ o F R i RO EE /

over the lnternet / Cloud providers manage the infrastructure and platforms /

FEEL O EEEEMEEIIES /

=

that run the applications / Saa$ is sometimes referred to / as “on-demand software”.

[E=Ro]

TP

SaaS HIHGA L ERRE". |
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Notable Quotes on Cloud Computing

I I ere are some notable quotes on cloud computing.

“First to mind when asked what ‘the cloud’ is, a majority respond it's
either an actual cloud, the sky, or something related to weather.”
— Citrix Cloud Survey Guide (August 2012)

“I don’t need a hard disk in my computer if I can get to the server
faster... carrying around these non-connected computers is byzantine by
comparison.” — Steve Jobs, late chairman of Apple

“Cloud is about how you do computing, not where you do computing.”
— Paul Maritz, VMware CEO

“Every kid coming out of Harvard, every kid coming out of school
now thinks he can be the next Mark Zuckerberg, and with these new

technologies like cloud computing, he actually has a shot.”
— Marc Andreessen, Board Member of Facebook

“We believe we're moving out of the Ice Age, the Iron Age, the
Industrial Age, the Information Age, to the participation age. You get
on the Net and you do stuff. You IM (instant message), you blog, you
take pictures, you publish, you podcast, you transact, you distance
learn, you telemedicine. You are participating on the Internet, not just
viewing stuff. We build the infrastructure that goes in the data center
that facilitates the participation age. We build that big friggin’ Webtone
switch. It has security, directory, identity, privacy, storage, compute, the

244 BFAMNEE



whole Web services stack.”

— Scott McNealy, former CEO, Sun Microsystems

“Cloud computing is often far more secure than traditional computing,
because companies like Google and Amazon can attract and retain cyber-
security personnel of a higher quality than many governmental agencies.”

— Vivek Kundra, former federal CIO of the United States

“There was a time when every household, town, farm or village had its
own water well. Today, shared public utilities give us access to clean water
by simply turning on the tap; cloud computing works in a similar fashion.
Just like water from the tap in your kitchen, cloud computing services can
be turned on or off quickly as needed. Like at the water company, there is
a team of dedicated professionals making sure the service provided is safe,
secure and available on a 24/7 basis. When the tap isn’t on, not only are you
saving water, but you aren’t paying for resources you don’t currently need.”
— Vivek Kundra, former federal CIO of the United States.

“The interesting thing about cloud computing is that we've redefined
cloud computing to include everything that we already do. I can’t think
of anything that isn’t cloud computing with all of these announcements.
The computer industry is the only industry that is more fashion-driven
than women'’s fashion. Maybe I'm an idiot, but I have no idea what
anyone is talking about. What is it? It's complete gibberish. It’s insane.
When is this idiocy going to stop?” — Larry Ellison, chairman, Oracle

“If you think you've seen this movie before, you are right. Cloud
computing is based on the time-sharing model we leveraged years
ago before we could afford our own computers. The idea is to share
computing power among many companies and people, thereby
reducing the cost of that computing power to those who leverage it. The
value of time share and the core value of cloud computing are pretty
much the same, only the resources these days are much better and more
cost effective.” — David Linthicum,
author of Cloud Computing and SOA Convergence in Your Enterprise: A Step-by-Step Guide
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Just like water from the tap / in your kitchen, /
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T AR AT RLFF K/ s E3iull

o ./ Like at the water company, /

RIETE. / HEBRKATA, /

there is a team of professionals/ _______ /
HLEERA BRAE/

the service provided is safe, secure and available /ona __/_basis. /
WIS RZ 2. AR, AR AR 24N T RANTE. |

248 REAHKE



When the tap isn'ton, / ___ are you ,/

MBARKAKE L, / {RARIEREK, /
____youaren’t __resources you don’t currently need.” /

MEEEEARTEENR RS "/

— Vivek Kundra, former federal CIO of the United States.
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Here are some notable quotes / on cloud computing. /
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“l don't need a hard disk / in my computer/ if | can get to the server faster..
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carrying around these non-connected computers is byzantine / by comparison.” /
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you publish, / you podcast, / you transact, / you distance learn, / you telemedicine. /
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“Cloud computing is often far more secure / than traditional computing, /

because companies like Google and Amazon can attract and retain cyber-security personnel /
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“The interesting thing about cloud computing is / that we've redefined cloud computing /
"EFEITEHANERER I BINBEESEFEXZTE

to include everything / that we already do. / | can't think of anything / that isn't cloud computing /
LEE—H/ RINELEnDE . | BT EBEALMABIE/ TR HEN/

with all of these announcements. /
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The computer industry is the only industry / that is more fashion-driven /
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than women's fashion. / Maybe I'm an idiot, / but | have no idea / what anyone is talking about. /
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What is it? / It's complete gibberish. / It's insane. / When is this idiocy going to stop?” /
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“If you think / you've seen this movie before, / you are right. /
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Cloud computing is based on the time-sharing model /
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we leveraged years ago / before we could afford our own computers. /
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The idea is / to share computing power /
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TR B B AL, / A EMIME / Foz it B O (E /
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Unit 31
According to Wikipedia

I I ere’s how Wikipedia defines each tech topic we have discussed in
this book.

Internet Security

Internet security is a tree branch of computer security specifically
related to the Internet, often involving browser security but also network
security on a more general level as it applies to other applications
or operating systems on the whole. Its objective is to establish rules
and measures to use against attacks over the Internet. The Internet
represents an insecure channel for exchanging information leading to a
high risk of intrusion or fraud, such as phishing. Different methods have
been used to protect the transfer of data, including encryption [4].

Robotics

Robotics is the branch of mechanical engineering, electrical engineering
and computer science that deals with the design, construction,
operation, and application of robots, as well as computer systems for
their control, sensory feedback, and information processing [6].

Artificial Intelligence

Artificial intelligence (AD) is the intelligence exhibited by machines
or software. It is an academic field of study which studies the goal
of creating intelligence. Major Al researchers and textbooks define
this field as “the study and design of intelligent agents”, [1] where an
intelligent agent is a system that perceives its environment and takes
actions that maximize its chances of success. John McCarthy, who coined
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the term in 1955, defines it as “the science and engineering of making
intelligent machines.”[5]

Big Data

Big data is a broad term for data sets so large or complex that
traditional data processing applications are inadequate. Challenges
include analysis, capture, curation, search, sharing, storage, transfer,
visualization, and information privacy. The term often refers simply to
the use of predictive analytics or other certain advanced methods to
extract value from data, and seldom to a particular size of data set [2].

Internet of Things

The Internet of Things (IoT) is the network of physical objects or
“things” embedded with electronics, software, sensors and connectivity
to enable it to achieve greater value and service by exchanging data with
the manufacturer, operator and/or other connected devices. Each thing
is uniquely identifiable through its embedded computing system but is
able to interoperate within the existing Internet infrastructure [3].

Cloud Computing

Cloud computing is a computing term or metaphor that evolved in the
late 2000s, based on utility and consumption of computing resources.
Cloud computing involves deploying groups of remote servers and
software networks that allow centralized data storage and online access
to computer services or resources. Clouds can be classified as public,
private or hybrid [1].

o

1. Cloud computing, Wikipedia, http://goo.gl/3gx]

. Big data, Wikipedia, http://goo.gl/DFFbr

3. Internet of Things, Wikipedia, http://goo.gl/pcrf

4, Internet security, Wikipedia, http://goo.gl/IEcW

- Artificial intelligence, Wikipedia, http://goo.gl/pcGe
6. Robotics, Wikipedia, http://goo.gl/VRL2h

N
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HERPFR EAEXRUE
Here's how Wikipedia defines each tech top|c / we have discussed in this book. /
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Internet Security / EEPZs
Internet security is a tree branch of computer security / specifically related to the Internet, /
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Different methods have been used / to protect the transfer of data, / including encryption [4]. /
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Internet of Things /&R
The Internel of Thmgs (Ioﬂ is the network of physical objects or “things” /
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to acl'ueve greater value and service / by exchanglng data /

with the manufacturer. operator and/or other connected devices. /

Each thing is uniquely identifiable / through its embedded computing system /
but is able to interoperate / within the existing Internet infrastructure [3]. /

Cloud Computing/ =it&
Cloud computlng is a computing term or metaphor / that evolved / in the late 2000s, /
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based on utility and consumptlon of computing resources. /

Cloud computing involves deploying groups of remote servers and software networks /

that allow centralized data storage and onllne access / to computer Services or resources. /
g - ]

Clouds can be class:fled / as publlc pnvate or hybrid [1]. /
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Unit
32 Funny Technology Quotes

ars will soon have the Internet on the dashboard. I worry that this

will distract me from my texting. — Andy Borowitz

“User” is the word used by the computer professional when they mean

“idiot.” — Dave Barry

What did people do when they went to the bathroom before smart
phones? — Aaron Cobra Mervis

Thanks to the Internet, people we might have only suspected of being

idiots can now give us ample evidence. — Andy Borowitz

Technology is ruled by two types of people: those who manage what they do
not understand, and those who understand what they do not manage.
— Mike Trout

Computers have enabled people to make more mistakes faster than
almost any invention in history, with the possible exception of tequila
and hand guns. — Mitch Ratcliffe

Treat your password like your toothbrush. Don't let anybody else use it,

and get a new one every six months. — Clifford Stoll

I changed my password to “incorrect” so whenever I forget what it is, the

&

computer will say “your password is incorrect.” — Unknown
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Facebook is the only place on the planet where it is acceptable to talk to
a wall. — Unknown

I heard internet addiction’s now an official mental disorder and you can

go to rehab for it. I'm only going if there's Wi-Fi. — Unknown
Modern technology. Owes ecology. An apology. — Alan M. Eddison

There are two ways of constructing a software design; one way is to
make it so simple that there are no deficiencies, and the other way is to
make it so complicated that there are no obvious deficiencies. The first
method is far more difficult. — C.A.R. Hoare

Programming today is a race between software engineers striving to
build bigger and better idiot-proof programs, and the Universe trying to
produce bigger and better idiots. So far, the Universe is winning.

— Rick Cook

As IT professionals, we don’t solve your problems. We just change the

nature of problems. — Unknown

[ invented it, Bill made it famous.
— David Bradley (Wrote the code for Ctrl+Alt+Del on 1BM PC)

My software never has bugs. It just develops random features. — Unknown
I used to live an active life —1 played football, tennis, did car racing.
Sometimes played poker and pool. But when my computer got stolen,
everything ended. — Unknown
Unix is user-friendly. It's just very selective about who its friends are.

— Unknown
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AR IR

A

one way is to it sO

/

—MELEERS
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that thereareno __ /
FoRbE,
and ___isto it sO /

FHMAXEULEEZR

that there are no ./
M 72 A B2 w5k 0a
The first is more ./

FE—T 7 R B

— C.A.R. Hoare
Programming today isa ____ / between /
SSHEEBEE—HER & F/
software engineers __build /
HETEITSEAMER/
bigger and better programs, /
EX. EGRENRE, /
and the Universe _____ produce /
MFHERRNEFM/
bigger and better ______./
FX. EHMETF
So far, / the Universe is winning. /
S, | FH—HERR

— Rick Cook
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Funny Technology Quotes

BARERFi#iE
Cars will soon have the Internet / on the dashboard. / 1 worry / that this will distract me /
SEBEeHME/ HRER LD (L EEE WG/

from my texting. /

el R sE
— 57 - B ER
“User” is the word / used by the computer professional / when they mean “idiot.” /

"R H—=4gE/BTEYSFEE/ SR E "BF" §.

— W B

What did people do / when they went to the bathroom / before smart phones? /

AMIBEHATR" | SHINEDESNNE I FaFNZ/
— i - T - BREG

Thanks to the Internet, / people we might have only suspected of being idiots /
FZSME, /HRNEETERE "BF" AAEA/

can now give us ample evidence. /

1'{' { ’DVAJ §at 3"“:7’“(! Hgn !

Technology is ruled / by two types of people: / those who manage /
BAER/ SFiA | BLEES/
what they do not understand, / and those who understand / what they do not manage. /
WINFERSTS, | cEEE N TEEENERE. /
—h% - H5ES
Computers have enabled people / to make more mistakes faster /
HTEHESLAN/ BEAEDILES R/
than almost any invention in history, / with the possible exception / of tequila and hand guns. /
LLE E ERIEEREY / i E | RS EHF.

—XF-BRME
Treat your password / like your toothbrush. / Don't let anybody else use it, /
RO [ RN AT,/ FELERARER, /
and get a new one / every six months. /
HEEHEL /86T Ha/
— R FHRE - TR
| changed my password /1o “incorrect” / so whenever | forget / what it'is, /
HEZWREFR/H "ER"/FUEIRTID / BiLET.
the computer will say / “your password is incorrect.” /
TENESHES (T HNEBRER". /
—ix &
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Facebook is the only place / on the planet / where it is acceptable / to talk to a wall. /
Facebook 2ME— gt 5 / FERX T BELE / ORISR E =69 [ M s iiid . |

—kE

I heard internet addiction’s now an official mental disorder / and you can go to rehab for it. /
H iR PRI R ARG HR / 3 BRI RIERRT. /

Modern technology. / Owes ecology. / An apology. /

MR (REBF [—TE#: /

—3Me - M. Bl

There are two ways / of constructing a software design; / one way is to make it so simple /
HER St s Rt EE R/
that there are no deficiencies, / and the other way is to make it so complicated /
LTRE, /A —HARILEER/
that there are no obvious deficiencies. / The first method is far more difficult. /
MR RS, [ 8 —fp AR /
— &R - BFRRE - BEE - EREL

Programming today Is a race / between /
L5MNREE— BTN/ e/
software engineers striving to build bigger and better idiot-proof programs, /
BHIEMSIMENER. EREENER. /
and the Universe trying to produce bigger and better idiots. /
HFFRNEFHER, FFHBF. /
So far, / the Universe is winning. /
5,/ FTE—EERM. /

—B% - ER
As IT professionals, / we don't solve your problems. / We just change the nature of problems. /
(EAITEF, | B EREENEEE, | NE2RTENENER. /

— &
linvented it, / Bill made it famous. /
HEWTE, REERSLS
— kT - T3EER ( FIBMTABR RS T Curl+Alt+Del L3 )

My software never has bugs. / It just develops random features. /
FHE MERE Bug. / ENNEFE TREHITIEE., /
—E

| used to live an active life / - | played football, tennis, did car racing. /

HEHFNBANET/ BEK. MK, BE, /

Sometimes played poker and pool. / But when my computer got stolen, / everything ended. /
AT EME K. [BROTEV SR, | — s ®RT. /

—%£
Unix is user-friendly. / It's just very selective / about who its friends are. /
Unix REZEH, /(ERSEHERHEEE [ NESBECHNHE. /
E
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Unit
3 3 White House on Cybersecurity

T hrough its website, the White House describes various issues
affecting the country and outlines plans for addressing them. This is
what the White House says about Cybersecurity and Internet Policy [1].

Cybersecurity and Internet Policy

President Obama has pledged to preserve the free and open nature of
the Internet to encourage innovation, protect consumer choice, and
defend free speech. The Administration has created an Internet Policy
Task Force to bring together industry, consumer groups, and policy
experts to identify ways of ensuring that the Internet remains a reliable

and trustworthy resource for consumers and businesses.

In July 2011, at the Organisation for Economic Co-operation and
Development (OECD), the Obama Administration joined with
representatives from business, civil society, and Internet technical
communities from 34 countries to reaffirm the importance of Internet
policy principles that have enabled the open Internet to flourish with
innovation and human connections beyond our wildest expectations.

Americans deserve an Internet that is safe and secure, so they can shop,
bank, communicate, and learn online without fear their accounts will
be hacked or their identity stolen. President Obama has declared that
the “cyber threat is one of the most serious economic and national
security challenges we face as a nation” and that “America’s economic



prosperity in the 21st century will depend on cybersecurity.” To help the
country meet this challenge and to ensure the Internet can continue as
an engine of growth and prosperity, the Administration is implementing
the National Strategy for Trusted Identities in Cyberspace. The
Administration also released the International Strategy for Cyberspace
to promote the free flow of information, the security and privacy of data,
and the integrity of the interconnected networks, which are all essential
to American and global economic prosperity and security.

President Obama has responded to Congress’ call for input on the cyber-
security legislation that our Nation needs, and the Administration will

continue to engage with Congress as it moves forward.

The Obama Administration has also prioritized the cybersecurity of
federal departments and agencies. In addition, the Administration has
matured the government’s implementation of the Federal Information
Security Management Act (FISMA) away from a static, paper-based
process to a dynamic, relevant process based upon continuous
monitoring and risk assessment.

"We have to do everything we can to encourage the entrepreneurial
spirit, wherever we find it. We should be helping American
companies compete and sell their products all over the world.
We should be making it easier and faster to turn new ideas into
new jobs and new businesses. And we should knock down any
barriers that stand in the way. Because if we're going to create
jobs now and in the future, we're going to have to out-build and

out-educate and out-innovate every other country on Earth.”
-PRESIDENT BARACK OBAMA, SEPTEMBER 16, 2011

Technology, The White House, https://goo.gl/3Pcbv3
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prosperity 25

depend on {1

continue #%%

growth

implement 53

release 47

international Efx
promote 1%

essential SEH

respond to ~ @[y ~
legislation <7 3%

engage with . 5 - B3 %%
prioritize %Il 43 410 5
federal e[ty

in addition t4p

mature {# 5j

static a5y

dynamic shzsey

relevant {3

Based upon ~ £ F ~
continuous monitoring 4k 14 i
risk assessment X f& i {4
encourage &fif
entrepreneurial spirit b 5 f& 58
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turn Ainto B ¥ A #275 B stand in the way 15
knock down 5 out- ELHb -

BR

Americans an Internet / that is and ./
ZEAEHBHEEME/ LB RER
so they can , . /

BOREMRATRT CAMGS . AbIRERITAL S Bis/

and __ /without fear /

L)/ T

their willbe _ ortheir ./
BEMKPSBANERESREE. /

President Obama has / that the “ is/
BHEDRHEEER/ " 4 B

one of the most serious and security /
RREENEFHERL SRS —/

we ____ asa nation”/

BINBZENERERER" /

and that “America’s / in the 21st century /
#E “2EMSFER/ 2114/
will __ cybersecurity.”

BERTRZZE" ./
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White House on Cybersecurity

BERPHEMNE LS

Through its website, / the White House describes various issues / affecting the country /

. . K i Y .
i 1 A Sy 0] [ &

and outhnes plans / for addressmg them. /

\—,, e
¥ ) 2 B

This i |s / what the Whlte House says about Cybersecurity and Internet Policy [1]. /

‘::’4“ W= ey NER I E

Cybersecurity and Internet Policy / M8 2 F0MMEE S
President Obama has pledged to preserve the free and open nature of the Internet /

=3 |3 08 &7 i = 3 X 21 sa il Ligln A0 = 7
EEL i 52T RIFMEE O HEFF R E

to encourage mnovatlont protect consumer choice, and defend free speech. /

The Admmlstratlon has created an lnternet Policy Task Force /

- 0L

to bnng together rndustry. consumer groups, and policy experts /

WSS, HEERE. WEEF/

to identify ways ot ensurung / that the Internet remalns a reliable and trustworthy resource /

5 15 B ts — AT 7 S04 S

fcr consumers and busmesses /

7
=¥

In July 2011,/ at the Organlsanon for Economlc Co-operation and Development (OECD), /

2001 ST H. : = g ¢
the Obama Admmnstratlon lomed with representatlves /
]

from busmess civil socnety and Internet technical communities /

= . “
= a

from 34 countries / to reaff jrm the importance of Internet policy principles /

34 3 B AR ES

that have enabled the open lnternet /to ﬂounsh with innovation and human connections /

,.~,., 4 S ELFn A M7 =

beyond our wrldest expectatlons /

Amencans deeerve an Internet / that is safe and secure, / S0 they can shop bank commun:cate /

5 8=

and learn onllne / W|thout fear / therr accounts will be hacked or thenr |dent|ty stolen /

Hi ok BP0 S 5 A R B A

President Obama has declared /
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that the “cyber threat is / one of the most serious economic and national security challenges /

£ =HiEh EL 2 = E G R #3115 E 2 Y =
||-_»:._r §h 35 = [z HEF =< .:f.,..

we face as a nation” / and that “America’s economlc prospenty /in the 21st century /

RINENEEERREW"/#HE "EERNGFEw & 21 HEh

will depend on cybersecunty / To help the country meet this challenge / and to ensure /

IZEE FRisE £ fhERIhE T AR ) AN R

the lnternet can continue / as an engme of growth and prosperity, /

= T 3
Lo EES

the Admlnnstranon is umplemenhng the Natnonal Strategy / for Trusted |dentities / in Cyberspace. /

HTELTHET AR AT EHAS ) &M s

The Administration also released the International Strategy for Cyberspace /

FF th A= s w T Eiral s

to promote the free flow of information, the security and privacy of data, /
i BB e R, g Tz
and the integrity of the mterconnected networks, /

T = =

J _‘—r:f\r‘(- ';;;V- /

whlch are aII essenhal / to American and global econorruc prosperity and security. /

i

WSl emE

President Obama has responded to Congress' call / for input on the cybersecurity legislation /

L o i IMESYE ):rr Hiae ! W TFERY Mg TETEE
lhatourNalmneeds /and theAdmlntstranon will continue to engage with Congress / as it moves forward.
= ?77 g0/ = A+t S odl=g ! .:[; ._,.’ fifs SEHEAHE. /

The Obama Admxnlstratlon has also prioritized the qrbersecun'ty of federal departments and agencies. /

—‘w"u 1) jr\ e r7 & _t.’;“:flri:ﬁ -'-TE [l

In addition, / the Admlnlstratlon has matured the government 's implementation
of the Federal Infom'\atlon Securrty Management Act (FISMA) /

T S L b B 3 T 1
G = e i 3‘1 IR [y

iffl, /

‘We have to do everythlng /wecan/to encourage the entrepreneurial spirit, /

IRt ®E e, ) B G b F1§

wherever we ﬁnd it. / We should be helpmg Amencan COmDaJ'\IBS oompete and sell their products /

&5

all over the world / We should be maklng it easier and faster / to turn new ldeas /

SIFREE S 1:7'7‘5'%" =

|nto new jObS and new busmesses / And we should knock down any barriers /

s UG AOTE NS, JITE T S R S

.:“».

that stand in the way / Because |f we're going to create jobs / now and in the future, /
# gt a‘* r| T il B S R 3:~!u-u %3,

we're going to have to out- build and out-edLmte and out-nnnovate every other oountry /on Earth."/

F HWEMBESFEMEL. EAEFIRE. IS EeS kS

ER e RS
PRESIDENT BARACK OBAMA SEPTEMBER 16, 2011 /

I - . EL .T"'-l-“"fr
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