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PEZ BAR AL HLFHBAFRT, fARHROR ™ 25 SR A . bR Szl i E R AE R E
WS, AT TR, B 5 R, Sk, REMT. RE WAREwww. forum.com | & 1)
M. FREFHADAH T, AR T T AHE20M D FAS HAECRIIREE . A TR, I LA
T AWl nSUESGERINE , T LSRR IR E R

EAREH VI AR B SRR, A WO FIBPE 1 T Ak el FIRIRAS (B A5 Rl
AR SR — TR AR R T, Wb U 2 RS AR AT B TER Y 4R 0 2
iR, G BRI EALS R T S

AK, ZFNGAE T, i EE AR KA s T, A W RGBT 1.

R — AR (ZENTHRARSEN B R MR Mtk ) 380 T IX R AR AL . TR
HAiTl, BWAFRERAHTH, WEXAREA, RODRE A SN T2 2 R

EREEE R

o TR SRR BT LRI T B U7 WL 7

AT A AR B RO AR B — Atk B bR

AR X SEAE BAHEAT AN . AR R Ir K, ARERAZ ek TERT?

AT S8 GE SR E B AT, X st FURTE S R i [ B P i —/ N4y . FEZ N4
HOAEAZ R E, AATTRT LA 5yt 5 T R B 205 L AR TG B 5 5 TATTA , X v A A R 6
HLVEAE TR RAR L o A B i 42 TR S Bl Ui (5 SR p SRR T, LR AT R A A ) L
R BT A AR 22 A7 fal AP R )

e TR G RZINRZ BT 8O AR A T HAM S, b — R il 7 2 A
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o, TR T RIRIREL LR &M 7

B X S 2 gkt 2 TR GV . 48R, #E& TR DUFA S ER SR
MG, T2 A Sl MR R B R . 8IS SRR PSS, SRE R
RXEE(E QAT HAR” %5 AR T A C il b, SRR — AL K
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FAEASH ] " “PUSE” AR, B A SUIEE R B N ALGE B ARSI SR o X ATy
WAL, WoRuEdy TEIE, FAT BN, ek BrrEs Byl iR, SHE A G G
KTRANARY AR, FRH, AR R AR X i

ot TR, WA BEXS TR A 0 R AR B C % . (ol — A Erpy
FEFEHOCHA . — (L5 J e HE Al Bl R R AR | B SR A2 e
AR RER P RCRE, (HE AR S AM AR, REREARTK, AW, £
ZELLR I AR R T, AUDURIE S R E R R A, AT [ A& EOR}
I REEC, IXFEA R AR M ZAR . HE TRAR RAEEEREFEA TBAEH T &M
s (R, ARERUNAT & TR,

AT PIRERE PG FEERHSTRAR " BREEEH, T -FaEH
4. REFREE, MR LRREE . AN PTRCRE SRR, ARG IHeE Rk
ARG R, BRFHhET#E 8 RFEEIFSHEH 2 TR, XEAFEKR ERR
TET .

21 KEER

WS B INF S5 55 7 — . AR B TIER, 58 RAMOICRE . —HRI [ i) 55 T E 2
TEAT FIRSCHALSS , MHIAE b A0 WA BT AE SARE B A S s X s BidlE, Al
AN BRI S SRR R B A RS F

HA L, AR T HAT LR B A TCE ALz X e . e diiladt & TR, 3K
{# FiLinux BackTrack & f7fl, BackTrackj&% kiXx—HMMiiit . BackTrack FI A4 Linux%k
TTRR—HE, JEfdh. RN, WiFEBRRMISERER 73008 R %2 ¥t T H,

BackTrack P i) T EALRITIRA G 2R E . FeAIK 5B — e T kst T REYREMR, H
RS ARAE S ISR AR PR e, BL 5 A P, XA LA PR i 1 B SR A i
M TH, —AZDradis, 75—/ NBasKet. # FRH¥HHEENHXPH TR,

2.1.1 {#FiBasKet

BasKet \IJfE L BA sifRic A, (HEICHAZRBKGL  XHBRABAE b £I1C(Kelvie
Wong ) #EH 881, 7] L M BackTrack 4k #, 5 Fhttp://basket.kde.org/M vk FHR%H T, %
WA TR, BRI ke, XS TR, Rt AE %,

(D BackTrack/: 2 T Ubuntuf¥) A A 31T, EWE T -ELETRIUGE TR, FFFBT, HHiEH-5HREH
MRRAEBTS ., — I
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mE2-1 /R, RmBRE, BRES EF. AN RS RRARE, %8 “New BasKet”,
SRIN—ANE Y “BasKet”, FHLMRAESRE .

Owner of se.org - BasKet Note Pads

Basket Edit Go Note Tags [nsert Settings Help

O x4 ‘ z . -i' =EEEE

.a;;keg | & Fitter: Tag: B
= < information Gathering Example | gt T R
2 L www social-engineer.org |

b Owner of se.org

Chris Hadnagy

| Websites that refer to Chris
{

| Potential Matches to owner

Pictures

5 notes, no filter, 0 selected

F2-1 (FRMERTE:, (i HiBasKetf A2 SN B i B

BasKetHr & 4F LASG , {8 AT LATE B 1 52 /RS I 85cde , A nof ekl , 2 o] A% iOpenOffice
INA A EE HA AL i B R B

BN AR 07 XA G LR, SRR TR R I b, 7EHT “BasKet” rhfiad: BUAR £,
WFE ORI, ME2-187R, EINE DR BRAERT A PREE, [RIRT DU A . ORI S A RO
A BRI &

TRl W R L2, BasKet HEV R B AR EMMHZ —. Tl H I AFEER
BARH T AR BasKet, FlANESAZ A5 S . HASBUARE BAE. RIG, A b R 54 ik Bk
R BARE B ESAER f, RAFFIBasKetd . {5 BUHCEERUG, PRE BB X L5 B
WARMTH, FE2-2f8R T —MER5E THBasKet, KA HREAAMNEBIRE.

22878, i BasKetR A MALUE BART . RS HWERRARGER, BHH
/R BT ERA . RIS B BIRE P BRI NA . A EREE | 43R4
Bh. BTERIK. @, gis, BEF—VIMTRES BArA RIARIER .



Basket Edit Go Note Tags Insert Settings Help

Baskets | w Filter:
= sInformation Gathering Exam... a
- »Information Found on their ... &
Website Admin Info
Whois Information
= . Social Media Sites Found
Facebook
Twitter
Blippy

* Google Map Images

1 note, no filter, 0 selected

B2-2 AAERZAMERE B E LT 5 B HBasK et /4]

(REMSEEMZ G, EHESE “BasKet” 3KH, SAJFHd7 “Export”, Kf#BasKetFiiH
HTMLR GO oA R s A 205 B AR A A

MF -2t TRAGRY, #TFREFAHEREHEGER BRI, Rill, 1R
A EAREAE KA EHAZH, HaZ M. BasKet K H L T RGBSR MGE M T4
FhNfEg. —BARERER, EEART.

2.1.2 {#HDradis

R BasKet2ZAER AR T B, (BRUEERENFEEREY, EFE -HAALFZREE
WUE | FRAEFIE FI A ﬁlimt%%}—m“ﬁ%ﬂtzmw—J&%t’&fﬁm [ H—Dradis, #R#ZDradis T_
B RERHHR, Dradisfen] DR B A de /el roah 7 WebFH , W] LAGE— 5 BT BUERIR B .

fiiBasKet—#, Dradistfl&— %R IFR TH, K0T LA7Ehttp://dradisframework.org/ M |
3% T4k, Dradisi] LL%% T Linux, WindowsFIMac™ A [r)#4FE R4, http://dradisframework.org/
install. html ¥ 5T_LA7 P4 ) 26 RIS B 15

Dradis%$F1 B LUG , BEAT LA Y AR 7 BE A A b S BLAI 11, sl AR MESR (153004,
HESTHNYERS, 7EHh#R P& Ahttp:/localhost:3004/ R AT & 5% fd
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Rt LUG BIRGE A i 2-3 R . HEREZA EAREINS 3 (Add Branch ) &4, %0

X UM AT Mg BasKet—HEAR IR B, et BASE, EEAURAZICEH .

Enmn-._ Ew-

4 _jinformanon Gathernyg Examole
T Company nformasion
T Google Pesearch
] Phone Scripts
S Panned Prefexts
%] Gonis

gaddbmach P i) Fodaraoe

4 scxinc ] nowcamgores + 0
Text «

3 www socia-engneer org Whoes nfo Doman DD 156355 175-L POP Doman Name SOCAL-E defmft cmtegary  root

Full mxt
W, sacial -engineer . org

whois infa

| drads 12,41 - logoutleedback

Caregory

Author  Last Updatect
(EI.'DHIO:]
3

Dowain ID: msssssus

ATTN: socaal -
rest2:P.0. Box 15083

Admin

Adsin Nawe:Chris

Admin Streetl;:ATTN: social-engineer org, c/o No-IP.com Registration Privacy o
Adwin Street2:P.0. Box 19063 ia -

Wotes et nere AR @RS Wrat's new?

- % mnu”v
2-3  Dradisfaj 1% i 5 FH 6 5 i

DradisfIBasKet F & FI R SR FAAE BRI/ TR, &AM oG &R fR 4 A0 15 B e
R RN '

AREAER G EMac, WindowsifJELinux, PRABAEFR A RIAY TR, EE MR THARRK
JGiF, FREAL AL .

AT EERFNER, KBS TEA RS WindowsSMactitE R 48 A HiCFHA
FSCAGiEAS o ENITERE AR TR A XS e BRI TR . F2-3 B 2R AE
F#Dradisfig 55 %, A —RE T THRGBAFRIEGRIC K. XIIRERGH, AT ELE R
PERTCER 915 B A A

X T HERW TH#H& TRAREEFAARERINGE SR AAERNE - SEREERHS
TRAR—HBE.
213 BHSTRAR—HEX

PR ILEIRMAE R S SRR AF , (HU2 AR m ik Sk ofedn Y 245 S, Anfol RESEARIE SR K
PR B2 #th Bk A 1 S0

AR, PRAT LTI A, BEDLE AT ARG AT R, R0 LR B A X
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Rl E, o —Se LR AR . SR, 7Ef FRIRIIO T, KA A 2i3ls5, AMF=t=
s R R, RIERUTIREI . T MR IRE R A R R E A
ATRERIEN R . A, M TRARGEEGF AL, PR BN X
A T RE L)

SRR K PR R A C B AE . FE(R BRI R AT AT PR
BT, Aok V), ARG BT AL S TRA R MR X0 E % . RIS S
PATRERE A LSO, TR EREISGER, BEERN2 TRMAELES . wi. X
BERUrEIRRIG . ke LA COCME N F, MR —4REE%, MAZLAR 87k R
IR A BRI B A . A7 MBERBEIA S, RN RRRRE A, B
RIS — 5. B, SEBIRF B, USSR A, MR 8O Z % ik
g AN TRAR, WLAEXEERARRENSE, 855 ERADERZ AN
vl A EAN 12 8 RS SRR R RREE S T, AR B E R HAR AN BIRYR

BT RI, AR LR 75— NI, R T AR ST G ke
FITRAAE. RATNIE 4, SURBURE A —/MERK. [RS8 A MRS E2E, A6
A, A=A R 4 AT TR

AR, REEARLE TR T THRE, MR ERIS5n e, RELE b, 3
i, UEREFRDE S RATHR T, FITRmAREARRLISE, ARG R ahitR Az —
P BRI S FORE R 4T, B R3] — KRR TERE A bk SEE . iX
BRI ELT RO SR, BAGHTT 1, (B AR, (U IR, REHTIEIEA
RELARI LA B LR BHER &, TRV BTk SR H 4 | A RI4FR, Hihk |
RIS AT S RARATHUK 5. SN RSk AT, BT LATE R AE b s fF ki 1t
NORREEIRSE, WAROCAYTERAN, EARRERZILE, BT BRIKS o AEN.

XA AR T AR OTER A CHEEEBM ., XANFIKERZ A x4,
b T BE LU A L B a4 1, A R E A YR XA . IR,
www.social-engineer.org/wiki/archives/BlogPosts/LookWhatIFound.html, 48] L1 5 &t & 4= #3X
FERIREE . A NHIEE SRR S, sE AT LR .

Hrpfa .

B — IR T L1207 36 ST v B i ) ;
B 419374 7= . (UM T 24 0003 B S K57S Atalantef) A i B 4", XA 4 e
PA300J7 It ;

(D A it 23 AR 22 702 4R IR FALAE 7= T 34 Avalante R 4, Jorh S 24(FIE R4, THiS7SRY Atalantef 42767
B RRAE AL P R P U 7173 E TR AT 4B R A e TR & M R R, i AP, BN
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B (MrE ) BA,

R ANIREAE M 5 ) BAK —skihimyide, IEa SRk, BEyrics. RS
FHRIKE A FARA T

TERH QAT FE A LG FT AT 380 227 4 N A BIIRCR . 3 TORBIFR TN — K 2wl ik
FTREWTHOET . FEHTEZAT, 72—, Ptk kA ER, WA AR E L
FE B4R B R,

TR A R — 0, AR — P K, R T g KR b Al [l 2 252
My —ZEOMERE R IE . e R BB X — IR, AR T BT e B 730500
WERE , BRI S A K/ N RIS S RE 1, BRI, WP, e IR 3~5 0 BlUE , 3K
ARG, T AHIE I, s B R T A BB B C AR SRS, (5
fufisi . 3% IR 2 TR RAR, HIEH3 I LA R OC THEE —RIEARAOHGE ., FRA
RIEFLX G R, KA UE: “EX AN MIT R, BEAANZARFHEE, K
AT AR AR X 7 7

BRI, AR ATRE . — R ARACRIRIR, T RIRMBIAIEF | BRI RIR S 2 kA
BB . AR RUEWIRES RSO0, Fomlh 7o AbSE . W, JLAERTRRE N TAERE
XL FRENNREL, AHIEMRETSE, XA TSROk S

RAEAVUE: TSR . B TG K AR i B RS, REwEAR
ﬂm¢mﬁ2ﬁw%ﬁk A AT X AR L T, ik S TR, 25, FH—
FOROLAIESRLE IR Z AT e — T E A IR 5 R A W Uit ?

5 Tk, RAETRIIRN AT AL TR Y 5 5 B — i, UEIE . BRORXYZZ R 55

y AL RA AT

ISR ELE TR A, BT . Rid, ANEWRIIREGE A AR Al
PANGASE 15 7) 528 @] A de fit— i 8.

MO PR, BRI T il “FRARMNLY, M =RUAEN LR ZAR
B K AIRCE, FEESL AR R T b T A

“CHAF RN L AR R A Ry 7 R, AR BEI R T, R RETHRIGR
W

CRIREE T RIS " AR AR 25 TR H M, N Boe R WA HE T
BT, ErEmE .

it 2ARPUICHNG? WIFE. Rid, KOS —Lema M EnES T
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D> UONER CERARFE T
B b A e RE A H
B S 2

oA AEA b

B b A 24 B

D> R (/NI 0PN (]

B b i B e )

AR, oSS BTG BMCER SURE T, RS EERGH TELSEE. B
TERl ITFRIRE T~ — P8ty 1, fEfERRARH , ikl A R0 EER TS, #T6 &R
AR, LEHCERL T, ERTEE A 7

KT FRMELEC MRS, REFRITRINRE—F T, RE L%, HHEMEE
JCHI % F R BN F] . E20Be 2 05, BRAEVFITS B R Bl et A E 1058 &1, i
e ST, R RS K

EHR A RFENEAR (BSHETRE)), REFRFRE: “far i DR
JH7 LA T A A"
RIIWI aax m AR 2 CHE . A fHA?

ARG, MUK 2R HEE . AR RN AT, SR s ® e
AFRFAAGR, HETRGEMARA TR AR B AR & T AR B IR whh .
Mk, GREN, KRR, EARGMABTIT A REL? 7

MR, AT HEIE, CEARBSMHAR—LFEE . XL, BILHESR, EMEXRE,
PREC et . LR RIS 1, RAT LA Trfb kg2

AR

CHR . AAPRTEIX R, AR, AT TR R TREI? 7 i
BL T KR EORRDZRAGAVF, RS R A B ORI | AR TO R A Bl X 3R — m A
A — LWL — M EL AR 1

FAL—MEEAE TUETF R — AR, (58 EIE RN Bbe%, (FHEme—
AERGERRE N URE . AMUZX R, FRAERITE RS KR SR AR T —4, A s
R, WREAANRERL PR, a7 o URHE 20 TR R

fEAR PR, XA AN AR, AR BEA ARV I LA DTE fE 4% 2 X 3
R AN T RERLII
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AU T B MR 2 SRS, RN RR TIEBERAHTT , W5
BRBER LT AR AR, ERMRRERA LR — RO I R T . B RA
REF, TS TR ASULFIE S —E IR T i — RO, LRFRI eI RdE
Fik. SR F—VEHEMNE.

2.2 R

R EAFEZFARINRIL . BIALLFILANORREBE 32— FhoR IR, ERMIIH TEEFR
UESE 37y

221 MWup EWEER

AFESEN AMRE B EERE, MFEHSTEARKE PRI AT RES H N 2~ Rl
B NF FEERE R o FEIX LRk AL 2 —Leit R (EARH, AT LATE B ARVE W b 1 A X 3 0 &
AAHBL:

b 1484

B AT HEA = S AR 55

HoFE A E

B #HEGER

B KA

B PATE I 2 5 AT

B ZFFitis

B HLF R 24 A

B "] REH TH ST AR A s

AHINEA AR AR A B FE , DI L i A Bt Al 1A 16 8975 Jr T - B4F
BT TAESE. XUEfE BRI KA, RV ENH AT HErEGE

Fl— B R TEESE FHRIRE R, A EH LR, 22 FAHRIR LM .
IR ARLE LinkedInB{ & Facebook 4k B — 44 72 T, RA " REMAIE LA RS e H, JsExee
Bl , AT A INE R T X F A AU ER R T, RE R TaEHZRN E RSN RR
B MG, XAJLASHES TR R A A RN L, B 584

1.8 FE5|1&8

3RJE + Je (Johnny Long ) ABBEMKXANRE T AFEE, M Google Hacking for Penetration
Testers, XABIBEZAKXFRA—FRAKEA MEEZHER
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AWIC T TIRZARUHE L MBRABEE, BN RRIEEEE . REREF AT,
BEE IR AE

SREBEH T —RIVHRERNLAGFENERE., Hlan, 784 WE RHE P Asite:
microsoft.com filetype:pdf, #AE7H#microsoft.comMiy I #fT 4 PDF #4511 3% .

PRI RER T LU B R EI A HARA R B, X35 BIREER R ER ., I T
i (20 Tfiletype:pdf ) FAEEPDF, DOC, XLSFITXTX M, 244K, & T BAEMS 45 FAIDAT
FICFG S LA B HAt 208 P A 8 SO th BRI R .

58 & 1) 1330 R A AE SR ANl PR OR 21 4R B , A T RUR AR R L & PR AT AT
VAR B PR3 R T H O R REE

www.googleguide.com/advanced_operators.html 51| T & FHRVERF LA KR4 F i .

RESR IR AE BRI RT A AR K. —(IZMAR - BEF| (John Matherly ) )
I BB T —4 1t “Shodan” 4% 5|% ( www.shodanhq.com ),

Shodan 455k Z A7 T E R ELE XM IR &5 2% . B S E RGN E R, flnER
microsoft-iis os: “windows 2003", LRI LASSEIIN T & MM RS B[BERGEE, XERFRE BT
ISHR%5-#Y, Eﬁ% A2k Windows 2003 &4t .

E[H 59 140
HiE 5361
B &k 4424
B % 3406
B8 3027

PAMERT AR XARE BAR, HREBRT —MEHE: Mg EERANGEEREGEST
RAGEWIYT, LHRIHE S BERRES .

2. Whoisi# Z {52 &if)

WhoisfE$R L84 SR FEA RS . WhoisBUiRFEFAREZAMENGER, FLERREZE
E M E R O ST R T

i FLinuxfn 447 T B B % & s www.whois.netiX FER WG, 87T AR 3I4 HEMEE,
AFEEE AN . BTt . BIE S, HEDNSHRE#5HIPHIL

B4 VEHE BT AR B IR T AR AR, FERRATTRAR S5 25 el LU TR &
Ht— R, SE RS
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3. AR5 RE

AV XM AR S5 SHEE SRR AL T MR Z RS, ARG AMIRIERG . L
LR FFAIIPHbHE , X 4fF BT IKBU B 95 IR S 28 . TRFERMAGERZE, &
WUFEA R BAETE—R, EATTERRE Ll — SRR EFR.

1P AT A IR 55 R AR A i S IR 55 25 SR LR AL AR BE 1) 5 Sl i b sk T LA
MR35 a2 FK . THRE, LAKIPHihE M o

E—WH SRS, @il HMatelgo CETEPHAEHENG ) MERMIT, TLET—1
XSRS IR %548, EEAJLE GO, R asmEEEE . BSOS E R XEERH
MR, XA RRGE B .

EfF—RAE, % v iz (SEHEIINMAPEHE HAthdm O 44 TR 5E 2 SEAR 55 2 RO TFK
Wl BKOERAFEE R GERRSE ) T Lo X R ER

20034E6H , LAEIIASLLE - K& (Avi Mizrahi ) I BARBAUE TR Gob 2 %
FHERAVR. M4AF, b HRXTEEREEME (Mossad ) #5417 Tim O34, 8AJE, 4R ITIERERL
FERNELRIEEEN S O HREAN LI (www.law.co.il/media/computer-law/mizrachi_en.pdf ).

1999412, BrE4s - BL/RTH ( Scott Moulton ) #EKI A R/ LLEFAIB TN GHEILES
Bk ) MEE GHEYUKVESHRE) AR, Mut, fAr7EmITIRS A " S4ER WMN
MMPREEEKYPVEEXR, —HAIMMZL2PORMELED MARNRSF

( www.securityfocus.com/news/126 ).

VER TAEM—ARS>, SURHE YIS 3 B 0 IR 5 2 A T 04 T3 D R, BHiBA—6R
FTHR—FITARIKMEIRGAS . X5 EESECLPGRYF, B 1720004, EE LR EEKRSE
RV AA] IS R O, SR T VR .

20074FF20084F 1], S | BkEMEEAED THCHRERE, NI, RAFHA S-S
B AAGRT RN TREREE TN, w0 H5H TRMEH .

LR, WRBRHRNEE L2, XEANAESFTHRERE. M TRAGKR, B
TR, BRMHEET N, XEREE,

4. HEZFEE

RZ A R BOE I R R THEAL LM G RS B o AP I E B RAMIRR, A K&
PP TETH BeRFIR . X B TR A Tk i 55— BUR B Esh%HE. B fhgAm . iR
AR —SERE 5 YRR A LSO, 5%

I, HERMBIEEES BRENSER. 84— ol , Eami—RIRAEDIE
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A4 . 4 [ Twitter, Blippy. PleaseRobMe ., ICanStalkU, Facebook. Linkedin, MySpaces
SR VA, AT TR A TRR L 1 Lo B, FRATRIRATIEIX —IH-L, 1K & BUAL 3R
e NG BRI AT ZAL

5 MANE. HEE

RI% | 4EAL . MRBIREN A A S RE BIRARINGEE, £2BERXLER LEE
A AR L TERE XAl AR TR A 5 T2 AR Re A R I AL R . AV
PR Y PN (B SE2 NS PN - 4:5% S € ) SR ES PN T DU

AL JEFRATT— A TE A il B — A 3 ——www.icanstalku.com ( 2 WLEI2-4 ),
ARFEHEY, XM ARBR AN LRESIA, © RER A RAR LT i B R A Twitter
. Bl hTwitter v, SRR B C R BETFIAEE A I LR RK . REATEK
IR RE YN B8 5 2 0EGPSE B o IR XS A iEeT, tiltdg T 3 C MFE &

A
fmE-
by ) @BrentWalkerJr ift home and checked in tess than a minute ago
{ I'm at abercrombie & fitch. http://4sq.com/SeamyE k
|

@Adamiss left nome and checked In less than a minute ago
I'm at Bar Stuzzichini {928 Broadway, 21st22nd, New Vork)
http:/idsq.comB3rpFb

@publishingfool left home and chiecked i about a minute ago
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B ARSI

1 5 A ERBA 5

th 2R 2 1 B AR SS ;
B fibid L4

—XJG, W& BRRE T —HIR, BEaFH A RN M ERER. PRETUEL
= RIT R, FRIRRG =K 15, A2 5MARLHIRES
—ZMERERRA RIS GBS S . WRZAFRE, HAFRaSE AmRIGEF, 4
DL ERTE 15, ORI “7v7, RIGHER T M 5%/ FICEOEIG M. KK
BfRRibfiEl— 1 PDFCH, MRENAMBEHBE. RITRIGHNE, MAZELEE] 1
RAGERIF, RORESETXNEETIA: R, MIEAFRITHEE."

£S5 “Fr" WiliET, CEORMUFITIF I ETRAIE AR B L BB BN SRR, %X
rakE— PRI, IERRAMK RS

LR, bR LB BaERIE R, A HRXTAdobe MEH R ENA . Tt Trfh: “F
TRIBIE, IRTIEATIF M. BATH A TIAMESL BIF HAH RS KX —BHINIFERS
7 HAERRIRFZ AT, BRAL T —MES, THEBRRIMTHE2ARK .

XA TGS M) FEAE T T Maltego, B REAS BYFRATLAS AR ke . AL
PIES 6

Maltego 2 Uil # B FAEX KA T 3 BUS I 9 g 7

HiMaltegoth h—ME B M X R RIEHE, REAMEEKM FERZMEMKR (7ERH K
AFAK ). MaltegofE )7 B TIRZ TAE, WIZHE FoBAF AL . My, PHLE ARG E . 244
¥, SdiJUT RARRBEAT LS BArsi4 A st R B FTA MG TR AR A ik 5 8. R
TEFFRR LT s n “e T HROF” Fededy, WAREIERAE FHRCFbht, BUATLIABIE 7-23
IN:OE € 3

{# FiMaltegoiy R &

Maltegofit H shR & AR BIF N - SCBUEEE ) B 3h 8k, ATUCA R 58 BUh e i R
e, FFRREBHEEKE . MaltegoFLIE )3 K Z AME THRBIXSHAEZ MK R, REHRE
ZHRAR, HERREEZBHXRENE2TRAREANE.



216 % 7% #HAIEILL

S/ /o - > NN ¥

[€7-23  Maltegolfit4E 915 B /R

FfEwww.social-engineer.org/se-resources/ifi i 7 —LERUA , TFAF /5 M iU (5 FMaltego. R
i FE B HMaltegoE DI 2 A%, HFLEM AR T b5 K T H.

722 HEIBARIRSE

R TR GES T REM RS % A SIERE, SR, VP20 77U S o G
A MR u PDF SCR A 923

X 46 41155 #R 7T LA BackTrack 1 40 & A1 £ T H ok Fah 52 . &) # H# www.social-
engineer.org b A, TR AL AR - HRMAS RS, BISETHi4T 1. HFastTrackf T & #
FastTrack{i# FH Python i < 1 [ 5 A i G4 H 2 52 B0 B v ) — s f i R ey . TRk
Ui, B AL S TR A RIFE — KB FastTrack i) T M T &, AT HIESTEA
s JUT RSB RE A EEPDF SO/ . B FHBfF R b 55, XREal nlfF i RS TR P
AT XA kT

BRAFHEE 17X, e G — L B Python IR, {h4t+4 T A 61 o] LABIEERRHn
BB PDF LI FBERR &% . Tr&tta TR AS T HAL ( Social Engineer Toolkit, SET ) #f
WA T, EEARRRKRGE, SETEZH F& 150275k, i HARWRBC A2 TR A R #
FARIE T AL, AR A SETHY £ 25 5 A ik
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1. RE
R TEA R, AT E%EPythonfMetasploithE4E . X WK 14#E Back Track & fT U E

SHFE, FTUAHHL . BackTrack 48X EE 440 TSET., WERFEMLIFEL%, dEbm 4
A, KIESAHEAZEE R, AERHEE 0 it Fad:

svn co http://svn.secmaniac.com/social_engineering_toolkit set/
PATRMLSZIE, #RB A2 hseti H3R, ZHX FAE THASET LA,

2. B{TSET

IBATSETHS RE AR B, R Eset H R FHIA . /set, BEIESMIRSETRHL,

i#Jilalwww.social-engineer.org/framework/Computer Based Social Engineering Tools: Social
Engineer_Toolkit %28SET%29, XA SETHBEMCERE, LIEI BRI LM, KA
IR . B FRNASETHR MR DR,

Bt GAMES it , R)EITe R Rt
() &XXMEH &

W R R — AR, R VR IC AT BT e TR T, EIA
ViR E R | TR S E AN ABREL, BV HEGEoES . BAESKIE
BRI AAT, RRER AT B A e et o

e TRF AR ERISETA] LARIEA #H 0 PR B F A3 & b A T, RIGiefa 20
BB BT o XAMEEREE AT HEN, LA B R TR AR S SR B

FEAISETHEAT SN TGy, BEREREIL . PRI, &F BT LA E .

PATRE R MR
D Rl M LS S Wk
B A — e TR

FHATHRF B TG, IR — R 5 NI TR — B A PDF S A SO,
VA AR AR BRH A A ik o 5 =N ABIERBEAR , 7 A6,

TESETH ZRIGH 2 RIfE, R mEE MK AEIRE Atk sh, fln, mRERER
SRR, 1652 RO B AR A (B RPDF U, LB 1 ——HATHE R R
mfﬁ‘{)

BTk, R A H R (F6), SHICHRZAA M Adobe Acrobat Readerk
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#A%—INiH] 1 Adobe util.printf() Buffer overflow i .

TR B G B R )81, &k £ 5012——Windows Meterpreter Reverse TCP,
1 HiMetasploitH I i 1a] 2 sl 32 & & HUANAIPAISG 1, OB AR R4 (IDS ) siifbFR
SAHRE .

R4 1T, (R A AR N (O SSLEE . SETS 881 E EPDF LA B 0T

Hrke.

AT FRD RIS, SET2fln) j& 75 2 % SPDF ¥ U4, 1l 4k i 8] Technical Support.pdf
FHEMBBRA A IR, RREARMEEUARCR . 5, SETR F—3E &AM Ll M Flp i,
SIER P AT P IPDF U 5235 F OB MR- an e 7-24 7

| Greetings,
| Please view the latest status report
Thanks,

Rich

o) template.pdf
70K View as HTML Download

I7-24  —EFE M FIBEFS— R SR

MR £k 2 e, SET2RIE—/4 M4 Wi 885 fF HARfTH Ui . — B B#sgiidi TPDF, Wy
AP TERRNY, (LBGEEBUHAZEERN TR,

HRA (WA NIFAREELR ), FEX—VIRFEEHAE TR, #itE @SS
ERERET RS TR T .

PR EAERSE G, RO ER T & P mik e, mEAE RSB T, b
EARS BT R .

X HUE N HISETA] L& S AR 2 Bk i —Fh .
(2) Webst &

SETHLALVF# i A B SE AT T st I 7EA M2 1T . RFAC AR K Z e T AT LikAt &
TR GAZ A7 i St A U7 1) sl st AR A o 2 TR A B B T LA e pl S I
TR, AT LA MAEEA T AN B S (SEn R — N8 ), Bt A s safe)
P

@ %% Whup://www.nsfocus.net/vulndb/12573 . — iR HiE
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—BAAVIN T s REM Y, #a TRAGET LRSI ZRR RN EGE, GiEE S . il
W E AR .

BAESETH iz 47 By vl M FE 3 B rh PRk am2 ( Mk iy ), w825, fJLERILLFILA
PRI .

Java Applet¥{i; 5%
Metasploitilll %0 #5 i A {2 15
UEF IR Bt 7 =
PRSI Tk
Al A Bt 75X

EEfiif e

PEIT 1 H ) Java Applet™ (i & — M4 AR Mt . — RO T, Java AppletBldy &6 H P 7
i L — N JavaZ %4 BLZN E#ABCA FI& 4, IR RIEX 84,

AT, eI, ARG BRI 2—Wu5 5EfE ( Site Cloner ),

PRl SERE A I , T B A RAE ST R (1 It btk o 35K B AT LA SR AR B e AR A PR s ——
B E T WIS L P P R R S O R . IEAMRBTAR SN, ERTE TR — X B
B SCH R

FERXAN R H, RIE e EGmail M . FiEE E SR T EA

SET supports both HTTP and HTTPS

Example: http://www.thisisafakesite.com

Enter the url to clone: http://www.gmail.com

[*] Cloning the website: http://www.gmail.com

[*] This could take a little bit...

[*] Injecting Java Applet attack into the newly cloned website.

[*] Filename obfuscation complete. Payload name is: DAUPMWIAHh7v.exe
[*] Malicious java applet website prepped for deployment

ERTAESRMZ G, SETRMRIREELE A C S ES Z RIS ARRN EE, EREH
ABIHEME AR, HEBEMetasploitf) )z [ 2 1d A, Lk & Meterpreter.,

SET A BN E AL 7 ZREI, RN 1 EEIT SR R R

T4, SETJE SR 89 Wk Ak 55 45 SERE Wl 2 BEAR 55, (RIS A5 3l W W 28 M Al 4K 0 B i
W ) 2 E

WA AR B4 S TR G E—E IR A BArIT N BE, 1EEARTEZIER S ™ .
&J5, FAPSEINET7-25F7R K R,
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| GM - Il Welcome to Gmall

A Google approach to email,

el ¢ buih on the icea than emai 36 be more irhutwe, aficient. 3
The application's digital signature cannot be verified. Sogn it with your
Les Do you want to run the application? Guogle Account
ey eiled messages ot of your mbax weth Geogle's
Usemame.
Mah Neme:  dwe P
Read Gmail on your mobile phone by perting your Fhone’|  publisbers Marwsalt Patswind
From:  tapilfi72.96.32.129 ] Stay wgned in
Lots of space
. Oner 2436 122148 regadytes (108 covati) of bve starad [ Koy bunt conmant oees U jubbiber ] (5wn)
a3 ] St
Vpdate: the pruacy
[s The Gt wrwhrs wnech e verded by 4 Sided suunca. Ovdy .
YRRt rclsr o Ao s Hore e
Naw to Gmal? X's frow 204 easy,

Create an aceount » |

Alo0 8o Dt leatuctal

E7-25 WS ARIFEREREE 4B/

BABERSE, —/Nava Appletth BIZE R P TETHT, SRR OBk S, MFERFL
AUEIsTT, A REARSEIIR o

REH P TIEEEIES, JE#ESAT LN ZARMAHEILT .

3. SETHIH 4514

SET/& HA B A& TR IR R, BT LA T RS A i b w
2Bk

SETTEARWT R R . Biltn, Boi/L A, BRM e M s 2 5h, SET %N
T A BGE R, RN T — MR AR o AR A A STV P AR
BEXFDVD, CDELUSB, XefE Rl LURZAE BARXTRMIMA KR, SRS
BB, Kl ABE AR RAT, WTTTFRZFEANSHARZI T,

SET L AE AT HL) L BAARRL Y ST &% . WSR2 TR A ESE S — MR 25 )
AEMEXER PATR P HE MBI AR5 4%, AT AE T P — D US. ISR ATHIHLAS A
HERBRE, EUEREA, SARBSUF, REAdafT. SR EHRLSEMAC
HFLES Z AR — R

A — RS (K B0t 7 2 Teensy HIDHH7 . TeensyB /& — /N T HRER L B, FTHRASE
B, BURBCHAR AT A HURIR B T3

SETH] % Teensy4i e, 15 & 1X >IN AR TE A HLRRDRFA Tl A i &0 6 WA i & A0 45 1)
R 1] 2B T o 145

SETHI B2 — ARt T — I Web R 1l . X EKESETS Hala s WeblR 545127, M
M5 TR, E7-265 8 7 3% A4 W 5T 5 i R REAR .
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The Social-Engineer Toolkit (SET) is specifically designed to perform advanced attacks against the human element. SET was
designed to be released with the http://www.social-engineer.org launch and has quickly became a standard tool in a
penetration testers arsenal. SET was written by David Kennedy (ReL1K) and with a lot of help from the community it has
incorporated attacks never before seen in an exploitation toolset, The attacks built into the toolkit are designed to be targeted
and focused attacks against a person or organization used during a penetration test.

Welcome to the Social-Engineer Toolkit (SET) Web Interface. This is a work in progress and first release of the toolkit, please
report any bugs to davek@social-engineer.org

[K7-26 SETH#HWeb%tif

SETZ—#GR KM T H, EREHRS Bt & TR TEA I A RAFERN S WS s . SETLR
W & B E T BB AR BN, 7€ THEAPEESHN, 5 HAREE . BoRsitT.
REER T XA J"*kl'J‘JTB;. AJ LA skwww.social-engineer.org 3l , | I £ £ BN SR B
AT . 7R, 0T Ll id www.social-engineer.org fllwww.secmaniac.comiX B/~ ]
U AT RTSET.

723 ETHIEHNTIE

HETEBEPFERENAN T HZ —siRdmiG. W4, BEE T, MZEES A A iR
SR B, #ES TR GE A R R O B A

A TR RS  R i 35 i T ME S T i, B A 4% 252 2 ik
Bt HERS AT RORRE . R SRR, (B4R RS TR T, BiEA E nT AR
(8] P4 R —FK A Al RY
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HE— P ANIAFIHEAR, AMISEAIRE . kSE A IS, ERFIET
ANHERHATRANZR, ERAFIETREFHEHE. FRTFIHTOIRERS B s EEE, X
SGE A £ RATAESC I . B T LR REFOMBA T EYIREMFILH 2,
K2 ) NTEFHL LA AR AR ATOR . 2Ot & TR SUEE A RIS el B x|
RBBHRATIT T — WK

SRR S F T LA A R REHAERE, RAmR24/NRIFHLRER N 117 S5 A
JLE, Bilin, Gk Bon R R MA Al ARITRE, WA AZEARBHIRMMER . 3
A (8RB FHLEA TR RGN R, AT LA R B B S ISR EURAE T 515, A
SpoofApp ( www.spoofapp.com ) FIR FIFRFF , #14 TH A 51 REAE LUBHIC A BIACKHE i 1) S5 k%
BMERTH IR RIS S, X—VIER R T EE

T RPEERER TSR ARRSUR: /5 SEARMGE R
1. BUCRB BT

Kl BARTER S5 R ARG PR C U — IR B , FRAIRAE T 0L R E
EHERL T, R B E R HEATE K —# . BREHH2 TRARUIEREIRX—HFIIFH
JRE i AR A o

kb2 rRAFEREYERRREERFEL . BAEHR, REFRERHE—-SHES, A8
AR T B AR — 5.

B i — R B O A A8 AR B 9 B ARA Bl BRI R 575 IRt TR
NG RBABC/A Rl BARIIHH BN AR SRR AL, BEAT LARENZ A RS89, 7E4TrTERR H AR
N WER % S B ESORR ER, RAT ORI LA -

B ZRIAE

B HAENE

B SRk

B ARFRE AT (G, K. MERLIKBARSE)
B 7

B R /AT

Bl /EHRNOR SR ? T ERTie—sen] i 2 TR A RN EMRE.
2. SpoofCard

BiAT I — P ELOR d @R /Y 1 s 28 FSpoofCard ( www.spoofcard.com/ ), fii FHXFl -,
Af LAMB B BE R AR AER98001 51, M APINE A B BRE S, REHABEITHHESHEHRA
LT o
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SpoofCard ) — S FTAFERARAT T, HLANXH @ IE N AT R . R B A s 45, Xt
FRER KRR Tk SEMRAE ST, o TRAG AT MR RS R R a5 B .

MF—J5 ki, SpoofCardfif #i5 Hl, Bk 1 HLIG AT EHABSMYBECF Sk, I HA
T LT P UESE T ERA RN . SpoofCardME—ANGF i — sk 2 7 Z A PRI SE

3. SpoofApp

R 2 B AR PR | 2 vl SO BRI RE THL, XS TFHL AR AR a9 A mT LAAR
thi ki R, SpoofApp#tSpoofCardli AR SEAE T 4k {4fu

AHEBHEATHE E K50, RTAER IR i AR ZR T s S35, SRR A BR
(#5545, SpoofApp# & Ml AR SR, Ml H AR b s a2 R A AR W it 0% B
AEAE RH A LT AT e i

4. Asterisk

WRA — B LRGP — D VoIPHR %5, 1 n] LA Asterisk il 5 #5 R B SORH /R . 1]
LA #£ www.social-engineer.org/wiki/archives/CallerIDspoofing/CallerID-SpoofingWithAsterisk.html 71
TR 3 X R FBURI(E B o Asterisk Il 45 2% 32 1T 5 SpoofCarddE # AL, R T
BLBORHL BRI AR A —FE . FERXFESLT, RMEHIRE A C RS . X—SREARST,
R ERMETEZ 8 A B IF A LHOZ B e R

AsteriskRILRITE T 9t . LR AP/ AR - RAMRAM RGN, RTLUHCERE. Bt
SRAET A EHSMH FEHLSE L, 38 T2 RE i HLinux , HAMNETZE—A 0] I VoIP
ik 55 4R

{5 Asterisk (s R 4FAEBURE , A7 RWF T R 7y i B e 2t TR A G A CEHl.
MNE BRI S BAE AT =0 T

5. ERRIA

RIS TEAREEN THE, AHMHSCE— Tk, o TR A G BEETEANME &
ffE oL F R E How.

TERE ARG TH & TRNE SN R b, A5 IR FHIAC . IIAR S T2 TR b R a]
DR, ERER R ITA T E A SR BORE A S AL, AR EAR B E BERG. X H
PR, B ALK B SR GEEEARE 1

GRMAZE, NMikRE%], XHARSIRIT EERS, i, WfFE,
EFEE QMR EXHEENEN, (FRREGSeN, WARS WRsE . RANEREH
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PRI — SRR A RAT B, RS TS,

AR B A B TR 8 Bt R o FERTTETS Mk BN R CEOR B, Fefe
HYRA RS RGN | MEW RINE R, DAR—SHoR, WEEERPE “HE
FOR" | CRER T REZEERTT & OCBIGEE" %, XiERETHIENHLERR.

FEFBEA SRS (AE AT R R ) AT LAEARER E A SR 5% 772380, T BLAERLX &
SMRULE L RE M A BE -

HUG IR At 2 TR G+ B TR, WSRAE SE BN h 5 A B4R B M B AR RNy A4S
&, BT URA ) .

724 EWHHIR

F—HABARE THREN (14 ) 2 TR, ENIRER BRI B b BT REAE Y
A4 1E Hinfi BEESNZIG, T—PRRa T G A 0 S Muct it 7=, e TR
NG AR —MEAER) 25U R A TR0 . W TRIMBERTE , M TRER 1 451K L
InEGE . A 4L AT R ES T TR

AT RAES , FEHT LR AT AR B REa T /ML 2 LK.

SR TR E S, (ARAF B Rk AN B EARNT BT 2R AT ARERMA
BORWAR, ATFHERSFSH, XTAC . KELRAFMHFS, T AN a2 it
BREOMS R, IRAEMS: EATLREIRMBE R, e TRINEIN TR, 2 TRARHEHERL
Lo iR S YN e

FI TS B IRIR Z — B TR SR AN 3o SERIESEAR 2 A\ B 6 FRAR 7 85
o ERREI RS AR ERRA SN, mEATEN 25,

fift, BitDefender (—ZM&% 2/ ] ) M—TBFFUES 73X — s BitDefenders}fr 12577
LR PHRET, Z5R A Hd75%K0 R P B PR A A S Ak P ) B
AR . FAEETA 1.711ZFacebook H 7 BN A MR B8 LAP2PRIF i 77 N A IR L, X
LMW, SEHEI N A S Wawww.securityweek.com/study-reveals-75-percent-individuals-use-
same-password-social-networking-and-email,,

20094F, — AWK A Tonuft) REM T —IRABHTIF . ddRBOE N WATH A MU ERIF
FABJURL, filsfhis 7 5TiE , XHKEE R AT T —BURHE #ic % . A ko et 2858

& 7] LA 7E www.social-engineer.org/wiki/archives/BlogPosts/MenAnd WomenPasswords.html & %)
HREER
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Hep i —2ef5 QEERE T RN 2ELLHK . 7734000\, 30000 A fEH AT KA
FAERER, A2914 S00 AERMATRERAE DR, ERAKERE THMSEHET, BEEHRN
8RN PR

# =B T I
123456 L) 17 601
password L:l 4545
12345 B 3480
1234 L] 2911
123 5 2492
123456789 B 2225
123456 'q 1885
qwerty B 1883

17 601437 58 M8 FH A9 52 1234567 H =4 A=,

WRXAEAES AR, FHAA Tonu AT IS BRI : 66% LA M P A K E N
6218 MNFAF . T REZEAMAMERRS 04, #at AR TREEwe TR, flnE7-274 R
/N “Cain and Abel”, #4 T RBFX T O AEMES

T [User Name ~ [ Mpassword | <8 | NT Password [ tMHash T NT Hash ~Tehege. - l3s [ Note
(1 X Administrator

~ 11051080Pass/Sec  303908dws

E7-27 WifEsHO4 RAFEIR
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HEER RN EEEH3.03909K . WAZERERS, =KLRBIRIHIR 5 A1V RIATRE
AT o MEH = KR B R AR K G2

M —(E R A EYPEE, HERT-28, MERR—HPEH 1416 FrE, Hfp
WE KNG FERAE TR, BT 2 AR e s A2 — Btk T,

User Name | iMPassword | <8 | NTPassword | tMHash [NTHash [ chalenge [Type [

X Adninistrator
Guest .
X SUPPORT 38834580 :, Chasset Pazamon ol
__VTware_user )
P Sipsioty Mo =
! | R O E S N ARG T R 5 | Max "5 _J:]
F Cus Stathom
[ I g5 17,
| Keyspace T S ; meud =i
21211760422306217€+023 | ZAECASA
Key Rate . ~Time Leh :
11324053 Pass/Sec > [  5U0MesDldyers
g 0 [
! e e e e g e = J

P7-28  FARa A E 23 B L TACH

M SRR (UGB B KB INE 1467, IR — L3R RARFAF (BI* &,
$. %H~), REELRWHRFBEBRLERILF A,

T E P A BB A , REVBA 6 RS 58 RO A X JE TR
THREATE ) AT LA B AT AL P AT RE e R RS

1. BRRREBSHIR

A TR T — I E 2 TAERRN BRxt RHET 0. BIEL H# Tonuff 53 R 6 5
7R: 734 000\ H1£5228 000 A LA_E RAE R 6N FAF %S, HAilid17 000 A& iE=£123456, K
234600 \f# FipasswordfE H#15 .

3 F I P #1943 T.B. ( Common User Password Profiler, CUPP ) {§if8 855540 TA/ESEInfe &,

Muris Kurgas, ##%Fj0rgan, FA& 7 X MHAM/NLE, BRAUEFEBackTrackB i T
BAf— A ] Ll i www.social-engineer.org/cupps.tar.gz T 8%
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B AR 2R P 2 I i el O il . AR IMERR SAAE R R R {EITAC,
FURRAT AR IR B E SR SRR A | AT I B AR R A Sl il ok e A i 4 RS AU X

55 04 0] ek s R HECF R0, XHERRA 5 i . 55 02 hARE 5 IR L Xt
FAPHATATIAGE S, A, Bk, ik, BYSCERMET, B#FGod. love. money
Kepassword %5 F LA

HTFRZEH P HEAESERING 04, EICUPPR— RN TR, ERTLATE
EHB BN RBGERA

PAF ¥R H BackTrack 4§ FICUPP&E I A -

root@bt4d: /pentest/passwords/cupp# ./cupp.py -i
[+] MAMZEZEAERFE(NE) ]

[+] R RplALNEE, RERASDE!;)

> %F: John

> #K: Smith

> BAR: Johnny

> 4 H (DDMMYYYY; i.e. 04111985): 03031965

> BiB%F: sally

> BiBRAR: sals

> #f%4 B (DDMMYYYY; i.e. 04111985): 05011966
> F%4%: Roger

> F%B4R: Roggie

> F%4%H (DDMMYYYY; i.e. 04111985): 05042004
> E#A: Max

> /28] %: ABC Paper

> BEmA—kE BARA X XHED? Y/[N]: Y

> WAFFEAGE, A5 45F [i.e. hacker, juice, black]: christian,polish,sales person
> BER2ABANAGEFMARKRFHD? Y/[N]: N

> ZEFANFGHRERFm—EEMED? Y/ [N]n

> ZEHKX? (i.e. leet = 1337) Y/[N]l: Y
[+] BAERF R

[+] HAHABRELFH

[+] FREAEIMT, HEKRLY 672AMED
[+] BAERTAMERT, PIFE!

TR, RIEPRALA RS R T %13 672N B S F . R T RMERET
BT e TR RN EEE TR,

2. CeWL

WEHIF R E R, CeWLZE—/ Ruby i FFRF , B W] LUl 45 € WURLBEATHE E R EE 1R
HATy RBISNREERE, B4 —AN ] T S 7 434, John the Ripper 5 #FSMff L.
HAl DL XA F AT H DB . A K CeWL I B £ ¥ Kl i 2 L www.digininja.org/
projects/cewl.php. T I — F 7EBackTrack 49 FH ¥ 1& L

root@bt: /pentest/passwords/cewl# ruby cewl.rb
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--help cewl 3.0 Robin Wood (dninja@gmail.com)

(www.digininja.org)

Usage: cewl [OPTION] ... URL --help, -h: show help --depth x, -d x: depth to spider to,
default 2 --min_word_length, -m: minimum word length, default 3 --offsite, -o: let the
spider visit other sites --write, -w file: write the output to the file --ua, -u user-
agent: useragent to send --no-words, -n: don't output the wordlist --meta, -a file:
include meta data, optional output file --email, -e file: include email addresses,
optional output file --meta-temp-dir directory: the temporary directory,default /tmp -v:
verbose URL: The site to spider.

root@bt:/pentest/passwords/cewl# ./cewl.rb -d 1 -w pass.txt http://www.targetcompany.
com/about . php

root@bt:/pentest/passwords/cewl# cat passwords.txt |wc -1 430
root@bt:/pentest/passwords/cewl#

XS XHEA BARZA 7 R G FCeWLA RG], ML R ¥ — NP 5T rp =42 T 430 AT BB Y
#.

CUPPAICeWL FUZ RIH B 2047 A A BB 7E TS BB TR o 33 X 46 T Bl — A i
K, MAHCHEE, BEROEGDRAEEHEER. IF2EFRFRLIMABIENZSH
HEM,

7.3 NG

THRHSTEN - AEENE, HTARSARUESSTRAR. (8 THRERAH
Ky, ¥ TRADIREIF LRz A RE

ATEH RO FEAE TREEAETT . TR RERRTE, BTRAM TR MGERIMBERTA,
GRAEMA MRS . BN, 7ert 2 TRES PRGN, TSRS BRi 2B
WEHEE . SRT, WSRAEGE XA R, REEFINERT TARE ., Bk, AEREE
AL, FZEWIIE, WAGFHEM R E%ES, HFHRA TR —RRA R, X0
JFIAERT DR AR I AR HE o IREDR AR A INfTiRet? e 2xdiftA? fbxE 482
flu% 48 T ARER AR i ARG B

AEH2TERARERRG T A, B TR, BRWERM, ML EEFETE TR
HTFAIThAE, PN TRMEMFER M E i TR

THRAEVEREHHEITHE, HaRahdit ARBERAR, X— R ERSEM RIS
BRI A 2.



3

% 8 F
2=

HtftETEAR

3}

REIAETHER.
—L% - FAF LR

i TR — AR TEARKE T AN AE T, 4t
K TRAREBOIHELHTRIA o

brEmt, Al PR T R AT AR R MRERN TR, fB%
VFRATRE LA T R T VA B Rl 22 n 2, L RE A AT T4 B R it 75 ) K 05 =K

HE TR LBAGSN, QI RRL, T TKERM1Th, BARE AN
EHNBGRFE, Tk T4

B A2 TRLGE R R+ WAER, RO E 2RI, HAMT
ZHEAFRMREAREAT TS, FBHE, B3 - KFFE7 (Kevin Mitnick, fERFZKHET
BARBENEE2ER ) 2 TS ABRSSEMRN 7. ABIMBEEE CRIWIZEAR)
T — R

AERNORFFE W B ER TR REANRE], FRER TISCOBeE, 2 TH+HY
BMaTRITEKAZ, IHFHIRE TARKEN PRI A,

TN RBIZ LG, BT A SRR, RGEERRZ 8, URAAE
BARBNARIXRMFHETNSE., &a, REATTRNOAEREFREN “REILE", HEIK
KRN F A LIFBIRE AR . B HEREURR, BER—TRER, HEABARR
IS TEARTS, WG RKBIAYE. R, fRuaT DI B3 & TR A G A Fi
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A RN PR R, AR R H O R RE .
NHERTIREE R —TRB

8.1 KiFEms=hl1: K& DMV

JUC - RAFIE SRR F BRERNHE TRARZ — M T — 2t A0, JHA%E
AL, RS AR E A .

5 2 ROR AR A BOfF BRARTTRERY . i BRI S RS, Ha TR AR LAREUSFA
MNMER . 81, K PEARFNTER, 2 TRREDKNRDIRESR— T4 Rk L
58, FHHAHX BbrsA T8t .

P - KRR TEAE (RN ZEAR ) —HhPRR T —m “REZR” K%, FELA/DS
R RIZNRX AR BT R RIT 7

8.1.1 B#xr

FEVRHRM BN IRBIZ , KIFEitid T " WA FHEA TP 40 1R
(DMV ) A RZGHRBMAMNE RS, LR ¥HmEREBrRNERGR, MEEX N
RA—E, (ARG ERFEELS TROT LS EDMVER, EELIHERH
EIk.

T 5 — R DMV B 175, i EARBEXDMVIE M 7%, ftinEe
BEEF LM MOEMRNER, MAUEDMY, 28 hahiifh (4REEARTFLR
M) FKBER.

812 #=E

Wy AEDMV ] LARARE A 7] . AR A A E H RO E R, EI1RAT L)
()t HL PR A4 i 2R R )8 o

PRI R FIAAR MR AT LAARHR (5 BATR], T Rl Tl ISR — R B 3CER v B bR
PAFPTARIE R

1. KEFEA FFHIDMVEEIE S

WER TR R B AR SE T AE L F R M S TR, Bk, thEdEw&R
DMV SIS0, 4R, AR BN 0 A RESHS, Tt B IEARRAT R R A Y 9 8
R
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A, MBS AR EIAE, WORFAEE Ly, %Rl 2 B 5w BT ] 2 (]
REMBMIVAZE . TEFTHIRAIFN L, Al TAEA GG RS T DMV S i
% 55,

FEXT A TR ELE BB LT, X2 AR AT RE 2 LA U 28 (EAth SR B 2 T T Ao Ao
RS A § i 15118
7Tt s [ 25 . “FRIEWIR . FRALFT 19 L 16 42 503-555-5753.”

LTS BRBELAR — DX S AR . A S AR . FR 4 BTl R s i 505, SRR &
SRIMIE . RAREINAZE B TAE AN RATREASU 1 LA i :

R ERENTBAG, FHHEE XN EA T Aot S0
Je B L HIEDMV T A 565

BT TAEA G IR R piAp s, S saiR 58] TR E M S, (B2, Whnse 2tk
HE—50, R AT RELHE R

FRLHIX — AR B T ERA NS —— @8 ZRAR I, 22K, ZMENH,
MM A B AR AR o

2. \NRMBIERE

3 g RIS 5B DMV, 45 IFEER i fth J2 AL fL 48 A BR A 7] ( Nortel ) (1) TAE
NG, BN TAEY KDMS-100 ( —FpT Z A HL ), AT ZRIDMVEHE AR A 538 .

MEHEARNGGEER, CEE ARSI B B R IR S RO TAEA G, I HLfRe
VEHIETE SR BT A 28 bl, R e Sl ek T, Ry Ext R A Lk A S0, 1
AT AMEB AR S5 o B TR 5T

XMELTEE20E, TUEARANRBI T, 47 XEw a2 nE e A EE,
fhBLAERENS FLEER A — N IEAC R 4

3. FRENETS

TR KA T PO ——RBURTS . DMV TS A b B A8 b B
ORI, RAELIAER 2R, % e RE AL R A LA — BRI P K P ——NTAS, Bf5 fb LK
WARGE, KBRS bR .

NTAS—4%K

O mERFEZBFREUNRT, 120 E ¥ E R & http:/baike.baidu.com/view/238246.htm, —— ¥ 1T
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Account name—— I
helper——4& I
patch——2R I
update——J§ 2]

REWR, SR S Rupdate. BUEMART T8N SCHAUAERA B ERIAUR . @A
HURERRR AL ], ARARPRARE i ) 7] — MBI T 0 19 4% e TE L

TERLA SN IR B, MR BT TAEDURL R SR 194K, HBIRAILH—
MAREAANSS, FUELER. MPREE T IBSRE, MASRER R, A ARKHEmn 1T
Femp el

vk T— B R T, LETHEESR. XS5 E 1854k B sk
5. XH, REDMVA ITRAMEL THRRE, BI8KIFNHALHEADMY, iR E T
3 g SE RS B L

REAN, KAEFE R LTS, FOBM T . K, Bk — 078w okin 5
AER. XEErTREER E B FES 7 BRSO, FEREME, LK
DMV L 7

IEFRE AR T X NI

FhmaE, EHmayiiE: “DMV, i&WRA HHan AEBRE? "
LS - BURMHR.”

“PREF, BHRSEAE, A KA AR ARG

o EA R T B M5 R005602789f A"

U, SRR —TEIER . 7RIS RN, AR “BHROUER,
B RTE? "

WA LR A T, “EHERARMR? " “BHEREMEE? " “EBrERR 7

FREHFLHINFERME L, WHTE R BN, REEEHIREEENNER. 1
SEEARATAHAMGER, BER: AR, REOBMAAXFIT . D, R
X AR R, ERETRTTHER A — AL TAEA R g

KRB, XHERMANK, [EAEME bk, Ex s, OiRE %R
TIROERI S Or . XSefE BT LUHERZ ), (HREZ AT LA ADMVRES B .
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FfEMMDMVISEE TN BIE BUR , 3K 5L IR ADMV S, BOHEEEDIRE, BLIEMT
ZWARBZHNERT .

FERHZJE LA A B, R RRER SR, FTIFSCHBLIIF IR DI RE, dRZilicte
TEAAPER, SREHUHIFIEER, RIEESH B0 LA RS M D ARE, SRJE L5 Fh
KRS HAA ST X L5 BRI

8.1.3 HLTIEMERMIZR

DN, BSOS T SR S R s R A IR B, B AN(E RV SR TG I AR FFIR
5E LA B (8] 3t gk PRAS A B4 1]

ARt T AR S H v BT 4 2 T RRHESR B G U7 ik

HAGIF, AR 2 TR el i 58— P R AR Bk . XA AT LU
B, 3h s —E MR T RA THARBGE . XTSRS . DMVINEfT i KA KA R
AR AT . BRAEREXNBGERAEEZ AL, [HREA R4, XA
fET . M%REBBEN S . JUERTA AR T —F It Tranax ATMBGRELEI I35, JLAS I
ZJEAEEIR) b AT AR B SE B A i VR T 1

[IRE, WA 2 AR R, P SIRI TAESE S0 S ORI By Db, RESSINARINfY
JUR, RO EE”, Sl A TR SR B B bR, W AR i AU

WIFRIEICH, HERK T —L8RES, BREEDR O F B B [ REDR FE U S BRI
PR, e ERE BIRE /R, £ SSRGS, Mhilid A RIIESS 1 A SR
RHMAEIFEIER THACH “THE". MMETHEARLERGITTRE, F5EE, AR
WS T2 He ] S AT RES B 5 . X AU TS (155 T SR 9 B AT i £

i v O RLE A 7 EERE IS S L REG . AR A At AT EX (6
B, MRMER THE3HRRD B ERE, s, “REMEER, SRR 7.7 X2
SRIFEFH A O, AT AHBOE TR Tk, AR ERIRE .

KEIMATE Bk R A48 K P, XA F A BISh . o s X R Bl st T
— L0, ML RFARS A REAB H M. ORIHEERIIN TAEA RS AR T THRZN
BN (ffdsdE®ar ), (His7ic, X7 R RERE EREET A REEM SRt & T
B B P F ER R, (BN IR 20O, BMEAEA 2Rt & TR T
WEahh, B PIERTTH TAEA BB .

BTN, SRR, FUSMAEENEoRE, AP LRARER), RU5A]
LGB AT B e A MG P RBUFBIIR L . SR REE . SIRRDMV ITAEA R, flifiE
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AR BORAIEN] B L By . DR RUBEEER , MBAT R | P S R RIS fa A Pl
MR NKL, St POy AR BAERE Y, FRUATEREST “ERE” RIHTRA 2 g .

Wi e AR B R, R P B DB BRDMV AR A A B3 ] 7 4 T A ol 15 9 e
. MEMUT, MbrTREREE S, (HRADITEEER

Ha TR iz BV 20 B2 5 I HECRE, HCANBRAAIBSCRAE . Bl 3, PO
LT a1 A e Y o fEDR SR ST SR T REAR A B — S EOR, B OC FRAREE | e
W H PP LA SR

LEGET- AR KRB KA . MR | F5IE A, AFEIMESL R A, BEH
(RO A A €, ARt A AR Lk B TE R Sk 8 A 58 A B AR ATt

S 5 I R 4R 1) R SSR A & N ENGIRZ , At SR S5 T N FITE T i Bt bk
NG B b M ibiz R Sesfms H e xd 77 A FIASEH AR IR T AR S B 15 6

S Him sEAREF M AR T F 1 e Rt , 7 b i AR — R A R R B )
—{DMV TAEA B, AR ATREAMNNS T7, (E R A Sems i BN Z AL e T R e Z T2 28 <45
TR —EAER, W B TR ERER, R Ty R R — 4
FRBEERL, HEL HT.

1z LR T AR, S SRR ML T T AR AR DL

53 M P A AT A E F THESR, I —F, ERRA A C A C i
. AT HAREEGE SRS A, DR IPRI R —, REEIRI PR INSE, JHEH
PR IREIERAE ANBE . Whn DR BRI (5, (HREIE L FARF LA 2 A FH RS .
L ATHESRIBR TIRIG X G0 A B AA AL LR Sk B A GORHAR ALV ] e (545,
B {08 A 75 52 A b 55 B RE SR A DM TAE A B

W M ATREARGE A C i BE AT A AfBE B C 2R85Bl [l (45 5, 7ERLXT o B o A L
I H AfE b R — AR, xRS MR RIS BT X SR B Ty Y A
HyBEt, MfEHROhEe, I B RMAE 1l

IERATE B8, el p 3 e k& TR RAEFEIRE AT, IRAEBASAEL, o

LB AL AT St i, AT S UBAUANE SR, DMEBE Ao A BT e R Y
ARLE ARG

BRI AR T, (HRE A SE—LE MG . 20T,

B APEIDMVHLGRT, FHafifR A ORAE AT REMTIEMERE, RawE -
SR SR N ATREE, FFHER IR FTA 5 BN M0, LUBHR BRAE 1L SR B 55 24
AT ACET 8T 1 55
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REMBGRERRUL, A RETFHLRAN TR, HiEA—FMEARTT AR, BIF K
T RS (Google Voice ) HiSkype 544tk . MAFIEFIES, HAHL . FSHEHE
K RE AT REWRB] A 2 Bkt R W

BT X, BBl AR AT EBGER) T LRI M TH S TRAER T H%
Ty, bk T Bk A .

8.2 FKiFRRESH 2: WEEEHLRER

AR s Airh BB — A Z I - REFIA (Keith Carter ), il —7 A4 TR
KR, ZREE B+, HB AR, BRI IRAZE TR BIR
Ak, W4 LSRH/MER L R R —ZIMERA T T A F .

RS RAE ISR, (B2 07 BHRITE B4R B 7 “Rae ™" s XATGE Hora R, R
FEE—DREI—FE, XDREI PR — AT R R B

8.2.1 H#xr

HAREA TEWLRTF - AR a5 1600, (HIRARA 2 TRIGER BAR. A TR
fRE, RRMHRIEBMAN L EH2RER (SSA) #HTHGE .

et TR TGS, &% QUGEH SRR AR T 3B 0S8 B bR R i,
ERT A A AR R A TRk . BEE SO RIT , (R R BLX MR T A 2 AMfEk .

822 #=

Ir - AR SN ER AR LT AGRE, NEARREE 7L ZooBR LA CH
SR, JERAMBEISL T —FMERH JT ETTHIAH,

Hr, ISR B T RUR, AU e B . TEM BB AR FEE ], A kA 15
7 SLREEEE T HESR DL, ARSI

e T HE, — AR 2EMGERMRROER, — R TIAF A AT FERR ARG
I

FEEF oo, EENEH SRR R AR O 8, MRS BT
PR, WRBIA By, BAEA B —di. MERMRTT, XA R ITH
WHIFHIRT . AL FAULSSNK P ERFER. A, iAFE-EEMANGEE, etk
EBEAH SRR .
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BTG EA KR BB, fb EMIRE 4G, HAd TSSARARRLE, W% kA
ELARATE, 76T T REHFRATERRRIERZ G, e Lt RIMVAZ I ARIEAT T —
M, BIEELRE, MEREEEEIAE, MEWT,

“PRufF, REMERE - W4, 329X MAZEM, RER(EBERRE, MiEELeE—4
Ll6363LE MK S , BAKSROSEHETET.”

WL, AEER, SRLR-”

HI? FRARE? B, JLABPRIR I fLBRIRTE T — B ARMELURAG I I A LT
TR BRI RS .

B3, SR, ERAEXTFHAMENER. AR, ERETHILF
ELMEF T, MEEhEsoE 13K S,

“XER3IF, RETEMAM (May Linn Wang ),”
“F/AMH, RETF - REST, NEBEKPAEITRE, RATLHKER ‘M’ (May) 7 7
“TEMIE CHEAR T dblEIEE

“UFEY, RXEER), k. ROVEDHABGERRA RN, AEMARERNSE, FTLUAT
R, REHW, BATTREEBUFE, MIERUEA LHBTR VAR ERRK, HER
# EEAARBE T, AETREMMED, g7

‘R AREEE.”

“PREEFRIEMAEMCS A SE R " flil)iE. MCSRARNMBIE R RHITTEILAL
K-

MR, REEEMA?

“BiE, EHREBIRINFERAZER - 48 # (Joseph Johnson ), 4= H 2196947 H4H "
( FEAERBETABANGLZ TR RO—F AR, ZEHUHNEHB#—SE00, )

“PREEEEA A7
“ffik SRR E A T BB (HIFFRAE RIS ).
I R RRE T i

“REFEEGIB NS MBTER.” (RFERRYUTFRFER, AALRELET M
ARFHAER, ) RFEMARHMBAREALE, BAREE TABARNHE, BRASIERTT
PERAARINA T . ZBROHITE, MRS TRt 20RES AN B AR
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T ORERE I BRI

“H A7 7

“20014F,”

MR BN 190 286370, fHEK NSRS RN, ”
A H A A ? 7

“WAHT "

WA, BEREGE, “IRARL”

ST LR BT 2 RS B4 BT " BT E S i, XM TRAR
PR B, FOTES TR0 T REREME -G8, kT 8RETH Bix
BRI o

TABIIATT” i Ukt PSR M SN HAE B9 AL . LA ], f 2R

BERHES SRBIE A 5E R 1o BRI T AR M T A EAER, ETRMESHERT, B
T FHA AT RISEA MK P T —@ i, ARBURC {5 B BT

SR — IR S I AU Bt

8.23 HLTIIEERMEA
SSAM ATRE LRI H A5 o WXMRIHT T 4L 2 TRRHESRRMRFIREGE 1, VRAEFRAZ I+

FBECHST TR EWE. TRREEWE 1, ERRE L&A MFEHLS TRARBG
ML ETE, ERA(E BB REA A,

HEGHREN ERF) T4 NGRS A NITERE, i B BL7E 7 SR L BETE https://secure.ssa.gov/
apps10/poms.nsf/ - #£ %],

XA AR AL SRR R R T . FMhaE THEIR ., 1798 BFiEHE
AR SSATAEN AT LA LRI TR AE R . 4R VX sF 8, BEMEZRMA 4, B4,
EHLHCHEERBREMAFFIL, R AHENEBRARERM,

REEHERM T REMER, Bk R RMAER AR, BULSSALIRAE
KL MINRERE, AN ARPEIRE T WESHS, BRSO AR TAEA S .

HEAE ML b e R 1 I LR e o SB I SSATE T H B, ks TRZ(EEM
BRI ) o XA T () B S8 B R 2 45 . il iz AT i a), flr b L EAR A Tl
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3ot i AR RHE AR Dt i 1 o RISV URES 3, (HRIERVE O AR 4T,
WEMMLZ BT T 2T o uE AT T ARZ R AR LA B AR QUSSR ISR 1%
o BN, A S35 Rk O OIS A & TRk bR A WA TR HERREE RN
SR, AR 55 2 B

st T ORI ARG IUR S, [ R A OB TAEAR, Hin “Hi
LA, XA AL THBIZ A, TSSAKTAEA ST IR Af17E
PR A R A T E AR SR, RAOE AR E AR, Mkt intt, WA
DUEENA S AR T, SRR T RSB A AR,

RA, BEREMTHS TERER S —RIIAT 4w A E TS,

B R GR M AEELEATH), X2 EATHEAHESTA Bl B Bt s, X B IF AR
A A siEsGH R R G AR B , TR (UGS th— 352, BIRZ R0 T 77 i T4
7. A TRIEREHNGRIE, SR E RN XTI

YL, BB UHFIRI O A TR, PN — A 2l TR By, 7 ELJE R
A2 TRAER KB L Mds AT T .

FEZNEB IR T BUER AR, SV BRlRE S i TARAR B BT . EQDRERE 7 7E
CRIRHIZAR ) — AR FRRE, XUCHEIRAECE RVIHOB T AT R RA 5 Gh .

8.3 BEMERAI1: B CEO

55— A T CEOR L B2 Jd J2: LB ), ROATRAZCEOIA g FH C 4 X AN mT REBAT ]
HETEREE, BEAW: F—, EEPOAHERPEIG W, $, MXEES, T2k
LZES RIS 1 5E 0

FEWFRL /ML T i L R(E B 2S5, AATTHE L BRAE L CEONE R R 2 T+ B AR o i 10,
INRABAREE L H I, BB 2GR Z 2R TAEH MRS L, 30h 45 TIREEA Al iR % 2,

8.3.1 B#r

AR R E—FARBRMEIRIA R, %A RA — L TZLAMBLNIRY, i H w5
TEFTENRER . ITERRAL 2 AN A A7 — Ll i, FFIRCEOH BT — R 2
e TESRIER—VCETED , XCEOMRMYE, MRIELCE M BRI ZIR, K2
HE RSP IX SRR . BV R AR A RE L0 B R R T A A0 75

et TREF TN, RO TERBEAF, KRA ARG RF|OGITFBR, HEPH
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HAERER) & A B SR CEOLE HL i HLEZ B Y , PRIXE 2 Ab7E TR 55 7 1) B T B A7 A il P4y e i B2
WA ) FIF, BV 2e 4 ) B R 53t JC 74 Mk i 1 e ik

832 #=

RIA S, ANERHAT2 3, ARl it CEOX — K, X & — kL, R ACEOE 44
R, SAFE BB IE 1 FARIBUI {5 SNSRI Ah , i85 R 2% B A HA TR ( tE inMaltego )
AR A R TR TIRZAE R, RS 48008 | IPHbHE | HEAGHbHE | HEEE S
ZARETE: k(AN RS8N AR NN A S P R

AR, AT LA B R SCRY LA R 2R o AR bk S5 4y A, e AT Rk
I, FABUHHRFI A5 “H 7 PR @A w4 .com”, FRBAEFRBICEOMIMRFH Hudik, (H
i L BVFZ SCRAERER ) 1A 4 HSk AR (Il ELFRAE A Charles Jones, B2/ - 35t ), x4t
T AN TR AL 2 TR ST LURIUN AR R

A 27 HR@A A4 com” Bk, ok ©—EBHlpfraafl, HREEMRY), X2,
ERRE, PR EE AR R R 2 B RE R .

P 41— T CharlesWE FRChuck (155 ), TI&i& 7k “chuck jones@/A Fl % .com”, ¥
SRILEN 11 FRARAG 1 2 Sk Rk . AEFRELIOUE — F XS HEFE 28 FCEORY, MiAZS
fths ) 44 B9 FAS AR

AL 1 Z At )i i 45 S R Maltego/S AT RE S AE T 2 /(5 B.. Maltegofi — 1N KA
feAm A IRE, ATLUMGRIE RS F R 15 P o] ST

FEXF 2 I AL O FEL N B SCOREA T A, R A SCAF I AFR IR 7 . Maltegoi i e #ddi 40 A
Wit RS2, VP2 U S oo . O P AE T B BIEEE AU AN E B . st T
Maltego ) LBl e i fiE . FoAIHAIRZ KT AR /EH “Chuck Jones” QIEERY, XHHIFE
AR R gt £ CEO.

ROFSRFRARUESE Y, (R W R e, — MR SRS R T R I B ——InvoiceApril xls,
B M — KB TR O TR E R H RS, 25 T, HhaRIirm 2k, B
Bt g, B BAKR I H 2 k(5 R

FRE AR R, (RN ZRIMITH CA TR B 1o RiXE A
e SARATIIZRR I AFT— LT

URbF, HEFIR W FAABHIEA, KBk T —5k4 H 4 B9 R ETN 35003 T0H)
PR BIHARBAS, (REESTFRX 2 AMmsin &g~
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“MIRATLL" T B E
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W, ARG AR BTG
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IR B RRAEM S B SN BA, ERRTE D = MNHLIX K, B AR AL 2%,
¥ ERF KA BN IEA KB TS, TA=KBTHELE—K, ZRARE TR
Hfpz—,

o A Ok AMLMIX, (HR TAERIEIALK, IR 2] — Lo AR HUE A1 .

AL H AR bR — L BB R ARAS I PDF SO, %A RE AL IR S R ARl T
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AT A, HEXTATEN AT T —FST, W TPDFREXESCF, Jf HATIF4v
F B T 2 W BT ROALE LA AT REIR B o e L IR 2 F 3 RO A B R RS, —
DI TRt .
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u=I
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— AR HEL— oo X iZA% G £ alpha" Wi, A PR @EX TR, 12T @ — kT Fi 47
BE

o WML, FEHEBEAGEH . BRI E, WK M ARER N, BRI
{/J\IE-&?

— MR, EPIA, e RFLEEFIANARFTA D, FORIR SRS B, RiEH T BK
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